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e tls-proxy (3 ~X—)

s b= (5—=)

stos (73—

» traceroute (9 ~<X—3)

e track rtr - (12 X—27)

» traffic-forward (14 ~<X—73)

» traffic-non-sip (17 ~X—73")

s transfer-encoding (19 ~X—3")

s trustpoint (samlidp) (22 ~X—7)

« trustpoint (SSO H—,3—)  (FEHESE) (24 ~—2)
* trust-verification-server (26 ~X—137)

* tsig enforced (28 ~<X—27)

» ttl-evasion-protection (30 ~X—73)

» tunnel destination (32 ~X—1)

s hrxE—FK (34 X—2)

» tunnel protection ipsec (36 ~X—1)

« tunnel source interface (38 ~—1)

* tunnel-group (40 ~X—73)

* tunnel-group general-attributes (43 ~X—73")
» tunnel-group ipsec-attributes (45 ~X—1)

» tunnel-group-list enable (47 ~X—7)

* tunnel-group-map (49 ~<X—737)

* tunnel-group-map default-group (52 ~X—737)
* tunnel-group-map enable (54 ~<X—3)

» tunnel-group ppp-attributes (56 ~X—37)

» tunnel-group-preference (58 ~<—13)

» tunnel-group webvpn-attributes (60 ~2—1)
* tunnel-limit (62 ~<X—1)

* tx-ring-limit (64 ~=X—73)
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* type echo (67 ~—2)
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tls-proxy

tls-proxy .

TLS 2 7 4 F¥al—ary EF—RTTLS 70X A VAX U AEFELEZD, kKEv
alHERELEVTLICE, Fa—L ar 7 4 Falb— gy F— FTtls-proxy 2+
Y REHALET, BEFHIRTDI0E, 203wy RO no BEREHHLET,

tls-proxy [ maximum-sessions max_sessions | proxy_name ] [ hoconfirm ]
notls-proxy [ maximum-sessions max_sessions | proxy_name ] [ noconfirm ]

BXDEREA

AR R TFIAILE

AR E—F

max_sess?ons 7Ty "7 F—ALTYR—FTEHTLS 70Xy v a DK
max_sessions BEEELET,

noconfirm a8 2 BRE1C tisproxy 2~ > REFITLET,

proxy_name TLS 7B ¥ £ VAR ADLRIEIRELET,

77 4N FOBIERLEIZH Y EE A,

ROKIZ, 2~ FeANNTELHE—FaxRLET,

ARV EE— | T7AT7 0+ —ILE—F Fal)T4aVTFRb
k
L—TvF FSUARRT (V2T TILF
LYk
AVTHFRE | VAT A
Ja—3)L o o KHIE o KHIES o KHIE o KHIE —
V7 4F =
L—yg

avy FERE

FREDHA FSA4 Y

3l

J)— EERE
R

80(2) ZoawrRBEMENEL

tls-proxy 2~ RZFEHLTCTLS ¥y a7 4 Falb—var £— REFHBL, TLS 7
RX A AL UARER LT, Ty N7 A — LA THR— FENDRKE Y v a U ER
ELZY TEET,

WOETIE, TLS 7r¥ Y 4 v AX v AEERT A HEE R LET,

ciscoasa (config) # tls-proxy my_ proxy

ciscoasa (config-tlsp)# server trust-point ccm_proxy
ciscoasa (config-tlsp)# client ldc issuer ldc_server
ciscoasa (config-tlsp)# client ldc keypair phone_common
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. tis-proxy
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BEa<w> R

. tl~tz

avy kR

Bl

client

B AL— b EEBEL, O—IV FAF I v 7EAEBORITE E/21T5—
N7 ERELET,

ctl-provider

CTL 7o \Af H— f VAR AZREHREL, 7O X — LT 4 Fal—
vayv E— REBFHBLET,

server
trust-point

TLS Ny Ry oA 7R T A7 a %y FT 2 MRA v FMFHELZIEE
L/iﬁ‘o

show tls-proxy

TLS 7 X% &2FK - LET,
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vy |

Cisco Umbrella (2889 5 72 DIZMNEER API b —27 U &R ET HI1Z1%, Umbrella 1> 7 4 ¥ =
L— =z E— K Ttoken a~> REMHLET, F—27 &2HIBRTDHICE, Zoavwr R
DOno X EHHLES,

token api-token
no token api-token

B DEREA

AR R TFI4ILE

ATk E—F

api-token Cisco Umbrella ~D B EEIT 4572 API h—2 o/, Cisco Umbrella % v F 7 —27 F 34
A K= h— R (https:/login.umbrella.com/) 736 b —27 ARG T HXLERH D
9, b—7 0%, 16 EEDOXTFH], 7= & 21X, AABBAS9AOBDE1485C912AFE (2
0 ET,

F 74 MDD API b—27 3 H D FH A,

ROKIZ, A~ P ANNTELHE—FaxRLET,

ARVEE— |T7AT 74— LE—F tXa2UT4a2TEXEL
k
=Ty k FSURART (DT TILF
Lk
AVTHFERAR | VRTL
Umbrella D% o s o i o i o i —
E

avwy FERE

FRLEDHA KS1 Y

3l

Jy— EERE
A

9.10(1) —pa~y FABMESHE L,

Cisco Umbrella (27 /XA A ZIEHIZB kT HI121E, API h—7 V2 RETHLERH Y F9,
=0 NIRRT EIC—ETHY, T AT ELIC—ETIELY A,

BERlL, AZ KTy TNAA R JTRAE 237 = — A —"— T —T 1% LTIT
PNET, 7 IAXERETT 2=V A— = TN —THNDOET A A JHBN B ERIT L FH
o “IVF A THFANE—RTIE, A TFANMI, AZ U RTarhh, 77 AXE-
L7 = —NVA— = TN —TRNIAFET H20IEHD LT, 734 2ATH,

WwOBHITiL, API h—72 > % Cisco Umbrella |28 T 5 L 9/ EL £

ciscoasa (config)# umbrella-global

ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE
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Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

EEav> R

. tl~tz

avyk BT
public-key Cisco Umbrella T T2 ABHF — 2R EL £ 7,
timeoutedns |7 R XA LT U MERELET, ZORMARKET L ETH— =05

DISENIRNGE . 7 T4 T v F>6 Umbrella — X—~DEEFITHIR S
F9,

umbréella-global

Cisco Umbrella 7' 0 — XL F A — X Z 3R E LET,
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tos [

tos
SLA BI{EER X7 FD P~y X —NDHF A T TP —E 2, NEEFHETHITIL. SLA E
=Z—Juhaltar7 Xal— g EF—RNTtosa~vy REFEALET, 741+
BICETICE., Z0oa<wy Fono BN EFEHLET,
tos number
no tos

X DA b [p~y X —THHT 5 —E R Z A 7O, AR7RMEIZ. 0~255TT,

AR TIHIE

AUk E—F

FIFNNDEAT F T H—E AEIZ 0 TT,

WDFEIZ, a2 ReEANTELE—RERLET,

ARV FRFE— | T7AT7 24— ILE—F XT3 TFRE
k
M=TFT9yE | FIVART DT TILF
Lok
AVTHFERAR | VRTL
SLAE=%— | «x%ti& — o R — —
7a hajn a
V7 4%
L—ya v

avy FERE

FEREDHA RS2

3l

Jy— EEAE
7S

72(1) Zoawr RPMBMERE LK,

ZDT 44—V NIk, BIE, ERIENL., EHEMER CoBmnEENET, Zhux. FHT &
A L= R EDOR) = N—T 4V TBIXUOHEEDT-DIZ, Fy N —7 Lo —4C
rFoTHERHENET,

WOHITIX, ICMP T = —BR/ISE R 7 0 — 78 EE 45, ID A 123 & SLA
HEEZREL CWET, =a—ZRk ATy hOXAf a— K YA X% 48 /31 MIERE
L. SLABMEHFIZHE SN D= a—BREAE 512, SBIHAAT F 7 —E R A
% 80 IR E L E T,

ciscoasa(config)# sla monitor 123
ciscoasa(config-sla-monitor)# type echo protocol ipIcmpEcho 10.1.1.1 interface outside

ciscoasa (config-sla-monitor-echo) # num-packets 5

ciscoasa(config-sla-monitor-echo)# request-data-size 48
ciscoasa(config-sla-monitor-echo)# tos 80
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B s

ciscoasa (config-sla-monitor-echo)# timeout 4000
ciscoasa(config-sla-monitor-echo)# threshold 2500

ciscoasa (config-sla-monitor-echo)# frequency 10

ciscoasa(config)# sla monitor schedule 123 life forever start-time now
ciscoasa(config)# track 1 rtr 123 reachability

BEEav R av Uk SRER

num-packets | SLA B Zk 5T 28RSy b OBAEBE L T,

reques-data-size| sk S o f DA T— ROH A Ra45E LET,

sla monitor SLA =%V v 7EfEaEE L £,

type echo SLABEIEZ — a— 8K 7 e —7EfELE LTRELET,

II tl~tz
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traceroute .

traceroute
Ny SFESRICEIET 2 E TONA— FERFET DT, traceroute v FEMEH L 9,
traceroute destination ip | hostname [ source source ip | source-interface ] [ numeric ] [ timeout
timeout_value ] [ probeprobe num ] [ ttl min_ttl max ttl 1 [ port port_value ] [ use-icmp ]
BX DA destination_ip traceroute DFESEIP 7 L AZIRE L ET, IPv4 T RL AL IPv6 7 KL
ADW S EYR—FLET,
hostname N—h&E FL—ATEHHDOEANDKRA N, FANOSFEIZIL, IPv4
FIXIPV6 T RL A TE LT, AR MEHEET 2551, name
o<y N CEFRT DD, traceroute ¥ f F—7 /WIZ L THRA MG EIPT K
L AR % KX 9 IZDNS = "—Z 3% E L9, www.example.com 73
EDDNS RAA %R —KrLET,
max-ttl fERFTRE A2 ik K TTLfE, 7 7 4 /L ME 30 T9, traceroute /N7~ N 72358
FICBET D, HICELZEEIZa~vr N TLET,
min_ttl BOIOT 0 —7 D TTLAE, 77 4/V ME 1 TER, BEHOR v 7OFRR
T D720 LY REVVEARETE 77
numeric HACHE S = b2 ADIPT RLUADAHEPRIND LHOICHEELE

T, ZOF—TU—REBELRWGAIL, FL—AHZRELEZS— b
A DRANOKRBEERBET,

port port_value

a—YP—F—K7FAs570 baj (UDP) Yu—T AvyE—Iilk-T
fEF SND5E0AR— 1, 774/ FiX 33434 TT,

probe probe num

TTL D&% LV TEETH e —T7 0, 774/ ML 3 T7,

source

ML—=A Ry FOEETLE L THEHAINDIPT FLAERIEA X —
T2 A ALEELET, IPv6 TlE. IPv6 EEILT R L ZADOHNZIT AN
HIVET,

source_interface

N7y b FL—2ADRETA VH—T =2 AEEBELET, BET DY
BlE. EETXA T —T A ADIPT RUANERINET,

source_ip N7y b PL—ADEEILIP T RLAZEELET, ZOIPT KL X
TN NN AL o H—T 2 A ZADIPT RLAZTAHIVNERHY £4, b
FGUART Lk B— FOEEIE. ASADEHIP 7 L AT B ML
NHY FET,

timeout HERINLDXA LT T MaEHRELET,

timeout_value P XA LT U MZTHRNCISE 2T 22 ELE T, 774

NV ME 3BT,
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ttl

7a—7 TR DA AT RERE R O OREPH 2 FEE D F— U — I,

use-icmp

UDP 7 u—7 %7 v hORDODIZICMP 7 —7 v N &4 5 &
ITHELET,

AR R FIHILE

Zoavr NI, T ANV RREVRDH Y FH A,

avY kK E—FK WDOFRIZ, a2 REANTEAE—FREZRLET,

ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R

K

=Tk |FSVART | YUT)L TILTF
Lok
AVTFRE | VRTLA

avy FERE Jyy— FTERER

R

72(1) Zoawr RABMERE L,

9.7.(1)

Zoa<wy NI, IPVv6 T RV AZZIFTAND LI HFENE L,

FEREEDHA K54 traceroute 2~ N, FELEZA T v —T7OfREH D LES, HHDOHITHR 15D TTL A

3l

. tl~tz

WS LET G o I,

traceroute 2~ RIZ K-> CERINHIHENREFEZ R LET,

Eﬁﬁ BTL:L]

=

* ZA LT U NOWRNIZT e —T ~OINEEZFE LERATLE,

u SESE~D L — MDMFEL £ H A

nn msec (4% ) — R T, 8ELTEEOTa—T7 0T RN v FI2hnbi (V)
IN. ICMP %> kU —Z [ZEETE 8 A, ICMPV6 TlX, 7 KL A Ix54 T,
'H ICMP 7R 2 MZEETE £ A,

'P ICMP 7’1 h 2 UZHETE £ A, ICMPV6 Tik, A— FPREEARRETT,

A ICMP NEHEIC L > THIE SN TWET,

? JRKARHO ICMP =5 —M %A L E LT,

I, 3B IP 7 R L AZFRE LT=5HE D traceroute H H1 Dl &2~ L £97,
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traceroute .

ciscoasa# traceroute 209.165.200.225
Tracing the route to 209.165.200.225

1 10.
2 10.
3 10.
4 10.
5 10.
6 10.
7 172.
8 209.

1
2

83.
83.
88.
88.
.239
.238

88
88

194
193
193
193

.1 0 msec 10 msec 0 msec
.65 0 msec 0 msec 0 msec
.101 0 msec 10 msec 0 msec
.97 0 msec 0 msec 10 msec
.9 0 msec 10 msec 0 msec
.65 10 msec 10 msec 0 msec

16.7.221 70 msec 70 msec 80 msec
165.200.225 70 msec 70 msec 70 msec
ciscoasa/admin (config) # traceroute 2002::130
Type escape sequence to abort.

Tracing the route to 2002::130

5000::2 0 msec 0 msec 0 msec

2002::130 10 msec 0 msec 0 msec

avy kR £ EA
capture ML= NNTry NagEOT, N7y ME#REXY 7F v LET,
show capture |47 g U BMEESN TV ARWVWERIE, F¥v7F v ar7 4 Xal—vay

ZFRRLET,

packet-tracer

Nry b P L—ZAEREE A X — T T LE T,
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track rtr
SLA Bi{EDRIEFREMEZ BT 5121%, Ze— L ar 7 ¥ 21— 3 F— RTtrack
rira~ > REEHLET, SLABEBAHIRT 21X, Z0oavy RonoBRXEEHLET,
track track-id rtr da-id reachability
notrack track-idrtr sla-id reachability

X DERA reachability -+—>'> = 7 N OBEAREM 2 B8 5 L O ICHEEL T,

sa-id FTvxr s MY RMERT S SLA @ 1D,
track-id NFvxo S o ) A7V MID 2ERLET, AL, 1~ 500 T
T,

AR TIHIE

ATV R E—F

SLA iBWRNIT 4 B—T T,

WDFEIZ, a~vr REANTEDLE—RERLET,

ORVKRE— | T7AT7 24— ILE—F X2 T4aVTFRXEb

N

=Ty F FSURART (VU TL TILF
LYk
AVTEFERE | VARTLA
Ja—s3L 2 o KPS — o &It — —
V7 4F =
L—Tra v

avy FERE

Jy— EEAE
A

72(1) Zoo<r RRBMENELE,

FEREDHA K54 trackrtr aw U Rk, b yFo 7 o b F79=2 FID&ERL, 7 vFr 7o b

UMEFAT S SLA ZFRTE L E7,

FZSLAEMEN, FovXx oV FPabvR Lo THRENIEERY o— NMEZHMEFE L £,
R a— RiZiZ. OK = Over Threshold 72 E DWW DD R Y 22— KA H Y =4, £ 2-112,
INODREY a— RICEET AL TV 7 NOBEFREEAT— FERLET,

. tl~tz
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track rtr .

®1:SLAEHORY 31—k

Sy [RYa—F BHRT—
7 k

FEA[REM: | OK = 7213 Over Threshold | Up

MOEEDa— R Down

WOFITIE, IDN 123 D SLABEEZREL,. DR 1O vx 7 = MU 2ER
L C. SLA OFEAEMEAZ B L TV ET,

ciscoasa(config)# sla monitor 123
ciscoasa(config-sla-monitor)# type echo protocol ipIcmpEcho 10.1.1.1 interface outside

ciscoasa(config-sla-monitor-echo)# timeout 1000
ciscoasa(config-sla-monitor-echo)# frequency 3

ciscoasa(config)# sla monitor schedule 123 life forever start-time now
ciscoasa(config)# track 1 rtr 123 reachability

EavTUR

ESIREY;

route ABT 47 — hEBRELET,

sa SLAE=4 YV JEEZELXLET,
monitor
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traffic-forward

NTZT7 47T a— W IHEEL, 77 AL ZDMOMEZ S A X AT 5121, A v
H—T 2 A AT 4 Falb— g F— KT trafficforward =2~ FE2FEHALES, T
T4 IR ET 4 =TT HIZE, Zoavr RonBEREFEHLET,

traffic-forward module_typemonitor-only
no traffic-forward module_type monitor-only

B DEREA

AR TFIAILE

AR FE—F

module type £ 2 — DX A FHR—FENDHED 2—/MFKRD E B TT,
* sfr : ASA FirePOWER & = — /L,

e CXSC: ASACX BV 22—/,

monitor-only £ 2 — LA F=X—HHE— NIRELET, =X —HHE— FTlL, £
Ca—UWI N T T4 v I EBLTEETN, FORNT T v s B Ruy A LE
T, TV 2=V XA Tk o THEAFEZTESRY £,

* ASAFirePOWER : 20O a~<> REFEHLT, Xy 7 T—RERELE
T, ZOEF— NEEBEBHICHERATE £,

¢« ASACX : ZHUIREEIZIZTEL A L —2 a3y E—RTY, hF 7497

kA =T = A AETIT A A EBRBHAAEN T2 2 LixTe
Ao

77 4N FOBIERLEIZH Y EE A,

ROFIZ, A~ P ANTELHE—F2xRLET,

aAvY VU RE— | D747 94— ILE—FK tXxaYF4aUTFXR b
k
L—FTv K FSUART (VT TILF
Lk
AVTEFRE | VAT A
B =Tz |— o 3fIi o 3fIi — —
AR AT 4
Xl —3
N

avy FERE

. tl~tz

J)— EERE
R

9.12) Zoa~wrRREMENELE,
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traffic-forward .

Jy— EEAE
S

92(1)  Sfr F—U—FPBMINE L,

9.32)  sfr¥—U— FOEBRMTOMEMOY A — MBS ivE Lz,

FEELEDOHA K54 > monitor-only ¥—U— REZFEL T —EARY =D sfr £7id oxse 2~ > FEEHT 5

3l

bbu\_®:?/hfb774/7%%/;—w VXAV FTEET, P—EA KR

WZED, NI 74 w71 TKRE LT, BEN I 74 v 7 2AE L5 RHERH LT 7 A
w—w%nmmﬁm&8®mm@%ﬁﬁ%%&&ofwi# I, ASAIT N T 74w
DAL —ZHMICEY 2 —/MIHEE LT, HENIEZENREEOR) =T h T 7 4 >
7 HFEELET,

—5C, trafficforward 2= > RIZASALEZSERIINNA /NA LT, 77 4 v 7 ZHHIZE
Va—VIHRR LET, TV ME, F T T ERAEL, RY —EFREL, AU b
EAERLT, AT F— RTEELIESGEIC, NI 740 v 7Tk LTED XS RAPEDTT
bbbt nERmLET, EVa— VI NI 7 4 v Oa—iZxf LTEEL 343,

ASA BIRIE, ASA 7213 ET 2 — VDR Y —IREICEFRRL VT 7 40 v 7 ZRIEIZ R e v
TLET, BV I, TT v A AOERHERZLET,

NTF T4y TEREA L E—T oA ARy T —TNDAA »F D SPAN "— ML £
j—o
NG T4 THEEA v H—T 2 A A AT 4 F 2 b— g AAIRDHEIERH Y F 5,

cASA L CTE=SF—HHE—RNE@HEDA T4 = FOMGZFRFICRET 5 Z &1
TEHAL, EX 2V T4 RV T—D1ODFA TOHNPFHFAISNET,

CASA YU A TFXFARN PG UART LY RN E— RTHAVLERLY £,

e NI T 4w UEEA B —T A A%, VLANE-IEBVITIE R, WA F—T A
ATHDHIULENHY F9, £z, WA ¥ —T = A A1, FHUCEERMT H57- VLAN
ERETHIEIITEERTA,

e NG T 4w IHERA B —T oA AE, ASA N T T 4 v 7R TEER A, 2B
iR TT 0, 72— A N OE BB 2 ST ASABEREMITICERELTZV T5 2
LIITEEEA,

WOBENE, GigabitBthernet0/5% N7 7 4w VHisikA U X —T =2 A AL LTEHELET,

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown
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. traffic-forward

BEa<w> R avy |EBA
N

interface| f v ¥ —7 cf 2 a7 4 Fal—vay T— REREBLET,

CXsc N7 749 7% ASACX EY 2a—/WIZVEA LY b4 AV —ERRY— avw
]\\‘O

sfr N5 7 ¢ 7 % ASA FitePOWER £ 2 — U XA L7 F 59 —ERAKY —
a<w 2 R,

. tl~tz
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traffic-non-sip .

traffic-non-sip

B DEREA

aAavU R TFI4ILE

aAvU R E—F

BEFIODOSIP > 7 ) o iR— b AT HIESIP N7 7 4 v 7 BFFATHITIE, RNTA—HF 2
V74X alb—var E— KTtrafficnon-sip a~> K& LET, "TA—F a7
Fal—vary®T—RlEF, Rlv—~v 7 ar74X¥al—varsET— b7 7®AT
XFET, ZOMEEZT  E—7 T AT, Zoavr RO noBERAFEHLET,

traffic-non-sip
no traffic-non-sip

ZOawy RIZESIEELITF—V—RNEH Y £ A,

9160 %, Za~<r RIZT 74V T4 8—7 N> TWET, LRIOY Y —2 T,
F 7 4 )L N TA F—T N5 TWET,

ROFIZ, a2~ FE2ANTELHEF—FarLET,

ARVKE— | 774704 —ILE—F X2 T4 0TFR b
k
=Ty K FSUART (VT L TILF
LYk
AVTEREN | VRT LA
INT A —H T o XF it o fhis o fhis o fhis —
V74 F =
Lr—g3

avy RERE

3l

Jy— EEAE
S

7.2(1) Zoawy RpBMmEnE L,

9.16(1)  F 74/ FRENT 4 =T /MTERSNE LT,

WIZ, SIPA VAR gy R v—~<y T TEEMOSIP V70 7 R— s &EH
TAHIESIP T T 4 v BHFATAHERLET,

ciscoasa (config) # policy-map type inspect sip sip_map

ciscoasa(config-pmap) # parameters
ciscoasa (config-pmap-p) # traffic-non-sip

EEav >R

avw vk R AR

class RV =~ T DI TA <y ThHERELET,

tl~tz II
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. traffic-non-sip

avw vk SR BA

class-map type inspect TV —aBEDNT T 4y I ERETATEDDA
ARy ITA vy T EERLET,

policy-map LAY 34 DORY) v— <o T EERLET,

showrunning-configpolicy-map | FiEORY) v —~<vF a v 7 4 Fal—a v b+ _CER
LET,

. tl~tz
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transfer-encoding

kT a—F 4 VT2 A TEEELTCHTITP N7 7 « v 7 ZHIR$ 521X, http-map =2~ >
REfH L CT 72 ARERHTIP~y 7/ 27 4 ¥ 2 L—1 3 v F— KT, trander-encoding
A R LET, ZORELZENCTIIE, Zoaxr FonoBREHEHLET,

transfer-encoding type { chunked | compress | deflate | gzip | identity | default } action { allow |
reset |drop } [ log ]

no transfer-encoding type { chunked | compress | deflate | gzip | identity | default } action { allow |
reset |drop } [ log ]

WX OHH action i LI=MEET v 20— 4 VU S A TR D BRESR I S & X ICEATT S
T varERELET,

alow A ye—VEFATLET,

chunked 2 v — VKL E—EHOF v 7 & LTHEXT IR a—F 1 7 24 Fxik
BILET,

COMPress 2 ¥ — K3 % UNIX 7 7 A VIERE 2 L Tk § ik e a—7 4 7 4
A T awhl L ET,

default 57 ¢ v r 7, RESHEZY R MIRWTR— K ENLBRFRNE2ETHHAIC
ASANFELTT BT 74N DT 7 v a v EHELET,

deflate 2 v & — AR % zlib B, (RFC 1950) &5 7 L— FNERE (RFC 1951) Z{HEHA LT
bk d DERk Ty a—F 4 U7 A T EEILET,

drop  BEfaPHC £,

gzip A w—UARI%E GNUzip (RFC1952) Zfliff]l L Tzt d plsibor a—7 1
AT EHHILET,

identity #izkm L a—F 4 VI NFATEN TRV A v — VRO 2B L £,

log (f£E&) syslog Z4k L E9,

reet  TCP Uty b AvkE—VE27IA4T L FBIOY—"—IZHEHELET,

type HITP 7 7V r—a v A VAR g o2 B L CHI SN Siinto a—F ¢
TDXATERELET,

ATVRFEIAILR DAY RE TIANVRITT 4 E=T MRS TVET, avy R/ X—7 AT, &
A= hSNDEEET T —T 4 T XA TPRRESIN TGS, 774V 8T 7V ay
Tk, o X R L THERATFATLET, T 740 DT 7 v a U EEFT HICIL, default
F—U—FREFEHALT, BIOF 74V T 7 a2 ELET,

tl~tz
I 19|



. transfer-encoding

aAvU R E—F

tl~tz I

ROKIZ, A~ P ANNTELHE—FaxRLET,

JVDF%— 7747@T_»%_P t#lUf4:>§$zF
k
=T K FSUARRT (V2T TILF
LYk
IAVTERR | VRTA
HTTP ~ v~ o s o« % « s . 5t —
a7 4K a
Lr—a v

avy FERE

FREDHA KS1 Y

3l

II tl~tz

J)— EERE
R

701) Zoa<wr KRNBEMENE L,

transfer-encoding =~ & 3 R —7 L D6 ASAIEL, TAR— b SIRE STV DHFHEE
Ty aA—F 4 T EATOHTTP #fliEE SN T 7 v a v aEH LET,

ASAE, RESNZV A NDIREZ L a—FT 4 VT HA T B L2WTRTDORNT T 4 w7
WZdefault 7 7 va v EEALET, REFLAOdSault OT7 7 > a o TiE, eX 772 LT
Bife A allow LE9,

L ZIE, REFHDT 7 HNVIDOT 7 a T, drop & logdT 7 a v aEo 1oLk
D a—F 4 T E A TERE LSS, ASAIL. RESNT-Tya—F 4 T2, ThE
e Fny 7L, &z eX o 7L, 20OV R—rsndxzra—5 407247
DR TN LET,

L ORERRY o —2RETIERIL. T 74/ DT 7 a % drop (E7-1Freset) &
log (f XV b ERX U7 T558) KEELEY, 0%k, fFalshl-zra—F 7 X
A FDOFENFRICdlow T V7 a ryEARELET,

transfer-encoding =~ > Ni%, #HT2REZLICIETOANLET, 774V T 7 g
VEEET IO trandfer-encoding 2w RO 1 ODA VAX AR L, REINT-iG
KT a—F 4T HATDOY AN a—FT 4 T EA T EBINT D201 DDA v
AH AR LET,
%ﬁéht?ﬁ)&~Vay&47@)zbﬁ%Tf)ﬁHVEVﬁ%ﬁ)%mﬁﬁét
2, Zoawr RonEXE2ElT 2581, a~r RIA4o7 XV r—vary 73l
X — U—k@&%@i%i#«fﬁﬁéhiio

W, FRHZEIEESNTWARWTRTOYR—NENET TV r— gy XA T2
TAHARTEEAHDT 7V bR LT, AR — 2T 282~ LET,

ciscoasa (config)# http-map inbound http
ciscoasa(config-http-map) # transfer-encoding gzip drop log
ciscoasa (config-http-map) #



I tl ~ tz
transfer-encoding .

ZO%e. GNUzip Z 3 24672103 Fr vy 7S, £OA XU bprF 7
nEJ,

WIZ, T74NET 7 aviE, oty bé, BRICHERTEINTWH2WTXTO
TaA—FT 4T BEATORF U NIER L, RENRARY —E i3 562 R
L/i‘é—o

ciscoasa (config) # http-map inbound http

ciscoasa (config-http-map)# port-misuse default action reset log
ciscoasa(config-http-map) # port-misuse identity allow

ciscoasa (config-http-map) #

ZOEE., ImET a—F 4 T EHERA L W WER IS T NFFR S E T, thod
R—hENdTra—F 4T XA TOHTTP b7 7 4 v 7 &5%5 L2548 1%, ASA
T2 U F L Tsyslog =2 b U Z/ERRL £,

cassmap |tx=2V7 4 77 varEulT o774 VT RAEERLET,

debug PHEHTTP A VA7 v a HEET D T 7 4 v 7 OFMERE TR L £,
appfw

http-map | #L3E HTTP A > A7 > a VAR ETHODHITP ~ v 72 E#K L 77,

inspecthttp | 7 7 U r—3 a3 > 4 v A7 g VHIZEED HTTP ~» P2 L1,

policy-map | gDt X =2 VT 4 TV a iy TR <y FEBEMTET,

tl~tz
I N



. trustpoint (saml idp)

tl~tz I

trustpoint (saml idp)

IDPGRGE F 72 1L SPRRGEDREELZ FTr h 7 A AR A » M ERET 521X, SAMLIDP 2> 7 ¢
Xzl —v g E— NTtrustpoint 2~ > RZFEHLET, SAMLIDP 2> 7 fFalb— 3
VE—RIZT 7 AT HIE, FFTwebvpn a2~ REASLET, FT7 A MRA Vb EHIER
THICF, Zoavr FonoBXEEHLET,

trustpoint { idp | sp } trustpoint-name
no trustpoint { idp| sp } trustpoint-name

B DEREA

AR R TFIAILE

AU FE—F

trustpoint-name 4% F 5 2 hERA LV FOL4RIEZEEL 9,

sp T A RRA 2 ML, ASA DELEHZELTZY SAML 7% —3 a v &5
{32720 IdP D ASA (SP) FEFAENG ENFET,

idp NF A RERA Y M, SAML 7% —3 3 V2 ERT 572D ASA @ 1dP ZF
AENEGENET,

77 4N FOEERLEIZH Y EE A,

ROFIZ, a~ R ANNTELHE—FaxRLET,

P

IL—Fv K FSUART (VT TILF
Lk

AVTHFRRAM | VAT LA

SAML IDP = o XFhts — o XFhts —
V7 4% =
L—ya

avy FERE

J)— EERE
R

95Q2) o~ s FRBMENELE

BEREEDHA KS4> BT ARMEAL Y M, BRI S A DRI DA F — 218 5 72 0IC i S 5 A —3

HEZIIU®, BIET A FOXLERLS AN THD Z L EEFHTE 5 CARITOFEHBIZIE SN
T, IR/ E2ELET,

. tl~tz
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trustpoint (saml idp) .

BEa<w> R avy |EBA

samlidp | 4 — K/3—F ¢ B [dP DOFRE Z EA L. SAML JEMEA 3 E TE 5 X 5 12 SAML IDP
T— RERIBRLET,

e
|
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B tustpoine (5S04 —/ i) (iR

trustpoint (SSO Hr—/3\—) (JEHELE

\)

) Zoavwr FahAR— 35K %EDY U —AE, Version 9.5(1) TL7z,

SAML POST-type SSO #—/"—|Z&(E SN L EAFHINT D N7 XA MARA » FNOARTZE
T 5I2i%, SSO ¥r—/"—F— R CTtrustpoint =~ > RZEALET, TR MKRA > FOFRE
ZHIEBT5121E, Zoa<wr FonoBRXAFH L7,

trustpoint trustpoint-name
no trustpoint trustpoint-name

BX DA

trustpoint-name i f19-% K7 2 AR A > bOARTEIRE L ET

AR TFI4IE

T 7 4 v N OEMERMEIZH W TR/ AL

AR E—F

ROFIZ, a2~ F2ANTEHE—FarLET,

ARV KE— |T7A4T7 24— ILE—F tXa)T4a30TFRb
X
=Tk | FSVRART |V T)L JILF
Lok

AVTHFRE | VAT LA

anfewebvnsosand | o s — o XF — —

av Y RERE

JU— ZERR
S

80(22) oo~y RBMENET,

952) SAML2ODBYR— &Nz, Zoa<r RFEESRE L,

BRLDHA KSAY VY7 NAHArFiE, WebVPN TORFR— h SN THET, JHucky, a—#F—Fa—

W2 LAY — R —ERZ T ANTIUEL, B0V —"—TZEFIEhhtFaT7eth—exR(Z
T BATEET, ASA IFHE. SAML POST-type @ SSO H¥—/3— & SiteMinder-type @ SSO
P—=RN—Z% PR —FLTNET,

Z»a<y RiE, SAML-type @ SSO #— N—D (A S ET,

r T A RARA Y M, FRIGERAE S A DRI DA ¥ — 2823 5 72 O S B AR % —iE
HEZIICO, BAET A FOXKBERLS AN THD Z L E2EFHTE 5 CARITOIERARIZIESW
T, RIFHID #£ L E7,

. tl~tz



| 1~
trustpoint (SSO 4r—/\—) (FEHLE) .

Bl RIZ, config-webvpn-sso-saml & — K% B45 L, SAML POST-type SSO H—/N—[Zi%(E
SNDHAEAEZHNT D M T A MRA > MCARTZFT 20127 L ET,
ciscoasa (config-webvpn) # sso server
ciscoasa (config-webvpn-sso-saml)# trustpoint mytrustpoint
BEav Uk avw vk EL: ]
crypto ca trustpoint | |5 & hARA v MEBEGE L £,
show webvpn sso X2V T 4 TS RIEESINTNDETRTO SSO ——DiE
Server MREHEREFR L ET,
SO server SSO Y —"—DH A TEAER, %, BLOFREL X,

tl~tz II
I
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. trust-verification-server

trust-verification-server

HTTPS DOfife LI Cisco Unified IP Phones TD T 7V r—3 g P — — DRI Z AIFEIZ T 5
BHEMFE — B2 — R —ZETHIE, SIPA VAT a L DNRFTA—F a7 4 Fa
L —3 3 v F— RTtrust-verification-server =~ > REAHHLET, NTA—F a7 1 Fa
L—y gy B—RE, RV v—~wy a7 4 Fal—ygr E— RO T /7B ATESE
T, ZOMEEAT A —7 T B, Zoavr RO noBERAHEH L £,

trust-verification-server { ip address| port number }
no trust-verification-server { ip address|port number }

B DA ip address  [ZHEMFEY— LA F—N—DIP T FLAZIELET, SIP A AT g
VIR ==y T TCIOBEERELTCIOavy REANITEHD3 40
ETTT, SIPA VAN v a E, BERINIZEFHE D LI — " —~0D
EUR— LV ERE, BEEEIXEO—AN—ZHHT 50 ERELET, Cisco
Unified Communications Manager (CUCM) H—/3X—"TC, {FHEMRFEY— X +—
N—Z i ELET,

port number Hr— N—EMF LR MRS AE LE T, M TE 28— M 1026
~ 32768 T,

aAavY R E—FK ROFIZ, a~v L FE AN TELE—REZRLET,
ARV KRE— | T7AT7 94— ILE—F tXalyF4aVTEFREb
K
=Ty K FSURRT (VU TL TILF
LYk
AVTFFRAR [VYRFLA
NRTA—=H o KHE o KHE o KHE o KHiE —
V7 4F =
L—yg
avy RERE )— ZEEAS
Z

93Q2) oo~ s RRBMENELE,

I WIZ, SIPA VAT g R — <y P TL4ODEERIE) —E R b —_"—% &
ETHHERLET,

ciscoasa(config) # policy-map type inspect sip sip_map
ciscoasa (config-pmap) # parameters

II tl~tz
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trust-verification-server .

ciscoasa (config-pmap-p)# trust-verification-server ip 10.1.1.1

ciscoasa (config-pmap-p)# trust-verification-server ip 10.1.1.2

ciscoasa (config-pmap-p)# trust-verification-server ip 10.1.1.3

ciscoasa (config-pmap-p) # trust-verification-server ip 10.1.1.4

ciscoasa (config-pmap-p)# trust-verification-server port 2445

EEav> R

avy kR

Bl

policy-map type inspect

AV AT gy R — <y TERERLET,

show running-config policy-map

BIEOR) v— vy T a7 Fal—ya v ibTTE
R~LETS

tl~tz II



. tsig enforced

tl~tz I

tsig enforced

TSIG Y Y —A L a— ROGFHEENEETDHITIE, RNTA—HX a7 4 Falb—arEF—F
Ttsigenforced =~ REZMEHLET, ZOWEEZT +E—71ICTHIZE, ZOa~v RO
no X AMHEA L E7,

tsig enforced action { drop [log] |log }
notsigenforced [ action { drop [log] |log }]

BX DA

AU R TIFIE

drop TSIGAfFAELARWERAIC A v b & Ru vy P LET,

log v 2FAAvE—YarE2ERLET,

Zoawr RN TN TT 4 —=T N TV ET,

ROFIZ, 2~ FEANTELHET—FarRLET,

AR E—F
AV RE— | D747 D4A—ILE—F ttXxa)F4a0TFR b
K
=Ty K FSURRT (VU TL T ILF
Lk
AVTHFRAL | VAT LA
INTG A —H 2 o it o 3fhis o 3fhis o 3fhis —
V7 4F%a
Lr—rg
avy FERE J1)— ZEERNE

FEREDHA K54V

3l

II tl~tz

A

7.2(1) Zoa<y RGBS IE L,

Zoa<w R, DNS F T 87 g BT D TSIG DFEHEDE =X — L gkl a4 x—7 L
I LET,

WRIZ, DNSA Y AT va v R vr—~ v 7TWTTSIG il &2 A 2 —7 Wil 561z
RLET,
ciscoasa (config)# policy-map type inspect dns preset_dns_map

ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# tsig enforced action log



I tlh~tz
tsig enforced .

BEav R av >R S BA
class RV == TDITA~y THERELET,
class-map type inspect TV r—var@HEDNT 7 4 v 7 BRETDHIZ0DA

VAR gy VTR T EERLET,

policy-map LAY 34 DR >—~v T EERLET,

show running-config policy-map |HfEDORY > — vy S a7 4 XFal—i g 2T _THE
ALET,

e



. ttl-evasion-protection

tl~tz I

ttl-evasion-protection

B DEREA

aAavY R FI4ILk

avY kR E—FK

fifoe vIREIER] (TTL) [EHBEREZL A X —7 W T DI, TCPvy 7 a7 4 Fal—va v
& — K Cttl-evasion-protection =~ > RZEH L E9, ZOMiEEZEIZT5121E, Zoa~
Y RO noERXAEHEALET,

ttl-evasion-protection
no ttl-evasion-protection

COa=y FIZEBIEELEEF— TV —FEH D A,
fRftI D TTL BEIEERFEIX, 7 7 4/ T X2 —T7 L TT,

WDOFIZ, a~r REANITEHE—RERLET,

ARV KRE— |T7AT7 24— ILE—F Xa T2 TERE
k
=Ty K ESUART (VUL TILF
LY bk
AVTERE | VAT LA
TCP v~y 7 | % o« % o S . 5 —
V7 4F a2
L—3

avY RERE

Jy— EERR
S

7.0(1) Zoavy RRBMSE L,

FERHEDHA KSq4>y topmap 2~ FEIEV2T RV =T —LU—7 AT TALTIF ¥ &S

. tl~tz

AWET, classmap 2~ REEHL TR I 74 v 7DV T RAZERL, tep-map 2~ KT
TCP A VAR v avHAZ<wAAXLET, policy-map 2~ REMF LT, #H LV TCP
< v 7 &AL ET, servicepolicy 2~ KT, TCPA VAT v a &7 7T 472 LFE
7

tcp-map 2~ REZHH LT, TCP~y X a7 4 X¥al— g E— N2t LEd, TCP
vy ar7 ¥ o b— a3 E— RNTCttl-evasion-protection =~ > FEFEHA LT, %=V
TARY —ZEREL LD ETHAWBEATLIETE £9, TTLEEEREIC LY . BEiOR K TTL
A D/XT > RO TTLIZ K > TRIELET, i/ 7y O TTL IZHPRTE £3728, #H0
FTIEIETEERA, VAT AL, TTL 22 ORI O LRIOR/NTTLIZY £y hLET,

ol 20, WEHIFIEFICHWTIL 286, AU —ICE8% T4/ v hERETEET,
TTIL " BRI/ b &, ASA L= RiRA v FOMONV—Z I \Try Ve Ry 7 LET, Z
DOEFET, WBEFIITTL 2R LEEBZEOH DI N ry hERETEET, 207y M
ASAIZLE S THEEO XL IICAZ DD, BidLET, —FH, =V RKRA VR ARAMNIE-



I tl ~ tz

1

ttl-evasion-protection .

TiE. 20Ty bPRBBHREICL > TREBENTRNDONT y MV 4, Zohae, KE
FFeX=2 )T 4L DHBEOMIEZ2Z T KB LEY, ZOKEZ A r—7 1T
DL, ZOEDmBEEHIELET,

WIZ, Zy FT—2710.0.0.0H520.0.0.0 ~D 7 2 —|Z% LT TTL EBHE# L F ¢ & —
TNCT 50 &R LET,

ciscoasa (config)# access-list TCP1l extended permit tcp 10.0.0.0 255.0.0.0 20.0.0.0
255.0.0.0

ciscoasa(config) # tcp-map tmap

ciscoasa (config-tcp-map) # no

ttl-evasion-protection

ciscoasa(config)# class-map cmap

ciscoasa(config-cmap) # match access-list TCP1l
ciscoasa(config)# policy-map pmap

ciscoasa (config-pmap) # class cmap

ciscoasa (config-pmap)# set connection advanced-options tmap
ciscoasa(config) # service-policy pmap global

BEEaTY R

avyU kR ZRER

class NI T4 7 BIHENT 7 A vy TERIRELET,

policy-map |RY L —%2FELET, ZHE. 1 OO T 747 75 RE 1 DOUEDT S
varprYr— 3 TY,

set B2 E L E T,
connection

tcp-map TCP~ v 7HIER LT, TCP~vy 7 a7 4 X2l — gy B—RNT7 sk
ATCEDHLEIHIITLET,

tl~tz II



tl~tz I
. tunnel destination

tunnel destination

VTI o RV DFEHEDIP T KL A (IPv4 £721X 1Pv6) ZRETHITIE, /1 X —T A X 2
V7 4 ¥ a2l —3¥ 3 F— FTtunnel destination =~ > F&EH L E£4, VTI b D55k
IP7 FLAZHIERTAHIZIE., 20~y FOno XA HHLET,

tunnel destination { IP address| hostname }
no tunnel destination { 1P address| hostname }

EX DA IP7 RLZ VTI b RAD5E5DIP T R A (IPvd £7-1%XIPv6) ZFE L £,

hostname  VTI R F D5k DR A R4 EFEELET,

ATV R FI4NL  T AN FOBEREIZH Y EH A,

AavU R E—FR ROFIZ, ZOa~v FEANTELE—FZRLTHET,
AV RE— | 747D 4A—ILE—F tXxa)F4a TFR b
&
=Ty K FSURRT (VT TILF
Lk
AVTHFRE | VAT LA
A F =T = o 3fhis e X o 3fhis MR —
=N
Xl —3
g
ATy FEE yy— EERR
R

97(1) zZoa<wr s RFiBEMEhELE,

9.16(1) Pv67 RLADHR—FNBASNELE,

FRLOHA KSq4y ZOa~vrRNE, ZJo—bar74F¥alb—3 gy £— FTinterfacetunnel =~ > FZfiff
HLILR, A8 =T AT 4 Fal—vary T FTHEATEET,

B WOBITIE, VII F Y 3L O55D TP 7 FL A& 8 LET,

ciscoasa(config)# interface tunnel 10
ciscoasa(config-if)# tunnel destination 10.2.2.3

II tl~tz
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tunnel destination .

EEav> R

avy kR

Bl

interface tunnel

HLWVTL ho b A v F—T = A ZAEERR L £,

tunnel source
interface

VTI b o ZNVEVERT D120 DEETA v X —T = A ELET,

tunnel mode

IPsec 25 U RNARGEIFEHSND Z 2R TELET,

tunnel protection
ipsec

b RNAREIEH IND IPsec 70 7 7 A NV EFRELET,

tl~tz .
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B oroxnze—r

RV E—F

VTI b o U b xR #ET— REEET 5120E, tunnelmode 2~ K& A X —T = A A
a7 4 FXal—yvalryET—RTHEHALET, /L TiL, IPSec over IPv4 F 7213 IPv6 %
R CTExE4, VII b R EAHIRT AL, Z0oa~<2 RO BRAHEHLET,

tunnel modeipsec { ipv4 ipv6 }
notunnel modeipsec {ipv4d | ipv6 }
BX DA IpSEC ko UARERLUEL L C b RV IPsec ZEHT D 2 LA RELE T,

ipv4 | kL 7N IPsec over IPv4 245 2 L 2fEE L1,

ipV6 | > RJL7N IPsec over IPv6 45 Z L ZHE L £,

ATV RFI4INLL T 7 AN NOBERHEIZH Y £H A,

avU R E—F WOEIL, ZDaw FEANTESE— RERLTVET,
AV RE— | D747 D4A—ILE—F tXxa)TF4a3TFRE
&
=Ty kF |FSVART | LUT)L RILF
Lk
AVTHFERAR | VAT LA
A H =T = o %I . X o S5 — —
AR AT 4
Fal—3
g
av Y RERE )— ZEEAS
R

9.7(1) ZOawy RPRBEMENE L,

9.16(1) 1PSecoverIPv6 ZE A LE L7-,

GERLEDHA KSq4Y ZOa~vrRiE, Z/r—3Lar 7 X al—var £— RTinterfacetunnel =~ > R4l
ML, A S =T oA A aryT 4 Falb—vary T FTHEATEET,

5 ROPICIE. {R#E— & LT IPsec 2888E LET,

ciscoasa(config)# interface tunnel 10
ciscoasa(config-if)# tunnel mode ipsec ipv4

II tl~tz
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rornE—k ]

EEav> R

avy kR

Bl

interface tunnel

HLWVTL b pb A v Z—T = A Z&AERR L ET,

tunnel source
interface

VTI b o ZNVEVERT D120 DEETA v X —T = A ELET,

tunnel destination

VTI h o ZVDSEHED P 7 FLAZRELET,

tunnel protection
ipsec

b RNAREIEH IND IPsec 70 7 7 A NV EFRELET,

tl~tz .



. tunnel protection ipsec

tl~tz I

tunnel protection ipsec

VTI k> F/UiZIPsec 7' 7 7 A )V & FEET HIZIL, tunne protectionipsec 2~ > K& A % —
TxA Ay T74FXalb—varyrE®—RNCHEHLET, FoxAnbIPsec 707 7 A LA H|
212k, 2oa<r ROn BEREFHEHLET,

tunnel protection ipsec { profileIPsec_profile hame | policy acl_name }
no tunnel protection ipsec IPsec_profile_name
no tunnel protection ipsec policy acl_name

i
N

B DR

avv R FI4ILk

AR E—F

IPsec_profile_name 1psec 7z 7 7 A L D4 T ZEE LE T,

acl_name ACLAZIRELET,

T 7 4V h OEHEREIZH Y TR AL

ROFIE, ZOa<wr Fe A TELE—RFE2RLTHVET,

ARV KE— |T7A47 24— ILE—F X2V T4a0THFRE
&
=Ty K FSURART (VU T L TILF
Lk
AVTERE | VAT LA
A H—T = o it HiRe o 3fhis * X —
AR AT 4
Xl —3g
N

avy FNERE

FRLEDHA KS14 Y

. tl~tz

Jy— EEAE
A

9.191) 2&5 47 VIIOACLZHFEHLTHED N T 7 4 v 7 BL I ZDORENTR—
MENBEHITHY F LT,

9.7(1) ZoawrRpREMEhELE,

ZoawyRiE, Sa—L ar 7 4 ¥ alb—3i g E— FTinterfacetunne =2~ > R & ff
ML, A =T =2 A 3T 4Falb—vary - FTHATEET,

tunnel protection ipsec profile =~ > R&ZfEH3 5 & IKEvl A" U > —75 IPsec 7' 1 7 7 A JL|Z
Pt SE T,

tunnel protection ipsecpolicy 2~ > N34 7> a > Da~<vy RTT, ACLDBAZT ¢ v 7 VII
W SN TV RWESA, 7740 M TiX, VIT b3 iZxtLCany-any h7 7 4 v 7 &L
7 ZPNIEIRESNET,
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tunnel protection ipsec .

#l WO T, profilel2 75 IPsec 712 7 7 A LT,
ciscoasa(config)# interface tunnel 10
ciscoasa(config-if)# tunnel protection ipsec profile profilel2
Bl WwIZ, AZT 42 VTI (Tunnell0) @D acll0ZHEH L THED T 7 4w L I H
ERET D HEERLET,
ciscoasa(config)# interface tunnel 10
ciscoasa(config-if) # tunnel protection ipsec policy acll0
BEEaY avvk AR
inter face tunnel FLWVTL b A v B —T7 = A ZA&{EK LE T,
tunnel source VTI k& RNV T DO DRE LA v 2 —T = A A& fRELET,
interface

tunnel destination VTI F RV DFEHEDIP T FLAEEELET,

tunnel mode VTI h o RAD b v R #EE— REEE LET,

tl~tz II



. tunnel source interface

tl~tz I

tunnel source interface

VTI b RVTEETEA v X —T = A AB$RET HIT1E. tunnel source interface =~ > K& A
VH =T 2 AR T 4 X2 lb—2aryE—RCHEALET, VII F o RLOEETTA ¥ —
T oA ZAEFHIETAHIZIE., 20avr FOn BEREEHLET,

tunnéel sourceinterface interface_name

tunnel sourceinterface interface nameipv6 ipv6_address

no tunnel source interface interface_name

no tunnel sourceinterface interface_name ipv6 ipv6_address

B DEREA

ARV KR TIAILE

ATV R E—F

interface name VTI ko RV ZAERT 72D SN A EETA v X — 7 = A AZIEELE
T, EETA L EZ—T oA ADRIPVE 7 RLZADPHIL, FDOT KL ZADHIIC
ipv6 ZfF1T £ 7,

77 4N FOBERLEIZH D EE A,

WOEIL, ZOa~vry REANTELE—RERLTWET,

aAYXVKRE— | T7ATO4+—ILE—F ttXa)T4aVTFFR b
k
L—FTv K FSURART |V TL JILF
Ly k
AVTEFRE | VAT A
B —Tx o %Fhts —  3fhi — —
AR AT 4
Xl —3
Ve

avy FERE

FEREDHA K54V

3l

II tl~tz

J)— EERE
R

9.7(1) ZoawrRpRBEMEhELE,

9.16(1) IPv6 7 RLZADHR— FNEASNE LT,

oy RNEF, Sua— L ar 7 X2 lb—3 g » F— RTinterfacetunnd =2~ K& fif
AL, Ao X —T A AT 4 FXal—grB— RCFEHTEET, IPT FL AT,
BIRINTA v H—T 2 A ANEEESNET,

WOBEITIE, VIIT o RNVDEETA v F—T =4 AZEELET,

ciscoasa(config)# interface tunnel 10
ciscoasa(config-if)# tunnel source interface outside
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tunnel source interface .

BEa<T R

avwU R £ BA
interface tunnel HLWVTI b b A v F—T oA ZA&ER L £,

tunnel destination

VTIL F o R VDSE5ED IP 7 RLAZEIBELET,

tunnel mode

IPsec 73 b RIS S D Z & 2R EL £,

tunnel protection
ipsec

O RNVARGEIE S D IPsec 70 7 7 A L& 45 E L E T

tl~tz .
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tl~tz I

tunnel-group

IPsec 15 LTV WebVPN k> RVOEREA L 23— ROT—F _X—RZER LEET HI21F, 7
n—/N)Lary 7 X alb— g E— RTtunnd-group =2~ > F&2FEHLET, brxis
N—THUIET A2, Zoa<y RonoBERXEHHLET,

tunnel-group name type type
no tunnel-group name

B DEREA

AU RTIHIE

ATV R E—FR

e [ SA—TOARIERELET, EEDOA N U7 EBRRTE £7, 4RI IP
7 RUADOEAIL, @E. CTOIPT KL AL E5,

type K SN—TFDEA T EIEELET,
« remote-access : L —H —{Z IPsec V) E— F 77 B A F7-1X WebVPN ((R—Z )L E7=
LRV 72 T7A4T ) OWTINEH LBk 27T LET,

sipsec-121 : 2 DDV A FETLIILAN A VX —Fy M EORT Y v 7 Fv hT—
7 & L TCR ¥R 2 7ITH T % IPsec LAN-to-LAN #4657 E L £,

GE) WD N FNTN—T5 A7 1LY J—A8.02) THEIL SV E L7z, ipsecra :
IPSec VY E— K7 7 & A, webvpn : WebVPN, ASA |dZ 415 % remote-access
A TEHBLET,

T 7 4V F OEBHEEIZH D FH AL

ROFIZ, a~ P AN TELE—RERLET,

ARVEE— | T7AT 74— ILE—F X2 T4a2TEXEL
k
=T K FSUARART (V2T TILF
Lk
AVTHFRE | VAT A
Ja— )L 3 o it E] =28 o XFhts o XFhts —
V7 4F LTL7EE
Lr—g AN

GE)  tunnel-group 2~ RiE, hFUAXT LU b 77 AT Ur—/LE— FCHEMAFRETT, 20D

. tl~tz

F— K Ti&. LAN-to-LAN bRV N —FDar 7 4 Fab— g IRETE 428,
remote-access 7 /b —7"F 721X WebVPN 7 /L — 7 DR EILTTE £H A, LAN-to-LAN T T 5
tunnel-group =~ > RIZT_R TR I AXT LU F 77 A T U4 —/LEB— RCHATE £,
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tunnel-group .

avy RERE

Jy— EEAE
S

7.0(1) Zoawy RBBMEnE L,

71(1)  webvpn & A FREMENE LT,

8.02)  remote-access ¥ 1 F MBI E 4, ipsec-ra ¥ A 7 & webvpn ¥ A TFEIESNE L
7o

83(1)  nameB ¥, IPV6 7 KL R IZHIGT AT-DICEFINE L,

9.0(1) =iAF arrFFA bk E— ROV R—FIFPNBIMENE LR,

9.15(1)  external-browser 47> = > I%, config-tunnel-webvpn &— K CIIFEIE S E L7z,

9.17(1)  AnyConnect #Mi 7 7 7 ¥ & il L 7= WebAuthN 7R — kGBS E LT,
config-tunnel-webvpn &— R|Z external-browser 4" 7'+ a VMBS LTV E T,

EREDAARZA4

SSL VPN —+— (AnyConnect 33 L TNY 74 7> h LV AD[E ) 13, RO AMEH L
T, T7I7EBATDH MUV IN—TEFINTEET,

* group-url

* group-alias

cFEE~Y v 7 GEREFEZEN T 25E)
Ioavy ReF7avr PZk-sT, =% =2 webvpn F—ERIZR T A U FH L EITH
HyTHZT L Ama—TIN—TEBRTELLIICASAZRELE T, A=a—IlFKRS

DT N—T1E, ASA THREINTEBEOER a7 744 (R Z—"7) OxAY
7 AF 721X URL T4,

ASA \ZIE, RDOT T H N b R RVTN—=T Wb Y £,
* DefaultRAGroup, 7 7 # /L k@ IPsec remote-access b > f®/L 7 /b—7
* DefaultL2LGroup, 7 7 # /L k@ IPsec LAN-to-LAN k > /L 7 /L—"7

* DefaultWEBVPNGroup, 7 7 4 /L h® WebVPN k> 3L 7 —7

INLDITN—FIIEETEETN, HIRIITEEHA, PRI —r g 0 TS
NIEED b Z—TRRNEEIT. ASA L, b0V —F2H LT, U E—

N7 27 AL LU LAN-to-LAN b2 RV T =T DT T 3V § b 8T X =B B E L
i‘j‘o

tunnel-group =~ > R& A L7ctk, U0 a~r RE A LT, FrED b vy
/1/‘—70@4%'4/@@@:‘[@%%&%?% ij_o :ﬂ%o)ﬂ‘i?:/ ]\\‘L‘i%ﬂ%ﬂ\ ]\ :/Z\\/I/ 7“/1/_70)%4\95%
RETHEZODaA L T4 Fal—vary B— REBBLET,

« tunnel-group general-attributes

tl~tz .



. tunnel-group

tl~tz I

* tunnel-group ipsec-attributes

* tunnel-group webvpn-attributes

* tunnel-group ppp-attributes
LAN-to-LANHEZRED T 5. ASAIL, 7 V7 b=y T TRESNILET T RV AZFELD b3
NITN—T L —BEEDHZ LT, BRHOLOD N VI N—TERIRL L) ELET, Z0D
72, IPv6 ETIZH L, EDIPv6 DT KL R LRI b o RV T N—T 4 5 GRET D LEH
HBYVET, PRV ITN—T81F, HORLELCIIRVWKRGL TRETEET, CLIZED &
ZOLHZREDORLIZTEET, LT, bRV I —TF a<= 2 FE2ROXHIZAT)
L2856,

ciscoasa(config)# tunnel-group 2001:0db8:0000:0000:0000:0000:1428:57ab type ipsec-121

MoV TN—TFa 7 4 X2 —2a r TROLIICERENET,

tunnel-group 2001:0db8::1428:57ab type ipsec-121

fl WIS, s a7 g Fa by v T KEBAT 50157 LET, RNC,
VE—RT 7R RV IN—T2FELET, 7/—74I1% groupl T,
ciscoasa(config) # tunnel-group groupl type remote-access
ciscoasa(config) #
WIZ, webvpn k2 RV Z—7 [groupl] ZREET D tunnel-group 2~ 2 KOF| %7K
LET, Zoavr NEIzZe—"Lar7 4 Xal—ralrE—RFNTANLET,
ciscoasa (config) # tunnel-group groupl type webvpn
ciscoasa (config) #

EEav R av vk iER

. tl~tz

clear configuretunne-group  |FESHTNBTRTD kv I FA—F %2 U7 LET,

show running-configtunnel-group | 4=Co» k> RV P L—FFEI3EED R XL Z—F
DRV TN—T 2T 4 Xalb—aefRLE

R

tunnel-group general-attributes | i —fE— 1A BfA L. 272 v R 20— T
ZRELET,

tunnel-group ipsec-attributes % E ipsec B— R&BALA L, IPsec b /v 7 v—T@it%
RELET,

tunnel-group ppp-attributes L2TP $5#5¢ D PPP 3% B & 4T 5 7= DFXE ppp ©— FZBIA L
\i ‘a—o

tunnel-group webvpn-attributes WebVPN b o /b 70— 7 @ & i B9 % 3% & webvpn £ —
FaBas L £7,
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tunnel-group general-attributes .

tunnel-group general-attributes

—EEa T 4 a2 b— g T RERBTOIZE, Je— a7 Falb—s
> & — KT tunnel-group general-attributes =~ > RZEHA L £4, ZDOE— i, +CO
PR—bhSND bRV 7 7a haVCHBEOREBERET HT-OIERASNET,
TRTO—BEEZEIRT212Z, Zoavr FonoBE#HALET,

tunnel-group name gener al-attributes
no tunnel-group name gener al-attributes

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

general-attributes = o XL VL —TDBEMEEIEE L ET,

name roxw T —FDL4EIRIEELE T,

T 74N FOBERLERSH D EHA,

WDOFIZ, a~ REANTEDHE—RERLET,

AV RE— | 97479 4A—ILE—F ttXxa)F4aVTFFR b
K
=Ty K FSUART (VUL TILF
LYk
AVTERE (VAT LA
ST « %P « %I « %I « %I —
I— T — W )E
a7 4
Xl —33
N

avy RERE

3l

Jy— EEAE

70(1) Zoa<wr RRBEINERE L,

7110 o bR TN—T B TOIEEERBER, — K b ZT—7EHY
A PMIBITESN., b I—T—kEhE— TR0 P MR EBREINE L
7.

9.0(1) =AF arFFAPNE—FROYR— MR BEIHESNE LT,

w2, Za—N)Lar7 X 2lb—3 gy F— RE2HBE L. LAN-to-LAN 27 O IP
T RLRAZFEHRALCYVE— N T B82BEROYVE—N T 7R L J—T%
B L, 0%, o RXNV I N—T—REMEEZRETHTOO—KEEa 7 4 ¥ =

tl~tz .
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L — gy B— RERBETAHZ2RLET, ForpL Z—FOLRINE,

209.165.200.225 T,

ciscoasa(config)# tunnel-group 209.165.200.225 type remote-access
ciscoasa(config)# tunnel-group 209.165.200.225 general-attributes
ciscoasa (config-tunnel-general) #

KIZ, Fr—sLary 74 F¥al—var = RT, Psec VE—F 772 ABERH
DN T N—"7 Tremotegrp)] ZAERL L, £D%, b /L Z/L—7 Iremotegrp)
DB ERET DI2DD— ka7 4Fab—a = FaefltaT 581451

i‘j—o

ciscoasa(config)# tunnel-group remotegrp type ipsec_ra
ciscoasa(config) # tunnel-group remotegrp general
ciscoasa(config-tunnel-general)

EEav >R

II tl~tz

avy kR

AR

clear configure tunnel-group

N T N—T Fe A R—=2ADKEITIEE SN b X
IV ITN—TTF 7 VT LET,

show running-config
tunnel-group

BESHE bV TN—TFH3T_TO L J—
FTOBREFEITEINTWA PR I NA—F a7 4 Fa L —
variEFRRILET,

tunnel-group

IPsec 33 LT WebVPN v RV OEERIEAL 2 — ROF—X
N2 EERB LI OEHE L7,
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tunnel-group ipsec-attributes .

tunnel-group ipsec-attributes

IPSec)@bz o 7 4 Xal—a L B— RL2BBT A%, ZJu—>Lary7 4 FXal—3
> &— KT tunnel-group ipsec-attributes =~ > F&2MH L £9, ZDOE— NI, IPsec b2 %
Vo7 7a haViZEAOREEEZRET DOIENSET,

T R_TOD Psec BHEZHIRTHI2E., Z0a<wr RO no a2 FEHLET,

tunnel-group name ipsec-attributes
no tunnel-group name ipsec-attributes

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

ipsec-attributes = o> N R S L—T D EMEETEE L E T,

name ro v Z—FOL4ETEEELET,

T 74N FOBERLERSH D EHA,

WDOFIZ, a~ REANTEDHE—RERLET,

AV KE— | T7AT794—ILE—F ttXxa)F4aVTFFR b
K
=Ty K FSUART (VUL TILF
LYk
aAVTEXERE | VRT LA
Jua—s ) 2 o it o it o it o it —
V74 Fa
Lr—g v

av Y RERE

3l

JU— EERR
S

7.01)  Zoawr RR™EMERELE

71(1)  XFESFE e IPsec b TA—TRBER R L ZO—T B A MIBAT
SH, o Z—"ipsec BEE— RO o7 I REREINE LT,

90(1) —~=nLF arrFxAhET—ROFR—FFBEBMENE LT,

Wi, ZJa—n_ )b a7 4F¥al—y a3 F—RT, IPsec VE—K T 27X Fx
JV 7 v—" remotegrp D b R TN—TEAERR L. F D%, IPsec 7 V— T @A R
ETHH2RLET,

ciscoasa (config)# tunnel-group remotegrp type ipsec_ra
ciscoasa(config)# tunnel-group remotegrp ipsec-attributes
ciscoasa (config-tunnel-ipsec)

tl~tz .



. tunnel-group ipsec-attributes

tl~tz I

EEav> R

. tl~tz

avy kR

A

clear configure tunnel-group

R TN—TF F =R R=ARREZFTFRE I N b orr
IV TN—=TTE 7T LET,

show running-config
tunnel-group

BESHE b2V TN—TFER3T_XTO L Z—
TOBREEITENTWD bV IJ)—F a7 4 Fa b —
varuERRLET,

tunnel-group

IPsec 33 TN WebVPN k> L OEEAE L 2 — RDOF— &
NR—AEERB L OEERLET,
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tunnel-group-list enable .

tunnel-group-list enable

tunnel-group group-alias TEFR AL TND h U RNV TN—T % A X—T WITT HITIE,
tunnel-group-list enable =~ > K& L £,

tunnel-group-list enable

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,
ARV ENE— | TF7ATI24—ILE—F tXa)TF4a0TERXE
K
=Ty k FSURRT (DT <ILF
Lk
AVTXFRAN | VRTL
webvpn =1 > o KPS — o Gfhis o Gfhis —
T4 X2 lb—
va v

EELEDOHA KSq4Yy O~ RiE, 7747 ML AE721E AnyConnect VPN 7 74 7> h v v 3 T
tunnel-group group-alias 33 X QN group-url 2~ > KEMAEDLETHEHALE T, ZDa~<w> R,
77 A v _R—=UZ tunnel-group KBy X T UNERRIND XD ICHREEEZ A R—T MIZLE
7, group-alias |, = K 2 —HF—ZERRT H720IC ASA BHEENER Lo, WEER, Bl
R, Y x s N EOT XA NLFEITY,

av Y FERE J)— ZEEAR
A

7.01) Zoa<wr RRBNERE LS,

3l

ciscoasa# configure

terminal

ciscoasa(config) # tunnel-group ExampleGroupl webvpn-att
ciscoasa (config-tunnel-webvpn) # group-alias Groupl enable
ciscoasa (config-tunnel-webvpn) # exit
ciscoasa(config) # webvpn
ciscoasa (config-webvpn) # tunnel-group-list enable

BEa<v >R avU R SBA

tunnel-group VPN ##i 7 a7 7 A VEERT D, ERIXVPNER 1 7 7
ANDTF—=BZRXR—=2ZT VA LET,

tl~tz
I o



. tunnel-group-list enable

. tl~tz

tl~tz I

avy kR

B

group-alias

oo 7740 (R Z0—7) DA YT ZAEHEL
F9,

group-url

VPN RiRA V P CTHEINTWAURLE/AIXIPT FL & &
Wi o 7 A NN ERELET,

show running-config
tunnel-group

TRTCO MRV TN—=TFERIHED XV TA—70
VXN ITN—T arv T 4 Xal—arER-LET,
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tunnel-group-map .

tunnel-group-map

WIS X2 VT 4 T T7AT L AR IPSec Bl B RE 7 T4 7 > FMEAERGES & HIC%E
THE RELERY = TR 70 7 7 A VBT OEERGIZEIY ¥ TET,

ZORY —iE, BRELTNA—IVOEH, FEHED OU 7 4 —/L RO, IKEID (KA k
. IPT RVA, ¥—IDARY) OfFH. 794 T MDIPT FLVA, AW IEER T 7 7
ANEEIND Y THET 74V NOER T 7 7 A W0 9, SSLERFIC L, @it x
VTG4 TTIAT AL, 7 a7 7 ANEED U THELICHRELIZLV—LEHHT ST
SASER

BEfF D~ > 7 a7 a7 7 A WIZ BT T CRRE L7 b — b2 53 % | tunnel-group-map
av U RICRY, T e 7 s A ARERICHD Y TOENET,

Bhoan 7y AN~y THOBEEZEETHICE, Zoavr Fono a2 HHLET,
ZOawry RO BT~y 7RIFHIRENETA, v~ v TR EERT T ANV EDH
HEARH S NA 7200 T,

o<y ROBIRD ERBY TY,

tunnel-group-map [ mapname ] [ rule-index ] [ connection-profile ]
no tunnel-group-map [ mapname ] [ rule-index ]

\}

GE) s KD~ RCREHE~ v A Z{ERK L £ 9, crypto ca certificate map [mapname] [rule-index]

o ThuV ZN—71 1%, BUE 87 m 7 7 A 0] EREIRTWDHEED IR TT,
tunnel-group-map 2~ > KiZ, #7077 AV~ v TEERTLHHDOEEZ TS,

BXDEREA mapname YMIHTY, BFOENE~ v 7042 fEE L £ T,

rule-index VHTY, ~ v 74ICBEEA T 57 rule-index 245 7E L £, rule-index /<
Z A—H4 %, cryptocacertificatemap =~ R&2H L CEZESNET, H
h7efEiE 1 ~ 65535 T,

connection-profile FEHIHE < » 7" U A MIXf L THE I 1 7 7 A VA EHRE L E7,

ATV K FI4) )L~ tunnel-group-map 2AAREFE T, ASA 23 IPsec Bfi U A M &2 T4 7 & FREHERRGEE & bIT%
B L5 E. ASATRENERRGEERZ b DR v —D 1D L ROJIEFTRET 5 Z L T,
B 7 n 7 A NEEID Y TES,
Certificateoufield : 7' =7 Mikhl4 (DN) Offk~=> K (OU) 7 4 —/L KOfEIZHS
& T s ANVERELET,

IKE identity—Determines : 7 =— X 1 IKEID ONRICHEIE, 7o 7 7 A LV ERELE
9, theconnection profile based on the

tl~tz
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. tunnel-group-map

AU R E—F

tl~tz I

peer-ip : fESLINT2 7 FA T MNP T RLRIZESE B 7 n 7 7 A LV ERELET,
Deter minesthe connection profile based on

Default Connection Profile—If the ASA does not match the previousthree palicies, it assignsthe
default connection profile. The default profileis DefaultRAGroup. The default connection profile
would otherwise be configured using the tunnel-group-map default-group command.

WDFEIZ, a~vr REANTELE—RERLET,

aAY U RE— | 7747 DA—ILE—F X1 FoaVTFERR

y L—TvF FSUART (VT JILF
Ly bk
AVTHFRM (VAT A
ya— )L a3 o % — o XFhts o 3fhis —
V7 4F =
L—ya v

avy FERE

FEREDAA RZA Y

3l

J)— EERE
A

7.0(1) Zoawr RBRBMESE LK,

9.0(1) = FarTXAME—FROYVR—FRBIMESNE L,

RIE LTe~ y 740%, #ke 7 v 7 7 AV EBEMNT DRI, fFAEL TV DRERDH D 7,
cryptocacertificatemap =~ > R LT, ~ v 74 &El L E3, FEMIZOWTIE, crypto
cacertificatemap =2~ KO~==2T7 VEERL T ZE0,

vy TR R T 0T 7 A VCEEMT 2D AEOT 7 A0 hORY =TI BEIE L
=N EAE T 2121, tunnel-group-map & A X — 7 /VCTHMERH Y £, ZNEITIHIC
L, Ze—r3L a7 4 ¥ a2 b—3 3 F— KT tunnel-group-map enable rules 2~ > K& 5
ITT20ERHY £,

WORFITIL, rule index 2% 10 D~ » 74 SalesGroup % SalesConnectionProfile ¢ 7 &
7 7 A VBT TWET,

ciscoasa(config) # tunnel-group-map SalesGroup 10 SalesConnectionProfile
ciscoasa (config) #

EEav >k

. tl~tz

avwvk i BA

crypto ca certificate map [map name] | CA SffHE~ v 20 7 4 a2 L — 3 2 T— N5
L., Z0OF— R&MEH L GEHE~ vy 7R 2L TE ET,

TSI SN — NS AESR—ZDIKEE v ¥ g
A F—T NI LET,

tunnel-group-map enable
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tunnel-group-map .

avy kR

Bl

tunnel-group-map default-group

BETFD N RNV T N—T4%T 7/ D b )b T )—
TELTHRELET,

tl~tz .
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. tunnel-group-map default-group

tunnel-group-map default-group

tunnel-group-map default-group =~ > R CiX, fOFRE SN FRAEMHEH L TARTZ B TE 72
WA T 57T 74V D R RV TA—THIRELET,

tunnel-group-map ZHIRT 521X, ZDa~vr RO no BRELH L £,

tunnel-group-map [ rule-index ] default-group tunnel-group-name
no tunnel-group-map

XD default-group fthDRE ST TR CITA A BB TE RVH BT 7 7 +
tunnel-group-name VD RV T N—T FEE LE T, tunnel-groupname (X9 CIZ

FELTWDRERD Y £7,

rule index *7' a3, cryptocacertificatemap =~ R CTIRELTZ/NT A —
2 EZRLUET, AR7EIE 1 ~ 65535 T7,

ATV K FI4J)L~  tunne-group-map default-group 7 7 4 /b Ml DefaultRAGroup T,

ATV K E—F WDOFRIZ, a2 REANTEAE—FEZRLET,
ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R
R
W—=T9k | FSVART (VT <ILF
LYk
AVTFRAM | VRTL
Ja— )L o o SIS o G o %I o it —
V7 4K
L=z
avy RERE )— ZEEAS
A

7.01)  Zoawr RREMERELE,

9.0(1) =i FarFFzxhE— ROYR— N BENESNE LT,

FELEOHA K54 > tunnel-group-map 2~ FiE, GEFEN—ADIKEt Yy a % bV Z—72~ v 7%
HEEORY =B IO —LZHE L E9, cryptocacertificatemap =2~ > R&H L CIE
RENTFEHE~ Yy 7 M) & bRV T A—TIZBEMNT AL, T ae—L a7 g
Fab— 3 E— FTtunng-group-map 2~ > REMEMALET, FECHLA-ETHY,
T AT A E2ELUEBRLARAVERY, Zoavy ReEBREITTEET,

crypto cacertificatemap =~ > Fid, GEHE~ v B 7 — L OERNIALL Y A b 2 #EFF L £
T, WETEZDLHVy7IX 1212 TY, 72720, 65535 HE TONL—LEZDY v TITHRET
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tunnel-group-map default-group .

X FE9, FEIC OV TIL, cryptocacertificatemap 2~ RO~=2T7 LVEZ BB L T2 &
U,

FEAEDD by T—T R 2 BT DAL, b oy Z—FIZBEA T BT
WIEHE~ 7O M) EERLET (O~ vy 7P —LbZna~y RTEBSh £
A/) o

il KOFNT T — L a7 4 Fal—aryE— RTANEN., MOBREFHEA Y v
R CARIZBESG CER2WEARIHERSINET 74V FD h RV T NA—T 2 F8E LE
9, T 5 horv ZA—TO4RIE groupl T,

ciscoasa(config) # tunnel-group-map default-group groupl
ciscoasa(config) #

EEav K av YR BLl]
crypto ca certificate map JIUFNCAHE~Yy a7 4 Falb—Tay B
Na2BsE L £,
subject-name (7 U 7k CAGEE | L—/L =2 N SUFF| & Dbkt g & 70 5. CAREZEIC
~v7) BENTVWDLDNAEFRELET,
tunnel-group-map enable AEAESR—ZADIKE® Yy v a & bRV T N—T 1<

VT AR = — L ERELET,

tl~tz
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tunnel-group-map enable

tunnel-group-map enable =~ R TiL, iEAER—ADIKE®Z v a & bR T N—7
W~y BT 20DDOR) = — NV ERELET, 774/ MEIZETIZIE, o=~
Y RO no BAELEHLET,

tunnel-group-map [ rule-index ] enable policy
no tunnel-group-map enable [ rule-index ]

BX DA

AR R FIHILbE

avU kR E—F

. tl~tz

R
:‘/»__

AEHEND bR TN =T R EBAGT 5720 0R Y =2 fELE T, policy I%
ROWVFTININTT,

ikeiid : b XNV TIN—TNN—)L)by 7T o SISO THIBIE N, F201X
ou N HEEENAWEASIT., 72— X 1IKEID ODRFICE ST, FFHER—2D
IKEty > arvDhyrfWIN—Fllw o B T ENHZ 2R LET,

ou: FRNVTN—TNN—L)b sy J T v FIZHESWCTHBI SN WGAEIL, 7
v/ NREE4 (DN) Offfk=> F (OU) OfEMEH NS Z 2R LET,

peer-ip : N RN T I—T D= )by 7T FITIEDOTHRHI S 200>, ou E
7oidike-id A Y v R LRGN WGE, ML SNTCET IPT RUARMERH S
HZlERLET,

rules: 2o a~vy FIZL > TREINIENHE~Y v 7OREEMITIZHEKSWT, FEA
ER—ZDIKEEYYa B R RATN—F Il B T INAZ 5 LE
R

rule
index

(47> =3 ) cryptocacertificatemap =2~ RCTIRE LRI A—XE25M L *
T ARZEIE 1 ~ 65535 T,

tunnel-group-map =~ > RO 7 #+ /L MElL enableou ¢, default-group I% DefaultRAGroup (&

BRIESILTWET,
ROFIZ, A~y FEANTELE—FERLET,
K
=Tk FSVART (V2T TILF
LYk
IVFERE | VRTL
Ja— ) a o X5 o XJts o XFhts o s —
V7 4F
=g
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tunnel-group-map enable .

avy RERE J— ZEEARR
S

7.0(1) Zoawy RBBMEnE L,

9.0(1) ~=AFarrFFALE—ROVR—IBREMENELE,

FEELEDOHA KS4 > cryptocacertificatemap =~ > Nid, GEMIE~ v B 70— /L OMEIRLL Y A b 2k L %
T, HRETEDL~Y Y AL 1 DT TT, 72720, 65535 E TONL—NEZD~y TIZRET
xE9, FEMIC OV TIL, cryptocacertificatemap 2~ RO~=2T7 LVEZBRL T2 &
AN

#l Wiz, 7=—Z1IKEID ODNFIZHESL, FHES—ZADIKEL Y a2 & bril
TN—TL Dy B ThAR—TMIT 56 %RLET,

ciscoasa(config)# tunnel-group-map enable ike-id
ciscoasa(config) #

I, MEXLFEAHDET DIPT RLAZESL | SFHER—ZXDIKEY v 3 & b
RNV T N—T Dy B T A X—TNCT DB ERLET,

ciscoasa(config)# tunnel-group-map enable peer-ip
ciscoasa (confiqg) #

Wiz, 7V FBEE4 (DN) Offk=~=> F (OU) 12HS5< | FEAENR—2R
DIKEEyYardO~vwy o 7aA4A3—T NI T 505 RLET,

ciscoasa(config) # tunnel-group-map enable ou
ciscoasa (config) #

WAT, RENLHE DN — IS FEAEAR—AD KE £ v ¥ 3 v D~ v BV T A
F—T M BhlE R LET,

ciscoasa(config) # tunnel-group-map enable rules
ciscoasa(config) #

EEa<w ok av Uk BLl]

crypto ca certificate map CAFEME~ Y 7 T— FEBMBLET,

subject-name (7 U 7" b CAFGEAE | /—/L =2 F U XCFHIE DOHBRI S L 725, CA GFEY

) FCHEEN TS DN A HELET,
tunnel-group-map default-group PO b XNV TN—T R %T TV D v T

N—TELTHRELET,

tl~tz
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. tunnel-group ppp-attributes

tunnel-group ppp-attributes

pppEIET T 4 ¥ 2 b —Ta T REBLA L., Psec 1 L7 L2TP #fic L » TEH S
% PPP R EMAEZHRET HITIE, 7 r— b a7 0 Fa L— 3 F— KT tunne-group
ppp-attributes =~ > K& H L 7,

T_TOPPP BMEZYIERT AT, 2oa~vry RonoNaAEHLET,

tunnel-group name ppp-attributes
no tunnel-group name ppp-attributes

B DEREA e koL Z—TF ORI RE LET,

ARV EFI4NAL T 74N FOBEREIZH Y EE A,

avy RE—F WROFIZ, a~ REATITEDLE—RERLET,
ARVKE— |T7A47 04— ILE—F X274 0TFRb
k
=Ty K FSURART (VT T ILF
LYk
AVTEREN | VRT LA
Ju—syb | e SIG — o« b . 5 —
V74 F =
Lr—g3
avy FER J1)— ZEERNE
R

72(1) Zoawr RRBEINEnE L,

9.0(1) =iLFarFFxhE—ROYR—FNBEINENE L,

FEREDHA K54 PPPREMITILAY2 b7 7aban (L2TP) [CkoTHEMSET, L2TPIE, U
F—h I ITAT Y IMIATYLVT v TEBHEY—EAONT IV w7 PRy NU—7 &AL T
TITAN— R MENRY NU—7 ==X a 7ICHEFETEDHL 92T H VPN bl v
7 7a ba)l<Td, LTPIZY 94 7 v MY —_— 5 LT H-S% | PPPover UDP (AR— K
1701) Z#EHLCTF—%% b %L LET, tunnel-groupppp 2~ > RiL7 T, PPPoE k> %
N IN—T XA T THEATEET,

Bl WIZ. R 7 —7 telecommuters % B L. ppp JEME= L 7 4 Fa L—v g
T NEBAT BHE R LET,

ciscoasa(config) # tunnel-group telecommuters type pppoe
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tunnel-group ppp-attributes .

ciscoasa(config)# tunnel-group telecommuters ppp-attributes
ciscoasa (tunnel-group-ppp) #

BEa<w> R avUR Bl

clear configure tunnel-group R R N —TF F— A R— 2K E T ITEINT F X
N TN—=TR T VT LET,

show running-config BESNE MV INN—TF 720139 _TO F o Rm)b T —
tunnel-group TOBEFITENTWD h RV T N—TF a7 4o b—

VaraeERRLET,

tunnel-group IPsec 35 L U8 WebVPN k> R A OERFEEA L 22— NOF— ¥
S (D &SR ONCS: = 3y o
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. tunnel-group-preference

tl~tz I

tunnel-group-preference

B DEREA

aAavU R TFI4ILE

aAvU R E—F

TV RiRA > P THRESNZ URL & —#1 2 7 /L—7 URL &8k 7 1 7 7 A L2 VPN
TV T 7 L AEERTHITIE, webvpn 27 4 F a2l — 3 F— KT
tunnel-group-preference =~ > FZfEH LE7, a7 Fab—rarnbavy REHIER
T HIIE, noEREHEHLET,

tunnel-group-preference group-url
no tunnel-group-preference group-url

Zoawy RIZIEBIEELIZF—T— NiEb v A,

FI7 I RTIE, BT 07 7 A VTHRESNIZZEHED 7 4 —V R L = RiNA v b T
HAENDEEHED 7  — /L FEDS ASAIZ L > THREESN., —HLEEAIL, Z0o7e 774
VS VPN EEREICHI D M THNET, Zoa~vy FiE, 7740 boBfEx: EEE LET,

ROFIZ, a~ FEANNTELE—FERLET,

ARV RFE— | T7AT7 24— ILE—F XT3 TFRE
&
=Ty K FSURRT |V T0L < ILF
Lk
AVTHRRARS | VAT L
config-webvpn o % — o S — _

avy RERE

EREDAARZA

3l

II tl~tz

Jy—2  EERE

82(5)/84(Q2) o~ FRBMENE L,

Zoawy NI, a7 s A NVORBIR o 2hc, BT e 7 ALDTY T LA
EERELET, ZHUTED, ASA Y 7 F 7 =T OEEL DHY V=R 2 Lo THEHRENS 7
N—FURL 7V 77 LU AZFIATEET, =0 RRA U MIEko T, #7077 A4 01T
72N T)V—"7" URL MEE S, o 7 1 7 7 A NV OREEE & —27 2 it EEAEE
SINTWDHA. ASA TIEZEOHER 7 v 7 7 A V% VPN £y a3 ZEID Y TET,

Zoa<wy Rlidwebvpn 27 4 Fal— g =R TAHNLETR, Zoa~vr Ficko
T, ASAIZLE > TRV Z— R ENTZTRTDT T4 7 b L AL LT AnyConnect VPN #%55¢
WZOWT, #5707 7 A NVOBIRT ) 7 7 LU ARERINET,

WIZ, BR7a 77 A NVOBRT o 2R, #7077 AVDT ) 77 LU A%
EHET L 2R LET,

ciscoasa(config) # webvpn
ciscoasa(config-webvpn) # tunnel-group-preference group-url
ciscoasa (config-webvpn) #
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tunnel-group-preference .

EEav> R

avy kR

Bl

tunnel-group

VPN 72 7 7 A VEAERT B0, F£RITVPNER T2 7 7
ANDF—=BRXR—=2ZT VA LET,

group-url

VPN = RARA » P THREINTWD URL £721XIP 7 FL-X
CHR T 7 s A NVERELET,

show running-config
tunnel-group

FT_RTO PRV TN—TEIEED SR T—TF O b
VXN ITN—T ar T 4 X2l — g xR RLET,
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. tunnel-group webvpn-attributes

tunnel-group webvpn-attributes

WebVPN @i 7 f Fab—Tay E— REfBT 51003, ZJe—b a7 4 Fab—
v 3 v — KT tunne-group webvpn-attributes =~ > F&2FEH L £9, ZOET— R T,
WebVPN ko U o ZZ B O EMZ R E L £,

T _TPD WebVPN BIEZHIBRT 212X, Zoa~vr RonoBXE#EHLET,

tunnel-group name webvpn-attributes
no tunnel-group name webvpn-attributes

B DEREA

ARV R TIFILE

aAvYU R E—F

name MoV TN—TDLRTEREELET,
G¥) F RN TN —T ZITIRDFFR TN E EIN TN RN L &

BLTLEEY, &, ", Fhid<

webvpn-attributes = » ~ > %L 7 )L—7F D WebVPN BHEAEE L E 1,

T 7 4 v N OBEWERMEIZH W FH AL

ROFIZ, A~ FE2ANTEHE—FarLET,

ARV KE— | 774724 —ILE—F X2 T4 0TFR b

" =Ty F FSUART (VT TILF
Lk
AVTHFRE | VAT LA
Ja—s )L o o it — o 3fhis o 3fhis —
V7 4FXa
L—r3

2v Y FRE

FEREDHA K542

. tl~tz

Jy— EEAE

TU) Zoawr RRABEINEnE L,

9.0(1) ~AF arFxZ |k E— FOYFE— FABEMENE LT,

9.8(1)  pre-fill-username 3 & O\ secondary-pre-fill-username MOfE 7} clientless 7> & client (225 5
SNE L

— R EMEIZ N 2T, webvpn BT — KT WebVPN #5612 [EA DR DB L RRE TE £97,
« authentication
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tunnel-group webvpn-attributes .

* dns-group
* group-alias
* group-url

* without-csd

pre-fill-username 33 X OF secondary-pre-fill-username J& 1%, F8FEF X OREAIIAl 9 2 FEAE D
Ha—H—LE T 57O S ET, EIT client F 7213 clientless T,

i Wiz, Z7a—)L a7 4 X2 lb— gy F— REHBE L, LAN-to-LAN E°7 D 1P
7 RUAZM A LT WebVPN##5 HD b o kL 7L —TZ2AERL L, £ D%, WebVPN
B ERET DHIDD webvpn 22T 4 Fa b—v g vy T— FEBBT 02 LE
T hUV Z—T D4R, 209.165.200.225 T,

ciscoasa(config)# tunnel-group 209.165.200.225 type webvpn
ciscoasa(config) # tunnel-group 209.165.200.225 webvpn-attributes
ciscoasa (config-tunnel-webvpn) #

WIZ, Za—rL a7 4 X¥alb— 3 E— KT, WebVPN D oL 7
N—"7" Tremotegrp] Z#AERK L. ZD%, b/ 7 /L—7 [lremotegrp] ® WebVPN
BMABRET D200 webvpn 227 4 X2 b—T gy B— R TA02 7R L%
ﬁ—o

ciscoasa(config) # tunnel-group remotegrp type webvpn
ciscoasa(config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn) #

BEa<w> KR avUR Bl

clear configure tunnel-group roxw N —7F F—2R—=2KEITIRE SN P X
N TN—=TR T VT LET,

show running-config BESNEZ MV TN —TF 720139 _TO F o pm)Lb T —
tunnel-group TOBEFITENTWD bV I—TF a7 4 Fab—

varERRFLET,

tunnel-group IPsec 38 LT WebVPN k> RV OEGEA L 2 — KOT—H
N2 ZERB L OER L ET,

tl~tz
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. tunnel-limit

tunnel-limit
TFAIENDT 7T 4772 GTP b RNVDERKRKEERET HIZIE, RV — vy T RT A —H
a7 4 Falb—3 gy F— RTtunnd limit 2~ RE2EHALET, Moo BlRE2T 7 +
A RMCETICE, 2oa<ry FonBRXEHHLET,
tunnel-limit max_tunnels
no tunnel-limit max_tunnels

X DA max_tunnels Frrf S5 b RV DRREL, Ziud, PDP 2T F A FELITT Ly RBRA 2k

DEUTHY LET,

ARV R FI4IARL T AN RO N RVHIBRIEE 500 T,

avYRE—R ROFIZ, A~ FEANTELE—FERLET,
ARVEE— |T7ATI74—ILE—F 'F2UT4aAVTERXEL
K
W=TIF | FSVART VT 2T
L>k
AVTHFRRARS | VAT LA
T A= A et o RFI o RFI o RFI —
V7 4F =
L=z
av Yy REE ) — EERE
R

7.0(1) Zoawy RBBINEhE L,

FEREEDHA KSq4y ZOAXYFTHRELLZ P RAVBICET L, HILVWERII N y 7S kT,

1 WIC. GTP N T 7 4 v 7 Ok b v 8% 10,000 1558 2 647 L £,

ciscoasa(config)# policy-map type inspect gtp gtp-policy
ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# tunnel-limit 10000

BEa<w> R avU R SR BA

clear service-policy inspect gtp | 7' &t — /3172 GTP §i2HESR % 2 V7 L £,
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tunnel-limit .

avy kR

Bl

inspect gtp

TV =g A VAR Y g AT AR ED GTP~ >

TEEMLET,

show service-policy inspect gtp

GTP 2> 7 4 Fal—araFHrLET,

tl~tz .
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tx-ring-limit

tl~tz I

TIAFTVT 4 F2—ORIZH/ET DI, T4 4V T 4 F 2—F— RTtxring-limit =
~V REFEALET, ZOREXHIRT DI, Z0oa~vry RonoBRXAHEALET,

)

GE) ZDAa< NIXASASS8010 FHE Yy b A —H Ry b f L F—T A A ASA5512-X ~ ASA

5555-XEHA v —T A A, FRITASAYV—EAEY 22— LTl FR—brShEEA (10
FHEY b A=V Ry b A Z—=TxA AT, ASA5585-X DT T A4 VT Fa2—IT%k L
THR—FENET) .

tx-ring-limit number-of-packets
no tx-ring-limit number-of-packets

B DEREA

AR TFIAILE

aAvU R E—F

number-of-packets  —+ % v N IEE KT A SHAHFRTE HRBIE 7 v N E2I3EED T T A
FVT 4Oy NORKREERELET, 207y NOWERKD S
EL A= Ry NEE RTANTEENETHET, A ¥ —T A4 A L
DOy "Ny 77 LTWNAF2—0WBRICEY £, BECTX 28I
3~511 T7,

F 7 4V MEL 511 T,

ROFIZ, A~ R ANNTELHE—FaxRLET,

K
=Tk FSVART (V2T ZILF
Lok
AVTHERAR | VRTL
T AFY o XFhts o XFht S I . 5t _
T4 Fa—

avy FERE

FRLEDODHA KSA Y

. tl~tz

J)— EERE
e

70(1) Zoawr Rp3BEMmEShE L,

ASA TlE, BIEOEELZZITLTV, I FVT A OEWET 74 v (FFBLOETA
708) HOREBIEX = —A > 7 (LLQ) &, ZNLUND T 7 4 v VDA =7 4 — |
(FT7HIF) EWV0WI2OD T T 4 w7 7T ABFERHTEET, ASAIZ, 7944V T 1 b
T 7 4 v 7 & LT, @Y7 Quality of Service (QoS) RV —%w@HALET, 7I7A4 A4V
TA Fa—DPARXLREIEZHFELTC, VT 74y 7 Ju—%iGHETcEET,
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3l

tc-ring-limit [

TIAFVT 4 Fa—A U TEADTT HANC, priority-queue =~ > REFH LT, A% —
T2 A ADTTAFT VT 4 Fa—5{ERTHLENHY 9, 120 priority-queue =< > K
Z, namef 2 v RTERTEDLTRTCOA ¥ —T = A AZK L THATEET,

priority-queue 2~ RC, 774 F VT 4 Fa2a—F—FZBLET, ZHiE7Tr 7 T
BRENET, 7T 4V T4 Xa—F— FTH, WOTHEREF2—CANS - ENTES
N7y FOFEKRE (tx-ring-limit =<2 ) | BLXOAXT Y b2 Fry 7T 50NNy 7 71
DB ENTEDINTNDOEAT (FTTAF VT 4 ERITRA T4+ —F) OXF v b
¥ (queuelimit 2~ R) R ETEET,

FRET % tx-ring-limit 35 X O queve-limit I1X, 77 A4 4V 7 f OFWMEELEFX =2 — &R X h=
TA— b XFa—OWFICEHASNET, txoring-limit /X, RT7A ASBRFETEHHWGTOLA
DTy NOETT, 2Oy MiEB2DHE, RIANEA U F—T oA ADKIHEIZH S
BEOF 2—Zry FERL, BBENRETIETEDF 22—y Fa Ry 77 LTE
TET, BE., INDLD2ODONRTA—FEFESTLL T RBENT 74y 7 DT u—%
b CE £,

F a2 —[TERRTIE RN, WolXWZ 7> TA—N"—T 8 —FT 352 t83HVFET, Fa—
DN XN D L UBEORYry MEFa—IC AL ZENRNTET, I CRey7anhZE
T, TRT— Ra vy TT, Fa—RNo XN D T L ERET 5121, queuelimit 2+
YREFHLT, F2a—0ONRNy 774 X2 RELET,

)

GE)

queuelimit =~ > K & tx-ring-limit =~ > KOMOEFHAD LRI, EITRICEIICRE Y F
T, ZORIBEEZFRTTDHIZIE, A~ RIA4Thdp FHIZ?2Z2 AN LET, ERIEER

I, Fa—%2 I R— T 272DIBER AT L TS 2 ETHEMARER AE Y TT,

ASA ET /L5505 (D#) TIE, 1 DDA H—T 2 A AT TAFT VT 4 Fa—%HETH
L OTRTDOA L E—T A ATR LAy 74 Fal—TarBNEEXINET, OF
D, EBIGERHEN -2 74 X2 —a U BET0N, $XTOA X —T oA RTHFET D
LRV ET, EBI, IIAAV T4 Fa—arT 4 FXab— g 1ODA L H—
T oA ANLHIBRT S E, TRTOA U H—T = A AL LHIBRESNET,

Z ORI A FRES 521X, priority-queue 2 ¥ 2 K& 1 DDA U X —T = A AZOIHKE L F
7, queue-limit 2~ > N & tx-ring-limit 2~ > RO@FEIXZONTNIOREEL, I
ERA I =T 2 A ATRRDOBRECT DMERHLGE, EED 1 DDA =T = A A
T, TXTOD queue-limit D 9 HTHRADIEEL | FXTD tx-ring-limit D 5 H The/NOfE 2 55
LET,

OB TIE, test LWVWIHIA L H—T 2 A AT TA AV T 4 Fa—%, Fa—flBE
2048 /3w BT, BEF 2 —HIRE 256 /X7 » MZERTE L CTWET,

ciscoasa(config) # priority-queue test
ciscoasa(priority-queue) # queue-limit 2048
ciscoasa (priority-queue) # tx-ring-limit 256
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tl~tz I

EEav> R

. tl~tz

avy kR

B

clear configure
priority-queue

BMELIEA LV E—T oA ADBEDTTAF VT f Fa—ay
TA4F¥alb—arEHBRLET,

priority-queue

AVE—T A AT TAFT VT 4 Fa— AL TERELET,

queue-limit

TIAFTVT 4 Fa—IlANDIENTEEH Ty ORI
ERRELET, ZOHEEZLE, LEBEDOT—ZIRn vy X
nET,

show priority-queuestatistics

BESNFEA L E—T oA ADTIFTAF VT ¢ ¥ o —HeHER
ERRALET,

show running-config
priority-queue

BEOTIA AV T 4 Fa—ar 7 4F¥al—aruBFRL
F7, Al ¥—U—REHEELLELA, Zoa~vy RiL, BED
priority-queue, queuelimit, ¥ X tx-ring-limit =~ KD =/
TA4F¥ab—va i TN TERLET,
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type echo

type echo .

SLAENEZ © o — S 7 n —7EfEL L CRET DI, SLAT=F— a7 4 X o L—
YarE—FRTtypeecho a2~ FEEMLE T, SLAa 7 4 Fal—arhbd A7 %
BT 212X, Zoa~vy Rono B EEHLET,

type echo protocol iplcmpEcho target inter face if-name
no type echoprotocol iplcmpEcho target inter face if-name

B DEREA

AU RTIHIE

AR E—F

interface Ta—FR ATy NERETDHEDICHHESNDG A v H—T oA ADA 2 H—

if-name 72 A A4 %, nameif 3< 2 FTIHESRTWA LBV ICELET, A~
H—T A ALEITLT RLVAN, ma—FRAry hOEFILT RLAEL
TERSRET,

protocol 7a halroXx—U— R, HR— kI HHE—OEN iplempEcho T, —=a—

BIETIPICMP = 2 —ZR A2 92 & 9 IHEL£7,

target E=H—FDHAT VI FOIP T RLURAEITARR M,

7T 7 4V N OEBHEEIZH D FHAL

ROEIZ, a~ FEANTELHET—FarnLET,

ARVKE— |T7A47 04— ILE—F X2 T4 0TFRb
K
=Ty F | FSVARRT |SUTL <ILF
LYk
AVTHFRAN | VAT LA
SLA 'T:://&»?*‘ . ﬂ},‘i{ . ﬁ}/‘{lj\‘ R ﬁm . ﬁ}/_ﬁ:\‘ -
a7 4K
=3

avy FERE

FEREDHA K4

3l

Jy— EEAE
S

72(1) Zoo<wr RRBMENELE,

ICMP /X7 RDANA 12— ROT 7 /L kA XL 28 31 F T, At A X 64 51 D
ICMP 37w M &ER L E9, 31 o — ¥4 X4, request-data-size =~ > F&EH L TEH
TEET,

’OFITiL, ICMP = o —BR/SERW 7 o — 7 8{E2 45, ID 2% 123 @ SLA
FEERE L CWET, SLADRER[FEMZ BT A7, IDB1D N7 v 7
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. type echo

T MY EERR L E9, SLABEOHEEL 107, LEVWEEZ 2500 S UM, A4 L7T
7 MiEZ% 4000 X U RPICEERE L CTWVET,

ciscoasa(config)# sla monitor 123
ciscoasa(config-sla-monitor)# type echo protocol ipIcmpEcho 10.1.1.1 interface outside

ciscoasa(config-sla-monitor-echo)# threshold 2500

ciscoasa (config-sla-monitor-echo)# timeout 4000
ciscoasa(config-sla-monitor-echo)# frequency 10

ciscoasa(config)# sla monitor schedule 123 life forever start-time now
ciscoasa(config)# track 1 rtr 123 reachability

BEa<w> R avw U R SiBA

num-packets | SLA BIfEPIZE(ET 2 ER Ty bOBERELET,

request-datarsize| SLA Bi{EER N7 b DA B— ROV A X&45E L £,

sla monitor SLAE®=X U v JEEEERZLET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



