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HALET, ZO7 7 A /Vid Cisco SD-WAN Manager (2 & - CTHERK S, UUID BREFNTWNE
T OTPIFGEN TV ERA, Y7 F U =773 2 (CSRELVISRY) . ¥ L TTASRI002-X
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A N L E T,
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9.  Cisco SD-WAN Manager 78, 7 /34 AD SHA2 = X —7 5 4 RFEHEL 7 v 2 L,
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1. Cisco SD-WAN Manager ® A = =—"C, [Administration] > [Settings] DNEIZEIR L £
j—o

2. [Hardware WAN Edge Certificate Authorization] #2 U v 7 L ¥ 7,

(Cisco Catalyst SD-WAN Manager U U — 2 20.12.x LLRT &2 H L TV 5841, [Edit]
7V LET, )

3. [Enterprise Certificate (signed by Enterprise CA)] 234 21272 > T 5 Z & & AR L. [Save]
7 Vw7 LET,

serial.viptela 7 7 A VEARKT DA, T34 ADAHF—x2 ~ U PNP H—
N—THEHTELZ 2B LET, FEMIZOWTIX,  [Cisco vEdge 5000 7 /31 A DX
Bl — DR REITEN 22 L TE3 0,

Cisco vEdge 5000 7 /3 278 SHAL GEBAEZMHEH L CA——L A x> b U — 7 [T &
TV DEEIE, FBAEIC OTP, ¥ —., BELUSHA2 = ¥ —7" T A XFEBEAFE 5
5 EICRETDHENT, TAA AZEIN L TAH— =L A Xy NT—=7 NIRRT D0
ENRHD ET,

Cisco vEdge 5000 7/ \ 1 A DABHF—DRFRFE = ILEM

1

Cisco Software Central ¢, Cisco vEdge 5000 7 /XA ZA~DT 7 B AZMEIpA~— T B
Y EBLON=F ¥y LT H v EMH LT Plugand Play Connect (21 714 > LE9,

[Devices] U A kT, Cisco vEdge 5000 7 /3A AD T VT NFEFZEI Y v 7 LET,
[Device Information] 73/~ AL E T,

[Device Information] %A 7 12 7R v 7 AT, T3, AOBRRAF—0EHARENE 9 Ak
o Liﬁ

[RAF—ZEHTERVESIE, ARF—ZENLET,

1. [Devices] Y A N T, Fx v 7Ry 7 A% H L T Cisco vEdge 5000 7 /31 R %8R L
i—a_o

2. [Edit)] 27 Vv 27 LET,
[Edit Devices] X— Y NFEREINFE T,

3. [Selected Devices] = U 7 C. [Public Key] #I® [view/edit] %7 U v 7 L £,
[Public Key] # 4 7 0 7R v 7 ANRFRENET,

4., THXANMRY I RZAHF—% ATITDHH, [Browsel 27 UV v 7 LTARIT—%5T
Ty ANET v Ta— RLET,

5 [0K] %27 Vv 7 LTAMIF—ZRFEL, X470 IRy 7 AZALET,

6. [Edit Devices] ~X—""C, [Submit] Z 7 U v 7 L TR % —% Cisco vEdge 5000 7 /3o
AT S v FLET,
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ARNT v THERR T 7 A VOAERNE EIET, Cisco vEdge 5000 7 /34 AL, EEIRFIC, FERK
T ANDIEREFEH L CA— =LA Ry T =7 ITEE L £7,

1.

Cisco SD-WAN Manager A == —7%>5, [Configuration] > [Devices] > [WAN Edge List] @
JIELZ R L £,

[Upload WAN Edge List] #27 U v 7 L¥ 7,

[Upload WAN Edge List] # 4 7 2 7' 7R > 27 AT, 7 v 71— K7 5% Cisco vEdge 5000 > U
TINEFT 7 A NEEIR L E T, [Validate the uploaded vEdge list and send to controllers] %
IR L, [Upload] #7 U v 7 LET,

WANEdge Y X h3a br—Z 27 vy 7 r— REShET,

Cisco vEdge 5000 7 /31 A 7% WAN Edge ') X MZiBmEnEd,
TNRA RETNA AT T — T HZ v F LET,

1

Cisco SD-WAN Manager A = = —7/»5, [Configuration] > [Templates] DJIHIZIEIR L F
ﬁ‘o

[Device Templates]| 227 U w7 L, T 7L — FERINLET,

BHIOT 7 L— MIOWT, [.]&7 U 7 L., [Attach Devices] &N L £,
[Attach Devices] ¥ A 7 2 7R v 7 AN ET,

[Available Devices] 51 C, 7 /L — 7 %N L, 5 L T Cisco vEdge 5000 7 /31 A %
BINLET,

FREORM%Z 7V 7 LT, 7734 A% [Selected Devices] FIZB#E) L £,
[Attach] 227 U v 7 LET,
W7 7' L— MET A ZAPCA T V2 — L SN TWET,

FHLLIBMENTET AL ZADT— A T v TRHEREAERLET,

1

Cisco SD-WAN Manager A ==—7%>6, [Configuration] > [Devices] DJIHIZER L F
R

[WAN Edge List] #727 V v 7 L. Cisco vEdge 5000 7 /XA A& ZR L £,

BN L7273 XD, [.] &7 U v 7 L. [Generate Bootstrap Configuration] %
BIRLET,

[Generate Bootstrap Configuration] % 4 7 & 27 7R »» 27 A C, [Cloud-Init(Encrypted OTP)]
ZIIRL, [OK] 227U v LET,

[Download] #27 UV v 27 LTCT—F A NI v THREZ 7 — R L,
<ChassisNumber>.cfg JERD T 7 A VA ZMTFTTT 7 ANV ERIFELET,

<ChassisNumber>.cfg 77 A /%7 — hA[REUSB K74 7ilZat—L &7,
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* Cisco vEdge 5000 7 /SA AN R T A4 7 2R L CHEI~ Y > 9 5121L, USB K74 7R
FAT-32 74—~ v F CHLILENRH Y 7,

s <ChassisNumber>.cfg 7 7 A /V%&USB K74 7 DFR—LT 4 L7 N ERIEBT 1 L
7 MYiZav—LET,

Cisco vEdge 5000 > V) 7 V&5 7 7 A LB L OTP A 2> hr—JIZ#E LE T,

1

Cisco SD-WAN Manager A == —7%>6, [Configuration] > [Certificates] > [WAN Edge
List] DIEIZER L E5,

[Send to Controllers] %2 U v 27 LT, ¥ _XTPDa . +ta—7® WANEdge Y A M &
[EE e pt

FTNRAAVNTNEE T 7ANVEBLOOTP HRAa he—J XX EE&NET,

(ff:%&) show orchestrator valid-vedges har dware-installed-serial-number prestaging
awy REFEHALT, 2> hr—70 WANEdge V A M & B LET,

vbond# show orchestrator valid-vedges hardware-installed-serial-number prestaging

HARDWARE

INSTALLED SUBJECT

SERIAL SERIAL
CHASSIS NUMBER SERIAL NUMBER VALIDITY ORG
NUMBER NUMBER
193A0122170001 deaedf5d39919454fdfcc8470eccd8d8 wvalid vIPtela Inc

Regression prestaging N/A

Cisco SD-WAN U U —2 20.3.1 LABEDT 7 4/ b A A —T ZEF LT, Cisco vEdge 5000
TSN ZAD TG E~D Yy MEFATLET,

Cisco vEdge 5000 7 /34 A8 [BEH] (LCD 7 4 A S L AIZAT —H A7) [System:
Up) EFERINET) DL XIZ, <ChassisNumber>.cfg 7 7 A /L BMRIFE S 1172 USB
NIATHEALET,

T34 A%, USB KZ A4 7H 5 <ChassisNumber>.cfg 7 7 A L EFHAHAIRYD £3, #
A4 Cisco SD-WAN Validator D IP 7 KL A, OTP b—72 >, BLOz L ¥ —FF5 4 X
Jb— b CA L, 7 7 AV BEESINET,

1

2.

(f£5&) T 73A AT show control local-properties =~ > K&%{T L C, #k~7 7 A
INBEUG SNTERAERGEL £7,

(EE) T34 2D WAN A ' # —7 = A A|Z DHCP %4 LTETFVX#ﬂ@é
THNTWRWEGA, BIIP 7 FL AL, v b —JCB&ET L0 ER
—TFT 4 U TIEREBRELET,
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SHA2 T % —F5 4 XIEEBE %A L 1= Cisco vEdge 5000 DA >4 A k T— k2 kS5vF Toez [

F A A%, OTP Zf#if L 72385412 Cisco SD-WAN Validator 8 X UF Cisco SD-WAN
Manager (Z#%f5¢ L £ 97,

F /34 A%, Cisco SD-WAN Manager H§il7 > 7 L— FinB Y AT AP T RL A & H A
N ID ZHt5 L £9, Cisco SD-WAN Manager C7 > 7' L — M RERE I N TWRWESE
X, T ATHYER AT AMERZHRELET,

T /3A A Cisco SD-WAN Manager [ ZH2#¢ L 72112, Cisco SD-WAN Manager (T2 & —
7T A AFGEHEEA R (CSR) ZHUfSF L £ 7, CiscoSD-WAN Manager A == —71 5,
[Configuration] > [Certificates] > [WAN Edge List] DNEIZERT D &, T /341 ZRFEHED
WREAY TCSR) & FERSNET,

CSREZHX¥ D rm—RLET,

1. Cisco SD-WAN Manager A = = —7>b [Configuration] > [Certificates] DNEIZEIRN L F
R

2. FEBAEIZE 4T D Cisco vEdge 5000 7 /34 A Z IR L 77,
3. BRLET A RZHOWT, [L]%ZZ V2 L, [ViewEnterprise CSR] %34 L £ 7,
4. CSREX 7 u— KT 5(Zi%, [Download] #7 VU v 27 LET,

FEEEZ Y — =7 s OBAEICEEFEL T, BALTHLLWET,
AEAEAE TN R VA P— T BT, WOTFINEEFEITLET,

1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Certificates] > [Controllers]
DINEIZRIR L £ 7,

GE)

12.

Cisco I0S XE Catalyst SD WAN U U —2 17.13.1a LAK&, Cisco Catalyst SD-WAN D7 7 RZEH
L O—BMEERESTZDIT, [Controllers] % 7 D4 HiiAH [Control Components] ¥ 71 ZAE SiLE L
7

2. HEEOA LEIZEH D [Install Certificate] R ¥ &7 U v 7 LET,

3. [Install Certificate] [ C, FEFIE% [Certificate Text] 7 ¢ —/L RIZHE U 51T 572>,
[SelectaFilel #27 U » 7 LT 7 A NVOREAEELZT v 7 u— R LET,

4. [Installl 27V > 27 LET,

AVA RN ENTWDT AN, ZAOFENFE L) TAFR TGN be—F THHINET,

Cisco SD-WAN Manager A = = —7)>5, [Configuration] > [Certificates] > [WAN EdgeList]
DIEIZEIRT B & T35 ZAFEAZEOIREN linstalled) & FREINFET,

(ff3) =2 hr—F® WANEdge U A F&FART, T80 AD LY TAFEZIRA A
F—= SN TNDZ EaMERLET,

vbond# show orchestrator valid-vedges hardware-installed-serial-number 12399910

N—KRJxzF7EYT RO TDRE .
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B cu = 6Em L cisco 108 XE Catalyst SD-WAN /34 2 DT — kR k5w T 77 4 LDER

HARDWARE
INSTALLED SUBJECT
SERIAL SERIAL SERIAL
CHASSIS NUMBER NUMBER VALIDITY ORG NUMBER NUMBER
193A0122170001 18DB5D4F valid vIPtela Inc Regression 12399910 N/A

13. USB RIATET A ANLRY AL ET,

R

* CiscovEdge 5000 7 /34 A3, SHA2 =2 ¥ —7 7 A4 RFEHEZHH L TH—1—1L A1 3 v
rU—ZZBEMER, 3 ba—J 8RS nNET,

o« FRA AL, BB, Y7 M =T T v — R, F£721XCiscoSD-WAN U U —220.3.1
B ) ) —=ZA~DY 7 v 2T X T L —RO%BIZ, £ VA =L EN7=SHA2 =
B =TT RFFAELZHEH L9, SHAL GEHAEOMEFITESICR D £,

CLI Z#{&F L 7= Cisco 10S XE Catalyst SD-WAN 7 /314 X D
TJ—rRAMIYTIT7A4ILDER

Cisco Catalyst SD-WAN =1 > v —F & OE 2 LT DITIL, 7731 ATHE/INROFRE D
TCT, 1FEAEDOEHE, ZORNBOT— A NT v 7E (MBC) 1, INT7T 777 >
K7L A (PnP) ICL-o TRt C&xFEd, 7272L., VE—FVA FTPoP ZHLAWVIEON
FWGAERE, RPUICE->TIE, M A%y ba—J [l TX DIRGFIEHAD T — F A b
T v TREND D EEFTT,

request platform software sdwan bootstrap-config save =~ > K %ﬁéﬁﬁ‘é L. TN AREN

T—=h7 Ty vallffFSNET, Z0avy REREEZRTTHEDICNOTHHEHTE E
T, FOHRML, BEREN KDY ﬁﬂﬁé?éﬂt D LG EIL, T ARa L fe—7
W TE D LT ORNROT = AT v 7TRE (MBC) 77 A NVERFTHIET
7

TNRA R By N T w7 ThHEEIL, o v —F 28T D72 DICNER M2 3R T IZE
L, 20oa<wy FEEHLTMBC 2R ELET, 77 A UWIROBFTICRESNLET,

bootflash:/ciscosdwan.cfg

AR M

o TNRA ABEFFET D722, 2> ba—F b— MEBED Cisco 10S XE Catalyst SD-WAN
TNRAANZA VA R—LENTWND I &,

e TNRAANEDA L H—T 2 A AD 1 D% I LT WAN ICHHEHICEER I N TWD Z &,

. N—FKxzF7EYIT I TDHRE
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CLI % A L 7= Cisco I0S XE Catalyst SD-WAN 7/34 X D T— k2 k55 T 77 LR [

FIE

1. Cisco IOS XE Catalyst SD-WAN 7 /31 2 T, D X 5 IZF%E LT, Cisco SD-WAN Manager
SO A ML L E T,

c VAT ALIPT FLA

« FAAL X ID

« 41 I ID

* sp-organization-name

* organization-name

« Cisco SD-WAN Validator ® IP 7 K L 23 LUK — b &5

*GRE £721F IPSEC & L TRES NI T fbaf L b

Bl

system

system-ip 10.0.0.10

domain-id 1

site-id 200
admin-tech-on-failure
sp-organization-name CiscoISR
organization-name CiscoISR
vbond 10.0.100.1 port 12346

|

interface Tunnell

no shutdown

ip unnumbered GigabitEthernet0/1/0
tunnel source GigabitEthernet0/1/0
tunnel mode sdwan

exit

sdwan

interface GigabitEthernet0/1/0
tunnel-interface

encapsulation ipsec

exit

exit

commit

2. show sdwan control connections Z{# H L T Cisco SD-WAN Manager, Cisco SD-WAN =2 |
17—, 3 X Cisco SD-WAN Validator ~D#5i & a8 L £ 7,

3. request platform softwar e sdwan bootstrap-configsave =~ > KZ#H LT, 77— Fr A+ T v
TIT7ANET NN, ADT = 7T v allRFLET,

i
Device#request platform software sdwan bootstrap-config save

Saving bootstrap file 'bootflash:/ciscosdwan.cfg'...
Done

BIET 7 A TR OBANRF SN ET,

bootflash:/ciscosdwan.cfg

N—KRJxzF7EYT RO TDRE .
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. DAy FIOEY IS AT — bR M5y A% ERA L1 Cisco 10S XE Catalyst SD-WAN 7/3 1 X O F v iR—

P

N >

SLIr|N—

wyFJOEDa=ZUS AR T—FR Sy T
Ak %z {33 L 7= Cisco 10S XE Catalyst SD-WAN T/ X D F#

S

= 3 HEEDERE

HRES 1) 1) — X 1EH A

U4 yF7ue | CiscolOS XE Catalyst Cisco SD-WAN Manager CILH 7 — k&
Ya=v7 A |SD-WAN VU —2R1741a|F v 7Rk a LR L, Ok Z2EH LT
T— A NT v HE Cisco vManage U U — % #% D Cisco I0S XE Catalyst SD-WAN 7 /3

Bz L7z Cisco  [20.4.1 A A A R—=RFTEET, AHT—FR
I0S XE Catalyst b7 TR TT A AEERBTH L, 7
SD-WAN 7734 A O NA ZFFSR STV WAN = OF
A=K /XA Z & LT Cisco SD-WAN Manager (Z V)

AMSNET, AVHR—T 4V TEFETT
%1Z1X, Cisco SD-WAN Manager CT7 /34 A
ZERL, VAT LADIPT RLALHYA |k
IDERETDHT A AT T L— hEIRA
LET,

RAT—FR Sy THAOBE

Cisco I0S XE Catalyst SD-WAN 7 /31 & % Cisco Catalyst SD-WAN A —/N—L A v hTU—7
\ZA R — K9 5|21, Cisco SD-WAN Manager T7— h A k7 v 7HER A B L, Z O
TT A AZRENLET, T34 A2 Cisco SD-WAN Manager (Z#%#5t <4172 5. Cisco SD-WAN
Manager GUL 2 L CA VAR —FT 4 7 %% T LET, 77— AT v THRIZIZT A A
EA OHERERENEGEENTWNEED, T R— KT EXLERH LTI AT LIZT— A b
T TRERRE AT D MBI H Y £, Cisco I0S XE Catalyst SD-WAN U U — Z 17.4.1a LA,
MWHZ7— A NT v THERRZHEH LT, D Cisco I0S XE Catalyst SD-WAN 7 /34 A % A4
R—RT&ET,

W7 —F A LT v TR TIE, 73 ZAEADFEM (734 2D UUID 72 &) 23EH S 41,
Cisco SD-WAN Validator (2859~ 5 72 812 Cisco IOS XE Catalyst SD-WAN 7 /34 A 23 f T &

RENMEME I FET, T /34 A Cisco SD-WAN Validator |28 95 &, 7 /34 A (X Cisco
MMMNMm%aL@%ﬁéhfw&w“mNi/??N4X&Lfﬁ?éniﬁ F A=
T4 v T ESE T T HIZiE, Cisco SD-WAN Manager T7 /3 A& HR L, VAT ALIP & A b
IDARET DT NAAT T L— MM T20ERH Y £7, Cisco SD-WAN Manager [$I/L
M7= AT v TRERDO—ERE LTT A AL VA F— L SN TWDIEAEEAFEH L TF
NA AZRFELET,

WHZ7—hZX b7y THRICIE, ROBOBEENET,

. N—FKxzF7EYIT I TDHRE
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JVAyFFAEYI=VY  ART— bR b5y TR %S L 1= Cisco 10S XE Catalyst SD-WAN 7/34 X OF U R— K .

o kA
» Cisco I0S XE Catalyst SD-WAN 7 /3A 2 CTHHIZTH WAN A > X —T =4 A
* Cisco SD-WAN Validator ® I[P 7 K L- A

« TNA AEFBFET D72 D Cisco SD-WAN Manager & 44 1+ & G E,

W7 = b AT v THREFH L TT A A2 A R— N 5121E, T A% VA h—
NT BT T F Fy U —7|Z Dynamic Host Configuration Protocol (DHCP) H—/3—73 L 2C
Fo WHZ7— MR NT7 v THRTIZ, WANA VX —T A RZIP T RLAZED Y TEE
ho RDOVIZ, WANA VX —T =2 ATDHCP 7 747V FEHHILT, A VX —T = A
AWT T FHy U= DDHCP —"—=nH P 7 FLAZRBTELLIICLET,

RAT—FR Sy THEHEOMEEA

1

Cisco SD-WAN Manager CHLH 7 — b A N Z v kA £ 5 & 212, Cisco 10S XE
Catalyst SD-WAN 7 /34 2 TVPNO (WAN) A o F—T A A& LTHREET DA ¥ —
T A AEERLET,

WHZ7—="NA NI TR T 7 ANET NSNA AT — 7Ty allabt—L, 73 &
Uty bLET, Vky MRS, T4 ZZAT7— bA N7 v 7RO L S E
D

T— R ATy TTHERICEY, FBESNTZVPNOA LV HZ—T = ATDHCPZ A4 7 b
DHEDZIRET, A F—T =4 A X, F*v NU—FHNO DHCP % ——5 1P 7 K
LA L BET D EE M A S L E 9,

VPNO A &% —7 = A A% 4 LT Cisco SD-WAN Validator |25t 5 5 /31 &%, Cisco
SD-WAN Validator 33 XX OY Cisco SD-WAN Manager CTER X1 TV WAN = v U5 /34
AL LTYARIHTOWET,

Cisco SD-WAN Manager T7 /31 A% H KT 5 &, Cisco SD-WAN Manager (37— K A k
T TRERD—ERE LTT A R VA M=V ENTZEAEEZMERA L CTF 3 2 %385
LE9, FE#%. 7734 AL Cisco SD-WAN Manager 5 & OF Cisco SD-WAN Validator D4
W72 WAN = D78 AR Y A FEET,

VATAIP EVA FIDEEGLT L —RERMLT, TSRy 2 LET,

T /34 AL Cisco SD-WAN = k@ —F ~OHliiiEfc 2 et L, A — 1 —L A Fxv hT—
JIBEMENET,

NAT—FR M5y THALEE L 1= Cisco 10S XE Catalyst SD-WAN /31 X ~ADA VHR—F

1

T yFFaeTa = IO

1. Cisco SD-WAN Manager D A = =—"C, [Administration] > [Settings] DAIZERN L F
R

2. [One Touch Provisioning] %% [Enabled] {Z72 > TV 5 0 ERR L £, [Enabled] (2725 T
WBBAE. AT o7 2 IR ET,

N—FI17EVIRIITDORE .
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N—FHz7EVT Y z7ORE |

SRR TJ— R RSy TR # A L 1= Cisco 10S XE Catalyst SD-WAN 5/3 1 X D7 > R—

3. [One Touch Provisioning] 7% [Disabled] (272> T\ 5 341%, [Edit]#27 U v 27 LET,
4. [Enable Claim WAN Edges] %€ C. [Enabled] Zi#R L C [Save] 7 V v 27 L£7,
Cisco SD-WAN Manager A == —7%>6, [Configuration] > [Devices] > [WAN Edge List]®
JIELZ R L £,

[Export Bootstrap Configuration] %27 V v 7 L£79,

1. [Export Bootstrap Configuration] %A 7 7 778 v 77 A C, [VPNO Interface name] % A /]
L%,

G

\}

VPN O A > X —7 = A A41%, CiscoIOS XE Catalyst SD-WAN 7 /31 2 T M K-> THAD
BAENRHY T, AV AR—FRITLETVIE SN TS v F—T = A4 ERELE T,

2. [Generate Generic Configuration] 72 U v 7 L ¥ 7,

WH7T—= ANy TR T 7 A VERFLET,
7 7 A WIZiE <filename>.cfg DX THEINFHT BN FET,
WHT—FA N7 v THERT 7 A /VDOL4HI% ciscosdwan.cfg IZEE LET,

ciscosdwan.cfg 7 7 A /W% 7 — hNA[FE7R USB R 7 A T E72ET A ADT— 7
Tyvallat—LET,

USB RIA T HMHEHLTWAEEIL. USB RIA 72T /81 2 Z#HEwt L £,
CLITRDa<y RERITLT, SAAY T Ny = THEREZ VY NLET,

Device# request platform software sdwan config reset

Device# reload

GE)

REV Y FEFEITTHLE, ILWEA T O AF—F =04 EINET, LR -T, 77—
NARNTG Y THRET 7 ANVEREL TODBLEDONRNAT = KRBT L =0T A NTHY, ZA
TOoFXF—DNEENTWRNI LEERLTLLEE, 77— MANT v THRENAT— RIZHA
ToDF—NEENTNDLE, TS ATy FBRKRLET,

TNA AR L £,

o HEENT, TN RZUSB KT A TEE T — 7T v ambiEk 7 7 A V&5
HEY | AL ET,

ZORERRICE D, VPNOA o Z—T = A ANENTRY, A FZ—7 = A A TDHCP
II3AT v NI ENE T, A F—T A AL, KXy NU—2Z7 N®O DHCP
P—R=5 P 7 RLAZEELET,

. N—FIIT7EVITFIITORE
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JVAyFIAEDa=VS AT — MR bS5y TR EE A L1z Cisco 10S XE Catalyst SD-WAN 7 /34 X DA > R— K .

5734 A Cisco SD-WAN Validator (Z#2%i L. Cisco SD-WAN Validator 3 X O® Cisco
SD-WAN Manager CER XN TW/RWWANT v UF A 2L LTU A MERET,

» Cisco SD-WAN Validator ¢, show orchestrator unclaimed-vedges =~ > K& L
T, BERINTWRWWAN =y OF N R RRTEET,

* Cisco SD-WAN Manager C, [Configuration] > [Devices] > [Unclaimed WAN Edges] =
BIRL T, ZRSIN TRV WAN =y OF N, R RRTEET,

TNAAMBEREINTWVWRNDOWAN Ty TN, 2L LTU R RENTWRWES
1Z. F /31 A Cisco SD-WAN Validator |25 TX A HER L. #OREAETE
LET,

10.  Cisco SD-WAN Manager T7 /3 A& HR L £,

Cisco SD-WAN Manager A == —7%>6 ., [Configuration] > [Devices] > [Unclaimed WAN
Edges] DJEICEIR L £7,

1. BRT D73 ZAZEIN L, [Claim Device(s)] %27 YV v 27 LET,

« 7 /34 A%, [Unclaimed WAN Edges] 7> 5 HIFR &A1, [WAN Edge List] {2V A
INET,

« Cisco SD-WAN Validator T, 7 /31 ARH N2 WAN = U7 /31 A & L TER
S E7, show orchestrator valid-vedges =~ > F& {745 &, %572 WAN
TYTUTNAAERRTEET,

1. #BRT 7T VL— b ET 3, ARG LET,
1. TUo7L—hRIVATAIPT RLAREYA FIDBREENTWEZ EE2MERLTL
720,

2. TUT VL= ETNARIT v a2 LET,

BR

T34 A% Cisco SD-WAN =1 b —F [THE L, A— =LA Xy FU—7ZBMSE
R

TN ANGIHEE A ML L, A== LA Xy N =27 O Th D & 2MERET 5T,
Cisco SD-WAN Manager A == —7>5 . [Monitor] > [Overview] DJEIZ3IR L, [WAN Edges] 18
WoERSE7Y v LET,

\)

(F)  Cisco vManage Y U — X 20.6.x LLRTOH G« 7 /35A ANGIHEE G 2L L, A —3— LA X
D —27 O—FTH D Z & &R d 521X, CiscoSD-WAN Manager A = = —7>5, [Dashboard] >
[Main Dashboard] DJIEIZE4R L, [Summary Pane] ~<- > C [WAN Edge Devices] #7 U » 7 L &
—a_o

N—KRJxzF7EYT RO TDRE .
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. JVAyFIAED A=Y ARAT— MR bS5y TR E A L7z Cisco 10S XE Catalyst SD-WAN 7 /34 X DA R— K

RNRAT— bR 5y THEEZEHERL TH > R— K3 iz Cisco 10S XE Catalyst SD-WAN 7 /34 X
ZHIBRT %

1L T —bMBT A ZAZG0EEL £9,

1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] DJAIZER L F
D

2. [Device Templates] 2 UV v 7 L, T3 R ENTNDLT 7 L— M ZEIR L F

¥,
Y

(GE)  Cisco vManage U U — % 20.7.x LARTD Y U — & TiL, [Device Templates] I% [Device] & FEIEILE
D

3. BRLETVTL—MMIZOWT, [..]E7 VU v 7 L., [Detach Devices] Z &N L F 5,
4. [Available Devices] 51 C, T 7 L— r b0 HEdTT N4 AR L £7,

5. HMEDORAIZZ Y v 7 LT, 7734 A% [Selected Devices] NI E) L £,

6. [Detach] #7 Y > 27 LET,

2. SSHEMHHL T, T34 AZEH LET, T84 ADSSHE —IFAND, kODa< R
ZHEAHLTVYVPNOWAN f v X —T = A% vy N LET,

Device (config)# interface vpnO-interface-name
Device (config-if)# shutdown

3. TAALRAEEHILET,

1. Cisco SD-WAN Manager ® A = = —7> b [Configuration] > [Certificates] DIHIZEIR L F
j‘o

2. [WANEdgeList)| %7 U > 7 L, NI T 57 310 ZAEBRL £,
[Validate] 1 C, [Invalid] 227V v 7 L¥ 7,
[OK] &7 VU w27 LT, EHRRE~OBITEHR L ET,

5. [Sendto Controllers] %7 V w7 LT, ML ENTZT A ADY ¥ —3F L VT
NEFEXYy NU—7HND =z hr—Z 2% E LET, CiscoSD-WAN Manager (27"
¥ 2 ED AT —H A % 753 [Push WAN Edge List] B[ 73 F R S U E 9,

> W

4. WAN T v UF A ZZHIBRLET,
1. Cisco SD-WAN Manager A = = —7>5, [Configuration] > [Devices| DNIEIZEIN L E 97,
2. [WANEdgeList)| %7 U > 7 LT, HIBrT 25731 ZAZERL £,
3. BIRLZT A RIZHONWT, [.]& 27 Y v 7 L, [Delete WAN Edge] &R L £,
4, [OK] %7 V27 LT, 71 ZADHIRZMERLET,

. N—FKxzF7EYIT I TDHRE
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Cisco SD-AVC O » X k—)L (CiscovManage 2011 187 [

CiscoSD-AVC D1 > X b—JL (CiscovManage 20.1.1 LLEI])
A\

()  Cisco vManage U Y — % 20.3.1/Cisco IOS XE Catalyst SD-WAN U U — 2 17.3.1a LIf&, Cisco
SD-AVC DA v A h—/LINEH ZiE L7z, [Cisco SD-AVC DA > A h—/ L (Cisco vManage
U U —2203.1L0F) (225—) | #BRLTIESN,

Mz

18.4 U UV —ALIPE, Cisco Catalyst SD-WAN (TR T A ad Y 7 v = 7 EFM Application
Visibility and Control (SD-AVC) % Cisco I0S XE Catalyst SD-WAN 7 /NA A (ZHLA AT Z & A3
T& £, SD-AVC * v U —7Z7 % —E AL, Cisco SD-WAN Manager WD 27 ) & LT
ELET,

C DHEEDF| R

Cisco SD-AVC (%, v hU—THNDOT /31 A TEIHET 5 Cisco NBAR2 B L O FDfthod =2
A= A LT, ROMEEZIRILL 7,

C AIRRME. kT, T U A —a VRBERIL—FT 4 7 BXOT U A= g o R_R—22D
R — (QoST TV r—3 g RXR—=ADT 7 AT T —/LiR ) =7 &) DizHD
Sy NT— T F Y r—ay NTT7 4 w7 OFEk

e F v T —27 LoULTO4MT,

Cisco SD-WAN Manager @ Cisco SD-AVC > X h—JLE#
WDFEIZ, SD-AVC DA > A b— LB E2/RLET,

Cisco SD-WAN Manager 1 YA h—ILD T+ )4 | BEH

770 R_X—2H%—3— kD Cisco vManage 18.4 |SD-AVC /Ny 7 —UX, Y RAads 7 v
(RAa0r 7y NEHF—ALICL > TERIIHK | NEHT — Ao THEAA VA b—b
ESNTORREE TR E ) SNET,

HOEBA 7 77 REiEr— b ud— 13— ED | BLFOFBAICHE > T SD-AVC /3y 75—
Cisco vManage 18.4 BALUAPRM—=LLET,

PARD /73— 2 2 D Cisco SD-WAN Manager 725 | LU F OFBIZHES T SD-AVC /Ny r—
Cisco vManage 18.4 ~D7 v 77 L — K A UVARN—VLET,

N—KRJxzF7EYT RO TDRE .
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B cisco sD-wAN Manager <o sp-Ave B 1L

Cisco SD-WAN Manager T® SD-AVC D E 1t

ATiR S

*SD-AVC % v NU—JH—E2ADRFRHFO LT A A=V %L u—RKLET, Cisco
SD-WAN Manager Z /R A7 4 7 L TWAH T —"— DT 7B ARRERGHICT 7 A V&
RAFLET, ZOar T FIEFRESICHETT, 20724 U — N3 5I121E, [Cisco
Software Download] ~— % Bl &, [SD-WANJ & AJJLET, R 5 [Software-Defined
WAN (SD-WAN)] Zi®&R L, [SD-WAN] Z @R L T, ¥V m— R Na[gERkyY 7 b =T
2 lr—UC, [SD-AVC] #iIR L E 7,

«SD-WAN FRE IZEEND Ry FT—7ND/L—FIZDNS b —_"—NHESH TS
ZEEMRLET,

« Cisco SD-WAN Manager 238N {ET DA~ 2 12X, SD-AVC v h U —27 H#— b A H
THEATELZRDOY VY —ARKLETT,

« vCPU: 4
*« RAM : 5GB

« A ML —¥ 40 GB

FIE

1. #vru— RKL7SD-WAN A A — T REEVOD Cisco SD-WAN Manager /N—3 3 & At
MWNDDHZ L EHERLTIEIN,

1. ROAPLEMFEHLT, BEOH LA A=V DF = v 7 LERRLET,
https://[vManage-IP-address]/dataservice/sdavc/checksum
5] : https://10.0.0.1/dataservice/sdavc/checksum
2. Xyru—RLiA A—VDF =2y IV EANIOT =y 7 AE—8T 5L EMHR
LET,
2. SD-AVC i — B 23w &r— % Cisco SD-WAN Manager |27 > 71— R 5121, KR
DFNEAEETLET,

1. [Cisco SD-WAN Manager] A == — 5, [Maintenance] > [Software Repository] DJIEIZ
IR ET,

2. [Virtual Images] %2~ UV v 2 L. [Upload Virtual Image] % 8&4R L T SD-AVC /X v o7 —
T v a—RNLET,
3. Cisco SD-WAN Manager A == —7/ 5, [Administration] > [Cluster M anagement]-~<—" ™
JNEIZ IR L £,

4, HMDOAKRA K (SD-AVC %23 % Cisco SD-WAN Manager R— 4 /L) T, [...]&7 U v
7 L. [Edit] %8R LET,

. N—FKxzF7EYIT I TDHRE
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Cisco 10S XE Catalyst SD-WAN /31 X T SD-AVC DB 1k .

5. [Edit Cisco SD-WAN Manager] % A 7 1 7' 7R v 7 A C, Cisco SD-WAN Manager & 7 A >
WEMHL Ca—P £ L RXRT—FEANLET,

6. [Enable SD-AVC] DF = v VR v A%k A NZLET, [Updatel #27 Y v 7 LET,

7. T A HER L TEEZT A ATEHT DR, MR E KD D 7 w7 iR Cisco
SD-WAN Manager " HHRRFINET, [OK]Z7 U v 7 LTHELET,

8. FiEEIf%. Cisco SD-WAN Manager 7% HB)fUICESB) L, SD-AVC 77 7 1 X—3 a3 »Oiff
ITRBNERENET, 77T 4= a v BETT5ETHLET,

9. (AFvav) A AM—NET LIzh, Cisco SD-WAN Manager (2 & Y SD-AVC {48
P—EARA A =&, ELKEELTWD Z L 2METE £,

1. Cisco SD-WAN Manager A == —7>5, [Administration] >[Cluster Management] D JIE(Z
BN L F9,

2. [Service Configuration] ™% @ Cisco SD-WAN Manager 17 C, SD-AVC {ZfkBD T = v 7
VI RERINTNDZ EEHERLET,

Cisco SD-WAN Manager =~ > ROFEMIZ OV TIE,  [Cisco SD-WAN Manager Command
Referencel] Z#Z ML T 7230,

Cisco 10S XE Catalyst SD-WAN 7 /34 X T® SD-AVC D H%hit

Cisco IOS XE Catalyst SD-WAN 7 /3A A T SD-AVC ZH N T 5121, 77 OERE 2 H%)
T om =T A4 XENTZRY —%El L, £DRY 2 —% Cisco 10S XE Catalyst SD-WAN
FRAZA DT T L— MIEMLET,

RS H

« Cisco I0S XE Catalyst SD-WAN 7 /3A 2 DT 7 L— " MFETHZ & (] : Cisco ASR
1001-X, Cisco ISR 4321)

« TCP A"— b 10501 DG N T 7 4 v 7 ZF3Fr[ T MR H Y 97,

FIE
1. Cisco SD-WAN Manager * = = —7/>5., [Configuration] > [Policies] DJEIZEIN L £,
2. [Localized Policyl] #7 V v 7 L ¥ 7,
3 RUT—%BMLTT AV r—yara2Gct 512, ROFMECHENET,
1. [RVU—DEM (AddPolicy) 1227V 27 LET,

2. [Policy Overview] HE 233 /R S5 £ T, EE DM ([Create Groups of Interest],
[Configure Forwarding Classes/QOS]. [Configure Access Control Lists], [Configure Route
Policy]) T[Next] =27 U v 7 LET,

3. [Policy Overview] BE T, RY T —£& LRV —OFBHEZ AN LET,

N—KRJxzF7EYT RO TDRE .



N—FHz7EVT Y z7ORE |

. Cisco SD-AVC M 1 > X k—JL (Cisco vManage ') ') — X 20.3.1 LIf%)

4. [Application] Z =R L E 7,
5, NYv—%RFLET,

4 v—HT7A4A XEINTHR) =% TN AT 7 L— MIBMNT 512, RO FIAICHENE
D

1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] DJEIZEIR L £
D

2. SD-AVC AT HDMERH DT NA AT, [..]227 Vv 7 L, A==a—/Db [Edit]
PRI L ET,

3. [Additional Templates] Z727 U v 7 L7,

4, ZOFEOHIDOAT v 7 THER LImu—h I 4 ASNT=RY —2BMmL 4,

5 [Update] #7 V v 27 L CROBEEICER, BFINTT T L— b aT /A AT
a2 LEd,

5 (FFvav) EHET AL AT yvaThH e, ROWTrOa~vy REEHL T,
F A AD SD-AVC D AT — X A5l Tx £,

show avc sd-service info summary

Eyl e

show avc sd-service info connectivity

Cisco SD-AVC D1 > X +k—)L (CiscovManage ') ') —X

20.3.1 LL[%)

Cisco SD-AVC.

Cisco vManage Y U —2 2031 %A > A h—/VE 7237 v 77 L— R$% &, Cisco SD-AVC 73
AR —=R b ELTHBBICA VA F—=LENET,

Cisco SD-AVC DFEAMIZ DWW TIL, Cisco SD-AVCE S L TL 72 &0,

Cisco vManage ') ') — X 20.3.1 LIBEDHZhE

AR S

Cisco Catalyst SD-WAN h AR B IZEEN DR Y b T —27 ND/L—Z|Z DNS H—/3—R5E S
NTNWHZ EaMRLET,

. N—FKxzF7EYIT I TDHRE


sdwan-xe-gs-book_chapter3.pdf#nameddest=unique_25

I N—FDIF7EVITILDITDHRE
Cisco 10S XE Catalyst SD-WAN /31 X T SD-AVC DB 1k .

\)

() Cisco SD-AVC (%, Hi—® Cisco SD-WAN Manager { > A X ADHRTENMET 24BN H Y F
7, Cisco SD-WAN Manager 27 7 A % TiX, H—® Cisco SD-WAN Manager 1 > A X > A D F.
C Cisco SD-AVC Z AN L E T,

Cisco SD-AVC #HZhZ 45121, ROFINEEZFEITLE,

1. Cisco SD-WAN Manager A ==—7>5, [Administration] > [Cluster Management] D JIEIZ &R

L\i‘g_(]

2. HMOEAF (SD-AVC G T R —4)1) T, [..1%227 YV v 7 L. [Edit] Z&R L
i‘g‘o

3. [Edit Manage] N> 77 > 70 ¢ > KU C, [Enable SD-AVC] DF = v 7R v 7 A%k F T
LET,

\)

GE)  [BditManage] RNy 77 v 7T 4 ROZIE, TV r—ya ==L BT 547 v =
YRHVET, TTV = a N2 I LT, ZOFEEER L TR oY —
EREAENCTDHZEIETEERA, 7TV r—3 a v —RN—2 BT HLERD DB
X, OEEEZFNCT DD ERIFHCT 7 U r—y g v — =252 LI LN T
<TEEW,

4. Cisco SD-WAN Manager D12 7' A U ERAEMHL T, 2 —HF—H LAV —RE2 AT LE
To TAREHEH L TEELHEHLET,

5 FiE#E)f%. Cisco SD-WAN Manager 7% H B)fUICEB) L, SD-AVC 77 7 1 X—3 a3 »Diff
ITRBNFEREINET, 77T 4= aVBETT52ETHLET,

6. (A7 av) A A= NET Lizh, Cisco SD-WAN Manager (2 & ¥ SD-AVC {58
F—EANA VAR =33, ELSEELTWAZ L &R TEET,

1. Cisco SD-WAN Manager A == —7>6, [Administration] > [Cluster Management] DJIA{Z
HEIRLET,

2. [Service Configuration] 2 U > 7 L., 7 —7/L® [Cisco SD-WAN Manager] 7 C, SD-AVC
Wkt DT = Vv — I PRRSNTNDZ L 2B LET,

Cisco 10S XE Catalyst SD-WAN 5 /31 X T® SD-AVC D F%hit

Cisco I0S XE Catalyst SD-WAN 5 /XA & T SD-AVC Z 82024 512i%. 77 ORIBHEZ A%
W 2u— 74 XSNIeRY =2l L, £ DR Y v —7% Cisco I0S XE Catalyst SD-WAN
FNRAADT T L— MI#EHALET,

N—KRJxzF7EYT RO TDRE .



N—FHz7EVT Y z7ORE |

. Cisco 10S XE Catalyst SD-WAN 7/« X T® SD-AVC D E%h1E

AR S

» Cisco IOS XE Catalyst SD-WAN 7 /3A 2 DT > 7 L— R BMFET S Z & (B : Cisco ASR
1001-X, Cisco ISR 4321) .

« TCP &"— bk 10501 DG b T 7 4 v 7 ZFFR[THLERH Y 77,

FIE

1. Cisco SD-WAN Manager A = =—7>, [Configuration] > [Policies] DJEIZER L £,

2. [Localized Policy] 227 U v 7 LE T,
3 AU v—%BMLTT T Y r—rara Gt 512id, ROFIRICHENET,

1
2.

4.
5.

[RY T —DiEM (AddPolicy) 127V v 7 LET,

[Policy Overview] HI[fI 33K R S35 £ T, BEEOME M ([Create Groups of Interest].
[Configure Forwarding Classes/QOS]. [Configure Access Control Lists], [Configure Route
Policy]) T[Next] 27 UV > 27 LET,

[Policy Overview] E[[E T, RV =4 &R —OfAEZ AN LET,
[Application] Z &R L £ 77,
RY =2 FLET,

4. —HIF3A XENTERY) S —%FTNA AT 7 L— MIBEINT 5121, ROFIEIZFENE

—g—o
1.

Cisco SD-WAN Manager A = =—7/>5 ., [Configuration] > [Templates] DJIHIZE#IR L F
ﬂ—o

SD-AVC # HMNZT HMENRSHHT A AT, [L.]&27 Y v7 L, A==—/b[Edit]
ZRINL E9,

[Additional Templates] 7 U v 7 L£7,
ZOFIBEOHDAT v T TER LTca—n 74 A& R Y —ZB8MLET,

[Update] %7 UV » 7 L CROMEIIZHER, EHFINTZT T L— R aeT 34 RS v
a2 LET,

5. (AFvayv) EBHET A AT yvatdhe, WOWThDa~wy REEHL T,
T INA AD SD-AVC D AT —H A EHERTE F7,

show avc sd-service info summary

E S

show avc sd-service info connectivity

. N—FIIT7EVITFIITORE



I N—FDIF7EVITILDITDHRE
Cisco SD-AVC Cloud Connector, Cisco Catalyst SD-WAN Manager ') ') — X 20.14.1 LI DB 1E .

Cisco SD-AVC Cloud Connector. Cisco Catalyst SD-WAN Manager ') ') —
A 20141 LIEDEFE

K4 EREDERE

HaE

iy

1)) —R1EHR Bl

Cisco SD-AVC Cisco 10S XE Z@o U Y —ZTiX, [Administration] >[Settings] ¢ [Cloud
Cloud Connector % | Catalyst SD-WAN | gervices] 42 5 > 725 Cisco SD-AVC Cloud Connector
AN BlcpD | V)= ANT14 02| 479024 2 1= O LOFIESEAS W TOET,
FLWFIE Cisco Catalyst ZD Y U—ALIKE, Cloud Connector % 2029 %72
SD-WAN filffiz [IZ, OTPR°TAC r— A% A —7 T HLEILIH Y £
DT SV N VA

J—220.14.1

Cisco Catalyst SD-WAN Manager U U — % 20.14.1 X Y #ijiZ. Cloud Connector = G ZNZT 5729
W2, 7747 MID, 7947 h—27 by boul A 4R, BIOGEICK->TEY
77 K5 — k7 =A®URL & OTP 234 E T L7, Cisco Catalyst SD-WAN Manager U U — &
20.14.1 LB, [Cloud Services] ~— < % f# H L T Cisco SD-AVC Cloud Connector % #% & TX &
T, ZOBEAEHT 5 &, SD-AVC Cloud Connector ZHZNZT 5729012, OTP Z#Bf&G L7
D, TAC 7r— A Z{EBNAERR L2 0 32 L TH D FH A,

AlREH

Cloud Connector Z A ZMZ9 5 21%, [Administration] > [Cluster Management] C Cisco SD-AVC
RN LET,

9 5 K49 —E X %{E M L 1= Cisco SD-AVC Cloud Connector DA 31k

1. Cisco SD-WAN Manager A == —7»>5, [Administration] > [Settings] DNEIZER L F 7,

N

[Cloud Services] #2 U v 7 L £,

3. [Cloud Services] % 7 < [Cloud Services] & AN L £,

4. T4 =)V RIZAS— T ol AGREATLET,
({EE) [Analytics] ZAN L ET,

o

N

(GF)  Cisco Catalyst SD-WAN Analytics % B L, Cisco SD-WAN Manager (& L > CTEFERRETH D Z
LEWRLIEBBICOR, ZOF T a  #HHICLET,

6. [SD-AVC Cloud Connector] % f %1k L £,

N—KRJxzF7EYT RO TDRE




N—FHz7EVT Y z7ORE |
. Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % A9 % Cisco SD-AVC Cloud Connector D F %11t

“
(GE)  Cisco SD-WAN Manager 732 A 2L ->TZ 77 RTHRA RSN TWEEE, 2047 a v
FRREINT, 77U R —E R4 T a rEHMZ LT T, Cloud Connector 2% H BIHIC A
M2 9,

7. [Save] #2 Vv 7 L%,

Cisco CatalystSD-WAN Manager ') ') — X 20.13.x % {# Fi 9~ 5 Cisco SD-AVC
Cloud Connector D& %1k

=5 EREDER

Hae 1) 1) —R1EHR B

Cisco SD-AVC Cisco I0S XE Cloud onRamp for SaaS C Office 365 + 7 7 ( v 7 % EH
Cloud Connector | Catalyst SD-WAN | % 7 524 234 Microsoft I2 & > CiEF# SN
VU =2173.1a |Office 365 h 77 1 v 7 BT TVICHEST, RA kSR
Cisco vManage U | PR % —HD Office365 h 7 7 » 7 ODAIZEMT 5
J— 2 203.1 Dy, T TRTOOSMice365 N T 7 4 v 7 EEDD L
INCHIETE E T,

Cisco SD-AVC Cloud Connector Tld., Z OFEREDS YR —
FEHNTWET,

N

SD-AVC Cloud | Cisco vManage U | Z® VU U —ALIF%, Cloud Connector & A 2023 5121,
Connector Z 4% | J — =2 20.10.1 24T MDD EITAT Y Ry —2 Ly M TR
2 DO DFH XV Z7TURSF—RMUxADURL LU H A LIRA
7 — R (OTP) BT,

X L& B
» Cisco vManage Y U — % 20.10.1 LAR{i%. Cloud Connector ZH N3 BIZi%, 7 714 7> b
DEITAT U M —=7 by bOr A NERPMLET LT, CiscovManage U U — A
20.10.1 LABsIE, 777 R7— R U =A ® URL & OTP LB TY, OTP A3 5 F] 4
. 7947 by —7 Ly FEITHRENZ, OTP A HIREINIZZR HRnWZ LT, & &
SERVI =R, TovF7VL—FRoF U4 BIOWKRAT I AT a anBiiea s
A UNEROFECHONWTIL, ROEEZSRL T &V,

* Cisco SD-AVC Cloud Connector {%, Cloud onRamp for SaaS %° Office 365 N7 7 « v 7 AT
TV T, Office 365 b7 7 o v 7 ZEHT L0 B e a v R—F 2 b TT,

. N—FKxzF7EYIT I TDHRE



I N—FDIF7EVITILDITDHRE
Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % {$ A9 % Cisco SD-AVC Cloud Connector DHF %1t .

5 6: SD-AVC Cloud Connector # B33 5 1= DEH

)1)—2x Cisco SD-WAN Manager 7 X | Cloud Connector Z %1123 %
TAVY =D EH

Cisco vManage V U — 2 203.1 | T _XCDOKAT 4 747 | BELHEOST A UIER :
M Cisco vManage V J—R |3
20.9.x ~

Client ID
74T —7 Ly b

(FIETHHAINATWD LD
2. v A NERE ETEFF -
TR WAL, Cisco API
Console ~— % BV T Cloud
Connector & 77 A & % 1ERK
LEJ. )

(;x) Cisco SD-WAN Manager
WNIZ SD-AVC 1 7' A
TR DA DR TS
WTWD Z L ERT
AvE—UNRFRIN
7= 5. Cisco API =2
V—=UZREY . Bl
Cloud Connector = 7 A
UIEBREER L ET,

ZDMDEHS :

ZIZITHBHENTWA LD
2. 7 T AKX EET SD-AVC
EHEMLUET,

N—FI17EVIRIITDORE .


https://apiconsole.cisco.com/
https://apiconsole.cisco.com/
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html#c-enable-sdavc-2.xml

N—FHz7EVT Y z7ORE |
. Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % A9 % Cisco SD-AVC Cloud Connector D F %11t

)y—Xx Cisco SD-WAN Manager 7k X | Cloud Connector ZE %1129 5
TV F=hDEH
BFEDA L AZ L ZAELFIO |V AARAT v R WELOTA VIER

U U —Z7 5 Cisco vManage U
U —2201011Z7 v 77 L—
e

e JITURS—b T AD
URL :

i
Hypsirtananaeementis Ol sdwancsonaony/
validate sdavc/

« OTP :

Cisco Catalyst SD-WAN
Portal Zffif] L T, OTP %
HBAF L £, FEMizoW
TiX. [Cisco Catalyst
SD-WAN Portal
Configuration Guidel] % %
LTSS,
https://www.cisco.com/c/en/
us/td/docs/routers/sdwan/
configuration/self-serv-por/
sdwan-ssp.html

ZTDMDEHS :

ZITHMBHAENTWA LD
(2. 7 T A X EHT SD-AVC
A LET,

E

Z DT F VA TiE, SD-AVC
aVR—F 2 MILETOY

U — R LT HTe 5 515 TEME
LET, D78, Cisco
SD-WAN Manager A > A X
A T request nmsall status = <
Y REFITTHE, INMS
SDAVC #r—/3—| 2 R—>%
¥ RBENI o TN D
ERENET, TR T
SNLEMETHY, SD-AVC
DEZRTHDOTIEH Y £
A, [NMSSDAVC #— h
VA AUR—F NNE
HEFRRINTND Z LITHE
BELTLESN,

. N—FKxzF7EYIT I TDHRE


https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://ssp.sdwan.cisco.com
https://ssp.sdwan.cisco.com
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html#c-enable-sdavc-2.xml

| "—FYz7EVT Ry T7ORE

Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % {$ A9 % Cisco SD-AVC Cloud Connector DHF %1t .

)y—Xx Cisco SD-WAN Manager 7k X | Cloud Connector ZE %1129 5
TV F=hDEH

HOBEEHE, Ty s o5
7R, FTAR—T T
R, F72134 71 I XA TH
AR

N—KRJxzF7EYT RO TDRE .



. Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % A9 % Cisco SD-AVC Cloud Connector D F %11t

N—FHz7EVT Y z7ORE |

IJ I)—X

Cisco SD-WAN Manager 7R X
TA4Y

Cloud Connector ZB%hZ93 5
=6 DEH

WEROT A UIER :

7 w77 L — REFIZ Cloud
Connector 233 TIZH ZHIC
o TWDAHEE, 774
TMIDETTAT b
=Ly btonrsA s
BWiL, 7747k
=7 Ly FOHIRA)
D F THIE e = HEEE
F7,

JIAT =T Ly
FHIRRGINIC 2 D &
HIREINZRTT 7 — A
73 Cisco SD-WAN Manager
IZFRRENET, ZOKF
MC, Cloud Connector %
BT HIZX, 770
K47 —ho A DURL &
OTP 2ALEE T4, URL D
hipsicitanmanagemenius Ol sdwencsoocony!
validate sdave/ ZfEH L
TAC 77— A % BV T OTP
ZRFLET, TAC 7 —
A %P < FIEIZDNWT
X, ZokZ7varoF
lEZZ LT a0,

7 w7 U L— REFIZ Cloud
Connector 23272 > T
WA, Cloud
Connector & N2 T 512
. 77U K5 —hro=x
A ™ URL & OTP 784422
T9, URL D
hips/cameragemar s 0l shwencsoocom!
validate sdave/ ZfEH L,
TAC 77— A & BT OTP
AP LET, TAC 7—
Z % B < FEIZHONT
X, 207 aro0F
JIlEZ SR LT 72 &0,

. N—FKxzF7EYIT I TDHRE



https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/

| "—FYz7EVT Ry T7ORE
Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % {$ A9 % Cisco SD-AVC Cloud Connector DHF %1t .

)y—Xx Cisco SD-WAN Manager 7k X | Cloud Connector ZE %1129 5
TV F=hDEH
ZTDMDEH :

Cloud Connector ZH T 5
RIC, 22 CRASh TV
ko, 77 AXEHT
SD-AVC Z A L ¥,

N—KRJxzF7EYT RO TDRE .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html#c-enable-sdavc-2.xml

. Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % A9 % Cisco SD-AVC Cloud Connector D F %11t

N—FHz7EVT Y z7ORE |

IJ I)—X

Cisco SD-WAN Manager 7R X
TA4Y

Cloud Connector ZB%hZ93 5
=6 DEH

Cisco vManage Y 1 — % 20.10.1
LIBEDHHA A h—

RAAFRAT v R

WEROT A UIER :

Cloud Connector |£7 7 4 /b k
THIZIR->TEBY, »IA
A FENCAN T HM%E
EH 0 EHA, BEIZST
C. Cisco SD-WAN Self-Service
Portal ZfH] L C OTP & &R
TEET, FEMZOVTIL,
[Cisco Catalyst SD-WAN Portal
Configuration Guidel] % & L
TLTEEY,
https://www.cisco.com/c/en/us/td/

docs/routers/sdwan/configuration/
self-serv-por/sdwan-ssp.html

ZDMDEHS :

ZIZITCTHHASRTWA LS
W2, 7 T AKX EBET SD-AVC
FHC L £,

E

Z DY U FTIE, SD-AVC
I UR—R Y MILETO Y

U —R L1382 % 515 CEIE
LET, FD7=®, Cisco
SD-WAN Manager { > A&
A Crequest nmsall status =+
Y REETTLHE, INMS
SDAVC #—/3—| =1 U R—%
Y EBE IR0 TN D
EPRESNET, AT T
SNDHEMETHY . SD-AVC
DOEZRTHDOTIEH Y £
A, [NMSSDAVC 7 — k
VxA] aLR—F R BEF
MEFRRINTND Z EITHE
BELTLEEN,

. N—FKxzF7EYIT I TDHRE

HOBEHE Ty s 05
TR, STAR—F T T
R, 7203471 I A TR
Ak



https://ssp.sdwan.cisco.com
https://ssp.sdwan.cisco.com
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html#c-enable-sdavc-2.xml

I N—FDIF7EVITILDITDHRE
Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % {$ A9 % Cisco SD-AVC Cloud Connector DHF %1t .

)y—Xx Cisco SD-WAN Manager 7k X | Cloud Connector ZE %1129 5
TV F=hDEH
REGOTA IER -

« VT RTFT—FTzAD
URL :

hips/cameragmanius 0l sdwencsooaom!
validate_sdave/ ZF|H 7%

« OTP :

TAC 77— A % BAVyT OTP
FEELET, TAC 77—
A % B < HIEIZ DN T
X, 2oz aroF
B2 2L T 7280,

ZTOMDEH :

TSR TWA LS
W2, 7 T AKX EET SD-AVC
PRI LUET,

Cisco SD-AVC Cloud Connector MDA $h1t
1. Cisco SD-WAN Manager A == —7»>5, [Administration] > [Settings] DNEIZEAR L F 7,
2. [SD-AVC] %72 VU v 2 L. [Cloud Connector] & HZhZ L 7,

(Cisco vManage U U — % 20.10.x, Cisco vManage Y U —Z 20.11.x, F7=iL Cisco Catalyst
SD-WAN Manager U U — 2 20.12.x Zffi ] L TW A A1, [Edit] %2 U » 7 L. [Cloud
Connector] Z N LET, )

(Cisco vManage U U — 2 20.9.x LIFTDO Y U — A TiX, A7 a 1% [SD-AVC Cloud
Connector] & FEINTWET, 26D Y U—XTid, [Edit)jZ 7 U >~ 27 L. [Cloud Connector]
EAEMCLET, )

\}

(GE)  Cisco SD-WAN Manager 732 A 2L -T2/ 70 RTHRA RSN TWALEE, 2047 a v
I3#£ RS9, Cloud Connector 23 B BIHNZ AN /2 D £97,

3. (ZOFJEX Cisco vManage U U — % 20.10.1 LABIZ3# F 41, Cisco SD-WAN Manager 23
VRAAKRAT v ROBEIXEBICAIESNET, )

I F X F TV 4T SD-AVC Cloud Connector 2B ZhZ T 5 72D DBEAFEDFEMIZ DOV T

X, IS DOTFNEDHIZSH % [Before You Begin] 7 v a V2L T &, £2IZ

FREL S LTV D K 91T, Cloud Connector # B M2 T B HEIIC, 7 7 AXEHTSD-AVC & H
ML ET,

N—KRJxzF7EYT RO TDRE .


https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html#c-enable-sdavc-2.xml

N—FHz7EVT Y z7ORE |
. Cisco Catalyst SD-WAN Manager ') ') —X 20.13.x % A9 % Cisco SD-AVC Cloud Connector D F %11t

779 R7—FY=A®URL 2 AT 2 UERH D561,
https://datamanagement-us-01.sdwan.cisco.com/validate sdavc/ Zffifl L £,

Cisco Catalyst SD-WAN Portal Z i L C OTP Z BG4 2 LENH D51, FEIC OV T
['Cisco Catalyst SD-WAN Portal Configuration Guide] %S L T 7Z2& 0,

OTP %% \FTHLS 729012 TAC 7r— A % B BN & 5513,
https://mycase.cloudapps.cisco.com/case Z i & £3, OTP I FTWD 7DD U —7 71 —(T
L. OB DPLETT,

o« BARIE .

AT —= KT AT,

e N—F ¥ LT HU |,

« Cisco SD-WAN Manager CTa¥ & S #U7- #ilikA4

» Cisco SD-WAN Manager HIERFINLE : B§ILT A U 7, BRMEE (EU), 72137 27 K
V¥ (APAC)

T /uaYV— AT VI AL A h—/L{TIZ Cisco Catalyst SD-WAN On-Prem % i i
L. YAIaMKRA ST BHA A b—/L{ZIE Cisco Catalyst SD-WAN- Cisco-Hosted % {#
)EH L \i j—O

Y 7T /uT— SDWAN 7 57 KA v 7 F & LET,

4. (CiscovManage U UV — 2209 x LARTDO U U —Z2DIGHE) kRDOw 7 A AgRae A LET,
* Client ID

N

(X)  [ClientID]® () #27 Vw2 L, 77 7% ¢ K7 T[CiscoAPI
Console] ~— Y ZBi &, 1 /A MEHRD 72V 5513 Cloud Connector
n 7 A NEHAEVER L E 3, https://apiconsole.cisco.com/

« 7747 D —27 v kb (Client Secret) ]
+ [Organization Name] : [Cisco API Console] ~X— " [Name of your application] 7  — /L
FIZAD LTeOn 0T WARTZEH L E T,

5. (Cisco vManage U U — % 20.10.1 £ Y LAFiTDO U U —R) [Affinity] D354, Cloud Connector
T =X RAET D HIBRY e T A RN C X £ 9, I3 — 1 v NICEHET DDA, EU
—f 7T — 2 A (GDPR) HHNZHE-> T, BJpTa g —m v/ ICERT 5 2 & a#EE L
i—a‘o

6. [Telemetry] D&, MEIGU T, 7V A N TF—XDOIUELTILTE £,

. N—FIIT7EVITFIITORE


https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/
https://ssp.sdwan.cisco.com
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://mycase.cloudapps.cisco.com/case
https://apiconsole.cisco.com/

I N—FDxzT7EYT I TDRE
Cisco 0SXEL—2 DY T ko z 704 VR h—neT7vToL—F ||

\}

(GE)  Cisco SD-WAN Manager 732 A 2L 5T/ 77 RTHRA RSN TWEEE, 2047 a v
FERRENT, T LA N DBABICEDCR D 7,

Cisco APl >y —)LTOOY A UIERDIER

ROFNAIL, Cisco APl Y — /T 7 A UNEREAELT 2 HEEZ R L TWET, 7 L,
CZIFERENTOESTH, BESINDWREMEDRH Y 77,

1. [Cisco API Console] X— T, Y Zapu /A MEREMALTH A A LET,
2. [MyAppsandkeys] 27 V7 LET, FET 7V r—2a VOB —URHEET,
3. SD-AVC ZX§%9 5121%. LT OFNRIZHENE T,

L 77U r—va ORI bR TWARIEFEH L TLEIV, BOFRIROT-HIZ
CO&4RIERGF LET,

2. [Application Type] fEI T, [Service] 27 V v 27 LET,

3. [Grant Type] fEf T, [Client Credentials] = v 7 R v 7 A& A4 N L E T,

4. [HelloAPI)| F= v /Ry 7 AA NI LET,

5. [Terms of Service] 27 v 2 T, Fxv /Ry 7 A% AN L TCEHEMFICHRIELET,

6. [Register] 7 U v 7 L¥7, [Cisco API Console] X—IZlX, 7947 NID &7 5
AT b= by NOFEMBERRINET, ZOXR—VZAVWCELICLT, FIA
BETLET,

GE) w7 HRIZ 90 BB ICHIREINIC A Y £,

Cisco SD-WAN Manager WNIZ SD-AVC B 7 A EROG R NB T SONTND Z L EZRT A
T NRFERENT S, Cisco API =2 YV —/LIZERE Y . # L\ Cloud Connector & 7' A & %
1ERY L E9,

CiscolOSXE/L—2 DY T Dz T7DA VA BR—=ILET Y
JJL—F

[6] U/b—Z 28 K 2 O Cisco Catalyst SD-WAN A A — % A VA b —/LT&E £,

N—KRJxzF7EYT RO TDRE .



N—FHz7EVT Y z7ORE |
B scozm-

HR—FENTWEN—FI27 TSV L ITr—LEAVB—T A RED1—)L

PR—-—FEINTNEIN—FRT =T 7T b I —b A X —T A AEY 2—/LITDNT
X, VU= —FEZRLTLITEIN,

)

() Cisco I0S XE Catalyst SD-WAN U U — % 17.8.1a @ Cisco 10S XE Catalyst SD-WAN 7 /3A & D
Y. PaP £/ HEA VA = AT R ERETHIC bin 7 7 A VEMEH L TT A A% EH)
THE, T AL Day- 0L CEREN L T, TD%, TS ANAH IV e — LT, A
VA R—=LE— RIZRY £9,

YR—rENHBESED 21—
ASR 1000 > U =X D —ZZiF, LT OREGEY 2 — /L BR5ETT,
* ASR 1001-HX A} ASR 1001HX-IPSECHW

« ASR 1002-HX fl ASR 1002HX-IPSECHW

T C&SHIIZ

A==l A Xy FT—Z|ZI0S XE /L —% % RET HHIT, IROEEHRL T ZE,

e a2 b —F5 /314 & (Cisco SD-WAN Validator, Cisco SD-WAN Manager - > A ¥ >/ A
L U CiscoSD-WAN =2 > f B —F) 73 Cisco Catalyst SD-WAN ¥ 7 h 7 =7 J U —Z 183
EITLTWSH I L,

o ==L A Ry NI —ZIZI0SXE /L —# L vEdge v — % Dili 7 % BB 5 54, vEdge
=2 N Y —2Z17.2.1 LAFED Cisco Catalyst SD-WAN ¥ 7 b 7 = 7 #EITLTWDH I &,
INHDY T hU T N—T g TlE, vEdge £ IOSXE Y7 b = 7 AMAEEH T,
vEdge /L—# & 10S XE /L —# [B]IZ BFD b > RV ERESL CTE E4,

« [f] LA MZIOS XE /b—# & vEdge V—# O i ;% BB 586, vEdge /L— % 73 Cisco
Catalyst SD-WAN Y 7 h 7 =7 U U= 183 ZFEITLTNDH T &,

¢ ISR 4000 >V —X L—& (272 < L4 4GB O DRAM N snTnWsZ &, L—Z(Z
IZ8GB ® DRAM #4352 L2 BEDLET,

« ASR 1000 Cisco SD-WAN Validator > — X L—&Z 2072 < L % 8 GB @ DRAM M3 4E#; X
NTWnWBHZ &, ASR1002-HX /v—#(Z072< £ 16 GB D DRAM A SN T\5 Z
L

— R T — 7T a2 TldE/N1.5GB D AR— 27N XE SD-WAN A A —|ITFEF T
%7, CiscoIOX SD-WAN U U —Z 17.10 IEDNV—H T — 7T v 2Tk, T4 A7
A= ZD¥45LL DY XE SD-WAN A XA — I T £,

e LU A —T T A X)b— FEAELEH L COL—Z 2EET 5354 . XESD-WAN Y 7 k
T T A VA R—=LTBEN, GFAENL—Z DT — b7 Ty aillat =X T3
L,

. N—FIIT7EVITFIITORE


https://www.cisco.com/c/en/us/support/routers/sd-wan/products-release-notes-list.html

N—FO9zF7EYT I TDERE

YL |

*XESD-WAN V7 b T =7 %A A M—/LF LRI, ¥AR—FINTHRNTRTOE
Va— N ENL—ENLRVA LTINS L, PAR—FINDEET 2—LD Y R MIOWNT
X, THR—FENDBA L E—T A ZAEV 2] BLY HR— FNENABEEE 22—

N BZBRLTIESN,

* RP3E Y 2 — /L Z#5# L 72 Cisco ASR 1006-X DJEBAIZ OV TIL, RP3EY 2 —/LAHEH L
7z Cisco ASR 1006-X ZZ L TS 72& W,

s WH INT2T 31 A U A kA Cisco SD-WAN Manager |27 » 7' 12— K & 41, Cisco SD-WAN
Validator [Z36(8 SN TWDHZ &, ROTFIEEZFATLET,

1. VA7 A7m 7 T show crypto pki certificates CISCO_IDEVID_SUDI =2~ > K%
FITLT, V=2 D ¥y —VBIOAR—=FID OV 7 AVEELRELET, ASR &
V=X N—%TY U —2R16.6.1 LUHi%& F(TL TV DAL, show sdwan certificate
serial 2~ REFEITLET,

2. 757072 R7FLA (PnP) Connect R—HZ /)L T/L—HDI Y TILEEZIEMLET,
FEMICOWTIX, TIOSXE/L—& D PaP AR—Z L~DBEM] ¥7 v a 28R LT

<TEEW,

3. Cisco SD-WAN Manager A == —>5, [Configuration] >[Devices] # &R L £7, [Sync
Smart Account] #27 U v 7 LT, HH INT=T /3A AU A K% Cisco SD-WAN Manager
& v m— KL, Cisco SD-WAN Validator (Zi5{5 L £77,

« TNA AFRET 7 L— M, Cisco SD-WAN Manager ®[Configuration] > [Templates] %
FER L TIERcS L, —Z T ZyFINET, ZHIZED, —F PNERENIRFIZERE % I
L., ERRHEEER A ML TE D L1 £,

« JL— 473 250 Mbps O B 5 ks 5 biarikiE 2 2 Tk VW . HSECK9 74 B ANELA v

A R—=L ENTVRWIES,

FGAVV AT AMIN—EDT — 7T v allab’—&

N, FABLRFINL—FDFTA B A ALV AR—IL T2 AN RRIA VA —LENLE

KR

* ASR 1000 >V —X_ ISR 1000 >V —X B LTISR4000 > U —X L —HF W IROFIR
T LI, BERNAN—=TVa U OROME=4 Y7 b7 =7 (ROMMON) #%E{TLTW\5
&, —Z TEITHDODROMMON D AA— g U AHERT HIC1E, VAT LT a7 T
show rom-monitor =~ > K% 7-(% show platform =~ > KZ54T L 9,

N—=F9zT7 TS5y bT74— [ BEZROME=F YT D7 /N\—213
L v

ASR 1000 > U —X 16.3 (2r)

ISR1000 3 U — % 16.9 (1r)

ISR4000 >V — X 16.7 (3r)

< ISRV /L—F N, IROFITRT L 912, CIMCBELONNEVIS V7 M = 7 OMBEE/NED
N=DarzFTLTns L,

N—KRJxzF7EYT RO TDRE .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/device-info.html#asr-1006-x-with-rp3
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/device-info.html#asr-1006-x-with-rp3
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. Cisco 10S XE SD-WAN ') ') — X 16.12 LLRi[® Cisco 10S XE Catalyst SD-WAN ¥ 7 ko = 7 DA~ >A— K

N—F9x7 75y kT7+— |ONGC| NS
L

ISRv 324|3.8.1

Cisco 10S XE SD-WAN ') ') — X 16.12 LLEI| D Cisco 10S XE Catalyst SD-WAN
YI2b+bozTF7DEHYA—F

Cisco 10S XE Catalyst SD-WAN V7 ko z 7DHA o vAO—FK

YA aDY A Ry Cisco I0S XE Catalyst SD-WAN Y 7 b =7 & X U n— K452, &k
DFMEEZFEITLET,

1
2.
3.

https://www.cisco.com (7 7 A L £,
MO A = = —7>5 [Support & Downloads] 27 U v 7 LT,

[Products and Downloads] ~— 3" ® [Downloads] #8584 »» 77 A C, [Software-Defined WAN
(SD-WAN)] Z##IR L F 7,

[Select a Product] ~X— Y D&MD XA > T, [XE SD-WAN Routers] &N L F 5,
FSGDSNA D —HDET VEFRLET,

BRIOY 7 hoxT7 V) —ANXN—=Vgra&r7 Vv L Xy ra—RFLET, Y7 U=
T A A =4 ORI, router-model-ucmk9. release-number T,

VTN 2T A A=k — )Ry hU—27 OHTTP £720XFTP 7 7 A VY — R — |2
to"—' L/jiﬁ—o

Cisco I0S XE SD-WAN ') ') — X 16.12 LLHi| ) Cisco I10S XE Catalyst SD-WAN
VIO T7DA A=)

FRTOH L1 Cisco I0S XE Catalyst SD-WAN 731 A %, Cisco I0S XE Catalyst SD-WAN >/
TR TBRTTICA VA M= ENRRECHAT SNV E T,

BEA7 D Cisco I0S XE Catalyst SD-WAN 7 /34 2 35 5581, RO FINEIZHE - T Cisco I0S XE
Catalyst SD-WAN V7 b U =7 %A > A h—/L L %7, CiscolOS XE Catalyst SD-WAN A A —
CEMEH L V=2 0N EEE L ET,

1.

T AIDH A K Cisco I0S XE Catalyst SD-WAN ¥V 7 N =7 A A—ThF D a—
F‘Liﬁ‘o

T 7 ANY == 5T A 2D T — k77 v 20T Cisco 10S XE Catalyst SD-WAN
TR T ARA=VET vy u— RLET, RICFTP Ol 2R LET,

Device# (config)# ip ftp source-interface interface
Device# copyftp:// username:password@server-IP/file-location bootflash:

. N—FKxzF7EYIT I TDHRE


https://www.cisco.com

I N—FO9zF7EYT I TDERE

10.

11.

12.

Cisco 10S XE SD-WAN ') ') — X 16.12 LLRT® Cisco 10S XE Catalyst SD-WAN ¥ 7 kO 7 DA VX b—JL .

TFTP:

Device (config) # ip tftp source-interface interface
Device (config)# ip tftp blocksize 8192

Device (config) #exit

Device#copy tftp: bootflash:

SCP (assumes SSH is enabled):

Device# configure terminal

Device# (config)# ip scp server enable

FileServer$ scp filenameusername@router-IP:/filename

TNRAAPNEH ) — IR SN TS Z 2R LET,
TNRAADT =" 7T vV 2| IRFTEDEMLEDERD NNy 7T v T EERLET,

Device# copy run bootflash:original-xe-config

BEAFD boot A7 — b AL M ~THIBRL., MR AZRGF L X,

ISR4K# (config)# no boot system ...
ISR4K# wr mem

WOH 1T, BOOT BENZEHTHDHZ E2HERLET,

ISR4K# show bootvar

BOOT variable =

CONFIG FILE variable does not exist
BOOTLDR variable does not exist
Configuration register is 0x2102
Standby not ready to show bootvar

Cisco I0S XE Catalyst SD-WAN -/ A — % f§9 BOOT £z B0 L £ 7,

Device (config) # boot system flash bootflash:
SDWAN-image

Device (config) # exit

ISR4K# write memory

BOOT ZE%473 Cisco 10S XE Catalyst SD-WAN A A —VZIFL TS Z & 2R L ET,

Device# show bootvar

BOOT variable = bootflash:isr4300-ucmk9.16.10.1a.SPA.bin,1;
CONFIG FILE variable does not exist

BOOTLDR variable does not exists

Configuration register is 0x2102

Standby not ready to show bootvar

N—Z BB O T THIBR L £,

Device# write erase

config-register % 0x2102 |ZF%E L £

Device# configure terminal
Deovce (config) # config-register 0x2102
Device (config)# end

config-register 7% 0x2102 I[ZF%XE I TWDH Z & & ZBRIEIO FEZEIRFIZ 0x2102 (Z7%
EINDZ EEMERLET,

Device# show bootvar

N—Z ElREEHLET,

ISR4K# reload
Proceed with reload? [confirm] Yes

N—KRJxzF7EYT RO TDRE .
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. Cisco 10S XE SD-WAN ') ') —X 16.12 LLRiI® Cisco 10S XE Catalyst SD-WAN ¥ 7 k9 7 DA VX b—)L

13.

14.

15.

16.

17.

18.

19.

If prompted to save the configuration, enter No. The router reboots with the XE
SD-WAN image.

WIS X A 7 e 72T 27 r o RRRRENTZH, No) EANLET,

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [Yes/No]: No

HEhf VA M= LT oADK TEROLNTZL, [Yes) EASNLET,

Would you like to terminate auto-install? [Yes/No]: Yes

nJAyTary S NT, TN PO —LA B LU RAT—F (admin) Z{#FEHL
TulsA v LET,

T 74N RNONRAT—RI 1T EERATE, ZORIIETTHLERH Y 9, HIHIHERL
T a WAL LT NI oTahy, NAT—REER L TREFET DHIICEYy 3 >~
WHETE T ITHE T L E, UBEor 74 UEATIIRIRILE T, 731 A~Dr 74
T v AEE LT HIZIE, ROMMON £— R —h/Lay Y —nbR2A0 — RET
TN MEZY Y FNTARERHY T, TO%, IV rEeYa = ek X%
BT O2MERH Y £F, NRATU—ROETICHONWTIE, 77 4/L hRAT— RDfEt
(46 ~—) ZBMRLTLIZIVN,

PnP %151k L, CiscolOS XE Catalyst SD-WAN /X 77— DA A h—/L&ZFFA[ L £ 7,

ISR4K# pnpa service discovery stop

request platform software sdwan software upgarde-confirm % {1 L <C. Cisco I0S XE
Catalyst SD-WAN 7 XA ADT v 77 L— REHELET,

Router# request platform software sdwan software upgrade-confirm

Router#

*Sep 21 00:26:29.242: SINSTALL-5-INSTALL START INFO: R0O/0: install engine: Started
install commit PACKAGE

*Sep 21 00:26:30.153: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine:

Completed install commit PACKAGE

Router#

show sdwan software ® /712, ==—%—& L C CONFIRMED A7 — hNFE RS, it
DENERINBNWZ E MR LET,

Router# sh sdwan software
VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

16.12.1b.0.4 true true true user 2019-09-21T00:24:22-00:00
Total Space:388M Used Space:86M Available Space:298M

request platform software sdwan softwarereset % fii /i L C Cisco IOS XE Catalyst SD-WAN
TNA RAEHRELET,

Router# request platform software sdwan software reset

*Sep 21 00:27:20.025: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started
install activate bootflash:isr4300-ucmk9.16.12.1b.SPA.bin

*Sep 21 00:27:43.105: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Router#

*Sep 21 00:28:47.233: SINSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine:

Completed install activate PACKAGESep 21 00:28:54.240: $PMAN-5-EXITACTION: RO/0:

pvp: Process manager

. N—FIIT7EVITFIITORE
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\)

) ZOAA—=VEALAI—VLTzhH, %F, config-transaction =~ > RZffi ] L C CLI ##5&
T— &R L TL 72 EV, configterminal =~ > RiL, Cisco Catalyst SD-WAN /L — % TidH
A—hENTWEHA,

)

GE)  HnA A=V R—=Ta DTy vaf AN A~DFE T T L— RIFR— I THE
T, TWA A=V DOURIOBENR—Y g OB E T T L— R TxEd, =& z2E, Cisco
10S XE Catalyst SD-WAN 16.10.3 % Cisco I0S XE Catalyst SD-WAN 7 /34 A [ZA A h—/L L
7o Z L1372 <. CiscolOS XE Catalyst SD-WAN 16.11.1 U U —Z7>5 Cisco I0S XE Catalyst SD-WAN
16103V J—RICF UL —RLED LT2DL, ZOBETHR— ST, THLARVE)
TERFAELET, 72720, LENZ 16103 4 A—Y %A VA h—/L L TW A AT, request
platform software sdwan activate =~ > K&fH L CHT 7 7 4 7{LTE £ 7,

GE)  T—%IL, 7Ty 77 L — FERZDOABEFD Cisco Catalyst SD-WAN A A — 722587 LU Cisco
CatalystSD-WAN A A —VIZBATINE T, Ty 77 L—RB%ETT 5 &, CiscolOS XE Catalyst
SD-WAN & Cisco vEdge 7 /31 A DM FIZHOWNWT, £ VA R—LINTNDHA A=V DRI D
N=Da VORI TT—2BPBITSNDZ 8T A, 7L 213, LLENZ 1924 2 A R
= LTNT, 2032 BBHEDT 7T 4 TA A=V THIGE, 19244 A=V 5T 7T 4
TNWT Dl BIMOKERN 2032 205 1924 BTSN ER A,

CLI Z{E=RA L1 10S XE )L—3 DEXTE

Cisco I0S XE Catalyst SD-WAN 7 /34 Z 3 DHCP #— "—(ZHft STV 584, PP (X HE)
A2 34T 41, Cisco SD-WAN Manager (il BB T2 & 7 /31 A& BEIRYICERE L &
T, HIEEEOSBEEH L TRV, T ARRAESNTWND Z L 2R T HITIE, VAT A7 1
VRO Ay REATLET,

Device# show sdwan control connections

I0S XE /L —# 73 DHCP Y — N—{CHEHE ST\ TC, PnP 2 L TW AR WSS, £721Z 10S
XE /b—4# % WAN £ DHCP $— — |28 STV ARWEGEE L, RO FPIRIZRT X 912,
CLIZEA L TNV — X ZFFHTHRELET,

F7-. system host-name hostname =~ R&EMHL CHRA MERETHI L TEE
T RAMOBREIHMEETTA, AR MIFICLIOY v 7 hO—#E LTEEN, I
% 72 Cisco SD-WAN Manager Bi[fii C7 /N 22 BT D7-DIEHIND 2D, RETDHZ &
EHIRELET, Z0a<vwr NET A ACLI TIHMEHTEERAN, CLIT A AT 7L —
FEER L TWDGEIMENTE £,

1. FHa VY- EFEHL OV—XICER L £,
2. PP ZEEILLT, CLI~OT7 7 A% FA LET,

N—KRJxzF7EYT RO TDRE
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Device# pnpa service discovery stop

Oy 7 4F¥al—varyE—KRIIAYET,

Device# config-transaction
Device (confiqg) #

SAFAIPT RLAZHRELET,

Device (config-system) # system-ip ip-address

Cisco SD-WAN Manager [X, VAT LIP T KL AZMH L TT/NA ZA &AL, NMS 23
SERRRELET A AF U a—RT&E5 L9 LET,

TS APBLE ST DA N OBEER T 2% E L E 7,

Device (config-system)# site-id site-id

Cisco SD-WAN Validator @ IP 7 K L Z %>, Cisco SD-WAN Validator Z$53 DNS 4 # % &
L ¥4, Cisco SD-WAN Validator ® IP 7~ }\‘\ L A1, JL—% M Cisco SD-WAN Validator (&
BETEXDHLIC, XTI IPT R T AMERNHY £,

Device (config-system)# vbond (dns-name | ip-address)

Mk 2RELET, M IE, A== A2y P NOTXTDOT /A ZADFE
HEICEEND2480 T, Mild i3, TXTOT A ATHRCICT 2HERH Y £,

Device (config-system)# organization-name name

F—N— AR T D oA 52— 7142%§ELET hopoA B —
7 A A 1D 73, Cisco SD-WAN Manager (2 KX > CHENWIZEID Y THRLMDA > & —
TxAZXID LHAELRNE DI Lf<téwo_ﬂi\%m7VE;~fﬁwT%i
ﬁ‘o

Device (config)# interface Tunnel #

Device (config-if)# ip unnumbered wan-physical-interface
Device (config-if)# tunnel source wan-physical-interface
Device (config-if)# tunnel mode sdwan

G¥)

* HIZ Cisco SD-WAN Manager #feT > TL— b Z2EH L TW A HE, b RibAf ¥ —
Tz AE, IR TS WAN A U ¥ —7 = A AZHESWTHBIMICEID Y THNE
—gqo

+ CLI &— R/ 5 Cisco SD-WAN Manager E— RIZUI 0 x5 & T 25 WAN A > % —
7:1:/1’2 IZEDE, bR A U F—T = A ZFK 5D Cisco SD-WAN Manager (Z 8> TH
BHIZEI DY CToONDTZD, RELIZ M RNA U H—T 2 A ANERINDGERH Y
EJr a8 F/Z/l/%évv—@’ﬁﬁ IO RN T o I X, P RADMEL L TH
OFEEIT D AREER H D £,

JL—% 75 DHCP ¥ — — 2GR SN TV AR WSS, WANA VX —T =24 ADIPT R
VAZERELET,

Device (config) # interface GigabitEthernet #
Device (config) # ip address ip-address mask

. N—FIIT7EVITFIITORE
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Device (config) # no shut
Device (config) # exit

10 FURANRTA—ZEHRELET,

Device (config) # sdwan

Device (config-sdwan) # interface WAN-interface-name
Device (config-interface-interface-name)# tunnel-interface
Device (config-tunnel-interface)# color color/path-name
Device (config-tunnel-interface)# encapsulation ipsec

11. JL—ZTIPT7 RLARFETHRESNTWALAEAIE. T 741 ML— 2R ELET,

Device (config)# ip route 0.0.0.0 0.0.0.0 next-hop-ip-address

12. Cisco SD-WAN Validator 7 RL AMRK A M4 & L TERSIN TV D A1L. DNS 232 T
LE7,

Device (config)# ip domain lookup
Device (config) # ip name-server dns-server-ip-address

13. ZHEEZHEFLT, a7 4F¥al—ary E—FeKTLET,

Device (config) # commit and-quit
Device# exit

14, =2 FZ—TTF7A4 AN —hFCAILK-TELEINTZEAEEZFEHL TV DHHEIE. £ 05
BAELA A=V LET,

Device# request platform software sdwan root-cert-chain install bootflash:
certificate

15.  HIEEEG A BEE L TR . L —EBPRIESNTWDA Z L MR L1,

Device# show sdwan control connections

i

PEER PEER PEER SITE DOMAIN PEER PEER PRIV PEER PEER
PUB
TYPE PORT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP PORT

LOCAL COLOR

vsmart dtls 192.168.1.2 10 1 172.1.1.3 12346 172.1.1.3 12346
biz-internet

vbond dtls - 0 0 172.1.1.4 12346 172.1.1.4 12346
biz-internet

vmanage dtls 192.168.1.3 10 0 172.1.1.2 12346 172.1.1.2 12346

biz-internet

CONTROLLER
GROUP
PROXY STATE UPTIME ID
up 1:19:51:40 0
up 1:19:51:45 0
up 1:19:51:38 0

Z U T, Cisco SD-WAN Manager 7> 7' L— h ZfEH LT, /L—% T SD-WAN HEREZ X & T
HEITRDFE LT,

N—KRJxzF7EYT RO TDRE .



N—FHz7EVT Y z7ORE |
B osxes 12075572 RTLAK—5L~DEM

I0SXET/NA ADTSTF7RTLAER—2)ILADIEN

=7 BEREDEE

HaE 1)) — R 1R Bl

Cisco Catalyst SD-WAN @ | Cisco I0S XE Catalyst COMREIC KD, AT LI RDT
Fr T IADZTP H— |SD-WAN UV U —21731a | 577 v K7 LA REOHR— bR
IN— Cisco vManage U U — % Cisco I0S XE Catalyst SD-WAN /L —
20.3.1 IR S E T,

N

TIITT RTVAR=ZNVITNA ZZBINT 2I121E, ROFIEEZETLET,

o TA APNP AR — X JVZEIF#ET X 5A1E,  [Cisco Plug and Play Support Guide for Cisco
Catalyst SD-WAN Products] ZZM L T 7230,

« T/ AN PNP R—F VT 7 EATERWEGEIL,  [Cisco Catalyst SD-WAN Overlay
Network Bring-Up Process| DF D [Start the Enterprise ZTP Server] 334 Y [Prepare Routers
for ZTP] ZZML T IZ &0,

\)

GE) TS ZAPNRGTFF (RMA) OHIBRICEL TWD5E. 7731 ADFEMIZ CiscoPNPIZH D F
T, 727 L. ZNB DT A A% Cisco SD-WAN Manager ® RMA U A s 2B HIBRT 5 Z &1
T&EEHA, O VIZ, Cisco SD-WAN Manager FHE# (X, RMA (2> T, 5 EIN72T 34
Arfhl L C~—27 TEET,

CiscoIOSXE U U — & 17.2 LAFRIZ DWW CiE,  Tnstall and Upgrade Cisco I0S XE Release 17.2 and
Later] ZZM L T7E3W,

ROMMON ®O7 v 745 L—KEEEFH25 L —FK
T, AL ATEITENTHAROME=4% (ROMmon) DA— a5 5T v 7 L—

REZIFF DT L—RTDHHECONTHHALET, ROMmon D 3—Y a3 %, LU
HENC] WORENTVWDIMERNR—=V g VIIEFTHNERND LBEEIL. ZOFIEEFITLE

7,
FNA A TEITFEN TS ROMmon D/ 3N—2 5 U EHBITBI2F,. koa~vy REANLE
KR

Device# Show rom-monitor RO
ROMmon #7 v 77 L— REIX U7 L— RT 5121, WOFIEEZFITLET,
1. ROWTNILOEAIEELFATLET,

1. SCP. FTP. TFTP, USB R A4 772 ¥ O FEAHH LT, ROMmon 7 7 A /L& T /34
ADT—h 7T yvalca—RLET,

. N—FKxzF7EYIT I TDHRE


https://www.cisco.com/c/dam/en_us/services/downloads/SD-WAN_pnp_support_guide.pdf
https://www.cisco.com/c/dam/en_us/services/downloads/SD-WAN_pnp_support_guide.pdf
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html#c_Start_the_Enterprise_ZTP_Server_7841.xml
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html#c_Prepare_vEdge_Routers_for_ZTP_9826.xml
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html#c_Prepare_vEdge_Routers_for_ZTP_9826.xml

| "—FY9z7EV Iy zT7OHRE
TmEBoRE~0 Uty ~ ]

2. V=B ADT T NET N REBRT 72 ANRW0GAEIT, ROFIO X HIZ, Cisco
SD-WAN Manager CLI Z{# ] L C ROMmon 7 7 A LV &H5%E L E T,

vManage# request execute vpn 0 scp -P 830 Cl1100-rommon-16-1r-SPA.pkg
admin@router-ip-address:/bootflash/vmanage-admin/Cl1100-rommon-169-1r-SPA.pkg

2. WOWTNHOT 7 varaFEITL T, v— REIZEE L7 ROMmon 7 7 1 V3T «
V7 NUHEICERRENAZ 2R LET,

1. ROMmon7 7 A IVET A ADT— 7T v aliza— RLEEAEZ, kOoa<vw R
EATTLET,

Device# dir bootflash

2. Cisco SD-WAN Manager CLI Z{# fl L C ROMmon 7 7 A /L Z #5126 L7254 1F, kD=
~Y REANLET,

vManage# dir bootflash:vmanage-admin

3. kpa~<r K& AJ)L T config-register % 0x2102 IZF%E L £ 7,

Device# config-register 0x2102

4. WROFD X HIZ, upgrade 2~ REFEH LT, 754 AD ROMmon 7 7 A V=T v 77
L—FK (FREF o7 1r—1R) LET,
*«ROMmon 7 7 A V& T XA ADT— K7 T v aizna— K LIZEHAD upgrade 2~ >
INRX/IIR

Device# upgrade rom-monitor filename bootflash: C1100-rommon-169-1r-SPA.pkg RO

« Cisco SD-WAN Manager CLI % ffi l§ L T ROMmon 7 7 A /L Z#ii1% L 72 555 O upgrade
av ROF :

vManage# upgrade rom-monitor filename
bootflash:vmanage-admin/C1100-rommon-169-1r-SPA.pkg RO

5, 7o 77V —FRIZBETHZ—EHDOA v E—UNERIN, V—FDTar 7 MNRFRINT
b, ROav s REANNLTL—F2)a—FRKLET,

Device# Reload

6. KOa<r KEAHLT, HAIZROMmon D LWAR—T g UREFEREINTNWEZ L%
MR L E T,

ISR4K# Show rom-monitor RO

TiISHARORE~AD) £y +

0BT v a Tk, LHEHEMRERE~D ) v MEREL ., ZOMREEZMHEH L Tv—X 2 1%i#
IRHE, F R ILIAT OB RITHERE T DIRRBICE T T A HIEIC O W TR LET, &Rk
Sy N7 4 —ATOLEHRERE~DOY vy FRIBIZOWTIE, RESBBLTLE I,

* Cisco ASR 1000 >V =X 77 U F—v gy —E R L—H

N—KRJxzF7EYT RO TDRE .


https://www.cisco.com/c/en/us/td/docs/routers/asr1000/operations/guide/asr1000ops/performing_factory_reset.html

N—FHz7EVT Y z7ORE |
. TI+IERRT—RFOER

 Cisco 4000 >V — X P —E AHERL— &

» Cisco Cloud Services Router 1000V U — &

\)

(3F)  CiscoIOS XE Catalyst SD-WAN ASR 1000 /L — % TT AR ED Y & v b &2 FAT9 DI
N—B N TRy —F— RTEHEISN TS Z EE2HERLTIEEN, showversuon =4
YREFATL, VAT LA AT T 7 ANDOHNEHER LT, BE#Sh/A A—VERELE
R

Device# show version
Cisco IOS XE Software, Version BLD POLARIS DEV_LATEST 20200303 002119 V17 X X XX

Cisco I0S Software [Amsterdam], ASR1000 Software (X86_64_LINUX_IOSD UNIVERSALK9-M) ,
Copyright (c) 1986-2020 by Cisco Systems, Inc.
Compiled Tue 03-Mar-20 00:29 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
2KP-CEDGE uptime is 3 minutes
Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command
System image file is "bootflash:packages.conf"

TIHIL NIRRT — FDIETT

Cisco I0S XE Catalyst SD-WAN 7 /XA A DT 7 4 /L h D/3XA T — K admin T, Z D3R
U — REHOTHER L%, FEEITH LV ASRAT — REERTL2LERNH Y 9, PSR
Ty alBEA LT T Moo, T LWWIRAT — F‘wif’ﬁﬁiéhéﬁm:t v a T
FITET LGS, DEor 7 A4 U EATIIRILET, 208G, 774/ AT — %
BT 20ERH Y F7,

THNAADT 7 40 bSAT — REETLT B3, ROFIBEETLET,
1. TS ZROBEREGY, AnARBLET,
2. FALAROE—H LTV —L T, ROMMON £— RZ B L £,

3. Wkoawr K& AJLT, configregister L% 0x8000 ([ZF¥E L £ 7,

rommon 1 > confreg 0x8000

4. TARAADOBREZLD, AhRBTZLick-T, EFhaahicLET,
5. =P = L RAT— KL LT Tadmin] ZHL T A R4 LET,

. N—FIIT7EVITFIITORE


https://www.cisco.com/c/en/us/td/docs/routers/access/4400/software/configuration/xe-16-12/isr4400swcfg-xe-16-12-book/m_perform_factory_reset_isr.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010110.html

I N—FHzF7EYT RO TDHRE
vEdge L—2 DY T rI T VR —LET v TIL—F [

6. TALADE—HL LY LT, SD-WAN T — R& B L £,

7. WD a~ K& AT LT, config-register % 0x2102 |23 E L £ T,
Device# confreg 0x2102
8. TAALAOER—HNILY—)LT, FitE EXEC E— RZHBLET,
9. WROWTIIDEIEZETLET,
« U U —216.10.4 LI Cisco I0S XE SD-WAN 16.10 U U — A F721XV V—2
16.12.2 LABE® Cisco I0S XE SD-WAN 16.12 U U — X D4
Device# request platform software sdwan config reset
Device# reload
¢ JJ—216.10.4 £ Y Fii® Cisco IOS XE SD-WAN 16.10 U U —2& F7/=1F 16.12.2 &
Y Hi79 Cisco 10S XE SD-WAN 16.12 U U — 2 D5

Device# request platform software sdwan software reset

100 TARAADNEHLES, FHFLWEEHERSZY—RNZ2HTELET,

vEdge L—R2 DY T DT T7DA VAR M=ILETYVTY
L—FK

ZDFFETIE, §XTD Cisco vEdge 7731 A (Cisco SD-WAN Manager f > A% > A Cisco
Catalyst SD-WAN #illffl == > 7R — % > | Cisco SD-WAN Validator, 33 X O vEdge /L —%) 12V
T RNT =T A A N—VT 57 LE . Cisco Catalyst SD-WAN Y 7 v =7 %9 CTIZEIT L
TWALTNARTY 7 "N xT %7 v 77— RTHHFEZONTHHLET,

YILDITA*A—VDES

Cisco Catalyst SD-WAN ¥V 7 R =27 A A—VIIT VX NVBLINTEBY ., ZOA A—UNIE
72 Cisco Catalyst SD-WAN A A —ThHhH T &, BLUA A—TUPERRE L OEA ST
Oa— RPEREZITHE L TN ERMRFESIVE T, HEHED Cisco Catalyst SD-WAN
TR 2T AA=VIEFTRTELINTOETR, Ry T A A—VFEL SN TOEREA,
e T h T =T A A—=VEF3ODHIE7 4 —/L R (161072 F) Tl&h, RyFY 7 o=
TAA=VNT4208E7 1 —/L R (16.1.0.1 72 &) TiplshvE7,

B ENTA A—VIZNTRINA D = A LNEENTWDID, NTERFEXF2Y T 0 LOX
falc X0 fERTod D Z &3 L7z A A —1E, Cisco Catalyst SD-WAN 23H D {3 2 & 23°C
EFET, BHOMEIERFET DLRNCBLA SNTAA—VEA VA=V L LS T DL,
RKNA T = XL LD BN DIRESNET,

B4 STz A A — % Cisco Catalyst SD-WAN T /34 AZA VA h—/L T 5 & BLHINLT
BRNA A=V % TN, AL VA N— A TE R £,

N—KRJxzF7EYT RO TDRE .



N—FHz7EVT Y z7ORE |
B orvz7ri—vavomms

VT RNT2TAA=VDELT, V) —R 161 ETHEHATEET,

JYIbhHzF7N— 3 0OFMME

22 hr—7 7 /314 A (Cisco SD-WAN Manager { > A% > A CiscoSD-WAN 2> k2 —F
3 L O Cisco SD-WAN Validator) O Y 7 M7 =7 /"— 9 % vEdge V—# R U/N—T =
VT T T RTHZ LR, Ty T L= RTEET, L, arhe—I5 310X
TEITSNTWND Y 7 hy =T /"= 3 L, vEdge V— ¥ TEITSNTWDHNN—Ta U EA
BEDR D 2 BB D T,

oy hur—7 L vEdge V—H DHBMDOHHNX—Pa DY A MZHoWnWTiE, VY —A/—F
ML T ZSN,

\)

() RULAATDTRTCOary ba—=I3F 34 X%, ALY 7 b7 "=V a U 2FTTH0E
BHYEFT, DFED, T3TD Cisco SD-WAN Manager f > AX L ATRILY 7 M7 =7 /83—
VaruEEITL, §XTDCiscoSD-WAN =2 hr—F CTRILY 7 b =T A=V 3 U &E
1TL. 93T Cisco SD-WAN Validator TR U/X— 3 V EEITTHXLERH D £97,

VIO T7DA VA =)L

Bi#A9 DA, Cisco Catalyst SD-WAN AR — R b Y7 vy =72 F 7 0rm—RLE
R

RONCA—N—L A Xy NT— 7 ZEBT 5 & X (T Cisco Catalyst SD-WAN 7 /34 A2V 7 k
DT HAVARN—IL, ENOLDTNA A% Ty NT—ZITBIMLET,

* Cisco SD-WAN Validator |2 7 h U =7 %A A h—/L3251Zi1%, [ESXi T® Cisco
SD-WAN Validator VM A & 2 % ZDERL] E721% TKVM T Cisco Catalyst SD-WAN
Validator VM A > A% ADMERL] B L TLIZE 0, VM OFER 7 & AHIZ,
vBond.ova 7 7 A V& A A R—/LLET,

« vEdge Cloud L — XY 7 MU =T %A VA M—/LF 521X, TAWS TODvEdge 7 77 R
VM A v AZ v ADOVERL) . [ESXi TP vEdge 7 77 K VM A > A% ADERK] | %
721% TKVM TO vEdge 7 77 R VM A VA X ADMERR) 22 LTSV, VM D
YERK 7 v A2, vEdge Cloud.ova 7 7 A L&A A h—/L LET,

* CiscoSD-WANManager (2 Y 7 b7 =7 %A A h—/1F35I121%, [ESXi T® Cisco SD-WAN
Manager VM A > A % > ZADYERL] F£721E TKVM T? Cisco SD-WAN Manager 1 A X
ADVERKR] 2L TSV, VM OfER 7 vt AH|Z, vManage.ova 7 7 A V& A
A h—=/LET,

* Cisco Catalyst SD-WAN 22> e —F |2V 7 Ny =T %A VA M—/LF5IZ1X, [ESXi T
® Cisco Catalyst SD-WAN =1 > b 71 —F VM A > A X > ZADAERL] £721% TKVM T Cisco
Catalyst SD-WAN =22 b2 —F VM A > A X ZADERL] #2 LT 7ZE0, VM OFE
7 et 292, vSmartova 7 7 A VEA A R—)L LET,

. N—FKxzF7EYIT I TDHRE


https://www.cisco.com/c/en/us/support/routers/sd-wan/products-release-notes-list.html

| "—FY9z7EV Iy zT7OHRE

vatmzroryIsL—¢ ||

e N— U =T vEdge L —FIZY T b =T EA A ML LTI IR b DITRICH
DEHEA, TRTOVEdgeN— PV =7 —2F, Y7 V=T N TICA A P—/L &
NWICREETHIf SR T

V2L TF7DTvITITL—F

Cisco SD-WAN Manager 72 H A —/3—L A X N U —2 NIZ& 5 Cisco vEdge 7 /31 A THEAT
POV T T =2TARA=VET v 77 L—FL, HILWY 7 F =7 THEBHTEEYS, I
3 1DDT AL R LTIT) T8 b, BEROT A RS LTRFFCAT) 2 b TEET,

V7N THT v 7 L— KT 5HIZi%, Cisco Catalyst SD-WAN N5 Y 7 Ry =T A A—Y
RS L, LY 7 MU =T A A—T % Cisco SD-WAN Manager £ 7213 U £— R —3—(C
HOHUVRY MVICBIMLT, FILWY 7 2T A A =TT NA RIA VA =L LET,
[ActivateandReboot] = v 7 iR v 7 A& FNZT 5 &, ROBFEREBD T ICETESNET, £
7o, WOEHBINCA S Va—LENTNDE AT F U AMMETHHOIE B TEET, 7o
T L— RBREL, 73 2B L7254, Cisco SD-WAN Manager (37 /31 A % LAR(
FITSNTWEY 7 Uo7 A A—VICHBICRLET,

CiscovEdge 7 XA AD Y 7 NI =T %7 v 77 L— KT DHHNI, T3 ATRERY 7 hU o

TR=Da UPEITESNTNDZ L aMRB LET,

)

GE)

Cisco Catalyst SD-WAN U U — 2 18.4.5, 19.2.2, B L U20.1.1 IEDO VU UV —Z (21X, EF =V
Ty I T MERENHY ET, CNO6DOY T =T A=V gy (EFRFUEONR—T g
V) MTNRARZA VA M= VEN, TI7T 4 7b&Nd L, THA R VA =L ENT
WAEWNA A=V ZHIRT H72DIZ30 AROX A ~—DRESNET, XA ~—0n0nse,
HDA A—=IFHIRENET, e VY —R1845% A L A=V LTT 7T 4 74T
HeLLRENCA VA =LA ENRZV U —R1921 A4 A=Y T30 HEDOZ A ~—Nth & £
T, U U—R1922 TGS NEF A, RIS, VY —R1922% A A =L L TT 7
T4 7T HE UENCA YA =L ENTT Y —R 1844 4 A—T T30 HIEO X A ~—N0
BItA S ETN, VU —R 1845 TIEBHM SN E A,

30 HFD ¥ A <= —0 N BHIIE, A VA M—NFELOENA A=V EF|EET 77 4 7T
EFET, 30HBOX A ~—DUNDHNIT A ARNFHEETHE, XA4A~—FV vy h&anE
7,

PR DWW CIE,  [Cisco Catalyst SD-WAN Command Referencel] 714 RESM L T Z&E0,
* request softwaresecure-boot set : 30 H 7= N2, it A A= N3 ITHIBR SV E T,
- request softwaresecure-boot status : 1 A b — /L ZNTWDHHNA A=V ERR L ET*,

* request software secure-boot list : f > A b —LENTNETXTOHWNA A—T* DY A
Mt LET,

NS A= =1 U —2 1845, 1922, BLU20.1.1 LVRTDOA A—

N—FI17EVIRIITDORE .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp1411727774

N—F9z7EVT Y 7ORE |
B oroz77075—Forz+T555 02

\)

(F)  Cisco SD-WAN Manager DX v > 7 L— RiZH¥HR— b I T EH A, Cisco SD-WAN Manager
k7 w77 L—RTLHHNI, VMOATF v 7 v ay baEfER LT ZE, LIATO CiscoSD-WAN
Manager U U —R|Zu— /LNy 7§ 521F, AF v 7 ay MIERLET,

V7 NI =T T v 77— RIZET2BMEREEEFEIZOVTE, VI —X/— 2R
LTL7Z&EW,

VILDTT7T7YTIL—RDRARNTZI9T 4R
 CLI TiZ72< Cisco SD-WAN Manager 725, Y7 by =7 %7 v 77 L—RLET,

« U<E— b Cisco SD-WAN Manager DY 7 h U =7 A A=V %7 v 77 L— KT 5551%,
F—=N—=VL ARy NU—=INTTIZHEEH L TWLIRERDD £7°,

e F—N—L A Xy NT—=THNDTRXTDOT A R%T v 77 L— RT 5551, ROIAF
TT v 7T b= REFTTLHUERHY £7,

1. Cisco SD-WAN Manager { > AX LV A% T v 77 L—RLET,
2. Cisco SD-WAN Validator 27 v 77 L — KL £,
3. D CiscoSD-WAN 22 ha—F 27 v 77 L—RKLET,

4., T F T L —RENT- Cisco SD-WAN =2 hu—F 207 L6 1 H (24 ) &)
E&H, CiscovEdge T/34 A &4 —N—L A Xy U= NEELTHRHEBYIC
EEL WA & 2R LET,

5. %V ®CiscoSD-WAN 22> ke —F 27 v 77/ L—FRFLET,

6. 10% D vEdge V—% %7 v 77 L —RLET, vVFL—FH A DOGE, 14 D
LN ODONV—FDRET v T T —FRTHILEBEIDLET,

7. Ty 7V L— RIS vEdge V— & &7 L b 1 H (24 KEfH) EfES . Cisco
Catalyst SD-WAN 7 /3A A & A — =LA Xy MU — 7 8L E L CTHIFRE L3 0 1B E
LTWAZ 2R LET,

8. VD VEdge V— X & T v L—RLET,

() Cisco Catalyst SD-WAN fillffl 2 > 7R —% > h U U —220.13.1 AP,
Cisco vEdge 7" /3A A DA, Datagram Transport Layer Security
(DTLS) Ot v a v L— ML, 7 v 727 L— FHd 74000
ppsiZ¥EIML., 7y 7L —ROZETHRIZTOEIZ 2y FEh
S

. N—FKxzF7EYIT I TDHRE


https://www.cisco.com/c/en/us/support/routers/sd-wan/products-release-notes-list.html

I N—FHzF7EYT RO TDHRE
Cisco Catalyst SDWAN 1 50V 7 k9 74 *—SomiE [

cHLWY T h =T A A=V WRFTP YV ——1ZH 2BE1%L. FTP YV — —N[EE7 7 A )L
R CTE A L 2R LT EE W,

LWV 7 DT A A= Cisco SD-WAN Manager DA A— UVRY bV IZHDHE
I%. Cisco SD-WAN Manager /3 ECiE S 41TV D WAN IZRIFE Y 7 A VRS 43 72 % v X
CTANDDL T EEMERL TSN,

s JN—T DY T NI =TT v L— RALERIZ Cisco SD-WAN Manager # 5 % Z &3 T
X EH A, Cisco SD-WAN Manager — N—ZH{KTT v 77 L— N L THEST H4E
N ET,

cIN—T VTN T Ty L— FEETIX, JK 40 D Cisco vEdge 7 /31 A F 721
Cisco 10S XE Catalyst SD-WAN 7 /3A X %7 v 727 L— KL, # K 100 ® Cisco vEdge 7
XA A F 721 Cisco 10S XE Catalyst SD-WAN 7 /3o A & [RRHCHEE £ /213777 47
BT 22 EMTEET LA A= N —h L THAMERES) . ZhbOR Rk
I%. Cisco SD-WAN Manager 737 A R/VIRKEETH Y | 7 v 77 L— FEB L OFEBERIED
HINFATIITND Z & &L L TWEJ, Cisco SD-WAN Manager CHLODE BL X 2 7
MEIFECHAET D &, EHATRERE v > a OB LET,

VT RT2TARA=TET IHNV DI T " 2T A A—=VICRET DHAIE. &OIZE
NET I T 4TI LThDL, TTFHNLVEDAL A= LET,

Cisco Catalyst SD-WAN 5DV 7 k74 A—TDEEF

F—=NR—=VL A Xy NI =T DT NA ATIITENTNWDLY 7 N =T %27 v 77 L— RT 51T
X, ®MIC Cisco Catalyst SD-WAN Web 1 FBH LWV 7 b =T N r—V 2 BET 5
WENRHY ET, Ny r—TUFRET 5L, http://www.cisco.com/go/support (27 7 E A L,
Cisco Catalyst SD-WAN Support {IZ2 74 LT, HILWI U —ZADY 7 Ny =T RNy —T%
Fyrua—RLEY, YT MV =2TAA=VERy FT—=7HADOFTPH—"—ZF 7 rm— R
L. Cisco SD-WAN Manager 705 VE— hFRA N EOT v 77 L— Ry r—T%EETH
b TEET,

V72T OHA A = DRE. VU =R 161UED Y 7 b T =T Ry =P AEIR
DAY £9, xxx 1L Cisco Catalyst SD-WAN V7 b7 =7 U U —2 RX—Tg v &aFL
F9, KNv I —UN2iE, KA~ > L Cisco Catalyst SD-WAN V7 b7 = 7R E N TV E
D

« vEdge Cloud /v — %
* viptela-x.x.x-edge-genericx86-64.ova (ESXi /A 73— 34 HH])

» viptela-edge-genericx86-64.qcow2 (KVM /A 73— /31 HH])

* Cisco SD-WAN Validator
» viptela-edge-genericx86-64.ova (ESXi /~A /3—/NA ¥ H)

« viptela-edge-genericx86-64.qcow2 (KVM /™A 7 3—/31 4 )

N—KRJxzF7EYT RO TDRE .


http://www.cisco.com/go/support

N—FHz7EVT Y z7ORE |
B vaoru~osLuyI oz 70 4 —Snem

e Cisco Catalyst SD-WAN == > fu— 3
* viptela-smart-genericx86-64.ova (ESXi /A /X—/ 31 )

» viptela-smart-genericx86-64.qcow2 (KVM /~A /3—/31 )

* Cisco SD-WAN Manager
* viptela-vmanage-genericx86-64.ova (ESXi /~A 73— 31 H)

» viptela-vmanage-genericx86-64.qcow2 (KVM /A 73— 31 )

VY —=2161 LEDY 7 b0 =7 T o7 7 L— RNy =23 ROBRITR Y £F, xxx
ZV Y —2ANR—=Va U ERLET, LT mips6d I L UNx86 64 1%, Rl b F v 77 —F%7
7 FxvawRK LET,

e vEdge /L — & /n— R =7 : viptela-x.x.x-mips64.tar.gz

» Cisco SD-WAN Validator, vEdge Cloud /L —% . 3 J U Cisco Catalyst SD-WAN =2 > k12—
7 : viptela-x.x.x-x86_64.tar.gz

* Cisco SD-WAN Manager : vmanage-x.X.X-x86_64.tar.gz

VU= 154 URIOYE, Y7 80 =7 7y 77— Ry =V, JEEF) tarbz2 O
77 AMZHY £F, vEdge 100 /L—F DIGAX targz T, Ny r— 4 OBRITKRO LB
DCF, xxx XU U—AN—Va &R LET, LT mipsed 35 L0V x86 64 1%, Ml D
FoTT =T 7 FxE2RLET,

s vEdge /L' — % : viptela-x.x.x-mips64.tar.bz2

* Cisco SD-WAN Validator 33 & O* Cisco Catalyst SD-WAN == > h 12—
viptela-x.x.x-x86_64.tar.bz2

* Cisco SD-WAN Manager : vmanage-x.x.x-x86_64.tar.bz2

VRO MIADFLWY I b 74 A—2DEM

CiscoCatalystSD-WANWeb 1 b BB LW 7 vy =Ty r—Thk Xy ua—RLTzb,

Cisco SD-WAN Manager V R bV IZ7 vy 77— RKLET, Y7 bV =T A A—T% FTP % —

N X — RKL7EAIE, CiscoSD-WANManager 2°5H U E— FARA M EDOT v 77 1L—

KRR r—V%BELET,

1. [Cisco SD-WAN Manager] A == —7>5, [Maintenance] > [Software Repository] D JIHIZ iR
L/iﬁ—o

2.
3. [AddNew Software] 27 Vv 7 L, Y7 b =T A A=V %F 7 a— NT L8507 4 3R
LET, GBIk EBY TT,
« Cisco SD-WAN Manager : = — 7 /L Cisco SD-WAN Manager |ZIRTFT DA A — T & %R
T 2556

. N—FKxzF7EYIT I TDHRE
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vtz i—on7vToL—k ||

* Remote Server (F%E) : VE—h 7 7 A NP —N—ZHRTFEINTND A A —T &R
T 5545,

+ Remote Server — Cisco SD-WAN Manager : U “&— b Cisco SD-WAN Manager (Zf&7F 4
TWbHA A=V EBEINT 2856, 20T, VY —RX 172U THEHATEET,
4. Cisco SD-WAN Manager % #4R9" % & | [Upload Software to Cisco SD-WAN Manager] % 1 7
0 7Ry 7 ANEE £,

1. [Browse] %7 Uy 27 LTV 7 "N =7 A A—T%IEINT H7)>, vEdge /L— %, Cisco
SD-WAN =1 ha—7, F721% Cisco SD-WAN Manager DA A —% KT v 77 U K
Fey 7 LET,

2. [Upload] #7 U v 2 LC, A A— % Cisco SD-WAN Manager V 7"~ b UV IZiBIIL £
—éqo
5. [Remote Server] Z &R §" % & | [Location of Software on Remote Server] # A 7 & 77K v 7 A
DHEET,
1. V7 MUz TARA—TON=Ta rF5E ATLET,
2. A A—VBEET D FTP £/ X HTTP #—3—D URL Z A/ LE T,
3. [OK]227 Uy 7 LT, VE—FKRAMEDY T U =2TA A=V EEBELET,
6. [Remote Server — Cisco SD-WAN Manager] %3R3 % & | [Upload Software to Cisco SD-WAN
Manager] %A 7 R 7Ry 7 ARAX ET,
1. Cisco SD-WAN Manager —/X—DHR A a2 A LET,

2. [Browse] #7 Vv 7 LTV 7 hT =T A A=V %EINT 5D, vEdge L'— %, Cisco
SD-WAN =2 ha—3, F721% Cisco SD-WAN Manager DY 7 b7 =7 A A— % K
Ty ITT U RRry T LET,

3. [Upload] #7 Y v 7 LT, A A—% Cisco SD-WAN Manager V 7" b U \ZiBANL £
ﬁ‘o

BMENTY 7 hooT A A— /iClSCOSDWANManager)T/]\)T T EFRRE
N, TRALRZA VA=A TEBEITRVFET, T—T NI, A A—TDLAFIE XA
7. HE A, BXOURL NFERENET,

VA MIBMENTZY 7 b =T =g UEEIBRT I, BOY 7 =T =T g
T[.]%27 YV w7 L, [Delete] %R L FJ,

JIRDITTFTAA—DT7vTHL—FK

V7 N7 A A— M Cisco SD-WAN Manager 1 A — U KR b VITHFEL TV DA
NWNARZI T N2 T A A=V %T v 77— RNT&EET,

N—KRJxzF7EYT RO TDRE .
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1. Cisco SD-WAN Manager D A = = —7> 5 [Maintenance] > [Software Upgrade] DI IZ 341 L £
ﬁ—o

2. T2 IRy I RA%EI7 VI LT, Y7 V2T ARA—ThT v 77 L—R35 120 E
DT NA 25BN ET, 73 A& BT HITIE. [Device Groups] R 7' X7 L 0fk
RNy 7 AR LET,

3. [Upgrade] %7 V v 7 3% & [Software Upgrade] ¥ A 7 1 77K v 7 AN E £,

4. [Version] Ry FZ 7 nt AV AR=NTEI T RT 2T A A=V DNRN—V g 258
RLUE 9, Cisco SD-WAN Manager & U E— F— =777 1 TSI E T,

5. Y7 R xT A A= Cisco SD-WAN Manager £ 7213 Y &— b —/3— | Cff f Al AED>
EOmaiEIRL £,

6. A7 v 75 TUE— M= "—%8R L75AEIL, Cisco Catalyst SD-WAN =2 k12—
7 /Cisco SD-WAN Manager 35 & OV vEdge (ZH )72 VPN 23R L, A7 » 7 8ITH#EARAFE T,

7. A7 75T Cisco SD-WAN Manager #1241 L 7235513, [Activate and Reboot] F = v 7 78
JAZFANILT, HILWY T "Ny T A A—=VEBEBNICT 77 4 7L, T3 A%
FEEI X £9, ([ActivateandReboot] = v 7R v 7 A& A NI L72WEETH, Hil
WY T R =T A A=VFA A=A SNETH, TS ATEBEFDOY 7 by =7 A
A—UNBERMEFEHINDZLITHERLTLIESY, HL{A VA=A EINEY T b
VT ARA=T%T 7T 47T 21203, UTFO THLWY 7 b =T A A=V DT 7
T4 bl BRLTZEW) |

8. [Upgrade]lx 2 Vv 27 LET, PRI LAN—IIY T NI =TT v L—RDRATF—H X
DRSIVET,

T T L — RN 60 mLURNICIEFICET LRWEGA, XA L7 7 MIRD T,

Cisco SD-WAN Manager ~D #4553 15 ANIZHESL X AL72 o> 72354 . Cisco SD-WAN Manager
IT A AZLRNCEITEN TV Y 7 h Y =T A A—VICHBIMICRE LE T,

HFHLWIRDZT7AA—=DT79 T4 71

V7N 2TAA—=TDOT v 7 v— RIFIZ [Activate and Reboot] = v 7 R v 7 A% A4 02T
L34, [Upgradel 227 Vw7325 L, HiLWY 7 N =T RNHEWIICT 77 4 712720, T
NA ADRHEE) L ET

VE— I —NR=nBYT7 NI =2T A A=V %T v7u— NLIEE, 720X Cisco SD-WAN
Manager NHD Y 7 N7 =T A A—V DT w7 v — RFFIZ [Activate and Reboot] = v 7 7R v 7
RE X AT LRI ST E, HLOA A—DET NS, R VA R—LERETR, T30 A
FEIEREHFDOY 7 b =T AA—VEMALET, LW T MU= T A RXA=VET Y
T4 7T 2IUE. ROFINEEFITLET,

1. Cisco SD-WAN Manager ® A = = — 7> 5 [Maintenance] > [Softwar e Upgrade] D JIEIZ &R L F
—g—O

. N—FIIT7EVITFIITORE
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2. Fxv IRy I A&V 7 LT, BiILWI T I =T ARA—DERT 7T 472519
DEDTNA ZAZRINLET, 735 ZA%/MET DI, [Device Groups] K v 7 X7
ROMBAR Y 7 AR LET,

3. [Activate] 27 VUV v 7 LTHLWY 7 N =T 277747 LET, 777477 et
2L, TAALZAREEIR SN, LA VA=A ENEZY T NI =TT v T
L— R3S,

7734 A & Cisco SD-WAN Manager O HfilfH425c3 15 43 APNICHESL S 72> 72856, Cisco
SD-WAN Manager | £7 /N A A Z LLRNCFEI TSN TV Y 7 U =7 A A—VICHBIIZRE L E
-éAO

YOIz 7 7T L—K 79 T4 ET4 OTDXRT
ETNRAAD) T NI 2T T T T —ROATF—X AL BETAT VT T 00l %
FRT DHITIE, ROPIEEFITLET,

1
2.

~ ~» O » >
CUMALDY I DT TAA—DDT7vITITL—F
THRAALTY 7 N 2T A A=V EERET v 77— T O0ERDLLIGE, £2i3% > b
7 — 2% T Cisco SD-WAN Manager ZffifHH L CWeWIGEIE, Y7 NI =T A A—VET v 77
L= RT 2700, A YA RN—ATBEAZEDETH, CLINDDLY 7 kT =T 4 A—V%
AV A=V TEET,
CLINDDY 7 hU =T A A—=V% T v 77 L—RT5100F, ROFIREFETLET,
1. V7R UzTOT7 77— NP L7 2 & 2R 5720 OflIRFH 2 5% E L £ 7,
R OHEIPHIZ 1 ~ 60 73 TJ
Device# system upgrade-confirmminutes
2. V7 =T EA A=V LET,

vEdge# request software install url
/viptela- release -mipsé64.tar.bz2 [reboot] [vpn vpn-id]

vSmart# request software install url/viptela- release
-x86 _64.tar.bz2 [reboot] [vpn vpn-id]

WONTNDDTETA A—VOBFTEEE LT,
e A A= T AR — NP —— FITHHEE

/directory-path/
CLIOA— a7 —  MEEZFEHLT, RRL T 7 A NLEBREIEDZENT
% \i ﬁ—o

o f A—=UT 7 A LW FTP r—— EIZH L5

N—KRJxzF7EYT RO TDRE .
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ftp://hostname/
« A A=V T 7 A VN HTTP h—"— LIZH H5H -
http://hostname/
« f A= T 7 AV TETP —3— LIZH D4
tftp://hostname/

IR LT, = N—NEE STV D VPN OB F2 5 E L E 7,
[reboot] &7 a L, HILWY T MU =T A A=V %7774 7L T, A VA R—/b
DIETRIZT A AZFEE L £,

3. AT w72 Tlreboot] 7> a L #E0RNoTHAIL. FILWI 7 R 2T A A—T%
TI7T47ICLT, TS A HEH LET,
Viptela# request software activate

A4 T T 7 b— FHERBDOTDORRE LIZHIREFRINIC Y 7 s T =77 v 77 L — RBERI L
Tl &R LET,
Viptela# request software upgrade-confirm

ZORIREEFRNICZDa~w 2 RERITLARWE, T2 AFHBMIZLEIOY 7 vy =T
A A=VITRED £,

TRV I I T7A A=

Cisco vEdge 7 /3 RZEHED Y 7 " 2T A A=V %X 7 u— RRLUTRIFTEET,
BAEA YA R—=LENTWELY 7 b =T NN—Va i —EFR R, BUEFETENRTWDL Y 7
N 2T A A=V EMERT DT, kOoa~vy ReEFEHALET,

Viptela# show software
VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

15.4.3 true false false user 2016-02-04T03:45:13-00:00
15.4.2 false true true user 2015-12-06T14:01:12-00:00

VI NI 2T ERHREDONN— g Ty L — R A1, koa~vy REFEHALET,

Viptela# request software activate

CiscovEdge 7 /N1 ADHWY T R DT F7A A—O~ADEFHU T L—FK

CLI Z{# L T Cisco vEdge 7 /3 A ZLRIDO Y 7 b 2T A A—JIZH T T L— RT3
X, ROFIEEZFEITLET,

L UEISLT. BHEOY T 2T A A—UHERLT. HLLYT k=T 4 A%
n— Ry 570 0fEE HELET,

vEdge# request software remove previous-installed-build

2. XU —FRHOY 7 2T A A=A e— RLET,

. N—FKxzF7EYIT I TDHRE
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3. Aura—RULEAA—VEA VAL LET,
vEdge# request software install desired-build
AVAR—NTHHNIA A=V ERB—HNLVARL—VIZa =T 52 L2BEIOLET
B, WONTNDLDFETA A=V OGHEfRETCEET,

A A= T FANAN O =Y —R— EICHDHEE

/directory-path/

CLIOA— b2 7 — MERBZHERA LT, "RALT7 7 A NAEERIEDL I ENT
TET,

s A A=V T 7 A IVNFTP —"—EIZh DA -

ftp://hostname/

« A A=V T 7 A LI HTTP —3"— LIZH DA -

http://hostname/

A A—=T 7 A VIS TFTP Y —— EIZH DA -

tftp://hostname/

4, AV APM=NLTEA A=V ET 73V MELTHRELET,

vEdge# request software set-default desired-build

5. Uty bEEFLET. TRICKD. FAL AR Ly bR BEORRAEIR SN E
o TAA AT ER T AR TEE L ET,

vEdge# request software reset

Cisco Catalyst SD-WAN Manager 7k X b L TS {RiE~
DUTDAE)EELUVWPU Y)Y —RDT7 v T L—FK

WD TFNEAEFEIT LT, CiscoSD-WAN Manager % 7~ A b T 5~ > (VM) LD AEY &K
U EgE®E (vVCPU) DY Y —RA%& 7 v 7 7L —RLET,

)

GE) ATV FEZIIVvCPUDHEMOLNHFRENET, ATV EHIEIVCPUET v 77 L— KL%
WA T —RTHZLIEETEERA,

1. =~ K show system status % f#i il L T, Cisco SD-WAN Manager D EL{E DX E & il L £
T

vManage#show system status
Viptela (tm) vmanage Operating System Software

Copyright (c) 2013-2021 by Viptela, Inc.
Controller Compatibility:

N—KRJxzF7EYT RO TDRE .



N—FHz7EVT Y z7ORE |

. Cisco Catalyst SD-WAN Manager Z7/8 X k LTWAREI I VTDAEYEEIUVWPU Y Y—XDT v TH5L—F

Version: 20.7.0-185
Build: 185

System logging to host

is disabled

System logging to disk is enabled

System state:
System FIPS state:
Testbed mode:
Engineering Signed:

Last reboot:
CPU-reported reboot:
Boot loader version:
System uptime:
Current time:

Load average:
Processes:

CPU allocation:
CPU states:
Memory usage:

Disk usage:

vManage storage usage:

Personality:

Model name:

Services:

vManaged:

Commit pending:
Configuration template:
Chassis serial number:

GREEN. All daemons up
Enabled

Enabled

True

Initiated by user.

Not Applicable

Not applicable

1 days 02 hrs 44 min 52 sec
Sat Oct 23 22:12:10 UTC 2021

1 minute: 14.58, 5 minutes: 12.31, 15 minutes: 10.73
5775 total

32 total

31.58% user, 4.36% system, 64.06% idle

65741448K total,
4606444K buffers,

38096172K used,
22548508K cache

490324K free

Use % Mounted on
24% /
Mounted on
41% /opt/data

Size Used Avail
15230M 3496M 10898M
Size Used Avail Use%
502942M 206906M 270435M

Filesystem
/dev/root
Filesystem
/dev/sdb

vmanage
vmanage
None
false
false
None
None

2. AERVET v 77— RTBHI201%, T ZAOERZE D £,

3. RAT AT TT7 "N TH—2DHARTA L FEH LT, VMO CPU EAEV&ET v
TV —FRLEY, kOT v 7L —RETH 2N TEET,

TyvITL—F

32

64G E£721% 128
G

Jy—2=A [/E
vCPU 16
AEY 32G
AE Y 64 G

128 G

TR ZADEREEZ A, AEY & CPU ZHERLE T,

vManagel# show system status

Viptela (tm) vmanage Operating System Software
Copyright (c) 2013-2021 by Viptela, Inc.
Controller Compatibility:

Version: 20.7.0-139

. N—FIIT7EVITFIITORE



I N—FDIF7EVITILDITDHRE
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Build: 139

System logging to host 1s disabled
System logging to disk is enabled

System state:
System FIPS state:
Testbed mode:
Engineering Signed:

Last reboot:
CPU-reported reboot:
Boot loader version:
System uptime:
Current time:

Load average:
Processes:

CPU allocation:
CPU states:
Memory usage:

Disk usage:

vManage storage usage:

Personality:

Model name:

Services:

vManaged:

Commit pending:
Configuration template:
Chassis serial number:

T4 R YA XDHLER

/dev/sdb

GREEN. All daemons up
Enabled

Enabled

True

Initiated by user - activate 20.7.0-139.
Not Applicable

Not applicable

16 days 17 hrs 43 min 28 sec

Sat Oct 23 22:22:16 UTC 2021

1 minute: 15.86, 5 minutes: 13.02, 15 minutes: 11.45
6067 total

32 total

32.13% user, 4.34% system, 63.53% idle

131703148K total,
7022488K buffers,

88221488K used,
17173536K cache

19285636K free

Used Avail
15998M 10702M 4461M 71% /
Size Used Avail Use% Mounted on

10402115M 702212M 9175615M 6%

Filesystem Size Use % Mounted on
/dev/root

Filesystem

vmanage
vmanage
None
false
false
None
None

Cisco SD-WAN Manager D7 A A 7 YA Rz 2%, ROFNEEZEITLET,

1. 77 AZNDOTTOD Cisco SD-WAN Manager { > A X A TT A ZADEREA 712 L

gi—g—o

request nms all stop

/opt/data

Cisco SD-WAN Manager VM DEJREZ A4 712 L7,

Cisco SD-WAN Manager VM % 78 A b L CWD A N— A F 2T A5l LT2 Y — /L&
HALT, 7= T4 A7 =T 4var L SN B XV NN—=FT 4 a D

2.
3.
PA XEEPLET,
4. Cisco SD-WAN Manager VM % @) L £,
5 TAZAOEREYY F7,
request nms all stop
6.

WDa~< REFHLT, BrLng 4 A7 3 A X&HT % X 512 Cisco SD-WAN Manager
EHRELET,

N—KRJxzF7EYT RO TDRE .
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B cisco 108 XE Catalyst SD-WAN /34 2 DY T kYT AVFFUR Ty TTL—K

request nms application-server resize-data-partition
N=TF 4 v arOP A REERET T HIE. ZDORMMAPNY 7,

7. WD vshell 2~ REEH LT, /opt/data 7 4 A7 DY A APEHEINTZZ & AMERLE
D

vshell
df -hk | grep data
8 TNAAAEHETHLET,

7 FABDT v 7T L— K7 at ZOFEMIC OV T,
Creation and Troubleshooting guidel] Z &M L T 72 &0,

[ Cisco Catalyst SD-WAN Manager Cluster

—

Cisco 10S XE Catalyst SD-WAN 7 /N4 X DYV T b T *
DTFURTYITIL—F

® 8 HRREDEE

HRER 1)) — X ER FtEA
Y7 hv =7 A |CiscolOS XE Z OREHEIZ L Y | Cisco I0S XE Catalyst SD-WAN 7 /XA
vo5Fr 2 7w |CatalystSD-WAN | 2 1= ¢ o 2 N La[REAR Y 7 R =T AL FF L R

= O H—

Cisco vManage Y
U —2209.1

W72 E9, SMU Ry =212k, VU —RFEHRD
Cisco IOS XE A A =V y FEERLEXF 2T 4 D
fERR Rt SN E T, TRNm y =L, KDY U —
ATEIENSFIHRREIC /5 02 /H -7, #wiEaSn
FIEDBETEEZ T A0y —V 2 L RTE E
R

Cisco ISR1100 13
JOVISR1100X >
J—X )L—HD
SMU # AR — b

Cisco IOS XE
Catalyst SD-WAN

UJlJ—=x17.11.1a

Cisco vManage U
U —220.11.1

Cisco ISR 1100 3 LTV ISR 1100X ¥ U — X H— B XA
BN —2 5 R—bsBEmshE L,

JYIRIIT AVTFIORTYITFTL—FIZDOLT

VT 2T AVTFUAT 77 L—FK (SMU) X, VI —RENZY 7 b =T DEK

IRANTIEHTHDHRA L N7 4 7 ATHY | ARG,

JL—2 ORI R/NRICE 2 HivE

T SMUIE, AT F U AV Y —REEXZ D LTRSS TOERA,

. N—FKxzF7EYIT I TDHRE
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| "—F9z7EvIrYzT7ORE
YIkmz7 AvrFrR Ty IIL—RionT )

YA alL, SMU OIEIE%E /X -7 — 7 7 A4 )L (Cisco Catalyst SD-WAN O VU J — A L& =2
=R bDT7AN) ELTRELET, Ny Fr—22F Ny r—YVONEEFLRT 5 A
2T—H . BIOREFAOMEOEENGENTVET,

SMUA A= D740

V72T VR RIDESMU A A—T 7 7 A4 NVEITIE, RS A—U =D g v LEE
WRE T KM ID BDEENTNET, A A—VHDONE :

* base_image version X, Cisco [OS XE A A—T D/ — 5 L TT,

e defect id (%, SMU /X 7 —VIEIED & 5 KO T,

SMU %2147

SMU % A 7%, Cisco I0S XE Catalyst SD-WAN 7 /3A Z (24 > A b—/L &7 SMU /% 4 —
VORELRLET, SMU XY T —TDZATIIRO LB TT,

ARy FSMU (Vu—FR7Z2L) :SMUA A—YDT 7T 4 7{btkIZ, CiscolOS XE Catalyst
SD-WAN 7 /34 X ZH{EsH) (Y r—F) £ FIZSMU Ry 75—V 20 LET,

e a—)LRSMU (Yr—FKHY) : CiscolOS XE Catalyst SD-WAN 7 /34 A OFEHE) (U
12— R) ZIZSMU Ry 7 —C2HICLET,

VYINIIT AUTHF VR Ty TIL—REFERT HFIR

o 2w MU — 7 OFEICREIZKSTE . T & MOMKEARRR & & b EIET& £, Cisco
I0S XE Catalyst SD-WAN T /3A 2 TI& SMU A A — D HHMENNERRNCHBEES 5 7=
O, HMED 2\ SMU Ry 7 —V1F A VA =L TEEH A,

¢ TRA ANZ—EIZ 1 DO SMU Ny 7 —Y DI A VA N—)VETIXT 77 4 7L LT,
PR ET o AR TEET,

» Cisco SD-WAN Manager #fEH L CTA v A h—/L3 % & X2, [AIRFICHEELD Cisco 10S XE
Catalyst SD-WAN 7 /34 A [T SMU Ny 7r—V % A A R—/LT&ET, CLIZHEHLT
BEDOT A ZZSMUNR Y F =V %A VA M= T 5123, BEOT A A TS U A b—
N7at AR LET,

N—KRJxzF7EYT RO TDRE .
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B oroz7 1055027970 —FodR—rEhB TR0

I DIT AT FURTYITTL—RKRTHR—bESNBT/NA
4

)1)—2R YR—bFENDET/NARAE

Cisco IOS XE Catalyst SD-WAN e Cisco ISR 1000 >V — X H#— B REA/ )L — X
U —2179.1a LI ‘

* Cisco IR1101 MifBREEM:RE Y — B A AN — H
« Cisco ISR 4000 2 U — X H— b AL — &

* CiscoASR 1000 ' U —X 7 7' U =g o —E R L—
7

» Cisco Catalyst 8500 >V —X = P77 v M7 3 — A
* Cisco Catalyst 8500L ~' U — R T v ¥ 7T v N7 4—2A

» Cisco Catalyst 8000v > U —RX = v 7T v 7 4 — L4

Cisco I0S XE Catalyst SD-WAN | Cisco ISR 1100 3 L TV ISR 1100X 3 U — X H— b 2 AL —
U U —=Z 17.11.1a A& 4

VIRDITT AUTFURTYTITL—KRAA-—DEE

SMU A A=Y DB, 7y 77 L—R&T 7T 471, £7213ET 7 7 4 71 L BRI,
Cisco SD-WAN Manager % i L £,

\)

GE)  SMUARA—TET 7T 4 TETITHET 77 4 7T DL, SMUA A—VIZ Ko TET A
ANRFHEBT L5617 HD 7, FFVr— K SMU Z A FTIET A ZAOFEENT N T—&
N Ur—FSMU Z A FTET A ADOFEEN P H—ShE,

SMU £ A—CMiEM, RR. BLUVTI T4 71t
1. Cisco SD-WAN Manager ¥ 7 b7 =7 UARY MU ZHEH L TSMU A A—T%BMLET,

[Cisco Catalyst SD-WAN Monitor and Maintain Configuration Guidel ¢ Cisco SD-WAN Manager
[ Add Software Images to Repository] FEZ S L T 7ZE0,

2. Cisco SD-WANManager ¥ 7 h 7 =7 VR MY ZFEH L TSMU A A —VE2HRRLET,

[Cisco Catalyst SD-WAN Monitor and Maintain Configuration Guide)] @ Cisco SD-WAN Manager
[View Software Images| FIHZZL T &, SMU A A —T & HRRTHE X, K
DRITEE LTI ZS N,

* [Available SMU Versions] 121X, BAEDIEARA A —/3— = > (Cisco 10S XE A
A==V g ) THATES SMU A A—VOHNRERINET,

. N—FKxzF7EYIT I TDHRE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/maintain.html#Cisco_Task.dita_22440ca5-79e7-4a49-91e1-712e692b70ab
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/maintain.html#Cisco_Concept.dita_22c95f53-1dec-4ca4-aa34-06f543ccee42

| "—FY9z7EV Iy zT7OHRE
CUEBALEY I bYz7 AvFFUR 7y IoL—F A 2—vogE [

* [Available SMU Versions] S| CHHDO = F Y %27 U v 7 LT, O SMU A A—IZ
BIEEAT T LTV B RKfEE KR LE T, [Available SMU Versions] 4 7 & 7R v 7 A
T, KKGID, %325 SMU ARX—TYay, BIOSMU ¥4 7 FEVue—RELIXY
n— K7 L) R TEET,

* [Available SMU Versions] % 1A 7 2 778 v 7 AT, SMU/X— 3 » ORRIZH HHIBRT A
arvuE7 Uy 7 LT, FOSMUNRN—Y g CEHIBRELET,

3. [Cisco SD-WAN Manager Software Upgrade] V 4 > U ZMiH LT, T/351 2D SMU A A —
CET T T L—RKLET,

[Cisco Catalyst SD-WAN Monitor and Maintain Configuration Guidel @ Cisco SD-WAN Manager
[Upgrade the Software Image on a Device] FIHEAZSML T 7Z3W, 7 v 77 L — Fkt4
ELTEIRT S SMU A A—VI2OW0 T, ROAICEE LTS,

o TNA AT —T LD [Available SMUs] #1Z1%, BIEDIEA A A=V~ g T
AHE7E SMU A A — YV OEMNERSNET,

s [Available SMUs] 5D FiZdH B HO= > vV &7 U 7 LT, FIHREEZRTXTO

SMUN—=Y a3 U ETNAADT v T T L—RA A=V DY A NEFRRLET, [Available
SMUs| XA T7aZ Ry 7 AT, SMUX—V g SMUXA 7| BLOSMUNR—T =
CORBEEER TEET,

SMU /3—< 3 > OFEUL base_image version.cdet id T9,

* [Upgrade] A 70 7R v 7 AT, MEIZL LT [Activate and Reboot] % 4 12 LT,
SMU A *—Y %7 277 4 74k L. CiscolOS XE Catalyst SD-WAN /3 A 2 % H#H)IC
FRidE) L E 9,

[Activate and Reboot] = v 7 ;R v 7 A% 4|27 5 &, Cisco SD-WAN Manager (37
NAZZSMUA A—=T A A=V LTT 77T 47, SMU & A FIZHSNT
Vr— K% MU H—L%E7, [CiscoCatalyst SD-WAN Monitor and Maintain Configuration
Guide] @ Cisco SD-WAN Manager [Activate a Software Image| FNEZ B L T L X
AN

SMU A A=V DT v 77 b— RPRIT % &, Cisco I0S XE Catalyst SD-WAN 7 /3 2 [
RIET DA v =V EEFLET,

SMU 1 A —C DTV T« TILFT=IFHIBR

['Cisco Catalyst SD- WAN Monitor and Maintain Configuration Guidel] ¢ [Delete a Software Image |
FIEZET LT, SMUA A=V 2T 7T 4 7L, T/ RN A A=V EHIBRLET,

CUZFERALEY I DI T AT FUORTYTIL—F A A—=—CD
=18

WOCLLZEA LT, SMUA A=Y DA A =, T TVL—=K&ET 7T 071k, £7=
3T 7T 4 TAL EBIREITWE T,

N—KRJxzF7EYT RO TDRE .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/maintain.html#Cisco_Concept.dita_e8549172-4a20-469d-8d62-e4a2d3b19187
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/maintain.html#Cisco_Concept.dita_2ed30337-f94a-4069-8b97-181ce9b27050
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/maintain.html#Cisco_Concept.dita_b91636d8-da04-44df-a9d1-f94d73a4e873

N—FHz7EVT Y z7ORE |

B ocuzsmLrys o7 4075 0R 7y T L— R A A—COEE

\)

6=

SMUA A=Y NT 7T 4 7B X OET 7 T4 7hand &, Y m— LX) m— FSMU

S A TIHADNTT A, ZAOFEHN ) =S 25808H0 £¥, IV v—FSMU A

FTIET AL ZAOFEENI N H—ENEEAR., Va— K SMU %A FTIET /31 ADO

N T—ShET,

CUZFEALESMUA A—SDA VR M—ILET I T4 T4

1

T A NP —=NR=NETFTNRL ADT =TT 2l SMUA A=V T v Fu—RLE
7

copy AV RZEMEH LT, SMUA A=V %7 v 7 a— RLET, copy 2~v 2 ROFEMIC
DWW TCIE, [CiscolOSXE V7 h 72T DA VA M—)v] "EY T DARAT 72 %51
TLIEE,

SMUA A= DT 7T 4 AL LT2 2 & 2T 2 2 ORlIRIFM 2 30E L £ (F
TERRE SILTWRWIEE) |

HIEREFRE L 1 20705 60 3 IZRE TE £97, HIRIFRHIE 15 0L EICRET D 2 L 2 #ELE L
£,
Device# config-transaction

Device (config) # system
Device (config-system) # upgrade-confirm minutes

TNAADT = 7T vvahnbSMUARA—=VEA VA M=V L, T3 AL SMU/ Yy
T=UN=Ta OREMNET =y 7 R FITLET,
Device# request platform software sdwan smu install rfile-path

Cisco I0S XE Catalyst SD-WAN 7 /314 A TSMU A A—T %7 77 4 7L L ¥ 7,

Device# request platform software sdwan smu activate

build-number.smu-defect-id

PRE LR AHIRRIN T, SMUA A—YDT7 v 77 L— RERLET,

Device# request platform software sdwan smu upgrade-confirm

)

GE)

upgrade-confirm minutes =~ > K CHE L2 HlREFINIC T NA A TZ D a~ > REHIT

WEL TAALRAESMU A A—=TNT 77 4 TS LD ETOIRFEIC HEIRNICR Y £,

L7

CUZEFERLE=SMUA A—SDIET Y T4 TIEE K VHIRR

1

SMU A A=Y DIET 77 4 AR T U122 & 2R T B 7O DOFIREE 2% E L £+
(FFTREESNTWARVWES)

HIEREFHE L 1 23705 60 3 IZRE TE £97, HIBRIFRHIE 15 50 LLEICERET D Z L 2 #EE L
£,

. N—FKxzF7EYIT I TDHRE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html#Cisco_Concept.dita_e8227b49-018a-406f-806f-8c6585191318

| "—FYz7EVT Ry T7ORE

CUEBALEY I bYz7 AvFFUR 7y IoL—F A 2—vogE [

Device# config-transaction
Device (config) # system

Device (config-system) # upgrade-confirm minutes

2. Cisco I0S XE Catalyst SD-WAN 7 /NA A TSMU A A —V 2T 77 4 7L L £,

Devicet# request platform software sdwan smu deactivate

build-number.smu-defect-id

8 SMUAA—=VEHT T 4 7ETEL I L zfER LET,

Device# request platform software sdwan smu upgrade-confirm

N

(GE)  upgrade-confirm minutes =~ > K CHE L7 HlBRIFFHINICT SA A TZ D a~vy REFRIT LR
We L AA=TDIET 7T 4 TR L, T RALSMU A A—URIET 7T 4 T{REN

HATORREIZ HEIRIIZR Y £

4. Cisco I0S XE Catalyst SD-WAN 7 /31 A /n5 SMU A A —V &HIBRL £7,

Device# request platform software sdwan smu remove

build-number.smu-defect-id

WOBIL, SMU A A —VEEZ BT LD TE2a~ L REaRLTWET,
T TV —FREFzvr L, REEWRLET,

show sdwan running system

cHERAA ~—ZBMLTT v 77 L—NLET,

config-transaction
system
upgrade-confirm 15
commit

cFEfTavr R

* request platform software sdwan smu install
bootflash:c8000v-universalk9.2022-08-17_23.44_mcpre.24042.CSCvq24042.SSA.smu.bin

* request platform software sdwan smu activate 17.09.01a.0.247.CSCvqg24042

* request platform software sdwan

* request platform software sdwan

* request platform software sdwan

* request platform software sdwan

smu

smu

smu

smu

upgrade-confirm
deactivate 17.09.01a.0.247.CSCvq24042
upgrade-confirm

remove 17.09.01a.0.247.CSCvq24042

N—KRJxzF7EYT RO TDRE .
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B o977 40547027979 — R A—SORF—2 ROBEE

VIR DIT AT FURTYTIL—RLA A—DDRAT—RAD

®

Ak

Cisco SD-WAN Manager £ 721X CLIZfEH LT, SMU A A=Y DRAT —H 2L EHTEET,

Cisco SD-WAN Manager Z R L 1= SMU R T7—%2 X DEH

1. Cisco SD-WAN Manager ® A == —7>5, [Maintenance] > [Software Upgrade] DJIEIZ3ER
LEd,

2. HBY®D Cisco 10S XE Catalyst SD-WAN 7 /34 A [Z-DU T, [Available SMUs] ® FiZ& %
SMU A A= V7 (INARN=V7) 2270 v LET,

[Available SMUs] # A 7 12 7 7R > 7 AT, SMU A A —Y DIREBAEFER TE T,

BEDHARA A= 3—=T 2 (CiscolOSXEA A—U"—V ) THHATESSMUA A —
NI NEGE . SMU A A— U 7 X [Available SMUs] @ F Cffi { T& J°, Cisco SD-WAN
Manager (210 & FRSLET,

CLI 2R L1-SMU DR T—42 ADFER
IR

UFE, SMUA A=V %A A=, 777 47IZLTC, Ty 7L—F (=
v b)) ERER L% O show ingtall summary =2~ > RO BT,
Device# show install summary[ RO ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG c 17.09.01a.0.247
SMU I bootflash:c8000v-universalk9.2022-08-17_23.44 mcpre.24042.CSCvq24042.SSA.smu.bin

Auto abort timer: inactive

ZOHNEFE, SMUA A=V R T =TT va 774V VAT APHA A M—)b
SN, T T4 7{LENTWAEZ &R LTWET, [Autoaborttimer] OfEN S, SMU
AA—=TOa =y 7 O R ZBIFCE T, ZOMEE, a@hiks 1 ~—DOHR
DI, TAA AR — Ny 7T 5HFETOFKRY K EZR L TWET,

2 -

W OB, request platform softwar e sdwan smu deactivate =~ > K& L T SMU A
A—VHEIET 7T 4 T LItk O R LT ET,

Device# request platform software sdwan smu deactivate 17.09.0l1a.0.247.CSCvqg24042
smu_deactivate: START Mon Mar 5 21:54:06 PST 2021

smu_deactivate: Deactivating SMU

Executing pre scripts....

. N—FKxzF7EYIT I TDHRE
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YIRSIT AVFFUR Ty T L— KA i—SnxF—a 20k |

Executing pre scripts done.
--— Starting SMU Deactivate operation ---
Performing SMU DEACTIVATE on all members
[1] SMU_DEACTIVATE package(s) on switch 1
[1] Finished SMU_DEACTIVATE on switch 1
Checking status of SMU DEACTIVATE on [1]
SMU_DEACTIVATE: Passed on [1]
Finished SMU Deactivate operation
SUCCESS: smu_deactivate 17.09.01a.0.247.CsCvqg24042

ZOHITIE, SMUA A=V BT NNA AMBIET 7T 4 TILENTWBE Z ERREN
Tb\\i—g—o

LTI, SMU A A=V %FET 77 ¢ 7L L7 D show install summary =~ > RO
S,

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG C 17.09.01a.0.247
SMU D bootflash:

c8000v-universalk9.2022-08-17 23.44 mcpre.24042.CSCvg24042.SSA.smu.bin

Auto abort timer: active , time before rollback - 00:04:57

WO 6L, request platform software sdwan smu upgrade-confirm command % 5 /]
LTSMUA A=V %FIT 77T 4 7L TEDLZ EZMHERLIZZIZSMU A A —V%IET
774 7L B R L TWET,

Device# request platform software sdwan smu deactivate 17.09.01a.0.247.CSCvq24042

install deactivate: START Thu Aug 25 17:47:10 UTC 2022
install deactivate: Deactivating SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Deactivate operation ---
Performing SMU_ DEACTIVATE on Active/Standby
[1] SMU DEACTIVATE package(s) on RO
[1] Finished SMU DEACTIVATE on RO
Checking status of SMU DEACTIVATE on [RO]
SMU DEACTIVATE: Passed on [RO]
Finished SMU Deactivate operation

CSCvg24042:SUCCESS
SUCCESS: install deactivate /bootflash/c8kv_hot.bin Thu Aug 25 17:47:33 UTC 2022

PUFIE, SMU A A — Y ZHIBR(b L7=% ® show install summary =~ > KO H J341 ¢
ﬁ—o

Device# show install summary[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

N—KRJxzF7EYT RO TDRE .
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IMG c 17.09.01a.0.247

Auto abort timer: inactive

53

DLTFIZ, SMUA A=Y DAEFT—H (SMU ZA 7. SMUID, SMU [E-£ D 72 &) %
FR”9 5 show install package =~ > K6 D HAHI T4,

Device# show install package
bootflash:c8000v-universalk9.2022-08-17_23.44_mcpre.24042.CSCvq24042.SSA.smu.bin
Name: c8000v-universalk9.2022-08-17_ 23.44 mcpre.24042.CSCvg24042.SSA.smu.bin
Version: 17.09.01a.0.247.1660805065

Platform: C8000V

Package Type: SMU

Defect ID: CSCvqg24042

Package State: Inactive

Supersedes List: {}

SMU Fixes List: {}

SMU ID: 24042

SMU Type: non-reload

SMU Compatible with Version: 17.09.01a.0.247

SMUImpact:
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