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Hardware Information
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TPM Details:
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BIOS Version: 17.4(2r)
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) —XL—% @ Cisco I0S XE SD-WAN ~D 7T v 7 7 L—F (1~—) | 2L TL
23V, ZOFIATIE, FEITERSNTZERET 7 A VDR INTCUSBT7 7 v 2 R
A7 (BANZ) ERIOFMETHH LA —2T L7 U QFHID) HFETINED
DeFzy 7 LET, FILWBREY 74 V& BEIICERT A0V IC, ERERDOBE
Ty ANERRLUTHERLET,

Cisco ISR1100 & & UX ISR1100X < ') — X JL— %4 @ Cisco 10S
vEdge V2 b D7 ~DT7 v T L—F

Cisco ISR1100 35 & TV ISR1100X 2 U —A/L— % % CiscovEdge Y 7 bV =77 v /7 L—F
THITIE, AFIEEZFATLES,

AR S

AR S B

Cisco vManage Cisco vManage /N\—37 = > : Cisco vManage U U — % 20.4.1 LLF&,
N— g v

KGERD YT NBITIHERT LY 7 b 2T A A=V ERODV AL M bH T a—
7T A A=Y | FLET, https://software.cisco.com

A A—V% CiscovManage Y 7 b7 =7 UARY MV IZRFLET, (UK
¥ R VIZT 7 AF 5IZ1F Cisco vManage C, [Maintenance] > [Software
Repository]|DJIEIZ 7 Y » 7 LE )
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https://software.cisco.com/download/home/286320954

| CiscolISR1100 & £ UF ISR1100X & 1) — XY — ERBAEL—E DY T bz T7DA VR F—LET v FFTL— K
Cisco ISR1100 & & TX ISR1100X > ') —XJ)L—%A @ Cisco I0SvEdge V7 b = 7~DT7 v TS5 L—FK .

BTiR S B

(A7 vayv) (47> 3 ») BIOS $ &L WY Aikido Field Programmable Gate Array (FPGA)
BIOS B LT DAR=T g URLATEZ LTS Z L2l LET,

Aikido Field
[ ] . N &
Programmable Gate BIOS : 17.4 (2r) LK%

Array (FPGA) @ | . Ajkido FPGA : 07250006 LA
N—Tg v DRER

show rom-monitor ZfEfH L C BIOS X—Y 3 VAR R L E T,
1 -

Routerf#show rom-monitor RO

System Bootstrap, Version 17.4(2r), RELEASE SOFTWARE

Copyright (c) 1994-2020 by cisco Systems, Inc.

show hw-programmableall Z {4 L T Aikido FPGA /X—Y a3 VA FKR L E
TO
fA

Router#show hw-programmable all
Hw-programmable versions

Slot CPLD version FPGA version
RO 20011032 07250006

FO 20011032 N/A

0 20011032 N/A

TINA AT 7 |CiscovManage T, 7 v 77 L— KT BT NA AT NA AT T L— |k
L— kD53 WA SN TWDEEEIE, T M AT T L— el ET,
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Cisco ISR1100 &5 & T ISR1100X & 1) —XH—ERBHABL—F DY T FIIFDAL VR —LET Y TTL—F |

. Cisco ISR1100 & & TX ISR1100X > ') —X)L—A @ Cisco I0SvEdge V7 b = 7~DT7 v T L—FK

k

ESE A
4

e

7 A WE, Ty 77— FFRIBEZETTHILT, HILWY 7 b =T ORE
77 ANAPHBRIIERENE T, ZORET 7 AV, BEHFEOBREY 7
A NWVINSIRDIERE IR T SA AR EERFFLET,

« VAT AP

« WEWAN A X —T = A A4,
* Cisco vBond IP

A 1D

o A4

s BT 7 A0 hL— b

o WA ML IP BRGE

eDNS (FoA4~VU/eh &) IP

e
i

« WANIP/* v b~ A7 (IPv4)

722l BEICL-oTE, BREZ7 7 A NVETEITERTA2LERH D F
4, TCiscoISR1100 3B L NISR1100X 2V — X)L —R %27 v 77 L— R4
%729 ® Cisco vEdge & E 7 7 A VOFEERR (16 X—) | ZZML T
TEEWY,

CiscovEdge V7 k97 ~DT7 v TS L—FK

1

CiscovEdge Y 7 b U = 7 DFXE T 7 A V& FE CTIERT 23556 1%, Cisco ISR1100 35 &
TVISRII00X & U — AN —H 2T » 77 L— 9% 7= O Cisco vEdge BE 7 7 A L DT
BfERE (16 2—2) ZZRMLTIZEY,

Cisco vManage C. [Configuration] > [Devices] DJEIZZ UV » 27 LT, Fv hT—J NDT
N Z%FoR LET, CiscolSR1100 3 U — X )—Z DA, T8 ZADRIZHAED Y 7
Ny =T A TNEREINET, Ty T TV —RTEHT AL RAERDF, ZOVAT A
IP7 RLAEZAELET,

Cisco vManage C, [Maintenance] > [Software Upgrade] DJIEIZZ U v 7 LT,
AR D AT LIPT LAz LT, RADNL—Z /ST £,
FTN—H &3 L, [Upgrade] 27 UV v 7 LET,

[Software Upgrade] 78 v 7’7 v 7" C, IROFNEZFITLET,

1. [vManage] A7 > 3 VAEIR L ET,

2. [Version] 7 4 —/V RC, 7 w727 L— RIZMHT % CiscoSD-WAN ¥V 7 h 7 =7 A
A=V hBINLET,
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| CiscolSR1100 5 £ T ISR1100X & ) —XH—ERBERL—EDY T FITTFODA VR h—LEF Y TTL—FK

10.

Cisco ISR1100 & & TX ISR1100X > ') —XJ)L—%A @ Cisco I0SvEdge V7 b = 7~DT7 v TS5 L—FK .

A A —1E, Cisco SD-WAN 20.4.1 LARRIZHIG L TWAMLERH D F7°,
A\

B CiscoSD-WAN204.1 ~DT v F 71— R 22 FZ T LE%. V7 77
% CiscovEdge Y 7 N7 = 7 DLRIDO/N—2 g ANIE T T L—RK$5HZ ENT
XET,

3. [Activate and Reboot] & [Confirm] F=v 7R v 7 A ZEIRL E T,

4. [Upgrade] #7 V v 27 LE£d, [Task View] X—VICHATIRIMNFE R ENE T, T 7
JL— R BB RAOFRZICT A ARHFEEHLET,

a2 TE 0 £
[Task View] C, T /NA AT 7V BATE 5 L% LE 7, Cisco vManage 737 /3 A
AZBETE LA, Ty 77— KPRl L& RlesivET,
[Task View] ~—2 D A &=L, IROARAT —H ANRRRINET,

Ayt— Bz

Operation status being verified | Cisco vManage I£7 /3 A~D iR TNET, Z 0D
by vManage A o=V HERH Y 77,

Gx) T3 AWM CiscoPnP T2 L HITRESH
TWRWEGAIE, T ARENELL B—F

SNTWAZ EEMERLET,
Done — Software Install TNTT vy T L— RIZ5ET T,

Cisco vManage C, [Configuration] > [Devices] DJIEIZ 7 Y » 7 L, [WAN Edge List] % 7 %
EBIRLET,

T T L— RENT=T /A ADFKDITT, [More Actions (...)] #7 V v 7 L. [Migrate
Device| #iBIR L E¥, EERy 77 v IMNERII, 777 L— R L > THEFOM
FHESH, A X NERE, BRENZ VT SNDHZEERLET, [Yes] &7 U 27 LTHUAT
Li‘d‘o

[Configuration] ~~—"C, [Refresh] #27 U v 7 L£9, [Device Model] 5| T, BITIZIH T
T, TRAAZIELWY 7 hY =T RERINTWNWSZ AR LET,

« 7 /3A A% Cisco I0S XE SD-WAN (21T L7284 1%, CiscoOS & FnEEd,

« 7 /3 A% CiscovEdge YV 7 b7 = TIZBAT L7256 1. ViptdaOS & &R Sk
ﬁ—o

Ty T U— R, T, AEIRET 7 A NVEHEH L TEB) L, Cisco vManage ~ O il {1 #5¢
ARSI LET, T ARRIET 74 VE BEIICAERTE RWGE. 7734 A1 Cisco
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Cisco ISR1100 &5 & UF ISR1100X & 1) —XH—E RBAEL—E DY T R FDA VR b—LEF v TTL—F |
. Cisco ISR1100 £ K X ISR1100X > ') —X)IL—A2 %7 v 45 L— K9 578D Cisco vEdge FXE 7 7 1 LD FEERL

vManage ~O R & BHHESL T B 729, CiscovEdge Y 7 U =TT v 77 L— R L7214
\ZPnP U —2 7 —%3{TLET,

TNA AL, BRSNIZY 7 b =T 2 FRTT2X20MDT A 2L LTEELES, A7
v 3 T, CiscovManage il L CT A AT T L — 2T v a2 L, 71 RCHESE
BNTE £9,

GE) 7o 7L —RTavAnKiT 5 L. Cisco vManage 137 /34 A& LIRIOD Y 7 b T = T IR
LC. LARTORE & fai/»iA% L, Cisco SD-WAN =12 |k 11— F ~ 0 LART O BEft & Fifar L &
D

Cisco ISR1100 5 LU ISR1M00X 1 —X)L—AR FTF v T4H
L— K3 5160 CiscovEdge SR E 7 7 1 LD FENER
\§

() ZOFMEL, Ty TS L— FREEETT SMCRIET 7 A V& FHCIERT 2 LER b5 5
OB LTS,

DLTFOEAIE. V=2 5T v 7L —RtTE5Y 7 027074 —~y hTREZ7ANVEF
B CTIERT AN H D £9,

T I T 4TI WAN A U X —T = A ANIEYER) A L F—T =4 ADEHA,
*Cisco *y NU—27 7537 72 R LA (PnP) ZHATERWEGEES,

e T T — RREIBEOFTIZL > THEIMICEB SN WEMRERTE 7 7 A VDT A
h 2 LREFT DTN B DA

e TFNRA R ay hue—FHOBRIILV—T Ny I 4 F—T x4 ZAET-1TPEE TLOC 23
SN TWAEE,

1. 7/ A% CiscovEdge Y 7 b7 = 7IZ7 v 77 L— KT DRI, BUEDT /34 ZAFREMN
55| &k < FEHIER E & FF> vedgemigration.cfg W) 7 —hA N T v T T 7 A NV EAERR L
FT., ZOT77AMIX, T v 7T b— FRIEETRIEN T 20— 2 058472 Cisco
vEdge ¥ 7 N U = 7 running-config 3% FNTWAHLENRH Y £,

[T— R ART O TERETZT7ANDH (17 X—) | 2L TIEEN,

N\

2 vedgemigration.cfg 7 7 A VN ZEDGATX, CiscovEdge V7 N =T ~DT v T
L— R#&iZ, T/ A TCisco”’ 777> K7 LA (PnP) U—7 7 a—Nlifilrgic
FATESNET, PP LT/ A AD Cisco vManage ~D #4317 L £ 7,
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| CiscoISR1100 & & TXISRI100X & ) — X4 —ERBARIL—EDYT kI FDA YR b—ILET v FHL—F
J—rztsvTBEIFA 06 [

2. WOWTNPEFEITLET,
cUBI7S5YakRSATDER: 77 ANV %2 USB 7T v 2 RIA4TD)L— KT+
NAWZat—L, USB7T v o RIA4 T ENL—Z T8 LET,
F7-0x

*SSHIZKkBT7AILDaE— : SSH Zfli [ L CL—HZ#ki L ( Cisco vManage T,
[Tools] > [SSH Terminal] %2 YV v 7 LE9) | v—% LOWRDOT 4 v 7 FVIZT7 74
NEEEELET,

:bootflash

3. CiscovManage T7 v 77 L— FFIEZEITLEF, [Cisco ISR1100 ¥ JTF ISR1100X
J—Z)—% D CiscolOSvEdge ¥V 7 bV =T ~DT v 77 L—FK (12X—V) | 58
LTLEE, ZOFIETIE, FHTERSNTERET 7 A V3R SN/ USB 77 »
va RTA47 (M) ERIOFIRTHALIEFR—LT 027 MY QFBID) ITHET
HINEIETF 2y LET, HILORET 7 A /v & ABIRICIER T 2 0 I, 1ERW
HDRET 7 ANV EBR L THEHLET,

T—hrRAMSYTEEIT 7 A ILOH

Ty 77— NFEIEEZFATT AN T — b AN v TRET 7 A V&2 FETIERT 2 LER H
L8 EIE, BUEDT AA AR ENOLIEM TR ELFF ST T — AN T v TRET 7 AV
EERLET, 77 A MR Ty 77 L — RRIEFTRIERT 21— 2 05Ee7k
running-config A& EFNTWAHLENRH Y £7°,

ZITIEE MDA ARI DT — A NT O TREZ 7 A NVOEERLET,

» GigabitEthernet 1 > % — 7 = A R &AEHT 57 /31 AZE1F % Cisco I0S XE SD-WAN ~D
Ty L— R

« GigabitEthernet > % — 7 = A Z &AM+ 27 /34 ZRIZF1F 5 CiscovEdge ¥ 7 7 = 7~
DT T T L—FR

s BT — (LTE) A > ¥ —7 =A A&EHAT 25T /31 AIZHI1F 5 Cisco I0S XE SD-WAN
~DT v TV —FK (LTEA v Z—7 = A A& 2127 735 A28 H FTRE)

BNV TF— (LTE) A v ¥ —7 = A Z&AEHT 27 /54 ZIZH1F 5 CiscovEdge ¥ 7 U =
TDT T 7= R (LTE A ¥ ¥ =7 = A R %A 2127 734 AT Al RE
Cisco IOSXESD-WAN [Z7 v TJ L—KR$ 50D T—rX Ty T T 74 ILDHI

Z @ ciscomigration.cfg 7 — F A N T v 77 7 A )LiX, GigabitEthernet 1 % — 7 = A A Zffi ]
TDT A REHLET,
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\}

(GE)  ciscomigration.cfg ZfEf L CF A A EEZ R — RTH551F, 7— A RT v T 757 A LT
ROy RPRBELRDET, ZOavy RRRNE T30 a7 A U TERVWEGEN
HYET,

username admin privilege 15 secret 0 admin

system
system-ip 10.0.0.1
site-id 2

admin-tech-on-failure
sp-organization-name YOUR-SP-ORG
organization-name YOUR-ORG
vbond vbond.org.com port 12346
|
hostname Router
username admin privilege 15 secret 0 admin
vrf definition 1
rd 100:1
address-family ipv4
route-target export 100:1
route-target import 100:1
exit-address-family
|
address-family ipv6
exit-address-family
|
route-target export 100:1
route-target import 100:1
|
no ip finger
no ip rcmd rcp-enable
no ip rcmd rsh-enable
no ip dhcp use class
ip multicast route-limit 2147483647
ip route 0.0.0.0/0 192.168.0.1
no ip source-route
ip ssh version 2
ip http authentication local
ip http server
ip http secure-server
no ip igmp ssm-map query dns
ip nat settings central-policy
ip nat settings gatekeeper-size 1024
interface GigabitEthernet0/0/0
no shutdown
ip address 192.0.2.1 255.255.255.0
negotiation auto
exit
interface GigabitEthernet0/0/1
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/2
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/3
no shutdown
negotiation auto
exit

. Cisco ISR1100 > 1) — X H—E X #&E )L— A [ 1T CiscoSD-WAN YV T b7z 7 DA VR —)LET v TTL—FHA R



| CiscoISR1100 & & TXISRI100X & ) — X4 —ERBARIL—EDYT kI FDA YR b—ILET v FHL—F
J—rztsvTBEIFA 06 [

interface TunnelO
no shutdown
ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan
exit
aaa authentication login default local
aaa authorization exec default local
login on-success log
line con O
login authentication default
stopbits 1
|

line vty 0 4
login authentication default
transport input ssh
|
line vty 5 80
login authentication default
transport input ssh
|
sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec
color biz-internet
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
!
omp
no shutdown
graceful-restart
no as-dot-notation
address-family ipv4
advertise connected
advertise static
|
address-family ipveé
advertise connected

advertise static
|

|
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|
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CiscovEdge V7 bz 7IZ7 Vv T L—KRTBEODT— RS9 TT774ILDH
Z @ vedgemigration.cfg 7 — M A b T w77 7 A )LIX, GigabitEthernet 1 & % — 7 = A A Z{Hi

T LT A RMEHLET,
system
host-name vedge
system-ip 10.0.0.1
site-id 2
control-session-pps 10000

no route-consistency-check
no vrrp-advt-with-phymac

organization-name YOUR-ORG
upgrade-confirm 15

vbond vbond.org.com

aaa

auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
|
usergroup netadmin
|
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
|
usergroup tenantadmin
|
user admin
|
!
logging
disk
enable
|
|
ntp
master
no enable
stratum 5
exit
!
!
omp
no shutdown
graceful-restart
advertise connected
advertise static
!
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|
|
vpn 0O
interface ge0/0
ip address 192.0.2.1/24
ipvé dhcp-client
tunnel-interface
encapsulation ipsec
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\}

J—rztsvTBEIFA 06 [

color public-internet
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1

no shutdown

|

ip route 0.0.0.0 0.0.0.0 192.168.0.1
|

vpn 512
|

Cisco IOSXESD-WAN (EILS—A VB —T 1A R) ITFYvTITL—FITBEHDT—FX +
ST I7A4 LD

Z O ciscomigration.cfg 7 — F A N7 v 7 7 A X, BT — (LTE) A VX —7 = A A%&Aff
AT 5754 ZEHLET,

GE)

ciscomigration.cfg ZfiH L TF A AR EEZ 2 — R T 55H1%, 7— A N7y 777 A LT
ROA~y RPRELR)ET, ZOavy RRRNE TS ZCa 7 A U TERVWEGEN
b ET,

username admin privilege 15 secret 0 admin

system

system-ip 10.0.0.1
site-id 200
admin-tech-on-failure
organization-name spaal-LTE-Test

vbond vbond-dev-231945.viptela.info port 12346
!
memory free low-watermark processor 68335
no service tcp-small-servers
no service udp-small-servers
platform gfp utilization monitor load 80
hostname Routerusername admin privilege 15 secret 0 admin
controller Cellular 0/1/0
!
no ip finger
no ip rcmd rcp-enable
no ip rcmd rsh-enable
no ip dhcp use class
no ip source-route
ip ssh version 2
no ip http server
ip http secure-server
ip nat settings central-policy
ip nat settings gatekeeper-size 1024
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interface GigabitEthernet0/0/0
shutdown
negotiation auto
exit
interface GigabitEthernet0/0/1
shutdown
negotiation auto
exit
interface GigabitEthernet0/0/2
shutdown
negotiation auto
exit
interface GigabitEthernet0/0/3
shutdown
negotiation auto
exit
interface Cellular0/1/0
no shutdown
ip address negotiated
ipv6 enable
exit
interface Cellular0/1/1
shutdown
ip address negotiated
exit
interface TunnelO
no shutdown
ip unnumbered Cellular0/1/0
ipvé unnumbered Cellular0/1/0
tunnel source Cellular0/1/0
tunnel mode sdwan
exit
no logging rate-limit
aaa authentication login default local
aaa authorization exec default local
login on-success log
line aux O
login authentication default
|
line con O
login authentication default
speed 115200
stopbits 1
|
line vty 0 4
login authentication default
transport input ssh
|
line vty 5 80
login authentication default
transport input ssh
|
sdwan
interface Cellular0/1/0
tunnel-interface
encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
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no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit

appqoe

no tcpopt enable

|

omp

no shutdown
graceful-restart

no as-dot-notation
address-family ipv4
advertise connected
advertise static

|

address-family ipvé
advertise connected

advertise static
|

|
licensing config enable false
licensing config privacy hostname false
licensing config privacy version false
licensing config utility utility-enable false
security

ipsec

authentication-type ah-shal-hmac shal-hmac
|

CiscovEdge V 7 b7 (EILS—A VR —TIAR) IZFYTITL—FKTBHLHNDT—FR
bS5y T T 74 ILOH

Z @ vedgemigration.cfg 7 — b A N T v T 7 A ViE, AT — (LTE) A v ¥ —7 = A A%
AT 5734 2R LET,

system

host-name vedge
system-ip 10.0.0.1
site-id 200

no daemon-restart

no daemon-reboot

no reboot-on-failure
admin-tech-on-failure

no route-consistency-check
no fp-buffer-check

no vrrp-advt-with-phymac

port-bp-threshold 32
fp-sw-bp-threshold 8192
sp-organization-name spaal-LTE-Test
fp-gos-interval 100
fp-gos-weight-percent-factor 100
organization-name spaal-LTE-Test
console-baud-rate 9600

vbond vbond-dev-231945.viptela.info

aaa

auth-order local radius tacacs
usergroup basic

task system read write

task interface read write
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|

usergroup netadmin

|

usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
|

user admin

password
$65s1wKBQ==$wT21Ua9BSreDPI6gB8s14E6PAJoVXgMbgv/whI8F1C6sWdRazdxorYYTLrL6syiG6qnLABTNrE96HI1KF6QRL

|

user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
!

user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
|

!

logging

disk
enable

|

!

ntp

master
no enable
stratum 5

exit

|

support
zbfw-tcp-finwait-time 30
zbfw-tcp-idle-time 3600
zbfw-tcp-synwait-time 30
zbfw-udp-idle-time 30

|

!

omp

no shutdown
graceful-restart
advertise connected
advertise static
!
security
ipsec
authentication-type shal-hmac ah-shal-hmac
|
!
vpn 0
name "Transport VPN"
interface cellularO
ip dhcp-client
tunnel-interface
encapsulation ipsec
color lte
no allow-service bgp
allow-service dhcp
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allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|
mtu 1428
profile O
no shutdown
|
!
vpn 512
name "Transport VPN"
|
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