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AppQoE [FER D K~

/N U — A& : Cisco vManage U U — % 20.9.1
AppQoE 1 Z R RT HI121E, WOFINEEZFEITLET,
1. Cisco vManage D A = =.—75[Monitor] > [Devices| DJIEIZER L 97,

AppQoE EHD KR .

Cisco vManage U Y — & 20.6.x LARi[ : Cisco vManage ® A = = — 7> [Monitor] > [Network]

DONEIZEIR L £,

2. BIRINDTNAADYARNSLT A AZRIRLET,
3. /E~A > T[Real Time] 27 U v 7 LET,
4. [Device Options] #7 U w7 L, RO~ ROWTNNETRLET,

TINARFT T ay

avwo kR

B

AppQoE 7V T4 7 7B—M
FEE

show sdwan appqoe flow flow-id
[flow_id]

1 SDOEE 7 0 —D3E % TR
LET,

AppQoE HARtIh 7 0 —D#k
C:3

show sdwan appqoe flow closed
all

AppQoE DRI 7 v — DA%
BAEFRRLET,

AppQOE 7V T4 7 7HA—M
BE

show sdwan appqoe flow vpn-id
[vpn_id] server-port [server_port]

BEDVPND 7o —45FRx L
\i—a—o

AppQoE HARtIM 7 A —m3EE
i

show sdwan appqoe flow closed
flow-id [flow id]

1 DOFFET7 7 —IZDN T,
AppQoE Hi[RUIAL 7 1 —DFf
EFRFLET,

Configuration Commit List D & 7R

f/NY U —Z : Cisco vManage U U — % 20.9.1
T /3A A D configuration commit list #FK/RT 2121, RO FINEEFITLET,
1. Cisco vManage ® A = = —7>5[Monitor] > [Devices| DIEIZEIR L F 5,

Cisco vManage U U — & 20.6.x LAi[ : Cisco vManage ® A = = —7)>»5[Monitor] > [Network]

DNEITER L E7

2. BRENDTNAADY A RNSTNA ZAE@RIRLET,
3. KA T[RealTime] %7 Vv 7 LET,

4. [DeviceOptions] %7 Vv 7 L, RO~ REBRIRLET,
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2RI, FORT—RADWER

P A ME SDEHLE, F—F2 2 — Iy L 8ZA Y Cisco SD-WAN A —/S— LA v k
U — 7 NIZH DEFE OB ZRGET T, &34 NI, A MID EIEEN D —ED0REEIZ L -
T EnNEd, A1 FOET AL RL, MUY A D T &SN E7,

Xy b= P A FOAT = F AR 21213, WOFIHZFETLET,
1. Cisco vManage @ A = = —7>5[Monitor] > [Overview]|DJIRIZEIR L £ 7,

Cisco vManage U U — & 20.6.x LLij : Cisco vManage ® A = = — 7> 5 [Dashboard] > [Main
Dashboard] DJIEIZEIR L E 7,

2. VA FOTFT—Z PG OIRTEAR FIRT D [Site BFD Connectivity] # v > = L v h & ROl £
T A MIEBO= v PT AR ZARBBHGE, 20X vy a by M, flxDF /34
AT A M EEOIRENE RS LE T, [Site BFD Connectivity] & > = L v hZ
I, RO 3 SOREHRERSNET,

* [Full WAN Connectivity] : TXTCDT /XA A DT XTD BFD & v v 3 » MBEEIRGE

(& DV A b ORE,

* [Partial WAN Connectivity] : TLOC £721% b > RAMEIRIRREIZH 5 V4 FofkEk, =

NoOHA T, T—F 7 b—UERPHIR SN TOET,

« [No WAN Connectivity] : T _XTDF /A Z EDTXTHBFD & v a A EIRIRAEIC
HHLTA ORI, DY A MIUIT—F T L —r8wnd b 8 A,

é DICFFM AR R 21213, Wiz 2s Uy 7 LET, GElRRy 77 v 7o 4 R

ICFERSINET,

3. HMOITT[..]%#7Z7 Y v L., [Device Dashboard], [SSH Terminal], [Real Time] D\ J 4L
MEBIRLUET, BRICESWT, @UIRY 4 FUICF A L7 FPENET,

B rvr7—2



| ®vbro—5

v ro—5494 rrRasoRE |

2y bT—=0H4A4 F bRADORT

Y4 kRO

R 2:HREEDEE

HaE

iy

) 1) — R EH

Bl

Cisco vManage T®
(N N N =R
fifk

CiscolOSXE UV U —
A 17.8.1a

Cisco vManage Y
J—220.8.1

Cisco vManage CTH A h D bR E PHEE R TE S
XolZhvELL,

Cisco vManage T®
A G N N N = 7S L]
gk (7 =—X1)

CiscolOSXE J U —
A 179.1a

Cisco vManage U
J—22009.1

ZOREREITY A N AR o & AR T A O TR
fbadHR—hrL, bARBTIHNOT AL XL M RL
OWRRBIZET DM AR L ET, Zhuckv, £
=RV T N T TN a—T 4 T DT A
TUANRMELET,

2DV T

Cisco vManage

TRET NV—T
KA PO MR PKEARLET

IR & T3 Cisco IOS XE SD-WAN T34 2 [ZEH LT,
o BRETIN—TDFEMIT OV TIL,

[ Configuration Groups

and Feature Profiles] [#E5] 2L T 230y,
O AR PRIZIE, ROFERPFRSNET,

o T AIEH - AR v PHIZIX

CIEBRLUZEY A MBS TO DT RTOT A ARFE

IRENFET, HET A ADETNEEFHEAT —Z AREREINET, T34 A4 D EIC
H—=INEELS L, TOTNAADKRARNEVATLAIPT RLRAZRRTEET, [F
RIZ, TRA 2R %0 ) v 7 35HE, ZOT 3, AT BEMERN AR O © 57—
Tar U4 RUICERENET, 2O Uinh, TARAL AL v aR— RICBEIL T
PR AR X ET,

Cisco vManage U U — % 20.8.1 TiX, bR PKIIET A ADET IV ET AT AIPT R
VADHBNFERINET,

kT AR— MER : PR VKT, VPNO &, TL ATER SN TNDETTO b

FUAR—= A HE =T 2 A AVRERENET, /X —T A AT haLOFEMDL
GEENET, FTVAR— P AU H =T oA RAZITH— Y NVEeEbEd L, BEIFRFHO
TOTARN)—LELTUAN) —LDOEEHRELFRTEET,

VPN —E 2 EH : hARe PRIZIL, VPN —E 24 & ID BRERENET, VPN ¥ —

ERLORICHD Fu vy T X VR E 7 ) v 7358, Iuabanr, f X —T A
2, BIOBEIKEROT v AN =LA XA A RN — L AOFHEEZ»FRTEE

jﬂo

*v+r7—2 I


https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/configuration-groups.html
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/configuration-groups.html

v k=4 |
B 51 r RO SOTRIECHE LT8R

MR PRI, R 12O VPN —E2ARNFr-mINET, 22825 VPN —t
ANRHDHEEIL, Morel h¥ a7V v 358, FUlOFESF—va o0 Kol
VPN $—EZADZELRY A MeFRTEET,

o [EFROTEF SR : B E FT U AR— A B —T A A OV 7 OEI%, [BIFEOIE

wEE TR LET,
A\
GE) ¢ Cisco I0S XE SD-WAN T /31 & WFRE 7 N —TIZEEMIT N TV TH, T35 &
NEEINTOWAWESIT. AR PKITITARA M EV AT AIP ODABFERII
i‘g‘o

1L, T ARHREZ N—TICEE#MT 5N TN T, T4 AL EShT0D
B4, FAREUKIZIZ LAN B LT WAN Ol 2 ETeT S ZADOEFHEMMPFREN
*9,

e REIT N—TITHEMT 5N TWRWNT S, ANRY A MIHDHHEE. FARe I
HRARGLEVATAIP DHEFHFORS L KT 0 TR ARFRENET,

e BYA PO MR PHICERENDT A ZAOEITHIBIZH Y £ A, 72720, A
MIEEBDT A AN L6, T3 ABOERIZFE RIS EE A,

HERBIGHNT A 2% ) v 7 LT, PR PROGEREFETE ET, A
o, BEETA 227 ) v $ 58 AR VKA EREE TR R TE £,

T A Em )y T HE, PR VHINHAERSNLTRFIOT -2 NFR RSN
iﬁ—o

CIEEMEA NY v OFFEFRT L, W (V) TAarEs Y v LET,

YA b rARODORIBRIEISHE LIZT /AR

Z DOFEREIX Cisco I0S XE SD-WAN 5 /34 A2 TOHYHR— s I TWET,

Y4 RO DAIRIEDRTRE S
CF A R, RS — IR B SE R ) E T

« FTNA RAE=H Y U HEREIZIZ. B— L R—ZX TR ar ha—/ (RBAC) NHME
‘(\\‘g—(}

Yy hIT—=9H4 F ARODDOERTKE

PA b IR PORFIFIETZL, ROFTT v andbb £7,

| AN



| ®vbro—5

Cisco SD-WAN 7 L 2+ 7F—sinkngz [

[Devices] v 1 > KO ZERT %
1. Cisco vManage ® A = = —7>5[Monitor] > [Devices] DJRIZER L £ 97,

2. T—7 )V THIT D CiscolOS XESD-WAN T /31 A % BLolf, T3 A4 DOFRIZH 5 [Site
IDI|FNDEZE 7 Y v 7 LET,

F 721X, [Hostname] I TT /A A4 %7 v 7 L, T8 AH ¥ 27— KT [Site ID] ®
Wzr7Y vy s LET,

Cisco vManage (21 FD AR v UVBRERINET,

[Geographyl ¥« > FOEERT %

1. Cisco vManage @ A = = —7)>5[Monitor] > [Geography] DNEIZEIR L £7°,
2. vy 7 TxHET 5 Cisco I0OS XE SD-WAN 734 2 27 Vw7 LET,

3. [SiteID]DfExE 27 YV v 7 LET,

Cisco vManage (%A R D AR UNRRINET,

CiscoSD-WAN 7L A FDT—RINENEHE

® 3 REEDERE

HaE

iy

1)) — X 1EHR B

CiscoIOS XE U U — 2 17.6.1a | Z DEEREIZ LV . Cisco
vManage %z fii[f] L 7z Cisco
SD-WAN 7 L' A U OF — X
Cisco SD-WAN 7 L' A U@ | Cisco vManage U U — % 20.6.1 | 4 % #4012 T £,

T — 2 IEDE

Cisco SD-WAN U U — % 20.6.1

FTLA RN OF—ZINEITT
74V B THENI>TWE
7,

Cisco vManage V U — % 20.6.1 AR Ci%. [Administration] > [Settings] > [Data Collection] 7> %
Cisco SD-WAN 7 L' A b U OF — X IWHEZ G E T IXIHZT D28 LA 7 2 3 >3 Cisco
vManage [ZIEMENE L7c, 2DV U —Z XY HEIIX, [DataCollection] &7 ¥ 3 NZIET — F UL
LR ETIEHICT D547 v a o Lhe< | CiscoSD-WAN 7 L A R U OF — X [WEA T
aviEbEFHATLE, 220047y a LZOWTLLFCHHLET,

[Data Collection] : 7 7 7 R THAA F &R TV 5 Cisco SD-WAN OF — Z [W#EH—1 % (DCS)
SO ML T DB Z DA T2 a &R LEF, Cisco vManage 7 & DCS ~D st 2 F|
FH L C. Cisco vAnalytics X> Cisco SD-WAN 7 L' X f U2 XD X F & F 7o fE TR T — X
B, arybr—7&Rxy NT—=UnbIEINET,
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[SD-WAN Telemetry Data Collection] : 2> h B —FRFKy NT—=IMHE07 LA M) F—2IY
LN ETITENT IR ZOF Ty a 2 LEJ, CiscoSD-WAN T [Data Collection]
DA TWDBIGEE, 2047 a 3T 74V FTENZ2D 5, v 2xaigtor Z
U RRATy Rary bo—I08R4, 204 TFvavidarbtn—07neya = JHC
BN £, A7 LI xar ba—F 084, [Data Collection] D% & % il L T Cisco
SD-WAN 7 —ZI[UEH— B 2 (DCS) ~O#HktZ i+ % Z & A3, Cisco SD-WAN 7 L' X I
ZANCT D 1= DI WIA R BT SAET,

SD-WAN 7L A ) DT—RUINEDRHREH

SROABHEDISYRKRATY RY—ER : 207 50 R —ERIF 7+ /V N TEI -
TWET, L EOBEIIRETT,

FUOTLIRY—ER: 207597 RYy—ERZF 7 4V h THENZ /> TWET, Cisco
SD-WANT L A M) OF — X INEEZHIIT DRI, ZDF T 7 Ry —EREHMIT D03
NHFI,

1. Cisco vManage D A = = —> 5 [Administration] > [Settings] ONEIZE R L 97,
2. [Cloud Services] =7~ a v ORICH D [Edit) 27 Vv 7 LET,
3. [Enabled] 27 VU v 7 LET,

4. [OTPlIZfEZ ATILET, CiscoTACHR— N r—R%& A4 —7 2925 Z & T, CiscoCloudOps
F—A b= %V A NTEET,

5. [Cloud Gateway URL] (3ZEADE FIZ L E T,
6. FT—HUWEERBIEL, T—FE27 T NIT v u— T HHEREARLET,
7. [Save] &7V v 7 L%,

SD-WAN 7L 4 M) T—2INEDFEHL T FEDL

1. Cisco vManage O A = = —7> 5 [Administration] > [Settings] DJEIZERI L FE 7,
2. [Data Collection] 47> a > T, [Edit] %7 V v 7 LT,

3. [SD-WAN Telemetry Data Collection] 4"~"> = > Ci&, [Enabled] 737 7 # /L b TER I T
WEF, CiscoSD-WAN D7 L A b U 7= XU & B2 2 (21E, [Disabled] &2 U v 7
LET,

4. [Savelx27 Vv 7 LET,
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4> FL 2 R0 CiscovManage 1 Y A3 VA TT—RNEZEHICT 5= DBMFIE .

A>T I XD CiscovManage f A3 VA TT—2WNEFEMIZT
51=-6DEMFIE

AR— b 443 @ Cisco vManage (£ > % —7 = A A VPNO) MHIROFDIEII~DT 7 kN7
NBEZTTLL91C, a— N T 7 AT U+ —/L&eRE L ET, CiscovAnalytics 1 > A ¥
v AOHBINLE DWW T, @ s O A IR L E T,

L ocation Destinations

Fg « AL - 7 A U A | https://us-west.dcs.viptela.net (Cisco vManage U U — A 20.1 LLHi})

https://us01.datagateway.analytics.sdwan.cisco.com (Cisco vManage U U —
2 20.3 LLF%)

https://datamanagement-us-01.sdwan.cisco.com (CiscovManage U U — %
20.3 LAKE)

TAY T (HE) https://us-east.dcs.viptela.net (Cisco vManage U U — & 20.1 LLR()

https://us02.datagateway.analytics.sdwan.cisco.com (Cisco vManage U U —
A 20.3 LLF%)

https://datamanagement-us-01.sdwan.cisco.com (Cisco vManage U U — &
20.3 LIF%)

RN https://europe.dcs.viptela.net (Cisco vManage Y U —Z 20.1 LLHi})

https://eu01.datagateway.analytics.sdwan.cisco.com (Cisco vManage U U —
2 20.3 LAE)

https://datamanagement-us-01.sdwan.cisco.com (Cisco vManage U U — A
20.3 LAFE) https://datamanagement-us-01.sdwan.cisco.com/

F—=A+Z7 VT https://au01.datagateway.analytics.sdwan.cisco.com (Cisco vManage U U —
Z 20.3 L)

https://datamanagement-us-01.sdwan.cisco.com (Cisco vManage J 1 — X
20.3 LAKE)

Cisco vManage @ CLI 725 cURL -k =~ R&MH LT, Zh 6 DO5de~DO R v get: 4 s
TEET,

2y b —00OBKE

[Rediscover Network] 7 o > RUZMH LT, A= =LA Ry NT—=TNOF LT/ A X%
FrHi L C. Cisco vManage & Rl T& £9°,

1. Cisco vManage D A == —7>5, [Tools] > [Rediscover Network] % #&4R L £ 97,
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v k=4 |

TNARET VORI O DT =y VAR VT A AN LT, T4 AZ@RLET, L
TWDETNRA A BROT BT, T AT—T NV EA7a—/L LET, F72iL, [Device
Groups] K v 7 X7 VA MMETNA AT N—TZRIRL T, HEDT /A AT )—
TR T DT NNA ABFRRLET,

TN AT — X ORI Z RS H121%, [Rediscover] 7 U v 7 LET,
[Rediscover Network] % 7 1 77K v 7 A C, [Rediscover] #7 U v 7 LT,

IW—T 14 VT EHRORT

1

Cisco vManage D A = = —7» 5 [Monitor] > [Devices| DJIEIZE R L F 77,

Cisco vManage U U — & 20.6.x LARi[ : Cisco vManage ® A = = — 7> [Monitor] > [Network]
DINEIZZIR L E5,

FREINDTNA AV A RNNET A AZBEIRLET,
Je~A T [Real Time] #27 V v 27 LET,
[Device Options] K2 v 7 & 7 J A KT, RO~ KNHENTL2L0OETRLET,

TINARFToay

avwU kR

B

P L— bk show ip routes PL—FrF—T DT Y
show ipv6 routes BT 2 EHRERRLET,
2 —H ) — T —TND
IPv6 = F U ZRRLET,
IPFIB show ip fib ERTF—T DT kY Ik
show ipv6 fib TOEHREFRRLET,

71— B VERIET — 7 LD IPv6
T M) EFRRLET,

IP MFIB ®%~ Y —

show ip mfib summary

~/VTF X AKNFIBDT 7
T4 T M) DY < —I(C
B9 2 MmaRR~<LET,

[P MFIB @ OIL {5

show ip mfib oil

</VF X+ A B FIB b D3R
BA 2 —T7 x4 RZEHT S
HHREERLET,

IP MFIB DO#EEHE

show ip mfib stats

~/NVTFX¥ A NFIBDT 7
T4 7y RN OFEHERE
FRLET,
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TINARFTLay avUF Bk

OMP 7 show omp peers OMP T 2T U T
tyvaraRRLET,

OMP D~ 1 — show omp summary Cisco vSmart & /L — 4 [#] THEAT

INTWAOMPE Y g iz
BT aEWMERRTLET,

OMP %12/l — k £7-1Z OMP
T RAREZ A XA F)b— |

show omp routes

show sdwan omp routes

OMP L — F&FR L ET,

a—H )= T —TILD
IPv6 = N ZRKRLET,

OMP ={Z TLOC Z7-1% OMP
DT KR A XX~ TLOC

show omp tlocs

OMP TLOC #FE /R L £,

OSPF A H—T = A A

show ospf interface

OSPF #5474 H A v 4 —7 =
A AT HIERER TS LE
Er

OSPF R A /\—

show ospf neighbor

OSPF %A N—|ZBT 5 5%
FRLET,

OSPF /L—

show ospf routes

OSPE/N B2 Liz— s &F
RLUET,

OSPF 7 —4 _—ADH~ V) —

show ospf database-summary

OSPF Y v 7 AF— | F—4&
N—=2 MDY~ —%
FRLET

OSPF 77— X ~_— X

show ospf database

OSPF J >/ AT — 5 —4
R—2pxr FVICET A
HwERRLET,

OSPF A7 — & ~_— A

N/A

OSPF #5/0— ks DFIRIEH
JL— MlZ. OSPFAS (KA1
) PIZ72\W OSPF L— K T
ﬁ—o

OSPF 7'u -t &

show ospf process

OSPF ot A% KR LFT,

PIM A Z—=T AR

show pim interface

PIM 547954 X —7 =
A AT HIEREERLE
j—o

PIM A 73—

show pim neighbor

PIM A N—IZBT 5 W%
%ZT_\‘ LjETo
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TFTINAR AT 3y avw vk SBA

PIM #E a1 show pim statistics PIM BEE O FHE R &2 2R L
E3cn

A VB =T = A ZADFEH show ipv6 interface Cisco Cisco I0S XE SD-WAN &
XA A DIPVO BT DB A
FRLET

Cisco vManage U VU —* 20.6.1
LIBETIE, 37_T? Cisco 10S
XE SD-WAN 7 /3A Z 35 LT
CiscovEdge 7 /34 A T, Z®D
TNARE T v arwEHAT
TET

TILFXF v R MEHRDOET

1. Cisco vManage ® A == —7>5[Monitor] > [Devices| DNEIZEIR L F 7,

Cisco vManage U U — & 20.6.x LA : Cisco vManage ® A = = — 7> [Monitor] > [Network]
DINEIZZIR L 5,

2. BRENDTNAADY A RNSTNA ZAZRIRLET,
3. XA T[RealTime] %7 Vv 7 LET,
4. [DeviceOptions] K2 v 7# 7 J A RT, RO~ RNHE4NTEHDOEBIRL £,

TINARFT T ay av YR Bl

< ILFXy AR R show multicast topology <ILTF XY AN RAAL NCE
To MARu UM E R L E
ﬁ—

OMP < /LF%F %+ 2 F®F7 K3 |show omp multicast ~NWVF Xy A NEYR— T

B A XA OB E - | multicast-auto-discover AT EERLET

[TOMP < /L F % ¥ X hEZAfFD

H B

<L FXr 2R hr R show multicast tunnel ~ VT F ¢ A N ET O IPSec
h BT DR A 2OR
LET

~/LF % v A k RPF show multicast rpf <N TFF X AR U= AR
DEEFHREZRRLET

| AN



| ®vbro—5

F—axy—nzx |

TINARA TV ay avUFR SiEA

<)L F ¥y A hL 7Y &r—% |show multicast replicator ~“NLVFXy A NLTY F—H
rRRALET

OMP < /L F X ¥ A ~ D7 K-\ |show omp multicast-routes OMP 73 PIM Join A v E—H

HARXA L MV— NERIT LEEHLIEZ~LF Xy A b

OMP ¥ /L F % ¥ A b5/ — N— b ERRLET

~

T—AR2 R —DERTR

EPEFFIROTFT —ZR) —NRE SN, CiscovSmart 2> b —Z A END L, R —
DHEHAENLZYA N RARNOT Y PF AL ZITOMP 7 v 75— FTHEShET, E£hE
HRIOT — 2R —%, FExesenT RLALR—K, 71 bz, DSCPIEEZZL
CTT =Xy hO~NE—NDOT 4=V RERELES, —HT 257y MZonTlE, &
ESERFETHKIANK Yy T HERT L0, Xy MRV —%2#HLEST, 7—% b7
T4 R ETHEEI, R —O—BHBLEFEROT 7 a Visv—4F ETEITIN
=3

T7E8AV AN (ACL) &EHLFEENZ e —B T4 XENTT —F R —d, a—hi—H
| CEEEHRE S, Cisco SD-WAN I —_—L A %y hT—7 FO)L—F—BITEHEINS
T—H NTT 4w TITEEEE 2 FT,

N—4 D ACL fF#AF R T 21213, WOFIRZFATLET,
1. Cisco vManage ® A == —7>5[Monitor] > [Devices] DNEIZEIR L F 7,

Cisco vManage U U — & 20.6.x LA : Cisco vManage ® A = = —7)>5[Monitor] > [Network]
DINEIZ IR L 5,

2. FRENDTNRAAYARMMLT A ABERLET,
3. A T[RealTime]l %7 Vv 7 LET,
4. [Device Options] 7 U w7 L, RO~ ROWTINETIRLET,

avo kR Bl

show policy access-list-names BEINTWDACLAEFRRLET

show policy access-list-associations ACLDEHENAA LV F—T = A%F AL
E3cN

show policy access-list-associations ACL OB AEZ T A3 v NIaERLET

*v+r7—2 I



B =sxo—ozs

CiscovSmart 1> fO—5 R o—DFEKFE

F A AP CiscovSmart 2> h @ —F NHR Y —FREAERTHICIEL, ROFIEEZFEITLE

B

v k=4 |

1. Cisco vManage D A == —7>b[Monitor] > [Devices| DNEIZEIR L F 5,

Cisco vManage Y U — & 20.6.x LAR(] : Cisco vManage @ A = = —7)»5[Monitor] > [Network]

DNEIZEIR L F 5,

2. BREINDTNRA AV A INLT N, ZAEERLET,
3. E~A 2 TJ[Real Time] 27 Vv LET,

4. [Device Options] 7 U v 7 L, IROA~ Y ROWTNNEERL E7,

TINARF T ay

avU kR

B

vSmart DR —

show policy from-vsmart

show sdwan policy from-vsmart

Cisco vSmart = b a7 —7 2
Ty TUTNRA RIS a2l
TR — 2 K]
—, TV r— a3 ViR
RY —. F720% cflowd R U
V—HERRLET,

J—=—R—RRY—T7A T2 +—ILDRTR
FRAZA LD = R—=Z2ADT 7 AT I — VT AR —ERAEForT 5121, kOF

A 3247 L £ 97

1. Cisco vManage D A = = —7/>5[Monitor] > [Devices| D JIE|

-
—

HIRL £,

Cisco vManage Y U — & 20.6.x LAR(] : Cisco vManage @ A = = —7)>»5[Monitor] > [Network]

DONEIZEIR U E

2. BRENDTNAAYARIMNOET N, ZAEBRIRLET,
3. /A T[Real Time] #7 V v LET,

4. [DeviceOptions] K v X7 YA RNT, ROaA<y RNOLEYTLHOZRRLET,

TINARF T ay

CLlavw>FK

B

RS —DY—2R—X T7
A T oA+ —ILEEHER

show policy zbfw
filter-statistics

= R=ADT 7 AT

U = DB A 7T
Ny hOFE | BRI
THNA FMEEFRLET,

| AN
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go 7o kan [

TNARFTay CLavYF Bk

,—|—{’IJ S)— \/_*/ R7F7 +t+w 3, 3 |show policy zbfw sessions \/\,_://\\,_X@77,(77

~ DA — LR Y = TRE S
TNBETRTDOYS =T D
tyvar7e—ERE LR
LET,

BFD 7o koL

Cisco SD-WAN V') 2 —< 3 >IZHI+5 BFD OEE|

BFD 7' h2uid, V—ZMDV 7 EEERELEST, 7—X bRV TRAELTET —HD
HEECELEZNE LT, #EOWEMmIZH LT NS ADRT—X 22 LET,

TR T L= DET I EESD DT, CiscoSD-WAN V7 b7 = 7 (XBFD 7' 1 | /L% 4
LTWZd, BFD 71 b a/uid, L—ZBDOEx =7 7 IPsec 1 1O GRE ¢ T HBIRVICE)
ELET, TNDOERIX, T— XL —r T —HX I 7 4 w7l &, avbr—b
T L= THEA SIS DTLS b R BN LT ET,

BFD %, CiscovEdge 7 /3 A MO XTOHERKTT 7 4/ B THZR>TWVET, BFD%
T HZEIFTEERA, 727250, Hello/Xry b ET v REA A X —UTFREET
X E7, BFD U 7 Ol TH A ~—3 872 54856 . BFD HEWHOEEHEHT 2 X 2 1ox
dyx—hLET, TV —a VARV —T 4 70O BFD RE. BLORET A
A—F F XV TOBFD &EIZ DWW TIE,  [Configure BFD using vManage | [5555] 2 H L T
<&,

BFD D {L#EHA

Cisco vEdge 7 734 A 23 HE) U CHITEEER A ML S 45 & . CiscovSmart = hr—F (IET
o TLOC ff#% Cisco vEdge 7 /31 A 2T RANZ A XL EF, Cisco vEdge 7 /34 A [XZ D
TLOC{F#h L X DO EIIE SN T, §NTELIT—HOET DTLOC & BFDE v ¥ =2
VERENLLET,

BFD [T Hello /%7 » hZ B (T 74V FTRHIMIT L) #MELT, ByvarnER
BEL TWDENE I Al LE T, FFEDED Hello 737 > F3(E 726, BFD X
Uo7 IZEENEAELZE R L, BEDE® Yy Y a v &L LET (57 40 hORKIFRIL7
WTd) , BFDEyvaryBFZ o358, ZDOIPSec o RV EORT A MKy S EIFT
Jb— MIEEET — 7L (FIB) 22LHIBRSNVET N, — 7 —7 /0 (RIB) 12135 e & fF7E
LT,

BFD MIKEZ#EE L CTTLOC D EMEELXE FS T a—+T 5

BFD vy arRNH U LTWAEEIEL, ZN6D TLOCHIT NI 7 4 v 7 Biizn2 &
ZEWLET, TLOCOXTRHITHRTZ 7 4 v 7 BRHEIL TS Z L 2R LIEEA. 20X
Tl a7y EMBREINL TWVWA D AV AT, show bfd sessions F 7= 13 show bfd

*v+r7—2 I


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/bridging-routing-segmentation-qos/vedge/bridging-routing-segmentation-qos-book/cisco-sd-wan-protocols.html#c-BFD-12288
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp1838700377
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp4096721930

v k=4 |
B soco s mmors

history 2~ RZMH LT, BEDt v a v DAT—X 2A%ERLET, Zhbnav K
L. HENLSNDRETRTOBFD v v a UREBRICHELSI N TVDEINE I NEERET L0
WL ET,

BFD t v 3 AZiE, (FIRIREE, WIDIREE, BRENRRED 3 SOIRERH Y £7,

< {Z1EIREE : R v h U — 7 NOAD Cisco vEdge 7 /31 A EEEHGEIHEL SN TWEH A,

s MEPKEE - BRI X BE R RE/RIEE T, B L TV ERA,

« BREVREE - %Y FU— 27 NOMLOD Cisco vEdge T /31 A & BN SUTUVWE T,
BT NA AFTa—FREETIZHE L, FZE LEERICHT I a— 025G LE

T, TaA—RE T, T AFBSEOBFD DIRREA X(E L9, 71Xz T, BFD
DIRBEZ VBT U CEE L £,

Cisco vManage |2 & » TARL &5 BFD 7 7 — A DFEMIC DWW T, TR T 77— & 7T
T—=LT7 4=V F] ZBRLTIIZSN,
E7hoDITa—mEICEICEYyYa VREDEL

ROEIL, €7 DRVEMICER SNt v v a VRBICESNT, 75 A0 BFD £ v 3
VIREEDR ED L DI T D ERLTVET,

TNAZADBFD £y ¥ 3 |E7HTA—RETHERE LS. | T/ RIZHIT S BFD DRED
AR BFD DK %1t

BRI RE BBIRAE & 7o 1 TR R g BERIE (bR L)
RN (EAIRIN /= (EAIRIN 2

IEIRN: = LN CE I EREIDN S BRI

IEEN: = (EAIRIN /2 PIIRAE ({7 L)

(AN (EAIR/N = PIHIIRRE

EAN = DB BRI RE

(AN (E{LUEINIIS fEIRREE (Zfkie L)

BFD v < 3 VIEHROERT

TR, AN F oy T =TI S D & /L—Z [ @ Bidirectional Forwarding Detection (BFD)
Ty va VREHBMICEB S NE T, L—Z B OR LR IPsec #f5i CHEIT 5 BFD 2/ L
T, V—ZHOEGREELRHTE 7,

N—5 @ BFD 1§ WM& R 21213, ROFIEZETLET,
1. Cisco vManage D A = =.—7>5[Monitor] > [Devices| DIEIZE R L £ 97,

| AN


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp4096721930
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/m-vmanage-how-to.html#concept_ikf_q3z_mlb
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/m-vmanage-how-to.html#concept_ikf_q3z_mlb

| ®vbro—5

sop toET [

Cisco vManage Y U — % 20.6.x LA : Cisco vManage @ X = = —7>5[Monitor] > [Network]
DIFIZEIR L E T,

FRENDT AL AZADY A INET AL AL BN L £,

fEXA 2 C[Real Time] #7 V v 7 LET,

[DeviceOptions] K2 77X 7YX T, ROAY L RNLENTHHDOEEIR L E7,
« [BFD Sessions] : Y 7 /L% A LD BFD & v a v 2 Frt 584

« [BFD History] : BFD & v ¥ a VR Z &K T 556

BGP [ RD X~

N—BTCR—=F—F—r =z 7 bzl (BGP) ZREL T, TAA ADY— Al (F
A ra—hNVl) TU—T 4 TEFEMNITDE, TXA A0 —NY A N THxy hU—7
WCRERREICT A Z N TE £7,

J—4 D BGP [HFHRAZFTRTHI21E., ROFNEEZFEITLET,

1.

Cisco vManage D A = = — 7> [Monitor] > [Devices| DNAIZ SR L £97,

Cisco vManage Y U — % 20.6.x LAR(] : Cisco vManage @ X = = —7>5[Monitor] > [Network]
DIFIZEIR L £ T,

FRENDTNAADY A INLTNA AZERIRLET,
JE~A T [Real Time] #7 V v 27 LET,
[DeviceOptions] K= v 77X JZ KT, IROAS L FNOZET 5602 RN 7,

r7Tay EBA

BGP Summary (show bgp summary) BGP #f5i A7 — % A% KR LE T,

BGP Neigbors (show bgp neighbor) BGP A N—%F R LET,

BGP Routes (show bgp routes) BGP IZ Lo THEINTIN— M ERRLE
T

Cflowd [FERD K~

Cflowd 134 —R_—L A X NT—FT NON—ZZ@BTH T T4 v I 2T=X) T L,

-

O— AL I X AR— N LET, LT XTI, 7u—FREPIPFIX T F T4 %

TUHTEET, T 710 v 70 —0%5, cflowd l TEHICT T L—RLAR— &7
D—a L XIIERFELET, ZOLHR— NI, 7 —IlETAERE T e —HNDON Ty RO
P~y X —=mbfiE&ni=T—2nEgEhE7,

*v+r7—2 I



. Cloud Express & D &R~

v k=4 |

JL—H T ctflowd Z5%ET HI2iE, EHPEHAT -2 R o—%2FEHL Ccflowd 7> 7 L—k
EEFLET, ZOT 7L —FTliE, 7 —0ONELZHIET S cflowd 2L 7 X & X A ~—
DY FTEEELET,

=2 D cflowd 7 @ —{FH A2 FRT HIZ1E, ROFINEEZEITLET,

1.

Cloud Express

Cisco vManage @ A = = — > [Monitor] > [Devices| DJIRIZER L £ 97,

Cisco vManage Y U — % 20.6.x LAR(] : Cisco vManage @ A = = —7)>5[Monitor] > [Network]

DNEIZEIR L E 4,

RKREINDTNAADY A SNOT A, A RIRLET,

E~A T [Real Time] #7 YV v 7 LET,

[DeviceOptions] KR v FX 7 U XA NT, RO~y REIIA T a rpbigl7T5b

DR L ET,

T7oay

L]

Cflowd Template (show app cflowd template)

Cllowd 7> 7L — 2R R LET,

Cflowd Collector (show app cflowd collector)

Cflowd = L 7 Z DI #azFRLET,

Cflowd Flows (show app cflowd flows, show
app cflowd flow-count)

Cflowd 7a—%FK R LFT,

Cflowd Statistics (show app cflowd statistics)

Cflowd #FtEHREZ R R L ET,

TFERD R

Cloud Express 1 # & R T 5121E, WOTFNEEZFETLET,

1.

| AN

Cisco vManage ® A = = — 7> [Monitor] > [Devices]| DJIEIZER L £ 97,

Cisco vManage Y U — % 20.6.x LA : Cisco vManage @ X = = —7>5[Monitor] > [Network]

DNEIER L £

FRENDT NAADY A INET NA AERIRLET,

AT [Real Time] 7 YV v 7 LET,

[Device Options] K2 v X7 J A RNT, IROA L ROWTINEBRBIRL E7,



| ®vbro—5
ap7—Inzy kyoxr [

TNNARFT T3y avy kR £ A
Cloud Express 7 7'!) /— < 3 | show sdwan cloudexpress Cisco IOS XE SD-WAN 5 /3 A
v applications ZNTRRE SN TV D4 SaaS 7

7'V r—3 3 kLT Cloud
onRamp for SaaS 73 E&4R L 7~ fix
WS AEFR LET,

Cloud Express Gateway Exits |show sdwan cloudexpress Cisco I0S XE SD-WAN F /51

gateway-exits

A _E® Cloud onRamp for SaaS
WZOWT, F'—hU =AY A
k2355245 L7 Quality of
Experience (QoE) D& E %
TR LET,

Cloud Express L ocal Exits show sdw§n cloudexpress Cisco I0S XE SD-WAN /3 A
toeatrexits A T Cloud onRamp for SaaS ~7°
0= PNENIRo>TNDT
TV r—=varPY AL,
TR —TNRETHA P —
TxA AFRLET,

ARP T—J LTV b)) DERTE

Address Resolution Protocol (ARP) (%, Xy hU—2E7 KL A (IPv4 7 KL A7 L) U v
JET FLVA (A —=%Fy b, MACT LR L) (RS LIRS ET, *v b
J— 77 RLALWHET RLABO~ v L 271X, ARP T — 7 MIRES N E T,

ARP 7 —7 NVHNO T U ZFRT HIIE, IROFIEZFEITLET,
1. Cisco vManage ® A = = —7>5[Monitor] > [Devices] DJEIZER L £ 97,

Cisco vManage Y U — % 20.6.x LA : Cisco vManage @ X = = —7>5[Monitor] > [Network]
DIFIZEIR L £,

2. BRENDTNAADY A RINHT AL A BRIRLET,
3. /XA T[Real Time] #7 VU v/ LET,
4. A > @ [Device Options] K2 7 X7 U A R, [ARP] ZIR L £,

CLI COR% a2~ K : showarp

| *v+r7—2 I
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v k=4 |

RETA FDET

[ L& BHEINIC

Cisco vManage M[Administration] > [Settings] T [Data Stream] XA N/ > TWND T & 2B L
£9

RETRA MDOET

1. Cisco vManage ® A = = —7>5[Monitor] > [Devices| DJIEIZ &R L £,

Cisco vManage Y U — & 20.6.x LAR(] : Cisco vManage @ A = = —7)»5[Monitor] > [Network]
DNEIZER L £,

2. TA RAEEIRT HIZIL, [Hostname] F| TTNA A4 %7V v 7 LET,
3. /£~YA > T [Troubleshooting] &7 U v 7 L %7,

4. [Connectivity] fEik T, [Speed Test] &7 U v 7 L ¥,

5. WROFEMARERL £7,

* [Source Circuit] : KRy 7 XU R NG, B—HNNT N AD KR A 2 F—
7:‘:/])10)77?\——%%*){]\/35‘?_0

s [Destination Device]: K2 v 7 Z 7 U R ML, TN AL EVATAIPT KLAT
UEe— TS RAERINLET,

* [Destination Circuit] : K2 7 &7 U A b, UE—RTNALZAD h R A
B—T 2 A ADH T —HBRLET,

6. [StartTest] #7 U v 7 LE7,
HWET A N T, EEILNOIEICH Ty NEEE L, SiELOMRINEEZELE
kD

FARA O RIZ, HET A NORERRFREINET, Z7uv ik, U2 KM v 7EEIC
EoNWTHBEEZ®RE LET, Fvrn— NEERRETILEEE TOREEZ, 77
T — R 3505670 B EE T F TOME 2482 Mbps BZ TR LE7, BRRICRESNZZ Y
VAR —ABLOT v AR — AR RSN ET,

WET A MBETT DL, TAMERNAESA VO TEICHLRIZEMSNET,

| AN
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Network-Wide Path Insight ?) 37~

R4 HEDBEE

Network-Wide Path Insight D%~ [

HaE

iy

) 1) —REH

B

Cisco vManage ?® Network-Wide
Path Insight

CiscoIOSXE U U —2A 174.1a
Cisco vManage V Y — 2 20.4.1

Z O§HETIX, Cisco vManage
AL TRy =272k
DRAD b b — A FHEFR
TEET,

Cisco vManage @ Network-Wide
Path Insight §L3ER

CiscoIOSXE U J —X 17.6.1a
Cisco vManage U U — % 20.6.1

ZORBEREICZ XY,
Network-Wide Path Insight @
L—2AnmfbEnEd, i
IZiX., L —RADNS KA A
URREHOEmMO 7 4 L& &
FTvar, BLXOT 7Y
r—gr7u—, hL—2A
ta— 77U r—va b
LY RO B RDEEN
7,

Cisco vManage @ Network-Wide
Path Insight J5ERR

CiscoIOSXE U U —A 17.9.1a
Cisco vManage Y Y —2% 20.9.1

ZOREREIZ XLV |
Network-Wide Path Insight #%56E
DRI E T, ZHUTIiL,
A YA MEHR, PL—AL
SUDA YA NMEHR, SR
A YA MER, BLOFEM
BTV r—aryhl—2A
THEMONE L BTN EENE
R

Network-Wide Path Insight (Z D0\ T

Network-Wide Path Insight [Z, Cisco SD-WAN X hU—JNIZHH AT~ ROZY RV —
T RTTV = a DO =AY —ERAERME LIS, STy FLr T -
YLYL RAALULUL Tr—LboL BROR Y MU — 2 LUV TEEMITE A S LT
KRTEET, ZOFRICEY, Xy N —7 OEAICET 2WENR A A F3EL,
RT = VA5, B, BEXORNTZ TV a—T 4 U TICENL L ET,

YR— b ENDET/NS AH

Z OREREIL,  Cisco I0S XE SD-WAN 7 /34 A CTHHR— hERTHET,

*v+r7—2 I
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B network-Wide Path Insight o3 5%

M=

Network-Wide Path Insight #§iE % 135 & Cisco vManage T7 7'V 7 —va D ML —A %
BAtE L. EEOT A AN IE ST L — AR ERAE 2 —CTRRTEET,

Network-Wide Path Insight D £ 1) = +
*CiscoSD-WAN 7 7 7V v 7 2 LCT SV r—aOxy RY—xr ROBFGFHF v
kD — 27 RA % AL
T FY r—a DXy NT— IR T p—< A% Y TIZA LTHEL TARAL

» Cisco SD-WAN 7 /XA A CTOMBEFITIZEAT B A >4 b, #: QoS. SD-WANK Y 2—,
SAIE 7u—, BLOSD-WAN A —_—L A Fox Y7

Y

(GE)  Cisco vManage U U — & 20.7.x AFIClEL, SD-WAN 7 71U
r—var ATV AP (SAIE) 7 m—it,
FUA =Ty b A AT gy (DPD) 77— L iREh
TWE L7,

e T AU —3g R Y —DMEE

Network-Wide Path Insight 013 Fi {51

cH LW A B, VPN, 77V r—2a v aRBEATIBEOR Yy hU—27 LR —3RE DK
3E

e Xy M= TTVr—rary, BIOR) P —BEOARAXDE=X) 7
« JEA EORBEEZWT 5 720 O RINE

Network-Wide Path Insight D #9518

» Cisco vEdge 7 /XA A &, Cisco I0S XE SD-WAN 7 /XA A L HEH T DA DR
DOHEREEMEHTE 7,

« Network-Wide Path Insight f§fEZ i L C h L— A TX 5 DL, UDP & TCP DA TT,
o ZOMREIZ, VPNOX k7 AR — K VPN TIEHHR— F IR THERA,

Ein==d

+ Cisco SD-WAN OEE T 7 A T %y h VPN £7213— bR F = — R Y —0HKE
SNTWBEE, ZOWEIZYFR—FSnERA,

cFTRTONRTy P hL—AR T =8 CF Y T Fr SOOI TEIH Y A, KB
B 72230 RO AP HBICIRG S E T,

s 7u— L a— R{ZlX, CiscovManage U V —220.6.1 LVEIOY Y —AD 7R — "R LKy
TEROFEELBRIIFRINEEA,

| AN
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Network-Wide Path Insight D%~ [

« Cisco vManage U U — 2% 20.6.1 LV HIOGE, IBRET 7V r—a R v—& 7740
FRY =3 R —FENRTERFA,

c TNARTEITIRKR2DD M L—A BL U CiscovManage 7+ > b Z &2 10 DRIFET 7
FUT P L—REE=Z ) T TEET,

CE=F Y TRRRT VT 47 7 u— e PR FSNTWVDET 70—z RORKIZ

RLFET, =XV U TORFITETD &

]\ L—Xx Lj:'f':':—:-ﬂ: L/jzj—o

PO U ) —2A

1)1)—2 YR—rSINET7IT4T7 | R—bFENBEET70—H
A—%

CiscovManage ! U — % 20.6.1 | Cisco I0S XE SD-WAN 7 /3 | 1,000

LVEIOY U —2 A AT LT 50 ~ 100

CiscovManage ! U — % 20.6.1 | Cisco I0S XE SD-WAN 7% 10,000

A AN TT 50 ~ 100

* Cisco vManage U U — % 20.6.1 £ Y giDY;

ML —RA TR Ey N =7 XA IFR R EINEE A,

* UTD
* TCP
* SSL
* DRE

Network-Wide Path Insight D BT$Z 54

B WOBBEENEN > TnD L, 77—

CiscovManage C [Data Stream] 47> 5 W INENZ IR > TWH Z 2R LET, ZDOA T =
YEADIT HITIE. ROFIMRIHENET,

1. Cisco vManage D A = = — 5 [Administration] > [Settings] DJEIZER L F 5,

2.
3.

4.

)

[Data Stream] 47> =2 > C, [View] #27 U v 7 LT,

[Edit] 227 U » 7 L. [Enable]
[Save] 27 U v 7 LET,

IR £,

GE)

[DataStream] B HZNZ 72 > TWRNEZIZ N L —ANRRERELL I ETDHE, AT

LHEIITKROBNET,

*v+r7—2 I



L
B network-Wide Path Insight o3 5%

Network-Wide Path Insight (D57~ (Cisco vManage ') ') —X 20.6.1 & Y BIDIEE)

Z ZTCliX, Cisco vManage Y U —2 20.6.1 £V {i®D U U — X T Network-Wide Path Insight ™
L—2REFATT D HIECOWTHHALET, ML —RXEHT 210, ROFIAEZIATLE
‘déo

1. Cisco vManage ® A = = — 7> [Monitor] > [Network Wide Path Insight] DJIEIZIEIRN L F
R

2. [Policy] fElN T, Fuv7# U X Fab [SiteIDM)] BN LET, 727 ¥ AHDH
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LET, EIZRRK6OD M NV EER L TERERRTEET,

] - Enl—l—l —
Wi-Fi X E DR~
Cisco vEdge 7 /31 A 72 ED U A ¥ L A LAN (WLAN) % #7R— k3% Cisco SD-WAN /L — %
D Wi-Fi iREZFRT H120T, ROFIREZFETLET,
1. Cisco vManage ® A = = —7)>5[Monitor] > [Devices| DJIEIZE R L £ 37,

Cisco vManage Y U — & 20.6.x LAR([ : Cisco vManage @ A = = —7)»5[Monitor] > [Network]
DINEIZEIN L £,

2. THAAAEBRLET,

3. EXALUTIWIF| 227 U v 7 LET, A3 2, v—% O Wi-Fi 2 EICET 2 F®mN
FRENET,

FAA DL, ROERPOEK SN THNET,

| AN



| ®vbro—5
smgmo7Ls 4 sxr I

AP TEHAN— : THRAL ZAADOT S TIZH Y 3, 77 BARA » MEH & [Clients Details]
REUNRRENET, [ClientsDetails] R¥ %27 Vw735 &, BIR LM FIZ Wi-Fi
TIRARA Y MR SN 747~ MZBET D IERPERSNET,

« T 7R RRA 2 b OBRE WIS T A —H,

AT 7 ARA b (VAP) @ SSID /37 A —#

FA O THBIE, ROBEPOHERLSTOET,

* VAP DIEZAE OfEHE SN — - i FrsnE 4, 77— X 2FRT 5 FaEE L2
FEBFH AL LR E 7 V) v 7 LET,

* VAP [3HEHEHE 7T 7 4 v 7 BN TEZELET,

VAP #HE 7T 7DONM : VAP A X —T = A ZAZERTDHE, TDA L H—T A R|T
BT AERZIRFRENET, VAPA L F—T oA 2% b ) —EI7 Vw735 E, @D
FRIZED £77,

HIEEERHD U 7ILE A LR

CiscovEdge 7 /34 A Dz ha— LT L — 8 gh V7V 2 A A 2 —TERTHITIE, K
DFNEZEFATLET,

1. Cisco vManage D A = = —7>H[Monitor] > [Devices| DJAIZEIR L £ 7,

Cisco vManage Y U — & 20.6.x LAR(] : Cisco vManage @ A = = —7)>5[Monitor] > [Network]
DNEIZEIR L FE T,

2. THAARERIRLET,
3. /£~3A > T [Troubleshooting] 7 V v 7 L ¥ 7,
4. [Connectivity] i3 C. [Control Connections (Live View)] %7 U v 7 L £,

ay b= T L= OFREEIT, 15T EICABICERSNES,

FHARA O EERIZIE, =y YT 3 A, CiscovManage, 3 X (NCiscovSmart 2> s 72— F [T
Biih ooy ha— FL—r RV ERTRIBERINET,

TEHAA L DOTFHICIE, VE—FTFARAALADIPT RLAR MRV RABRA Y FNDOAT—
HA (v RiRA v bOBEEDOHHRARY) 2F, Farbo—L FL—r MRV OFEME
R T —TANERENET,

Cisco Umbrella [ D R~

7 /3A A O Cisco Umbrella 1§ #H Z &R T 2121E, ROFIEEZFEITLET,
1. Cisco vManage ® A = = —7>5[Monitor] > [Devices] DJEIZER L £ 97,

| *v+r7—2 I
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2. BTRENBTFAALADY ZA RNHT AL ZAERINLET,

3. A T[Real Time] Z7 V v 7 LET,
4. [Device Options] #7 U > 7 L, IR&EBERNLET,

v k=4 |

TINARFT T3y

avU kR

Bl

Umbrela 7/5f R D& &% show umbrella deviceid

Cisco I0S XE SD-WAN 5 /XA
A @ Cisco Umbrella B 7k A
TR RAERRFTLET,

VRRP (G DR~

1. Cisco vManage D A == —7>5[Monitor] > [Devices| DNEIZEIR L F 7,

Cisco vManage U U — & 20.6.x LARI[ : Cisco vManage ® A = = —7)» 5 [Monitor] > [Network]
DNEZEIR U E

2. TANAARAERIRLET,
3. A T[RealTime] %7 Vv 7 LET,

4. [Device Options] 7 U »» 7 L, [VRRP Information] Z &R L £,

QoS [FH D TR

QoSHFHEZERL T, Xy NIT—FNOEDTNRAADED T T 4 w7 7 TAT, ixb<
DRayTRBELTEPERETEET,

® 12: BEEDREE

iy

taE

1)) —RIEHR iEA

Cisco vManage CT®
QoS E=XV 7

CiscolOSXE Y U —| Z®» Y U —A T, Cisco vManage M L CTA >
A2 dr 51— = A AHNLO QoS f % 2R B HRENM L

7.

JEEH., Cisco IOS XE SD-WAN 7 /31 & Z 7K —
MLV ELLE, 20U U —XI VAL,
Cisco I0S XE SD-WAN 7 /34 A D QoS fF#IL, T
NAADCLIEZN LTORE=H Y T TEEL

Cisco vEdge 7 /3 A TlX, Z OBRRILT CTIZRIHFREIC /2 > TWET,

| AN




| ®vbro—5

s Emox® ||

QS E=42') VT DHFIREIE

« TOMEBRIZY T A v E—T oA AT AR—FENTWERA,
« R TEIT QoS WA/ TWABIE ., ZOMEIX Y R— S EFEA,

QoS FH/F v — FDRT

QoSTF ¥ — ML, BIRLIeA v X —T =2 A ZADr y FEHELEF2—T Ry 7EN7-%
Ty NMEIRFERINET,

1

Cisco vManage D A = = —7» 5 [Monitor] > [Devices| DJIEIZER L 77,

Cisco vManage U Y — A 20.6.x LA : Cisco vManage ® A = = —7)>5[Monitor] > [Network]
DINEIZ IR L 5,

RRINDT AR A RNDT AL ZZRINLET,
FEAA D [Applications] fEIKIZH D [QoS] =27 U v 7 LET,
FA D ERINOROAT v g CEBIRTE T,
s [Interface Name] : RE v FH T A=a—Mnhb, QST —X5RKRTHA L H—T =
A AZTEIRL 77,
* [Time Range] : U 7V & A NETITFAERR LR (1 R, 3 RFEL 6 RFfE 72

&) T, FPEORMEH O ®RAFKRTH, [Custom] Z 27 U v 7 L TR 2 E %
LiTo

UTNEA LD QoS HEMIIRIEATERTLHZELTEET, VT ZA A QoS
BT —TNDETR] OBZa rE2BRBLTLEEN,
[Chart] Ry X T URARNL, IROWTNNERIRLET,

* [Post Policy Rate] : 1 Fbd7= 0 OF — X skl % kbps (7 7 4/v 8) 2T 1 BHT-
Do~y ML (PPS) TFEIRLET, ZOMEDFRETIE, KA MRY »—H v 2/10
OREFHALTI RS- OHEENRDHNET,

EJ ek
* [Post Policy Counter] : 825 10 FPRIC ¥ = —Z i@l L 7o /N7 > ML (72138 A FHEAL
DTy M) BEFRRLET,

QoS F v — FMMERREINFET, KOHNL, BIRLToA o F—7 = A ATk L CRFHIELHIE
JEZIEE LTZHED QST —F 2R L TWET, ZOF ¥ — FTiE, 7 —FFA M
10 & FLET, BEVEFEHEPAOYA . Cisco vManage 137 —# A » FEEH L E T,

*v+r7—2 I



AN |

B oseEsmozs

1:Q08 Fv— bk

pmS|172.16.255.15  Site|D:500  Device Model C1161-8PLTER @
Interface Name: GigabEthemet0/0/0 = ¥ Real Time] 1n 30 @) 12h 24h 7days Custom ~
Chart: Past Policy Rate = Kbps (@) PPS
15k pps
= Lokpps Feb 11, 10:50:00
g « Aggregate[Rate (PPS);:17248.00pps

QueueO|Rate (PPS)|:2872.00pps
» Queuel|[Rate (PPS)|:880.00pps

= Queue2|Rate (PPS)|:2788.00pps.
= Queue3|Rate (PPS)]:1320.00pps
. (PPS):1760.00pps i
* Queues|Rate (PFS)|2200.00pps =i=
= Queues|Rate (PPS)]:2640.00pps

* Queue7|Rate (PFS)]:2786.00pps

= Aggregate[Drop (PPS)|5142.00pps eue?
6k pps Queued{Drop (PP i W cusue
= Queuel|Drop (PPS)):1906.00pps
- = Queue2[Drop (PPS)10 P e e,
» Queue3|Drop (PPS)}:1468.00pps
= Queued|Drop (PPS)]:1029.00pps

e « QueueS|Drop (PP5)1:590.00pps
g = Queueb|Drop (PP5)):148.00pps
=4 » Queue7[Drop (PPS)):0
/ i A
Sttt ———t—t—%¢
Feb110800  Feb 11,0830  Feb1l 0800 Febll 030 Feb1lL 1000  Feb1L 1030  Feb1l1LOD  Febil 1130 Febll 1200 Feb1l1230  Febil, 1300

Cisco vManage Cl&, v — hO FIZTF—7 Vb FERrEINET, 27- L, Fv— b &AL
T HERIC [Real Time] 472 a1 U EABIRL72GETH. 7 — 7 /VITIEEICBET — 2 8RR
ENFET, VITNAEA LT — DO TIZEDL D RBRET —TNABRERETH, Fr—F
DY TNEALMEELITERDY £H A,

WOFNE, VT NAHEA LQoSTF ¥ — FD FIZERSINTBRET — X R4 7 —7 /L TT,
K2:0SEET—TI

Aggregate 259230875 199686.96% 59543.344
Queued 32538.344 32538.344 0

Queuel 32362.406 14931.094 17430.75

Queue? 3338075 29467.031 2913.563

OQueue3d 32390.906 18288.25 14102.031
Queued 32401.281 21645.594 10755.138
Queues 32404125 25 T400.675

Queust 323915

Queue? 32358.031 2945025 2907.656

)7 LB A L QoS tEHRT— T ILDRR
VT NEA LD QoS IFlARIFEXNTRAT DL, ROFIELFIATLET,
1. Cisco vManage D A = =.—7>5[Monitor] > [Devices| DJIEIZER L £ 77,

Cisco vManage U U — A 20.6.x LAi[ : Cisco vManage ® A = = —7)>»H[Monitor] > [Network]
DIEIZEIN L £,

2. BRENDTNAAY A NNLT AL AR LET,
3. /E~A T, [Security Monitoring] fEJ8 D NZd % [Real Time] #7 V v 7 LET,
4. [Device Options] K v 74 7 U X )35 [Interface QoS Statistics] 38R L £ 7,

*ybI7—=7
L6 I
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F574voorstorz [

QoS HFtDOENF/RINE T, [Filter] K v T XL U R NN A L H—T = A A% IR
THE, AVE—T 2 A AL TRETANZ ) T TEET,

S T4 v DIEREDIESR

o RILDEEEDRE
WIFEDE D b 2 VDIEFEEEZFRT 5123, ROFIEEZFEITLET,

1

10.

Cisco vManage ® A = = — 7> 5[Monitor] > [Devices) DIAIZER L F 7,

Cisco vManage Y U — % 20.6.x LAfij : Cisco vManage > A = = —7>5[Monitor] > [Network]
DIFITER L £,

TN R % BT 51T, [Hostname] F| CTNA 24 %27 U v 7 LET,
#2~3A > 7C [Troubleshooting] & 27 U v 7 L ¥ 9,

[Traffic] #EJ5 C [Tunnel Health] 22 V v 7 L £,

[Local Circuit] K2 v 7 Z 72U 2 ik, #F550 TLOC 23R L 97,
[Remote Device] K2 v 77X 7 U A Kb, UE— RT3 ZA&ERLET,
[Remote Circuit] K2 v 7 & 72U 2 F2sb, %i5ED TLOC 23R L £,
[Gol &7 Vw7 LET, BEO FEIZIL, LFOERNFRINET,

[Chart Options] K& > 7% 7 1 A k75 [Loss Percentage]. [Latency/Jitter], [Octets]
W @R L £,

(ER) A o CHhlER LM E 72130 2 % 2 28R4 5 & F5E L7 I
DT —=ZPRFRSNET,

U4y RVICROERPERENET,

« ZHED 2 ODT A AN H DT XTO M FVICETEH 7T 7 4 v 7 BT 7Y
r—vay—hTFr—% (B, B, vv¥—) .,

TV —Ta— K 7T T7ONE  BIR ST bRV EE TR LR LT,

TIVr—2avBBERL—TAUT 37490 DHER

BEILT A RINOFERT NA ZASDT TV r—2a ViR RN—T 4 T N T T 4 v 7 i
T DL, ROFMEZETLET,

1. Cisco vManage ® A = = —>5[Monitor] > [Devices] DJEIZER L £ 97,

Cisco vManage Y U — & 20.6.x LA : Cisco vManage D * = = —7>5[Monitor] > [Network]
DIEIZZEIR L £,

*v+r7—2 I



. Nry bOF v TFx

v k7—=2 |

> w

fE~A T [Troubleshooting] 7 U v 7 L£7,
Fi~A T, [Traffic] ® FiZ& % [App Route Visualization] %2 U v 7 LE7,

5. [Remote Device] Rr v X7 U A RnBSESET NA A IR L ET,

o

(ff:#&) [Traffic Filter] # 2 V v~ L£4, [NoFilter] £72I1% [SAIE] Z# R L £J, ¥ 7+

Jb kClE, [No Filter] 2N&IR N TWET,

Y

(GE)  Cisco vManage V V —Z 20.7.x AR CiX, SD-WAN 7 7 U —va v A7) VxR
TYr (SAIE) 7u—f, 74— "y b AV AXT 3 (DP) 7r— &R

NLTWE L7z,

7. [Gol &7V v LET, O FHC

I LT oB®RBFRSNET,

8. [Chart Options] K2 w7 # 7 U A k)25 [Loss Percentage], [Latency/Jitter], [Octets] D>

TP @ERL £,

9. (EE) A THAIER LHME /2T h 27 LM 8IS 5 & FEE LR

T NFRENET,

INTy bDXF Y TF v

® 13 MEEDBE

Cisco vManage U
J—2203.1

HEef 1)) — R IEER Bl
FLAIATR 7 > I | CiscolOSXE VU U — | Z D#REIX. * v MU — 7 EHENRT /N ZITHA
X¥ 7F ¥ 2 173.1a DT ARy Naedy PF Yy TELALLAR— R 3

T N Xy T EEETT, BELE X Cisco
vManage ZfEFH L TX ¥ 7 F ¥ L7oTy ham—
ANTHMTHZ b, REERPT 7 AR— R LTH
OATITA L THMTHZEHTEET, ZOHRE
L0, Ty FOBRUCE T A IE RN S i,
TV r—arOnlt, EXx=207 4, FTTL
Va—T A TIENTHI ENTEET,

. Y bI—%



| ®vbro—5
mAA STy kv TFrizo0T [

HEER 1) 1) —XEHR &R

CLI=~ Y R&fEH |CiscoSD-WAN V| ZOMRRIZ N7 7 4 v T—2 52X 7FvT5
L 7= Cisco vEdge 7 | U — % 20.6.1 OO EERELET, PR—FShTn5
IS ZDFAFRIAT N CLI =~ R%&MEH LT, Cisco vEdge 7 /31 R &
7y bRy T Fy Cisco vManage ] O E N7 7Ny 2 — b

LHIENTEET, ZOWEO—HELT, M7
T4 v OFMEF Y T Ty T RO AT RN
ASHTHWET,

request stream capture

show packet-capture

Cisco 108 XE CiscolOSXE U U — | ZOBERBIC L 0 | MAIAIZ T b v 7' F v HiE
SD-WAN 7 /34 A | 2 17.7.1a MR X FL, CiscovManage % i L CRIF D737
OB T > v | F¥x 7F ¥ B R—bEShET,
o Cisco vManage Y
¥ 7T ¥
J— 2 20.7.1

IPv6 RSO M 8] | CiscolOSXE U U — | Z DOEREIZ LD . IPv6 NTF 7 4 v 7 F— X2 DM

Ry v Ry TF v | A 179.1a MY 7 F v DY R—F2BME, CLIT >
L— M2 L CERMEY T 7y a— hTX
\ij—o

MARINNTY FF v TF (2D T

AVE—T A ALWHTHNT T4 v 7 %Fx 7Ty TCEET, aryhe— 7L —r0of;
Bix. —HEEIEE AR WFR) TR 774 v 7 52F%x7F ¥ T&EET, Xy bhro—
ANVTHNTHZ S, F¥ T TF Y LI T T4 v VBT AR— ML TA T T4 THITT
HZEHTEET, CiscolOSXEU U —A179.1aTik, X7y bX® ¥ 7F ¥ ILIPv6 F 77 ¢ v
7 &Y AR—FLTOVET,

CiscovManage R L1=/\7 vy FX ¥ TF XY DEKTE

arv =T L= T = H T L= DOy NE VT AEALATEY T Fr L, ZhHD
WNry ey PT N, ATHARER Y 7 4 MITRFET D120, ROFINEEZFETLET,

)

GE) N—TNRNy I A FZ =Tz ATE, "7y bFy 7 FriIhAR—bFENTHEEA,

1. Cisco vManage D A = = —7>b[Monitor] > [Devices| DJAIZEIR L £ 7,

Cisco vManage Y U — & 20.6.x LAR(] : Cisco vManage @ A = = —7)>5[Monitor] > [Network]
DIFIZEIR L ET,

2. TNA A%FEIRT 5121, [Hostname] S TT A A4 &7V v 7 LET,

| *v+r7—2 I


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp1549316645
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp2575024449

v k=4 |

. CiscovManage R L f=/\7 v X ¥ TF ¥y DRE

3. /E~3A > T [Troubleshooting] 27 V v 7 L %7,

4. [Traffic] C [Packet Capture] %7 V v 7 L& T,

5. VPN Fay7# 7 UJ A KTVPN Z&RLFET,

6. [Interface] K v XU A RNTA U H—T oA AZEIRLET,

N

G¥)

7.

Cisco vManage V U — A 208.1 LIETIX, NI 74 v 27D RL—RE T TNV a—T 4
VI DEDIZIPV6 Ny NEFX Yy Ty TEET, ITNEFEITTHITIE, [Interface] N
2y T H YA RNTIPVOA VX —7 = A A% L EJ, CiscovManage U U — % 20.8.1
LVHIE, IPVA A F =T 2 ADF X TF ¥ DHBPYR— S TWE L,

({I:E) [TrafficFilter] 227 Y v 7 LT, IP~y X —DEIZESNTIF Yy 7T v T 537 v

N7 4 VA LET, ROV 4 — NV ROEEZATILET,

1
2.
3
4.
5.

[Source IP] 7 4 —/V RiZiE, T v hOEETIP T FLAZ AT LET,
[Source Port] 7 .t —/V RiZiZ, /"7y FOREIR— FESZEZANLET,
[Protocol] 7 4 —/V RiZiX, ~ry ho7m havID # AT LET,
[Destination IP] 7 ¢ —/L RiZi&, /"7 > hDS%EIP T FLAZ AN LET,
[Destination Port] 7 « —/V RiZid, /N7 v FNOsEEAR— NESEZ AT LET,

8. Cisco I0S XE SD-WAN 731 ZD4E, WFFAT v XX 7F ¥ 2HIIT DI,
[Bidirectional] 7R % > % A4 U IZERE L E T,

Y

GE)

CiscovManage Y U — A 20.7.1 Cix, WHIA 7 v M2 x 7 F v EREPEA SN THET,

9. [Start] 7 U w7 LET, 7y bxy 7 FrnflthSh, EITRAFREINET,

1

2.

3.

| AN

lPacket Capture in Progress | : IX£E X737 v RN SMBIZEE L7286, £ 7215 [Stop]
IV rFTDHE Ny bRy T F e MEIRELET,

[Preparing file to download| : Cisco vManage {% 1ibpcap FE D7 7 A /v (pcap 7 7
AN) EERRLET,

[File ready, click to download the file] : ¥V —RT7 A a%7 ) v 7 LT, AL
SNT7rANETT  m— R LET,
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WFoTL—rE@ALEAry v TFronE [

\)

() Cisco vManage 7 7 A X EREE Tl 7 /31 A0 S 4T % Cisco vManage / — RIZR

72, VIARAIHNDTRTDTNA ATHRET A NEFEITL, Xy M ady I v
T&ET, UTAHEHLTCT—Z AR —LEZRETEET,

BELIP 7 RLZ & VPN 512 (Cisco CSR 1000v U — R 75w N7 4 —LTEF P 7 R
LVAZYR—FLTWEREA)

Ed el e
N AR—=FIPT KLA & VPNO

Cisco vManage / — RO AT LIP T KL A& VPNO A LT —# A N U —ADFX
L, 7 7 AZBRETCIEIHEREINETA, HETA Ny b T Ty, 7—X

A N U — A THE I TV B CiscovManage / — RIZEEE ST 31 ZADORITHIR &
5128 TT,

CLIT>JL—FrE2ERLENNYY PV TF Y DHRTE

[Z L& BHINZ
CLI 7> 7 L— hDEAFEDFHMIHOWTIL, [CLIT 7 L— ] 22 LTLEEN,

\)

GE) T4 T CLITvy7L—hMNIZue—)Lary7 4 ¥Xa2l—vay ®—RTav

Y RERITLET,

Ny MR T F X OE=H Y T DOCLIREE AT HIZIE, FIEICHE> T, [Administration]
P 7E D [Data Stream] 73 [Enabled] (1272 > TV 5 Z & Mﬁ;u LET,

1. Cisco vManage ® #* = =—C, [Administration] > [Settings] % &R L £,
2. [Data Stream] fEJk C, [Edit] 227 U v 7 LET,

3. [Enabled] #7 VU v 27 LC, [IP Address Type] # 3R L £9, 7 7 4 /L h TiL, [System] 73
BRI TUWE T ([Transport] 3 & OY [Management] @ % A 7'|Z1%, [Hostname] & [VPN] %
BINTRET DHLERDY £T)

4. [SavelxZ Vv 7 LET,

IPVA S 749 DINTy hX v TFvDERE
IPVv4 N7y " P F ¥ aT=H VU ITAH-0o0aT 7 4 )V47 %ﬁ;%]\/i#o

monitor capture capture-name match ipv4 source-prefix/length
destination-prefix/length [bidirectionall]

IPVvd T 7 4w 75T 4 NE) T LTHx Yy T T THHEOREFMELLFITRLET,

*v+r7—2 I


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html

B wsoi—rzgmLEAY Y b e TF YD

v k=4 |

&
it

monitor capture mycap match ipv4 198.51.100.0/24 host 198.51.100.1

IPVv6 FS 749Dy bX ¥ TFvDERE

A =T A AFEFary ha— LT L —r @R T AN R NT T 0w 7 F20137

DR RNT T 4w FREEFA R RET MR ROB GO NT T 4 v (W

FF) DIPv6 7y XX P F v EE=Z VT THTDDT A NRERELET, ROV

TN EFEITLET,
A B =T 2 ADNRT "X T TF Y ERELET,

monitor capture capture name [interface interface-name interface-num {both
| in | out}] match ipvé ({ipv6-source-prefix/length| host ipv6-src-addr| any}

{ipvé-destination-prefix/length| host ipvé-dest-addr| any}}

|protocol {<0-255>|tcp|udp}

{ipvé-source-prefix/length| host ipvé-src-addr| any} [{eq | 1lt| gt| neq |range
port number} port number]

{ipvé-destination-prefix/length| host ipvé-dest-addr| any} [{eq | 1lt| gt| neq
|range port number} port number]} [bidirectional]

e =L T L= DRy XY T T Y EHELET,

monitor capture capture name [control-plane {(both | in | out}] match ipvé
{({ipv6-source-prefix/length| host ipv6-src-addr| any}

{ipv6-destination-prefix/length| host ipvé-dest-addr| any}}

|protocol {<0-255>|tcp|udp}

{ipv6-source-prefix/length| host ipvé-src-addr| any} [{eq | 1lt| gt| neq |range
port number} port number]

{ipv6-destination-prefix/length| host ipvé-dest-addr| any} [{eq | 1lt| gt| neq
|range port number} port number]} [bidirectional]

IPVv6 T 7 40 %74 NEZ )T L TRy I TF YT H5A0RENELLFIIRLET,

monitor capture test interface GigabitEthernet 5 both match ipvé protocol tcp host
2001:3c0:1::71 host

monitor
monitor
monitor
monitor
monitor
monitor

| AN

capture
capture
capture
capture
capture
capture

cap
cap
cap
cap
cap
cap

2001:380:1::71 bidirectional

interface gig 2 in match ipvé 50::1/128 50::2/128 bidirectional
interface gig 2 out match ipvé 50::1/128 50::2/128 bidirectional
interface gig 2 both match ipv6 50::1/128 50::2/128 bidirectional
control-plane in match ipvé 50::1/128 50::2/128 bidirectional
control-plane out match ipv6 50::1/128 50::2/128 bidirectional
control-plane both match ipvé 50::1/128 50::2/128 bidirectional
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so—nvzar—+ [

2O0—Mv2alb—Fk

® 14 BEEDBE

HRE 1) 1) — X &R &R
Frk Y —E Y B Y |CiscolOSXE U U —| Z OBEIZ L Y . CiscovManage 7> 7 L — kD7
T4 A 17.2.1r H—DY I a2 b— MERBTH—E AL Frxr

INAMHIINZIRD [ P XT Yy ORI A RFR v
BN E RSN ET, £/, CiscolOS XE SD-WAN
FRA ADEET A hE 7 —DT I 2 L— MERE
DAEMMZ20 £,

N—Z THIHAIREZR IP /37 b DR T A MRy TR EFRT D123, ROFNEEZFATLE
RS

1
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1. [Path] 7 4 —/L KC, [Tunnel] F72i% [Service] ZBR LT, T —X% T 7 1 v 7 RXI|F
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B A D A Z~ A4 XA LT, YUTZILE A L, 1B/, 3ERZ & 0E MO ~
T4 EERRTHIEL, WRAFLORRFEHZEET S22 TEET, 774
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« A OFEHFEEFRT 51X, [UTD Stats: Memory Usage] 7 U v 27 LE7,

| AN


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp5579365410
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#wp3875365719

| ®vbro—5

UTD DIEE

1

% & BZET]

utD R L EaitoRT [

BEEORT

Cisco vManage ®[Monitor] > [Devices] X— " CTT /3 A& HEIR L E T,
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