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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL
ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE
PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST
TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND
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SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE
FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB's public domain version of the UNIX operating
system. All rights reserved. Copyright © 1981, Regents of the University of California.
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IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
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OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current
online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website
at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender,
racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions
may be present in the documentation due to language that is hardcoded in the user interfaces of the product
software, language used based on standards documentation, or language that is used by a referenced
third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/
about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners.
The use of the word partner does not imply a partnership relationship between Cisco and any other company.
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GE)  setup 2~ FH§REZ[MiE > CHEA L7=H A1, setup 2~ > REEREA K T L. BEFEITLTL
7ZEW, Ctrl-C ## L, $##E EXEC E— F (Router#) (Zsetup =~ REZ AL ET,

setup 2~ > REEREA A L T — & 2 WIHIERE T 5 FIRIX, kD LBV TT,

FlED#HE
1.  CiscoIOS-XE CLI 5, HE EXEC E— R Tsetup 2~ > REZRD LA LET,
2. setup AV NEREASIZHEMEHT 258X, yesZ AN LET,
3. yesE ANLUTEREHORTEIZAD £,
4. NV—HFDOKRANEASILET (FITIE Tmyrouter] ) .
5, AX—TNi—TLby hNRRU—KREANLES, ZONRRU—RIREGLEND (&%
EWENRE) OT, BEEZERLTHRAT— NIERENETA,
6. A F—TN =Ly hRNRU—=RLFRLDZAN =TV RXAT—FREANLET,
ZORAT— RS a2y (ZEEBMR) OT, BREEZERTDHENAT—F
bERAINET,
7 RABIGR NN AT— RE AN LET, ZONRRT—RIZLkoT, avr Y —LR— KHD
R—= MO ORET 7B AZBHIETE F9,
8 RoOTurFRMIXLT, EHTLIRY NT—2IZE LTS EEZ AT LET,
9. ROTurFNMIXLT, HHTLIRY NT—=2IZE LT SEEZ AT LET,
10. ROTua 7 MUNELET, 2] BN L MR ELRGTELET,
FED 4

AFvF1  CiscolOS-XE CLI /5. #j#E EXEC £ — R Tsetup =~ REKRD X HICANLET,
1

Router> enable
Password: <password>
Router# setup

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]:

BAE, setup ix EL—7 4 U T 1 DFETHTT,

setup T~ REEREO 7o v 7 M, W—ZDETT ), ABIAENTNDA VX —T =2 AT 2—)b,
SHIZY T MY =2TAA—VIZR>TRRYET, ROFIEL 2—F— AT (RFDOHE) 1E. HE
THHITT,

GE) Cisco I0S XE /b— Z |2l L7 BRI & B E N e WIGEITIE. 2 D setup =~ > FEEREDS A 8)
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TR0 setup 2T 2 FHEEED A .

GE) setup 2~ > RHEREZ & > CTHEA L75E 13, setup 2~ REEREZIKE T L, FEEITLTL
7ZEV, Cul+C L, ¥ EXEC E— RO 77+ (Router#) (T setup =~ K& AT
L £, setup =~ > REERED I HIEDFEIC OV TIZ, RO URL TT 7 AT& % [Cisco
|OS Configuration Fundamentals Command Referencell @ [The Setup Command) OFE A2 L T
< 72& VW ¢ https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/fundamentals/command/cf_command

ref.html

setup 2~ FEEREZ S| &S HIT 2581, yesE AL T,
1 -

Continue with configuration dialog? [yes/no]:
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

yes & AN L THAREHOREIZAD 77,
1

Would you like to enter basic management setup? [yes/no]: yes

N—BDKRANEANTLEST (BHITIE myrouter] ) .
fi

Configuring global parameters:
Enter host name [Router]: myrouter

A F—=TN =7 by hRAU—FRE AN LET, ZORRT— RIS (ZEMEREV) O

T, BEEFRLTHENRY — NEEREINER AL
1

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: cisco

AFX—=TN =7 by hRAT— REFRRDBAFX—T N NRNAT—=REANLET, ZONRAT— RiL
b3y (ZEEMEVY) OT, REEZRTTDHERRT—RFEFRREINET,

1

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ciscol23

AR NA T — RE AN LET, ZONRRT—=RNIZLoT, avyY—IbiR— IS DR—FNEDR

ET7 7 v A%BIETE F4,
1 -

The virtual terminal password is used to protect
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access to the router over a network interface.
Enter virtual terminal password: cisco

AT T8 WoOTur 7 NMIRLT, AT Ry N2l LTSS E AN LET,
1 -

Configure SNMP Network Management? [no]: yes
Community string [public]:

EHATREZR A v H — T = A ADBEHRINERINET,

GE) A B =T 2 A ADEIZIF, A X —T 24 ADFURN) U ITREENET, Zhidr—
EETILEBLIVAA VAP ILENTWNWAEE a— LA EZ—T A A —RITL->TELD

nET,
fi
Current interface summary
Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES NVRAM administratively down down
GigabitEthernet0/1/0 10.10.10.12 YES DHCP up up
GigabitEthernet0/2/0 unassigned YES NVRAM administratively down down
SSLVPN-VIFO unassigned NO unset up

Any interface listed with OK? value "NO" does not have a valid configuration
ATYT9 KOTurTMIFLT, TRy FU—ZIT# LIZNEE A LET,
fil

Configuring interface GigabitEthernet0/1/0

Configure IP on this interface? [yes]: yes
IP address for this interface [10.10.10.12

Subnet mask for this interface [255.0.0.0] : 255.255.255.0
Class A network is 10.0.0.0, 24 subnet bits; mask is /24

DAy 7 4F¥al—rayavwr RRAZYFRMERSNE L,
1

hostname myrouter

enable secret 5 $1$t/Dj$yAeGKviLLZNOBX0b9eifO0 enable password ciscol23 line vty 0 4 password
cisco snmp-server community public !
no ip routing

!

interface GigabitEthernet0/0/0
shutdown

no ip address

!

interface GigabitEthernet0/1/0

no shutdown

ip address 10.10.10.12 255.255.255.0
!

interface GigabitEthernet0/2/0
shutdown

no ip address

!

end

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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zrznxT |

ATV TN ROTa 7 MISELET, 2] ZRNL TR EEZRET LET,
fi
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]: 2
Building configuration...
Use the enabled mode 'configure' command to modify this configuration.
Press RETURN to get started! RETURN
= T PRRRENET,
{5
myrouter>
BEDNDTT
A setup T DL E BRORIBICKLERT X TOFEREZIEE LKDD & iR
RENFRINET, V—FREZTT T DT, WOFIEZFATLET,
FIEDHE
1. REDRGFERDL T T IRERRINTEDH, REDRFZIERLET,
2. HEIZA vE—VDBERRENRL o725, Return Z# L CRouter> 71 > 7 F & HR/R L
ij‘o
3. BEFOREDOEL FEIITRNOREDIEMZIRIR L £, Router> 717 ME, a~v R
T A F—=T =2 A (CLD) ZFATHT, V—FONMRELTT LIl LEZRLE
T, FNTH, ZHEHEDE T TEH Y FHA, ZORF T2 OORRERH Y £,
FIEDFH
AT T BEORGFERD LT a7 MRFRENTZDH, REORFEZRINL 77,

| oL29328-03

e Ino E%25E, AN UEREFRIRGFEINERA, 7o, V=X A Fx—T7 L7 a7~ (Router#)
W2 D £97, setup & AJ13% & System Configuration Dialog |2 Y £ 7,
o lyes) E%&25E, REITRGE SN, =2—Y—EXEC 7r2 7 (Router>) 2RV 77,

1

Use this configuration? {yes/no} : yes

Building configuration...

Use the enabled mode 'configure' command to modify this configuration.
Press RETURN to get started!

$LINK-3-UPDOWN: Interface Ethernet0/0, changed state to up
$LINK-3-UPDOWN: Interface Ethernet0/1, changed state to up
$LINK-3-UPDOWN: Interface Serial0/0/0, changed state to up
$LINK-3-UPDOWN: Interface Serial0/0/1, changed state to down
$LINK-3-UPDOWN: Interface Serial0/2, changed state to down

Cisco4000 ') —XISRY 7 bz 7 a2 J74Fal—a> A4 K. Ciscol0S XE17 .
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B ciscorosxecu o FmmE

$LINK-3-UPDOWN: Interface Seriall/0, changed state to up
$LINK-3-UPDOWN: Interface Seriall/l, changed state to down
$LINK-3-UPDOWN: Interface Seriall/2, changed state to down
<Additional messages omitted.>

ATY T2 HEHICA vy =Y NERENRL R>7-5, Return Z# L C Router> 71 > 7 h & F R L £,

ATV T3 BEHFEOREDEREIIIROFEDIERZEIRLET, Router> 77 MI, a~ RIA4 f L F—
Z7xA A (CLI) #FETH T, V—ZOUMREZTT LI EERLET, TNTH, ZIUIHEDTET
TIEHY AL, ZOEET2 ODOBIRENH Y 97,

b ) —Esetup T~ FHEBEAREIT L., BIORTEEIERL £,
1 -

Router> enable
Password: password
Router# setup

cCLIZMHA LT, BEOHREELLET L0, BINMOHKELZRTELET,
51

Router> enable

Password: password
Router# configure terminal
Router (config) #

Cisco IOS XECLI O{F A : FEHETE

TR, avry R4 A v E—T x4 A (CLD) 27 27 EALTIL—& CHIWRELY FAT
T3 HEICHOWTIHALET,

\)

() CiscoIOS CLI CT/—& IR ET 2 HE1%., v Y — VAL T HLERH Y £,

RN — X IZT 73V SORET 7 ANVBA VA =L ENTWRWES., VAT ARTE
A TOT A=V RNEREINEFEA, T, AERETHITE, ROFIEIZHENE T,

FIEDOHE
1. ROVATAA =V RNV —RICEKRENTZL, WYREZ AT LET,
2. Retun ZfFLCHEA v A M=V Z2#KT L., FERTCEHITLET,
3. Return 29 & Router> 7 7 " RFERENE T,
4. ecnable & AJJ U CHiME EXEC E— R&BRSE L £ 9,
FIEDFEM

ATYT1 ROVAT A A=V BN—Z I CERRENTZDL, BWUREZEZATILET,
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ATy T2

ATvT3

RTvT4

Cisco 4000 &) —X ISR DA R ~E0EE [

1 :

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Would you like to enter the initial configuration dialog? [yes/no]:

Return #H# L CHEIA VA b— &K T L, FEIRELFITLET,
B -

Would you like to terminate autoinstall? [yes]
Return

W OND A v E—=UNERII, RO XD RITTRDY 9,
&1

Copyright (c) 1986-2012 by cisco Systems, Inc.
Compiled <date

> <time

> by <person

>

Return Z 4 & Router> 70 > 7 FNFRINFE T,
51

flashfs[4]: Initialization complete.
Router>

enable & AJJ U CHs#E EXEC E— RZBHtA L £9-,
1 -

Router> enable

Router#

Cisc04000 < ') —X ISR DR FEDERE

RARAIFICLIZ0 Y T NeT 74V NORET 7 ANVAIHEHEINET, V—FDHEA
EHRELALAWVWE, HEREOFT 740~ RA N4 THBD [Router] DWMEHAINET,

FIRDEE

| oL29328-03

enable
configureterminal
hosthame name

g N =

end

no

N—58 Ta T M LWRA MPRRRSND Z LR LET,
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Router> enable

¥i#E EXEC T=— F&EADIZ L £,
e N2 — RE AN LET (ERENTHD) .

ATy T2

configureterminal

1

Router# configure terminal

Ja—\)Lar7 4 Xalb—i gy ®— NeBith
L‘i‘g’_‘o

ATvT3

hostname name

1

Router (config) # hostname myrouter

Iy NI =7 = NOKRRA M EREETZIMEEL
£,

ATv74

=B TFa T M LWRRA MBFRENS Z
LEMRLET,

1

myrouter (config) #

ATvTh

end

1

myrouter# end

(TE) B EXEC E— FNIZEY $£7°,

AF2—TLELVAR—TIL =IO Ly b NRT— FDEE

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

X2V T4 DOLAYEZBEINTDIZIE, iRy N —7 ZRHT 5/ AU — RE 721X TFTP
P — NITBRAF S NS /XA T — RDOEA | enablepassword =2~ > KE 7213 enable secret =2~ >
FEfHLES, Ebbpa~vy RERICHRZERLET, 2FV ., FFHEEXEC (£ Xx—7
V) B—RIZT 7 BATHEOICANTILERS S, B LSz AT— RERETEE
R

LV EERRE LT LT RLABREHEND DT, enablesecret 2~ REMEHAT L2 & 2H
LTELFET, CiscolOSXE Y7 b7 =7 Ol A A —U &L+ 5551204, enablepassword
av U REMFHLET,

FEAIIZ DUV T, [Cisco 10S Security Configuration Guide] @ [Configuring Passwords and
Privileges|] Z#ZM L T 72 &\, F£72, [CiscolOS Password Encryption Facts] 727 =11/ —
I & [Improving Security on Cisco Routers] 727 =H /L /7 — F B L TS EE W,

0L-29328-03 |
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| Cisco4000 & 1) —X ISR TOMHIL— L BEDIEE
A R—TLBEEVAF—TL o—s Ly k ix7—rkoiE [

\)

(F)  enablesecret =~ RERELZHE., ZDa~ Ridenablepassword =~ > KLV &
ENFET, A2 oDa~y REEMNTITTEERA,

FIRDEE

enable

configureterminal

enable passwor d password
enable secret password
end

enable

end

NOO A WN

F IR D FH

ARV RERIFTIaY B#
AT v 71 |enable e EXEC £ — FEARNC L £,
151 e NMAT—REZASNLET (ERENTZHS) .

Router> enable

R w 72 | configureterminal Jua—\)ary 7 4 ¥al—3g )y EB— KRG
15'] : L\i‘g_o

Router# configure terminal

AT 73| enable password password (EE) SRR~ LT, 727 A%l
Bl - Wy Ba—T N NAT— REFRELET,

«HERE . ZOFIAEFATT H DI, enable secret

Router (config)# enable password pswd2 S F%?ﬂ?@ﬁbfoﬁb‘ﬁb\j‘“ L ROM %7_‘

534, £721%CiscolOS-XEY 7 h 7 =T
DOEFNA A=V %7 — T D551 Ic L TL

7230,
R T 7 4 | enable secret password enablepassword =~ R LV bk Lzt ¥ =2V
fil - T4 LAY EEELET,
c FE3 TAAILIE D LR U/SAY — RE#H
Router (config)# enable secret greentree L/iﬁb‘7?<:7fi§b\o
AT w75 |end FiHE EXEC £— RICREY £,

1 -

Router (config) # end

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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B - - o7arpmeec 21 L7y toRE

ARV REEEFET7IVa Y B
AT 76 |enable ¥iME EXEC E— K& A x—7 Mz LE T,
1 - cHLWA R—TNFETIA =T N —T Ly
F XA — RAEEEL CWD Z L 2R LE
Router> enable 7f
AFw 71 |end (f£7E) ¥ikE EXEC B— FICEY £7,
1
Router (config) # end

aAVY—=ILDTA FILESEEXEC 24 LT FDERTE

ZITHE 2 Y= NVERROT A RVEHEEXEC X A AT U b &RET D HIEICO VTR L
EF. T 740 P T, BHEEXEC 2~ K A v 8 —T U Zid, =P AH OB % 10 5311
o T XA LT 7 MLET,
ay Y —NVEERET S L&, BENTA—XORE, BER—EROEE, BIOEHAL
TWAIAKRDIGAKRBE NN T A—Z OREEITHI ZEHTEET, a2 Y —/LERROREDEM
IZ2WTiL,  [CiscolOSConfiguration Fundamental sand Network Management Configuration Guide,]
EHRLTLZEV, &< [Configuring Operating Characteristics for Terminals| 35 & OV
[Troubleshooting and Fault Management] DFE A S L T 7230,

FIEOHE

enable

configureterminal

line console 0

exec-timeout minutes [seconds]
end

show running-config

o0kl wnN=

F IR D

AT RFERIEFT7TII Y B#
AT w71 |enable et EXEC E— REZ AN LET,
151 e NRAT—REANLET (ERENTEHBE) &

Router> enable

Z 5w 2 | configureterminal ra— ) ary’ 4 Xab—vay E®— Neh
1 - LETS

Router# configure terminal

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| Cisco4000 & 1) —X ISR THOHMEIL— 2 BEDIEE

AU RFERETIVa Y

B8

R w73 |lineconsole0

1

Router (config) # line console 0

Y= VEREREL, B 7 ¥ 2 b—
gy aw s RoalL gy B— REBRBLE
KR

R T 7 4 | exec-timeout minutes [seconds]

1

Router (config-line)# exec-timeout 0 0

TA RAVEHEEXEC X A A7 7 NEBRELET, =
TUIEHEEXEC o~ RA V2 —T ) X N2—FD
AN EN D F TRHOMRE T,

cRIZ, FALT U N LERETDHHERLE

7, exec-timeoutfE% 0 IZFXET D &, L—H A~
Oa g AL BIIAA LT R TCRIT T TS
TRV ET, ZOHE, disable 2w
KL CFETr T hLRNWTa Y
V=V EEEND E, BX 2T 0 EORBENRE
AT HAREMEDRH D 7,

AT v 75 |end
5 -

Router (config) # end

HkE EXEC B— FIZR Y 17,

R 7 6 | show running-config
i

Router (config)# show running-config

Tary74F¥alb—ary 774 VERRLE

\%M

o

« 7 A NAKHEEXEC Z A L7 U b ZTEYNIRE
LIeZ LB LET

1

WIZ, 22—V DT A RIVEHEEXEC Z A LT 7 "2 25 30 FMICERET A2 R LET,

line console
exec-timeout 2 30

WIZ, av ) —LDT A RIVEMEEXEC ZA L7 7 Mo 30 BICRETAHaE R~ LET,

line console
exec-timeout 0 30

FHAEY R AA—URy FEBASA VI —T 4 ADHE
Jb—Z1Z1%, GigabitEthernet0 & WD ARTDA —H %y MEHR—FRH Y £7,

IDAVE—T oA ZADHEWIE., 2NN —ZDOEHHZ A B FITTELLHICTH L
T, L. Xy hU—=7 NT T 4 v 7 HFERETNE TR (L DS, RETER
W) A B =T 2 ATY, Z7FL, Telnet BEUSSHEZ N L CL—ZIZT 7R L, L—H

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .

| oL29328-03



Cisco 4000 & ') —X ISR TO#MHIL— 2 HEDEE |
B =50t —vx0 roF 40 MR

TEMA A ZFATT DO TEET, 2O Z—T = AF V—FPNV—TFT 1
7 AT DHIDN, ETIXEOMODEEEA L F—T 2 AA ANH T 7T 4 TR ST TNV 2 —
T AT EAT O BRI A e Re A R L £

EHA VXY P AV F—T oA AT, ROBITHERE LTI ZINY,

« JL—HZ|ZIL, GigabitEthernet0 &\ ) ZRTOEH A —V Ry b f V H—T = A AN 12H
DES,

s A B =T 2 A ATHR—FINBNV—T v K 7u haid, IPv4, IPv6, LN ARP
72T,

cAVE =T 2 A AL, BEA UF =T A ADPEEEL TRV, [0S T REANST T
LTCWCh, XTI/ AT HTFEEREELET,

EHA =Y Ry b A =T =2 AT, BHD VRF O—HTY, FEMICON T,
['Software Configuration Guide for Cisco 4000 Series ISRs] @ [Management Ethernet Interface
VRF] 2ZM L T ZE0,

FAEY b A—HRY bDT T AL MERK
7 74V FTIL, #5325 VRF (%, [Mgmt-intf] & WD k7R 7 NV — T4 oA v X —T7 = A
ARICHESNET, TOREEEFTLH LT TEEHA, ZhT, BEA VX —T AR
DT T4 I aTxT—T 4T T —rDoalLES, BARE MO X —T7 oA
A ELFRBETTN, ThHEDA v H—T =2 ATHR— FENRNEL OEEEEENRDH D 9,
GigabitEthernet0 A > % — 7 = A AXEFHHICOAEH SN D720, 2 2 TIHEREHSREZ R E T
TFEHA,

For example, the default configuration is as follows:
interface GigabitEthernetO

vrf forwarding Mgmt-intf

ip address 172.18.77.212 255.255.255.0

negotiation auto

FHAEY FA—YRy FR—+LDEF
XHE Y b A=y MEHR— ML, HIZ GigabitEthernet0 T,
A—hME, 274 FXa2lb—vary E—RKTTI7BATEET,
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #interface gigabitethernetO
Router (config-if) #

FHEY P SA—HURY A 2E—T 24 ADETE
IITEH.IPTRLABLIOA, v ¥ —T =2 ADHAEL—F DA —HY Ry h A X —T =
A RZEIY BT EHHEZOWTHALET,

FAEY A=Y Ry b A F =T = A ZZHT DHREHREREHHRICOVTIE, [Cisco
|0S Interface and Hardware Component Configuration Guidel

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |


https://www.cisco.com/c/en/us/td/docs/routers/access/4400/software/configuration/guide/isr4400swcfg/bm_isr_4400_sw_config_guide_chapter_011.html#concept_05AA2D2D183A4188912DBC68F695FD46
https://www.cisco.com/c/en/us/td/docs/routers/access/4400/software/configuration/guide/isr4400swcfg/bm_isr_4400_sw_config_guide_chapter_011.html#concept_05AA2D2D183A4188912DBC68F695FD46

| Cisco4000 & 1) —X ISR TOMHIL— L BEDIEE
FHEy b A—42y k18— 120%% [

(http://www.cisco.com/en/US/docs/ios/12 _2/interface/configuration/guide/icflanin.html) @ [Configuring
LAN Interfaces] ZZM L T 7Z&0,

AVE =T 2 A ADF L RY L ZZONTE, —=F DY T hT=2T ar7 (Fal—vay
TA REeZRLTIZEN,

FIRDOHE

enable

show ip interface brief

configureterminal

interface {fastethernet | gigabitethernet} O/port
description 355

ip addressip-address mask

no shutdown

end

show ip interface brief

NGO AN

F IR D

AV RFEERETIVa Y B#
AT w71 |enable ke EXEC E— RE AT LET,
B e NRATU—REANLET EFEREINZEHE)

Router> enable

R 72 |show ip interface brief 1P IC B S AL CUND A o 5 — T = R O HLAp
i T—HAEFRLET,
o . N—H EZHDHA—F Ry P H—T =R
Router# show ip interface brief 0){£§Eﬁ§%3ﬁ)K)§Eﬁfo
R 7 3 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REEG
15“ : L/iﬁ‘o

Router# configure terminal

AT 7 4 |interface {fastethernet | gigabitethernet} O/port A—H Xy bA L E—T =2 ZAEHEL, A F—
) - TxAAaArT 4 Falb—varE—RERBL
i—a‘o
Router (config) # interface gigabitethernet 0/0/0 GE) 4’}/57*—:7::4);<0)%§%%ﬁfffﬁl’3b\7:

1Z. TSlots, Subslots (Bay), Ports, and
Interfaces in Cisco 4000 Series ISRs) (1
~38 =) AL T EIN,

AT 75 |description 551 EE) A2 —7 A AREICTHA 2B L F
Bl - T MR H L E. EDOA U F—T = A RTHHES

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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1 -

Router# show ip interface brief

- ER
AU RFERET7TIV3 Y B#
Router (config-if) # description GE int to 2nd floor] ﬂfb\é %O)%AE&I]\&L%@—< fi ) i@‘o if:\ b
couth wing - ° FINY 2T 4 VT DIDIET AT L b b E
—é‘O
R T 76 |ip addressip-address mask AR =T A ADTTA~IVIPT FLAZHFEL
f ESE
Router (config-if)# ip address 172.16.74.3
255.255.255.0
R T 77| noshutdown AE =T oA A% A F—TMILET,
1 -
Router (config-if) # no shutdown
RTv78|end R EXEC E— RIZRE D £7,
1 -
Router (config) # end
R T 79 |show ip interface brief IPICRESNTVWAA v F—T = A ADfH A

Fo M AEFFLET, A—FFy h A F—T
A ABEB L, ELRESNTNS L2 MR L
ij‘o

% E 5

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

THEY R A—HRY A EA—T A ADEE : I

|

interface GigabitEthernet0/0/0
description GE int to HR group

ip address 172.16.3.3 255.255.255.0
duplex auto

speed auto

no shutdown

show ip interface brief 2 < > KD H A1

Router#show ip interface brief

Interface IP-Address
GigabitEthernet0/0/0 unassigned
GigabitEthernet0/0/1 unassigned
GigabitEthernet0/0/2 unassigned
GigabitEthernet0/0/3 unassigned
GigabitEthernetO 10.0.0.1

OK? Method Status Protocol
YES NVRAM administratively down down
YES NVRAM administratively down down
YES NVRAM administratively down down
YES NVRAM administratively down down

YES manual up up

0L-29328-03 |
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FIFNL—rEERSR Y Y—rF— k1 0iEE [

FIAILMIL—FrERIFISAM)YY—F— 9T A DIETE

ZIZTHE, PA—T AT EAF—TNMILTT 7 40 b b— NEFRET 5B OV T
HLET, 774/ bb— FNOIREORBFEICOWTIL, Hiffittkk / — @ [Configuring a
Gateway of Last Resort Using IP Commands] &£/ LT 72 &0,

Ny NHO XY Buvyb— E337e < Labsei @@k r v bV — 27 Tl niGa . Cisco
I0SXE Y7 by =71%, O —h vz (W—F) 2T7ARN)Y = =oAL LT
BHLET, 2ZTE, 77408 v—bk (AN UY—KNF— bAoA Z3HETHL—F
B L L TRy NT—Z BBIRT L HEICOWTHHALET, v —F 47 7 hailnsy
T Ak — MEREGIET D HIEIL, e banic o TRRD 9,

PIL—T 4 TELTIPTOFILORE
PL—T 4 TEBEOIP V=T 4 77 a b 2T 2REHRBERHIZ OV T,
Cisco.com @ [Configuring IP Routing Protocol-Independent Featurel] 22/ L T 72 &0,
PIL—T427

IP/L—F ¢ 7%, CiscolSO-XE Y 7 b7 = 7 CHEWIZA R—T /22D £9, IP/L—TF ¢
VI ERBRETDHE, REEHRDT 7 AV N— R pE, sy N OREIZEER A F T2 38R
DO— "BERENET,

\)

G ZoXr7 v7valid, PA—T 407 %7 48—7NMIT 2L X FEHAINERA, IP
N—T 4T hT 48— NITHEEILT 74/ b— MEFEET HITIE, Cisco.com [ZH
B AR 2 — ~ @ [Configuring a Gateway of Last Resort Using IP Commands] ZZfR L T 72
é l/ \O

FIAIEIL—F

N—Z IO TRTOXR Y FT—Z 12 L Tb— hERETERNWIELHY FT, L—T 4
VIR AR BT DT DO HIEX, Av— M A—&2 e LTEEOLV—Z L, B
DON—BDT 74V M NV—B i A< — FL—FIIHELET (RAv— b —F T 5 —
Fy NU—I ROV —T 4 7 T =T VT DERPEHESNET) . 20T 7 41
FNU—=bEFAFTI v ZIZETZER, HxDOL—FIITRETDHIENTEET,

FLEAEDEAT Iy I RNV —T 427 7' hailid, Av— b V=N EAF Iy
JIT 7 MEREAER L, TNEMONL—Z|TET U ERAESEDL A D= X LREEN
i‘a_o

TIHIE Ry FT—=7

BELIET 74V b2y N —JICEERERINTWD A VX —T =2 ANRN—HIZH DY
B NV—HTCEITENDEAFTIv I N—TFT 47 Fa balilko>-CT, T 74/ Lb—h
DERRENDD, T 740 bb— FRFHESNET, RIPOBFE, V—ZITry hU—7

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
| oL29328-03


http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094374.shtml
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094374.shtml
http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_pi/configuration/12-4t/iri-12-4t-book.html
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094374.shtml

Cisco 4000 & ') —X ISR TO#MHIL— 2 HEDEE |
B sxrvv—rs5—royza

0.0.00%7 KANX AL XLET, IGRPOFE., v T —7 BIEKNRT RANX A4 XEi, L —
e LTTZI 706 ET,

Fy NT—Z DF TV FEER L TWAL—F 2T, FOL—2BHFOF 7+ NbigET
HUHENBHGENHY ET, V—FNBEHFDT 7 4V b b— M EAKTDHHEOLOIL, #E
Y72 F A ZERALTRY NT—20000ICFBDARAEZT 4 v 7 b— NEEETHZ & T,

JANYI—rT—FrxA

FIFNMEBRELATIvI V=T 47 Fa barE M LTELTWLEE, £otho
BEFRETT, V=T 47 T VIEMICAF S, 740 =R ELT
RIERT 74V Ry NU—27 BERENET, RIPOHFA, 0.0.0.0 &5 HE—DRIRE L
HY EEA IGRP DBHE, AT LT 74V MOBMICT DI ENTE Ry MU =7l
BHEETHZE BV ET, CiscolOSXE Y7 b =737 RI=A =T 47 7 4 AH
VABLOA N w7 EROE S EEH LT, T4V A=K (FARNYY =R
A) ZHWTLET, EIRLT 740 Fb— b iE, showiprouteEXEC =~ > RDF A kY

V= RS U = A DRBFITRINET,

BAF v I RT 730 MEBRN Y 7 b7 = TIZHEE SR WEAX. ip default-network 2
H—LarZ4Falb—varavy FefL, 7740 br— hoEfizHEELET,
ZOJFiE T, ipdefault-network =~ > RiE51#e U ORBEReR Yy PV —7 2 LEd, 2
DXy NT—=IMEED Y —A (XA T I v I EREFAZT 4V T) OV—T 4T T—T )b
WCFERINDEE., T 740 M— MERE LT7 7703 b, 77 4/ hb— ~OwfRE
IRIRPUEIZ A2 0 9,

N—BDFTF VKPR NI =T B —T oA AN, FOFRy NI —27 x4 50—
MEHDGHE. TDOFy N =217 74/ b SRR & e ShvET, b— MEMITHRAES
Ny TRIZA R =T 4T T4 AZ U ABLIOA N v 7 IZHEADWThHROE 72BN S
FT, Wil T 7 AN N RRZKHTEHT— U2 A1E, FAMNYY =K F— T AI12720
£7,

FIRDHE

enable
configure terminal
ip routing
ip route dest-prefix mask next-hop-ip-address [admin-distance] [per manent]
RONTNNEIATLET,
« ip default-network network-number

* ip route dest-prefix mask next-hop-ip-address

g hWN=

6. end
7. showiproute

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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F IR D

52k yy—rur—toza |

ARV RFEEETIVa Y

=)

A7 v 71 enable FHEEXECE— FZ A LET, NATU—FZA
Bl ALET @ERENEFHD) .
Router> enable
R 72 |configureterminal ra—nN)ary7 4 Xal—ary F— NG
1 - LETS
Router# configure terminal
AT 73 |iprouting IPV—TF 4 7R LET,
1 -
Router (config)# ip routing
R T 7 4 |ip route dest-prefix mask next-hop-ip-address AT 4T — NEHESL LE T,
[admin-distance] [per manent]
fi
Router (config)# ip route 192.168.24.0
255.255.255.0 172.28.99.2
ATV TS| RONTINEFEITLET, FANYY =K = U =A ZHETDL— ME
* ip default-networ k network-number e L TRy bU—7 ZRL£T
. FANVY =R F— R UzA ZHET L7201,
* ip route dest-prefix mask next-hop-ip-address F v h 7 =2 0.0.0.00.0.0.0 ([T DHALT 4 v
1 - M= R EAER L ET
Router (config) # ip default-network 192.168.24.0
1 -
Router (config)# ip route 0.0.0.0 0.0.0.0
172.28.99.1
RXTv 76 |end HitE EXEC £— NIZEY £7,
1 -
Router (config) # end
AT 77 |showiproute BEON—T 4 7 T—TNMEREF R LET, 7

1

Router# show ip route

ARNYS—h P =T RRESNTNDHZ &
AR LET

| oL29328-03
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R EHI
FTIAIL L IL—FDIEE : i

ip route 192.168.24.0 255.255.255.0 172.28.99.2
!

ip default-network 192.168.24.0
|

show ip route 21 < > KD H A4l

Router# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2 i - IS-IS, su - IS-IS summary, L1
- IS-IS level-1, L2 - IS-IS level-2 ia - IS-IS inter area, * - candidate default,

U - per-user static route o - ODR, P - periodic downloaded static route, H - NHRP,

1 - LISP a - application route + - replicated route, % - next hop override

Gateway of last resort is not set 10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 10.0.0.0/24 is directly connected, Loopbackl L 10.0.0.1/32 is directly connected,
Loopbackl Router#

DE—FIAVY—LT I EADE=HORBIGREIRDEE

AR (VTY) [EfIZ. v —X I LTCUE— N 778X TADIERINET, =2
T, BERHA2—V IR NL—F 2V E— T I7®BRATER LT, RRAT—FEHEHL
TR RIERR Z R ET D HFIECOWTHA L E7,

T 74V N T, =L EOARE KRB &V £, 7272 L, BINOARE R BEIRR 2 (F
K CT& E£9, [CiscolOS XE Dial Technologies Configuration Guide ]

(http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/2_xe/dia_2 xe book.html) % ZFR L
TLEZEN,

AR SR T — REB L OVSAT — RO B{kiL, [CiscolOS XE Security Configuration Guide: Secure
Connectivity]

(hitp/AwwwciscocomienUS/docsfosfios xelec secure connectvity/configuration/evider?. xefsec. secure connectivity xe bookhtm)
IZFCHk STV E T, [Security with Passwords, Privilege Levels, and Login Usernames for CLI
Sessions on Networking Devices| D7 > a S L T E3V, 727 EBA U X M CEAEGRR
E# (VIY) Ot®x =V 7 ¢ Z2ki#ET 255G, [Access Control Lists: Overview and Guidelines/]
LT Z3N,

FIEOHE

enable

configureterminal

line vty line-number [ending-line-number]
password password

login

apwbn=

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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6. end
7. show running-config

8. BIDFRy NU—7 TR Ak,

F IR D 8

YE—ravy—LT o eR0EsorEExER0RE ]

N—HIZxT B Telnet ¥ v o a VOB EZFRITLET,

ARV KRFERERETYVa Y

=)

25w 71 |enable
1

Router> enable

FHEEXECE— REZAZNCLET, AT —FREA
JILET (FERENEHR) .

ZF w72 | configureterminal
1

Router# configure terminal

Juau—) a7 4 xXal—gy FT— NELG
Liﬁ—o

R T w 7 3 |linevty line-number [ending-line-number]

1 -

Router (config) # line vty 0 4

VE—h 3V —)L 77 EA=DIC, RAEERE
#O(VTY) OFE#Eary 74 Fal—arav R
DaL gy ET— RERBELEST,

JL—F FEOFTRTOVTY BEfREZHRELTNAS
T EEMRLET,
G¥) N—H% LD VTY FRROE % M9 512
1%, linevty? 2~ > RZ&EH L £9,

R T 7 4 | password password

1

Router (config-line)# password guessagain

E#EDO/RAT — R&EEELET,

AT v 75 |login
1 -

Router (config-line) # login

BIAEEDNRAT =R Fx2y A F—T I L
£

AT v 76 |end
1 -

Router (config-line) # end

HrME EXEC E— RNIZEREY £9°,

ZF 77 | show running-config
i -

Router# show running-config

Ffrar74F¥al—rvary 7rANERRLE
T, UEF— T 7B AD T DOITARABEREIR % 5 )
WCRE LI MR L ET,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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avYRFERET7IOI Y BRI

ATV T8 BIDOFR Y U= TR AN, =R kT D | =RV E— T 7 RATESLZ L, BLOYE
Telnet 7 v > a » OBEEZFIT L £ 9, WEREREO NN AT — RRELLBEIN TS &
Bl EHER L ET

Router# 172.16.74.3

il
Password:
5% & 15l
WIZ, NAT— REMFEH L TR RERZ R ET 56 2R LET,
iine vty 0 4
password guessagain
login
ROEE
VTY EfZRE LS, ROFIEEZFEITLET,
o (EE) RAENGREFRO/SA Y — REHE b3 5121, [Cisco I0S Security Configuration
Guide] @ [Configuring Passwords and Privileges] O#F =&ML T 723V, F£72, [Cisco
I10S Password Encryption Factsl] 727 =71V 7 — h =SB L T &0,
« (ER) 727 ERVRAMEEALTVIY FfREOEX 2 U7 ¢ 2R 21213, [Cisco
I0S Security Configuration Guide] @ [Part 3: Traffic Filtering and Firewalls| ZZMR 1L T 72
é l/ \O
BN EIR D ERTE

22T, MBERMC oW TEBR S T 4 Fa b— g v — RERAT S HIEICOWTHNA
LET, HBIERRORREFIEZ, #iBh (AUX) A— b OEMRI) 7R3 K> TR 3, 1l
BERROBEIZOWTIE, RO~=a T VESBRL T ZEN,
« [Configuring a Modem on the AUX Port for EXEC Dialin Connectivityl] ~(FiffiftAf 2 — &)
http://www.cisco.com/en/US/tech/tk801/tk36/technologies tech note09186a0080094bbc.shtml

+ [Configuring Dialout Using a Modem on the AUX Port]  (RXE#1)
http://www.cisco.com/en/US/tech/tk801/tk36/technologies configuration _example09186a0080094579.shtml

+ [Configuring AUX-to-AUX Port Async Backup with Dialer Watch)] (3% &)
http://www.cisco.com/en/US/tech/tk801/tk36/technologies configuration example09186a0080093d2b.shtml

« ['Modem-Router Connection Guide] ~ (ffrftAE 7 — 1)
http://www.cisco.com/en/US/tech/tk801/tk36/technologies _tech note09186a008009428b.shtml
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v ko—svigorz [

FlED#HE
1. enable
2. configureterminal
3. lineaux0
4. AUXK— MOFFEDRIEICEOE TRIARET 121, Hifittik 7 — b L3R ER &2 2R
LTL &,
FED F#HH
aAv U REEETI 3 Y B8
AT 71 |enable FiHE EXEC £ — REHMC L E T,
1 - e NAT—REANLET FERINEHE) .

Router> enable

R w 72 | configureterminal Jra—xN) ary7 4 Xal—iay T— REBLG
15“ : ]\/i‘g—o

Router# configure terminal

Ry 73 |lineaux 0 MERRIZOWTCEREZ 7 4 Fal—aravw
B YRoalv gy ®T— REMBLET,

Router (config)# line aux 0

ATvT4 AUXT"  DEFE D FIEI AL TR EARET D | —
ik, BfRR — b 23 Em%ﬁ%LT<%é
1/‘0

<y RJT—2 *%%JLO)EE%\

ZITHE, =Dy MU — 7 Bt AR T D HIEICOWTHB LE T,

1R BHHIIZ
c ZOETHPATHIITRTCOREH A7 58 T THLERDY £,
s WHNCRRE LRy NU—7 RA MINV—X ZHHTILENHY £9,

FIEDEE

1. enable
2. ping[ip-address| hostname]
3. telnet {ip-address| hostname}

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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FIED A
AT RFEREIT7IIY B#
ATy T K MEEXECET— RZAERILET, RAU—F& A
DLET @EREINEZHE) .
Router> enable
AT 72 |ping [ip-address | hostname] MRy NU— 7 Bl L £, B AR
HITIE, R T A NB Yy FON—F FRITHREFH
DEA L H—T 2 A ATHEHEL TWNDHAHRA ML
Router# ping 172.16.74.5 “Cping %%’ﬁibij—o
R v 7 3 |telnet {ip-address| hostname} Telnet # ¥ AR— h 5K A Mca /A LET, VIY

B SAT — R&ET A N T 5 0ERS H5EITIE.
BDF >y KU =2 T ZANE ZOFNEEFELT L,

Router# telnet 10.20.30.40 N—HDIPT RLAZEHRALET,

1

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

WDOFERIL, IP T KL A 192.168.7.27 (Z%F L C ping & 4T L7 & & DHHHITT,

Router# ping

Protocol [ip]:
Target IP address: 192.168.7.27

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.7.27, timeout is 2 seconds:

Success rate is 100 percent, round-trip min/avg/max = 1/2/4 ms

WDFRIL, TP A A 44 donald 12%f L C ping & 547 L7z & 2 DI CTF,

Router# ping donald

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.7.27, timeout is 2 seconds:

Success rate is 100 percent, round-trip min/avg/max = 1/3/4 ms

0L-29328-03 |
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Firiq zarEnre |

TN REBREDRE

ZITIEH, ETar 74 Fal—valENVRAMDAX — KT v 7 a7 4 ¥Fal—s
VICRFETAH I ET, WOV AT AU r— R, I3 EROBFRARICEE LY Kbk
IZOWTEBLET, NVRAM IZ1E, L—& LIZ256KB DA ML —URH 0 F4,

FIEDHE
1. enable
2. copy running-config startup-config
FIED ¥
ARV RFERRETI a3 Y B#J
A7 v 71 enable FrHEEXECE— FZ A LET, NATU—FZA
11 - HLET (ERIN2HE) .

Router> enable

A 7 2 | copy running-config startup-config FITHORELZAX— T v F a7 4 Xalb—
i - va VTBRFLETS

Router# copy running-config startup-config

BEBEUVLRTLAA=DONY YTy TIE—DRE

T 7 A VORI 7 7 A VOEEZMBI L, T 21 2ai/NRBIZIZ 572012, A —
rNP v ar74F¥al—ar 77 A0 EBEOCiscolOS-XEY 7 b =27 VAT b A A—
CITFANDNN I T v A= —NRFETDH L AR L F9,

FIEDHE
1. enable
2. copy nvram:startup-config {ftp: | rcp: | tftp:}
3. show {bootflashO|bootflash1}:
4. copy {bootflashO|bootflashl}: {ftp:|rcp: |tftp:}
FIEDF¥H
ARV RFERRETI a3 Y B#J
A7 v 71 enable FrHEEXECE— FZ AL ET, NATU—FZA
5l - NLET ERENEBHA) .
Router> enable

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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| B
ARV REEEFET7IVa Y B8
R 72 | copy nvram:startup-config {ftp: | rcp: | tftp:} AR — K TS a7 4 Falb—ary 77A4)b
Bl - EY—ANlabt—LET, a7 Falb—var
TrANDaA—INy 7Ty Far—L LTHEMH
Router# copy nvram:startup-config ftp: TE 35’9%0 A=A 75’2%%5%7& 5\ = Eob‘flﬁ@
URL # AJ L&,
R 7 3 | show {bootflashO|bootflash1}: TS5 a AFY T AN AT LEADLAT T b
Bl - Larv TV ERRLEY, VAT LA A=V T
ANVDARTZHER L ET,
Router# show {bootflashO|bootflashl}:
R T 7 4 | copy {bootflashO|bootflashl}: {ftp:|rcp: |tftp:} T3l aAFEIDT AN E—_R—Zabt’—
1 7
VAT AA A=Y Ty A NN — Rl a—
Router# copy {bootflashO|bootflashl}: ftp: L. N2 7y 7 abt—e LTHERLET,
s IRERRENTEL, TrANKLET
E—4D URL Z A LET,
% 7E 51

AB—+r7y T A 74FXa2L—3 D TFAPY—/N—~DaE—: i
WIZ, AB—=F T v T ar7 4 F¥al—arZTFTPY—R_"—|{Zabt’—350%2RrLET,

Router# copy nvram:startup-config tftp:

Remote host[]? 172.16.101.101

Name of configuration file to write [rtr2-confg]? <cr>
Write file rtr2-confg on host 172.16.101.101?[confirm] <ecr>

! [OK]

759 AEYNS TP H—/N—~DaE—: I

WIZ, R EXEC T show {flashQfflashl}: =2~ > REMH L CU AT LA A=V 7 7 A VD4
A& 72 L. copy {flashO[flash1}: tftp: #5# EXEC 2~ > REZHH L T, VAT AL A—T %
TFTP Y — =l a bt —F 542 R L ET, ZOL—FTIT 74V hDO2—P—4 L XA T —
REMHALTHET,

Router#Directory of bootflash:

11 drwx 16384 Jun 12 2012 17:31:45 +00:00 lost+found 64897 drwx 634880 Sep 6 2012 14:33:26
+00:00 core 340705 drwx 4096 Oct 11 2012 19:28:27 +00:00 .prst sync 81121 drwx 4096 Jun
12 2012 17:32:39 400:00 .rollback timer 12 -rw- 0 Jun 12 2012 17:32:50 +00:00

tracelogs.336 713857 drwx 1347584 Oct 11 2012 20:24:26 +00:00 tracelogs 162241 drwx 4096
Jun 12 2012 17:32:51 +00:00 .installer 48673 drwx 4096 Jul 2 2012 17:14:51 +00:00

vman_ fdb 13 -rw- 420654048 Aug 28 2012 15:01:31 +00:00

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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crankshaft-universalk9.BLD MCP_DEV_LATEST 20120826 083012.SSA.bin 14 -rw- 727035 Aug 29
2012 21:03:25 +00:00 uut2 2000 _ikevl.cfg 15 -rw- 420944032 Aug 29 2012 19:40:28 +00:00
crankshaft-universalk9.BLD MCP_DEV_ LATEST 20120829 033026.SSA.bin 16 -rw- 1528 Aug 30

2012 14:24:38 +00:00 base.cfg 17 -rw- 360900 Aug 31 2012 19:10:02 +00:00

uut2 1000 _ikevl.cfg 18 -rw- 421304160 Aug 31 2012 16:34:19 +00:00

crankshaft-universalk9.BLD MCP_DEV_LATEST 20120821 193221.SSA.bin 19 -rw- 421072064 Aug
31 2012 18:31:57 +00:00 crankshaft-universalk9.BLD MCP_DEV_LATEST 20120830 _110615.SSA.bin
20 -rw- 453652 Sep 1 2012 01:48:15 +00:00 uut2 1000 _ikevl v2.cfg 21 -rw- 16452768 Sep

11 2012 20:36:20 +00:00 upgrade _stage 1 of 1.bin.2012-09-05-Delta 22 -rw- 417375456 Sep
12 2012 20:28:23 +00:00 crankshaft-universalk9.2012-09-12 00.45 cveerapa.SSA.bin 23

-rw- 360879 Oct 8 2012 19:43:36 +00:00 old-config.conf 24 -rw- 390804800 Oct 11 2012

15:34:08 +00:00 _1010t.bin 7451738112 bytes total (4525948928 bytes free)

Router#show bootflash: -#- --length-- -—-—-—-—- date/time--------- path 1 4096 Oct 11

2012 20:22:19 +00:00 /bootflash/ 2 16384 Jun 12 2012 17:31:45 +00:00 /bootflash/lost+found
3 634880 Sep 06 2012 14:33:26 +00:00 /bootflash/core 4 1028176 Sep 06 2012 14:31:17

+00:00 /bootflash/core/UUT2 RP_0 iomd 17360.core.gz 5 1023738 Sep 06 2012 14:31:24 +00:00
/bootflash/core/UUT2 RP_0 iomd 23385.core.gz 6 1023942 Sep 06 2012 14:31:30 +00:00

/bootflash/core/UUT2 RP_0 iomd 24973.core.gz 7 1023757 Sep 06 2012 14:31:37 +00:00

/bootflash/core/UUT2 RP_0 iomd 26241.core.gz 8 1023726 Sep 06 2012 14:31:43 +00:00

/bootflash/core/UUT2 RP_0 iomd 27507.core.gz 9 1023979 Sep 06 2012 14:31:50 +00:00

/bootflash/core/UUT2 RP_0 iomd 28774.core.gz 10 1023680 Sep 06 2012 14:31:56 +00:00

/bootflash/core/UUT2 RP_0 iomd 30045.core.gz 11 1023950 Sep 06 2012 14:32:02 +00:00

/bootflash/core/UUT2 RP_0 iomd 31332.core.gz 12 1023722 Sep 06 2012 14:32:09 +00:00

/bootflash/core/UUT2 RP_0 iomd 5528.core.gz 13 1023852 Sep 06 2012 14:32:15 +00:00

/bootflash/core/UUT2 RP_0 iomd 7950.core.gz 14 1023916 Sep 06 2012 14:32:22 +00:00

/bootflash/core/UUT2 RP_0 iomd 9217.core.gz 15 1023875 Sep 06 2012 14:32:28 +00:00

/bootflash/core/UUT2 RP_0 iomd 10484.core.gz 16 1023907 Sep 06 2012 14:32:35 +00:00

/bootflash/core/UUT2 RP_0 iomd 11766.core.gz 17 1023707 Sep 06 2012 14:32:41 +00:00

/bootflash/core/UUT2 RP_0 iomd 13052.core.gz 18 1023963 Sep 06 2012 14:32:48 +00:00

/bootflash/core/UUT2 RP_0 iomd 14351.core.gz 19 1023915 Sep 06 2012 14:32:54 +00:00

/bootflash/core/UUT2 RP_0 iomd 15644.core.gz 20 1023866 Sep 06 2012 14:33:00 +00:00

/bootflash/core/UUT2 RP_0 iomd 17171.core.gz 21 1023518 Sep 06 2012 14:33:07 +00:00

/bootflash/core/UUT2 RP_0 iomd 18454.core.gz 22 1023938 Sep 06 2012 14:33:13 +00:00

/bootflash/core/UUT2 RP_0 iomd 19741.core.gz 23 1024017 Sep 06 2012 14:33:20 +00:00

/bootflash/core/UUT2 RP_0 iomd 21039.core.gz 24 1023701 Sep 06 2012 14:33:26 +00:00

/bootflash/core/UUT2 RP_0 iomd 22323.core.gz 25 4096 Oct 11 2012 19:28:27 +00:00

/bootflash/.prst_sync 26 4096 Jun 12 2012 17:32:39 +00:00 /bootflash/.rollback timer 27
0 Jun 12 2012 17:32:50 +00:00 /bootflash/tracelogs.336 28 1347584 Oct 11 2012 20:24:26
+00:00 /bootflash/tracelogs 29 392 Oct 11 2012 20:22:19 +00:00

/bootflash/tracelogs/inst_cleanup R0-0.log.gz 30 308 Oct 11 2012 18:39:43 +00:00

/bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011183943.gz 31 308 Oct 11 2012

18:49:44 +00:00 /bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011184944.gz 32

42853 Oct 04 2012 07:35:39 +00:00 /bootflash/tracelogs/hman R0-0.10g.0498.20121004073539.9z
33 307 Oct 11 2012 18:59:45 +00:00

/bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011185945.gz 34 308 Oct 11 2012

19:19:47 +00:00 /bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011191947.gz 35 307
Oct 11 2012 19:37:14 +00:00

/bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011193714.gz 36 308 Oct 11 2012

19:47:15 +00:00 /bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011194715.gz 37 308
Oct 11 2012 19:57:16 +00:00

/bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011195716.gz 38 308 Oct 11 2012

20:07:17 +00:00 /bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011200717.gz 39 307
Oct 11 2012 20:12:18 +00:00

/bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011201218.gz 40 306 Oct 11 2012

20:17:18 +00:00 /bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011201718.gz 41

44220 Oct 10 2012 11:47:42 +00:00

/bootflash/tracelogs/hman R0-0.10g.32016.20121010114742.9z 42 64241 Oct 09 2012 20:47:59
+00:00 /bootflash/tracelogs/fman-fp F0-0.10g.12268.20121009204757.gz 43 177 Oct 11 2012
19:27:03 +00:00 /bootflash/tracelogs/inst compmatrix R0-0.log.gz 44 307 Oct 11 2012

18:24:41 +00:00 /bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011182441.gz 45 309
Oct 11 2012 18:29:42 +00:00

/bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011182942.gz 46 43748 Oct 06 2012

13:49:19 +00:00 /bootflash/tracelogs/hman R0-0.10g.0498.20121006134919.gz 47 309 Oct 11
2012 18:44:43 +00:00 /bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011184443.9gz

Cisco4000 ') —XISRY 7 b7 avTJ4¥al—> 3> HA K, Ciscol0S XE17
| oL29328-03



Cisco 4000 > ') —X ISR TOHMHIL— 2 BFEDHEE |
B ciscos000 o — ISR TOMBMBEORER

48 309 Oct 11 2012 19:04:46 +00:00

/bootflash/tracelogs/inst cleanup R0-0.10g.0000.20121011190446.gz 49 2729 Oct 09 2012
21:21:49 +00:00 /bootflash/tracelogs/IOSRP_R0-0.10g.20011.20121009212149 50 116 Oct 08
2012 21:06:44 +00:00 /bootflash/tracelogs/binos log R0-0.10g.20013.20121008210644

A\

GE) BT LIEEENEEZRDRWEOIC, EITICADETLEE CERTEEZMIFEL TLEE, copy
running-config startup-config =~ > K% AJj L, NVRAM I[ZEEZHRF L £T,

Cisco 4000 < ') — X ISR TOHHAZEDFER

Cisco IOS-XE TIRD A~ REANTAHI & T, W—XOYHREZMHRTEET,

sshow verson—> A7 LDON—R 7 =27 N—=V g A VA= LINTWNWEY 7 hUx
TR=Vary, ary74Xal—yary 77ANLVDLEIE Y —A, T—h A A= #
#HEN TS DRAM, NVRAM, BL Q7T v a A2 VOREERRLET,

sshowdiag: 1 v A h—A S TWbHarhe—7 A ¥ —TxA A7ty BIY
RN— T X7 2T D2WEwE — BRI LET,

e showinterfaces: £ > % —7 = A ANEFITHEL TWDLNEI DL A F—T A A
BIOEBT e ha AR ELWVIREE (7T v 7 E72034 7 OWTIdIREE) I2hH b0 E

IMERLET,

 showipinterfacebrief— : IP 7’1 F A/VIIRE SN TNWDHA U F —T = ADAT —HF A
OMEZFRRLET,

« show configuration— : IELWWR A MG E XA T — RNRRESNTNDMNE ) hE MR L
EJ e

« show platform— : 7 h 7 = 7/ROMMON O3 — 3 U7 B2 KR LET,

MR EZETBLOMHER L2, FFEDOKRE L REZ R ETEH L D127V £9,  [Software
Configuration Guide for the Cisco 4400 and Cisco 4300 Series ISRs] # S L T 72 &0,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |
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Lk

.3

i

IL—E3 DERETE

TITIE = FOEABREIC OV TR L E T, ROBETHR I TOET,
« T 7 AN IRE (31 —Y)
s T —rL NG A—=HDOFRIE (33 4—)
cXHEY P A=Y Ry b AU F—T oA ZADHFE (34 2—Y)
TNy AU H =T 2 ADRE (35 X—)
*MAC 7 4 VX Dn— R = THil[R (37 =*—72)
cEVa— AU H =T A ADEE (39 ~—)
« Cisco Discovery Protocol D H %t (39 ~—2)
AR RIA L T I RVADRE (39 2—)
c ABT 47 — FORE (41 —)
c XA F Iy — hORE 43 2—)

S
X B
N—HERBENTDHE, V—HIIT TNV DT 7 ANE OL—HXDPID) ZMELET, =&
ZIE, Cisco4000 >V — X P —EZHATRL— 2 1L, isr4d51.cfg LWV I ARID T 7 A V&R

LEJ, Ciscod000 > UV —XISRiE, ZD7 7 A /NERE LT-1%., FEAED files-router-confg F 72
I ciscortr.cfg Z 58 LE T,

Cisco 4000 ISR X, 7— b7 T v 2 TisrddSlefg 77 A NVERBLET, 77 A NVNT— b
7T v aTRONL WSS, L— X IIFERED router-confg & ciscortr.efg B L E T, 7T
NTDT 7 ANNRDOINERWNEE, V—2%, RIUREDIEFT, oD 7 7 A Va2 ififr
LTWDATREVED & i A H D USB 2 F = v 7 LT,

)

GE)

N7 T allhHdEE. VAT AIEE T AV EBRRE L CHERALET,

FEAFERHD USBIZPID E WO AHIDHER T 7 ANVNBSHD—HT, BHET 7 A LD 1 DT —

WA E 2 £rn T 2121, OB /RT X 912, showrunning-config=z~ > R&EMH L 7,

Router# show running-config
Building configuration...

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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Current configuration : 977 bytes
|

version 15.3

service timestamps debug datetime msec

service timestamps log datetime msec

no platform punt-keepalive disable-kernel-core

|

hostname Router

|

boot-start-marker
boot-end-marker

|

!

vrf definition Mgmt-intf
|

address-family ipv4
exit-address-family

|

address-family ipvé
exit-address-family

|

!

no aaa new-model

|

ipvé multicast rpf use-bgp
|

!

multilink bundle-name authenticated
|

!

redundancy

mode none
|

interface GigabitEthernet0/0/0
no ip address

negotiation auto

|

interface GigabitEthernet0/0/1
no ip address

negotiation auto

|

interface GigabitEthernet0/0/2
no ip address

negotiation auto

|

interface GigabitEthernet0/0/3
no ip address

negotiation auto

|

interface GigabitEthernetO

vrf forwarding Mgmt-intf

no ip address

negotiation auto

|

ip forward-protocol nd

|

no ip http server

no ip http secure-server
|

control-plane
|

L—soErsE |

0L-29328-03 |
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S8—NI)LINSA—ZDHTE

|
line con 0
stopbits 1
line vty 0 4
login

|

|

end

so—rn i i—s0%E |

=B DT a—r ) NT A=K ERETHIE, WOTFNEEZFEITLET,

FlgD#EE
1. configure terminal
2. hostname name
3. enable secret password
4. no ip domain-lookup
=3 k2 i
ARV NFERERTIVa Y =)y
AT w 71 |configure terminal Jua—)Lar7 4 Xal—3iay T— REBLG
Bl LET (32 Y —n F— MR |
ROa~xy REHLT, v—#EUE—FZ—3
Router> enable S gt
Router# configure terminal “j_/l/ji’f':ﬁrfyubi?o
Router (config) # telnet router-name or address
Login: login-id
Password: **x**kkkxx
Router> enable
A5 72 hosthame name N— B ERELET,
il -
Router (config) # hostname Router
AT 73 |enable secret password =B ~DRERT 7 AZFIET512%, KA1k
{5“ : /\07\]7‘_‘]\‘\%*57121_/&'@‘0
Router (config) # enable secret crlny5ho
AT w7 4|no ip domain-lookup —Z PNRHOHGE (AJJIR) ZIPT KL AIZE

| oL29328-03

1 -

Bal7pnEHicLET,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



B srcorr—vxorrvs—ozq208mE

L—aofExHE |

ARV RFERETIVa Y

B8

Router (config) # no ip domain-lookup

Ta—r L RT A—8 g v ROFERIZ W T,
[Cisco I0S Release Configuration Guidel]] == 7 /L
Ty FEZRLTIEEN,

XFHEYFALA—HYRY A A—T 24 RADERE

FUR—=FROXHTEY " A —V Ry " A —T o2 AZFETERTHITIE, T a—rL
AT 4 X2l —vary BT— FNLBMBLT, WOFIEEZETLET,

FIRDOEE

FIRD

1. interface gigabitethernet dslot/bay/port
2. ipaddress ip-address mask

3. ipv6address ipv6-address/prefix

4. no shutdown

5. exit

aAvY RKFEREIT7ZII Y

=)

RTw 71 |interface gigabitethernet slot/bay/port N—H ETCEHTEYy b A=V Fy b A ¥ —T =
451 - A ADaALy T 4 Fal—Tgy T— et LE
7
Router (config) # interface gigabitethernet 0/0/1
AT F2|ipaddress ip-address mask fBELEEX Ty hA—Y Ry b A F—T=A
il - ADIPT RLALHFT Xy b~ A7 ZRE LT T,
IPv4T RLVRAZHRET DHEIE. ZDOAT v T & fl
Router (config-if)# ip address 192.168.12.2 ALET,
255.255.255.0
RTw 73 |ipv6address ipv6-address/prefix BELEXTEY b A=Y Ry N A X —TxA
B - ADIPV6 T RLARET LT 4 J ALBRELET,
IPv6 7 RLRAEZRET HHEIE. A7 v 720D
Router (config-if) # ipvé address U \ZZDART b4 7%:’{%% Li*ﬂ
2001.db8::ffff:1/128
AT w7 4|no shutdown XAy A=V Fy b v H—T oA A% A F—
i - TMIL, FOREEZEHE EOX T U BERH O

Router (config-if) # no shutdown

Ty ITEFELET,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

0L-29328-03 |


http://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-software-release-15-4-3-s/model.html

| r—5oxxEE

W=TNy Y A8 —T A ADHEE .

AU RFERETIVa Y

B8

ATy TH

exit
1 -

Router (config-if) # exit

FTHEY b A=V Ry b A F =T = f ADaY
T4 X2l —arET— REKT LT, ¥ EXEC
t— }“L:E D 32’9‘*0

W—TNv Y L 203—Tx4 ADHKTE

FIRDHE

F IR D

48O SRS

N—T Ry A B =Tz AE, AET 47 IPT RLADT L—RAR/LH—L LT
L. 74/ hOA—F ¢ v 7RI L ET,

NWN—T Ry I A F—T A AEHRETDHIIE, ROFIEEFEITLET,

interface type number

(A7 a2 1) ipaddress ip-address mask

exit

1

2

3. (ST =z 2) ipvbaddress ipve-address/prefix
4 .

ARV RFERETIVa Y

=)

RTw 71 |interface type number N—T Ry I A B—=T 2 f ADALT { Xzl —
i - varE—NERmLES,
Router (config) # interface Loopback 0

ATvT2| (A7 =3 1) ipaddress ip-address mask N—T Ry A B =Tz ADIPT KL ALY
Bl - Txy b~ A7 EFHELET, IPv6T RLAZRE

' T 5561, WITFHPT % ipv6 address

Router (config-if)# ip address 10.108.1.1 ipv6-address/prefix =~ > F &l ] L £9,
255.255.255.0

ATvT3| (A7 a2) ipveaddress ipve-address/prefix |/L—T7 Ny 7 A HZ—T A ADIPV6 T KL AL

1

Router (config-if)# 2001:db8::£f£f£ff:1/128

TV T4 AERELET,

| oL29328-03
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L—aofExHE |

. W—=TNRyY £ 8—T 14 ADK

ARV RFERFTIVaY =)

AT v 74 |exit
I

Router (config-if) # exit

N—T Ry I LB —=T 2 ADALT fFal—
Yar®—FRERTLES, ftT, Fe—rb
A7 4Falb—ar E—RIIRY £,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

il

W—TNRy O A28 —T A RABEDHSR

DAy I 4 X2l =y alPlON—T RNy I L H—=T = AF, AT T L —
N AUHE =T 24 AEDNAT VR — b T57OIEHINTOET, ZOREH
X, AE T4y 7 IPT RLAE L THEET D IP 7 R L2 192.0.2.024 DX T E > |k
A=Yy A E =T 2 A A LICRESNDNV—T Ny I A B —T x4 A% L
TWET, =T Ny I A F =Tz A X, FIATT— b INTIPT RLRAEFD
virtual-templatel (ZHEAT T HALE T,

interface loopback 0

ip address 192.0.2.0 255.255.255.0 (static IP address)
ip nat outside

|

interface Virtual-Templatel

ip unnumbered loopback0

no ip directed-broadcast

ip nat outside

showinterfaceloopback =~ > FZ AN LE9, ROFIO X 5 I IBERRINET,

Router# show interface loopback 0
Loopback0 is up, line protocol is up
Hardware is Loopback
Internet address is 203.0.113.1/24
MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/0, O drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

F2E, ROPNIRT L DIC, pinga~y REFEHLCL—T RNy 7 f v F—T = A
AEMERBLET,

Router# ping 192.0.2.0
Type escape sequence to abort.

0L-29328-03 |
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| r—5oxxEE

100-byte ICMP Echos to 192.0.2.0, timeout is 2 seconds:

Sending 5,
round-trip min/avg/max = 1/2/4 ms

rrrr
Success rate is 100 percent (5/5),

MAC 7 4 LA D/N\— K = 7HIE

Z Z T, Cisco4000 > U —X ISR THHR— F ZNTWBIRE MAC 7 KL ADHE & 54D
WTHBALET, KEMACT RLATZ 4V HE, RDOA v H—T A ATHR—FZFH T

i —a_o
* GigabitEthernet f > % —7 = A AD MAC 7 4 /L&

* TenGigabitEthernet f > % —7 = A A D MAC 7 4 L %

GigabitEthernet f 2 —2J T/ AOMACT7 FLRX T 4 LA

ZDOTNARE, 32OMACT RLATZ 4 Z Dy haYR—FLTWET, ZNH6D7 1
WL, 4 OO GER—FTHHTEET, 4 DO GER—MOENENN, 774~V MAC
7 KL (BIA) Hic1>0=r ) 2 FHLET, D D28DMAC 7 ¢ /L%, HotStandby

Router Protocol (HSRP) 72 EDfEREIZAEH C& £9,

Y
GE)  BAR— ML, HHARERBEEZ A V220N OTHHEATEET, 150K — b THK28 D
REZ 4 NE B TEE T, 45D GER— bOTRTNHHICT 4 NVZEHEHTHBEE.

A= NIRRT OO T 4 NEEESZ LN TEET,

TenGigabitEthernet 1 2 — 2 T4 AOMACT7 KLR 7 4 LA

TOFNAAL AT, R2OMACT RLATZ 4 EZDEy FaYR—FLTWET, 2NEHDT7 1
VX, 220D 10GE R — FTHEHATE £9, 10GER—rDOZFNENN, 774~V MACT
KL (BIA) AIZ1 0= M2 THILET, DD 30D MAC 7 ¢ /L X%, HSRP 72 &

DEEREICHE A TE £,

A
GE)  BAR— b, EATREREET A V22N HOTHLHATEET, 120K — b THRA30 DI
RB7 4N EFEHTEET, MIFDGER— MBI A VA EEHT 56, 48— ME

BRI5DT7 4 NE RS LN TEET,

MAC 7 1 /L2 DEE%
W DFEIZ ., Cisco 4000 > U — X ISR O MAC 7 4 VZ OFiAi %R LET,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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L—soErsE |
B vacorvsomn

5% 3:Cisco 4461 ISR D MAC 7 1 L2 DB

AVB—T1 | T4IL2D% T54<) HEEED 4 LA
4R )4 MAC7 FL X
(BIA)
Gigabit0/0/0 32 1 28
Gigabit0/0/1 1
Gigabit0/0/2 1
Gigabit0/0/3 1
TenGigabit0/0/0 | 32 1 30
TenGigabit0/0/1 1
# 4:Ciscod51 5 KV M3MISRXHEY b A —HYXRY b A2 —T A4 XD MAC 7 1 L7 DT
A8 —T1 | T4IL2DE TS54<) HEET 4 LA
4R # MAC7 FL X
(BIA)
Gigabit0/0/0 |32 1 28
Gigabit0/0/1 1
Gigabit0/0/2 1
Gigabit0/0/3 1
% 5: Cisco 4351 & & U 4331 ISR D MAC 7 1 L2 OB
AB—T1 | T4IL2DE TS54<) HEET 4 LA
4R # MAC7 FL X
(BIA)
Gigabit0/0/0 16 1 15
Gigabit0/0/1 16 1 15
Gigabit0/0/2 |16 1 15
% 6: Cisco 4321 3 £ U 4221 ISR D MAC 7 « )L 3 D&
AVB—T1 | T14IL2DH T54< HEED 4 LA
4R = MAC7 FL X
(BIA)
Gigabit0/0/0 16 1 15

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17
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| r—5oxxEE
EDa—ILAUE—T (A RDEE .

A3 —Tx | T4IL2DE TS54<VY) HEED LA
4R # MAC7 FL X

(BIA)
Gigabit0/0/1 16 = 1 + 15

EDa—ILAF—T A4 ADEKTE

P—EREY 22— /LORREDFHEANZ OV TIL, [Cisco SM-1T3/E3 Service Module Configuration
Guide] @ [Service Module Management] DIE® [Service Modules] %ML T 72 &0,

Cisco Discovery Protocol M E $h1t
JL—24 TlL, Cisco Discovery Protocol (CDP) 737 7 4 /b h CHINIERE SN TWET,

\}

GE) CiscoT7 Z VA — 3 P —E R )L—FF7L Cisco CSR 1000v TiL, CDPIXTFT 7 #+/V h TA
F—=TNICEESINTWERA,

CDP OfFEHIEDFEAIZ DUV T, [Cisco Discovery Protocol Configuration Guide, Cisco I0S XE
Release 3SJ] Z#ZM L T 720,

N =L o
ORI ATOEADETE
V=B ~DT I RAZHIETEH T A—HERETHITIE, WOFNEEZFEITLET,

FIRDEE

line [aux |console |tty |vty] line-number
password password

login

exec-timeout minutes [seconds]

exit

line [aux |console |tty |vty] line-number
password password

login

end

©ENDORON

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
| oL29328-03


http://www.cisco.com/c/en/us/td/docs/routers/access/interfaces/sm/software/configuration/guide/configt3e3.html
http://www.cisco.com/c/en/us/td/docs/routers/access/interfaces/sm/software/configuration/guide/configt3e3.html
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. ARV KRSAV 7 IEADHEE

F IR D

IL—3 DEKREL

ARV RFEEETIVa Y

=)

Z 5w 71 |line [aux |console |tty |vty] line-number o 74 X2l — g E— REBBLES,
bl BT, RO 2 A T EARE LET,
ZZIWRTHITIR, TR ARDa Y — LR A
Router (config) # line console 0 * ﬁ;L/§E7f
R 5w 72 |password password 2 — VKRR A DR AT — REHEE L E
f1 o
Router (config-line)# password 5dr4Hepw3
RTw 73 |login Rty ara A BORAT—NFxy 7%
15“ : ﬁ';j”: Liﬁ—o
Router (config-line)# login
R T 7 4| exec-timeout minutes [seconds] Z2—FANPBRHENDETEXEC a~v > KA~
i - F—=T ) IR DRRERELET, T4
ME 10 72 TY, EERRE T, MMRIECHEZ BN
Router (config-line)# exec-timeout 5 30 L/§E7fo
Router (config-line) #
IR THNL, 530D F A LT U FERLT
WET, 100) XA LT NEANTEHE, XA
AT T NHBREELER A,
ATy 75| exit Efa s 7 4 F 2l —TarT—RFERTLT, 7
i - =L a7 4 Fal—a T RReHHL
£7
Router (config-line) # exit
AT 76 |line [aux |console |tty |vty] line-number UE—h arV—1 77 AHOFEMEERZIEE
B - LET,
Router (config)# line vty 0 4
Router (config-line) #
A7 F71|password password (ARG AR FIHUC R D/ RA T — REFRE L ET,
1 -
Router (config-line) # password aldf2adl
RT w78 |login AR Yy v a el A VRONRAY — Rz v
15“ : 7 z&ﬁ)‘jj — L/jz—g—o

Router (config-line)# login

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17
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0 |



| r—5oxxEE

2487495 h—toEz [

ARV RFERFTIVaY =)

ATFv 79 |end
1 -

Router (config-line) # end

a7 4 X2l —varT— ReaETLET,
e N T, HikE EXEC B— RITEY £,

151
WKOFREIX, a~ RIA LTI ERA avwr RERLET,

default L s TWbHa~<wr Rk, ANTH0ETHY A, ZnbDa~v s R
I, showrunning-config =2~ > ROEHKRHZ, Akshizar7 1 Falb—va v
77 A MCHEBIIO RSN E T,

line console 0

exec-timeout 10 O

password 4youreyesonly

login

transport input none (default)
stopbits 1 (default)

line vty 0 4

password secret

login

|

AT 499 IL—bDEFE

FIRDHE

| oL29328-03

ABT 4T — NI, Ry VT =7 N LEEEV—T 4 7 RRAERELET, b
WX, V—% ECFHTRESNET, *y U= MR URNERINTZGAITE. AFT 4y
I N—REF LWL — MIEFTAHILERHDET, A¥T 47 — NI, V=T 47
7r kAl Lo THERF SN HEZRE, 774 X— Kk L— KT,

ABT 47 — NEFRETHIIE, ROPIEZFITLET,

1. (A7 =22 1) ip route prefixmask {ip-address | interface-type interface-number
[ip-address]}

2. (X7 =2) ipv6 route prefix'mask {ipv6-address | interface-type interface-number
[ipv6-address|}
3. end

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



L—aofExHE |
B <57y —rome

FED ¥
ARV KRFERRETI a3 Y B#J

AT T (X7 a1) ip route prefixmask {ip-address |IP /X7 v hDAXT 4 v 7 L— b ERELET,
| interface-type interface-number [ip-address]} (IPv6 7 RL R B ET AEEIE. WICHAT A
i - ipv6address =~ > RAMH L TS 7ZSWY) o
Router (config)# ip route 192.168.1.0 255.255.0.0
10.10.10.2

ATwFT2| (X7 22) ipv6 route prefixmask IP Ty NDRET 47 — bEfRELET,

{ipv6-address | interface-type interface-number
[ipv6-address]}

1 -

Router (config)# ipvé route 2001:db8:2::/64

A7 v 73 end Jra—s a7 4 Falb—var BE—RERgT
51 L. % EXEC E— FZBRB L £,

Router (config) # end

1

R TE DFEED

WOFBEBNL, 565G IP 7 FL AWM 192.168.1.0, 7 F v b = A7 78 255255.255.0 D
TRTCDOIP X7y b, IPT FL210.10.102 D OEEICH LT, FHE Y b A~
H—=T 2 A ALENSAZT 47 —FTEELET, BEMITIZ, 7y FRRE
HHDPVCIZEESNET,

default L7RSNTWDHa~<w» RiZ, ANTLHRETH Y FHEA, TDa~r R,
running-config =~ > ROEEHIRFIZ, Al Slcar 7 Falb—va sy 77 A0
BB RSNET,

ip classless (default)

ip route 192.168.1.0 255.255.255.0

ABT 47 —ERIELLSRESNTWD Z & 2R 5121%. showiproute =~
> K (F7iI showipvbroute =~ K) Z AL, LFS TRENDAXT 4 vV
N— hERDTET,

IPvd 7 LA ZFEHAT 585683, kO Xk > BREAOHAINERINET,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |



| r—5oxxEE
s4+zvs p—troxz |

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.10.10.2/24 is subnetted, 1 subnets
C 10.10.10.2 is directly connected, Loopback0
S* 0.0.0.0/0 is directly connected, FastEthernet0

IPv6 7 R LA ZEMERAT AL, RO LD RHERAOHIRFRRENET,

Router# show ipvé route
IPv6 Routing Table - default - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS Ll
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE -
Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
ls - LISP site, 1d - LISP dyn-EID, a - Application

C 2001:DB8:3::/64 [0/0]
via GigabitEthernet0/0/2, directly connected

S 2001:DB8:2::/64 [1/0]
via 2001:DB8:3::1

FAL4FZv9 IL—bDERTE

HAFI I N—T 47T, Xy bI—7 774 v 7 FRE PR ICESINT, Xy
NO—2 7o ha B2 EZAHMHELET, ¥4 FTIv 7 V=T 4 7OEHEIX, Xy b
J—7 Eofho—ZIZb R ENET,

N—F1X, V—T 4 71F#R 7 7 h =2 (RIP) ¥ 721% Enhanced Interior Gateway Routing Protocol
(EIGRP) 72 EDIP V—TFT 47 Fa haLvizHEH LT, — BN E T 7,

« Routing Information Protocol D% /E (43 ~—)

* Enhanced Interior Gateway Routing Protocol DX E (46 ~X—)

=

Routing Information Protocol % E

J—HZDRIP X ET HIZIE. ROTFNEZFITLE T,

FIRDEE

router rip
verson {1 | 2}
network ip-address
no auto-summary

PN

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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F IR D EFH

L—aofExHE |

ARV RFERERTI VA Y

=)

ATy T

router rip

1

Router (config) # router rip

N—H a7 4 Xal— gy T—REBLE
T, VT, L—HDORIPEZHMNILET,

ATy T2

version {1 | 2}

1

Router (config-router) # version 2

RIP version | £721X2 DA EL 7,

ATvT3

network ip-address

1

Router (config-router)# network 192.168.1.1
Router (config-router) # network 10.10.7.1

EEEGE L WA Ry hU—7 DK T FL A
LT, RIPEEHTH Ry hUV—27 UXMEREL
ij‘o

ATvT4

no auto-summary

1

Router (config-router) # no auto-summary

Fv hT =27 LLb— b ~DHY T Ry hb— kD
HE#fV~J7 4 X&2WhlcLET, 2k, 37
TVT 4T AN—T 4 VITIERINT T ATV TRy
N — I ER BB TEEINET,

ATy Th

end

1 -

Router (config-router) # end

N—F AT 4 X2l — g — REKTLT,
Hi#E EXEC =— RZBRIE L £,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

1

RE DHERR

WOFRTHIL, TP xv PU—2 10.0.0.0 B L1V 192.168.1.0 TA r—7 /LI &5 RIP
version2 Z/R LET, ZORTEFRT DL, ¥ME EXEC £ — KT show

running-config =~ > K24 L £7°,

Router# show running-config
Building configuration...

Current configuration : 1616 bytes

! Last configuration change at 03:17:14 EST Thu Sep 6 2012

version 15.3

service timestamps debug datetime msec

0L-29328-03 |
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service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
|
hostname Router

|
boot-start-marker
boot-end-marker

|

!
vrf definition Mgmt-intf

|

address-family ipv4
exit-address-family

|

address-family ipv6
exit-address-family

|

enable password cisco
|

no aaa new-model

|

transport-map type console consolehandler
banner wait ~C

Waiting for IOS vty line
~C

banner diagnostic "C
Welcome to diag mode

~C

!

clock timezone EST -4 0
|

|

ip domain name cisco.com
ip name-server vrf Mgmt-intf 203.0.113.1
ip name-server vrf Mgmt-intf 203.0.113.129

|
ipvé multicast rpf use-bgp
|
!
multilink bundle-name authenticated
|
redundancy
mode none
|
ip ftp source-interface GigabitEthernetO
ip tftp source-interface GigabitEthernetO
|

interface GigabitEthernet0/0/0
no ip address

negotiation auto

|

interface GigabitEthernet0/0/1
no ip address

negotiation auto

|

interface GigabitEthernet0/0/2
no ip address

negotiation auto

|

interface GigabitEthernet0/0/3

Routing Information Protocol M &% .

Cisco4000 ') —XISRY 7 bz 7 a2 J74Fal—a> A4 K. Ciscol0S XE17 .
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no ip address

negotiation auto

|
interface GigabitEthernetO

vrf forwarding Mgmt-intf

ip address 172.18.77.212 255.255.255.240
negotiation auto

|
ip forward-protocol nd

|
no ip http server
no ip http secure-server
ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 172.18.77.209
|
control-plane

|

!
line con 0

stopbits 1

line aux 0

stopbits 1

line vty 0 4

password cisco

login

|

transport type console 0 input consolehandler
|

ntp server vrf Mgmt-intf 10.81.254.131

|

end

L—aofExHE |

RIP NIELSHESNTWD Z L ZfERT HI121EL, showiproute =~ > K& AL,
LEFERTREINDRIPL— b ERDITET, ROBIO LS i IBRRINET,

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, LoopbackO
R 10.0.0.0/8 [120/1] via 10.2.2.1, 00:00:02, Ethernet0/0/0

=L

Enhanced Interior Gateway Routing Protocol 5% 7€

WA LT U T A=Y oAf V—F 42 7 haj (EIGRP) 2RETHI2IE. ROFIE

ZEITLET,

FIEDEE

1. router eigrp as-number
2. network ip-address
3. end

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

0L-29328-03 |
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FE D
ARV KRFERRETI a3 Y B #
AT w1 |router eigrp as-number N—H AT 4 Xal—arE— FEBBLT,
i - /=4 L TEIGRP Z A 3 —7 /W LE T, AfEVA
7 5 (AS) FHIE, fhod EIGRP b—& ~D/L— h
Router (config) # router eigrp 109 %ﬁgﬁ%”biﬁ“o N EIGRP‘%%&@& 71*”&11’%}%
SNET,
R T J2|network ip-address EIGRPZ#MHT 5%y hU—27 DY A MNEIRELE
Bl - T (EHEER SN TWD Xy PUY—Z7DIPT R A
M) .
Router (config) # network 192.168.1.0
Router (config) # network 10.10.12.115
RTwv73|end N—H arT 4 Fal—arET—ReKTLT,
Bl - FiME EXEC E— FzBltn L £,
Router (config-router) # end

i

RIE DHERR

WOBREFNL, TP F > bT—7 192.168.1.0 8 L 11 10.10.12.115 TA F—7 M SN b
EIGRP V—7 4 7 7ua hazErLET, EIGRP DAEI AT AFZ L LT, 109
NED B THENTHWET, TORELFRT DL, show running-config =~ > R %
ERLET,

Router# show running-config

|
router eigrp 109
network 192.168.1.0

network 10.10.12.115
|

IP EIGRP 2N 1E L < BRE SN2 E D 0 &gl 5 12i%, showiproute =~ > K& A7)
L. XFD TRINDHEIGRP V— b2 L EF, RO XD RiERAOHIRE RS
ij‘o

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, Loopback0
D 10.0.0.0/8 [90/409600] via 10.2.2.1, 00:00:02, Ethernet0/0

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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.4,
CiscolOSXEY 7 bz 7DEH

ZDETIE, CiscolOSXE Y 7 b =7 OFEARIRMFEHITECOWTHALET, ZOFEITK
DETHERINTVET,

e —& a ) —LEFEH LT CLIICT 7824551 (49 <—)

IW—F aY—IZFERALTCUIZTVERTEHFGE

1R BHHIIZ

2oDY Y TIR—k (2 — (CON) HR— hBLUOMHE (AUX) R—b) 230 £,
av RIA4 v A F =T A (CLD) ICEBET 78 AT 570, £721% Telnet 23 545
A2, CON R— M &2 LET,

T = EA~OFEERT I AFEIZON TR LET,
s BHEEERI SNy Y — L EFER LT CLIICT 7B AT 5 5{E (49 _—)
«SSH &M LIZay Y —~DT7 78R (50 2—)
e Telnet ZfEH L TUE—h 232 —/L)nE CLIICT 7 BAT 5 HE (51 =)
cUSBLUT N a3 =)L K= b CLLIZT 7 EAT L1 (53 —2)

EEEHcN-a Y —ILEZFERBLTCUIZ7 I ERT BHHE

CON "— k&, no-flow f#llfl & RI-45 = r 7 ¥ % 2 7= EIA/TIA-232 FERIHI S U 7 /L HEGE AL RE
T9, CONKR— MI, ¥ —TDRIHE SR H Y £9,

ZZTIX, BIEA L E—T oA AT VB AT AFIEICOWTEHAL £,
oY — )L R— k& D (50 2—3)

e =) A A =T oA ADMHHGE (50 X—)

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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CiscolOSXE YV 7 ko z 7R |
B - fk—reons

a2 —)LR— k& DES

ATy Tl WRTI2L—vary VY7 b7 2ROEIICHERELET,
* 9,600 bps (B >~ /D)
87 —X Ew b
e NUT 4721
e 7o —iliEie L

AT w2 RI-45/RJ-45r—T )& RI-45/DB-25DTE 7 # 7' % . F£721ZRJ-45/DB-9DTE 7 # 7% ( [Terminal] M F -
ATE) ZERA LT, CONAN— MIHERE L E9,

aAVY—IL A3 —D x4 ADFERAE

ATV TN Woa~wr ReEAJLET,

Router> enable

AT9 T2 (AF—TNRAT—=RIKPRFREINTWRWEEIT, AT v 731 ERET) RAT—-K 77 M,
VAT A NRAT—REATTLET,

Password: enablepass

NAT— KRFREND L, BHEEXECE—F Yrn v 7 Mg rEhET,

Router#

T, ¥ EXEC E— RD CLI~DT 7 ZANRA[RRIZ/AR D F Lz, SBEha~y RE AL T, M3
BRJ HFITTEET,

ATv T3 stup 2~ R&E AT 58A1E.  [Hardware Installation Guide for the Cisco 4000 Series Integrated Services
Routers] @ [Initial Configuration] XA [Using Cisco Setup Command Facility| # &M L T 72 &0,

ATvT4 ary— vy a2 & T35, quit a~vr REALET,

Router# quit

SSHZFEARALEaAYY—ILADT IR

Secure Shell (SSH) X, Xv hU—7 TRAL ZA~DEF TR E— b 77 & 2G4
T578 haLTd, T84 ATSSH VAR — FNEBZT DX, ROFIREZFEITLET,

ATYT1 RAMEERELET,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| CiscoloSXE YT by 7 DEA

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

Telnet £EALTYE— k3 v—prbCUc7 22T 255 |

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #thostname xxx lab

ZZ T, hostnamelx, V"—HDKA NLFET-IZIP T KL AT,

J—ZDDNS ALV ERELET,

xxx_lab(config)# xxx.cisco.com

SSH CTffifi9% SSH ¥ —Z A L £7,

xxx lab(config)# crypto key generate rsa
The name for the keys will be: xxx lab.xxx.cisco.com Choose the size of the key modulus in the range

of 360 to 4096 for your General Purpose Keys. Choosing a key modulus greater than 512 may take a
few

minutes.

How many bits in the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 0 seconds)

xxx_lab (config) #

7 7 /L kT, vtys? transport [ Telnet T9, Z OHE, Telnet 7 4 Z—7 /A THY ., SSH DAY KR—
FEIET,

xxx lab(config)#line vty 0 4
xxx lab(config-line) #transport input SSH

SSH @BREM D 2—F4 2 E L, v oA VRRGEE A R—7 /W LET,

xxx lab(config)# username jsmith privilege 15 secret 0 p@ss3456
xxx_lab(config)#line vty 0 4
xxx lab(config-line)# login local

SSHZFEHA L TCT AL A~D ) T— MNEFREZHER LT,

Telnet #{ERA LT E—FaVY—ILDL CUIZT I ERTHAZE

ZZTIE, TelnetZfEA LT E—h oY — b CLICT 7B AT 5FIEICOWTEHA L
\iﬁqo

e Telnet ZfHfH L C/L—& 2 ) — VIR T 57200 (51 ~2—)
eTelnet L Cary V— A LB —T oA AT V82T EHHE (524—)

Telnet ZFERA L TIL—2 a2V —)LICEHRT -0

| oL29328-03

TCP/IP > R U —2 5 Telnet ZfEH L CT/L—FIZUE— bk 727 EAT5HIZIE, linevty 7/
= YL a7 4FXal—varyavy REEHL T, /KEMmAKRRREZ S R— M52 K951
N—BEBELET, 2—PFIHLTr s A AU — RORELXZERT S L D12, AR
REFRZRE L ET,

linevty 70—/ 3L a7 4 Xab—3 gy a<y ROFEMIZOW T, [Cisco I0S Terminal
Services Command Reference] #Z&M L TL 72 &V,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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CiscolOSXE YV 7 ko z 7R |
B erezEmLcasy— L 10 8— T4 RV ERTBHR

AR ECr 7oA RS eV X 5127 51, login 22~ KO EREZ password =~

Y REESTHRATY— RERELET,

WAL, A, THU T 47 (AAA) EEMT 55A 1L, loginauthentication =~ > N4 3%

TE Liﬂ” login authentication 2~ > FEZMEA LTV XA FERET D & X2, ER ETAAAR
EIZBT 20 7 A Rk S eV K 9123 5IZ1X, aaaauthentication login 7' = — /3L 21

/74’3\"1 L—rvayavwry REEHRHLT, VANERETHALELHY 7,

AAA P —E RO SV TIL,  [Cisco I0S XE Security Configuration Guide: Secure
Connectivityl] 3 X O [Cisco I0S Security Command Reference] % &M L T 72XV, login
line-configuration ==~ > ROFEMIZ- DUV TIX,  [Cisco I0S Terminal Services Command Reference]
EZRLTLLEEN,

Flo. V—H T TelnetBEfe T DN, V—F DHENRARA M4, ET21FT—FITHRE S L2 IP
T RULAZERSL T MLELH Y £9, Telnet 2 H L CTL— X IZHT 2 72O OEAEDFE
Hi. Telnet r—EAD A AL~ A X7k, X Telnet F— > —4 & 2O I IEICHOUVNT
1Z. [Cisco IOS Configuration Fundamentals Configuration Guide] Z#Z L T 7230y,

Telnet ZEFRALTCaAVY—ILA VU E3—DT A RIZTIEVRTBAE

ATy Tl WAREZIEPCOLEROWT OO~ READLET,
» connect host [port] [keyword]
- telnet host [port] [keyword]

Z T, hostiIZiFN—Z DARA M ETIZIP 7 RLAZIEE L, port 1213 10 DR — + &S (F7 +
VX 23) AFEELET, o, keword [ZIFV AR —FENDLF—U—REHFELET, ZhbDa~vy
ROFERIZ DWW TIL,  [Cisco I0S Terminal Services Command Referencel] Z &ML TL 72 &0,

GE) T IR —NEHHTAEEIE. AARARMELIZIP T RLAICMA T, %R — &5
(7= & %1% telnet 172.20.52.40 2004) FHRTELET,

I, telnet =~ R&fEH L T, router & WO ARIDON—F TR T AHZ2 R LET,

unix_host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '""]'.
unix host% connect

ARTYT2 a4 RAT—REANLET,

User Access Verification
Password: mypassword

GE) INAT — RINFREINTWARWEGATEL, Return 8 L £ 7,

ATFv T3 22—V EXECE— Kb, enablez~> REZAHLET,

Router> enable

ATV T8 RATU—=R a7 T, VAT LA NRNAY—REASNLET,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| CiscoloSXE YT by 7 DEA
USBLUTL O Y—L— ki elic7 o 2T e I

Password: enablepass
ATYTE AF—TIRRAT—RFRFAEND L, FHEEXECE— R 7oy 7 bRRO LI ICFKFRENET,
Router#

ATYT6 T, FHEEXECE— RO CLI~DT 7B ANAEICARD £ L-, VERa~<w L RE AN LT, KER
HRAJ BFITTEET,
ATYFTT Telnet By a V&K TT 5120, exit £721d logout =2~ > REMHLET,

Router# logout

USB U ZI)ILarvy—IILi R— S CUIZ7Z O ERT HAE

N—Z i o> TWDHBIMDO Y AT AREAN AL THLF AT BI=AR—rMUSB YT

JVaryy =g, 447 BUSB MGy —7 NV EFBEALIAL—42DY) E— NMEBEZ PR — KL
%9, [Hardware Installation Guide for the Cisco 4000 Series Integrated Services Routers] @
[Connecting to a Console Terminal or Modem | DIHZ S L T 72 S0,

F—AhR—FK<a—+rhy FOFERAE
gy RIZiE, RKXFE/PXFEOXFNLIH Y FHA, T/, a2 FBLXUORT A= 1%, #
EERATFRERMOa~ 2 REZIF AT A—F L XBIFRER U E TEE X £ 4,

ROFIZ, A~ FOANBIOWEHEN T2 —R—F a—rUy FE2RLET,

R7:¥F—R—FDOva—rhvt

*—4 B#

Ctrl-B £7-id—%—" H—=I N SUTFHREFHEAICRLET,

Ctrl-F £7-13—%—" B = NV 1 SCFH T RNCHED £,

Ctrl+A =Y NEavy RIA U OEFICEE S
EJae

Ctrl+E H—=YNaaxy R4V ORBIZBESE
ESc AN

EscB A= N1 U= R %AIZRLET,

EscF =Y N1 U— RGTIETRNCED 7,

RNy I7IZEHaT 2 FOMEUHL

JBRER 7 7121E, ERNCANLIZ20 Da~y RBMMEFEENE T, Fplhdla~ 2 Raf
ALT, BEANETIBREENLTWSa<xr RIZT 78X TE 1,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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CiscolOSXE YV 7 ko z 7R |
B == rz—riouc

WKDOFEIZ, EX N Efa~v RO—EE R LET,

&8 EXRNYEBE#ROTUFR

avU kR ]3]

Ctri+P £7-131 % — ! JBIEE Ry 7 7 ND A~y RO LET,
BARICEST Lz o~y RBRROICEOH S
I, F—2HT-NT, v Hvnas s R
DIERF RSN ET,

CtrI+N £72iF 4 ¥ —! Ctri+P 72 iZt F—Ta~r FEMFOH L7
®"T, BEANY 7 7AOLVH LI
IRV £7,

Router# show history EXEC E— R T, HEIZATN LWL D00

avy RO—RaFRLET,

VI — % TX 2D, VTI00 72 £ ANSI AHaiRICE S £,

aAvT Y K E—FKIZDOWT

CiscoIOSXE CEHTE B a~> K E— Fid, kD CiscolOS TEATE Aa~ FE—F
LRILTY, CiscolOSXE Y7 h7=TICT7 7 AT 521, CLI #iH LEd, CLIIZIZE
BOE— R KRHBHZ Enb, AT a~y FIZZFORETHALTWSE— RIck v B
DET, CLIZRrV T F T/ ZAFar~—7 (2 ZANTILHE, TNEThOa~r K E—
FCRfACEa~ry Fo— B2 T £7,

CLIica /A v Lzt &EDF— FiIa2—H¥ EXEC E— FTY, =—H EXECE— FTlE. A
TXHavy RBEIRENTHWET, T _XTOa~vy REEHTE 5L 910 5121E, @i
NAT— REMHEH LT, FHEEXECE— FZBGT 20 ERNH Y £7, FFHEEXECE— R D
X, T XTOEXEC 2~ R (—¥ = FNEIIFEET—F) 237 Ed, $/2. 7
=L a7 4 Fal—a BT RERETL22E 6 TEET, ZEAEDEXEC =+
YRIF1ERY oa<r RTY, =& 2, show a2~ R THIETEER AT —Z AIERN
FREI, dear a2 RTHIUX, WU 204 F—T 2 A AN VT EET, EXEC =
<~V RIEY 7 b =7 OFEBRHIRTE SN EE A,

AT 4K 2al—arE—RTER, EfTar 74Xl —2a V2 EETEET, 0%,
FATAL T4 X a L=V a v kRS = T v T ar T4 F¥al—va VITRELTEL &L 2
HIhlea~r NIy 7 b =7 OREES#%RLRESNET, FEOa Ly 74 Falb—a v
F— RERBTAHICIE, Ju—"Lar 7 FXalb— gy B— NelBT 2 40ERHY £
T, = arZ 4 Xal—valryE—RTlE, /v F =T AT 4 Fal—T3
YE—F, BT e bavEHE—- R EZOMOE— RERBTEET,

ROM £ =4 £— KX, CiscolOSXE Y 7 b7 = 7 @Iz — K LRWEA IR &5 5
fHoE—RKTT, Y7 by =T OEEIF, EIXEBRFCay 7 Falb—Talr 77 AR
R L CWDEAIC, ARy 7 b0 2T A A=A onbRTuE, Y7 Y =7 1ZROM
FE=H = RNERBTHZENH ET,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| CiscoloSXE YT by 7 DEA

DRI,

avvkE—rizont |

CiscolOSXE Y7 bV =T DI EIER N Ra~vw L RE—R~DT 78R F

b, F3T7 78R 2K TTLHECOVWTHALEY, £, #F—FTRRSNLTr Y

T hOBIHIRLET,

RI:AXVFE—FDOTIERAFEBLIUVRTAE

ATV K E—F TOERAE JaovJk BTHE

o—H%— EXEC oA LET, Router> logout ==~ > N % fif i
Li‘d‘o

FiHE EXEC = —H EXEC & — R |Router# 2 —H EXEC £— RIZ

5., enablea~ K%
EHLET,

RDIZIE, dissble=~
v REFEAHLET,

Ja—)L arz g
Xal—vav

FitE EXEC E— KT,
configureterminal ==~
Y REMEHLET,

Router (config) #

Ja—)L arz g

Xzl — g E—N
O HEHEEXEC £ — R
IR A2, exitor

end =2~ R&EMHL
7

A B =Tz AT
T4 FXalb—T 3

Ja—\)L a7y
Xzl —varE'—F
T, interfacea~> K
EHEHALCA & —
Tz ABBELE
7

Router (config-if) #

Ja—\)L a7y
Xzl —v g rF—R
IR DIZIE, exit =+
VREMEHLET,

HrHE EXEC E— RICR
A2, end =z~ K
A LET,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



B =~ rz—reouc

CiscolOSXE YV 7 ko z 7R |

avU kR E—F

T ERFE

Jov7k

RTHE

W

JL—H2E, RO X H7p
AT, BME—RE
Bt 20, £71E2
e — RIZ7 7 &2 L
*9,

« SR L o T,
CiscoIOS 7't
A CREENRAEL
7L xiz, 2l
E— RBIGT 5
ZERBYET,
2L, ZEAE
DYE. V— 213
Yo—RFanE
7

Z—HN
transport-map =
~ U REFEHLT
RELIZARY v—
W2k, Zhkre—
R23BREET D56
B ET,

TL—7155
(Ctrl-C,
Ctrl-Shift-6, F7=
ILsendbreak ==~
Y R) BEANTS
L. TL—UEE
B2 Lia—#
NZWrE— R
T35 L2 ITRE
STV BEHAN
HYET,

Router (diag) #

Cisco IOS 7t 2D
FEEIZ X - CTWre—
RABRLG S N6
IZ. Cisco IO0S DA
BRI LT=b LT,
J— & A REE) LT
WrE— RZ RS 2 4%
ERHY FET,

JL— A& 7 transport-map
HEIC X > TMre—
RZBAte LI,
N—BNZT 7' AT S
WZiE, BIOAR— b %A
M350 £
CiscoI0S CLIIZ#f5e 9
DR OREINIZHE
ZEALET,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

0L-29328-03 |
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prz—romz ]

ATk E—FK

T ERFE

Jaov7k

RTHE

ROM =4

¥HEEXEC®— R T,
reload EXEC =< K
EHERALEST, VAT
LOEERE, HHD 60
FPLLNIC Break 3 — %

rommon#>

ROM E=% £— %
S s % Nl s R S DA
AA—VEFEHTT—
50 IR E)
T—hEELTY

LUES, vy NEFEITL, AR
A A= —RE

noE I LET,

ZHE— FOHE

| oL29328-03

=2, DL D 725612, 2Wre— RE2BET 0, Fidghe— N7 272 ALE
7,

< 10S 7R B ADEENRKROGENH D £3, HDHWIEL, 10S et A TEENEE LT
EXWZVAT AN Y bTHZENHY ET,

stransport-map 2~ &> T —WREDT 7 BA KR v—nNREINDH &, =2—HF
X2l E— FICHFE I E T,

I—HIZT 7 EALTWARBIZEE T L — 2158 (Ctrl-C F 721X Ctrl-Shift-6) A A S X

hoe, 7V—=UEFE%E L= P2kT— FE2GT 5 L) ICRESL TV DS
BRHY ET,

ZWrE— R ClL, =2—HEXECE— RTHEHRERa~vy Fob 7y bR TEET, =
Davy Rk, ROLI RGGICHEATEET,

cJI0S AT — el V—HF LOSEZERAT— FERET D,

eV T 4 X2l —Ta VOEIMIEL IR — ARy T,

< 10S F72ITZF DO 7 1 2O HFEL RIS 5,

= AR, EVa— N, FRREOMDN— R T 2T A R—R e R EDNN— R
TEVT7—FLET,

«FTP. TFTP. BLXOSCP R DV E—F 778X GFREERA LZ, —FIZHT57 7
ANEEE . FIFL—F S DT 7 A LRk,

PIRTOD— % T, BEERFIZ ROMMON 72 8 O [Rff & 7 7 = 2 A& L C Cisco 10S [
BEZM L., "IN a—T 4 T EToTWE LN, Z2E— a2+ 5E, L0IA
Hiha—YP A LA —T oA AEFHLTC NI TN 2 —FT 4 VI TEXLHLHITRYET, 2k
F— RN 2= RiZ, CiscolOS 7 AR EFICEEL TWnwe X THLENERITRETY, £7-.
=B PNEFICEHEL TWD L X, V—FDORMHEEXECE—RTHLIhbDa~vy Rafif
TEET,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



CiscolOSXE YV 7 ko z 7R |
B oozx

ANILTDORTE

CLL7u 7 FC8@ME ) 2ANT5¢, avr FE—RFRCEfiTE2a~r Fo—&
NERENFET, T3 T ANV THRER TS L, o~ RicEET X —U— R
LHIEDOY A NERSTEET,

aw RE—R, a<U R, F—=U—F, £2E381BICEEO~NNT E2ERT DT, kO

~ U ROWTNEEHLET,
av Uk B&#
help aAx Y RE— RONLVT VAT OB AR
Lij‘o
abbreviated-command-entry? BEDODNFEA RN VI THEEDLa~v FDY
A MPRFRINET
GE) av N EEMAFOMIZAR—2
AT,
abbreviated-command-entry<Tab> BrEDavwy R4/ LET,
? FrEDa~vy FE— FCHEATEIR2a~vy
RO—EEFKRLET,
command ? av U RIA U TRICATTT DHEDSH % F—
U— RERRFGIEBFERISNET
GE) Ay B EEERIFF ORI AN—A
AL TLEEN,

ARV R AT 3o nBE : fl

ZITE, avy FEXORTFIECOWTHH LET, 2~y FMEXCE, TR EIINA
DF—T—RFBLUBIEPEENTVET, a3 FOFXF—U— RBIUSIEERRTHIC

X, 27 4Fab—vary e NCRHEG () AT, £hidavy Ro—i
AT LIRS 1 A—RZEF T, 8efifF () Z AL ET, CiscolOSXE Y7 hU =TI
L0, FHTRERF—TU—-FBLOF DY Ak EfEAATANEREINET, &2, 7
m—Lary 74 ¥alb— gy E— RCarap A~v 2 ROTRTOF—U — 721381 5%
FTRTHITIZ, arap? EASLET,

avy RV THIORO <er> Gl 3tfT2 R LET, HHnF—A— FTiE, CR F—I%
Return ¥ — T, HADOF—AR— FTIL, CR F—|LEnter F—TT, a2~ R~V T DK%
D<ecr>fimld, Enter ¥F—52M L Ca~vr REEREIELATvarnbsrl b, BILW<er>
FLAIZEATT DU A MNOBIHBL O —TU—RiZA 7 arThir 2R LET, <cr>it
BT OEAE, EHATRER I E 21— U — RAMUIZFEE T, Enter ¥ —%2 L CTa~
YV RERERSEDILERNHDZ L ERLET,

ROKIZ, a~vy RATZEO =@M (?) Z2FEHT 2602~ LET,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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R10: a7 F T arnBE

avvrrTFvavors: 6

avU kR

AV b

Router> enable
Password: <password>
Router#

enable 2~ RERRAT— K& A LT,

¥iME EXEC a~ > RIZT7 7 BALET, 7
o R > e [#] (ZEb-o725

(f5] : rRouter> D5 Router#) . HitE EXEC
E— RIZEI Ebo> TWET,

Router# configure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Router (config) #

configureterminal ## EXEC =2~ > K& A
HLT, e—)Lary7 FXalb—ig
vE—RERBLEST, Fr—L ay
T4 F¥alb—aryE— NP EIND
L. 7’a 7 P D Rrouter (config) # IZZE DY
*7,

Router (config) # interface GigabitEthernet ?
<0-0> GigabitEthernet interface number
<0-2> GigabitEthernet interface number

Router (config) # interface GigabitEthernet 1/7?
<0-4> Port Adapter number

Router (config)# interface GigabitEthernet
1/3/?
<0-15> GigabitEthernet interface number

Router (config)# interface GigabitEthernet
1/3/8?

<0-3>
Router (config)# interface GigabitEthernet
1/3/8.0

Router (config-if) #

Ao B =Tz A A a7 4 Fal— g
T— F&EBHEIBT 51213, interface
GigabitEthernet 72— )L 237 ¢ ¥ o
L—yaryavry REERALT, RETS
AVHE—T 2 AERELET,
WRIZa<wr R IANANTHHERD S
a<w s REFERTHITIE, 2 A LET,
<cr> FLENEREIN TV AEAIL, Enter
F—ZW L. Ca~vr FE2ETTxE1,

A B =T A a7 {Fal— g
ET— KRB END &, TR BR
Router (config-if) # IC&H VY F£9°,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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avU kR oAk

Router(config—:lf)# ?‘ A HB—T A AMFHTXLHTXTOA
Interface configuration commands: N R
VHE—T 2 AT 4 Fal— g3
Y ROY R MEFRTRTLHITE, ?2 AL
F9. ROFITIE, LEHARERA VF—T =

ip Interface Internet

Protocol A AayT7 4Fal—rvgravwy KRO—
config commands AC —
keepalive Enable keepalive anL PN L/Cb\i—é‘o
lan-name LAN Name command
11lc2 LLC2 Interface
Subcommands
load-interval Specify interval for

load calculation
for an interface

locaddr-priority Assign a priority group
logging Configure logging for
interface
loopback Configure internal
loopback on an
interface
mac-address Manually set interface
MAC address
mls mls router sub/interface
commands
mpoa MPOA interface
configuration commands
mtu Set the interface
Maximum Transmission
Unit (MTU)
netbios Use a defined NETBIOS

access list
or enable
name-caching

no Negate a command or set]

its defaults

nrzi-encoding Enable use of NRZI
encoding

ntp Configure NTP

Router (config-if) #

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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avvrrTFvavors: 6

avy kR

AT

Router (config-if) # ip ?

Interface IP configuration subcommands:
access-group Specify access control

for packets

accounting Enable IP accounting on
this interface

address Set the IP address of
an interface

authentication authentication
subcommands

bandwidth-percent Set EIGRP bandwidth limit]

broadcast-address Set the broadcast address

of an interface

cgmp Enable/disable CGMP

directed-broadcast Enable forwarding of
directed broadcasts

dvmrp DVMRP interface commands

hello-interval
interval

helper-address Specify a destination
address for UDP broadcasts

hold-time Configures IP-EIGRP hold
time

Configures IP-EIGRP hello

Router (config-if) # ip

A B —T A ADHREDT-ODa<w R
EANNLET, ZOFITE, ipavr R
fFEHLET,

WIZa<> K T4 NIATITHRLERD D
g~y REFERTHITIE, 28 AT LET,
WORFITIL, FEHAFRERA X —T A R
IParv 74Xzl —raryavy FRO—E
72 E R L TVWET,

Router (config-if)# ip address ?

A.B.C.D IP address
negotiated IP Address negotiated
over PPP

Router (config-if) # ip address

A B =T 2 ADHBREDZ OO~ R
AN LET, ZoFITIL, ipaddress=~
VREMFEAHLTWET,

RIZAV U R ITA N ANNTTLDR0ENR D D
g~y REFRRTDHITE, 2EADLET,
ZOHITIE, IP 7 F L A% 7213 negotiated
F—U— R ANTLHLENDY £7°,

AT (<er>) WEFRREINFEHFA, ZDD,
g~y RESRIEDIE., BoF—TU—
REZITBIEREANTDHILERDH Y £7,

Cisco4000 ') —XISRY 7 bz 7 a2 J74Fal—a> A4 K. Ciscol0S XE17 .
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avU kR oAk

Router (config-if)# ip address 172.16.0.1 ? {ﬁmﬁ—é F—17— }\i f:ﬂi%l@‘(%]\j} L/i
A.B.C.D IP subnet mask .
Router (config-if)# ip address 172.16.0.1 o ZOBITIE, IPT RLAELT

172.16.0.1 ZfEH L TWE T,

WiZa<wr R4 NCANNTBHELEND D
a<r REFRRTDHITE, 28 AN LET,
ZOBITIE, IPYH TRy N~ A7 E AT
HZMERDH Y ET,

<cr> [IRRENFFA, TDFD, avy
RZSERSE DI, BIOF—U—RZE
7213518 AT T 20BN £77,

Router (config-if)# ip address 172.16.0.1 Py 7y h~AZ&ZAHLET, ZOH
255.255.255.0 2 X . .
secondary Make this IP address a /Ct’t\ IP‘H_7Z\V I\ NAT 255'255'255'0%
secondary address L CWE9,
<cr>
Router (config-if)# ip address 172.16.0.1 WiZa<y KR IA4 N ANTALERS A
255.255.255.0 g }‘%%ﬂf\”@‘éclbi\ r)&)\jjbiﬁ—o

Z OBITHX, secondary F—U— K& AJ13
57>, Enter ¥—%H L F9,

<> NFETREINET, Enter F— AL T2
VU RESETT D0, EEFOF—TU—
REANDLET,

Router (config-if)# ip address 172.16.0.1 Emerﬂe_;&ﬁa LCa<wy }‘%_’%T Lij‘o
255.255.255.0

Router (config-if) #

AT FDno KB KU default KX D{E

FETRCOar 74 Falb—rvaravy RanBAnH 0 £9, —&i2iX, nofgXafE
AL THEZ T LET, BME SN TV AEEEZ FFOENC LY, T 74/ h Tl
BREZANCT DL, noF—V—FREZHRELRNWTa~vry R LET, L xiE IP
N—T 4 NI T 7 4V S THN T, IPA—T (> 7 &8I+ 521, noiprouting =~
YREMEHLET, IPL—T 4 7 HBUAEMNIT ST, iprouting=~ > REEHLET,
CiscolOS V7 b =7 Da<w KU 77 L2 A%, a7 4 Fa2lb—yay avwy RO5E
BT, BXOnERXOa~r ROBENTH N TWET,

%< @O CLI 2~ RiZiZ default 180t H Y F9°, <command> default command-name % #4174
Heé, Aaw U RET 74NV MRTBICRERTZENTEET, CiscolOS V7 b= a<w KU
77 LUATHE, L= BARno B0 o~y FETRRLEEN ddault B D a~ o’
TIEITENDHAE D, dfault EROBEEENTA SN TWET, VAT ATHEHATE LT 740
Fawr REFRTAHICIE, 4T Ha~vr FE— RTdefault? & AT LET,
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avs%aL—varozEnkr I

AV 74 X2AL—Y a3 DERORE

REDELEAL— R T v 7 a7 4 Xal—va IR FELT, Y7 hu=T70)r— R
EENRAE LG AICETRNREN KDL 5129 51iE, copy running-configstartup-config
avr REEHLES, RICFEZRLET,

Router# copy running-config startup-config
Building configuration...

RIEDRIEE I DD Z ENH Y T, REVREFSND L, ROBDBFRENET,

[OK]
Router#

COEEICE Y BREN NVRAM RSN ET,

A IJ4FaLb—23ar I ILDERE

AR—KT w7 ar7oXalb—ary 7y NEnvam: 7 7 AV VAT MMIRFES I, E
Tary74F¥alb—ralr 7740 Esystem: 77 A )V VAT MR FEINET, T3
T4 X2l =gy 77 ANVORIERTIE, oWV OhDvRa )v—4 77 v N7 3—25
THEHAINTWET,

VA N—HDHEHIRA LT T U AD—RELT, AX— T v ar7 4 Xal— g
¥ 774 /V% NVRAM D B OWNT O N—2 77 )0 VAT AZab—L (S 5ZB
THry hT—=7 H—RiZHabt’—L7T) . Xuv I T v T E2loTBIMERHY T, AF—
Ny Farrd s Xal—alrZrANE2y 7 v LTEL L, MLENOHE TNVRAM
toAxs— T o a4 Xal—ary TrANNMERTERLL ol &2, AX—
FTP o7 ar7 4 ¥alb—vay 77 A NEHEICEE T £,

AR—K T v F ar7Z 4 Xalb—ary 77ALDNy 7T v 2iE, copy 2~ FafiH
TEET,

AT 4 X2 lb—ay Ty ANVOEBOFEMIZ OV T,  [Cisco I0S XE Configuration
Fundamentals Configuration Guide] ® [Managing Configuration Files| DIHZZH L T 72 &0,

show a7 FELEUmore A< FOEAD T ILA ) U5

| oL29328-03

showEB X UO'morea~ > RO NERBLTCTZ 4 NH ) 7 TEET, ZOMKEEIT. KEOH
NEW_EZDMEND DHGEC, RNERH D ERINT D255 HET,

Z OMEREZE 9121, show 7= more=~ 2 RiC 34 7] 85 () %%, begin, incdude,
exclude DF¥F—U— ROWTINE AN LET, SOITRBEIZTZANZ ) TONELIE
HEBCHELET (KXFL/ICFIERBISNET) o

show | {append | begin | exclude | include | redirect | section | tee} regular-expression

O, ar 74X alb—var 77 A NVNOFEROEEEDITIZ L F T,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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CiscolOSXE YV 7 ko z 7R |
B 1 —sozruws

1

ZOBITiE, show interface =~ > FOESiF (includeprotocol) % fH] LT, = protocol 7%

FRSINDLDHITOHRERLET,

Router# show interface | include protocol

GigabitEthernet0/0/0 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/1 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/2 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/3 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernetO is up, line protocol is up
0 unknown protocol drops

Loopback0 is up, line protocol is up
0 unknown protocol drops

IL—3 OEIRTIER

N—LB DEIRAA v FE2AT7OMEIZTHI LT, L —FEVDTHERIIA ZITTEET,
7277 L. NVRAM |Z%I3 57 E@%%@wmnEm@uﬁmm2t£ﬁ:/74%;v—ya
ADERTEDbNET,

N—F DERZATZIZTHANT, AF— T v TRICBERREPRFE SN TN D Z L 2R
L £7, copy running-config startup-config =~ > NiZ, #E% NVRAM |[ZRGFLET, L—X
DEFREAND &, RAFEESNTERETCL—F BB INET,

TS9N IA—LBEUVOLROAYVI LI T A A—DDYHR— ME
MOBRE

CiscolOSXEY 7 bV =7 1E, BEDT 7w 74 —LEYR—FTDHY T =T A A=V
TN 7 4 —F vy b L TRy r—fbanTnEd, HFEDTT7 v N7+ —AT
D74 —=F % By hOITNV—=T2MEHTEL0E, V) —RFENDLV AT YT MY =
TAA=VIZE-oTHRRVET, FEDV ) —ATHATELY 7 =T A A—=VDty
NERER L2, HAHEEENRRFED CiscolOSXE VY 7 b =7 A A—THEMAENE H 2
Z R L7- 0 9 5HI21E. Cisco Feature Navigator Z {9 %2>, [Release Notes for Cisco I0S
XE] #Z LT ZE0,

Cisco Feature Navigator O {# FH

Ty T =LY R—FBLOY T M =T A A=V OYR— MIET AR EZRTET5
21X, Cisco Feature Navigator % f#i il L £, Cisco Feature Navigator (%, fFEDY 7 b7 =7
VU=, Z4—=Fx &y b, FLEFTT7y 74+ —Lb% VAR — 7% CiscolOSXE DYV 7
=7 A4 A=V &HBITE %Y —/LTF, Navigator Y —/L&FEH T 5121F, Cisco.com D7
I MNIVEDY FH A,
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| CiscoloSXE YT by 7 DEA
Software Advisor D% .

Software Advisor ) {# A

T A 2% Software Advisor ¥ —/L & #ERF L CU E T,  [Tools and Resources] Z &L TL 72X
U\, Software Advisor > —/V AT 5 &, & HHHEDS CiscoIOSXE U J — A THR—FSH
TWDLEMNEI DR LTZY , ZOMRED Y 7 F U =7 ~=a 7 VERFE LD V—ZITHEE
ENTNDHN—RT =T TOCiscolOSXE Y 7 b =T O/ 7 NU =7 B & i+ 2% 2
ERTEET, ZOY—IT 7 AT HITIE, Cisco.com DEGRL—P THDHMLENRNH Y F
7T

YI2boxz7 ))—R/—rDFEHA
LIF OFEIEIZSWTIE, Cisco 4000 >V — X ISR @ [Release Notes] ZZ M L T 7Z&EW,
« AFVICHT D HEEFIE
« ERE 1 B K02 ORMRIS K ORI O E FIH
VY= — i, oV U — x*lﬁ@%ﬁﬁﬁﬁéﬂfwiﬁo:ngwﬁﬁ’
AR ) Y — R ZGERFE A OHEEICET 2 E RN E EN T RN ERH Y £, HREICET

5 ZNETOTNTOFERITOV \T IZ. Cisco Feature Navigator (http://www.cisco.com/go/cfn/)
L TLTEEN,

CLitvi 3 EHE

HTIT 4T EALT Y MNERELT, MEIWICHERT I ENTEET, Eyvarnmy
JIWZED, 2 N2 —FRHA AT AR EZMAIZ EEREETERVWE I ICHRETEET, fE
JARTBEZR TR TCOF v XU T A BRNE T a R AL > THEA SN DD ZETZ0HIC, CLIE v
ar TR ARICTIROBRENTREINTWET, L& E, Tk 2—Figr—#I
VE—NT 7 EBATHZENTEET,

CLIEY gy ZALT 7 FOEHE (65 2—)

cCLIEvYarvouavyr (66 2—)

CLivyia EBEIZTDOIT

FETIT AT FALT T REFRELT, WHMICEATZ2ZENTEET, Eyvarmy
JIWZED . 2 NDZ2—FRENEIT T ELAFAIC EEXTERVWE D ITRETEET,
FEHTTRER TR TOF v T A BHE T AL > THEH SN LD E =912, CLI

o a7V EARICTPROBRENTREINTVWET, -ExIX, ZUCL Y =—HFiEFr—
AV E— T BATEET,

CLilty arv 3A4ALT7OMDER

AT configure terminal

Ja—n)ar74Xal—v gy T— REBEBLET,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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CiscolOSXE YV 7 ko z 7R |
B outyraonyy

AT 72 1line console 0

ATY 73 session-timeout minutes

minutes DIEIZ LD, ZA LT 7 MI7%2 5 FETO CLI OFEEMNRESNET, CLIEy v ay XA A
T F%?ﬁﬁiﬂﬁé . CLIEyYaryoeXa U o RNk EINE 7, minutesﬁx’_fﬁoi&#éfﬁﬂ—gﬂé .y
vav XA LT T NRERIY F9,

Z7_"‘Jjo4 show line console 0
'E“/‘\/EI Ve &4’ 57‘7 ]\ & Lfﬁﬁéﬂflflﬁ%ﬁﬁgg L/i'a‘ ("Idle Session" @1@& L/Taj,‘%ﬂf\‘éﬂiﬁ) °

Cliltvy>armoovyy

1R BRI

CLIty v ayO—Kp/ AU — RERET HIZIE, EXECE— RTlock 2~ REMHLE

I, lock =~ > F&EHT 5ICIE, DR lockable =~ > RZ2H L ClEIfR 2% ET 2 B
N FI, ROFITIE. [BIFED lockable & L THRESI, FD% lock =~ REFH LT
—RENAT— R EY Y TonET,

AT 1 Router# configure terminal
Jua—s ) ary7 4 Xal—varyT—REBLET,
AT9T2 lock a2~y REMFERTELXICT20BEAILET,
Router (config)# line console 0
AT 73 Router (config) # lockable

17 S = 7 1= N D= S

ATY 70 4 Router (config) # exit
ATY 70 5 Router# lock
INAT—= ROATIRRODOENET, "AT—RKE2RANTIHILERDY 7,

Password: <password>
Again: <password>
Locked

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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i

AI—h+r514t2 R

ZDFETIE, Cisco A~v—h TA VAT TAT 2 MERROEEZIZOWTHIA L, 85056
LHKREFE T T HIOICHEREHOY — LT RO THBA LET,

O, IROBETHEMR I TWNET,
e AT — IRV TOME (67 2—)

AVX—,SA4EDOTDBE

VA Av—h TRV, VA R—= T3 VAEEBIOMMBEARTY 7 by =
7 aE LV EHENOREIC—E L TEABLOEHR T XM T B RAETVLTT, Fio,
NIRRT Y, 2—VP—NT 7 A TXH 02 TEEd, Av—hrIA4 U RE2MHH
THE, RO ENARRIZRY £,

AT VT 4 RN—T gy Av— NI B R T, HSETHEATEXSA Y T N T
TARVADT —NVEMSLLET, PAK (T 77 4 _X—2 3 % —) [ IRETT,

« BHLOHK A : My Cisco Entitlements (MCE) %, fEVSFWAR—Z LT _XTO A2l
fhE P —EADER Y 2 — 2Rt LT,

e TABUADFEME VT NI 2T IIN— R =TI — Ry 7 SRNTWRWED,
BIS L TIA B AEMBIERAB XGRS TE £,

Aw— T4V AZEHT HIZIX. £7 Cisco Software Central TA~— N7 T N EKE
THIMLERHY 7 (http://software.cisco.com/)

VAT A ADFEMIBEEIZOWTIL, https:/cisco.com/go/licensingguide ZZ R L TL 72
é 1/\0
TIRAN—Z LTy DN—FDAT— T A& AREICOWTIE, https://www.cisco.com/

c/en/us/td/docs/ios-xml/ios/smart-licensing/qsg/b_Smart Licensing QuickStart/b Smart Licensing
QuickStart_chapter 01.htmlZ S L T 7Z2& 0y,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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Zv—FS51tvR |
. Cisco Smart Licensing 7 5 1 7 > k DRIREH

Cisco Smart Licensing 7 5 4 7 > F DRREH

» Smart Licensing 7 7 4 7 > M#ReZ i H T 5 A2, Call Home ZNANC/2 > TNDH T & &
BLET,

« 7 /34 Z7)3 Smart Licensing & — F% %A — ~ 3% Cisco I0S XE Everest 16.6.1 /X—27 = &/
EIITLTWD Z L 2R LET,

Cisco Smart Licensing 7 514 7 > LD HI#9E1E

e Cisco4000 >~V —XISR 77 v b 7 #— LA TIL, CiscolOSXE U U —2 16.6.1 LAF. Cisco
A<w—hT7A4 B AD CiscoONE AL — TA LR, T/ 0o— RNy —2 F34%
VAL AN—Tw T AU A, BLOYHSECKY T A B AN HR—FENFET,

Cisco Smart Licensing 7 5 1 7 > D&k

Cisco Smart Licensing : #{=

Smart Licensing (213, BEHKDOEL A F ¥ 7T+ L. Smart CallHome k7 > AHR— F 7 — |k
¥ = A %41 L CCisco Cloud License Service & iBf5 3 AHHEN H VY £7, & HIZ, Smart Call Home
NI UAR= = U =13, BNET DA a/{GEONRTy—v AL T 7 ) my—1L
JVIZHADNWT, B OBER L IKRBESE T T2 DI H £ 9, Call Home OFEAIZ DUV TR,
Call Home #Z M L TS 723\,

Smart Licensing ® A U » MIKRD LBV T,

» Foundation A A — k35 X O Active Directory = —#— & a2 2 —% (ADUC) AA — k%
&ie, CiscolOS Y7 b =774k A (CISL) BEVPAY—F T4 EAE—FTD
CiscoONE A A — kDY R — |,

XKD TA LA (CSL) & Aw—F T A B AF— FEUI B2 DHERE,

4OV T Ny xT 2="—H% )L 4 A— (NPE, NO-LI, NPE-NO-LI, ¥ X UENPE A
A=) OHR—],

CSL 5 5 Smart Licensing ~D 1T

Cisco Smart Licensing €7 /L Tld, 7Y 7 b =7 ¥—FHET7 v 77 L —RF 74k A
T ANERHAETIC, FA 0 A EKELT 7T 4 N— P TEET, BLWKEEZT 2
T4 _X— M LIE, @RS FBIXORELMH LES, BERT 7T 4 — 1 &
NET, Y7 hv=70)7— M, WSO L B> TED LD TRELZLITRY
A,

FIRRIC, MERBERE, N T4 —~ A, BIUOKEDO XV 7 L — FEZIIHIBRZIT 91203,
RERL AV FZHIRT 2BERH Y £,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| Rx—Fr351€22

Cisco ONE X 1 — | .

ERT 7 aronTannFrsns L. T4t AOREOZE R IFK A FHIRFIZ Smart
Software Manager C/r S 4L, WHIZR T 7 & a U NETSNET,

Cisco ONE X 1 —

CiscoONE A A — MI, BEHENA VT TARNTIF ¥ V7 =T AT HEZOOH LW
J7#Td, CiscoONEZT—# o #—, UL R T %y hU—7 BLXOa—hLr7 7+t
ARy T —=ZICHBORBEHEO T U AICERT LS, BFRREEET VAR L ET,

Aw—F 74 B RIZL ST, Aw— 7 A EBLAD CiscoONE AA — FLLDT A&
A, IPR—R JEERIP Y —E R (AIS) | mERT L Z—T T4 XA —E X (AES) . HEET
AV ABREDA A=V TABUVA, BLXOANVL—Ty hRT 53— A, BEELANL—T
F BEOR=—FDOITA B AR R—FENFT,

Cisco ONE A A — MZOWTOFEMIL. [Cisco ONE Suite]l &ML T 7Z2&E0W,

Cisco Smart Licensing 7 S A 72 b &7 0 T4 X— T BH%

AX—hk 4 E2VADA =T ILE

FIRDHE

F IR D

enable

configure terminal
license smart enable
exit

write memory

show license all

o0kl wnN=

ATV RFERIEFT7ZIIY B#

2w 71 |enable

1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NRRATU—REANLET (FEREINTEHE)

Z 5w 2 | configure terminal ra— ) ary’ 4 Xab—ay E®— Nedh

1

Device# configure terminal

LE7,

R T 73 |license smart enable 7 /3A A _F® Smart Licensing Z A0 LE 3,

1

| oL29328-03
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ARV RFERETIVa Y

B8

Device# license smart enable

GE) A<w—h TA B RAEHIT D &,
VAa Y7 =T Tk A (CSL
) BLUOTRTOITA R a—/LiT,
Av—h =Yz hEEELET,

0] CAY— K TA B AT TIZBREESN TN D
Be. A~v—bhxo—Y =22 ME llicense smart
deregister] D#ffE% F24T L T Smart Licensing % %5
fbLET, A ADCSLET 77T 4 72T I
E. TS A& Y r—RLET,

2Ty 7 4 | exit Jo—n)ar7 4 Xal—vary T—RFEKT
- LET.
Device# exit

R T 75| writememory NVRAM [ZEfTa 7 4 Fal—va VERFELE
fi EE
Device# write memory

R 7w 76 |show licenseall (EE) T_TOTA B RTHET Y~ Y —H

1 -

ZFRLET,

Device# show license all

AX— S RDEMEL

FIEOHE

enable
configureterminal

no license smart enable
exit

write memory

reload

show license all

NOO A WN

F IR D

avY REEFT7IVIY BH&Y
5w 71 |enable ¥itE EXEC E— RE A LET,
11 - e NRATU—REANLET (FEERENEHE) .
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27— t51trzommnt [

AU RFERETIVa Y

B8

Device> enable

R 72 |configureterminal Ta—\)ar7 4 Xal— gy T— NG
1 - LET
Device# configure terminal
AT 73 |nolicense smart enable 7734 A |- Smart Licensing % 20k L £ 77,
f5il GE) Aw—F TV AEFMZT D &
YA Y7 =T T4k A (CSL
Device (config)# no license smart enable ) }5&0#“’(@34’?‘/7\ :_/]/H:
Aw—h =V bEemEBLET,
[no] CTAv— K A &L AT TITH
RSN TVEEGA, Av—h=—V=x
> hE license smart deregister] D#ER{E
%9217 L C Smart Licensing % 2l L F
I, TXAADCSL&ET 7T 4 7127
DI, TA A=V e—RLET,
ATy 74| exit Ju—s)arZ Xal—vary - REKT
1 - LETS
Device (config) # exit
R T 75| writememory NVRAM 23T 7 4 X al—va VARELE
{5 EE
Device# write memory
2w 76 |reload R TAAEHEHLT, HHFLVWT 1 —F v
%l - vy A RX—T M LET,
. GE) CiscoONE A — b & @E L7 2 TF /3
Device# reload A 2% E— L TWARWEAITT A
Az Y —RLET,
R T 77| show licenseall (EE) TR_RTOIA B AT~ ) —FH

1 -

Device# show license all

ZFRLET,

| oL29328-03
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B 7 xzn

TINA REE%
FIRDHE
1. enable
2. licensesmart register idtoken idtoken [force]
3. licensesmart deregister
4. licensesmartrenew [ID |auth]
FIED F%HH
ARV FERET7TIVa Y B#
ATy 71 |enable FEHE EXEC E— RZ A LE T,
fi ¢ NMAT—RKE AN LET (ERInHE) .

Device> enable

R w 72 |licensesmart register idtoken idtoken [force] Ny 7 ROP— " — L F)NA R LBEE LT,
Bl - I —2 > ID I% Smart Licensing ¥ —/3— D148 a/c 7>
LG TEET,
Device# license smart register idtoken 123 . force : 5—;/§/], Xﬁ)ﬁﬁéﬂ(‘b\éﬁ‘k 5 73))07_%5

DOPFT A R LRI L ET,

GE) T3 AL Cisco —/3—|Z h—72 D
ik L, 365 ARA R 77 /34 AGE
WE DRESNET,

AT 7 3|license smart deregister Ry 72y ROV —R—=InGT 3 R 2 B EHRER L
15'] : i—g—o

Device# license smart deregister

AT w7 4|licensesmart renew [ID |auth] (EE) FEITIDREEITKREEHLET,
il - FAB AT —hLUL T A & AHERE hseck9,
. . BLOT Ty b T7A—b =T =T AV—Ty

Device# license smart renew ID R LAULOREIZ ST TSnnnthcenﬁng(hnde

for Access and Edge Routers] #Z ML T 7230y,

Cisco Smart Licensing 7 S A 7> bD ST a—F a8

Smart Licensing DML DOMEE T TNy a—T 4 V7T DHINET A ATROa~ > R
fFALET,

« show version

« show running-config

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| 2=—t51€22
Cisco Smart Licensing 7 5 1 7 > k DEREHI .

+ show license summary

* show license all

« show license tech support
« debug smart_licerror

« debug smart_lictrace

Cisco Smart Licensing 7 5 1 7 > b DEXEHI
Bl : TRTDSA U RIZEAT I —IEHRORT

1T show licenseall =~ RZEH LT, +XTOT A £ AZHONTOEMIERE
T ol R LET,

Device#show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: BU Production Test

Virtual Account: ISR4K

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Sep 04 15:40:03 2015 PDT
Last Renewal Attempt: None

Next Renewal Attempt: Mar 02 15:40:02 2016 PDT

Registration Expires: Sep 03 15:34:53 2016 PDT

License Authorization:

Status: AUTHORIZED on Sep 04 15:40:09 2015 PDT

Last Communication Attempt: SUCCEEDED on Sep 04 15:40:09 2015 PDT
Next Communication Attempt: Oct 04 15:40:08 2015 PDT
Communication Deadline: Dec 03 15:35:01 2015 PDT

License Usage

ISR 4400 FoundationSuite (ISR 4400 FoundationSuite):
Description: Cisco ONE Foundation Perpetual License ISR 4400
Count: 1

Version: 1.0

Status: AUTHORIZED

ISR 4400 AdvancedUCSuite (ISR 4400 AdvancedUCSuite):
Description: Cisco ONE Advanced UC Perpetual License ISR 4400
Count: 1

Version: 1.0

Status: AUTHORIZED

ISR 4451 2G Performance (ISR 4451 2G Performance) :
Description: Performance on Demand License for 4450 Series
Count: 1

Version: 1.0

Status: AUTHORIZED

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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. {5 : Smart Licensing D & %1t

Product Information

UDI: PID:ISR4451-X/K9,SN:FOC17042FJ9

Agent Version

Smart Agent for Licensing: 1.4.0 rel/16
Component Versions: SA: (1 _4 rel)1.0.15, SI:(dev22)1.2.6, CH:(dev5)1.0.32, PK: (dev18)1.0.17

Device#

{5 : Smart Licensing D H%h1t

IZ, CiscoONE A A — FDRFNZ /2> TNHMNE 9 N EHERT 572912 licensesmart
enable =~ N&EFEHT 5 HEOBZRLET,

\}

GE)  WOPITERINDIEERA =T, CiscolSRG2 77 v 7 4 — LD I &
NET, Ciscod000 > ) —XISR 7T v b7 3 —LDEFHIT, A~v— b IA BV A%
FHINMZ L THHEERX v — D3RRI NEEAL

Device4 license smart enable

Currently only Cisco ONE license suites are supported by Smart Licensing.

Please make sure your Cisco ONE suites are enabled before turning on Smart Licensing.
Any other licenses outside of Cisco ONE suites would be disabled and made unusable in
Smart Licensing.

If you have any questions, please get in touch with your Cisco representative before

using this mmode.

Please confirm Cisco ONE suites are enabled? [yes/nol: yes

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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Web 21— —A 23— x4 X%&FERHL
A DN =F:

Web t—H'—o L7 —7 = f 2 (WebUI) &, #AIAF GUI X—ADT /A ZEHY —/)LT
F. FAL RE TV a = LY. T, AOBEAL L ORI A B LY . o—
oy AAY U AR E LT AR RIELET, T AL b oA A—URIE SR
TWATED, ANEEME LY TARAL RZTA B AL A =L L0 T A0 THY
FH A, Web Ul &9 1UZ, CLIOWPI@MA A Th, REZMEL, 7/3f ADE=
GV TE RTINS =T A T EATH DEBTEET, JOHEE, KOHTHRSH T
£75

« Web Ul 28l L= THIHFHOT 7 4L MREETH BT84 ADE (75 ~2—)

* Day One #%/EIZ Web 2—H | > ¥ —7 2 —AZMH (80 ~<—)

« WebUILZ(EH L72T NA ADTZ 77 KT LA (PnP) HAKMEOE L h T Ty 2 —

T4 81R—2)

WebUl # A L=-TIBHEEOT 74 L MRETH ST
\ 1 ADHETE

IA v By N7 v o4 —FRK&EHEHLT, AR L—H
FRETHICIE, LTFOFIEEZFETLET,

A

% TEEd, VX

2
&l
i
4

1R BHHIIZ
cWebULIZT 7 B AT HHNT, TN ATEAREZITHOLERNH Y £,

ATFYT1 VU T Ay —T D RI-45 % —X D RI-45 2 ) —)LR— MR L E T,

ATV T2 THRAADYIHEE Y 4 ' — RBFIRENT, IROVAT LA =V P—HIZERrEN=5H,  [NoJ
CANILTTF RS R T a P hEFRFILET,

Would you like to enter the initial configuration dialog? [yes/no]: no

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
| oL29328-03



Web 1—H—A V2 —J A REFALETAARDEE |
B oaszrgs@s—r ey b7 9T D — FOERA

ART9T3 ar74Fal—arE—RT, ROBENRTA—ZEATILET,
!
ip dhcp pool WEBUIPool
network 192.168.1.0 255.255.255.0

default-router 192.168.1.1

username webuil privilege 15 password cisco
I

interface gig 0/0/1
ip address 192.168.1.1 255.255.255.0
!

RTYTE A=V Ry Nr—TNTTNA AL —F 58 L, gig00/l ¥ —7 A AR LET,
ATYTE VAT AEZDHCP 7 747 hELTREL, V—FXDIP T KL A% HEWICEHSE L ET,

AT T6 77UV EREL, 7T UFDOT RLAFIZT NA ADIPT RLAZ AN LET, X a7 R#EROLE
I%. Thttps://192.168.1.1/#/dayZeroRouting] & AL ET, HFEV X a7 TldeWEROLGEIL,
Mhttp://192.168.1.1/#/dayZeroRouting] & AJJL £,

ATy Tl FTI7xNFO—Y—4 (webui) &FT 7 4/ hD/NAT—F (cisco) AL ET,

EAXFFIFEHEHE—FEY Ty T O H—FOEH

EARE—FELITFHERE—FOEy N7 v 72 L T —F 2R ET DITIE. ROFIEEFE
ITLET,

AT 71 [Basic Mode] % 7-1% [Advanced Mode] % %R L, [Go To Account Creation Page] %7 U v 7 L £7,
RTYT2 2—PHRERAT—=REANLET, HEBOLDIC AT —FEBANLET,

AT w 73 [Create and Launch Wizard] 27 V v 7 L %7,

ATV T8 TNAALKE AL 2 HE AT LET,

AT w75 [Time Zone] K2 v FHZ 7 ) A Kb, WHIRZ A LY — 0 Z21RIR L7,

ATw 76 [Dateand Time] K2 7 X7 U X kv, @72 HEE— RE2BIR L £9,

AT w F7T [LAN Settings] 27 U v 7 LEJ,
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alialn
cisco WELCOME ! Check Video Demo

[cisco

This device is detected as factory fresh device. As a first step create a new user account and launch the guided setup wizard to bring
up the device quickly.

@ Basic Mode

Basic Settings.LAN,Primary WAN

READ THE BELOW INSTRUCTIONS BEFORE YOU BEGIN
o Ensure that you have all information from your service provider for completing the configuration. Click here for checklist
e If you are configuring non 3G/4G based WAN connection then ensure physical WAN cable connectivity with Service Provider is proper.
o If 3G/4G is configured as WAN then ensure SIM ( Subscriber Information Module) is inserted properly in the Router slot.
e The wizard by default enables some recommended configuration. Unless you have strong reason to change that have them as desired.
o This wizard helps to bring up your WAN/LAN connectivity quickly. You can always change the configuration and add advanced feature support

once the ion is successfull

e Best Practice: When you use WEBUI for configuring a device, do not delete or modify the configuration directly by logging onto the device which

will lead to misconfiguration.

GOTO TO Account Creation Page >

LAN SR EZ1TWVET,

AT w71 [Web DHCP Pool/DHCP Pool] 4 % 7= 13 [Create and Associate Access VLAN] 47" 3 > &38R L £ 97,
a) [Web DHCP Pool] Z#8IR L7=3541%, AR ELET,
[Pool Name] : DGCP 7' — /4 & AL £ 7,
[Network] : * RU—2 7 RLABLOY TRy h~RA7 2 AN LET,
b) [Create and Associate Access VLAN] 47> a U 2B L7561, WEBEELET,
[Access VLAN] : 7 7 22 VLAN Oi#fBllFE 52 A) LET, FEETE 24T 1 ~ 4094 TT,
[Network] : VLAN O IP 7 KL A% A L £,

[Management Interfaces] : A > % —7 = A AZ@®IRN L, HAREDVELERANZHEAL CGRIRLZZY A MRy
JAKBENLET, XTINT V7T HNRT T Ry LT, BRLEY A MRy 7 AT
AE=T2A AZBETHILEHTEET,

AT w72 [Primary WAN Settings] #27 U v 7 L £,

Cisco4000 ') —XISRY 7 b7 avTJ4¥al—> 3> HA K, Ciscol0S XE17
| oL29328-03



Web 1—H—A V48— T/ REFEALET A ROEE |
B 5 =vwangezeroEs.

oO——O0
[ i

BASIC LAN
LAN Configuration @ HELP AND TIPS

/" Webui DHCP Pool An admin user will be created with the below details

19216810
255.255.2565.0-

< Basic Device Settings PRIMARY WAN SETTINGS >

T54<7') WANSEZREZITULWET,

RT9T1 774~ WAN X A THERLET, 774~V WAN [T, L—F B3V R —~F25 WAN O F A 712k
UC, YUTI, 3GAG, A —HVFv b, £iF7e— R K xDSL) 2% ETEE7,

AT T2 Fay T Xy JARNLA U E—T =2 AZERLET,

ATY T3 h—ER TS F—/n5 DNS — NME#R A BTG 521X, [Get DNS Server info directly from | SP]
Fov IRy I A A NI LET, T7A~UDNSEE I X YUDNSITFEITANTDHZ EHTEET,

AT v 74 [GetIPautomatically fromISP] F = v 7Ry 7 A% AN LT, h—ERT a4 X —In5 P T LA
WAEBEBBEIGLET, IPT RLABLOY 7 Xy N ~vRA 72 AN LET,

AT w75 [EnableNAT] F = v/ Ry 7 Z%A4 AL T, NAT #HNCLET, NAT AT 52 L2 BEn L
£7

AT w76 [Enable PPPoE] = v 7 R 7 A% 412 LC, PPPoE #HMNZLET, PPPoE Z#HMNZIT HLAEIL. &4
HRRET— R @R L £9, #7323 T PAP & CHAP T,

ATy T b—vRTaf Z—pbighania—V -4 L\ 2RTU—KE AN LET,

AT w78 [Security/APP Visibility WAN Settings] 227 U v 7 L%,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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whogywangEEaoET, [

©

BASIC

PRIMARY WAN

530

WAN Configuration
9 © HELP AND TIPS

WAN Type® s An admin user will be created with the below details
Interface *
DNS / IP Address
/| Get DNS Server info directly from ISP
Get IP automatically from ISP
¥ Enable NAT
Profile

ccccccccccccccc

Configure username and password if provided by service

tHUFY) WANEREZITLET,

ATy T

ATy T2
ATvT3

RTv74
ATy TH
ATvT6

ATy 17
ATvT8

4o

ATy T

ATy T2
ATvT3

| oL29328-03

SEHIERE TR, B H AU WAN B3R E T A LERH Y £,

THUHY WANZ A THFIRLET, L—F B3P R — T 25WANDZ A AL C T, U 7L, 3G/AG,
A =%y b, FHEFTEr—FNF XDSL) 2t H% U WAN & L CRETE £,

Ray 77X VAN U E—T oA AZERIRLET,

P—ER T r A F =6 DNS B — MERZ EERIGT 51213, [Get DNS Server info directly from 1SP]
Tz IRy I A%A NI LET, T7A~UDNSEEHI U HXYUDNSITTFEICANTHZ EHTEXET,

[Get IPautomatically fromISP] F = v 7 ARy 7 A% AN L T, =X Ta M Z—=n5IP T R A{F
WAEEERGLES, PT RLABIOY 7 Xy b A7 2 ASILET,

[EnableNAT] F = v 7Ry 7 A% 4 12 LT, NAT 288N LET, NAT Z2ANTHZ L aBEDL
£,

[Enable PPPOE] = v 7 /R v 7 A% A2 LC, PPPoE ZA NI L7, PPPoE Z AT H&HE1E. &
AT — REBINLE T, 47> 3 VL PAP & CHAP T,

F—eRT g F—hbigft sl —F -4 L AT —FREADLET,
[Security/APP Visibility WAN Settings] 27 V v 7 L %79,

)T 4 REDEK

FTRTCONRAT = KRR L —2 T HF AR TERRINLRWNE HIZT 5HIT1E, [EnableRecommended Settings)]
Tz IRy I AN LET, RAY— RIS LS ET,

[Day 0 Config Summary] #7 U v 7 LE7,
BREE L E=2—725I1%, [CLIpreview] #27 UV v 7 LET,

Cisco4000 ') —XISRY 7 bz 7 a2 J74Fal—a> A4 K. Ciscol0S XE17 .



Web 1—H—A V48— T/ REFEALET A ROEE |

. Day One (% 7E(CWeb 11— 1 V24— z—X&EH

ATY T8 [Finish) 227 Vv 7 LT, 74 E¥akty T v 7%5%ETLET,

Day One

ATy T

ATy T2

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

© © © © © o
- o =
BASIC LAN PRIMARY WAN WI-FI SECURITY / APP VISIBILITY SUMMARY

CLI Preview

SUMMARY

n provides the summary of all the steps configured as a part of the day zero configuration. Please click Finish to configure the device.

s
_ Fouterieme: qeo, 7 bemai lame: mycoman.cam,  fime Zone: 80,

LAN Interface: ,  IP Address: , v Subnet Mask: , v Use as DHCP Server: Yes,

Date & Time Mode: Automatic

Pool Name: , v Network: (), * Management Interface Configured: No

WAN Interface: , + IP Address: Automatic, + DNS: Automatic, v NAT: Enabled

Wi-Fi Configuratior

recommended security settings: Enabled, » Application Visibility: Disabled

> Security / App Visibility

[

< SECURITY / APP VISIBILITY

—H A A —D 1 —XREFEH

U

AxX AE -

HTE(Z Web 11—

Web 2 —H f L Z—T A ZAD

1R BHIIC
e Web UL 1H kA2 =T —72 L THERTHITIL., T35 A
TAHVLERDY 7,

* Web Ul OF%EBHIZT 7 B AT HI21E, HEIR 15 2 FF o2 — NS T, HERN 15 K
O EIL, Web UL TH v afRlR— REE=Z Y U IHEIZOLT 7 A TEET,

ESIv==

T B 30 D VTY FIf A R E

2—YT H v hEERT HIZIE, username <username> privilege <privilege> password 0
<passwordtext> Z i ] L £7,

Device #configure terminal
Device (config)# username <username> privilege <privilege> password 0

<passwordtext>

HTTP 4 — &R ELET, 74/ h T, HITP 4 —RORENT A A LICHFETHLERNH D £
9, iphttpserver =~ K& iphttpsecureserver 2~ RRETa L 7 4 X o b—v a VFEET D00%

Fxv 7 LT, REZHRBLET,

Device #configure terminal
Device (config)#ip http server

Device (config)#ip http secure-server

Web Ul IZ1 7oA /—ng)ﬁ_&)@munﬂzj—7t/3 /{/ H/ﬂiﬂbi—g‘ {k@lf\—g—nz})@munﬁ.ﬁ_ﬁ{/{%ﬁﬁ‘(% i—gq

a) B—H T —H_R—=Z %L CEBIECE £9, Web Ul BFEIC & ~ww?~&N—X%ﬁ%#é’
IX. iphttpauthenticationlocal 2~ > RN Ta L 7 4 F2b—a VIZEENTWND Z EAMERL

0L-29328-03 |



| Weba—F—A 28— A REFBRALETNA ZDEE
WebUl & L1=F A ZDTFHF7 KTLA (PaP) BAEBOERE L5 TLva—T105

T, ZOoa<wr KL, T ATHERNMIREENTWET, a< 2 RBMFEELRWESIL. ROFIz

AT LTS RAEHRELET,

Device #configure terminal
Device (config)#ip http authentication local

PREE RS 51T, FNRA AT Fq)hﬁp
WL AAA H— NERENT NA ATAT

AAA T T v a U EFEHLUTERIELE 3, Web ULIZ AAA
HELTWVWAZ MR LET, £,

authentication aaa] % #X/E

ET D LR LET,

Device #configure terminal
(config) #ip http authentication local

b)

Device

ATV T3 TIUFERBLET, TRLA NI, TRLAADIPT RLAZANLET, BX o7 EEOHE
X, Thttps://ip-address] & AJJLFE T,
ATFYvTd FTTxN hO—Y—4 (webui) &FT 74/ hD/SNAT—F (cisco) AL ET,

ATY TS5 [Loglnl 227 V27 LET,

—

WebUl ZFERLE=TNAADTSHTF72RKTLA4 (PnP)
BAEHFEOERENS TN a—TaVT

® 11 HEORBE

1)) — R 1EHR B

N

tRE

WebUI L7257 /314 2D
PnP EAKEROEHRLE T 7
N a—T 4T

CiscoIOSXE UV U —A 17.5.1a

PnP & A Y C WebUI % i f
LT, T4 BT A ADE
AN EEREB IO N T

Va—T 4T TEDLLIIC
720 F L7z, HE)PnPE A
ERR LTS EE, 7351
A D AN % FEy CHEITT
TET,

YuekyFrunvva=rr (ZTP) £ 7 777 R7Lb A (PnP) YuvA&MHL T,
Cisco vManage |ZX] 92 7 /34 A DOE AW Z BEIICEITCEET, 2ok 72 a Tl
PnP A Vv REMEHALTCT A ADEAEFEE=FBLIRN T TNV a—T 4 7T 5 FIR
WZOWTHBLET, WebULD Z DBEREZEH T2 &, PnPEAE 7 A2 E=F B LW
NoGTNYa—TFT 47 LIz, ZOVTNVEALNAT—H AR LIV THI L TEE
T, ZOEBAMEMIMEIEFETITRR LB AIE, 7o A5 KT L, T ADE AR i~ F
BCTITH ZEMTEET,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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Web 1—H—A V48— T/ REFEALET A ROEE |
B weou 28R LEFAMZOTSTTURTLA (PiP) SALBOBRE FS TN S a—F4 VY

AR &M
* WebUIl ZF(TLTWVWDHTNA A (Web 7T UHEFITTEHarBa—4) LB AN
LTWABTNA AT, TAAL ADL2 AA v FAR—F (NIM) &BHTHERT20LERH D
3
« T/NAADDHCP 7 A4 7 > b ID %355 [webui) ([ZEEETHHLENRH Y 5,
o T34 A% WebUI T Cisco SD-WAN 71 B 7 /34 ZADE AU A2 PR —F L TnD
PMERDY £79,

TINAZADPWPEAEFBDO STV a—TaT

2 FE—FF— RTCOPWPIZL AT N, ZAOBAEEFRE T TNV a—TF 4 7T BT
WOFNEEFEITLET,

1. WebUl Tav hu—FF— RZBHBLET,
cHEE—FMbar b —JF— F~DY Y Ex .

W, T AP TREN L & X%, BfEE— RiZZe £9, URL
https://192.168.1.1/webui/ IZBEEI L, 7 7 4L b a7 A AF#H (webui/cisco) % {#H

LCurZ Ay LET, T3 AH WebUI T Cisco SD-WAN 7 A ¥ 12 5 /34 2D
AHEfi 2R — b LT\ 5451, [Controller Mode] Zi®IR L T2 hur—FF—
RIZEID R D ZENTEET, HATTOIMNE I DEMRET LA T u TRy 7 X
DERSINFET, [IEL (Yes) 1227V w7 LET, XA ARV B—RIH, a2~
fr—7F—RIZUVELONET,

el bR —FF— RTOTF A ZADHKHE) :

TFNRAANTTIZary ha—7F— RNiZhRo TWAHEAIE, T— R2ZET 0%
L5V FH A, https://192.168.1.1 F 721X https://192.168.1.1/webui (ZBEN L 5, T3
A A7 WebUI T Cisco SD-WAN F A ¥ 1 734 2D Al A2 HR— K LTW5D
Y6, URL I3 https://192.168.1.1/ciscosdwan/ {Z U 4 A L7 |~ S 41, Cisco I0S XE
SD-WAN 7 /3 ZD7 7 4 )V b w7 A fE# (admin/admin) ZfEH L Tr 71 >
T&ET,

N

GCE)  PnPEAYEOFEE TT N, RACAX = T v 7 a7 4 X2 b—3 g N0WiEE ., WebUl
IV R—=FENDET AL AZBNTT 74V b THERNCAR D 97,

2. [Welcome to Cisco SDWAN Onboarding Wizard] ~<—""C, [Reset Default Password] % 7 U
7 LET,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| Weba—F—A 28— A REFBRALETNA ZDEE

WebUl & L1=F A ZDTFHF7 KTLA (PaP) BAEBOERE L5 TLva—T105

\}

| oL29328-03

(B TABaT AL ADT 74/ bXRAT— RRWEFITT, LN -T, BB 7 A D=,
WebUI TT A AZHD TR T A>T HEXINAT—RE2V 2y NTHLERHY £, 7
S APIEFITEAE i S5 & WebUI 5% E X B EIICHIFR &4V E 9, Cisco vManage [ ®
TNAADT 7 L— MBI WebUl X EN 8 D N7 r— AT, T35 ADE A

AP LI THHIBR SN EHE A

3. TNAADN—RU =7 LY 7 Ny xT OFEMIER—ICY) XA L7 hSnnET,
AT —RZAS LT [Submit] %27 U v 7 LET,

4. WKOR—IZiE, BAUEF ORI TR ANFE IR XL, PnP Connect A8 — 4 /L8 1O Cisco
SD-WAN 2> bR —F DI FIERAVAE—FR FOARAT—H AN —ERRINET,
PnP IPv4 =2 R —F > MCBEENFEE LIS G, ZOREL, 7734 2D PP B AU
NRMLIEZEEZRLTWVET,

BAEEF T 2A0on VERRBLIOF 7 o m— K9 5121%, [SDWAN Onboarding
Progress] N\— DN H DIEHRT A a2 %0V v 7 LET,

5. H &) PnP 3B AKE(F 23R L7255 1%, [Terminate Automated Onboarding] 27 U v 7 L &
T ZOBEICXY, TS A2 FEHTHEAERTEH L IR ET,

6. HATEIRy s ARERSNET, ETEETTHICL, Yes] 22V v 7 LETF, #
T@%Tif&zéiﬁﬁ)b)é%é\ﬁ)% D i—g«o

7. [Bootstrap Configuration] ~—3""C, [SelectFile]%= 27 Vv 27 L, T4 ADT—FA KT v
TI77ANEERLEST, ZOT7AMF, —RRT— AT T T 740 (Gl
7Ty N7 —ALEAGDT 7 AL) L. CiscovManage 72H ¥ 7 21— RA[RE/R 7 VIR TE
T—=h AT T T7ANDNTNNTT, D77 A /ML, vBond F 5. UUID,
WAN A B =T A A Jb— |k CA, REREDFMERNDEZTENTVWDLERDHY F
R

8. [Upload] #7 V v 7 L¥7,
9. Ty ANVBEFICT v 7a— Iz, [Submit] 227 Vv 7 LET,

10. [SDWAN Onboarding Progress] ~<— 3’12, Cisco SD-WAN 2> f 2 —F D AT — X AN
EF/REE T, [Controller Connection History] 7— 7 /L % B < 121X, [SDWAN Control
Connections] N—D LN HDERT A 2% 7 V7 LET, ZOT7T—T7 /L TIL, &
NEGIGT A ZADOREBEHER CE LT, BAEMPTETTH L. T/ ZOIREN
[connect] IZZE DY £,

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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5 2

a2y —)LiR— k. Telnet, BLUSSHD
QN3

ZOFEE, WOBETHER I TWET,
e 22—/ R— ., Telnet, 33X SSH IZRHT 2 iEEFHLHIFFHE (85 X—)
eV — L R— FOWBE (86 2—)
e Y —)L AR— FDORIRIZHONT (86 ~<—)
e Telnet 33 X OV SSH O E (86 ~2—3)
o FRfgilE Telnet 35 L ONRefet: SSH O (87 ~X—27)
e ALYV )L R—=FD T URAR—F vy TOHRE (87 —)
o FRfek Telnet OFRE (89 ~—)
o FRfetE SSH O E (92 ~—72)
e 1Y —)LR— bk, SSH, B L Telnet DILFLFREDFR (96 ~—)
« BT AR A OMBIAR— FORE (101 <—)

a2y —J)LAR— bk, Telnet. KLU SSH [ZRHT 53 &
I8 & HIR9E IR

s NTUAR— v T RA =YXy NEEHA VX —T oA R THEHENDEE, TR
AN— bk = 7T Telnet 1 & T Secure Shell (SSH) % &L, DT TD Telnet B LW
SSH & Ex A —"—F74 FLZET,

e A —HWRy NEEA L F—T =2 A AEHIET 52— ORFEIIZ, v — L 2 —F4 L X
AU — RIETZ2HHT& £, Hifetk Telnet £ 721386 SSH 2 LA —H % v b
BHA A —T 2 ARBTL—XIZT 7B ATH2—VIL, AAAGRGEZEA C&E £
Moo

il

TV T 4772 Telnet £721ESSHE v a VBN HA—V 1y NEHA LV H—T = A A
NIV AR—N v T HEWHATDIE, TI/T7 47 Bya BRSNS /EEENH Y
FT, L, A H—Tz2A ANL TV AR— b~y 7RI, 77T 477
Telnet v v 3 F721LSSH v v a VOEGEIZHIN chvERE A,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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a2 yY—I)LR— k. Telnet. & U SSHDORE |
B - - v®—roms

BT =8 LOFHE AT —OREIIEETT B, RETDZ LR LES, T —
(. FFIC Telnet £721F SSHRATAT —# R 2 —FIIRTA LV —F & LTRILLE
j—o

a2 Y —I)LiR— FDOBE

N—& EDary—R— ME, EIA/TIA-232 3ERB, 7o —Hl#2Los U 7T A8 T, =
R BIEIRIAS ax 7 B EFHLET, oY —LAR— MIL—Z~DT 7 RfEH S,
Jb— ks Pty ORI SRIVICHLE L TWVWET,

a =)V R— "R LIz —H~DT 7 & AIZDOWTIL, CiscolOSXE Y 7 b =7 OfE
H (49 =) LT X,

aAVY—J)LR— FOUMEIZDINT

a =)V R—= b EFERLTL—XIIT 7 AT 58481, BEIPYIZ CiscolOS Command-Line
Interface (CLI) ~iFE I E4,

ALV — AR — R EN LT —F~DT 7 AT T, CLLICEET ARIICT L—VE5%
ko724 (Ctrl-C F721% Ctrl-Shift-6 2 #3°7>, Telnet 7' &2 >~ h Tsend break =~ K%
AT1) . FERPIOS 7Ny r—IZT7 7 AR[RECTHIUE, BWE— NIZHEEINET, =
NOEOREEERETDHIZE, a2 =V AR—RMNIEELEZIN TV AR— s~y TE2ary—
N A B =T oA AZEHALET,

Telnet &5 & U SSH O =

J—H% ED Telnet BEXO'SSH 2, D A2 75w M7 4 — A0 Telnet 33 LN SSH & FAEIC
HELUTEMET D2 ENTEE T, HERD Telnet IZOWTix.  [Cisco I0S Terminal Services
Command Reference, Release 12.2)] DEIfE <2 RESRB LTIV, AAA I TR OZEM
IZ2W X, TAuthentication Commands] OFED[EFRa~< RERL T Z &,

fE D SSH DR EIZ SV TIX,  [CiscoIOS Terminal Services Command Reference, Release 12.2.]
@ TConfiguring Secure Shell] DFEAZ S L T X0,

Jb—2 TiE, Btk Telnet 38 K OGN SSH 23 25 = & T, =—¥ 23 Telnet X° SSH %
o> TEHEA —Y Ry PAR—MRATL—FIZT 7 E8ATHEE, Xy NU— 7 EREITERE
N7 7 4y 7 O E LD BIREICERTE £, R, Fifelk Telnet 3 L OMFpitk SSH T,
Cisco I0S 7' u & AZRENFEAE L TH, Telnet £721L SSH i H L CTA —H 31 v MEFEHA—
MEEHTT 7 BATE DL IOV —FERETEDHD, LOVRELERXYy NTI—7 TR
WEELETS,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| 2> v—L K=k, Telnet, & & U SSH DL

i Temet 35 & Ut ssH oz ]

i td Telnet H & UG SSH DEE

a2y —)b

ke 2a p—& T, CiscolOS V7 N7 = TIZEENEA L-84 . Telnet F 7213 SSH
EHALTA—XIIT 78ATEHZ EIFIARABET LT, MERD T R a )L—% T Cisco I0S D
ERRELZGE, VXTIV BATEHHETa Y= VA= N TH5HFELPHY £8
oo [RIERIT, FRGEME Telnet PFFfetE SSH 2 L 72\ Lb—% EDOFTXTDHT 27 7 1 7 7 Cisco
[0S 7t ATEENEAELEZBAIL., 2V — L R—FMHATLIVW—ZIZT 7 EATEE
A,

72720, FRfetk Telnet OFffet: SSH A3+ 5 &, A —U Xy NEBA L X —T oA ZADHE

f& Telnet N7 7 4 v 27 £721ESSH N7 7 4 v 7 DB EZERTH N T U AR—F vy T %%
ECEET, ZLOREA TV arBHHHFT, NTUVAR— I vy TERETHZET, T
_RTD NT 7 4 w7 % Ciscol0OS CLI RZHiE— NIZHZETE £, HAHUVE, CiscolOS VTY
FIRRME A AIBEIC /2 D D& F > TN D 2—Y N T L— I [F 5 %225 LIZEAIC, I0SVTY [H#
PMERFIRRICR D E TR L T b2 — P 22WE— NI+ 2 b TEET, =2—FN
Telnet £7-1% SSH Zff > CME— NI T 7 AT D546, 7277 4 77 CiscolOS 7' 12k A
N7 ThH, 2O Telnet #i £ 7213 SSH Bkt i3 AIRETT, ©F 0, Ffkelk Telnet 8 LY

Figitt SSH (21X, Cisco I0S 7' rv ANIET 7 7 4 TG Azt — FRRBCTA—HI2T 7
TATEHENEAINTVET, ZFrt— RO T, [CiscolOSXE Y 7 b7 =7 D
iR #2B LT IZEV, £tk Telnet 7213 R SSH N 7V AR — K ~ v 7 &ML
THRETE DL 7Y 3 AT T, Fifett Telnet OF%E (89 ~<—) I L Uil SSH @
WIE (92 =) ZZMRLTLEEN,

o — o) O =L ==
R"R—FDEFSUVRAR—F IV TDETE
TDRRITE, W—ZEDay ) — )V R—h A HX =T 2 A ATV AR—F v T %
METAHFIEICOWTEHA L £,

FIEDHE
1. enable
2. configureterminal
3. transport-map type console transport-map-name
4. connection wait [allow [interruptible] |none[disconnect]]
5. ({£&) banner [diagnostic |wait] banner-message
6. exit
7. transport type console console-line-number input transport-map-name
F D 48
ARV KRFERETY Va3 Y BH#Y
AT w1 |enable Fi#E EXEC £ — FEAMT L ETS,
f5i WA =R AN LIS (FERESNTZHE)

| oL29328-03
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B -ov-r—rorsiak—tzviome

a2 yY—)LR— k. Telnet. #& U SSHORE |

ARV RFERETIVa Y

B8

Router> enable

AT w 72 | configureterminal rTa— ) a7 4 X2 b—3ay B— FEEG
15“ : Liﬁ—o
Router# configure terminal
X w73 |transport-map type console transport-map-name | =Y — LS A ERT A0 T AR —
B - <~y TEER L TARIEMIT, NV AR— b~y
T arZ4Xal—varET—REEBLET,
Router (config) # transport-map type console
consolehandler
R T w 74 |connection wait [allow [interruptible] |none gV — RIS B FEE, TDRNT LR
[disconnect]] R—h vy 7 THRELET,
- « allowinterruptible : = > — L #%#¢1% Cisco10S
. _ _ VTY [ ME A ATREIC 2 2 D& L £77, &
Router (config-tmap) # connection wait none f:\ :l“‘iffi Cisco 10S \”TY’[]%§ﬁ§ﬁﬁﬁﬁfqﬁEﬁ:
IRDDEFFEL TN D a2 — LEEGIZE D A
ez lickv, ZEre—FNERKBTEET, 2
WIRT 7 4V FERETT,
GE) Ctrl+C % —F 7213 Ctrl+Shift+6 % —
EANT DL =PI ORE
BIZEI VAT Z ERTEET,
enone: 22 Y — VEHRIZTL IS HICEREE— R
BALE L £ 97,
AT 75| ({EE) banner [diagnostic |wait] banner-message| (47> =3 r) BWrE— RZBBL WD 2—,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17
88

1

Router (config-tmap) # banner diagnostic X
Enter TEXT message. End with the character
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

X',

Fdar Y — L I UAR— N vy TREDT-
»IZ Cisco IOS VTY EIf & 4 L T\ B = —F|TFk
RENDHINNFT— A —T%1ERR L £,

e diagnogtic: =Y —)v RV AR— K w7/
HEDTDIZZWT— NIZHE Sl 2 —FiC
KRINHNTFT— Avb—VaFRLET,

GE) Ctrl+C F—F 7213 Ctrl+Shift+6 & —
EATTD L =PI OB
Rl EIVIAT Z LIS TEET,

wait : Cisco IOS VTY M H R[REIZ 72 5 D % 4F
LTV —PIZERINDINNTT— R vE—
CEERLET,

0L-29328-03 |



| 2> v—L K=k, Telnet, & & U SSH DL

it Temet 0z

AU RFERETIVa Y

B8

« banner-message : il U7 U X & TRA/E L O
TFHAF— Ay,

ATvT6

exit
51 -

Router (config-tmap) # exit

oV AR— b~y a7 F¥al—vaT—
RE#HTLT, Za—Lary7 4 Xal—3 g
E—RNZHMLET,

ATy T17

transport type console console-line-number
transport-map-name

1

input

Router (config)# transport type console 0 input
consolehandler

NI UVAR— P~y TP TCERBINCREL Y —
N AE—T oA ATHEALET,
Z D=~ RO transport-map-name (X, transport-map

typeconsole = v > R CEF S 417 trangport-map-name
E—HTOMERH Y £T,

1

WIZ, A=V R—= R DT 7 EAR) —E2REL, Y —/L B — k0I5
FTRHIDIZ T AR vy T ElT 20 2R LET,
Router (config)# transport-map type console consolehandler

Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message.
--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X
Enter TEXT message.
Waiting for IOS vty line
X

Router (config-tmap) # exit

End with the character

End with the character

X',

X',

Router (config) # transport type console 0 input consolehandler

451 Telnet DR TE

Jb—4 L0 Cisco 108 vty [T 7 & A7 2 Frgelk Telnet D555, vty BIFRHIC e — 1w 7
A VRRENRESN TV ARLERH Y ET (FEfEar 7 4 Falb— a3 F— RDlogin =+
VR) . vl A URBREDNERE STV WG S, =i, FTUAR—K vy
D SNTEBA —Y Ry b A H—T = A A~ Telnet $##5i % # H L T CiscoI0S (27 7

FIEOHE

| oL29328-03

TATEETA, 2L, ZOHETH

1. enable
2. configureterminal

L ZEE—- R T s A TE T,

3. transport-map type persistent telnet transport-map-name

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



B s5ttene oz

connection wait
(f£&) banner

©ND oA

[allow [interruptible]
[diagnostic | wait]

a2 yY—I)LR— k. Telnet. & U SSHDORE |

| none [disconnect]]
banner-message

transport interface gigabitethernet O
exit
transport type persistent telnetinput transport-map-name
FlED
AU RFERET7TIV3 Y B#J
AT 71 |enable FiME EXEC E— REAIC L ET,
fi e NMAT—REANLET (FERINEHH) .
Router> enable
A7y 72 |configureterminal Jua— L ary 7 4 Fal—ay ®— ek
15“ : ]\/i‘g_o
Router# configure terminal
AT w73 |transport-map type persistent telnet Fifoithk Telnet B2t 2 UL 572D b T AR — K
transport-map-name ~ Y TERAER LA, T UAR— vy
i T arz4¥alb—var E—RFEBKBLET,
Router (config) # transport-map type persistent
telnet telnethandler
R w 74 |connection wait [allow [interruptible] |none TOFNTUAR— v EMHEHA L TESE Telnet

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

[disconnect]]

1

Router (config-tmap)# connection wait none

Pt LB 5 ke E LT,

« allow : Telnet #%#iiX. Cisco 10S vty [El#R2 M H
AREICR D DEFHE L, FIVIALNH D L—
2L DB AT LET,

- allow interruptible : Telnet #fti% Cisco 10S vty
EIRRNME A RIREIC e D D& L £ 3, £/,
ZL—H— X Cisco 10S vty [EIFR M FH FTHEIZ 72 2
0)%13?%% L T3 Telnet BEEI2EI VAT Z & 1T

. 2Ere— RERmCTEEST, 2T
7%»% RETT,

GE) Ctrl+C & —F 721 Ctrl+Shift+6 & —
AT DHE, 22— FIIFHE T DR
FIZEI D AT Z E X TEFET,

s none : Telnet H&fi 137272 BIZ2WrT— RZ %G
L\iﬁ—o

0L-29328-03 |



| 2> v—L K=k, Telnet, & & U SSH DL

it Temet 0z

AU RFERETIVa Y

B8

« none disconnect : Telnet ##ti3 Cisco 10S vty [A]
WSS, BT — RZ2BBLETA, <
D72, CiscolOS Y 7 F T =7 T vty [BIHRE AR
R FTREIC 22 & 72 17 AuX, 37T Telnet
03 T/ ERIONSY gV S A

ATy 75| ({EE) banner [diagnostic |wait] banner-message| (fE&) ZWrt— FZBBL WD 2—0, 720
B - FEett Telnet 3% 12 X - C Cisco 108 vty [Alf7 2 F£5%
' LT a2—PIRKRENDINT— A vt —VafE
Router (config-tmap) # banner diagnostic X ﬁil/éEjfo
elcome to Dismostic Modeon | TTRSREE L diagnostic : FiEME Telnet @IS L 0 | BHTE—
X RiZE PN —F—ICRREN DT —RA v
Router (config-tmap) # f?““i;%E?Fﬁil/§E7fo
GE) Ctrl+C F—F 7213 Ctrl+Shift+6 % —
EANIT DL 2=V O
RZEID AT Z LN TEET,
o wait : vty [EER2MEF FTREIZ 72 B D & FEE L T
Ha—P—llRRINDINTT— A=V EE
L ET
» banner-message : [f] U7V X # CTRHthE L O
TT o \F—=Avt—,
R w76 |transport interface gigabitethernet 0 B — PRy AV H—T 2R (L X —T =
i - A A gigabitethernet0) (2, M7 U AR— b v v 7%
xR LET,
Router (config-tmap) # transport interface F#%%ﬁthhwtbi /V*—§7J:0)%§ﬂ§/f>—ﬂfl?:y kA
gigabitethernet 0 N . . .
=T 2 A AFICHEMATRETY, BHA —V xRy
FAYE=T A ATV AR— vy T a2
MT LA, ZOFIREFATTLLERDH D 77,
ATy 77 |exit RIVAR—bhvwyFar7 s Fal—art—
1) - FE#&TLT, ZJa—)Lary 7 4 F¥al— g
T FZHEALES,
Router (config-tmap) # exit
RTS8 |transport type persistent telnetinput FT UV AR— b~y 7 TERSNIREEEHA —

transport-map-name

1

Router (config) # transport type persistent telnet
input telnethandler

PRy b A H =T = RTHEALET,
Z D=3~ RO transport-map-name (X, transport-map

typepersistent telnet =~ > R CEF I N7z
transport-map-name & —E T 5 LERH Y £,

| oL29328-03

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



&
iy

B s6nsshos

5 TE SSH

FIRDOEE

a2 Y—JLR— b, Telnet, & & SSH

il

WOBTIE, F T AR— b=y TOREIZL ST, 3T Telnet B#5t1 Cisco I0S
XEvty [EI#RME A FTREIC 72 2 £ TR L7t CA— X IcBsk LE 3, 2o, =—3—
207 a v RCEIVIABEZT-> T, ZWrE— REZBRIBGTEET, ZOX O 2REN
B A —H %y b A F—T A A (interfacegigabitethernet 0) (ZHH S E T,

£lo, BT LR T —bRES L E T,

transport type persistent telnet input =~ > K23 AJ) &L, etk Telnet 231 % — 7 /L
2725k, FIVAR— Iy TRA U H—T oA RZHEA ST ET,

Router (config) # transport-map type persistent telnet telnethandler
Router (config-tmap) # connection wait allow interruptible

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS IOS Process--

X

Router (config-tmap) # transport interface gigabitethernet 0

Router (config-tmap) # exit

Router (config) # transport type persistent telnet input telnethandler

DEXTE

ZDH A7 TIX, N—2 THifilk SSH 2 €3 5 HiEEdH L £7,

1. enable

2. configure terminal

3. transport-map type persistent ssh transport-map-name

4. connection wait [allow [interruptible] | none[disconnect]]
5. rsa keypair-name rsa-keypair-name

6. ({LE) authentication-retries number-of-retries

7 (f£#&) banner [diagnostic |wait] banner-message

8. (f£&) time-out timeout-interval

9. transport interface gigabitethernet O

10. exit

11. transport type persistent ssh input transport-map-name

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

onE |

0L-29328-03 |



| 2> v—L K=k, Telnet, & & U SSH DL
satssHozz ]

FED FH 4
ARV EFERET7IV3 Y By

AFwv 71 |enable ¥iHE EXEC E— REHC L1,
i - NAT—REANLET (FERINTEHE)
Router> enable

25w F2 |configureterminal Ja—rL Ay T 4 X alb— gy - Rt
15'] : L/iﬁ‘o
Router# configure terminal

RTFw 73 |transport-map type persistent ssh FfitE SSH #5i & MLER 9~ 572D k7 2 AR —
transport-map-name ~ v T EMERLTHRTIEMT, FT U AR— R vy
- T arv4Xalb—rar ET—-FERLET,

Router (config) # transport-map type persistent
telnet telnethandler

RTFvT4 cqnnection wait [allow [interruptible] |none Frset: SSH ¥ A B+ 4 Hik%d, ZDO T A
[disconnect]] R—h =7 THELET,

£ « allow : SSH #¥451%. Cisco 10S VTY [BI#3 A3
HAFRREIZ 2 DD EFHE L, BV IALDBH D &
No—H L OB AEKR T LET,

« allow interruptible : SSH ##5%1% VTY [RI#R M
FRRBICR 205 % L Ed, /-, 2—%—
1L, VTY [ERRAME M TEEIC 72 é ) %ﬁ% LT

Router (config-tmap) # connection wait
interruptible

WA SSHEERLIZEI D AT Z & 1T . ZhrE—
KEBAtECE £7, \_Z?LfJ>7‘7zL/l/]\ RTE T
R

GE) Ctrl+C & —F 7= 1% Ctrl+Shift+6
¥ — %’f)\jj?“é & Ik

FOERICEID AT Z ENTE F
KR
e none : SSH #E#eld =72 bzl — F &5k

LET,

+ none disconnect : SSH #&fci% VTY [BIHR & £
9, BWrE—REHBLETA, Lho
T, VTY R EIRECRIH FTRRIC 72 B 725
AL TRXTO SSH B MESR ShvE T,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
| oL29328-03



B ssiusshozz

a2 yY—)LR— k. Telnet. #& U SSHORE |

ARV FFEREETIVa Yy

S

ATw 75 |rsa keypair-name rsa-keypair-name Frfeett SSH B2fei2 i H = 715 Rivest, Shamir,
i - Adelman (RSA) F—_XT7 4 HTZAHITET,
. _ FrfitE SSHEEE Cld, h I v AR—F =y 7 av
Router (config) # rsa keypair-name sshkeys T 4Xal—L gy B RCIOawy R
LT, RSA F—~_7 DA ZERT DLENH Y
FT, =D a< K (ipsshrsa
keypair-name =~ > RZflifl4 %572 &) TEHS
U2 RSA ¥ —X7 OEFRIL, Fefelt SSH Bt 125
HAEInEwi,
77 4 v b Tl rsa-keypair-name [T €5 STV E
A,
ATy T6 (f£&) authentication-retries number-of-retries (EE) Bix Fny 7 T5FTOIRIEY T4
i - PHRELET,
5 7 %)V b ® number-of-retries {%. 3 T,
Router (config-tmap) # authentication-retries 4
ATv 1 (f£&) banner [diagnostic |wait] (EE) ZWre— Rzl T ba—H £/
banner-message e SSHRREIC X > T VTY IR A F L T\ %
- I—PFILFEREINDINTF— A vbE—UHBERLFE
j—O
Router ( fig-t )# b di tic X . P 4k St - ZA .
Gnter TEXT message. End with the character x| ° diagnostic : REEME SSHEUEIZ & o TRAMIE
--Welcome to Diagnostic Mode-- R K%’—%éﬂfil“‘"f“‘&:%ﬂ?éﬂé/\f“‘
X . Ao—UERERLET,
Router (config-tmap) #
s wait : VTY [EIRRAME AT RBIZ 72 5 O Z 1354 L
TWE—P—ZEREINDZ NN —RX -
ZERRLE T,
* banner-message : [F] U7V X # CHIAhE LU
TTENF—RAvEe—,
ATFvTS8 (f£&) timeout timeout-interval ER) SSHH¥A LT UM A= () %
5 7 4V kO timeout-interval 1. 120 B <19,
Router (config-tmap) # time-out 30
ATw 79 |transport interface gigabitethernet O A—H x> NEEA L Z—T = A A (interface

51

Router (config-tmap) # transport interface
gigabitethernet 0

gigabitethernet0) (2, F 7 VAR — kv v TREL

HHLET,

FgMESSHIZ, —Z DA —H % v MEHLA L H—
T oA AEVTICHEARRETT,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

0L-29328-03 |



| 2> v—L K=k, Telnet, & & U SSH DL

st sshozz [

ARV FFEREETIVa Yy

E:)

AT v 710 |exit RSV AR— vy a7 4 FXFal— gy
Bl - F—FREKRTLTC, Zm—r b a7 ¥alb—
\\/5 B ]\“%ﬁ:gﬁ L/jzj*o
Router (config-tmap) # exit
AT w711 |transport type persistent ssh input FFUAR—F vy P TCERBEINTZRELA —Y

transport-map-name
51

Router (config) # transport type persistent ssh
input sshhandler

T NEHA VA —T oA ZTHEH L ET,

Z O3~ KO transport-map-name 13,
transport-map type persistent ssh =~ > K CiE#
M7= transport-map-name & —E T 5L E N H Y F
R

| oL29328-03

1

WOBITIE, FTUAR— R vy TOREIC L > TFRTO SSH #fi s VTY EIFED
TIT 4 TR LTI-% T, RENRONL—XIZHHRELET, 2O M7 U AKR— |
2y TREFA—V Ry NEBA X —T = A X (¥ —7 = A A gigabitethernet
0) 2 X3 E T, RSA F—XT7 |2, sshkeys EWVVH LEIDBHT B TWET,

ZOBITIX, FHEME SSH ORI M ERa~y RIZFEHEH L TWET,

Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow

Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # transport interface gigabitethernet 0
Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--
X
Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

--Waiting for IOS IOS Process--
X

Router (config-tmap) # transport interface gigabitethernet 0

Router (config-tmap) # exit

Router (config) # transport type persistent telnet input telnethandler

WOHFITIE, TV AR—b <y 7TOREICELY, SSHEATA —H v MEEKR—
h~DT 7B AER LD 2—FITROBRENBWH SN ET,

« SSH =2 —HIX VTIY EfEN T 7 T 4 TR 505 L £, VTY BE#EEZ L
72 CiscolOS V7 b 7 = T ~DT 7B ZARITNT M ENnNS &, 2T — R&BEL
£,

* RSA ¥ — X7 D4 #ilX sshkeys T,
s TOERICE Y. 1 EIOFFEY N T4 BFFrISE T,

c ZDFTFUAR— b7y FITHD SSHUHOFER & LTt — FARBRIrEND
k\ /\“)—‘— —--Welcome to Diagnostic Mode-- ﬁ)%%éhiﬁo

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



a2 yY—)LR— k. Telnet. #& U SSHORE |
B - vkt ssH, BEUTemet DREZEORT

 FEGES VTY BIRRDT 7 7 4 TALEBFE L TW A GAE., /N — --Waiting for vty
line-- WERINET,

- transport type persistent sshinput =~ > R28 AJ1 & i, Fifelt SSH WAz 72 5
EL RTUVAR— b T BA U H—T oA AT I ET,

Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # authentication-retries 1

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

--Waiting for vty line--

X

Router (config-tmap) # time-out 30

Router (config-tmap) # transport interface gigabitethernet 0
Router (config-tmap) # exit

Router (config) # transport type persistent ssh input sshhandler

> —I)L 7 R— k. SSH. & U Telnet DB TF DK

22— AR— bk, SSH, B XN Telnet DALERFRE % FonT 2I121E, oz~ FEEHLE
-éAO

+ show transport-map

+ show platform softwar e configur ation access policy

N7 UAR— K vy TREEFR/RT DHIZIE, showtransport-map =~ > REFEH L £,
show transport-map [all | name transport-map-name | type [console | per sistent [ssh | telnet]]]

oo FNit, =2—Y EXEC £— FE 721345 EXEC £ — N A FRE T,

!l
wIZ, V—F THRESNZ T 7 /X'J— r~w7Of (Y —/LiR— b (consolehandler) .
ﬁ‘f“ ri SSH (sshhandler) lﬁ Telnet ]\ 7 A 7]“— ]\ (telnethandler) ) H? Li'ﬁ“o

Router# show transport-map all
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |



| 2> v—L K=k, Telnet, & & U SSH DL

| oL29328-03

bshell banner:

Welcome to Diagnostic Mode

Transport Map:
Name: sshhandler
Type: Persistent SSH Transport

Interface:
GigabitEthernet0

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:
Welcome to Diagnostic Mode

SSH:

Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Transport Map:
Name: telnethandler
Type: Persistent Telnet Transport

Interface:
GigabitEthernet0

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS process

Bshell banner:

Welcome to Diagnostic Mode
Transport Map:

Name: telnethandlingl

Type: Persistent Telnet Transport
Connection:

Wait option: Wait Allow

Router# show transport-map type console
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI

avy—R—+k. SSH, B&UTemetonERE0RT [

Cisco4000 ') —XISRY 7 bz 7 a2 J74Fal—a> A4 K. Ciscol0S XE17 .



a2 yY—)LR— k. Telnet. #& U SSHORE |
B - &b SSH. BEUTemet DREREOET

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt
Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Router# show transport-map type persistent telnet
Transport Map:

Name: telnethandler

Type: Persistent Telnet Transport

Interface:
GigabitEthernetO

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS process

Bshell banner:

Welcome to Diagnostic Mode

Transport Map:

Name: telnethandlingl

Type: Persistent Telnet Transport
Connection:

Wait option: Wait Allow

Router# show transport-map name telnethandler
Transport Map:

Name: telnethandler

Type: Persistent Telnet Transport

Interface:
GigabitEthernetO

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |



| 2> v—L K=k, Telnet, & & U SSH DL
avy—R—+k. SSH, B&UTemetonERE0RT [

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS process

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map name consolehandler
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map name sshhandler
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120

Authentication retries: 5

RSA keypair: sshkeys

Router#

Flgar Y —/L AR—1, SSH, 3LV Telnet H&ft DI BA$ 5 BUTRRE & KT D121,
show platform software configuration accesspolicy =~ > R LT, Zoa~> KO

W%, Kk 2 A4 7 (Telnet, SSH, BL U=V —) OHEOHFEARY > —L | BERT
INTWVAERNFT—DIERPREINE T,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
| oL29328-03



a2 yY—)LR— k. Telnet. #& U SSHORE |
B - &b SSH. BEUTemet DREREOET

show transport-map =~ > K& [3872 Y | show platform software configuration access policy =
v NERHe— RTHEMWETT, Z0kd, b UAR— b~y TREFRPBETH D
26203 53 Cisco IOS CLLIZT 7 EATERWGHIC, ZDa~vy REANTEET,

il

Router# show platform software configuration access policy
The current access-policies

Method : telnet
Rule : wait
Shell banner:
Wait banner :

Method : ssh
Rule : wait

Shell banner:
Wait banner :

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner :

1

W2, SSHHADF LW R T U AR— b~y IRRIESNDATLHEOW T TRITSND
platfor m softwar econfigur ation accesspolicy =~ > ROFZ7R LE9, REHIZ, it
PESSH FT7 U AR—h = v T OERARY O —ENXF—0NEREIN, SSHDO hT A
R— kw7 RA x—T b ET,

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS Process

Method : ssh
Rule : wait
Shell banner:
Wait banner

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |



| 2> v—L K=k, Telnet, & & U SSH DL

Enter TEXT message. End with the character

Welcome to Diag Mode
X

Router (config-tmap) # banner wait X
Enter TEXT message. End with the character

Waiting for IOS
X

X',

X',

Router (config-tmap) # rsa keypair-name sshkeys
Router (config-tmap) # transport interface gigabitethernet 0

ETLEGRAOHBA— D

Router (config) # transport type persistent ssh input sshhandler

(
(
Router (config-tmap) # exit
(
(

Router (config) # exit

Router# show platform software configuration access policy

The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner :
Waiting for IOS process

Method : ssh

Rule : wait with interrupt
Shell banner:

Welcome to Diag Mode

Wait banner :
Waiting for IOS

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner :

T LERAOHEMA— D

Cisco 4000 > U — X ISR Tl., /—F OHfiBhAR— MTETFT L& LT, EXEC # A YL A
BEialAcEEd, ETFLEMBR— MR T oL, VE— b a2—PIIL—HFIZH A TV

ATy T

ATY T2 AUX KR— FDOIERMIA X —7 = A AZHERT 5121, showline 2~ REMHH L £9,

| oL29328-03

AV LTHETEET, iR —FTET L%

=JL ==

=

X e

RIET DI, ROFIEZFEITLET,

TR TR A —T )LD RI-45 a2 L—Z DRV AUX R— ML £

Router# show 1line

*

Tty Typ
0

O W N

CTY
AUX
VTY
VTY
VTY
VTY

Tx/Rx A Modem Roty AccO AccI
- - - - - 0
9600/9600 - - - - - 0
- - - - - 0
- - - - - 0
- - - - - 0
- - - - - 0

O O O O o o

Uses
0/0
0/0
0/0
0/0
0/0
0/0

Noise

Overruns

Int

zz I}
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a2 Y—LR— k. Telnet, && U SSHOME |
B =7irzsRomsk—roxE

6 VTY - - - - - 0 0 0/0 -

ATV T3 =20 AUX BI#RERETHICIE, koa~wy ReHLET,

Router (config) # line 1

Router (config-line) #modem inOut

Router (config-line) #modem autoconfigure type usr_ sportster

Router (config-line) #speed 115200 [Speed to be set according to the modem manual]

Router (config-line) #stopbits 1 [Stopbits to be set according to the modem manual]

Router (config-line) #transport input all

Router (config-line) #flowcontrol hardware [flowcontrol to be set according to the modem manual]
Router (config-line) #password cisco

Router (config-line) #login

Router (config-line) #end

Router (config) #enable password lab

ATY T4 TFT AL TYN—Z Telnet TFXEHHL T, BT L0 ERELFHEHERLET,

Router (config) #int loopback 0

Router (config-if) #ip add 192.0.2.1 255.255.255.0
Router (config-if) #end

Router#telnet 192.0.2.1 2001

Trying 192.0.2.1, 2001 ... Open

User Access Verification
Password: <enter the password given under line configuration>

at <<<=== Modem command
OK <<<=== This OK indicates that the modem is connected successully to the AUX port.

ATw IS Thu EREEEA LT, EIEERAT 77 4 7T, EFICEEL WA Z EaMR L ET, wic, 7F
0 JERERIRE T T ML E T,

ATV T6 BIDOT A A (PC) MH—H~D EXECET La—/LEBL T, BT 0827 A M LET,

AT T HEBPHSILEND L, A XYNA LT TAT 2 MIRAT—=FRDOANRRO BN ET, ELVWIAT—FR
EASLTLEE N,

F D ZOART = N, MR = FEBCRESNTND SR — R —HTHLENHY 7,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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. 8.
=% =R

VI RIITDA VR —)L

oL, WOBETHRSNWTVET,

o AFE (103 =X—)

« ROMMON A A —3 (104 ~X—)

« ROMMON O HEH#arE~ F U 7 2 (104 X—2)

e FutVa=vs 770 (109 <X—)

« T AN VAT L (109 2—)

c ABVER SNDA 7 7 ANV T A L7 RUBLOT7 741 (110 X—)
c 7T w2 ARL— (111 —2)

cHEI T —hDar 74X al— gy LYPZZORE (111 <—)
s T4 A (112%—)

S

N—BII) T T 2T A A =L TEHEEICIE, Ay r—Y (F—FAREA A=) %
ALAR=NLET, ZNEFHF TR r—Y (FVa2— VYT 2T 2=y 8) O/NFR
LT ENTEY ., FEH Ty r— I3 FnFR R DRy N2 L 4,

VTR 2T A LA N—NTHEEREFEELT, RO2OOFENRHY £7,

AR =V TEITTHN—FOEBRBLORE (1213—) : ZOFHETIE, 7
N lr—=VE RN T v 77 L— RTE | WICHPT 2 71k L g L, @i ix7 — REE
MNELS RV ET, V2= DY 7 vy =T ZHINCT v F 7L — RT5881F. 20
FiEEERLET,

fHBND N = ER L CFEITENDNL—Z OERB LORE (1263—) 2,
Cisco /L—H K THAR— F IN TV BEHRER 2 Cisco /V—F f A—T 4 VA =L X
OEHIZHEU LT, P FiETT,

P—EADOHWA R, PESNTOWAERSTHMNICY 7 by =707 v 77 v— FEFAT

THZEEB#HOLEYT, Y7 N 2T Ty — REENZT BT, v—F%) T—h
THLENHY £,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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B rovmon 21—

PPANE S A R 7 I |

ROMMON 1 A —o

ROMMON A A —%, L—HFDROME=%# (ROMMON) Y7 hy =7 TIN5 Y7 |k
V=T NRor—ITT, TOVT7 hy=T Nylr—U, —ZOREIEFEFEH S D6
Gy = L3O B O TT, ROMMON OFEAIIZ DWW TIL,  [Upgrading Field-Programmable
Hardware Devices for Cisco 4000 Series ISRs]] %4 K@ [ROM Monitor Overview and Basic
Procedures] 7 a3 AR TLEEV,

MSLL7ZZROMMON A A — (Y7 b7 RNoulr—) BRIV —2XINDHZ ENHY F9,
HLWROMMON Y 7 Ny =27 2o CL—H &7 v 77 L— KT& £, FEMARFEIEIZON
TiX. ROMMON A A —=VIIMEDO~ =27 Va2 SR L T IZ3N,

N

GE)

ROMMON A A=V O LW —2 g Uk, FICV—F ORENy r—U L RIFIC) ) — A X

N5 EEFRY £EA,

ROMMON OE#E~ ) U X

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

WDFEIZ, %4 ROMMON V) — A THHR— K I T3 Cisco 4000 >V — X H— b A
N—RIZET B ERE R LET,

% 12: Cisco 4000 ') — X H—E X ERIIL—4 THR— L ShTLVS ROMMON ') ') — R

v 16.2(1r) [ 16.2(2r) | 16.4(3r) | 16.7(3r) | 16.7(4r) | 16.7(5r) | 16.8(1r) | 16.9(1r) | 16.12(1r) | 16.12(2r) | 17.6.1
v

k

A=

Ls

Cisco |— — s xS | RS | RS | — PSS B SV B o) S A
4221

ISR

Cisco |%fits | ®bhes | %0 | ®bh |3 | ®be | — PSS S VS B o S
4321

ISR

Cisco |%bits [P [0 i | b | ® s | — PSS S VS S S S T
433]

ISR

Cisco |xfits  [HI [%fhs | | x| ®bs | — RS S U VS S 0 S S T
4351

ISR

0L-29328-03 |
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rommoN o E#H< Fy 22 ]

7 16.2(1r) | 16.2(2r) | 16.4(3r) | 16.7(3r) | 16.7(4r) | 16.7(5r) | 16.8(1r) | 16.9(1r) | 16.12(1r) | 16.12(2r) | 17.6.1
7

3

Pk

L

Cisco |y |— |— |— [ (&G |— = | [ [RbE
4431

ISR

Cisco |Bby |— |— |— | [3hE |— = = R
4451

ISR

Cisco | — |— |— |— |— = |— S WS [ xE [
4461

ISR

A\

6=

Cisco[OS XE3.x 5 16x A A =T v 77 L— R 5EA1%, &I ROMMON U U — =%
% 16.7(5t)ROMMON U U — R (27 v 77 L— RTHLERH Y £9°, IOSXE16.x 1 A —TIC
FSWT16.7(5r) ROMMON V) U —Z|Z7 v 77 L— K L7=#%., ROMMON U U —Z % LIf&ED
ROMMON U U —R(CHENT v /7 L — R TE £,

A\

6=

ROMMON VU U —2 16.9(1r) i%. Cisco BIOS Protection % 7H~—h L TWHHERHDY J—AT
+o T3 Z7316.9(1Ir) ROMMON U U — R (27 v 77 L— R &7-#%. ROMMON V J — =%
Z16.9(1r) K VHIOY VU —RIIX T T L —RT5HZ LixTcEEti, 5% D ROMMON Y
U—RA T _T, 169(r) VU —RIZHX T 7 L—RT&ET, £/, 77 v b 74— A1
16.9(1r) LABED YV — AR A A =L EN TN L5451, 10S XE 16.9.1 LD Y U — A E 7=
I SD-WAN 16.11.1 IfgD ) U —R%& T » 77 L— RIEHT 2R H Y £7,

Y

GE)

IOSXE U U —2Z 17.1x ~ 17.5x ® ROMMON A A— (&, U U —2 16.12(2r) Ik LTV E
—aAO
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PPANE S A R 7 I |
B rovmonoE#EE< Ry o2

\)

() CiscolIOSXE U U —2% 17.6.1 LA, ROMMON A A —%, AZ L KTy lr—2L LT
VU —23INT, IOSXEA A—VE LBl r—IfbE&Ed, 17.6. ROMMON (%, filiE
H723 2535 LIBEDT A ATOREHINET, 7314 208ER L, CLI 2+ Kd show
licenseudi #fEfH L CTHRRTEET, WIZBlEZRLET,

elixir plb 1ll#show license udi
UDI: PID:C1131X-8PWB, SN: FGL2451L5MJ

Z OB DT A AOETEH I 2451 T,

YR— b TSR/ ROMMON 1) ') —X

WDFEIZ, CiscolOSXE16.x.x UV U —ATHR—FENTWEE/PNROMMON J J—R2 %R L
i‘é‘o

% 13: Cisco I0S XE 16.xx ') ') — A THR— kT T S5%/N ROMMON ') ') — R

Cisco 10S |Cisco 4321 | Cisco 4321 | Cisco 4331 | Cisco 4351 |Cisco 4431 |Cisco 4451 |Cisco 4461

XE1J1)— [ISR ISR ISR ISR ISR ISR ISR
A

Cisco IOS |— 16.7(3r) 16.7(3r) 16.7(3r) 16.7(4r) 16.7(4r) —
XE 16.3.x

CiscoIOS [16.7(4r) |16.73r) |16.7(3r) |16.7G3r) |16.7(4r) |16.7(4r) |—
XE 16.4.x

Cisco IOS | 16.7(4r) 16.7(3r) 16.7(3r) 16.7(3r) 16.7(4r) 16.7(4r) —
XE 16.5.x

CiscoIOS [16.7(4r) |16.7Gr) [16.73r) |167(3r) |16.74r) |16.7(4r) |—
XE 16.6.x

CiscoIOS |16.7(4r) |16.73r) [16.73r) |16.7(3r) |16.7@r) |16.7¢4r) | —
XE 16.7.x

Cisco IOS | 16.7(4r) 16.7(3r) 16.7(3r) 16.7(3r) 16.7(4r) 16.7(4r) —
XE 16.8.x

CiscoIOS [16.7(4r) [16.7(3r) |16.73r) |16.7(3r) |16.7(4r)  |16.7(4r) |16.9(1r)
XE 16.9.x

Cisco IOS | 16.7(4r) 16.7(3r) 16.7(3r) 16.7(3r) 16.7(4r) 16.7(4r) 16.9(1r)
XE 16.10.x

CiscoIOS [16.7(4r) |16.73r) [16.7(3r) |16.73r)  |16.7(4r)  |16.7(4r) | 16.9(1r)
XE 16.11.x

CiscoIOS |16.7(4r) |16.73r) [16.73r) |167(3r) |16.7(4r) |16.7(4r)  [16.9(1r)
XE 16.12.x
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rommoN o E#H< Fy 22 ]

Cisco 10S |Cisco 4321 | Cisco 4321 | Cisco 4331 |Cisco 4351 | Cisco 4431 | Cisco 4451 | Cisco 4461
XE1)y1)y— |[ISR ISR ISR ISR ISR ISR ISR

e

CiscoI0S [16.12(2r) |16.12(2r) |16.12(2r) |[16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE17.1x

CiscoIOS |16.12(2r) [16.12(2r) |16.12(2r) |16.12(2r) |[16.12(2r) |16.12(2r) |16.12(2r)
XE 17.2.x

Cisco IOS [16.12(2r) [16.12Q2r) [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 17.3.x

Cisco IOS |16.12(2r) |[16.12(2r) |16.12(2r) |16.12(2r) |[16.12(2r) |16.12(2r) |16.12(2r)
XE 17.4.x

Cisco IOS [16.12(2r) [16.12(2r) [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 17.5.x

Cisco I0S [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 17.6.x

)

GE)  SEARN2535LUEDOT AL ZDEE. AR— FENTWASER/FROMMON A— 5 3 17.6.1
T, TNHDOFNAAL AT, FNEY HOROMMON X—2 g N2 F 7 L— RTEFH
Ao

#5Z ROMMON ') ') — X

WDFIT, & CiscolOSXE16xx V) —ZDNV—F 4 7 F5 v h 7+ —AICHERIND
ROMMON V J — A &R L E7,

3 14: Cisco 10S XE 16.xx ') ') — R DH#ELE ROMMON ') ') — R

Cisco I0S |Cisco 4321 |Cisco 4321 |Cisco 4331 | Cisco 4351 | Cisco 4431 | Cisco 4451 |Cisco 4461
XE1J1)— |[ISR ISR ISR ISR ISR ISR ISR
R

Cisco I0S |— 16.7(5r) |16.7(5r) |16.7(5r) |16.7(5r) |16.7(5r) |—
XE 16.3.x

CiscoI0S |16.7(5r) |16.7(5r) |16.7(5r) |16.7(5r) |16.7(5r) |16.7(5r) |—
XE 16.4.x

Cisco IOS |[16.7(5r) 16.7(5r1) 16.7(5r1) 16.7(5r1) 16.7(5r1) 16.7(5r1) —
XE 16.5.x

CiscoI0S |16.7(5r) |16.7(5r) |16.7(5r) |16.7(5v) |16.7(5v) |16.7(5r) |—
XE 16.6.x
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B rovmonoE#EE< Ry o2

PPANE S A R 7 I |

Cisco 10S |Cisco 4321 | Cisco 4321 | Cisco 4331 |Cisco 4351 | Cisco 4431 | Cisco 4451 | Cisco 4461
XE1)y1)y— |[ISR ISR ISR ISR ISR ISR ISR

e

Cisco IOS |16.7(5r)  [16.7(5r)  [16.7(5r)  |16.7(5r)  |16.7(5r)  |16.7(5r) |—

XE 16.7.x

Cisco IOS | 16.7(5r) 16.7(51) 16.7(51) 16.7(51) 16.7(51) 16.7(51) —

XE 16.8.x

Cisco I0S | 16.9(1r) 16.9(1r) 16.9(1r) 16.9(1r) 16.12(2r) |16.12(2r) |[16.9(1r)
XE 16.9.x

Cisco IOS |16.9(1r) 16.9(1r) 16.9(1r) 16.9(1r) 16.12(2r) |16.12(2r) |[16.9(1r)
XE 16.10.x

CiscoIOS [16.9(1r)  [16.9(1r)  [16.9(1r) |16.9(1r) |16.12(2r) |16.12Q2r) [16.9(1r)
XE 16.11.x

Cisco IOS [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 16.12.x

Cisco IOS [16.12(2r) [16.12(2r) [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 17.1x

Cisco IOS [16.12(2r) [16.12(2r) [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 17.2.x

Cisco IOS |16.12(2r) [16.12(2r) |16.12(2r) |16.12(2r) |[16.12(2r) |16.12(2r) |16.12(2r)
XE 17.3.x

Cisco IOS [16.12(2r) [16.12(2r) [16.12Q2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 17.4.x

Cisco I0S [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE17.5x

Cisco IOS [16.12(2r) [16.12(2r) [16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r) |16.12(2r)
XE 17.6.x

\ )

G¥)

B3 H A3 2535 LA DO T A ZADGA, AR — F SN TV 5 H/IROMMON R— 5 13 17.6.1
T, TNHDT A ZT, FNEY HWROMMON RX— g U NZF 77 L— R TEFEH
lo IOSXE 16.12 Z### L. ROMMON 17.6.1t 237V A A h— /L ENT2T A ZADHE, W
A— h SN TV A/ ROMMON /N— 3 > (3 17.6.1r T3, ROMMON % 16.12Q2r) IZ¥ 7 >
TL—RLARNWTLEZE, ZNHDT 3, AL, £ LV HEVROMMON N— g (2 X T

VL= RTEEEA,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17
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| vIryz7o1o2 =0
Jnevazys 740 |}

JREY 3= S5 J7A)L

ZIZTE ERIONy =T A L TIEITEND N —F OERB L ORE (126—) T
EHENDG 7 7 ANE T ut RCHAT L ERfEME R L £,

JL—H O)%VKL/EI\/\O/&“’“:/Li\ —@@#7/£/}7"—‘1‘/<E\ packages.conf Ewn 5%%@7013 B
ST T ANVTRESINE T, Y7 MU =T 2ETT 5 e ET, ey r—T%
BENT 5 HETT, ity r—ViIAE ) —lcav—an, Bil/~vr T, A€ —
WTETINET, 7RV a=F 77 A VOLFNTEFERRETTMN, 7w r—T 75
ANVDLENTERETXERA, FubVa= T 774N ST RNy hr—2 77 A4U1%, [
CT 47 MUVIRESNDMERS D 3, lxDOF T X0 r—U 77 ANBERLT 4 L
J MVIRE SN TWDIEE, 7o Ya=r 7 77 A VITHUNICHEREL 8 A,

)

GE) psrE LT, FIERIIT v 7L —RENEE V22—V T 7 —L 0T RNy r—U03% T
AVA =N ENDERIT, o la=r T 7y ANERILT 4 L7 MUIZEENTWD
BiIHD A,

TrvYa =7 77 A/ packages.conf o TEENTH L OV —FERET D &, Cisco
IOSXE Y7 b =T DT v 77 L— KEIZboot AT — h A N EEET HMBEIN/2\N T2,
EF] T,

~ —
274 AT LA
WDFIZ, Cisco4000 >V — X )L—H CTERA[GERT 7 A )V VAT LDV A MERLET,

RI5GNWN—FDIT7AI VAT L

T7A4ILRT L |EREA

bootflash: T = 7T 9 a AEVDT7AIV AT Iy,
flash: FRROT—=F 7T a2 ARIDT 7 ANV VAT ADTA U T A,
harddisk: (NIM-SSD, NIM-HDD, F7Z1ZNEEmSATA 77 v ¥ 2 5 /34 A8 L—

HICREISNTWDEE) N—RT A AT T7A4) VAT A,

GX) NEE mSATA 7 T v 3 = 534 Z % Cisco ISR4300 > J — X
N—HRTOIHYPR—FENTHET,

cns: Cisco Networking Service D7 7 A /v T 4 L7 ~ U,
nvram: JL—% @ NVRAM, NVRAM [t C startup-config & 2 &"— T & £ 7,
obfl: FrR—REERF 2 (OBFL) 77 A VHDT 7 AV P AT L,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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PPANE S A R 7 I |
B cosmecnzsorqLFoLoruBLUuTZAL

T7A4IIRT L | EREA
system: EHTar74Xal—rarzgir, VATAATIIHDODTZ 7 AL A
T I

tar: T—=NAT T AN VAT A,

tmpsys: —BF AT AN T ANDT 7 AV AT Ay,

usb0: Universal Serial Bus (USB) 7T v > a2 RIATDT7 7 AL AT Iy,

usbl: GE) IEB7§VV1F§47®774wVX?Aﬁ‘%BF?
A 723 usb0: F 7= iF usbl: R— WEINTWAEAIZDH
FrRINET,

PNNT AT a v EERT L FFav R YTy LA A RO copy 2 REff
ALET,

BEEREINB T 7AILTA4LY NUBLEUT7A4IL

ZZCIE, ERRTREZR BENVER 7 7 AL ET 4 L7 R UIZHONWT, BRUOZNHLDOT 4 L7 b
VNDT7 7 A VEEHET D HEICOWTIBA L ET,

R16:BHERSNE T 7ML

T7ANERFT 4 LY |5
)

crashinfo 7 7 A /L crashinfo 7 7 A /73 bootflash: 7 7 A LV AT MR EINDH Z &
NHYFET,

INHDTFANMINEY T vy alllTARHABERNEENTE
D, WESLNF TN a—T 4V TIENEHLET, 72720, 2
e®774w1w~&%W’iﬁ%én&mtw\%%LT%
J— 2 DRI ERNH Y T A,

core 7 4 L7 MU core 7 7 A ILDA KL —UhER

ZOT 4 V7 FPUIREEESND L, T— T v TIREICABMICE
EﬁiéﬂiT ZOFT 4L FURND core 7 7 AL, —F

WA RIESTICHETHIZLETEEIN, T4L2 Y
E%iﬁ%bﬁw1<ﬁéwo

losttfound = 4 L' 27 bV VAT AF v INEITEND L, T T v T ZIOT 4 L
7 RUBMERENET, ZOT L7 FUDBRERIND Z ETE

BIZIEFRRETHY , V—FXICHENEE LD TIEHY £
A,
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75vvaziL—y [

T7A4IVERIET« LY b EREA
1)

tracelogs 7 4 L' 2 kY trace 7 7 A /LD A |~ L— VHEK

trace 7 7 A NME T TNV a—T 4 U IENSEBLET, LT
CiscolOS 7' 1t AZREHENFAE LI GA, 2— PR T TN a—
T THEFTZWE— REfio Ttrace 7 7 A /UWIZT 7 £ A
L. Cisco I0S [&EFEIZBHEF S EMAINE T E T,

7272 L. trace 7 7 A VII N —ZEMEIZIIEH SRV, HE
LTHENL—HFDNT p—< L AITEENH Y FH A,

BEEREINDTA LY N ICEAT 2EEEIE
HEERINDT 4 V7 PUVICETHIEERERITKRDO LB TT,

¢ Cisco W AKX < — PR — b NEDOHERD72WIRY | bootflash: 7 4 L 7 ks VIZHBIERR I I
727 7 A VOHIBR, LEIEE, BE), RI3ZOMOEFEEITHRNTLIEEN,

\)

GE) bootflash: ICHENVAER S NTZT7 7 AN EEETLHLE, VAT LR
T —< AT ERRERE L0 THERHY £,

o crashinfo 7 7 A /L, core 7 7 A /L., trace 7 7 A VIIHIBRTE £,

75912 A ML—D

VTR —ViF, 7T vafEf0u—hNV AT 4T A=A VA M—LENFET,

77 vva A NL—UOEATdr bootflash: 2~ REHHTHET7 7 AR A MSh
£

\)

GE)  NW—FREFICEETA720IE7 7 v a A N —YUBRRETT,

BB —-—b0Da2T74F2L—23 Y LORIDKRE

AT 4 X2l — g LPREEEA LT, A —ZOEEXLERETEXET, ZIiE, L—
2 DOEENGTEOHIEN G ENET, KOWTRLD <2 FE2H LT, ROM TR+ 5 &
Far 74X al—var LUVAXEOXOICHRELET,

*CiscolOS 2> 7 4 ¥ =2 bL—3 3 F— FTconfigreg0x0 =~ > REMHEH L 7,
*« ROMMON 7' 1 > T confreg0x0 ==~ > R&FEH L 7,

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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B >cx

AT 4 X2 b —Tay LUARAFOFMIZOWTIL,  [Use of the Configuration Register on All
Cisco Routers] &boot 2~ RZ&Mifl LC TFTP £ CTHE /v r— ZlEh+25 Xk ol —
ERRETDHH (123 =) 2R LTI EE,

%.

GE) AT 4 Fal—var LURAFE ORI ICERET H L, CiscolOSXE Y7 b =7 2 HE)
T— T A5EIC—EZRREINET,

A\

GE)  confreg % 0x2102 £721X0x0IZEH L7z, 72 Y —/LDR—L— FR 9600 IZ5RE S IET,
confreg %7 EL?‘J& aryYy =ity ia VAL TERNEE, FITEROLRWVH N
FRENDGEIT, WAL Ial—vay Y7 Ry =T TREE 9600 IZAE LT 7ZE0,

el 7R

VAAVIEDITTDSIAEUR

AA VT NI 2T FGABLAZ, VARA VT NI 2T FA LU AEZAFLTCRIET A &
TCiscolOS VY7 b =T DYy b &T 07 47T B0 akr Al aryR—x2 FTHE
BENTWVWET,
TA v AFEEEBENCL, V—FDT =TT allT7A B AT 7 A NVEKRNT S
TENRTEET, FA4B VAT MERSvr—2, T ad— Ry = AR Ok
EEZRE LET,
ﬂﬁ?%?yz@mH%Kﬁ%%?%tyxmﬁaﬁmﬁﬁéﬂ\ﬁ%%?%tyxﬁﬁ%
RIZHEZNTT, KATA B A~OERIL, FHME7 A B AR FIC#EAESET, V—FTH
%hénfmém@%%_owfﬁ\ﬁ%?%tyz%%kﬁé%gﬁkwiﬁo

['Software Activation Configuration Guide, Cisco 10S XE Release 3S] @ [Configuring the Cisco I0S
Software Activation Feature] DFEZ S L T 7E &0,

MENNv—o

RD2ODIENN T —2 (A A=) DT OBNAL—HIZT VA A R—/LZH TN
*7,
s universalk9 : Z U2 id ipbasek9 X— ANy — b securityk9, uck9. 35 LN appxk9
T IaT—= RNy =V REENTNET,

« universalk9 _npe : ZAZiE ipbasek9 X— XX — b | securityk9 npe, uck9, HBI W
appxk9 77 /) a =Ry S —UREENTVET, 20O A=V DOl SbHRRILRE S

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| vIryz7o1o2 =0

T4/ 0
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sosa9—nvr—3 I}

\}

GE) npe | Id NoPayload Encryption (XA ©— REfE5{k72 L) % EK
L\i‘é—c

\)

~

GE) WAy Tr—VIE A== Ry =] BIY I A=) EHFHINET,

N—BZDYT Ny xT A A= %BFFT 5T, hitp:/software.cisco.com/download/navigator.html
T 7 A LTLIESN,

HDHTA B AKIETHTRTCOVT VAT AZRBISED72DIC, A A=V RX—=ZADT A
TUANEREINET, ZOFA4 AL, T— MNECOLEHAINET,

universalk9 3 X Ot universalk9_npe A A — &1 ZBI#EIZ, Boot ROMMON A A — 3 Zfifi i T &
F9, FEMIZOVWTIE, TROMMON A A —Y | OB 7 a2 LTI EIN,

TUINBXMGEDL A2 YT N 2T OMGRE, A A=V T 7 A NDT VI VELFEROR
RIFIEIZOWTIX,  [Loading and Managing System Images Configuration Guide, Cisco 10S XE
Release 3SJ] @ [Digitally Signed Cisco Software| DIERZZH L T XY,

ROBITIE, Ny =YY 7 U =7 OREIEVIZET 5168 & NG S a2 B+ 5 0714
ZRLET,

« [ FUZNELNE Cisco Y7 MU =T BAERORR] OB a v
c [ BV a2—NVERTHENNy r—YOMHERET 5] okt var

ME/ Ny r—VOEED % < 1% ipbasek9 _N— AN r—JIZEENTWET, ipbasek9 /3
F=YDIARAF—IL, TIANKTT I T 4= FENET,

=Ny —o

T ) aT— Ry r—=IE, AR =YD Y T by = THERENEG TR TV ET, B
LHREE Y NEMAT DI, BIRLET 7/ ud— Ry r—U 948 A, 32—V (B
M LET, T/ no— RNy —UEIRICHAG DY TIA B AR A F—T I TE
£7

KT ) aT— Ry =TT A B ARH 0 £, Gl T A B A% 60 BEIMHH
e (RTU) T4 B ACEHI L, ZORKITEHIRIZAERE 720 £7,

T )aT—= RNy =Y DY A MERITRLET,

\)

=)

T a Nl QoS ARY —ZEHT HGA S appxk9 T A & U ANKETT,

Cisco 1000 ¥V — X H— B AFHAER)L— & Tl L2TPv2 &> ¥ 3 T appxk9 72 L CleE) L &
TN, bT T4 v IRy a rEEART DT appxk9 T A B ANMETE, L2TPV2 & v

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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securityk9

securityk9 7 7/ v —s3y - —UIZiX, IPsec, SSL/SSH., 77 A 7 74 —/b, EF¥ =27 VPN
mE, TARTOR LRI G ENTHET,

securityk9 npe/Xv 77— (npe=-~3A B— REFE{L72 L) 1ZiE, A v — PR S{LIEEEZ R <
securityk9 727 /) n =Ny =V OFT R TOBRENE ENTWET, Zauk, i BLH ek
~OERUZAES D TY, securityk9_npe 73> 77— 1% universalk9_npe 4 A — 2 TOAfEH
FHETY, L7=23- T, securityk9 /3> 77— & securityk9 _npe/~ > 77— ¥ OFEHE O FHIE s,
A 11— REFS{Lx I %EE  (IPsec <° Secure VPN 72 £) o& v~ hTY,

uck9

Cisco Unified Border Element (Cisco UBE) #¥%8E% BN 3 5 IZ1%, Unified Communications 7 2/
U=y —UNRMBETY, Cisco UBE BEREZERI 51212, By avr I/ R L,
AT 4 TS DO )T 0 77 /0 V— Ry r—UNNETT,

appxk9

appxk9 77 ) a U — Ry S —IET S = a v g AR U AKRERE EN TN E
¥ ZHUE, Cisco # 2 AT — ERBERL— 2 D DATA /3 v 7 — T OEBEICE TV E T,
FEHELZ DUV TIE, http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/
software-activation-on-integrated-services-routers-ist/white_paper_c11_556985.html#wp9000791 % 2

BLTIZEw,

appxk9 /X 7 —1Z1k, MPLS, PfR, L2/L3 VPN, 71— K3 K| AVC 72 & D ZEDHERE
DEENTVET,

- B e LI 4
WKDOEBIGREZFHT HI121F, T AET A B RAZECLET, LIFEOETIICoON
T L £,

HSECK9

SERTRME SLERE A FEEE T HITIZT HSECKY 7 A & U ANMETY, HSECKO 7 A & A7
WA, 225D X 27 b2 LI U85 Mbps DR BALAIRIE 721 2 T& £,
HSECKO9 7 At AIZX V| securitykQ7 7 / b o— 3o r— U NOBKEEIX, RKBROEF =
7 b B LOW S bAiE 2 T& £9, HSECK9 74 B U A &[T DI,
Cisco.com 7> FL-44-HSEC-K9 7 A & A ZMEA L, licenseinstall license-files =~ > K& ffi >
TENEA A=V LET, BEETA B ZAOEFGE A A M —/LOFEMIC DOV TIE,
[Configuring the Cisco IOS Software Activation Feature| # &M L T 72 &0,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |


http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/software-activation-on-integrated-services-routers-isr/white_paper_c11_556985.html#wp9000791
http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/software-activation-on-integrated-services-routers-isr/white_paper_c11_556985.html#wp9000791
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/csa/configuration/guide/xe_3s/csa_xe_3s_book/csa_commands_xe.html

| vIryz7o1o2 =0

Hsecko 45 1 £ 20l ]

\)

GE)  HSECKO9REREIZIX. 60 HIZIC RTU T4 B ACEM SN AN T A o 213G ENR W=

WD, WEET A B ARG T 2BENDH Y £,

i HH R B RE 2 A LW B IE. 7734 A THSECK9 7 A & AN HE I N TN T

bo 7/ AL HSECKY T4 £ AERE A~ — h T A £ AP —S—IT%fE LEE AL

GE)

10S XE Fuji 16.8.1 LAFE, b RV E KRGS AL —T"y MIBET DHIRNSIEE S L CTDET,

HSEC 272V GE . B LA L—7"y MEIBRIZA F7 1A T250Mbps ToH D . k> R /L DT 1000

Tj—o

72, HSECKOBERED 7 A4 B A Z BT HITIL, securityk9 7 7 / o ¥V— X v r— T (b
ZITY, securityk9 7 7 ) v — Ny =V OFEMIZ OV TIL, securityk9 (114 ~—2) &%
L TLIEEN,

HSECK9 ¥48E S 1 + > X D A&

T XA A)>6 HSECKO #EBED T A & o A& HIFRT B 121X, IROFNEIZWEH-TTA L A% IE
WICHIBRT 2MENH Y £, 2—F—F, RBEISLT, BTIOITIA B AZEFSED
ZENTEET, ZNOHOFINEIHEDRNE, HEET A o AL, U a— FEIZRT Sk
BIZEY £7,

HSECKO #RED T A & A& HIFRT A I12i1E, ROFINEEFITLET,

ATV TN TS ADEREMREL ET,

AT w72 nolicensefeaturehseck9 =~ > R LC, HSEC 74 £ ADOBELMRRL E7,

ATv 73 writememory a2~ REFEHA LT, Ef7ar 74 Falb—va 2R/ FELET,

ATy T4 (TE) BERRE LT A ARFERINDIGET, TA BV AR—ZNnET A ZA%HIBRLET,
AT Ts TRA 2%V u—FRLET,

AT w76 showlicensedetail =~ > R&H LT, 74 B ARHIBRESNT-Z L 2R L7,

NTH+—I R

| oL29328-03

AN—""y FD EZFRRICT 537 +—v  AREIL, X7 4=~ A T4 B AIZE ST
AF—TWIZ7 0 ET, ZOKREIXIpbasekd 77 /Y — Ry F—UIZEENTWET, =
DIERER A X —T T HITIE, N7 —< 2 R T4 A (L% 5 FL-44-PERF-K9) %
THXLEEY, ZOFA B RAFAL—T Y N FAELRE L TERINET,

HEHIZAC L AET 7T 4 7L T A—F %2 a—RT5ZEI2K->T, 25Gbps 05 5
Gbps ICESP DAN—T > haT v 77 L— RRT&ET, FHIA B ADT 77 4 T{LDFE
Mz >\ Tik, [Configuring Cisco Right-To-Use License Configuration Guide] # & L C<
728N, ESP OBAED A/)L—T " b LLZPRET HITIE, show platform hardware throughput

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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level 2> FEFETLET, KRIZ, Z0a<wr FOEIHEZRLET (N7 —<2 AT v
T L— R A AR .

AN—"T" UL ERET HITIE, WOFIEEZEITLES, £/, AV—T v FL~UL%
T w77 L— K3 BHITIE, platform hardware throughput level { 2500000 | 5000000} <3/

Rz LET,
1. =.—¥—EXEC = V74 Fal— g F— RNT, enable 2< 2 REATTLFET,

2. Jo—n)arr7 4 Xal—varE— REBET5I100E, configure terminal 22 K
ZANNDLET,

3. A=y hL~\L%ET vV L— K9 BIZ1X, platform hardware throughput
1evel {2500000]5000000} I~ K& ASTLFET,

4. = ar7 4 Fal—vary ®—REKTTLHEOIC, exitZ A LET
5. %&fﬁﬂ%{%ﬁ?ééiﬂi\ copy running-config startup-config =¥ K& AJ) Ljﬁ'ﬁ—o

6. NW—HZ&ZUVn—K$AHITL, reload # ASTLET, Va— R, AL—7v h L-UL%T
7T 4 T T B I DI LB T E T,

show platform hardware throughput level
The current throughput level is 2500000 kb/s

AN—"T"2 UL ERET HIZIE, WOFIEEZETLES, £/, AV—T v FLUL%
T w77 L— K3 BITIE, platform hardware throughput level { 2500000 | 5000000} <3/

REfHLET,
1. Z=—H¥—EXEC 27 4 FXal— 3 F— KT, enable I~¥ 2 REZATTLET,

2. Jo—n)arr7 4 Xal—varE— REHBET5I1T0E, configure terminal 2~ K
EANDLET,

3. A=y hL~L%BT v 77 L— K9 521X, platform hardware throughput
1evel{2500000]5000000} I~ RE AJTLFET,

4. = ar7 4 Fal—valry ®—REKTTLHEOIC, exitZ A LET
5. %&ﬁ?%{%ﬁﬁ‘ééiﬂi\ copy running-config startup-config I~ K& AJ) Ljﬁ'@ﬂo

6. N—HZ&ZVno—K¥FAHITL, reload z AJTLET, Va— R, AL—7v b LT
7T 4 T T B DI T E T,

W, ANV—F9 b L\ LET v T 7L — R 562 RLET,

Router>enable

Router#configure terminal

Router (config) #platform hardware throughput level 5000000
% The config will take effect on next reboot

Router (config) #exit

Router#copy running-config startup-config

Router#reload

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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| vIryz7o1o2 =0

IJ—z bt 7r—vvx54tv2 |}

T—RAMNRNITA—T R S4EVR

Cisco 7 —h RT3 —< ATV ABERAT DL, AN—T v MR Z T Z LT
EFET, ROE—KRTT— M XT3 =<2 AT BV AZHHNITEFET,

\)

=)

\)

T—=ARNNRT =< A TARUABEHTHI20E, T34 A TCiscolOSXE VY7 b =T

N—= 3 16.07.01 IBENREITEINTWABLENSY T, F/2, T4 BV ANT A B A

CSSM U ARY F VIZIBIMENDENTT SA AR CSSMICBIE SN TWAEES, 7—A T4 &
v2Zawy RIIMERTEERA, 7—A I RAavwy REFITTHITIE. CSSMMHTF

NA ZADRGRERER L TR LB TRENI DY £7,

6=

Cisco 4000 U —X ISR T — A T A B ZAEHINT LT-84 . Snort IPS 35 & (N ISR-WAAS

OIRBY—ER2a T FERETEEE A,

CSLE—KRTODIT—FNITA—TVRSAELUVADT I T4 71k
T—=A RT3 —< ATV A% Cisco Y7 b x=T 74k A (CSL) E— RKTT7 7~
T4 7T HITIE. WOFIREFATLET,

1.

| oL29328-03

ZOFNCTRT L 91T, licenseingtall bootflash:xxx =~ > R TF A A 2R EL £,

Device#license install bootflash:FD0203520HU_201804090203446350.1lic
Installing licenses from "bootflash:FD0O203520HU 201804090203446350.1ic"
Installing...Feature:booster performance...Successful:Supported

1/1 licenses were successfully installed

0/1 licenses were existing licenses

0/1 licenses were failed to install

Building configuration...

[OK]
% Throughput boost is configured, it will take effect after reload

BTICRDOA =V PERRINET,

*Apr 9 07:40:11.674: 3LICENSE-6-INSTALL: Feature booster performance 1.0 was installed
in this device.
UDI=ISR4331/K9:FD0203520HU; StorelIndex=2:Primary License Storage

platform hardware throughput level boost 735% & H EIIZIBM S v E 7,

Device#show running-config | include throughput

platform hardware throughput level boost

RETHREFEL, 1M A%V —FRKLT, 7—AM XT3 —< 2R TV RAEHIZ
LET, ZOFNRTEIC, Va—KEILT—AMT 3 =< ANT I T 4 TR
F9,

Device#show platform hardware throughput level

The current throughput level is unthrottled

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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Device#show license
<output omitted>

Index 11 Feature: booster performance
Period left: Life time

License Type: Permanent

License State: Active, In Use
License Count: Non-Counted

License Priority: Medium

5. Zm— b arZ4Xal—valryE— Rk TT20201C, exitw AJJLET
6. %&fﬁ%%ﬁ?é&ﬂi\ copy running-config startup-config =¥ K& AJJ Li‘?o

AYX—Fr A4 EZVRE—RTODT— b NRTF+—T R FA4EUR
ZITE 20D —RAr =L FAAL AN T — MR T =< A FGA B RET Y
TATIBLOET 77 4 7T 27 v RZONTHALET,
T—RAbNRTH+—I VR SAEADEMIE :

T NAABZAT = TA B AE—RTEBILET, 7—AMNTp—vRAav R
., A— FAR—FIIEE LW ERRINERTA,

¢ A — FPAR—=ZZEFIZRE LIS, A= T ATV FTT =AM RT 5 —v R
TA B ABERENE I ET =7 LET,

« ZOREE AT B I2iE, platform hardware throughput level boost =~ > K% L
F9, REZRGFTLOILERHYET, Av— K T IV NTHIRTA B ADNERMH
MR THI%H. T/ AD Y B— RZIZT — MRT 4 —~ VAN AN D £
R

T Ty N T F—N— R =T A=y b L EF 7T 5HIZIE, show platform
hardwarethroughputlevelboost =~ > RZfEH L £3, +070T7 A B AR 0WEEIL,
AT IA T REK (00C) A vE—UNRERIIL, AV—T v b LULOETLIT A
AZARY B— RFEATHEMIRY T A,

T4 ADRA :
« 734 A%, boost performance =¥ RAREINTZAY— F T A BV AE— Rl
Tb\ij—o

« show running-config =~ > K3 X O show licensesummary =~ > R&fH L T, A~— |
THY NINEDT —=A MNT =< U AERERRLET,

« no platform hardware throughput level boost =~ > K& fli ] L THREZ TE2hic L £,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |




| vIryz7o1o2 =0
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Cisco VT kI TF A EVRDRAY— k54t 2~0BT [

6=

O NEIREPDHIRENE TN, T4 B RET A AR n— RS BKIZoRY Y —

ASINFET,
A= P, TS AR B — RN ETHEIIRY £H A,
FTAV L ADOFEMIL, TAAL AR e— RENDHETHHATE £,

RS =N T —A RN T —< 2 ATABANTL I T YIS, 1ODF AL A
MDD T — VR ENET,

Cisco VI FITT7SAEVADAY—FSAEUVAANDEIT

ZZ T, Cisco V7 b =774k A (CSL) Zboost performance license?’ & 5 %4127
INAANCSL PO AY—=FTA B RIIBITT H L EDA—AT—AZHOWTHHL £,
T =R RT =< ADEEL, CSLTT =R MT 53—V ANT 7T 4 7LENTND
A, A= T AT DTA B ZADOAHMICE > TIRESNE T,

AN—" N LYV ERET DI, WOFNEEZFEITLEST, F/o, AL—Tv FLUL%E
T o7 T L — R4 512F, kEFEHALET

1

platform hardware throughput level boost =~ > RZ M L CTF /34 AZ & E L. show
running-config #fiH LT, 7—A M XT3 =< A TV ANT 7T 4 TfbENA T
LHINEIWEF v LET,

showlicense Z#{HH LT, 7—A MXT 3 —< U ANEHTTHY . kATA B AE—
RCTHEIZMNE I MEHERLET,

license smart enable v FEFEHLTA~—FT7 4B i/ﬁ?jﬂ: LET, BREEDIRR
T AL, FTABUAERN, RIEOT-DIZA~— MFE—ZCEHESNE T, L=
B, 7—AMRT A=<V RIIANTHY . Va— RE0EHY FHA, LSO
4. platform hardwarethroughput level boost ITF% E LR SN E T, 7 —A F X7 45—
~ U ARKREIX, Vv — RRRICEIZ D £,

BATHOBREANC T A © P ANET 25 B3, BTRDR) n— FE2#T 5720, 7
A B ADFHIEE — FEMERTOLERH Y £,

Jua—sLar7 4 Xal—rary ' —REaRTT57201C, exitw AJLET
%ﬁﬁ%ﬂ%ﬁﬁ‘é&:&i\ copy running-config startup-config I~ K& A7JJ Liﬁo

N—H &) a— RRTBIZE, reloadx AJLET, Va—RiE, A—7 v h L% T
7T 4 7T B IO MBI E T,

AX—bF;SA4EADCisco VI Iz T7 534V AANDEIT

OB va i, Av—FI7A4BUVRNS Cisco VT N 2T T A B RASORBITHIT ]
BEZDDONEDIATARD 2 DO — A r—AREGEENTVET,

T2 MR T F—< U AMEASINTHEES

| oL29328-03
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* Devicet# platform hardwarethroughput level boost

» Device# show license C, A~— hIFA B LU AELET =AM XT3 —< L A TABUANEH
o TN Z L B MR L E T,

ST DTN ANE T —=A S R T =< A TA B ANRPEBE SN TWAEAIT. &
Y= IARATAIV L NEeTF 2y 7 LET,

e A — " TIA B ABHIBRLET,
 Device# no license smart enable

¢ T —ARNNT =< ATABUAREHFRNE O DETF v I L, 7T—Ahavwy
RERFFT D2 L2 ETEE T,

cBMDOY r— NINEH Y £ A,
T—RMRTH—TVRANMEAINTULVEWNES :
« show running-configuration C no platform hardware throughput level boost % F L &£,

A= TA B UABFBIIRS>TONDEDDT—A R R T =<2 AT ANY
A MZ7RW AL, Device# show license TF = v 7 LET,

AV —FMNTIAR AT IV eF v LET, ST ET AL AN T —A K X
TH—<LATA B ANEHEN TWER AL

e Av—h I AU AEHIBT 5121, nolicensesmart enable Z i L £,

« boost permanent license MEHFIRENE 5 &2 F = v 7 L, boost ¥—7 — RZEM L F
R

o T = I RT = ANT 7T 4 TSI, U u— F&IZ [ERF) REEIZR2D 7,
Y

GE)  EHFRERAAT A B ARRNE | < OHE . noboost
performance =~ R L OMEENAEE SN E T,

e N T1)w KD Ciscol OSXE ) ) —ZAMERHIh T SI54:

e NAT7 Y KD CiscolOSXE Y J—2 (I0SXE169x) ZHEHALTEH, A~v—FrTF714 &
VAMNBEAME (RTU) S4B R ca—A Ny 7T 548 1F. V—Z%2E)a— KL
T, 948 2% 77707, M REEIZLET,

« Device# configuration terminal

e Aw— I A B AEHEIBRT 5121, nolicensesmart enable 2 H L £,
» Device# no license smart enable

 Device# exist

s Aw—hF 74 B REHIRT DITIE, V—FEVr—RKLET,

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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* Device# configure terminal
cyes AN LTy Ra—H—F 4 A EIZFELET,
* Devicet# exist

*RTU 7 Ak A% [ERAP] REICTAIZIZ, V —FXE2Vua—KLET,

LED 1 > Sy —4&

Jb—% @O LED OFEMIZ DWW TliE,  [Hardware Installation Guide for the Cisco 4000 Series Integrated
Services Routers] @ [Overview] DIH® [LED Indicators] #ZM L T 7230,

SSD %+ U 77— K NIM @ LED DFfMZ- oW TCIE, [Hardware Installation Guide for the Cisco
4000 Series Integrated Services Routers] @ [Installing and Upgrading Internal Modules and FRUs |
DIED TOverview of the SSD Carrier Card NIM (NIM-SSD) | #ZM L T 7Z2& 0,

e > My
BEE A
VTR 2T T4 ADFEMIZOWTIEL,  [Software Activation on Cisco Integrated Services

Routers and Cisco Integrated Service Routers G2J] # & L T 72 &\,

HRET A B ADEF & A A F—/LOFEMIZ DWW TIX,  TConfiguring the Cisco 10S Software
Activation Feature] #ZH L T3V,

YIRDITTDA VA M—ILEZEET YT L—FAZE

VI NI 2T EA AN VEREZT v 77— RT A2, BE Sy —F I TER S
=DV 7 N 2T BT AU TOWNT IO FIEENET, MEOES v a b5
LTL7Z&EW,

BNy TV TETT HL—FOEHB LORHE (121 ~—)

cfHBID Ny =T HEH L TEITSN DNV —F DEHBIORE (126 X—)

MENYT—VTETITRIL—2DEERELUERTE
A\

GE) AT a0V TNy r—UbEA VAN AT LRERDL5EG, EIXEN O TRy
T=VET v 7T L= RT3 TEOHEIF. ZOFEEERLRNTIZESWN, #ER0/Sy
=Y EMMLTIEITINDL—ZOEHBIUORE (126 X—) 2ZHLTIEIN,

ccopy BL W boot =~ REMH LIZHE Ny r—VOBFHEEERE (122 X—)

sboot 2~ REMHL TCTFTPRRHATHRE Ny r—Y 2 #:NTDH LI —FXEHRTET D
il (123 ~2—3)

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
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copy 5&Uboot a7V REFALEHA/Nvr—SHERERE

MBI =% T v 77 L— RT3, copy 2~ K& L C/L—4% ® bootflash: 7 «
L7 PUVICHE NNy r—V % ar—LEd, 29 L THa NNy r—Yoab —aER L&,
MER =Y T7ANEHSTT = TD5LI9N—FERELET,

wOFENIL, TFTP 2 L T bootflash; 7 7 A L AT DAy r—V T 7 A L& o B'—
THHEERLTHET, &5I2, bootsystem =~ RaEMHAL CRETLI LI 7 o
Xal—Tary LYRAFEREL., bootsystem =2~ RIZ kY, bootflash: 7 7 A L AT A
WRIF SN T DA NNy r—VE AL TEBIT2 L9 v—Z IR LET, T0H%, Bl
VWERE 1L copy running-config startup-config =2~ > RIZK WERIFS N, VAT AR B— K&
NTFavARNKT LET,

Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst sync
43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

928862208 bytes total (712273920 bytes free)

Router# copy tftp: bootflash:

Address or name of remote host []? 172.17.16.81

Source filename []?
/auto/tftp-users/user/isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin

Destination filename [isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin]?

Accessing
tftp://172.17.16.81//auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.5-ext.SPA.bin

Loading /auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin from

172.17.16.81 (via GigabitEthernetO):
RN RN RN R RN R RN R R RN R R R R R R RN

[OK - 208904396 bytes]

208904396 bytes copied in 330.453 secs (632176 bytes/sec)
Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst sync

43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

12 -rw- 208904396 May 28 2008 16:17:34 -07:00
isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin

928862208 bytes total (503156736 bytes free)

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # boot system flash
bootflash:isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin
Router (config) # config-reg 0x2102

Router (config) # exit

Router# show run | include boot

boot-start-marker

boot system flash bootflash:isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin
boot-end-marker

Router# copy run start

Destination filename [startup-config]?

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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boot 37> R&MEMA LT TFIP BETHE v 5 —3 2RBHT &5 —2 585756 [

Building configuration...
[CK]
Router# reload

boot a7 > FEFEALTTAIPRBHTRENY 7T —2 ZRBT HELIITIL—FZHET

% 151

| oL29328-03

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system tftp://10.81.116.4/rtp-isr4400-54/isr4400.bin
Router (config) #config-register 0x2102

Router (config) #exit

Router# show run | include boot

boot-start-marker

boot system tftp://10.81.116.4/rtp-isr4400-54/1sr4400.bin
boot-end-marker

license boot level adventerprise

Router# copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 17:42:54.445 RO/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit
with

reload chassis code

Initializing Hardware

System integrity status: c0000600
Failures detected:
Boot FPGA corrupt

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

ROM:RSA Self Test Passed
ROM:Sha512 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

Current image running: Boot ROMO

Last reset cause: LocalSoft

Cisco ISR 4400 platform with 4194304 Kbytes of main memory
IP ADDRESS: 172.18.42.119

IP_SUBNET MASK: 255.255.255.0

DEFAULT GATEWAY: 172.18.42.1

TFTP_SERVER: 10.81.116.4

TFTP _FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: a4:4c:11:9d:ad:97

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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TFTP_VERBOSE: Progress
TFTP_RETRY COUNT: 18
TFTP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes
ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
| T I

File reception completed.
Boot image size = 424317088 (0x194a90a0) bytes

ROM:RSA Self Test Passed
ROM:Shab512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected

Calculating SHA-1 hash...done

validate package: SHA-1 hash:

calculated 7294dffc:892a6c35:a7a133df:18c032£c:0670b303
expected 7294dffc:892a6c35:a7a133df:18c032fc:0670b303
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.

Package Load Test Latency : 5116 msec

Image validated

$IOSXEBOOT-4-BOOT ACTIVITY LONG_TIME: (local/local) : load modules took: 2 seconds,
expected max time 2 seconds

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software, ISR Software (X86_ 64 LINUX IOSD-UNIVERSALKS9-M), Experimental Version
15.4(20140527:095327)
[v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]

Copyright (c) 1986-2014 by Cisco Systems, Inc.
Compiled Tue 27-May-14 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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Warning
cisco I
Process
4 Gigab
32768K
4194304
7393215
7816688

boot 37> R&MEMA LT TFIP BETHE v 5 —3 2RBHT &5 —2 585756 [

oduct contains cryptographic features and is subject to United
and local country laws governing import, export, transfer and
livery of Cisco cryptographic products does not imply

arty authority to import, export, distribute or use encryption.
rs, exporters, distributors and users are responsible for

nce with U.S. and local country laws. By using this product you
o comply with applicable laws and regulations. If you are unable
ly with U.S. and local laws, return this product immediately.

ry of U.S. laws governing Cisco cryptographic products may be found at:
www.cilsco.com/wwl/export/crypto/tool/stgrg.html

require further assistance please contact us by sending email to
cisco.com.

: the compile-time code checksum does not appear to be present.
SR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
or board ID FGL1619100P

it Ethernet interfaces

bytes of non-volatile configuration memory.

K bytes of physical memory.

K bytes of Compact flash at bootflash:.

K bytes of USB flash at usbO:.

Press RETURN to get started!

Router>
Router>
Router>
Router#
Cisco I
Cisco I

15.4(2

enable
show version
0S XE Software, Version BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ext

0S Software, ISR Software (X86_64 LINUX IOSD-UNIVERSALK9-M), Experimental Version
0140527:095327)

v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]

IOS XE

Cisco I
All rig
license
softwar
with AB
GPL cod
documen
or the

softwar

ROM: IO

Router
Uptime
System
System
Last re

This pr
States

Version: BLD V154 3 S XE313 THROTTLE LATEST

OS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
hts reserved. Certain components of Cisco IOS-XE software are

d under the GNU General Public License ("GPL") Version 2.0. The

e code licensed under GPL Version 2.0 is free software that comes
SOLUTELY NO WARRANTY. You can redistribute and/or modify such

e under the terms of GPL Version 2.0. For more details, see the
tation or "License Notice" file accompanying the IOS-XE software,
applicable URL provided on the flyer accompanying the IOS-XE

e.

S-XE ROMMON

uptime is 0 minutes

for this control processor is 3 minutes

returned to ROM by reload

image file is "tftp://10.81.116.4/rtp-isr4400-54/1isr4400.bin"
load reason: Reload Command

oduct contains cryptographic features and is subject to United
and local country laws governing import, export, transfer and

Cisco4000 ') —XISRY 7 bz 7 a2 J74Fal—a> A4 K. Ciscol0S XE17 .
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use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise
License Type: EvalRightToUse
--More-- Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Configuration register is 0x2102

CHEFERALTETINSIL—FDEBREXUE

BRI DS oy =V DFEIT EHE Ny =V DETOED B ZIBIRT 50D T,

TxT DAL A=)V B O arEHERL TSN,
ZOETIE, ROEBEHIZOWTHHALET,
AR T =TIV TRy =D A A I (126 %—)

e T 7= =T BTNy = DA A =L (138 X—3)

=7k

c 7T wia RIATDRENRNwr—InoY TR lr—T% A4 VA =T 25 (132%—

V)

HMENYET—HhoDH TNy —SDA VR =)L

FIEDEE

TFTP H— 0Ok E /Ny r— VRS T 5121, ROFIEZFEITLET,

COFEONY) 2= a2 LT, USB7 T vva RIALTMBEHEE Ny r—C2BET5
L TEET, ZOHEE., 7T a RTIATOHRERy =N TRy =%

AR R—=TB] THBHINTWET,

1R BRI
TFTP — NI e N r—V &2 ab—LFE T,

1. show version

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17
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request platform software package expand file URL-to-consolidated-package to

2. dir bootflash:
3. show platform
4. mkdir bootflash: URL-to-directory-name
5.
URL-to-directory-name
6. reload
7. boot URL-to-directory-name/packages.conf

8. show version installed

Flgn
ATV RFERETIVa Y B#Y
A7 71| show version N—BTETENTNDY 7 h =T DNR—Va
il - ERALET, BT A VAT LY T R
, TR=Tart o=V i TEET,
Router# show version
Cisco IOS Software, IOS-XE Software
(X86_64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version 15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
A7 F2|dir bootflash: V7 MUz TOHA=Ya v EFRL, Nylr—v
5l - MIFEL TG Z AR LET,
Router# dir bootflash:
RTw 73 |show platform A RN EFRRLET,
f
Router# show platform
Chassis type: ISR4451/K9
Z w7 4 | mkdir bootflash: URL-to-directory-name BELEY 7 02T A4 A=V ORGFET 47 b
15“ : U 7&1"'}:5‘2 Liﬁ—o
Router# mkdir bootflash:mydir T4V RPUICIEA A=V LRICARIZEECTE X
j‘@
25y 75 |request platform software package expand file | 25— 4 TR Li=A A —ARAFHF 4 L2 b Y

URL-to-consolidated-package to URL-to-directory-name
fAl

Router# request platform software package expand

file
bootflash:isr4400-universalk9-NIM.bin to
bootflash:mydir

(URL-to-directory-name) O 12, TETP H—/3—7»
5DV T RN =T A A=Y
(URL-to-consolidated-package) % &R L £,

| oL29328-03
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ARV RFERFTIVaY =)

R w76 |reload

ROMMON E&— K& A X—7 M LET, TOE—
RC, BT 7ANVNDY T NI =T 2T 0T 47

f5
Router# reload LT E7,
rommon >

R w 77 |boot URL-to-directory-name/packages.conf TnveYa=r27 77 A/ (packages.conf) /%A
Bl LAREIEL T, Ay r— VR RBLET,
rommon 1 > boot bootflash:mydir/packages.conf

AT 78 |show version installed LA VAN ALENLEY T F T2 T ONR—V 3
5l YEFRRLET,

active

Router# show version installed
Package: Provisioning File, version: n/a, status:

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

il

Z DB OBRPIDES Tix, ey 77— isrd4400-universalk9.164422SSA bin 7% TFTP
P—NZabt—&nFET, ZIUINED AT v 7 TT, FlOZNLUBEDOES T, #
A7 7 A /L packages.conf 2N EEN S E 9,

Router# copy tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:
Address or name of remote host []? 192.0.2.1

Destination filename [isr4400-universalk9.164422SSA.bin]?

Accessing tftp://192.0.2.1/1sr4400/1isr4400-universalk9.164422SSA.bin...

Loading 1sr4400/isr4400-universalk9.164422SSA.bin from 192.0.2.1 (via GigabitEthernetO) :
rrrrrrnd

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version

Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version

15.3(20120627:221639) [build 151722 111]

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Thu 28-Jun-12 15:17 by mcpre

I0OS XE Version: 2012-06-28 15.31 mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: TIOS-XE ROMMON

0L-29328-03 |
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Router uptime is 0 minutes

Uptime for this control processor is 3 minutes
System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise

License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.
Processor board ID FGL161611AB

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

Configuration register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 May 3 2012 19:58:37 +00:00 lost+found

178465 drwx 4096 Jun 6 2012 15:20:20 +00:00 core

584065 drwx 4096 Jul 13 2012 19:19:00 +00:00 .prst sync
405601 drwx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
113569 drwx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs
64897 drwx 4096 May 3 2012 19:59:42 +00:00 .installer

13 -rw- 1305 May 7 2012 17:43:42 +00:00 startup-config

14 -rw- 1305 May 7 2012 17:43:55 +00:00 running-config

15 -r-- 1541 Jun 4 2012 18:32:41 +00:00 debug.conf

16 -rw- 1252 May 22 2012 19:58:39 +00:00 running-config-20120522
519169 drwx 4096 Jun 4 2012 15:29:01 +00:00 vman_ fdb

7451738112 bytes total (7067635712 bytes free)

Router# show platform
Chassis type: ISR4451/K9

Slot Type State Insert time (ago)
0 ISR4451/K9 ok 15:57:33

0/0 ISR4451-6X1GE ok 15:55:24

1 ISR4451/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24
2 ISR4451/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24

Cisco4000 ') —XISRY 7 b7 avTJ4¥al—> 3> HA K, Ciscol0S XE17
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RO ISR4451/K9 ok, active 15:57:33
FO ISR4451-FP ok, active 15:57:33
PO Unknown ps, fail never

Pl KXX-XXXX-XX ok 15:56:58
P2 ACS-4450-FANASSY ok 15:56:58
Slot CPLD Version Firmware Version

0 12090323 15.3(01r)S [ciscouser-ISRRO...
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)S [ciscouser-ISRRO...
RO 12090323 15.3(01r)S [ciscouser-ISRRO...
FO 12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl

Create directory filename [isr4400-universalk9.dirl]?

Created dir bootflash:/isr4400-universalk9.dirl

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin

to bootflash:isr4400-universalk9.dirl

Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console.Reload Reason: Reload
Command.

rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is _valid shalhash: SHA-1 hash:

calculated 62f6235a:£fc98eb3a:85cel83e:834f1cb3:8alf71d1l

expected 62f6235a:fc98eb3a:85cel83e:834f1lcb3:8alf71d1l

File size is 0x04b3dc00

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512

B 5 i
File is comprised of 21 fragments (0%)

Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHA1l checksum: ad09affd3f8820f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg,
on: RPO

Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: active
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File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes_ 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32clc50652888££486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3_164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RP0O/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RP0O/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes_ 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 8334565edf7843fe246783b1ld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge-BLD-BLD MCP DEV_LATEST_ 20120710
164422S8SA.pkg, on: RP0O/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32clc50652888££486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3-BLD-BLD MCP_DEV_LATEST_
20120710_164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RPO/1
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Built: 2012-07-10_16.22, by: mcpre
File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10_ 16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD MCP_DEV_LATEST_ 20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD_MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP1

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 5e95c9cbc4eafbadabalac846ee2d0£f41dla026b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes-BLD-BLD MCP_DEV_LATEST
_20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp sp2700-BLD-BLD MCP_DEV LATEST
20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783b1d5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

7259 FIATOMENYT—Iho Y ITNyr—T%4A VX B—=ILT 5
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ARy = DH TRy r—0A A F—)b] T EN TS FRIEICEITWE
7,

A7 71 show version

AT 72 dir usbn:

AT w73 show platform

AT w74 mkdir bootflash: URL-to-directory-name

AT w75 request platform software package expand fileusbn: package-name to URL-to-directory-name
AT v 76 reload

AT w71 boot URL-to-directory-name/packages.conf

AT w78 show version installed
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Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system tftp://10.81.116.4/rtp-1isr4400-54/isr4400.bin
Router (config) #config-register 0x2102

Router (config) #exit

Router# show run | include boot

boot-start-marker

boot system tftp://10.81.116.4/rtp-isr4400-54/1sr4400.bin
boot-end-marker

license boot level adventerprise

Router# copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 17:42:54.445 RO/0: %PMAN-5-EXITACTION: Process manager is exiting: process exit
with

reload chassis code
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Initializing Hardware

System integrity status: c0000600

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

ROM:RSA Self Test Passed
ROM:Shab512 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

Current image running: Boot ROMO
Last reset cause: LocalSoft

Cisco ISR 4400 platform with 4194304 Kbytes of main memory

IP_ADDRESS: 172.18.42.119

IP _SUBNET MASK: 255.255.255.0
DEFAULT GATEWAY: 172.18.42.1
TFTP_SERVER: 10.81.116.4
TFTP_FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: ad4:4c:11:9d:ad:97
TFTP_VERBOSE: Progress
TFTP_RETRY_ COUNT: 18
TFTP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes

ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
| T Y O I

File reception completed.
Boot image size = 504063931 (0xleOb67bb) bytes

ROM:RSA Self Test Passed
ROM:Shab512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected

Calculating SHA-1 hash...done

validate package: SHA-1 hash:

calculated 7294dffc:892a6c35:a7a133df:18c032£c:0670b303
expected 7294dffc:892a6c35:a7a133df:18c032fc:0670b303
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.
Package Load Test Latency : 5116 msec

Image validated
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Detected old ROMMON version 12.2(20150910:184432), upgrade required

Upgrading to newer ROMMON version required by this version of IOS-XE, do not power cycle
the system. A reboot will automatically occur for the new ROMMON to take effect.
selected : 1

Booted : 1

Reset Reason: 1

Info: Upgrading entire flash from the rommon package

Switching to ROM O

Upgrade image MD5 signature is b702a0a59%9a46a20a4924£f9b17b8£0887

Upgrade image MD5 signature verification is b702a0a59a46a20a4924£f9p17b8£0887
Switching back to ROM 1

ROMMON upgrade complete.

To make the new ROMMON permanent, you must restart the RP.
ROMMON upgrade successful. Rebooting for upgrade to take effect.

Initializing Hardware

System integrity status: 00300610
Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

ROM:RSA Self Test Passed

Expected hash:

ddaf35al193617abacc417349ae204131
12e6fad4e89a97ea20a9%eeee64b55d39%a
2192992a274fcla836ba3c23a3feebbd
454d4423643ce80e2a9ac94fab4cadof

Obtained hash:
ddaf35al193617abacc417349ae204131
12e6fad4e89a97ea20a9%eeee64b55d39%a
2192992a274fcla836ba3c23a3feebbd
454d4423643ce80e2a9ac94fab4cadof
ROM:Shab512 Self Test Passed

Self Tests Latency: 418 msec

Rom image verified correctly

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 1017,
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

CPLD Version: 33 (MM/DD/YY): 06/23/14 Cisco ISR4351/K9 Slot:0
Current image running: Boot ROM1

Last reset cause: ResetRequest
Reading confreg 0x2102

Reading monitor variables from NVRAM
Enabling interrupts...done

Checking for PCIe device presence...done
Cisco ISR4351/K9 platform with 16777216 Kbytes of main memory

autoboot entry: NVRAM VALUES: bootconf: 0x0, autobootstate: 0
autobootcount: 0, autobootsptr: 0x0

Rommon upgrade requested

Flash upgrade reset 0 in progress
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| oL29328-03



PPANE S A R 7 I |
B ciscot0s XEDenali U Y —2 163 ~DT v THL— K

Initializing Hardware

Checking for PCIe device presence...done

Reading confreg 2102

System integrity status: 0x300610

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 288

RSA Self Test Passed

Expected hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE8BO0E2ASACO4FAS4CA49F

Obtained hash:
DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE80E2A9AC94FA54CA49F
Shabl12 Self Test Passed

Rom image verified correctly

System Bootstrap, Version 16.2(lr), RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby cisco Systems, Inc.

Current image running: *Upgrade in progress* Boot ROMO

Last reset cause: BootRomUpgrade
ISR4351/K9 platform with 16777216 Kbytes of main memory

Cisco ISR 4400 platform with 4194304 Kbytes of main memory

IP_ADDRESS: 172.18.42.119

IP _SUBNET MASK: 255.255.255.0
DEFAULT GATEWAY: 172.18.42.1
TFTP_SERVER: 10.81.116.4
TFTP_FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: ad4:4c:11:9d:ad:97
TFTP_VERBOSE: Progress
TFTP_RETRY_ COUNT: 18
TFTP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes

ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
| T Y O I

File reception completed.
Boot image size = 504063931 (0xleOb67bb) bytes

Image Base is: 0x56834018

Image Size is: 0x1E089706

Package header rev 1 structure detected

Package type:30000, flags:0x0

IsoSize = 503874534

Parsing package TLV info:

000: 000000090000001D4B45595F544C565F - KEY TLV_
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010:
020:
030:
040:
050:
060:
070:
080:
090:
0AO:
0BO:
0CO:

TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
Found DIGISIGN TLV type 12 length = 392

5041434B4147455F434F4D5041544942
494C495459000000000000090000000B
4652555F52505F545950450000000009
000000184B45595F544C565F5041434B
4147455F424F4F544152434800000009
0000000E415243485F693638365F5459
5045000000000009000000144B45595F
544C565F424F4152445F434F4D504154
0000000900000012424F4152445F6973
72343330305F54595045000000000009
000000184B45595F544C565F43525950
544F5F4B4559535452494E4700000009

RSA Self Test Passed

Expected hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE8BO0E2A9ACO4FAS4CA49F

Obtained hash:
DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE80E2A9ACO4FA54CA49F
Shabl12 Self Test Passed

Found package arch type ARCH 1686 TYPE
Found package FRU type FRU_RP_TYPE
Calculating SHA-1 hash...Validate package: SHA-1 hash:
calculated 8B082C48:35C23C9E:8A091441:D6FACEE6:B5111533

expected

Image validated

Restricted Rights Legend

Use,
subject to restrictions as set forth in
of the Commercial Computer Software
52.227-19 and
(1) (ii) of the Rights in Technical
252.227-7013.

(c)

Rights clause at FAR sec.

(c)

Software clause at DFARS sec.

Cisco I0S XEDenali ') ') —X 163 ~D7 v 75 L—F .

PACKAGE COMPATIB
ILITY
FRU RP TYPE

KEY TLV_ PACK
AGE_BOOTARCH

ARCH 1686 TY
PE KEY
TLV_BOARD COMPAT

BOARD is

r4300 TYPE

KEY TLV CRYP
TO KEYSTRING

T=9, L=29, V=KEY_TLV_PACKAGE_ COMPATIBILITY

T=9, L=11, V=FRU RP TYPE

T=9, L=24, V=KEY_ TLV_PACKAGE_BOOTARCH

T=9, L=14, V=ARCH 1686 TYPE

T=9, L=20, V=KEY_ TLV_BOARD_ COMPAT

T=9, L=18, V=BOARD isr4300 TYPE

T=9, L=24, V=KEY_TLV_CRYPTO_KEYSTRING

T=9, L=10, V=EnCrY¥pTiOn

T=9, L=11, V:CW_BEGIN:$$

T=9, L=19, V=CW _FAMILY=$isr4300$

T=9, L=59, V=CW_IMAGE=$isr4300-universalk9.2016-06-29 23.31 paj.SSA.bin$
T=9, L=19, V=CW _VERSION=$16.3.1%

T=9, L=52, V=CW DESCRIPTION=$Cisco IOS Software, IOS-XE Softwares$
T=9, L=9, V=CW_END=$$%

8B082C48:35C23C9E:8A091441:D6FACEE6:B5111533

duplication, or disclosure by the Government is

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

subparagraph
- Restricted
subparagraph
Data and Computer
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Cisco I0S Software, ISR Software (X86_ 64 LINUX IOSD-UNIVERSALKS9-M), Experimental Version
16.3(20160527:095327)

[v163_throttle]

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Tue 27-May-16 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2016 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Warning: the compile-time code checksum does not appear to be present.
cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Press RETURN to get started!

TJ7—LOTT7 HYINYvG5—2DA VR =)L

1R BHHEIIZ

WERT 77— LT =T Ny r—=VEF0RE Ny r—V 2 AF L, Ny =% EMLET,
AR DR r =T a A L CFEITENDL—H DEHBLUORHRE (126—) 22H]) |
Ty LU =T RNy =V EATTEEZ LD, LLTOFIRTEOFEHRE
URL-to-package-name (2 L &9,

7oL ZIXMEB DRy r =D 2 L TEITIND NV —F OEBRL LORE (126~—2) 72 &
EESTNA—2PRTTICHESNTWDIGHE, 77—V =T BT RNy =% A A F—)b
TEET,
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T7—LIITH TRy r—SDA VR =)L .

T AT =T F Ty DRI U — A SHE A, Ay VR LT
T MBS VRO T 7 — A =T Ny SRR TE £, TO%. KOFIECHE -
T77 =0T Nor—Vkh A VA =)L TEXET,

\}

GE) HMENNy»Tr—JICETEIV ) —R )= 2SR LT, A Tr—VHROT7 77— 0T L,
N—BICBEA AR ENTWS CiscolOSXE V7 Ny =T N—T g 0 L ORERMER D
AT ERERLTLLIEEN,

FIEDHE
1. show version
2. dir bootflash:
3. show platform
4. mkdir bootflash: URL-to-directory-name
5. request platform software package expand file URL-to-consolidated-package to
URL-to-directory-name
6. reload
7. boot URL-to-directory-name /packages.conf
8. show version installed
FIED F¥H
ARV KRFERRETI a3 Y B #
AT w7 1|show version N—BTCEITENTVWDEY T R =T DONR—T 3
Bl - ERRLET, BT AVAR—ATHY T b=
. T R=T gt iDR—=Tg U ERITEE T,
Router# show version
Cisco IOS Software, IOS-XE Software
(X86_64_LINUX_IOSD—UNIVERSALK9—M) , Experimental
Version 15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
AT 72 |dir bootflash: VTR TDIEAA—=V g wFRL, Ny r—v
Bl - DHEELTNDZ EERLET,
Router# dir bootflash:
AT w73 |show platform A _ MY R LET,
- RE R r—INbDF TRy r— DA v 2
Router# show platform f—=v] 7 aroflzRLTLEIN,
Chassis type: ISR4451/K9
AT 74 |mkdir bootflash: URL-to-directory-name BELEY 7 02T A4 A=V ORGFRET 4 L7 b
15“ : U 7551/'2EE L/ji‘j—o
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ARV RFERETIVa Y =)
Router# mkdir bootflash:mydir .7:‘4, L7 RUICIEA A=V LR L%ﬁﬁ%?ﬁﬁf% *
ﬁ—o

AT 75 |request platform software package expand file AT T4 THER LA A=V IRFERT 4 V27 R Y

1

Router#
file

bootflash:isr4400-universalk9-NIM.bin to
bootflash:mydir

URL-to-consolidated-package to URL-to-directory-name| (yRL-to-directory-name) O H1iZ, TETP H—/3—7»

LDV T M 2T A A=Y
(URL-to-consolidated-package) % EBH L £,

request platform software package expand

AT 76 |reload

ROMMON E— F& A F—T7 /I LET, TDE—
KT, R T 7ANNDY T NI =T 2T 0547

fi
Router# reload LT x5
rommon >

X 77 |boot URL-to-directory-name /packages.conf Zuvva=r2 77 A/ (packages.conf) /A
5l - LAHIARE LT, MA Sy VR RBLET,
rommon 1 > boot bootflash:mydir/packages.conf

AT 78 |show version installed LA VAP NALENTY T R 2T ONR—TV 3
1 - v EFTLET,

active

Router# show version installed
Package: Provisioning File, version: n/a, status:

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

1

OB DOEAOESy Tid, TETP — N Za b —Sn ey r—
isr4400-universalk9.164422SSA.bin N/RINET, ZIUIMAD AT v 7T, fHloZ*
MLLBEDER Sy Tl #A 7 7 A /L packages.conf 23 EEN S U E 4,

Router# tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:
Address or name of remote host []? 192.0.2.1

Destination filename [isr4400-universalk9.164422SSA.bin]?

Accessing tftp://192.0.2.1/isr4400/1isr4400-universalk9.164422SSA.bin...

Loading isr4400/isr4400-universalk9.164422SSA.bin from 192.0.2.1 (via GigabitEthernet0) :
| O I B |

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version

Cisco IOS Software, IOS-XE Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version

15.3(20120627:221639) [build 151722 111]

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Thu 28-Jun-12 15:17 by mcpre

I0S XE Version: 2012-06-28 15.31 mcpre

0L-29328-03 |
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Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes
System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise

License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.
Processor board ID FGL161611AB

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

Configuration register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 May 3 2012 19:58:37 +00:00 lost+found

178465 drwx 4096 Jun 6 2012 15:20:20 +00:00 core

584065 drwx 4096 Jul 13 2012 19:19:00 +00:00 .prst _sync
405601 drwx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
113569 drwx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs
64897 drwx 4096 May 3 2012 19:59:42 +00:00 .installer

13 -rw- 1305 May 7 2012 17:43:42 +00:00 startup-config

14 -rw- 1305 May 7 2012 17:43:55 +00:00 running-config

15 -r-- 1541 Jun 4 2012 18:32:41 +00:00 debug.conf

16 -rw- 1252 May 22 2012 19:58:39 +00:00 running-config-20120522
519169 drwx 4096 Jun 4 2012 15:29:01 +00:00 vman_ fdb

7451738112 bytes total (7067635712 bytes free)

Cisco4000 ') —XISRY 7 b7 avTJ4¥al—> 3> HA K, Ciscol0S XE17
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Router# show platform
Chassis type: ISR4451/K9

0 ISR4451/K9 ok 15:57:33

0/0 ISR4451-6X1GE ok 15:55:24

1 ISR4451/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24

2 ISR4451/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24

RO ISR4451/K9 ok, active 15:57:33
FO ISR4451-FP ok, active 15:57:33
PO Unknown ps, fail never

Pl XXX-XXXX-XX ok 15:56:58

P2 ACS-4450-FANASSY ok 15:56:58

Slot CPLD Version Firmware Version

0 12090323 15.3(01r)S [ciscouser-ISRRO...
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)S [ciscouser-ISRRO...
RO 12090323 15.3(01r)S [ciscouser-ISRRO...
FO 12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl

Create directory filename [isr4400-universalk9.dirl]?

Created dir bootflash:/isr4400-universalk9.dirl

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin
to

bootflash:isr4400-universalk9.dirl

Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command.

rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is valid shalhash: SHA-1 hash:

calculated 62f6235a:£c98eb3a:85cel83e:834f1cb3:8alf71dl

expected 62f6235a:fc98eb3a:85cel83e:834f1cb3:8alf71d1l

File size is 0x04b3dc00

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512
5

File is comprised of 21 fragments (0%)

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHAl checksum: ad09affd3f8820£f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg,
on: RPO

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843£fe246783b1d5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888££486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RPO/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RPO/0

Built: 2012-07-10_16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RPO/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge-BLD-BLD MCP DEV LATEST
20120710_164422SSA.pkg, on: RPO/1
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Built: 2012-07-10_16.22, by: mcpre
File SHAl checksum: eb72900ab32c1c50652888£f486c£370ac901dd7

Package: firmware sm 1t3e3, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3-BLD-BLD MCP_DEV_LATEST_
20120710_164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10 16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD MCP_DEV_LATEST_ 20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD_MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP1

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware_ attributes-BLD-BLD_ MCP_DEV_LATEST
20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp sp2700-BLD-BLD MCP_DEV LATEST
20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783b1ld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

xDSLNIM TOD 7 7—L9xzT7DT7vITFL—FK

xDSLEXy hI— A B —Tx2A AFPa—)L NIM) D77 —L 0T %7 v 771 —FR
T 5121, WOFNEEFEITLET,

1R BHHEIIZ

A A R =L FIZ CiscoIOSXE A A — (A== Ry hr—) BEHAL TN r—T%
packages.confE— R CEB)T 5L, V—F 2V rn—NEFTICT77—L Y =T %27 v 77 L—R
FIF TS —RTEET, Jr— AT OT v L— RNz, (77— A
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XDSLNIM T0 77 —L5 707 v ToL—F

DT Y TR —=V DA A M=) DRV a CEREHENTWAFRIEICHE D LENH Y
iﬁqo

CiscoIOS XE A A — U Z{#i L T, packages.conf &— R CT/L—& ZRE) L2V, 77—
AT T DT v T— REfEDHENC, IROFHESRFZRHTZ L TEBLER’H Y £5,

« 77— =T BTNy r—Y (NIM 77 —ADU=x7) % bootflash:/mydir {2 = &°— L &
ﬁ‘o

T Ty N T =LY T MU =T Ny r— UMY 7 A /L boot flash:/mydir/<10S-XE image>
WCESRZRE L, A==y —Ua R L X7,

e N— R 2T EVa— O} T Ay b2V —RLT, HHilLWIZ7y—AU =27 TEVa—
N EEN L ET,

» show platform software subdot x/y modulefirmware =~ > K& H LT, €2 — /2%
LW 7 —Ay 7 CEELZZ EEAHERLET,

FIRDOHE
1. CiscolOSXE A A—Y %7 —F7 7 vy amydir iZat—LET,
2. request platform software package expand file bootflash:/mydir /<IOSXEimage % {4
LT, A==y —U % EHLET,
3. reload,
4. boot bootflash:mydir/ /packages.conf,
5. copy NIM 7 7 —AL D=7 %7y r—% bootflash:mydir/ 7 + Vv Z 22— LET,
6. request platform software package install rp Ofilebootflash:/mydir/<firmware subpackage>
7. hw-modulesubslot x/y reload ZfEHI L T, HILW 77— AU =7 TEYV 2 — /L2 EH L %
D
8. show platform software subslot 0/2 modulefirmware Z i H L T, ¥ 2 —/L03H LW
Ty —Ly =7 CEEILI-Z EEERLET,
FED ¥
ARV RFERRETY a3 Y B#J
ATYT1|CiscolOSXEA A—V % T —h 7Ty amydir iZ|BELEZY 7 b =T A A—VDBRGERT 4 L7 B
av—L %7, UZlEpl LET,
fi TALVZ MUIZIEFA AV ERICARTZRETEE
Router# mkdir bootflash:mydir 7T

ATvT2

request platform software package expand file T N T =L I T NI T N r—T% A—
bootflash:/mydir /<IOSXEimage #AfEHL T, A— | X— o r—JICEB L7,

=Ry r—VaERLET,

1

Router# request platform software package expand

file

bootflash: /mydir/isr4400-universalk9.03.14.00.S.155-1.S-std. SPA.bin}

| oL29328-03
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ARV RFERETIVa Y

B8

AT v 73 |reload, ROMMON £— FZH#CLET, ZDOF— KT,
i - A—=R=Ry =T 7 A NVNDY 7 N =T %7
' 7T 4 T TEET,
Router# reload
rommon >
AT 74 |boot bootflash:mydir/ /packages.conf, Iuvya=27757A/) (packages.conf) D/XA

1

rommon 1 > boot bootflash:mydir/packages.conf

EATIERREL T, A— =Ry r— U5 E#) L
—é‘O

ATy TH

copy NIM 7 7 —ALD =T YT Ry =Tk
bootflash:mydir/ 7 + VX lZa e — L £ 7,

1 -

Router#copy
bootflash:isr4400-finmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg

bootflash:mydir/

NIM 7 7 — 20 =7 %73y r— % bootflash:mydir
IZae—LET,

ATvT6

request platform software package install rpOfile
bootflash: /mydir/<firmware subpackage>

fi

Router#equest platform software package install
rp 0 file

bootflash:mydir/isr4400-fimware nim xdsl .2014-11-17 11.05 3%n.SSA.pka

VT RN =T Nl —UNA A ML ENET,

ATy T17

hw-module subslot x/y reload Zf#ifl LT, #H LW
Ty =AUz T TEVa—LEEHLET,

1 -

Router#hw-module subslot 0/2 reload

N=RY 2T EVa—LOY 7 A0y h&2)a—F
LT, HILWT 7y =LA =2T7 TEY2—/LERE L
i—g—o

ATvT8

show platform software subsot 0/2 modulefirmware
EHEALC, EVa2a—ABH LT 7 —L =T T
EE)L7ZZ E MR LET,

1 -

Router# show platform software subslot 0/2 module)
firmware
Pe

LA VA N—IVENTZT 7 —L T =T DIN—
Vark#RrLET,

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

il

WIZ, W AT a2a— VT T 77— xT 2T v 7L —RKT56%2R~rLET,

Routermkdir bootflash:mydir

Create directory filename [mydir]?
Created dir bootflash:/mydir
Router#c

Router#copy bootflash:isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin bootflash:mydir/
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Destination filename [mydir/isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCcecceceeeeeeceecceecceeccececcee
CCCCCCCCCCCCCCcCCCCCCeeeeeeeeeeeeececeeeececececececececeecececececececececececececececececececececececececececececececc
CCCCCCCCCCCCCCcCCCCCeeeeeeeeeeeceeeececeeeecececececececececeeecececececececececececececececececececececececececececececececececc
CCCCCCCCCCCCCCcrCCCCCeeeeeeeeeeeeeeeceeececececececececececececeecececeecececececececececececececececcecececececececececececececc
CCCccC

425288648 bytes copied in 44.826 secs (9487544 bytes/sec)

Router#

Router#

Router#dir bootflash:mydir

Directory of bootflash:/mydir/

632738 -—rw- 425288648 Dec 12 2014 09:16:42 +00:00
isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin

7451738112 bytes total (474025984 bytes free)
Router#

Router#request platform software package

expand file bootflash:/mydir/isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin
Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router#reload
Proceed with reload? [confirm]

*Dec 12 09:26:09.874: $SYS-5-RELOAD: Reload requested by console. Reload Reason:
Reload Command.Dec 12 09:26:25.156 R0/0: $PMAN-5-EXITACTION: Process manager is exiting:
process exit with reload chassis code

Initializing Hardware

System integrity status: 00000610

Rom image verified correctly

System Bootstrap, Version 15.3(3r)S1l, RELEASE SOFTWARE
Copyright (c) 1994-2013 Dby cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
Cisco ISR4451-X/K9 platform with 4194304 Kbytes of main memory

rommon 1 boot bootflash:mydir/packages.conf

File size is 0x000028f1

Located mydir/packages.conf

Image size

10481 inode num 632741, bks cnt 3 blk size 8*512

#

File size is 0x150ae3cc

Located mydir/isr4400-mono-universalk9.03.14.00.S.155-1.S-std.SPA.pkg
Image size 353035212 inode num 356929, bks cnt 86191 blk size 8*512
FHEH A AR A R R R R R
FHEH A AR A R R R R
Boot image size = 353035212 (0x150ae3cc) bytes

Package header rev 1 structure detected

Calculating SHA-1 hash...done
validate package: SHA-1 hash:

Cisco4000 ') —XISRY 7 b7 avTJ4¥al—> 3> HA K, Ciscol0S XE17
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calculated 8e966678:8afb08f4:8a88bb8f:£fe591121:8bddf4b3

expected

8e966678:8afb08f4:8a88bb8f:fe591121:8bddf4b3

RSA Signed RELEASE Image Signature Verification Successful.

Package Load Test Latency : 3799 msec
Image validated

Dec 12 09:28:50.338 R0/0: %FLASH CHECK-3-DISK QUOTA: Flash disk quota exceeded

[free space i1s 61864 kB] - Please clean up files on bootflash.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Version 15.5(1)S,

RELEASE SOFTWARE (fcb)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2014 by Cisco Systems, Inc.
Compiled Thu 20-Nov-14 18:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems,

Inc.

All rights reserved. Certain components of Cisco IOS-XE software are

licensed under the GNU General Public License ("GPL")

Version 2.0. The

software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details,

see the

documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.

This product contains cryptographic features and is subject to United

States and local country laws governing import, export,
use. Delivery of Cisco cryptographic products does not imply

transfer and

third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you

agree to comply with applicable laws and regulations.

If you are unable

to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 1681388K/6147K bytes of memory.

Processor board ID FTX1736AJUT
2 Ethernet interfaces

4 Gigabit Ethernet interfaces
2 ATM interfaces
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32768K bytes of non-volatile configuration memory.
4194304K bytes of physical memory.
7393215K bytes of flash memory at bootflash:.

Press RETURN to get started!

*Dec 12 09:28:58.922:
%I0S_LICENSE IMAGE APPLICATION-6-LICENSE LEVEL:
Module name = esg Next reboot level = appxk9 and License = appxk9
*Dec 12 09:28:58.943:
%I0S_LICENSE IMAGE APPLICATION-6-LICENSE LEVEL:
Module name = esg Next reboot level = ipbasek9 and License = ipbasek9
*Dec 12 09:28:58.981:
%ISR_THROUGHPUT-6-LEVEL: Throughput level has been set to 1000000 kbps
*Dec 12 09:29:13.302: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface LsmpiO, changed state to up
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface EOBCO, changed state to up
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface GigabitEthernet0O, changed state to down
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface LIINO, changed state to up
*Dec 12 09:28:51.438: $CMRP-3-PFU MISSING:cmand: The platform does not detect a power
supply in slot 1
*Dec 12 09:29:01.256: %CMLIB-6-THROUGHPUT VALUE:cmand: Throughput license found,
throughput set to 1000000 kbps
*Dec 12 09:29:03.223: %CPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:03.238: SCPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:11.335: %CPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:11.645: SCPPHA-7-READY:cpp ha: CPP
*Dec 12 09:29:11.711: SIOSXE-6-PLATFORM:cpp cp:
Process CPP_PFILTER EA EVENT API CALL REGISTER
*Dec 12 09:29:16.280:
%I0SXE_MGMTVRF-6-CREATE_SUCCESS_INFO:
Management vrf Mgmt-intf created with ID 1, ipv4 table-id 0x1l, ipvé table-id 0x1E000001
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface LsmpiO, changed state to up
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface EOBCO, changed state to up
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO, changed state to down
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface LIINO, changed state to up
*Dec 12 09:29:17.521: %SYS-5-LOG_CONFIG_CHANGE: Buffer logging disabled
*Dec 12 09:29:18.867: %SYS-5-CONFIG I: Configured from memory by console
*Dec 12 09:29:18.870:
$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/0, interfaces disabled
*Dec 12 09:29:18.870:
$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/1, interfaces disabled
*Dec 12 09:29:18.871:
$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/2, interfaces disabled
*Dec 12 09:29:18.873:
$SPA_OIR-6-OFFLINECARD: SPA (ISR4451-X-4x1GE) offline in subslot 0/0
*Dec 12 09:29:18.874: $SPA _OIR-6-OFFLINECARD: SPA (NIM-VA-B) offline in subslot 0/1
*Dec 12 09:29:18.874: $SPA_OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
*Dec 12 09:29:18.876: %IOSXE OIR-6-INSCARD: Card (fp) inserted in slot FO
*Dec 12 09:29:18.876: %$IOSXE_OIR-6-ONLINECARD: Card (fp) online in slot FO
*Dec 12 09:29:18.882: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/0
*Dec 12 09:29:18.884: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/1
*Dec 12 09:29:18.884: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/2
*Dec 12 09:29:18.935: %$SYS-5-RESTART: System restarted --
Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Version 15.5(1)S,
RELEASE SOFTWARE (fcb)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2014 by Cisco Systems, Inc.
Compiled Thu 20-Nov-14 18:28 by mcpre
*Dec 12 09:29:18.895: %SPA-3-ENVMON NOT MONITORED:iomd: Environmental monitoring

preparing ucode

startup init

running init

loading and initialization complete

o O O o
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is not enabled for ISR4451-X-4x1GE[0/0]
*Dec 12 09:29:19.878: S$SLINK-5-CHANGED: Interface GigabitEthernetO,

changed state to administratively down

*Dec 12 09:29:22.419: %SPA OIR-6-ONLINECARD: SPA (ISR4451-X-4x1GE) online in subslot 0/0
*Dec 12 09:29:22.610: $SYS-6-BOOTTIME: Time taken to reboot after reload = 194 seconds
*Dec 12 09:29:24.354: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/0,

changed state to down

*Dec 12 09:29:24.415: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/2,

changed state to down

*Dec 12 09:29:24.417: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/3,

changed state to down

*Dec 12 09:29:30.919: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/0,

changed state to up

*Dec 12 09:29:30.925: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/2,

changed state to up

*Dec 12 09:29:30.936: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/3,

changed state to up

*Dec 12 09:29:31.919: S$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0/0, changed state to up

*Dec 12 09:29:31.930: $LINEPROTO-5-UPDOWN: Line protocol on

Interface GigabitEthernet0/0/2, changed state to up

*Dec 12 09:29:31.936: $LINEPROTO-5-UPDOWN: Line protocol on

Interface GigabitEthernet0/0/3, changed state to up

*Dec 12 09:29:34.147: $SSH-5-ENABLED: SSH 1.99 has been enabled

*Dec 12 09:30:29.152: %SPA OIR-6-ONLINECARD: SPA (NIM-VA-B) online in subslot 0/1
*Dec 12 09:30:29.470: $SPA_OIR-6-ONLINECARD: SPA (NIM-VAB-A) online in subslot 0/2
*Dec 12 09:30:31.152: $LINK-3-UPDOWN: Interface Ethernet0/1/0, changed state to down
*Dec 12 09:30:31.152: $LINK-3-UPDOWN: Interface ATM0/1/0, changed state to down

*Dec 12 09:30:31.470: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to down
*Dec 12 09:30:31.470: $LINK-3-UPDOWN: Interface ATM0/2/0, changed state to down

*Dec 12 09:31:03.074: $CONTROLLER-5-UPDOWN: Controller VDSL 0/2/0, changed state to up
*Dec 12 09:31:05.075: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to up
*Dec 12 09:31:06.076: $LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/2/0,
changed state to up

*Dec 12 09:31:12.559: $CONTROLLER-5-UPDOWN: Controller VDSL 0/1/0, changed state to up
*Dec 12 09:31:20.188: $LINK-3-UPDOWN: Interface ATM0/1/0, changed state to up

*Dec 12 09:31:21.188: $LINEPROTO-5-UPDOWN: Line protocol on Interface ATM0/1/0,
changed state to up

Router>

Router>en

Password:

Router#

Router#show controller vdsl 0/2/0

Controller VDSL 0/2/0 is UP

Daemon Status: UP

XTU-R (DS) XTU-C (US)

Chip Vendor ID: 'BDCM' 'BDCM'

Chip Vendor Specific: 0x0000 0xA41B

Chip Vendor Country: 0xB500 0xB500

Modem Vendor ID: 'CSCO' ! !

Modem Vendor Specific: 0x4602 0x0000

Modem Vendor Country: 0xB500 0x0000

Serial Number Near: FOC18426DQ8 4451-X/K15.5(1)S
Serial Number Far:

Modem Version Near: 15.5(1)s

Modem Version Far: Oxadlb

Modem Status(Ll): TC Sync (Showtime!)
DSL Config Mode: VDSL2
Trained Mode (Ll): G.993.2 (VDSL2) Profile 30a
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TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled
DELT state: not running

Failed full inits: O
Short inits: O
Failed short inits: 0

Modem FW Version: 4.14L.04
Modem PHY Version: A2pv6F039h.d24o rcl

Line 1:

XTU-R (DS) XTU-C (US)
Trellis: ON ON
SRA: disabled disabled
SRA count: 0 0
Bit swap: enabled enabled
Bit swap count: 9 0
Profile 30a: enabled
Line Attenuation: 3.5 dB 0.0 dB
Signal Attenuation: 0.0 dB 0.0 dB

Noise Margin: 30.9 dB
Attainable Rate: 200000
Actual Power: 13.3 dBm
Per Band Status:

12.4 dB

kbits/s 121186 kbits/s
7.2 dBm

Dl D2 D3 U0 Ul U2 U3

Line Attenuation (dB) : 0.9 1.5 5.5 N/A 0.1 0.9 3.8
Signal Attenuation(dB): 0.8 1.5 5.5 N/A 0.0 0.2 3.2
Noise Margin (dB) : 31.1 31.0 30.9 N/A 12.3 12.4 12.5
Total FECC: O 0

Total ES: O 0

Total SES: O 0

Total LOSS: O 0

Total UAS: 51 51

Total LPRS: O 0

Total LOFS: O 0

Total LOLS: O 0

DS Channell DS Channel0 US Channell US ChannelO

Speed (kbps) : NA 100014 NA 100014

SRA Previous Speed: NA 0 NA 0
Previous Speed: NA 0 NA 0
Reed-Solomon EC: NA 0 NA 0
CRC Errors: NA 0 NA 0

Header Errors: NA 0 NA 0
Interleave (ms): NA 9.00 NA 0.00
Actual INP: NA 4.00 NA 0.00

Training Log : Stopped
Training Log Filename : flash:vdsllog.bin

Router#
Router#

Routerf#copy bootflash:isr4400-firmware nim xdsl.2014-11-17_11.05_ 39n.SSA.pkg
bootflash:mydir/

Destination filename [mydir/isr4400-firmware nim xdsl1.2014-11-17 11.05 39n.SSA.pkg]?
Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCeeeeeeeeecceecceeeceeccecceece
CCCCCCcceecececececeecececeececeecececececeececececececececececececece

6640604 bytes copied in 1.365 secs (4864911 bytes/sec)

Router#

Cisco4000 ') —XISRY 7 bz 7 a2 J74Fal—a> A4 K. Ciscol0S XE17 .

| oL29328-03



PPANE S A R 7 I |
B osinmcnrr—nvz7o7yToL—8

Routerf#request platform software package install rp 0 file
bootflash:mydir/isr4400-firmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg
--- Starting local lock acquisition on RO ---

Finished local lock acquisition on RO

--- Starting file path checking ---
Finished file path checking

--- Starting image file verification ---
Checking image file names
Locating image files and validating name syntax
Found isr4400-firmware nim xdsl1.2014-11-17 11.05 39n.SSA.pkg
Verifying image file locations
Inspecting image file types
Processing image file constraints
Creating candidate provisioning file
Finished image file verification

--- Starting candidate package set construction ---
Verifying existing software set

Processing candidate provisioning file

Constructing working set for candidate package set
Constructing working set for running package set

Checking command output

Constructing merge of running and candidate packages

Checking if resulting candidate package set would be complete
Finished candidate package set construction

--- Starting ISSU compatiblity verficiation ---

Verifying image type compatibility

Checking IPC compatibility with running software

Checking candidate package set infrastructure compatibility
Checking infrastructure compatibility with running software
Checking package specific compatibility

Finished ISSU compatiblity verficiation

--- Starting impact testing ---
Checking operational impact of change
Finished impact testing

--- Starting list of software package changes ---
0ld files list:

Removed isr4400-firmware nim xds1.03.14.00.S.155-1.S-std.SPA.pkg
New files list:

Added isr4400-firmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg
Finished list of software package changes

--- Starting commit of software changes ---
Updating provisioning rollback files
Creating pending provisioning file
Committing provisioning file

Finished commit of software changes

--- Starting analysis of software changes ---
Finished analysis of software changes

--- Starting update running software ---
Blocking peer synchronization of operating information
Creating the command set placeholder directory

Finding latest command set

Finding latest command shortlist lookup file

Finding latest command shortlist file

Assembling CLI output libraries

Assembling CLI input libraries
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Skipping soft links for firmware upgrade
Skipping soft links for firmware upgrade

Assembling Dynamic configuration files

Applying interim IPC and database definitions
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03_14 00_S_FC5/contrib/rsync/clientserver.c(104)
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03_14 00_S_FC5/contrib/rsync/clientserver.c(104)
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl9
/release/03.14.00.S/BLD-V03_14_00_S FC5/contrib/rsync/clientserver.c(104)

Replacing running software

Replacing CLI software

Restarting software

Applying final IPC and database definitions
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03_14 00_S_FC5/contrib/rsync/clientserver.c(104)

Generating software version information

Notifying running software of updates

Unblocking peer synchronization of operating information
Unmounting old packages
Cleaning temporary installation files

Finished update running software

SUCCESS: Finished installing software.

Router#

Router#show platform software subslot 0/2 module firmware
Avg Load info

1.83 1.78 1.44 3/45 607

Kernel distribution info

Linux version 3.4.11-rtl9 (sapanwar@blr-atg-001) (gcc version 4.6.2
(Buildroot 2011.11) ) #3 SMP PREEMPT Fri Nov 7 09:26:19 IST 2014

Module firmware versions

Modem Fw Version: 4.14L.04
Modem Phy Version: A2pv6F039h.d24o rcl

Boot Loader: Secondry

Version: 1.1

Modem Up time

0D OH 25M 38S
Router#

Routerf#hw-module subslot 0/2 reload

Proceed with reload of module? [confirm]

Router#

*Dec 12 09:55:59.645: %IOSXEiolR—6—SOFT7RELOADSPA: SPA (NIM-VAB-A)
reloaded on subslot 0/2

[sender=2.

[sender=2.

[sender=2.

[sender=2.

*Dec 12 09:55:59.646: $SPA OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
*Dec 12 09:55:59.647: $CONTROLLER-5-UPDOWN: Controller VDSL 0/2/0, changed state to down
*Dec 12 09:57:22.514: new extended attributes received from iomd(slot 0 bay 2 board 0)

*Dec 12 09:57:22.514: %IOSXE OIR-6-SOFT RELOADSPA: SPA (NIM-VAB-A)
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reloaded on subslot 0/2

*Dec 12 09:57:22.515: %SPA OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
Router#
Router#

*Dec 12 09:58:35.471: $SPA_OIR-6-ONLINECARD: SPA (NIM-VAB-A) online in subslot 0/2
*Dec 12 09:58:37.470: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to down
*Dec 12 09:58:37.470: $LINK-3-UPDOWN: Interface ATM0/2/0, changed state to down
Router#

Router#show platform software subslot 0/2 module firmware
Avg Load info

0.84 0.23 0.08 1/45 598

Kernel distribution info

Linux version 3.4.11-rtl9 (sapanwar@blr-atg-001) (gcc version 4.6.2 (Buildroot 2011.11)
) #6 SMP PREEMPT Mon Nov 17 10:51:41 IST 2014

Module firmware versions

Modem Fw Version: 4.14L.04
Modem Phy Version: A2pv6F039n.d24o rcl

Boot Loader: Secondry
Version: 1.1
Modem Up time

0D OH OM 42S

Router#
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enable

configure terminal

interface GigabitEthernet slot/subslot/port

ip address ip-address mask [secondary] dhcp pool
negotiation auto

end

ok wh=
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AT 71 |enable FEHE EXEC E— RE2 LT,
11 NRAT—READLET (FEREIN=5HH) .
Router> enable
R w 72 |configure terminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : L/iﬁ‘o
Router# configure terminal
AT 73 |interface GigabitEthernet slot/subslot/port GigabitEthernet f > % —7 = A A ZHRELET,
I - GigabitEthernet : £ > % —7 = ADX A 7,
Router (config) # interface GigabitEthernet 0/0/1 edot: ¥ —TDAE Y NEH,
e/subdot : EH LAY 2y MR, AT via
() DRETT,
e/port : R— hFEZFA L H—T = A AFF, A
Tvia () BLETT,
AT 74 |ipaddress ip-address mask [secondary] dhcp pool | GigabitEthernet |2 IP 7 R L A &% 24 TE 4,
i +ipaddressip-address: f > % —7 = A ZADIP T
]\‘\I/Xo
Router (config-if)# ip address 10.0.0.1
255.255.255.0 dhcp pool emask : BEAT BN TWAIPY 7%y D<A
70
s seoondary (fEE)  REINTZT KL AZ®D
YHEUIPT RLALE LTHELET, Z0OF—
U— RPEARINTZHG. RESNTZT RLX
X774~V IPT RLARIZRY T,
edhcp : DHCPZ/t L TR I =— FENDHIPT
KL X,
* pool : B —71/L DHCP 7" — /L5 HEIIZERE
EMBIPT LA,
R w 75 |negotiation auto XTI m— gy B— NERIRLET,

1

Router (config-if) # negotiation auto

cauto: V7 ORAEIRI=—T 3 U EFETL
I

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17
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| ZERybrs&UHIROY FOBEE

1v8—7z420%% 5 |

ARV RFERFTIVaY =)

ATvT6

Router (config-if) # end

BAEOay 74 F¥alb—rarkyrarzikTrL
T. ¥ EXEC E— NITEY £,

AR =T A4 ADEKTE : Hi

RIZ, interfacegigabitEthernet =~ > REMHH L TA v ¥ —T7 oA ZAZBML, IPT RL 2%
RETHHZRLET, 00001XZA2y M7 Ay MAR—FE2RLET, A— MU0~ 3
DFE S DN TNET,

Router# show running-config interface gigabitEthernet 0/0/0
Building configuration...

Current configuration : 71 bytes

|

interface gigabitEthernet0/0/0

no ip address

negotiation auto

end

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface gigabitEthernet 0/0/0

FRTDLAVB—TTARAD) R FDET : Fi

| oL29328-03

Z OFITIE, show platform softwareinterfacesummary =~ > K3 X Ut show interfacessummary
av U REFEALT, $RRTOA v ¥ —T = A% ERLET,

Router# show platform software interface summary

Interface IHQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL
* GigabitEthernet0/0/0 0 0
* GigabitEthernet0/0/1 0 0
* GigabitEthernet0/0/2 0 0
* GigabitEthernet0/0/3 0 0
* GigabitEthernetO 0 0

Router# show interfaces summary
*: interface is up

IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface IHQ IQD OHQ 0QD RXBS RXPS TXBS TXPS TRTL
* GigabitEthernet0/0/0 0 0 0 0 0 0 0 0 0
* GigabitEthernet0/0/1 0 0 0 0 0 0 0 0 0
* GigabitEthernet0/0/2 0 0 0 0 0 0 0 0 0

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .
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* GigabitEthernet0/0/3 0 0 0

* GigabitEthernet

0 0 0

A3 =T A XZETHEROERT : 6l

&I, showipinterfacebrief =~ REZHHA LT, /1 v F—T =2 ZADIPIEFEFWE AT —F AD
B (R v Z—T 2 A AN RVIEREGT) 2R THHl 2R LET,

Router# show ip interface brief

Interface
GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2
GigabitEthernet0/0/3
GigabitEthernetO

IP-Address
10.0.0.1
unassigned
10.10.10.1
10.8.8.1
172.18.42.33

OK?
YES
YES
YES
YES
YES

Method
manual
NVRAM
NVRAM
NVRAM
NVRAM

A0y kBLUHTROY FOBEE |

Status

down

administratively down
up

up

up

. Cisco4000 ') —XISRY 7 bz 7 av74F¥al— 3> H4 K., Ciscol0S XE17

Protocol
down
down

up

up

up
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Cisco ThousandEyes T4 — 54 X T —
DIV TITUG—= 3 DERRAT A4V
b

Z OE Tl Cisco Thousand Eyes =2 ¥ —7' 7 A X 2=V = N T 7V r—39 VORAT 4
YT ONWTHBILET, ZOETHHTIHEIL. RO LEBY T,
* CiscoThousandEyes =2 ¥ — 7' 7 f A x—V = N 77V r—2a b OFRAT 47 (159
cHR—=PESNDT Ty b T F—L L AT HEE (161 ~X—2)
* CiscoThousandEyes 7 7' U 77— a2 DA VA h—)L L EZITOT—7 71— (161 <—)
T =V FONTA=ZDEER (166 <—)
T TV = a DT A AR (166 <X—)
s Cisco ThousandEyes 7 7'V 7 —2a > D b T TNy a—T 4 7 (166 ~X—)

Cisco ThousandEyes T2 —TJS5A X IT— Vb7 J
Jr—2a DRRT4 2T

| oL29328-03

CiscoThousandEyes |Z, XY NV =7 A VT IV V2 AT Ty N 74 —LTHY, =—TV =
FEEHL TS EIERTAREETL, XYy NV—2 T 7V =2 a ORI H—v A
BEE=HZTEETS, ZOT 7V =2 a 2L T, EVRACEELRTT Ry NU—7
BLOY— 22RO RV —2 2 FNZAZFRTE £, Cisco ThousandEyes 77U 77—
arid, WS AR, BEOAS v H =Ry bRy NU—I DRy FNT—T FTT 4T R
A VTNEALTT I TATICE=S—L, Xy M —INT =< AD5HTa34E L%
9, F72. Cisco ThousandEyes 7 7" U 77— 3 UNI—T 4 V7B I OT A 25— & Tl
SNT T r—va A ST S aotEREREE L, TSN TS AXRY 2 ADLE
H7e Rz el LET,

CiscoIOSXE V U —R 17.6.1 L\, 77V r—va v RAT 1 v JHREA L C. Cisco
ThousandEyes Enterprise Agent =1 . 7+ 7 7'V r—3 3 .- & LT Cisco 4000 > J — X #—t
AT —% (ISR) BT, 20—V x> b 77U 47— 2 iE, Cisco IOx

Cisco4000 > ') —XISRY 7 bz 7 avI74Falb— 3> H4 K, Ciscol0S XE17 .



Cisco Thousand Eyes T8 —F 54 X I—Sx o b 7IUr—2a o0k 74045 |
. Cisco ThousandEyes Enterprise T— = > b 7 71— 3 U DHEEIER

docker-type &= 7L = & H L Tdockerf A—v & LCEfTENET, 2 b —FF—RT
Cisco ThousandEyes % &% €7 5 HIEDFEMIZ W TIE, [Cisco SD-WAN Systems and Interfaces
Configuration Guide] ZZM L T 72 &0y,

1: ThousandEyes 7 7\) 77— a V& B3y hT—U DER

End-to-end visibility

«<

»
Public Cloud
@ providers

Branch el \ -
~ | ‘If/
i Internet
_________________ /" (ISPs, DNS CDNs, SWGs,
Public/Private Cloud)
\;_? r-:/
- -7 “ S
&@f’ N

Branch

Cisco ThousandEyesEnterprise T—> x> b 7 ) r—3 3 U DHEHEETE

#H

ROKIZ, ZOFEY 2— /LT LIZBRRICBET ) U —REHRERLET, ZORIEL, V7
F7=7 VU —R LAV TEEEOYR— MR EASNZEEDOY 7 by 2T VY =72
JERLTWET, ZOREIL., BT B WRY . ZnLEO—EDOY 7 by =7 J U —
ATHYHR—FINET,

77y b7 F— DY R— P BIOV RV T N 2T A A=V OV R— MIBET L EHRE R
9 HITIL, Cisco Feature Navigator Z {4 L &7, Cisco Feature Navigator {27 27 & 2§ 5 (Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,

% 17: Cisco ThousandEyes Enterprise T— = > b 7 71) r—3 3 L O #EEER

e )1 —= PEEETRHR

Cisco ThousandEyes Cisco IOS XE | Cisco ThousandEyes Enterprise Agent 7 7" U /77— 3 >

Enterprise Agent 77U |17.7.1a IZ1E, T8 AMD R AL F— L% —3— (DNS)

TmYa s DRAT A L WM E RS DHAENEA SN TVET, Z O

7 Ji{klZ X W . vManage ThousandEyes #§fE7 > 7 L —
FDODNS 7 o —/V RiZA T v a DT A—=2|T7
DELZ

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
0L-29328-03 |


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/sdwan-thousandeyes.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/sdwan-thousandeyes.html
http://www.cisco.com/go/cfn

| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY
PR—rEndTI5y r7r—Le 27 LEH ]

HERER J1)—=x A LE

Cisco ThousandEyes CiscolOSXE | 7 7Y r—a v RAT 4 v JHstER T F L L
Enterprise Agent 771 [17.6.1 THALT. V=T (7 P55y 74— A TEF
Tova Y DRAT A S5 ThousandEyes =— 3 = > b 77U r—3 3 >
7 EHATHIET, AV ¥ =%y b, /TY TR

WA F— BROZ =TT XA Ry NU—7IC
B9 L e e otrE sz T r 7 r—var o
I AN o A L TE £,

HiR—bEINDTIY b ITr—LESRATLER
WORIZ, YR—"ENDT Ty 74—V AT LB ERLET,

R1B:YHR—bENBT5Y b IT+r—LEVRATLER

TS9 bT+—L J—rI77v2a FRUR hL— DRAM

Cisco ISR 4000 2 Y — %
ISR446x 8 GB NIM-SSD  (4h1) 8 GB. 16 GB, 32 GB
ISR4451 8 GB NIM-SSD  (4M) 8 GB. 16 GB
ISR4351/31 16 GB NIM-SSD  (4+5) 8 GB, 16 GB
ISR4321 8 GB NIM-SSD (4}) 8 GB
ISR4221X 8 GB NIM-SSD  (41365) 8 GB

\}

(GE)  Cisco ThousandEyes Enterprise Agent % #1779 572 D /N DRAM B8 L VA h L— U D E(X 8
GB T%, T34 R+ AEY £201FA FL—U R R0EAE, DRAMA2T v 77 L— R
T 50, EFIIIM2USBREDHEA ML —UZBINT 52 2O LET, AR
VY =27 7)) r—a U EEITT DD+ TRWEES., CiscolOxiZTm 7 — X vt—
VEARLET,

Cisco ThousandEyes 7 71— 3 DA VR k=)L &
EITODT—Y 70—

/34 A|Z Cisco ThousandEyes f A — %A A h—/L L CFEITT DT, ROFIEEFEITL
e

Cisco4000 >')—XISRY T bz 7 AT 4F¥aL—3 > 4 K, Ciscol0S XE17
| oL29328-03



CiscoThousand Eyes T2 —JFS5A X I—Sx o b 7 U —2av0hR T4 05 |
. Cisco ThousandEyes 7 74— 3 V&KX B0 —9 70—

AT w71 Cisco ThousandEyes R —Z /L TH LWT B 7 hEAER L ET,
AT T2 V7 2T OF T a— KX—=UM5 Cisco ThousandEyes 7 7'V 7 — a2 v Xy r—Y % X7 a— K
L, Z—= V= b=V a 402 %ML TS 2 L 2B LET,
RTYT3 THRAATA A=V Eab—LET,
RTFYTE A A—VEA A=A L TRBLET,
ATvTS ==V hearybe—J 18 LET,
GE) CiscolOSXE 17.6.1 ¥ 7 h U =7 & & $1Z Cisco ThousandEyes 7 7'V r—3 3 LNy r— U %4
RN—=N 2577y N7+ —L%&FL LA, CiscoThousandEyes 7 7 U r—3 3 /Ny r—
BTN ADT =+ 7Ty v a THEATEET,

Cisco ThousandEyes 7 7 1) r—> 3 V%KAM 57— 70—

TV Ir—varvhk A A M=V L TERET AT, ROFINEEZETLET,

1R BRI

Cisco ThousandEyes IR—Z /L CH LWT B 7 v h&EAEK L, b—2 &4 L £9, Cisco
ThousandEyes =— Y = > h 77U r—va s id, 2O h—27 U Z#H LT, 1IE LW Cisco
ThousandEyes 7 H 7 F&F8GEL, T=v 7 A LET, F—2NEHTHDLEND A v
T —UNERINTHGEIT, FOMED ST TNy a—T > 7 %4T 5 121X, Cisco ThousandEyes
TV = a DT TN a—=T 47 (166-—) OkTarEBRLTIEEN,

)

GE)  ELWhb—Z7 & FAf =20 %—3— (DNS) [FRERET D L. 734 AN HBIH
HanEd,

ATV T1 FNRAATCiscolOX 77V r—a VEBREAZANCLET,
¢ FF SD-WAN (HIYFE—R) A A—JICFkoa~ry REFEHLET,

config terminal
iox

end

write

¢+ SD-WAN (a2 b —FF—K) f A=IZiTkDa~r REERALET,

config-transaction
iox
commit

Cisco4000 >')—XISRY T bz 7 avT4F¥alL—3 > H4 K. Ciscol0S XE17
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https://app.thousandeyes.com/settings/agents/enterprise/?section=agents&add-agent

| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY
Cisco ThousandEyes 7 7)) r—3 3 V% RA +F57—H JA— .

ATY T2 10x a2~y RBZTFANLNLEGET, BRI L T D, showiox 2> REMHEHA L TIOx 7k X
NEIEL TWANE I MERERLE T, T, show IOxman 7B ANEITHFTH D & RRINDHMLE
NHFET,

Device #show iox

IOx Infrastructure Summary:

I0x service (CAF) 10.11.0.0 : Running
I0Ox service (HA) : Not Supported
I0x service (IOxman) : Running
IOx service (Sec storage) : Not Supported
Libvirtd 1.3.4 : Running

AT w73 ThousandByes 7 7' U &7 —3 = o LXC tarball 237 731 A D bootflash: THEMARETH D Z L AR L E T,

ATy T4 R — FV—TF A 2 —T = A A%&VERK LT, Cisco ThousandEyes 7 7'V 77— a3 > ~D KT 7 4 v
JIRAEANLUET,
interface VirtualPortGroup O

ip address 192.168.35.1 255.255.255.0
exit

ATy TS EfEN =2 v EFERALTC, 77V —a RAT 4 TV r—a U ERELET,

app-hosting appid te
app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2 netmask 255.255.255.0
app-default-gateway 192.168.35.1 guest-interface 0
app-resource docker
prepend-pkg-opts [ Required to get the default run-time options from package.yaml

run-opts 1 "--hostname thousandeyes"
run-opts 2 "-e TEAGENT ACCOUNT TOKEN=<ThousandEyes token>"
run-opts 3 "-e TEAGENT PROXY TYPE=STATIC -e TEAGENT PROXY LOCATION=proxy.something.other:80"

name-server0O 10.75.75.75 [J ISP’s DNS server
end

app-hosting appid te
app-resource docker
prepend-pkg-opts
run-opts 2 “--hostname
GE) 7'a % U EIX, CiscoThousandEyes =— = > bR 7B F L7 LT, ¥ —Fy MZT 7 kA
TERWERICOBMEATEET, £/2, RAMRIIA T a0 T, A A F—/LEHIAR A
N4 EFRE L7 WGE . T 734 AD KR A M4 78 Cisco ThousandEyes = —3 = > DR A M4 &
L’Cﬁ)ﬂ SINFET, T/ ADKRA M Cisco ThousandEyes A — # /WIZFK R I 1EJ, DNS
— ALY — N {FHILA T T g > T9, Cisco ThousandEyes T— =2 BT T A X—KIP T
% VRAEERT 25615, NAT B CT A A~OH G AL LET,

ATFw 76 ingal a~ > REERALTT AV A —2 a3 VBT RNAL AL VA M—LENTEEIL, TFV A r— 9
FHEBMICETT AL sart