AR I)LOEWE

« FA Rz VOEME (1 —)

IAM A VY AX A — LOER (1 2—)

« Cisco Catalyst 8000V A > A X L ZA~DIAM A Y AHX A —/LOEY YT (3 2—)
CHILWA VAR ASNDIAM A AR Za—)LDEN) YT (4 2—3)

e FA R = VD] (5—)

AR I)LOETE

AWS THEATH @ Cisco Catalyst 8000V T4 A ¥ = /LA HHCT HIZIL, IAM A AKX A
m—/LEER L, EC2H—E X L OEFHBREZMILE T, IAMA » AZ A — /L& BEfFD
Cisco Catalyst 8000V A > A X L AZEID B THD, ZNEHLIAM A U AX Aa—)LEZH L
U Cisco Catalyst 8000V A > A X > AZEI Y Y THNERIRTE £,

INHDH AT BELTT B IIFEOFEIIZ OV T, [Cisco Catalyst 8000V ~D IAM A > A X
vAr—LOEIY YT L [ L Cisco Catalyst 8000V ~D IAM A > A X Au—/LDOEY
BT L TLIIEIN,

RIZ, Cisco Catalyst 8000V TZDE DX EFIRZFATL, VA M = VEZHAEET,

IAM £ XA 20— )LDERK

1 IAM v — V2R DHEREZFFOEEIE & LT, AWSIZH A o/ LET,
2. [EC2]1%7 Vw7 LT, EQ2Qaryy— Lzl ET,

3. [IAM] %7 Vw27 LT, IAM 2 Y — &R LET,

4, [Roles] =7 U7 LET,

gZ2 vz oMt ]



2oz Lot |
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1:IAMA > RZ 2 XA—)L

rch |AM

(A
(4 +]
(ak]
0

| Dashboard
Groups
Users

Roles
_ Policies
Identity providers
Account settings

Credential report

Encryption keys

366961

5. [Create New Role] 27 U v 7 L£7,
6. TV ou— V04 E AT LET,
7.  [Continue] #7 U » 7 LET,
8 XA TEENLET,

B 7xrozroanit
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10.

11.

12.

13.

Cisco Catalyst 8000V £ > X2 Y AADIAM A VXA A2 2 O0—)LDE|Y KT .

B2:IAMA v R B AA—)LE AT

Select role type
© AWS Service Role

» Amazon EC2

Select
Allows EC2 instances to call AWS services on your behalf.

» AWS Directory Service

Select
Allows AWS Directory Service to manage access for existing directory users and groups tc AWS senvices.

» AWS Lambda

N Select
Allows Lambda Function to call AWS services on your behalf.

» Amazon Redshift

Select
Allows Amazon Redshift Clusters to call AWS services on your behalf

» AWS Batch Service Role

Select
Allows AWS Batch to create and manage AWS resources on your behalf

AWS service-linked role
Role for cross-account access

Role for identity provider access

366960

Amazon EC2 v —/L X% A FIZBILC, [Select] #27 V7 LET,
ZOBEICL Y, EC2 H—E R L OSBRSS SNET,
[Set Permissions] C. [Select Policy Template] &2 U v 2 LE 7,

[Select] #7 Vv 27 LT, 7> 7L —F ([Amazon S3 Full Access] 72 &) %I L £,
BEOV—EAZBRIRNTEET, 77 BRAZIOHICFHEMICIEET 2I21E, 2047 =
VEEHLET, e xE IAM A U AX AT —UT S3 Ny B DR ALY &
TRl 5 —H T, S3AT Y hAaDEZ AT LRWVREICTHIENTEET,

m—N A A LET,
[Create Role] 2 U v 7 LET,

Cisco Catalyst8000V f X3 VAADIAM A VXA Z VX
O—J)LDENY HT

IAM AV AF A0 —)LDIREIL. AR 2 b~DT 78 AZKHAETIEIH Y 8 A, S1T0
2. HELTELSE, F—FHIFXAY—RZHEHLTAWS T I U NORFEDZ T 4T 4
T 7B ATE D L1757, CiscoCatalyst 8000V A > AKX L ADT T3 7 MEWZIRAT
THMENRRL 2D F,

ATy T1 [EC2l %27 V7 LT, EQQ¥ v adR— R E4,

ATvw T2 —HEFIR Iz Cisco Catalyst 8000V A > A X L ADWT AR INL, 457 Y v 7 LT [Instance Setup] %
HR L E£9, KIT. [Attach/Replace IAM Role] Z 4R L 97,

ATYFT3 Fry7Zo ARG, URNERLIZIAM A VA X v Ar— LA L7,
AT w74 Cisco Catalyst 8000V T D CLI%E 2~ K% AJ) L. Cisco Catalyst 8000V % FHiELE) L £ 7,

gZ2 vz oMt ]
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. FLOUSMREZUVZRADIAM A VX Z o ZAA—ILOEIY BT

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config)# interface GigabitEthernetl

config-if)# ip address dhcp

config-if)# ip nat outside

config-if)# exit

config)# interface VirtualPortGroupO

config-if)# ip address 192.168.35.1 255.255.255.0

config-if)# ip nat inside

config-if)# exit

config)# ip nat inside source list GS_NAT ACL interface GigabitEthernetl overload
config)# ip access-list standard GS_NAT ACL

Router (config) # permit 192.168.0.0 0.0.255.255

Router (config) # app-hosting appid guestshell

Router (config-app-hosting) # vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default
Router (config-app-hosting) # resource profile custom cpu 1500 memory 512

Router (config-app-hosting) # exit

Router (config) # exit

Router# guestshell enable

Router# guestshell run python

HLWAA VR AVZAADIAMA VR AA—)LOEY

3T

ATy I
ATy T2
ATvT3

ATy T4

WO FNEIZ, H L\ Cisco Catalyst 8000V - > A X o ADIERHFIZIAM A  AX A — /L&
Cisco Catalyst 8000V [ZHI D 2 T2 HEL R L TVET,

EC2 A > A K A & LTHi L\ Cisco Catalyst 8000V ZHZE L, A VAKX AKX A T HIBIR L F7,

[Next: Configure Instance Details] 22 U v 7 L ¥4,

WD2OD ) bLWTNIOFNEEFEITLET,

a) [IAMrole] 7¥ A Ry 7 A% 27 V7 LT, Ray X7 A RRRLEFOIAMA VA X A1 —
IVETERLET,

b) [Createnew IAMrole] %7 U > 7 LT, HILWIAM A v A ¥ 2 —/LZ{ER L E T,

Cisco Catalyst 8000V A > AX L ATIRD CLIREaA~Y RE AN L, A Vv AX A EFEBHLET,

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config)# interface GigabitEthernetl

config-if)# ip address dhcp

config-if)# ip nat outside

config-if)# exit

config)# interface VirtualPortGroupO

config-if)# ip address 192.168.35.1 255.255.255.0

config-if)# ip nat inside

config-if)# exit

config)# ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
config)# ip access-list standard GS_NAT ACL

Router (config) # permit 192.168.0.0 0.0.255.255

Router (config) # app-hosting appid guestshell

Router (config-app-hosting) # vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default
Router (config-app-hosting) # resource profile custom cpu 1500 memory 512
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Router (config-app-hosting) # exit
Router (config) # exit

Router# guestshell enable
Router# guestshell run python

FZX Rz )LOA

W OB, Cisco Catalyst 8000V A > AX L ADF AR =)V TRy —V %Xy rn— K45
FiEL oER A Rz awy ROW OhERLTOVET,

1.

yum ¥ REEpips I~ FEFEHL TRy r =V A VA =L LET, &2
5i\ [guestshell@guestshell ~] sudo pip3 install awscli I ~¥ K& AN L T. AWSCLI
& Amazon SDK % A A h— /L L ET,

[guestshell@guestshell ~]$ sudo pip3 install awscli
WARNING: Running pip install with root privileges is generally not a good idea. Try
‘pip3 install --user’ instead.
Collecting awscli
Downloading
hites: //files pythartested. arg/eackenes/ce/33/6£2006 00033381 ad A1 I I8 a3 fae? 32380031 577154220 Ic/anscli-1.18. 1502 oy 3-rare-ary.whil.
(3.4MB)
100% | ####fffdddddddH4H4 444444444444 3.4MB 369kB/s
Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from awscli)
Downloading
hitps://files pythorhested. ary/feackages/9/dc/45a0ef A1 S8Pa31 6311 Teaab 108:08PP0RR s 43 7a0s50cs/clarare-0.4. 302 o3 rae-ay.whl
Collecting s3transfer<0.4.0,>=0.3.0 (from awscli)
Downloading
httes: //files pytroosted. any/feadkenes/6%/ 719/etaf3 BI04l 60f TAIdIARASA 11 FHAPA0T7a26f2908B/s3arsfer-0.3. 3 p2. py3rae-ay.whl
(69kB)
100% | ####ffddddddddHHHH4 4SS HH4444| 71kB 7.3MB/s
Collecting docutils<0.16,>=0.10 (from awscli)
Downloading
hitps://files.pythahosted. arg/eackeges/22/ad/ atea990a61 99180d0b5 02 30Ad0 51 AARBBIBA il lees0ctel/don 1ti1s-0. 15. 2403 mre-ary.whl
(547kB)
100% | ####ffddfddftHH4H4 4444 4SS H44444| 5S52kB 2.1MB/s
Collecting PyYAML<5.4,>=3.10; python version != "3.4" (from awscli)
Downloading
hittps: //files. pythonhosted. org/ackages/64/c2/080047c Tac24 7895016 7609832541 1ed55 72£35d e fF9cae1d321 512¢/PYWAML-5. 3. 1. tar.gz
(269kB)
100% | ####fffddddHHHH44 44 HHSHHHHHHH4E| 276kB 3.6MB/s
Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from awscli)
Downloading
hites: //files. pytharhested. org/cackages/26/£8/812 7108029410441 21d20eac T 785£8081 0215909844796 /a61 030eaftdo/rsa4. Soy2 . py3-nare-arny .whl
Collecting botocore==1.18.16 (from awscli)
Downloading
httes: //files pytroosted. any/feadkenes/20/ %/ afeAld e 01186930835 B3 A a6 Iee? 380 K] Teapdee 320 3 ontonare-1.18. 1602 py3-rare-ary.whl
(6.7MB)
100% | ####fffdddddddHHH44 4SS S HHH4#4E| 6.7MB 173kB/s
Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version != "3.4"->awscli)
Downloading
hitps://files.pythatosted. ag/eackenes/62/ 1e/aHa83635f 234 7506003548324 Tee TefcbcaS 39329 I0fE3 083 fovasil-0.4.8- o2 o3 rae-ay.whl
(77kB)
100% | ####ffddddddddtdHH4 4444444444444 B81lkB 7.5MB/s
Collecting urllib3<1.26,>=1.20; python version != "3.4" (from
botocore==1.18.16->awscli)
Downloading
hitps: //files pytratosted. arg/eackages/9f/10/a391d1463330123379
(127kB)

03!

AT B0 A 1103-1.25. 10-p 2. o3 rore-ay.whl
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100% | #4444 4444444444444 133kB 6.1MB/s
Collecting python-dateutil<3.0.0,>=2.1 (from botocore==1.18.16->awscli)
Downloading
hitps://files pythorhested. argy/feeckeces /0 10/CEAN 3R B 586224 TeeB830 0900ed30G Zorehdl 340786l sdy/oython ditrati1-2.8.1-p 2. p3 roeary.vhl.
(227kB)
100% | #4444 4444444444444 235kB 4.0MB/s
Collecting jmespath<1.0.0,>=0.7.1 (from botocore==1.18.16->awscli)
Downloading
hitps://files pytharosted. arg/ieadkeges/07/doy/ 500127 206fa82301 c9e0acc0AARaaf 5B 7709320e346906501 39/ regeatr0.10.0-p 2. o 3-rareary.whl.
Collecting six>=1.5 (from python-dateutil<3.0.0,>=2.1->botocore==1.18.16->awscli)
Downloading
hityes://files.pytharhosted. arg/eackeges/es/ £f/480de500f01 3094072940031 oe2a24 T Al cH20924a8:43A04078a/s1%-1.15. 002 oy 3-nare-ary .whil
Installing collected packages: colorama, urllib3, six, python-dateutil, jmespath,
botocore, s3transfer, docutils, PyYAML, pyasnl, rsa, awscli
Running setup.py install for PyYAML ... done
Successfully installed PyYAML-5.3.1 awscli-1.18.157 botocore-1.18.16 colorama-0.4.3
docutils-0.15.2 jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5
s3transfer-0.3.3 six-1.15.0 urllib3-1.25.10
[guestshell@guestshell ~]$ aws s3 1ls c8kv
Unable to locate credentials. You can configure credentials by running "aws configure"

AWS CLI % A > A ]\b‘/l/bficj\ aws s3 1s fafg@ aws s3 AV ]‘%fﬂjjbij‘o

[guestshell@guestshell ~]$ aws s3 1ls c8kv

2020-10-14 19:44:08 433546509 upgrade.bin

[guestshell@guestshell ~]1$%

sudo pip3 install csr_aws_guestshell ¥/ Kz H LT, ANV S/ R %’fé\h
Cisco Catalyst 8000V AWS /Xy r— L& X m— R TEET,

]

[guestshell@guestshell ~]$ sudo pip3 install csr_aws guestshell
WARNING: Running pip install with root privileges is generally not a good idea. Try

‘pip3 install --user’ instead.
Collecting csr_aws guestshell
Downloading

hitpes://files joythartosted. argy/ackeges/42/27/CT12 1261 66680000223 A48 Sl 088092581 1991 61 2B1a080s/csre ans guestehel1-0.0.17.dev.tar.oz

Collecting awscli (from csr aws guestshell)

Downloading

hitpes://files pythorhosted. ary/feedkeges/ 23/ 1/ 20550046l 833323000 3675591 cad 201 233ABC3 Al diiosdll Tce/anscl i-1.18. 1620, 2. py3-rare-any.vihl.
(3.4MB)

100% |#####44HhHa44HHH#444 4444444444 3.4MB 352kB/s

Collecting boto (from csr aws guestshell)

Downloading

hits://fles. pythartosted. arg/feackenes/23/10/d1578c2 729802944424 7721 91 Goo=20d01 820501 620ec TE2caldoci3 Aoto-2.49. 002 oy3-rare-any.whl
(1.4MB)

100% |#####44HtH444fHH4444 4444444444 1.4MB 794kB/s

Collecting boto3 (from csr aws guestshell)

Downloading

hittps: //files . pythorhested. arg/feackanes/30/30/c3065c39836580- 3c30i5a2 Tt Sbaradt 75330506 1934305599830 /loota3-1. 16. 2-0y2.oy3nore-ary . whl
(129kB)

100% |#####H44HhH44HHHH444 4444444444 133kB 7.2MB/s

Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from

awscli->csr aws guestshell)

Downloading

hittps: //files. pythahosted. arg/eackages/26/£8/81 273380240441 21d202ac T 7185681021 5909844796 /a6 030a0lc6/ rsa4. . 5ov2. oy3nare-any . whl

Collecting botocore==1.19.2 (from awscli->csr aws guestshell)

Downloading
(6.7MB)
100% | #4444 6.7MB 164KkB/s
Collecting PyYAMI<5.4,>=3.10; python version != "3.4" (from awscli->csr aws_ guestshell)
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Downloading

https: //files.pythonhosted. org/ackages/64/c2/8004 7cTac2478£95016 7609882541 1ed55 72£ 3501 bef f9cae07d321 512¢/PYAML-5 . 3. 1 . tar .z
(269kB)

100% | #4444 4444444444444 276kB 3.6MB/s

Collecting s3transfer<0.4.0,>=0.3.0 (from awscli->csr aws guestshell)

Downloading

hitps://files. poythorhested.arg/feackanes/69/ 79/etafic3iBoAe6ceiotof0f A ICRARA TER 1 FHANC T Ta26fa90803/sBaansfer-0. 3. 3 p 2. o3 raeay.wil
(69kB)

100% | #4444 44444444444 71kB 7.6MB/s

Collecting docutils<0.16,>=0.10 (from awscli->csr_aws_guestshell)

Downloading

hitpes: //files pythahosted. argy/feackanes/22/ad/ateadb a1 991 8adobE0230Ad1 51 HACHAAIBBI3 Af fdless0cie8/cbaiti 1s-0.15. 2403 nare-any.whl
(547%B)

100% | #4444 4444444444444 552kB 1.9MB/s

Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from

awscli->csr aws guestshell)

Downloading

hittps://files. pythahosted. arg/frackanes/(c9/0/45c0ef ToAd1 1980963160311 7eadb 70820802992 fecc1 43 Ta0abacs/colararer0.4. 3 o2 oy 3nare-ary.whl.

Collecting jmespath<1.0.0,>=0.7.1 (from boto3->csr aws_guestshell)

Downloading

hitps://files pytharosted. arg/eadkeges/07/dy/ 500127 206fa82301 c9e0acc0A AR 5B 7709320e346906501 39/ regeathr0.10.0-p 2. o3 rare-ary.whl.

Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version !=

"3.4"->awscli->csr_aws_guestshell)

Downloading

hittps: //files pytharthested. ary/feadkanes/62/1e/ aA8635 304t 7£506003548005244 Taes Tafbeab3 329 0fe3063E fovaanl-0.4.8- 02 .oy3nore-ary.whl
(77kB)

100% | #4444 4444444444444 81kB 9.4MB/s

Collecting urllib3<1.26,>=1.25.4; python version != "3.4" (from
botocore==1.19.2->awscli->csr aws_guestshell)
Downloading

hitps://fles. pythatosted. ary/feadkenss/S6/a/4ef5ea6 1a0825056d01 2425308262331 S3AGAEBFBICIfaAlerd R A 11153-1.25. 11-p2. oy 3rareay.whl
(127kB)

100% | #4444 4444444444 133kB 6.5MB/s

Collecting python-dateutil<3.0.0,>=2.1 (from

botocore==1.19.2->awscli->csr aws_guestshell)

Downloading

hitps://files pythorhested. argy/feeckecgsy/0A/ T0/CEAN 3R B 586224 TeeB830 0900ed30G Zorehdl 340786l sdy/oython ditati1-2.8.1-p 2. p3 roeary.vhl.
(227kB)

100% | #4444 4444444444444 | 235kB 4.6MB/s

Collecting six>=1.5 (from

python-dateutil<3.0.0,>=2.1->botocore==1.19.2->awscli->csr_aws_guestshell)

Downloading

hityes://files.pytharhosted. arg/eackeges/es/ £f/480de500f01 3094072940031 oe2a24 T Al c20924a8:43A04078a/s1%-1.15. 002 oy 3-nare-ary .whil.

Installing collected packages: pyasnl, rsa, urllib3, six, python-dateutil, jmespath,
botocore, PyYAML, s3transfer, docutils, colorama, awscli, boto, boto3,

csr-aws-guestshell

Running setup.py install for PyYAML ... done

Running setup.py install for csr-aws-guestshell ... done

Successfully installed PyYAML-5.3.1 awscli-1.18.162 boto-2.49.0 boto3-1.16.2

botocore-1.19.2 colorama-0.4.3 csr-aws-guestshell-0.0.17.dev0 docutils-0.15.2

jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5 s3transfer-0.3.3 six-1.15.0
urllipb3-1.25.11

WDAZ Y 7 KD esr_aws guestshell /Xy 7 —IZEENTWVET,
get-metadata.py : AWS NH A U AX AR ZT =2 ERFF L TH N LET,

get-route-table.py : VPC DA > AKX A% )b— k, Jb— hT—T7 )b BEATT 25 o THS
LiTO

save-config-to-s3.py : Cisco IOS XE CLI =~ > R4 S3 /\F7 v MIfRFLET,
save-tech-support-to-s3.py : 77 =V — FOH )% S3 3 v MIRIFLET,
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load-bin-from-s3.py : Cisco Catalyst 8000V fi® bin7 7 f V& X 7> ue—RKLTYu—FKL
\i ﬁqo

get-stat-drop.py : CLI #EaHE#H 2 Hifs L T, CloudWatch (27 v ¥ 2 LE T,
capture-interface.py : B2 3% CiscoIOS XE CLI =~ RZFE LT, —EHH
Ty beXxy T Fy Ltk 77 AV S3IZT v T u—RFLET,

ROFI T, load-bin-from-s3.py A7 U 7 253 S3 7v6H/34 F U A — R L, Cisco Catalyst
8000V A A — & fE L £ 7,
[guestshell@guestshell ~]$ load-bin-from-s3.py csrlkv ultra 167.bin

/bootflash/ultra 167.bin 446866343 / 446866343 (100.00%)
Download Complete

GE)

csr_aws_guestshell /Ny /7 —d, 51 &HEE Cisco Catalyst 8000V & #E) L £4,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



