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* c5n.18xlarge, cS5n.4xlarge

* co6in.8xlarge, c6in.2xlarge, c6in.xlarge,
coin.large

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .
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AWS T Cisco Catalyst 8000V DB |

1) —RES

HYR—rENTWES VREVREAT

Cisco IOS XE 17.12.2,
Cisco IOS XE 17.12.1

* t3.medium
* c5.9xlarge, c5.2xlarge, c5.xlarge, cS.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge.
c5Sn.2xlarge, cSn.xlarge, cSn.large

Cisco IOS XE 17.11.1a

* t3.medium
* c5.9xlarge, c5.2xlarge, c5.xlarge, c5.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge.
cSn.2xlarge, cSn.xlarge, cSn.large

Cisco IOS XE 17.10.1a

* t3.medium
* c5.9xlarge, c5.2xlarge, c5.xlarge, c5.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge.
cSn.2xlarge, cSn.xlarge, cSn.large

Cisco IOS XE 17.9.4a
Cisco IOS XE 17.9.4

Cisco IOS XE 17.9.3a
Cisco IOS XE 17.9.2a
Cisco IOS XE 17.9.1a

* t3.medium

* c5.9xlarge. c5.4xlarge, c5.2xlarge,
cS.xlarge. c5.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge,
cSn.2xlarge, cSn.xlarge, c5n.large

CiscoIOS XE 17.8.1a

* t3.medium

* c5.9xlarge. c5.4xlarge, c5.2xlarge,
cS.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge, c5n.2xlarge.
cSn.xlarge, c5n.large

Cisco IOS XE 17.7.2
Cisco IOS XE 17.7.1a

* t3.medium

* c5.9xlarge, cS5.4xlarge, c5.2xlarge,
c5.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge, cSn.2xlarge,
cSn.xlarge, cSn.large

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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1) —RES

HYR—rENTWES VREVREAT

Cisco IOS XE 17.6.6a
Cisco IOS XE 17.6.6
Cisco IOS XE 17.6.5a
Cisco IOS XE 17.6.5
Cisco IOS XE 17.6.4

* t3.medium

* c5.9xlarge, cS5.4xlarge, c5.2xlarge,
c5.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge, cSn.2xlarge,
cSn.xlarge, cSn.large

Cisco IOS XE 17.6.3a
Cisco IOS XE 17.6.2
Cisco IOS XE 17.6.1a

Cisco IOS XE 17.5.1a * t3.medium. t2.medium

* c4.8xlarge. c4.4xlarge, c4.2xlarge,
c4.xlarge, c4.large

* c5.9xlarge, c5.4xlarge, c5.2xlarge,
cS.xlarge, c5.large

* cSn.9xlarge, c5n.4xlarge, cS5n.2xlarge,
cSn.xlarge, cSn.large

CiscoIOS XE 17.4.2
Cisco IOS XE 17.4.1b
CiscoIOS XE 17.4.1a

* t3.medium, t2.medium

* c4.8xlarge. c4.4xlarge, c4.2xlarge,
cd.xlarge, c4.large

* c5.9xlarge. c5.4xlarge, c5.2xlarge,
cS.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge. cS5n.2xlarge,
cSn.xlarge, c5n.large

A VAR AT A T OEMIONTIL, AmazonEC2 A V AHX VAR A THBHL T E &N,

EEHEAA A4

PMD VI FFa—% YR - THDALNLAZ VAR T EHERATIHIEEDONNT y—< 1 X
DEFEIZHOWNWTIL, PMD¥ L FF 2 —DHR—F 353—) 2BRBLTL &,

A VAL VAT LY R — NENDE XY NT—F A VB —T = f ADH RKEE R T DI
L. [P Addresses Per Network Interface Per Instance Type] [HaE] ZZM L T 72 &0,

s c5Sn.large, c5n.xlarge. c5n.2xlarge. cSn.9xlarge 1 A X AKX A 71X, 17.13.1a U U —A M
5 ZIZE X cbinlarge, cbinxlarge, c6in.2xlarge, c6in.8xlarge (ZE Xz HE T, 7277
L. Lo U U =275 Cisco IOS XE 17.13.1a (7 v 77 L— KR35 & 5l &fHEE cSn A

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .


https://aws.amazon.com/ec2/instance-types/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI

AWS T Cisco Catalyst 8000V DB |
. AWS T Cisco Catalyst 8000V % BB J 5 1= DRTIZEH

VAR UARA TNERRINET, A VAKX AL A TR, ®IET D cbin DRI FEH T
Ty T T L—RT&EET,

AWS T Cisco Catalyst 8000V % ER9 5 - HDRMREHE

AWS T Cisco Catalyst 8000V Z EE) T DATIZ, RO Z L ZATHIMNERH Y £7,
cAWS T Hh U bEHELET,

« Cisco Catalyst 8000V = Y —/LIZT 7B A F 572D SSH 7 747 > K (Windows D5
A13 Putty, Macintosh D555 13 Terminal 72 &) | E7ILEC2 A L AX A —)b~D
TR EMELET,

« Cisco Catalyst 8000V AMI DA » AH L AKX A FaPE L ET,

s UL Uy riEh A EH LT AMI ZEET 554 1%. Amazon VPC Z{ER L £7,

AWS T Cisco Catalyst 8000V ) E AR J S HIFIEIE

VPCDOY ¥ A7 L—AZFHIRRH Y £3, Vv VAR 7 L—LAOFERMIT OV TIEL,  [Network
Maximum Transmission Unit (MTU) for Your EC2 Instance| [J%5E] &ML T 7Z 30,

Cisco Catalyst 8000V 1 > X 2 > X D ERH

Cisco Catalyst 8000V AMI Z B4 2(21E, IROEZ ¥ a MNIEEH SN TV D FIEZFATL E
D

Cisco Catalyst 8000V Marketplace 4 7 7 —MD3E4R

AT w71 Amazon Web Services Marketplace {22 7' > L £,

AT w F2 [Discover Products] Z27 V v 7 L%,

AT w73 KFE/N—"C, Cisco Catalyst 8000V B L £T, RDOA 7 7 —NEREINET,
* Cisco Catalyst 8000V - Advantage PAYG
* Cisco Catalyst 8000V - Essentials PAYG

* Cisco Catalyst 8000V - BYOL

AT 74 BT TED Cisco Catalyst 8000V AMI Z H&4R L £ 7,

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html
https://aws.amazon.com/marketplace

| AWS T Cisco Catalyst 8000V 0 F

Web+#+ FENL1=A w22 v 20EH [

Marketplace (Z{Z, YV AR—FSNDA o AZ L AZA T Mlikk, VR— ORI EORRIFRPF RS
iﬁqo

Web 54 FEN LA VA2 ADEE

ATy T

ATvT2

ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

1R BHHIIZ

Uy BT AMI ZEETA5A. FTRET I AN~ F7 T R (VPC) Z1ERR
THUEND Y 4, (ERTEICOWTIL, VPCIZETHAWS D R¥x a2 A 25 L TL
72X,

AWS Marketplace 7> & Cisco Catalyst 8000V # 7 7 — Z IR L 72 &, FIJHHLKIICIAE L T [Continue to Subscribe]
z27 Vv 7 LET,

[Configure Software] 7 1 > K7 T, Cisco Catalyst 8000V - > A &# > A D [Software Version] & [Region] % 3
WLET,

Amazon EC2 D' —>1 b J — 2 2D\ TE, [Regions and Availability Zones] [J55E] #ZB L T X
Y,
[Fulfillment Option] 77 £ —/L KT, [Amazon Machine Image] Z &R L £9°,
[Continue to Launch] 27 V v 7 L %7
[Launch This Software] 7 ¢ > K C, [Launch from Website] % Z&R L £ 7,
Ke w7 Z o) 2 R [EC2 Instance Type] 23884 L 9,
A AH 2 AD [VPC], [Subnet], [Security Group]. [Key Pair] ZZE L £7,

AWS IZBIT 5 25 DR EDFEMIZOWTIX,  [Parameters for instance configuration| [#575] # 2R L T<
TZEW,

[Launchl) 7 U v 27 LET,

LS EE LA v AKX A %FRT 521X, [Launch] 227 U w7 LT https://console.aws.amazon.com/ec2/
WCBENLET, SSHEAMEH L TA v AF o A~ %479 51T, [Status Check] 12 [2/2 checks
passed] EWH Ay E—URFRINTWVDLI L 2R LET,

EC2a Y —ILENLIzA VR ADFEE)

AWS Marketplace |27 27 > L C Cisco Catalyst 8000V (2 gk L7c 6, ZOFIAEZFITLET,
ZOFIATIE, EC2 2V —NEFLTA Y AZ L AZRET 5 HEC O THRILET,

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-launch-instance-with-defined-parameters
https://console.aws.amazon.com/ec2/

AWS T Cisco Catalyst 8000V DB |

B o v—nzenir oz zoes

ATv T

ATy T2

ATv7T3
ATvT4
ATV 75
ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

AWS Marketplace 7> 5 Cisco Catalyst 8000V 747 7 —ZBR L7= 5, FIHBAIICIFEE L T [Continue to
Subscribe] #7 U v 7 LE7,

[Configure Software] 7 1 > K7 T, Cisco Catalyst 8000V - > A & > A D [Software Version] & [Region] %
BIRLET,

AmazonEC2 D' —> & U — g 422\, [Regions and Availability Zones| [#7E] &L TL 72
YA

[Fulfillment Option] 7 4 —/L K C, [Amazon Machine Image] % 3R L £,

[Continue to Launch] 2~ U > 2 L. [Launch with E2 Console] %R L ¥ 7,

[Launch an Instance] 7 ¢ > K C, [Name] 7 o4 —/L RiZA VA X L ADLFIZ AT LET,

[Application and OS Images] = U 7(ZiL, W7 A7 VTS ay b RLTEY 7 hU =27 "\—T g HiS

WTAMI ZSHBIA SR E T,

[Instance Type] 7 4 —/V R T, Ry T X T U A RNLHR—FINTNDLAS VAL AL A T &R
LEY, FIOSXE VU —=ATHR=FSNTNDLA LV RAZ AL A TOFHMIONTIE,  [TAWS TH
R=FINDA L AZLAZALT (9X=2) | ZBZRLTIEIN,

AV ABR L AD [KeyPair]| R ELE T, BEOF—T ZERT 50, MEHOAHFT—%27 v 70—
LTH LWF—ZERLET, FrLnF—7 ZEkT 2121%, [Create Key Pair] 27 U v 27 L, F—
THEANTTLTHE [Create] 227 Vw7 LET, ¥— XTHRERINTZO. 17T DHIIC Amazon 75

MEX—% X 7o a— L TWLZ AR LET,

FLULSAERENTERBF—ICT—E LT 7 EATEARAVWI LICERL L&, F—XT7 %2 X7
n— RKL75, [Close] #7 Vv 7 LET,

GE) AWStEF=2UT7 4 KU —TiL, BEF—OHERL L Z 400 ICRET HLENHY £, Z0D
% pem 7 7 A MHICRET 5121E, UNIX & = /L& — X F/Lidii 4 BV C chmod 400pemfile-name
avy REFETLET,

Cisco I0S XE 17.10.1a LAk % #45# L 7= Cisco Catalyst 8000V |, ED25519 SSH ¥ —% ¥ 7R— KL &
9, ZOF—E, BEFO SSH-RSA ¥ —{ZiBMSNFET, F—DERE MEE%E 2L E TLLEICHE#
ATV, 2P arhbOETEE X 2 VT ¢ Zf ESE 572010, ED25519 SSH % — % ffi
TOHLZEEHRLET,

A AH L AD [Network] #F%E L 9, Cisco Catalyst 8000V 1 > A X > A% R 25 VPC %7 x> K
., Foy 77Xy U A MNLEBRLES, ZOREICEID, A AZ L AOHAMEY —UBIRES T
*7,

GE) 774N ETIE, 12O —T =2 A APKESIVET, [Network Interfaces] @ [Instance Details]
TV TNHBIMOA 2 =T 2 A AEERTEET, YR—FENDA ¥ —T = A ZADFEKEK
3 AV RE L AZA TR TRRY £,

[Security Group] Z&XELE T, HLWWEFx =2 U7 4 ZV—T%2EkT 50, BEFOEX 2V T 1 71—
T HBEINTE £7, Cisco Catalyst 8000V Tlx =V —/L7 7 & A2 SSH 234 E T3, F 7= Cisco Catalyst
8000V TiE, ¥F =2 UT 4 ZN—T R EBTCP/R2 27 ny 7 LIRNE D ICTHRELH Y £,
I OFKEIL, Cisco Catalyst 8000V A > A X ADERIZMHEH S vE T,

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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| AWS T Cisco Catalyst 8000V 0 F

ATy 71

ATvT12
ATy 713

ATy 14
ATv 715

INTY)

ATy T
ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

ATy 71
ATv7S8

8Ty Y IPF7 KL R & Cisco Catalyst 8000V 1 > R & » X DBS:ES 1+ .

[Metadata Version] K2 > 747 U 2 N C, @A X T =2 "—Ta v 2RIRLET, [V]and V2
(token optional)] F 721% [V2 (token required)] DWW T NN EIRIRLE T, EHLHDOVFIUATEH, 4 AH
VARFE, P U ERERT 2L TRy v a VIRMOEREEHN LET, b= Ek A U RFZ AL
VERTRXTOAZ T =22 WG T 270l s ET,

CiscolIOSXE 174x B L 175x U UV —ATiX, N—=TY a1 (V1) OLPwEHREETY, CiscolOS XE
17.6.1 ETIZ, AZTF—F "= a0 VIBLIORV2 B R— SN ET,

A UAB L AD [Storage] ZXELET, T /AN NDON—RRRIATEHEERFLET, KEENN—RFF
TA TV A RAEEETERNZ LICEELTEE N,

[User Data] 7 4 —/V REFEH LT, W AX LT —H#FEATDay 0 DFFKET —F 07— A NT7 v 77 nm

NI ERELET, PR—FINTWAHEIRAZ AT —FZFRUTOWTIL,  [Day 0 Configuration] %%
LT 7ZEn,

[Review and Launch] 27 U v 7 L £ 79,

Cisco Catalyst 8000V A > 2 & > A DIFH Z 78 L T, [Launch Instance] 2 V v 7 LE7,

A VREANEET S L [Instances] ~— D EEICEIIA v — U NERRSNE T, [Instances] U A
FCHTICEB LA VAS L ALMERT DL TEET, FCEB LA R RET ) v

LCAVARB AT 7 A LET,

w4 IP 7 KL X & Cisco Catalyst 8000V 1 > X & > X DREE T+

SSH i A L CEH 2 YV — T 7B AT 5121, F£7 Cisco Catalyst 8000V 1 > A ¥
VADA Y H—T = A A% VPC THERRENT=/XT Y w7 IP 7 R L AIZBEM T 208 RH Y
T3, WOFNEEFEITL T, /7Y v 7 IP 7 KL A& Cisco Catalyst 8000V A > A X > A % [
AT ET,

[Services] > [EC2] > [Instances] DJEIZHEER L, Cisco Catalyst 8000V A > A X > A &38R L 97,

R I 7z [Network interfaces] 7 4 & KU T, [eth0] %27 Vv 7 LT,

FAT TRy 7RI, eth0  »F—7 = A ZIET LFMERPBRINES, A F—T = ZADT
TANX=RFIPT FLAZEZEOTEBEET,

[Interface ID Value] #7 U v 7 L &7,

[Actions] #7 U > 27 L, Ray 7 X7 U R KD [Associate Address] Z 38R L £ 7,

[Elastic IP address] K22 > 7" # 7 U R RIBAEHFIRE/R/ N7 U w7 IP T RUAZEIRL 7,

B Elastic Network Interface (ENI) (2 v B 7 IR TWABEMHATORT Y v 7 IPT7 KL A& HED
Y CT A% EIL, [Allow Reassociation] 22 U v 7 LE T,

BRI TARX—=FIPT RLANRART T3 TAELELDE —HTHI LE2HERALET,
[Associate Address] #7 U v 7 LET,

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .


https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/day0-bootstrap-configuration.html#Cisco_Concept.dita_9a071ada-30b7-4014-bbb0-6630e78810a4

AWS T Cisco Catalyst 8000V DB |
B osstzemLir oz 2~0EE

T vavicky, XTY v ZIPT FL A (Amazon ElasticIP) 3%y hU—7 L VX —T = A AD
TIAX—=RKIPT RLAREEE#MNTONET, 2T, 2O F—T = AEFHLTEHa Y —L
7 7 BARATEBH LI £,

SSHZFERLI-AM U RE UV AANDES

AWS [ Cisco Catalyst 8000V A & & /;«/\@ SV LT Y A SSH ST G
Cisco Catalyst 8000V AMI (Z7 7 AT 521X, ROFNEEZFEITLET,

AT 71 Cisco Catalyst 8000V A > AKX L A% fEN L, AT —H A7) [Running] & F/RE 725, [Instances] 7 4 >
RUTA AR AR T,

ATw 72 UNIX v =/ba~ 2 R ssh-i pemfile-name ec2-user @[public-ipaddress| DNS-name] % %17 L. SSH &l L
C Cisco Catalyst 8000V =1 > — /WIZHEHE L £7,

D TAVABZ VAT 7 BRATHEEIZ, AMIOT 7 /L kD —H —4 ec2-user i L %
_a‘o

e pem 77 A NVIBRF SN TV DREFT—ZHH LT, A1 VAFZ U A~NDOT 78 AZRIEL 77,

AT w73 Cisco Catalyst 8000V A > A% L AZBtE L £,

BYOLAMI DT AL AKX a—RKET I T 4 7OV TIE, A48V A (63—) &ML
TLIE&E W,

SSH F— 7 D1ERL

AWS T Cisco Catalyst 8000V A > 2 ¥ A Z BT 5 & X2, BEWOA U RAZ L RZT 7 &
AT H7DORFESEEL LTSSH X —%2BETEET, ZOHE, ¥—XT7 Z/EkT 250
NV ET,

X —~7 BVERT B121E, Amazon EC2 # i L T RSA £ 7213 ED25519 % —~7 #{Efk L £
I, £, HERY - EBFEH L TE—XT 21Ek L. A ¥ —% AmazonEC2 A A X A
WA VHR—F D52 TEET,

F—RTEERLTRETDE, HILLVMMABEEL, AT LI [status passes 2/2
check] EWIH Ry E—UNRERINET, HLVVM 2V —/L~E pem F— 784ffﬁb
TT77R8ATEET, o, WEF—ZEHLTH LV VM I Y —A~DT 7 B A ZFIET
%\iﬁ—o

&5 1t S tL1= Elastic Block Storage %&£ L = AMI D {ERL

Amazon Elastic Block Storage (EBS) DRFE{biX, BfE\D EC2 A > A & ARSI T i
72EBS U V—2ADKE{bY V) =2—3 3 > CT9, Amazon EBS D5 kIc L V. AWS KMS F—

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER



| AWS T Cisco Catalyst 8000V 0 RS

ATy
ATFvT2

ATvT3

ATv74

ATy T5

%21k & 7= Elastic Block Storage % {8 L /= AMI D/ER% .

AL CT — 2 23 RiE L9, K51k S 1172 Amazon EBS C Cisco Catalyst 8000V AMI
AR DI2IE. ROFIEZFETLET,

[Services] > [EC2] > [Instances] DNAIZER L TA 2 Z L ADY A FEFKRLET,
i 5k & 4172 Amazon EBS THI LW AMI AR 272D D=2 L LTHENT 54 A X U AZERIL
FI, =R VAF L ADAT—H AN [Stopped] TH D Z L EHHE LT ZE,
KOFNEa~fIHST, ZOA LV AZ L ADATF T ay MEERLET,
a) /L— T NA A (f] : /devixvda)) =27V v LET,
[Block Device] # A 7 v 7R v 7 ANEKRINET,
b) [EBSID] %7 Vv 7 LET,
ZDOAF vy ay hORY 22— A5 [ELASTIC BLOCK STORE] > [Volumes] ([ R S E 1,
¢) [Actions] > [Create Snapshot] Z =R L £7,
[Create Snapshot] 1 7 B 7K v 7 ANFRINET,
d) [Create] %7 U 7 LET,
e) [EBS] 7 1 ¥ KU ® [Create Image] 7 1 —/V RIZ, A>T ay hOARTEATILET,
f) [Virtualization type] K2 v 7' & 7> U X k)6, [Hardware-assisted virtualization] 473 2 > &8I L
7,
[Create Snapshot] % 4 7 12 7 7R »» 77 AT [Snapshot Creation Started| &\ 9 A vt —UNERRINE
T, AT v T ay hOERMNSE T9 5 & [ELASTIC BLOCK STORE]> [Snapshots] (2, AT —# A
73 [Completed] DFTLWVA T > 7 a vy RRRRINET,

[EC2]> [IMAGES] > [AMIs] ZER LT, 77 A ~X— k AMI Z1ERk L £7°,
VIRENCAERR LT AT v 7y a v b AV AZ  ADLEIN AMI O U A MIERENET,
ERRLTZATF v T vay b A U AX U A%EDY, [Actions] > [Copy AMI] DJEIZER L E 7,

[Copy AMI] ¥ A 7 & 77K w7 AT, [Destination region], [Name], [Description], [Encryption], [Master
Key]. [Key Details] 7 4 —/\ RRERINE T,

Copy AMI X
AMI ami-8featDe6 will be copied to a new AMI. Set the new AMI settings below
Destination region®  US East (N. Virginia) -

Name  RoadTrpBlogServer_2014_04_23

Description  Copy of RoadTripBlogServer_2014_04_23

Encryption [¥ Encrypt target EBS snapshots (i

Master Key | (default) aws/ebs v {

Key Details
Description  Default master key that protects my EBS volumes when no other key is defined
Account This ount )
KMS Key ID  6cfb2197-4972-4185-b3e2-c040ead7 38
KMS Key ARN  am:aws.kms.us-east-1 Key/Geb2107-4972-4185-b3e2-c040ea971b38

366321

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .



AWS T Cisco Catalyst 8000V DB |
B ==t & Elastic Block Storage % A L 1= AMI 5

AT w76  [Destinationregion] Kz v 7% 7 U A b %Es (USEast] 72 &) 3R L ET,
ATw 771 [Name] IZ encrypted-Cc8000V-1] L Wo7=4HiZ AN LE T,

ATw T8 [Description] Z$5E L £ 7,

ATw 79  [Encrypt target EBS snapshots] = v 7 7R v 7 A%k A2 LET,

ATvFT10 [MasterKey] kv 77X U ARNCTT 74 /b MEZBIRLET,
AFY TN [CopyAMI| &7V w7 LET,

b &7z Amazon EBS & L7281 LV AMI D% IC/ER S IV E T,

ATYF12 HLWAMI O AT — X A% fERT 5I121E, [EC2] > [IMAGES] > [AMIs] {[ZB8 L £4, #H LW AMI A Y
ARNEINTNDZ LN E,

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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AR I)LOEWE

« FA Mz VOFHE (19 X—)

cIAM A v A K v ZAa— LOVERL (19 ~=—3)

» Cisco Catalyst 8000V A > A X L ASNDIAM A VAKX U A —)LOE Y ECT (21 X—)
CHLWA VAR ANDIAM A AKX 2 —)LDEIN BT (22 2—)

« FA R = LD (23 2—)

AR I)LOETE

AWS THEATH @ Cisco Catalyst 8000V T4 A ¥ = /LA HHCT HIZIL, IAM A AKX A
m—/LEER L, EC2H—E X L OEFHBREZMILE T, IAMA » AZ A — /L& BEfFD
Cisco Catalyst 8000V A > A X L AZEID B THD, ZNEHLIAM A U AX Aa—)LEZH L
U Cisco Catalyst 8000V A > A X > AZEI Y Y THNERIRTE £,

INHDH AT BELTT B IIFEOFEIIZ OV T, [Cisco Catalyst 8000V ~D IAM A > A X
vAr—LOEIY YT L [ L Cisco Catalyst 8000V ~D IAM A > A X Au—/LDOEY
BT L TLIIEIN,

RIZ, Cisco Catalyst 8000V TZDE DX EFIRZFATL, VA M = VEZHAEET,

IAM £ XA 20— )LDERK

1 IAM v — V2R DHEREZFFOEEIE & LT, AWSIZH A o/ LET,
2. [EC2]1%7 Vw7 LT, EQ2Qaryy— Lzl ET,

3. [IAM] %7 Vw27 LT, IAM 2 Y — &R LET,

4, [Roles] =7 U7 LET,

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .
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B wsozxsozo—nokm

K 1:IAMA > RZ2 XA —)L

| Dashboard
Groups
Users

Roles
| Policies
Identity providers
Account settings

Credential report

Encryption keys

366961

[Create New Role] 27 U v 7 L£7,
TV Ou—VDOA4RTEANTILET,
[Continue] #7 U » 7 LET,
0—/LZ A T RN ET,

. Amazon Web Services T® Cisco Catalyst 8000V T~ 7 b = 7 DER



| ¥Z2r>zroEHE
Cisco Catalyst 8000V £ > X2 Y AADIAM A VXA A2 2 O0—)LDE|Y KT .

B2:IAMA v R B AA—)LE AT

Select role type
© AWS Service Role

» Amazon EC2

Select
Allows EC2 instances to call AWS services on your behalf.

» AWS Directory Service

Select
Allows AWS Directory Service to manage access for existing directory users and groups tc AWS senvices.

» AWS Lambda

N Select
Allows Lambda Function to call AWS services on your behalf.

» Amazon Redshift

Select
Allows Amazon Redshift Clusters to call AWS services on your behalf

» AWS Batch Service Role

Select
Allows AWS Batch to create and manage AWS resources on your behalf

AWS service-linked role
Role for cross-account access

Role for identity provider access

366960

9.  AmazonEC2 u—/L ¥ A ZIZB LT, [Select] 7 UV v 7 LET,
ZOEFIZLY | EC2 ¥ —E R L OEHEBERI ML SNNE T,
10.  [Set Permissions] C, [Select Policy Template] 27 V v 27 L £7,

11. [Select] 7 Vv 27 LT, 7> 7L — ] ([Amazon S3 Full Access] 72 &) ZEIRL E7,
BEOV—EAZBRIRNTEET, 77 BRAZIOHICFHEMICIEET 2I21E, 2047 =
VEEHLET, e xE IAM A U AX AT —UT S3 Ny B DR ALY &
TRl 5 —H T, S3AT Y hAaDEZ AT LRWVREICTHIENTEET,

12. m—=n4aeANHLET,
13. [CreateRole] 227 Vv 7 LET,

Cisco Catalyst8000V f X3 VAADIAM A VXA Z VX
O—J)LDENY HT

IAM AV AF A0 —)LDIREIL. AR 2 b~DT 78 AZKHAETIEIH Y 8 A, S1T0
2. HELTELSE, F—FHIFXAY—RZHEHLTAWS T I U NORFEDZ T 4T 4
T 7B ATE D L1757, CiscoCatalyst 8000V A > AKX L ADT T3 7 MEWZIRAT
THMENRRL 2D F,

ATy T1 [EC2l %27 V7 LT, EQQ¥ v adR— R E4,

ATvw T2 —HEFIR Iz Cisco Catalyst 8000V A > A X L ADWT AR INL, 457 Y v 7 LT [Instance Setup] %
HR L E£9, KIT. [Attach/Replace IAM Role] Z 4R L 97,

ATYFT3 Fry7Zo ARG, URNERLIZIAM A VA X v Ar— LA L7,
AT w74 Cisco Catalyst 8000V T D CLI%E 2~ K% AJ) L. Cisco Catalyst 8000V % FHiELE) L £ 7,
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. FLOUSMREZUVZRADIAM A VX Z o ZAA—ILOEIY BT

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config)# interface GigabitEthernetl

config-if)# ip address dhcp

config-if)# ip nat outside

config-if)# exit

config)# interface VirtualPortGroupO

config-if)# ip address 192.168.35.1 255.255.255.0

config-if)# ip nat inside

config-if)# exit

config)# ip nat inside source list GS_NAT ACL interface GigabitEthernetl overload
config)# ip access-list standard GS_NAT ACL

Router (config) # permit 192.168.0.0 0.0.255.255

Router (config) # app-hosting appid guestshell

Router (config-app-hosting) # vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default
Router (config-app-hosting) # resource profile custom cpu 1500 memory 512

Router (config-app-hosting) # exit

Router (config) # exit

Router# guestshell enable

Router# guestshell run python

HLWAA VR AVZAADIAMA VR AA—)LOEY

3T

ATy I
ATy T2
ATvT3

ATy T4

WO FNEIZ, H L\ Cisco Catalyst 8000V - > A X o ADIERHFIZIAM A  AX A — /L&
Cisco Catalyst 8000V [ZHI D 2 T2 HEL R L TVET,

EC2 A > A K A & LTHi L\ Cisco Catalyst 8000V ZHZE L, A VAKX AKX A T HIBIR L F7,

[Next: Configure Instance Details] 22 U v 7 L ¥4,

WD2OD ) bLWTNIOFNEEFEITLET,

a) [IAMrole] 7¥ A Ry 7 A% 27 V7 LT, Ray X7 A RRRLEFOIAMA VA X A1 —
IVETERLET,

b) [Createnew IAMrole] %7 U > 7 LT, HILWIAM A v A ¥ 2 —/LZ{ER L E T,

Cisco Catalyst 8000V A > AX L ATIRD CLIREaA~Y RE AN L, A Vv AX A EFEBHLET,

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config)# interface GigabitEthernetl

config-if)# ip address dhcp

config-if)# ip nat outside

config-if)# exit

config)# interface VirtualPortGroupO

config-if)# ip address 192.168.35.1 255.255.255.0

config-if)# ip nat inside

config-if)# exit

config)# ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
config)# ip access-list standard GS_NAT ACL

Router (config) # permit 192.168.0.0 0.0.255.255

Router (config) # app-hosting appid guestshell

Router (config-app-hosting) # vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default
Router (config-app-hosting) # resource profile custom cpu 1500 memory 512

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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Router (config-app-hosting) # exit
Router (config) # exit

Router# guestshell enable
Router# guestshell run python

FZX Rz )LOA

W OB, Cisco Catalyst 8000V A > AX L ADF AR =)V TRy —V %Xy rn— K45
FiEL oER A Rz awy ROW OhERLTOVET,

1.

yum 2~ [N e pip3 A~ REFERHL TNy A —T% A A =L LET, 72¢& 2
lf\ [guestshell@guestshell ~] sudo pip3 install awscli I ~¥ K& AN L T. AWSCLI
& Amazon SDK % A A h— /L L ET,

[guestshell@guestshell ~]$ sudo pip3 install awscli
WARNING: Running pip install with root privileges is generally not a good idea. Try
‘pip3 install --user’ instead.
Collecting awscli
Downloading
hites: //files pythartested. arg/eackenes/ce/33/6£2006 00033381 ad A1 I I8 a3 fae? 32380031 577154220 Ic/anscli-1.18. 1502 oy 3-rare-ary.whil.
(3.4MB)
100% | ####fffdddddddH4H4 444444444444 3.4MB 369kB/s
Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from awscli)
Downloading
hitps://files pythorhested. ary/feackages/9/dc/45a0ef A1 S8Pa31 6311 Teaab 108:08PP0RR s 43 7a0s50cs/clarare-0.4. 302 o3 rae-ay.whl
Collecting s3transfer<0.4.0,>=0.3.0 (from awscli)
Downloading
httes: //files pytroosted. any/feadkenes/6%/ 719/etaf3 BI04l 60f TAIdIARASA 11 FHAPA0T7a26f2908B/s3arsfer-0.3. 3 p2. py3rae-ay.whl
(69kB)
100% | ####ffddddddddHHHH4 4SS HH4444| 71kB 7.3MB/s
Collecting docutils<0.16,>=0.10 (from awscli)
Downloading
hitps://files.pythahosted. arg/eackeges/22/ad/ atea990a61 99180d0b5 02 30Ad0 51 AARBBIBA il lees0ctel/don 1ti1s-0. 15. 2403 mre-ary.whl
(547kB)
100% | ####ffddfddftHH4H4 4444 4SS H44444| 5S52kB 2.1MB/s
Collecting PyYAML<5.4,>=3.10; python version != "3.4" (from awscli)
Downloading
hittps: //files. pythonhosted. org/ackages/64/c2/080047c Tac24 7895016 7609832541 1ed55 72£35d e fF9cae1d321 512¢/PYWAML-5. 3. 1. tar.gz
(269kB)
100% | ####fffddddHHHH44 44 HHSHHHHHHH4E| 276kB 3.6MB/s
Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from awscli)
Downloading
hites: //files. pytharhested. org/cackages/26/£8/812 7108029410441 21d20eac T 785£8081 0215909844796 /a61 030eaftdo/rsa4. Soy2 . py3-nare-arny .whl
Collecting botocore==1.18.16 (from awscli)
Downloading
httes: //files pytroosted. any/feadkenes/20/ %/ afeAld e 01186930835 B3 A a6 Iee? 380 K] Teapdee 320 3 ontonare-1.18. 1602 py3-rare-ary.whl
(6.7MB)
100% | ####fffdddddddHHH44 4SS S HHH4#4E| 6.7MB 173kB/s
Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version != "3.4"->awscli)
Downloading
hitps://files.pythatosted. ag/eackenes/62/ 1e/aHa83635f 234 7060035480024 Tes TefcbcaS 39329 I0fE3 083 fovasil-0.4.8- o2 o3 rae-ay.whl
(77kB)
100% | ####ffddddddddtdHH4 4444444444444 B81lkB 7.5MB/s
Collecting urllib3<1.26,>=1.20; python version != "3.4" (from
botocore==1.18.16->awscli)
Downloading
hitps://files pythartested. arg/ackeces/9F/ £0/a39d1 46330123379
(127kB)

03!

AT B0 A 1403-1.25. 1002 o3 rre-ay.whl
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100% | #4444 4444444444444 133kB 6.1MB/s
Collecting python-dateutil<3.0.0,>=2.1 (from botocore==1.18.16->awscli)
Downloading
hitps://files pythorhested. argy/feeckeces /0 10/CEAN 3R B 586224 TeeB830 0900ed30G Zorehdl 340786l sdy/oython ditrati1-2.8.1-p 2. p3 roeary.vhl.
(227kB)
100% | #4444 4444444444444 235kB 4.0MB/s
Collecting jmespath<1.0.0,>=0.7.1 (from botocore==1.18.16->awscli)
Downloading
hitps://files pytharosted. arg/ieadkeges/07/doy/ 500127 206fa82301 c9e0acc0AARaaf 5B 7709320e346906501 39/ regeatr0.10.0-p 2. o 3-rareary.whl.
Collecting six>=1.5 (from python-dateutil<3.0.0,>=2.1->botocore==1.18.16->awscli)
Downloading
hityes://files.pytharhosted. arg/eackages/es/ £f/480de500f01 3094072940031 oe2a24 7 Al cR20924a8:43004078a/s1%-1.15. 002 oy 3-nare-ary .whil.
Installing collected packages: colorama, urllib3, six, python-dateutil, jmespath,
botocore, s3transfer, docutils, PyYAML, pyasnl, rsa, awscli
Running setup.py install for PyYAML ... done
Successfully installed PyYAML-5.3.1 awscli-1.18.157 botocore-1.18.16 colorama-0.4.3
docutils-0.15.2 jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5
s3transfer-0.3.3 six-1.15.0 urllib3-1.25.10
[guestshell@guestshell ~]$ aws s3 1ls c8kv
Unable to locate credentials. You can configure credentials by running "aws configure"

AWS CLI % A > A ]\b‘/l/bficj\ aws s3 1s fafg@ aws s3 AV ]‘%fﬂjjbij‘o

[guestshell@guestshell ~]$ aws s3 1ls c8kv

2020-10-14 19:44:08 433546509 upgrade.bin

[guestshell@guestshell ~]1$%

sudo pip3 install csr_aws_guestshell ¥/ Kz H LT, ANV S/ R %’fé\h
Cisco Catalyst 8000V AWS /Xy r— L& X m— R TEET,

]

[guestshell@guestshell ~]$ sudo pip3 install csr_aws guestshell
WARNING: Running pip install with root privileges is generally not a good idea. Try

‘pip3 install --user’ instead.
Collecting csr_aws guestshell
Downloading

hitpes://files joythartosted. argy/ackeges/42/27/CT12 1261 66680000223 A48 Sl 088092581 1991 61 2B1a080s/csre ans guestehel1-0.0.17.dev.tar.oz

Collecting awscli (from csr aws guestshell)

Downloading

hitpes://files pythorhosted. ary/feedkeges/ 23/ 1/ 20550046l 833323000 3675591 cad 201 233ABC3 Al diiosdll Tce/anscl i-1.18. 1620, 2. py3-rare-any.vihl.
(3.4MB)

100% |#####44HhHa44HHH#444 4444444444 3.4MB 352kB/s

Collecting boto (from csr aws guestshell)

Downloading

hits://fles. pythartosted. arg/feackenes/23/10/d1578c2 729802944424 7721 91 Goo=20d01 820501 620ec TE2caldoci3 Aoto-2.49. 002 oy3-rare-any.whl
(1.4MB)

100% |#####44HtH444fHH4444 4444444444 1.4MB 794kB/s

Collecting boto3 (from csr aws guestshell)

Downloading

hittps: //files . pythorhested. arg/feackanes/30/30/c3065c39836580- 3c30i5a2 Tt Sbaradt 75330506 1934305599830 /loota3-1. 16. 2-0y2.oy3nore-ary . whl
(129kB)

100% |#####H44HhH44HHHH444 4444444444 133kB 7.2MB/s

Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from

awscli->csr aws guestshell)

Downloading

hittps: //files. pythahosted. arg/eackages/26/£8/81 273380240441 21d202ac T 7185681021 5909844796 /a6 030a0lc6/ rsa4. . 5ov2. oy3nare-any . whl

Collecting botocore==1.19.2 (from awscli->csr aws guestshell)

Downloading
(6.7MB)
100% | #4444 6.7MB 164KkB/s
Collecting PyYAMI<5.4,>=3.10; python version != "3.4" (from awscli->csr aws_ guestshell)
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Downloading

https: //files.pythonhosted. org/ackages/64/c2/8004 7cTac2478£95016 7609882541 1ed55 72£ 3501 bef f9cae07d321 512¢/PYAML-5 . 3. 1 . tar .z
(269kB)

100% | #4444 4444444444444 276kB 3.6MB/s

Collecting s3transfer<0.4.0,>=0.3.0 (from awscli->csr aws guestshell)

Downloading

hitps://files. pythohested.ag/feadkanes/69/ 79/etafi3BooAe6ceonofo0f TAIdICRASA TER1 FHRAN I Ta26fa90803/sBaansfer-0. 3. 3-p R py3rareay.wil
(69kB)

100% | #4444 44444444444 71kB 7.6MB/s

Collecting docutils<0.16,>=0.10 (from awscli->csr_aws_guestshell)

Downloading

hitpes: //files pythahosted. argy/feackanes/22/ad/ateadb a1 991 8adobE0230Ad1 51 HACHAAIBBI3 Af fdless0cie8/cbaiti 1s-0.15. 2403 nare-any.whl
(547%B)

100% | #4444 4444444444444 552kB 1.9MB/s

Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from

awscli->csr aws guestshell)

Downloading

hittps://files. pythahosted. arg/frackanes/(c9/0/45c0ef ToAd1 1980963160311 7eadb 70820802992 fecc1 43 Ta0abacs/colararer0.4. 3 o2 oy 3nare-ary.whl.

Collecting jmespath<1.0.0,>=0.7.1 (from boto3->csr aws_guestshell)

Downloading

hitps://files pytharosted. arg/eadkeges/07/dy/ 500127 206fa82301 c9e0acc0A AR 5B 7709320e346906501 39/ regeathr0.10.0-p 2. o3 rare-ary.whl.

Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version !=

"3.4"->awscli->csr_aws_guestshell)

Downloading

hitps: //files pythortested. ary/feadkenes/62/1e/ aA8635a3aACEC7£506003548005244 Tae Tafbeab3 329 0fe3063E fovaanl-0.4.8- 02 .oy3nore-ary.whl
(77kB)

100% | #4444 4444444444444 81kB 9.4MB/s

Collecting urllib3<1.26,>=1.25.4; python version != "3.4" (from
botocore==1.19.2->awscli->csr aws_guestshell)
Downloading

hitps://fles. pythaosted. ary/feadkenss/S6/a/4ef5ea6 1608250601 2425303262331 S3AGAEBFBICIfaAlesdR A 1153-1.25. 11-p2. oy 3rare-ay.whl
(127kB)

100% | #4444 4444444444 133kB 6.5MB/s

Collecting python-dateutil<3.0.0,>=2.1 (from

botocore==1.19.2->awscli->csr aws_guestshell)

Downloading

hitps://files pythorhested. argy/feeckecgsy/0A/ T0/CEAN 3R B 586224 TeeB830 0900ed30G Zorehdl 340786l sdy/oython ditati1-2.8.1-p 2. p3 roeary.vhl.
(227kB)

100% | #4444 4444444444444 | 235kB 4.6MB/s

Collecting six>=1.5 (from

python-dateutil<3.0.0,>=2.1->botocore==1.19.2->awscli->csr_aws_guestshell)

Downloading

hityes://files.pytharhosted. arg/eackeges/es/ £f/480de500f01 3094072940031 oe2a24 T Al c20924a8:43A04078a/s1%-1.15. 002 oy 3-nare-ary .whil.

Installing collected packages: pyasnl, rsa, urllib3, six, python-dateutil, jmespath,
botocore, PyYAML, s3transfer, docutils, colorama, awscli, boto, boto3,

csr-aws-guestshell

Running setup.py install for PyYAML ... done

Running setup.py install for csr-aws-guestshell ... done

Successfully installed PyYAML-5.3.1 awscli-1.18.162 boto-2.49.0 boto3-1.16.2

botocore-1.19.2 colorama-0.4.3 csr-aws-guestshell-0.0.17.dev0 docutils-0.15.2

jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5 s3transfer-0.3.3 six-1.15.0
urllipb3-1.25.11

WDAZ Y 7 KD esr_aws guestshell /Xy 7 —IZEENTWVET,
get-metadata.py : AWS NH A U AX AR ZT =2 ERFF L TH N LET,

get-route-table.py : VPC DA > AKX A% )b— k, Jb— hT—T7 )b BEATT 25 o THS
LiTO

save-config-to-s3.py : Cisco IOS XE CLI =~ > R4 S3 /\F7 v MIfRFLET,
save-tech-support-to-s3.py : 77 =V — FOH )% S3 3 v MIRIFLET,

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .
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load-bin-from-s3.py : Cisco Catalyst 8000V fi® bin7 7 f V& X 7> ue—RKLTYu—FKL
\i j—O

get-stat-drop.py : CLI #EaHE#H 2 Hifs L T, CloudWatch (27 v ¥ 2 LE T,
capture-interface.py : B2 3% CiscoIOS XE CLI =~ RZFE LT, —EHH
Ty beXxy T Fy Ltk 77 AV S3IZT v T u—RFLET,

ROFI T, load-bin-from-s3.py A7 U 7 253 S3 7v6H/34 F U A — R L, Cisco Catalyst
8000V A A — & fE L £ 7,
[guestshell@guestshell ~]$ load-bin-from-s3.py csrlkv ultra 167.bin

/bootflash/ultra 167.bin 446866343 / 446866343 (100.00%)
Download Complete

GE)

csr_aws_guestshell /Ny /7 —d, 51 &HEE Cisco Catalyst 8000V & #E) L £4,
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INT ) w0957 FRALILEDERE

COETIE, EL T T U RTuNA X =N LISP Z{# ] L C Cisco Catalyst 8000V A > A X o
REGEteT Yy 7770 RO LIEREFRETED LT HHECONWTHALES, =
YU RIA A E—T 2 A REFHLT, NT VvV VTR Ry NU—T bz Z—T
TAX Xy NT—=J DL AY2 AL U ZYERLET,

LISP L A V2 ¥E3EZ R ET HANCHEM L TR MNE N H 5 FiE &0 ez kIoRLET,

« Locator/ID Separation Protocol (LISP) : LISP (X, H—IP 7 FL A TiI7e< 2 DDA
ZMEFEHT IRy NV— T —F%7 7 F ¥y BLOT e b2 LT,

e T RARA LV kB F (EID) : = RAX MIEID Y THRET,

e V—F g ralr—% (RLOC) : ZFa—rSIV—F 4 v 7 VAT WERERT 57
AR (Flor—%) [ZHEvETonEd,

« LISPXIRAEILIL—H : L—TF 1  TRERE L LISPHERE (A MYV T 4 2ET) &Y
RN—= T AEE~EET T IA4T VA,

c IV RARA2KID (EID) :EIDX, /X7y hOEFO (FbHWHID) LISP ~» &4 —I(C
BENDRELBIOSET FLAT 4=V FTHEH SN D IPv4 7213 IPv6 7 F LA T
R

c)L—F 45045 —% (RLOC) :LISP/ — FO7ua—% 47w XNk + 57
IR EN S IPv4 £721Z1Pv6 7 KL A, RLOCIZ. EID-to-RLOC~ v B> 7L 7T v
TOHNTT,

cHALYFRIILIL—E (ETR) :ETRIZ > FA Ty RRA 2V M THDHT /3A AT, LISP
HREOH LT Xy NU—7 Oy (Ao ¥ —Fy Me&) 1WA NaeiL, 1 ~o
EID-to-RLOC ~ v &' 7 & /ABH L, Map-Request A v E—IZIn& L, A o Ky
AT LI LISP ThH e b Enica—Y—7—X 2 h 7 bfifbxr L CliMfE LET, E
. ETR IR E W D9 TP Map Server |2 EHIIIZ Map-Register A v — 3 %155
L ¥, %5 31D Map-Register A 17— 121&, ETR O A NI STV % EID
HBoftExy FU—27 OF_TD EID-t0-RLOC = MU NG ENE T,

c AARURILIL—A (ITR) :ITRIZ N RIVOBRIGS L 72 HF 34 2%, ITRIZX. LISP
WEED B DA MM D T_XTD T 7 4 v 7 @ EID-to-RLOC ¥ v B 7 HRKE L E
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T, ITRABEIDSETO/NNT > hEZETLHE, FT~vo BT X v v adDEDEHHANE
T, ITRAP—FZEADF 5L, LISP~y X —NTry a7/ L, RLOCD 1D
ZIFETLIPT RLAE L, vy BT Ty via = MU HDRLOC D 1 D% IP
fide ke LET, ITRIZZEDHZR, X7y halEg s v—7T4 07 LET,

XTR: AJJ b xpv—% (ITR) #EE& )1 b v—% (ETR) #EREDM F & FT
T DT 3, ADKHR,

PXTR:IP* v hU—2 L LISP* v hU—V BOMAERHAA > b, ZOET VTR A
> FTITR & ETR O&E| =R L F T,

Iy TH—/8— (MS) :MS %, LISPH A hETR NZDEID 7'V 7 (7 A% T 5
LISPA V7 ANT I F ¥ T34 ATT, MSIE, 72 747 N hoxu—%
(ETR) 76 OBERERZAGR L, EFICBEERSNTZZN LD ETR D EID 7'V 7 4 v 7
A %) L, Border Gateway Protocol (BGP) W TENINIZT VT 4 v 7 A% R
G R AR Y (ALT) 127 RAZ A XFT 52 LT, W LISP vy BV T — X2 _X—2AD
—WEEITLET,

NI T T A N— K v o BT VAT ARETIL, 73TO ETR BAZIED MS I
B ESNDEOICHRELIREET, MSIZAZ U R7Tr—r  LTRHRETEET (F-1%
BEOMS Bb->TH L) , EEOLGE, T XTOMSIEIT 74 RX—h vy &
AT AEENO~ v B TV AT AOREREREE LET,

LV KRR~ B TV RATARBBEERII T v = ¥ AT AR T,
MS IZ. Generic Routing Encapsulation (GRE) ~> /L& BGP &Y a v DES A v =
EHAWT, b~y T — "= 27 AMIx L TRESNET,

e Ty TYYVILIN (MR) :MRIZLISPA > 75 AT 7 F % T84 ZTF, ITRIZL,

EID-to-RLOC + v &' 7 Z R 3 D BEIZ, LISP Map-Request 7 — U & MR (Z24{5 L £,
MR (FZERZZF L, @t~ > 7 — "—Z RN LT,

LISP & HEEDFEMZ2BEEIZ DUV TiX,  Locator ID Separation Protocol Overview | & R L T <
7ZE0,

« LISP L A ¥ 2 JLIRDOFHE (28 ~—)

* LISP L A ¥ 2 JLIR DR IE DRIFESRMF (29 =—)

« LISP LA ¥ 2 YLIRDFRE DFIFE (29 ~—2)

« LISP L' A ¥ 2 JLIRDFIE (29 ~—)

* AWS [® Cisco Catalyst 8000V & = % —7 5 A4 X A7 I D Cisco Catalyst 8000V [

BUDLISP LA Y2 T 7 4 v 7 OfiR (34 3—)

«PMD ¥ /LF F 2 —DHR— K (353—)

LISP L 1 ¥ 23R DR TE

Cisco Catalyst8000V |L, X7V w7 753U R, 734 X—=L7T7 7K, BLUNATY v K7
FURICERTEET, RENMNATY v F7T70 RIIBITT 256, ——lCk LT
EEEMR T, V== 7 T 7 NIBITTOMERDY £, £HIE. ATCT——1P

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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| XTUvs559 FRLEEROR
usp L+ v2iEngzomess |

T RLVA, 7Ry h~A7 BEXOTFT 74NV M= U= ARELHEMNT 22 L 2H LD
LNVEEAL, 777 FNTHBDIP T FRLALFREZMHEHL, 790 e M ¥—nf 7
FARTZ I F DT RLAFTRIT I > THIRS RN Z &2 He v H Y £7,

ZOEMEWT-TT2DIZ, A 21X Amazon Web Services (AWS) ETEIET S LISP LA ¥ 2
PR % Cisco Catalyst 8000V [ZHEflt L 97, Z D4, Cisco Catalyst 8000V f > A X > A L=
VE—TIGART =2 A= RT )y 7T RMOT Y vyl LTHEEL £77, LISP
VAY2IERERET D E, TTAR— T —F B A —NDLA Y2 Hy NT—7 %37
Vw7777 RIZIERL T, BEEOYA NEeXT Vv s 7T 7 REITTORA NEIERREMZ
RHTEXDHEHC0ET, £, 7 XL H =TV 0T REOT SV r—y a3
U= u— FOBITEACTHZLHTEET,

=R

c F—ABITNEZCRY, XYy NT—7 DT —7a—RIPT RLAR T 7 A4 T 74 —/)L
=ML ENET, kY, 7r—Fxx 2 h RAAL UEPEERFICY T %y
k OEfGE A R T E £,

e T NAH—P A NTVM ZABRNIZEM L, VMR 7 a3 X —H% A N TEITIN TV
LT, 7990 RAR—=ZA MEERA LT, IRERICVMZ =0 2 —7 5 f XY — "= |ZHEA
TEHEHICLET,

o WO R R R EEE L BEERBEO DDy 7Ty T — B AR L £,

LISP L 1 ¥ 2 LR DR E DRI E W

4 Cisco Catalyst 8000V /L —H ([Z 1 DDHERIP T RL AZRETIHLENH Y £, ZOHA,
IPsec b > /L1 2 DD Cisco Catalyst 8000V A > A X L ADIP 7 KL ARNIHEZE X ., IPsec
N RMZIET TAR—=RT RLARH D £,

LISP L 1 v 2 {5k DR E D FHIFEIE

*AWSECS V7% FTiE, ¥ VRF# L VM 7 R L A FHIR S E 4,

«IPv6 7 K L AFEUZL, Cisco Catalyst 8000V Amazon ¥ 34 A — (AMI) Tix#H— b
SNTWERA,

LISP L 1 ¥ 2 3R DR TE

L2 JEIRMERE A RR B D 12I%. £ 9" AWS (T Cisco Catalyst 8000V f > AKX AZEEI L, A
2B A% XTR &L LTRET HDRENDH Y £, 0%, BEAZETTLH70ICvy BT
VAT LERET DMLENS Y ET,
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B Aws <o cisco Catalyst 8000v - = 7 > X DR

LISP ¥ A M, 7Ty 7 A RY—L T X —~D 2 RFEOHER#FF>, ITR & ETR Ol 5
ELTHRESNT XTR & HIEENS) Cisco Catalyst 8000V 1 > A X A &AL E4, KIC
LISPH A ME, Ry hU—2 a7~y VA< FHh—_— (MRMS) & LTRES
NIZAZ Y RT R TN RSN E T, v v BT VAT A BITEAONT Y v
IPIZEESNAH /N7 v O LISP B 7B MEEB LD e bz 34T LET, AWS D D
N7 7 4w ZIZONWTIE, MBS U T @R~ — FBRV—T 4 T T =T )L THRON
572WEAIELHIZ) | Cisco Catalyst 8000V A  AX U ANTE L B —T T4 XF =L H—
D PXTR Z# /L C—T 4 7 LET,

LISP~ v 7Y —N—BL O~y 7)Y N R Ew oy B 7 —E R EAT HEE. LISPXETR A
BEAHRELTHEMMET 5121, ROFIEZFEITLET,

AWS T® Cisco Catalyst 8000V 1 > X 2 > A DYERK

ATy I

ATy T2
ATvT3
ATy T4

ATy TH
ATvT6
ATy 17

ATvT8
ATv79
ATv 710
ATFvyITN

ATV 712

Amazon Web Services (R 74 LET, AlOFES—2 a7 RUT, [VPC] 27V v 7 LE

R

[Start VPC Wizard] 27 U v 7 L. MDA > 75 [VPC with Single Public Subnet] Z 38R L £ 7,

[Select] #27 VU v 7 LET,

BT FTARX=F 7T RIZH 7 Xy MEERRLE T, ROT e T s AL ET,

a) Default Subnet : 10.0.0.024 (X7 Y v 7 IPIZ~v v B 7 END)

b) Additional subnets : 0.0.1.0/24 33 X0 1.0.0.2.024, ZNHIETTF7A4AX—KIP T FLATHY, Cisco
Catalyst 8000V A > A X U AN B THNETH D a[RetEN & D 4,

[Create VPC] Z iR L £7,

[Security] > [Network ACLs] Z 34 L 9,

[Create Security Group] %2 VY 2 L C. Cisco Catalyst 8000V A ' A X L ADtx = VT 4 FN—T%4E

BLET, ROT T 4 2HELET,

a) Name:SSH 7 7 & X

b) TCP Port 22 traffic : A /377 REFA]

c) SSH access to C8000V for management : A %)

BIOEF2 YT 4 ZN—T2ERTDI0E, AT v 7T 6 2FTLET,

Cisco Catalyst 8000V D #LH~_— |2 HE) L, [Continue] #7 U v 7 LET,

[Launch with E2 Console] 7 U v 7 LT, HIFRAYHIEIZ)E U7z Cisco Catalyst 8000V % ##E) L £ 37,

WO A VAR ABA T HRIRLET, PAR—FENTNDEA L AF AL A TITONTIL, #2-1

BLO22Z2ZHRLTEIN,

A > A AH AT (ml.medium) D/ AT Y B 10Mbps T, KA v AL A2 AT
(ml.large) DA 13X 50Mbps TI,

ECU < Elastic Compute Unit Ol T3, ECU %, CPUF &% HIET D Amazon M H D HIETT,
FTRTDEC2A Y AZ L RINAN—=A Ly ML THET,

YER% L 7= VPC T Cisco Catalyst 8000V A > A X AZEE LET, ROT 3T 1 ZFHLET,

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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a) [Shutdown] E{E% [Stop] IZEXE L £ 7,
b) [Tenancy] % [Shared] IZ5%E LE T, A N—FR T =T A U A A% FITT 51T, [Shared] 47
Ta U ERBIRLET,

ARTYTB AL AX L REEX2 T 4 70— (SSH-ACCESS) IZBEFHTET, EX =2V T 4 b— & ifH7
% L. Cisco Catalyst 8000V A V' AX L AD KT 7 4 w7 &HlHT D7 74T U4 — I — )L ERETE
EraN

AT w T 184 FEF—7% Cisco Catalyst 8000V A > A & o AT £4, F—~37 13, W — L ABF— TRk
SN EF, Cisco Catalyst 8000V 1 > A X A&BFE L T T 21213, MEX—2HETILERHY
F9, AFF—IZAWS ITRFSNET, HEILUT, HrLLF—XTE2ElRTE 7,

AT w715 [Launch Instance] %7 U v 7 L £,

AT w716 Cisco Catalyst 8000V - > AKX L AN AWS [T SN TWENE I 0 EER L ET,

SRR T 5 &, AT —H AN 2/2/ checks passed [ZZ D £,

BTy FDEE

AT w71 Cisco Catalyst 8000V A > A X v A% BRI L F 7,

AT w 72 [Actions] > [Networking] > [Manage IP Addresses] DJIEIZER L F 97,

ATYT3 T H—T T4 RXKANT RLAZIEELET, ZOIP 7 LA, ethl DA X VT RLATT,
ATY T4 [Yes,Updatel| 27V v 7 LET,

AWS 0 Cisco Catalyst8000V & T > % — T 54 X X F L ED Cisco
Catalyst 8000V fHIZ 8115 b RILDEERE

TR =TT AR T —H 7 —NIZER S 47z Cisco Catalyst 8000V A o A X L AL /RNT Y
7 77 v RNIZEBR &1 7= Cisco Catalyst 8000V A > A X > A O@BIEIE., WiFH ORIIHEL
NP tx =2 U7 1 (IPsec) bRV oThRi#ESNE S, LISPUV T AL T 7 4 w7
X, NT Y w77 Ty REREROT — 2 RBERGE. EatERkiE, 7TV T I RE. B
KO Z FEHLT D IPsec b o RV TIRESILE T,

AT w1 AWS T Cisco Catalyst 8000V A > AKX > AZHE L ET,

interface Loopbackl

ip address 33.33.33.33 255.255.255.255
|

interface Tunnel?2

ip address 30.0.0.2 255.255.255.0
tunnel source GigabitEthernetl

tunnel mode ipsec ipv4

tunnel destination 173.39.145.79

tunnel protection ipsec profile p2p pfl
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B awscsiFsncuas 22802 TO LUSPXTR DRE

|

interface GigabitEthernet2

ip address 10.10.10.140 255.255.255.0
negotiation auto

lisp mobility subnetl nbr-proxy-reply requests 3
no mop enabled

no mop sysid

RATw T2 ¥V A hT2%EHD Cisco Catalyst 8000V A V' A X LV AEHE L ET,

interface Loopbackl
ip address 11.11.11.11 255.255.255.255

interface Tunnel2

ip address 30.0.0.1 255.255.255.0
tunnel source GigabitEthernet2

tunnel mode ipsec ipv4

tunnel destination 52.14.116.161

tunnel protection ipsec profile p2p pfl
|

!

interface GigabitEthernet3

ip address 10.10.10.2 255.255.255.0
negotiation auto

lisp mobility subnetl nbr-proxy-reply requests 3
no mop enabled

no mop sysid

AWS TEITINTWLSA VAR VA TO LISP XxTR DE%TE

AWS THEFT & TV 5 Cisco Catalyst 8000V 1 > A % > AT LISP xTR Z % &1 521,
(Location ID Separation Protocol)] Ot 27 ¥ = O EFIRIZHENE T,

% -

router lisp
locator-set aws
33.33.33.33 priority 1 weight 100
exit-locator-set
!
service ipvi4
itr map-resolver 11.11.11.11
itr
etr map-server 11.11.11.11 key cisco
etr
use-petr 11.11.11.11
exit-service-ipv4
|
instance-id 0
dynamic-eid subnetl
database-mapping 10.10.10.0/24 locator-set aws
map-notify-group 239.0.0.1
exit-dynamic-eid
|
service ipvi4
eid-table default

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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exit-service-ipv4

|

exit-instance-id

|

exit-router-1lisp
|
router ospf 11

network 30.0.0.2 0.0.0.0 area 11
network 33.33.33.33 0.0.0.0 area 11
|

router lisp
locator-set dmz
11.11.11.11 priority 1 weight 100
exit-locator-set
!
service ipvi4
itr map-resolver 11.11.11.11
etr map-server 11.11.11.11 key cisco
etr
proxy-etr
proxy-itr 11.11.11.11
map-server
map-resolver
exit-service-ipv4
|
instance-id 0
dynamic-eid subnetl
database-mapping 10.10.10.0/24 locator-set dmz
map-notify-group 239.0.0.1
exit-dynamic-eid
|
service ipvi4
eid-table default
exit-service-ipv4
|
exit-instance-id
|
site DATA_CENTER
authentication-key cisco
eid-record 10.10.10.0/24 accept-more-specifics
exit-site
|
exit-router-lisp
|
router ospf 11
network 11.11.11.11 0.0.0.0 area 11
network 30.0.0.1 0.0.0.0 area 11
|
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. AWS O Cisco Catalyst8000V & T2 — 75 4 X X F L LD Cisco Catalyst 8000V (817D LSP LAY 2 FS5 T4 v DFEER

AWS Lt @ Cisco Catalyst8000V & T > 4% —T S5 A XL R TF
Ls £ @ Cisco Catalyst 8000V [ (CFH1T7HLISP LA Y2 +5

499 DHERE

LISP VA ¥ 2 N7 7 4 v 7 ZMERT HITIE, ROFIEZFFTLET,
Bl -

Router#show ip lisp database
LISP ETR IPv4 Mapping Database for EID-table default (IID 0), LSBs: 0x1
Entries total 2, no-route 0, inactive 0

10.0.1.1/32, dynamic-eid subnetl, inherited from default locator-set aws

Locator Pri/Wgt Source State

33.33.33.33 1/100 cfg-addr site-self, reachable

10.0.1.20/32, dynamic-eid subnetl, inherited from default locator-set aws
Locator Pri/Wgt Source State

33.33.33.33 1/100 cfg-addr site-self, reachable

Router#show ip lisp map-cache
LISP IPv4 Mapping Cache for EID-table default (IID 0), 4 entries

0.0.0.0/0, uptime: 00:09:49, expires: never, via static-send-map-request
Negative cache entry, action: send-map-request

10.0.1.0/24, uptime: 00:09:49, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request

10.0.1.4/30, uptime: 00:00:55, expires: 00:00:57, via map-reply, forward-native
Encapsulating to proxy ETR

10.0.1.100/32, uptime: 00:01:34, expires: 23:58:26, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

11.11.11.11 00:01:34 wup 1/100 -

Router#show lisp dynamic-eid detail

)

% Command accepted but obsolete, unreleased or unsupported; see documentation.
LISP Dynamic EID Information for VRF "default"

Dynamic-EID name: subnetl
Database-mapping EID-prefix: 10.0.1.0/24, locator-set aws
Registering more-specific dynamic-EIDs
Map-Server (s): none configured, use global Map-Server
Site-based multicast Map-Notify group: 239.0.0.1
Number of roaming dynamic-EIDs discovered: 2
Last dynamic-EID discovered: 10.0.1.20, 00:01:37 ago
10.0.1.1, GigabitEthernet2, uptime: 00:09:23
last activity: 00:00:42, discovered by: Packet Reception
10.0.1.20, GigabitEthernet2, uptime: 00:01:37
last activity: 00:00:40, discovered by: Packet Reception

Router-DC#show ip lisp

Router-DC#show ip lisp data

Router-DC#show ip lisp database

LISP ETR IPv4 Mapping Database for EID-table default (IID 0), LSBs: 0x1
Entries total 1, no-route 0, inactive 0

10.0.1.100/32, dynamic-eid subnetl, inherited from default locator-set dc

Locator Pri/Wgt Source State
11.11.11.11 1/100 cfg-addr site-self, reachable
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Router-DC#show ip lisp

Router-DC#show ip lisp map

Router-DC#show ip lisp map-cache

LISP IPv4 Mapping Cache for EID-table default (IID 0), 2 entries

10.0.1.0/24, uptime: 1d08h, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request
10.0.1.20/32, uptime: 00:00:35, expires: 23:59:24, via map-reply, complete

Locator
33.33.33.33

Uptime State Pri/Wgt Encap-IID
00:00:35 up 1/100

Router-DC#show lisp dynamic-eid detail

)

% Command accepted but obsolete, unreleased or unsupported; see documentation.

LISP Dynamic EID Information for VRF "default"

Dynamic-EID name: subnetl
Database-mapping EID-prefix: 10.0.1.0/24, locator-set dc
Registering more-specific dynamic-EIDs
Map-Server (s) : none configured, use global Map-Server
Site-based multicast Map-Notify group: 239.0.0.1
Number of roaming dynamic-EIDs discovered: 1
Last dynamic-EID discovered: 10.0.1.100, 1d08h ago
10.0.1.100, GigabitEthernet2, uptime: 1d08h
last activity: 00:00:47, discovered by: Packet Reception

Router-DC#show lisp site
LISP Site Registration Information

* = Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

dc never no -- 10.0.1.0/24
00:08:41 vyes# 33.33.33.33 10.0.1.1/32
00:01:00 vyes# 33.33.33.33 10.0.1.20/32
1d08h yes# 11.11.11.11 10.0.1.100/32

Router-DC#show ip cef 10.0.1.20
10.0.1.20/32
nexthop 33.33.33.33 LISPO

Router-DC#

PMD T /LF ¥ 1 —DHHR—Fk

Cisco IOS XE 17.7.1 A& TlX, AWS TZET & 415 Cisco Catalyst 8000V f > A % > AT PMD +
NTFF 2 —BEREN VAR — N &vE T, BIfE. Cisco Catalyst 8000V THI Y 4T 5415 PMD RX
Fa—LPMDTX ¥a—3Af v F—T 2 AT LI 1 DT T, ZOBREZHMTS &,
Cisco Catalyst 8000V T4 DD PMDRX ¥ =2—& 8§ DO PMD TX F = —2ED ¥ THNET,
ZHUTERY . Ny MUBRERPHEINL TRT7 4+ —< o A ELET,

Cisco I0S XE 17.9.1 LIFETlX, Cisco Catalyst 8000V |2 & 5 PMD TX & = —®E| ) X4 T23 12 f#
IZHIN L TV ET,
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GE)  IPsec ho F/DIPT RLUARTEIPMDTXQ (ZNy ¥ =2 &NET, LA~ T, 7 RLAMR
AL TN T A= U ANKRTTH2Z LR £9, ZOMELFERET 5121, showplatform
hardwareqfp activedatapath infrastructuresw-nic =~ > K& LT, /X7 3 —~ 2 AW il
WCIRDEITRT T 4 v 7IR8ODF 2 —F XTUUTHFIZHM L TWDHINE I e L

—a_‘O

iz, show platform hardware qfp active datapath infrastructure sw-nic =~ > ROH 7 )Ld
a~x FHAZRLET,

Router# show platform hardware gfp act datapath infrastructure sw-nic
pmd b19811cO0 device Gil

RX: pkts 418
pkts/burst 1
Total ring read 91995516,

TX: pkts 355 bytes 57833

cycl/pkt 0O

0

O O O O o o o

bytes 37655 return 0 badlen 0O
ext cycl/pkt O
empty 91995113

hiwater
hiwater
hiwater
hiwater
hiwater
hiwater
hiwater
hiwater

pri-0: pkts 60 bytes 5590
pkts/send 1
pri-1: pkts 32 bytes 2616
pkts/send 1
pri-2: pkts 6 bytes 303
pkts/send 1
pri-3: pkts 38 bytes 6932
pkts/send 1
pri-4: pkts 176 bytes 39279
pkts/send 1
pri-5: pkts 25 bytes 1962
pkts/send 1
pri-6: pkts 8 bytes 459
pkts/send 1
pri-7: pkts 10 bytes 692
pkts/send 1
Total: pkts/send 1 cycl/pkt 3160
send 343 sendnow 0
forced 343 poll 0 thd poll 0
blocked 0 retries 0 mbuf alloc err O
TX Queue 0: full 0 current index
TX Queue 1: full 0 current index
TX Queue 2: full 0 current index
TX Queue 3: full 0 current index
TX Queue 4: full 0 current index
TX Queue 5: full 0 current index
TX Queue 6: full 0 current index
TX Queue 7: full 0 current index
pmd b1717380 device Gi2

RX: pkts 289216546

pkts/burst 7

O O O O o o oo

bytes 102405925473 return 0 badlen 0O
ext cycl/pkt 381

cycl/pkt 326

Total ring read 141222555,

TX: pkts 757922
pkts 94302

pri-0:
pri-1:
pri-2:
pri-3:

pri-4:

pkts/send 1
pkts 95525 Dbytes
pkts/send 1
pkts 93002 Dbytes
pkts/send 1
pkts 96799 Dbytes
pkts/send 1
pkts 90823 Dbytes
pkts/send 1

empty 103047391

bytes 260498122
bytes 32428428

32791822

31950500

33381108

31179044
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pri-5: pkts 97436 Dbytes 33455916
pkts/send 1
pri-6: pkts 93243 Dbytes 32113540
pkts/send 1
pri-7: pkts 96792 Dbytes 33197764
pkts/send 1
Total: pkts/send 1 cycl/pkt 760
send 685135 sendnow 3
forced 685117 poll 0 thd poll 0O
blocked 0 retries 0 mbuf alloc err O

TX Queue 0: full 0 current index 0 hiwater 31
TX Queue 1: full 0 current index 0 hiwater 31
TX Queue 2: full 0 current index 0 hiwater 0
TX Queue 3: full 0 current index 0 hiwater 0
TX Queue 4: full 0 current index 1 hiwater 31
TX Queue 5: full 0 current index 0 hiwater 0
TX Queue 6: full 0 current index 0 hiwater 0
TX Queue 7: full 0 current index 0 hiwater 0O

pmd bl4ad540 device Gi3
RX: pkts 758108 Dbytes 302121148 return O badlen 0
pkts/burst 1 cycl/pkt 572 ext cycl/pkt 811
Total ring read 78867251, empty 78155478
TX: pkts 756904 bytes 301747138
pri-0: pkts 9 Dbytes 540
pkts/send 1
pri-1: pkts 200064 bytes 80223776
pkts/send 1
pri-3: pkts 244086 bytes 97204792
pkts/send 1
pri-4: pkts 3 Dbytes 822
pkts/send 1
pri-5: pkts 250502 bytes 99404344
pkts/send 1
pri-7: pkts 62240 Dbytes 24912864
pkts/send 1
Total: pkts/send 1 cycl/pkt 737
send 705364 sendnow 3
forced 705355 poll 0 thd poll O
blocked 0 retries 0 mbuf alloc err 0

TX Queue 0: full 0 current index 0 hiwater 0
TX Queue 1: full 0 current index 0 hiwater 31
TX Queue 2: full 0 current index 0 hiwater 0
TX Queue 3: full 0 current index 0 hiwater 31
TX Queue 4: full 0 current index 0 hiwater 0
TX Queue 5: full 0 current index 0 hiwater 0
TX Queue 6: full 0 current index 0 hiwater 0
TX Queue 7: full 0 current index 0 hiwater 0
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IPv6 HEEED X TE

AvHE—Fy N Fa halr =Yz 6 (IPv6) 1L, *v NU—27 7 FLAEy k% (IPv4
D) 328y M5 1288y MIIEBEL CWA 72, HIER EDOTXCTOFX Yy FU—27 T /31 R
Ta—sUZ—ERIP T RLAZ IRt e £4, IPv6 I L W EBLT 2 HHIROT R
ALY, YAFEEERHY, 22— I AR =R Xa T o RSz
FHLWT AV r—s g bh—E2% L0 2B TxFT,

VAT N =T TORARMZR TPV i DOFEEIL, Bx DT A AL H—T = A A~D
IPv6 7 RL ADEI) B CTHERSNET, IPv6 b T 7 4 v 7 DEREIT T 0 — VT HEET
& . IPv6 @ Cisco Express Forwarding A { v F > 72 G THZ b TExET, =2—V—iF,
RAA =LV AT 5 (DNS) OARITNGT RUABIOT RLANLLAFION Y 7T v
THEATAAAA L I — REA T OV R — FERE L, IPv6 1A N—EEREEHTHZ LT,
AR OBREZ IR T X £,

IPv6 7 R L A$5iEIX. Amazon Web Services THIT 4T % Cisco Catalyst 8000V A A X
ATHR— b ENET, AV AX U ADIPVOHERER R ET 2 FIEIC OV TIX,  [TPv6 Addressing
and Basic Connectivity Configuration Guide] ZZM L T 7230,
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_basic/configuration/xe-16-10/ip6b-xe-16-11-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_basic/configuration/xe-16-10/ip6b-xe-16-11-book.html
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AWS 217V — )L Z {8 A L 7= Cisco CSR1000V
A > A A > XD Cisco Catalyst 8000V ~ D F%
1T

AWS |Z Cisco CSR1000V A > A % > A % J&B L T\ % —H —73 Cisco Catalyst 8000V (27 v
77— KT DAL, A AKX A% Cisco Catalyst 8000V ([ZFEATT 2N H Y 3, Bl
TED L Z A, HHIT Cisco Catalyst 8000V DA > A b —/ /L& %7 L. Cisco CSR1000V 7> SR,
T ANVE A —74%Z & T, Cisco CSR1000V 7> Cisco Catalyst 8000V (21 AKX L A%
ITCEET,

Cisco IOS XE 17.14.1a U U —ALURETIL, HEMbERRZ M L CE(EZ R L. BT et
A% — ALV AT B2, AWS TR AEEZ: CloudFormation 7 7 L— k & LT AWS
BITY—APHESRTOET, 20U 27U v 7 —LEHHT 5L, BEFD CiscoCSR1000V
BR¥E 0> 5871 L\ Cisco Catalyst 8000V BREZ I —H —Z2 HEWICBITTEX 7, ZOBITICL
D, BX=2T7 A7V FARL—U72E | Cisco Catalyst 8000V (ZHEHE 41T 5 1 FE 70k
BEFHTES L) £,

oY=t B (3E SDWAN) PAYG B X UYBYOL Cisco CSR1000V Bris CEfT& £
7,

Z DY —)L & LT Cisco CSR1000V 1 > A H > A %71 521X, AWS Marketplace (2 &
7' A4 > L. CloudFormation7 > 7L — hZi&IR L FET, WORT v 7L LT, BITTAHHLEN
&% CSRI000V A AKX L ZAD Y A K, BATHED Cisco 10S XE /3— 7 72 EOBINEH &
AN LET, AMNFEEEL, BIT7 e R &G LET,

YV— I TR TOANEZITERY . (RO 250D AWS Lambda B2 1Bk LE 4. 25 0K
/%, Lambda Ca— FEZFETTHZOICFRET I ENTEH AWS U VY — AT,

* Trigger Lambda : = @ Lambda B3%%, BTV —2 7u—% FU H—L %7, Z® Lambda
B IX. BITOT R CORHRRMENMIZ SN T ENEIDERIELET, 512, 20
2 AR—3 2 X, Worker Lambda & FEOMH 7RI, BATXIG & L THIE L 724 CSR1000V
AVAB L ABRGELE T,

« Worker Lambda : = ¢ Lambda B%%i%. Trigger Lambda 7>5 DFERZMHE L 9, RL Y
F U REET, BITT 5T TD CSRI00V A > A K A2 L ClAl—® Cisco Catalyst

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .



AWS 547V — )L % L 1= Cisco CSR1000V f > X 2 > X D Cisco Catalyst 8000V ~DF51T I
B seomizzes

8000V A ALK Az B LE T, BITH 59~ TDCSRIO00V A > A H  ATxF LT,
' — L% 1 -2 Worker Lambda & 4E5k L £9°,

U—r7ua—n0sns &, BITR5%E T LET, Cisco Catalyst 8000V 1 > A X 2 AL AWS
TAT NTHEHATEL LR £7,

« BATORRSEME (42 ~—2)

e HIRFH L EEHFEH (42 —)

» Cisco Catalyst 8000V ~~® CSR1000V A > A X ADEAT (43 ~—)
cBATHII LTeD LD D ORERR (45 ~—2)

cB—Ny T DFAT (45 =)

BITORITREMY

« BATZBIMAT DANIC, Y78 T A & AT Cisco Catalyst 8000V (|28 Gk DML ENH D £
T, BITY— L, ~—4F v F LA 2D C8000V LY A R AMI AR LET, =
DY —LBNAWS TH T "vh AMI ZHE$ 3121, BENLETT,

* Cisco CSR1000V A > A X v ADZ—HF = L /RAT — REFEZ H X HIC L TEBL RLEEN
HYET, BEERIZZ—Y—DPEM 7 7 A MZT 7 EATERWZD, Zhbon
A EEHIX. Cisco CSR1000V A VA Z L RIWIT V8 AT AHIZODASMEE LTY—)L
THERASNET, BITEZBMT HHEIIC, username [user name] privilege 15 password
[password] BXE % FAT L £7,

» Cisco CSR 1000V A > A X 2 AZid, X7 VU w7 IP 7 RLARKLETT, AWS BTV —
IWINTF R A a4 TEDLLEIC, NTU v ZIPT RLRIARNT Y v I A F—F%
MER TR T A2LENL Y £,

« D Cisco CSR1000V A > A X L AN HAET— FTEITIRRBIZZ2 > TWAMERHD
iﬁ‘o

HIfRFIE & ETESEIR

cBATTE B TU RTa T 413, $ 7%y b, AZ, ¥F 2 VT4 A —T ¥hH
U IP, ElasticIP, ¥ 7 (DX 7)) OHTT,

« ZORATIZ. 3. ¢5n. BL WS A LV AX L AK A T D Cisco CSRI000V A > AKX 2 AT
SHTLTORFEITTEET, BIRLIAA LV AZ L AZA T &P A X7 Cisco CSR 1000V &
Cisco Catalyst 8000V D i ) THHR— F SN TWAHXLERH Y £,

e BHDTAVLAZALATNEIDTA R AL A T~OBITIIVR— SN TWEHA, =
L 2L, PayG TA B ABA T DA L AR A% BYOL T4 B AZA FITBITTH
LITTEERA,

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER



| AWS 547V — )L & EF L 7= Cisco CSR1000V f > X 2 > X D Cisco Catalyst 8000V ~DF51T
Cisco Catalyst 8000V ~> CSR1000V £ > 2 4 > 2047 [

« ZOBATIZ, BAVE— R TIAT 4D Cisco CSR1000V A > A K 2 ATk L CHOHFELTT
X F9, AWS BTV —/LiE, SD-WAN E— K CER 4172 Cisco CSR1000V A > A % >
2 TIIHERE L EH A,

s U U —REFIZ, fhou 7| #RT 7 AN, Ry r—VEBTESnERA, 2 be—TF
F— KT Cisco CSRI000V A > A X LV AXEET A L. BITIZERLET,

c ZOBATTIE, ROTAERBEEa~Y Y RIZVAR—FIhEHEA,
* 'Building.*?bytes\n’,
'"hostname.*?\n"',
* '\ncrypto pki.*?quit’,
®* 'no aaa new-model\n',
* 'login local\n',
* 'spanning-tree extend system-id\n',
* 'no mop enabled\n’,
* 'no mop sysid’
Cisco Catalyst 8000V TH AR — K 4T 721 Cisco CSR1000V @ I0S 7% iE 1L, Cisco Catalyst

8000V A Y AL L AITITHH SN ER L, 2OV ATRBITNRIT 22 L 1dd 0 £
B3, Cisco Catalyst 8000V DX EIZNEG N AL L AMREMERH Y £,

«[EEO Y R ER/NRICHZ 5 72812, 18] CloudFormation B CRIFFZ4T4 % Cisco
CSRI1000V A VA X L 2% 10 ETICTHZ L E2HERLET,

« FATPOBAED 10S REDHPBATSNET,

Cisco Catalyst 8000V ~ () CSR1000V £ > X % > A DF&1T

ATvF1  AWS Marketplace (22 7' A > L E 7,

RATvFT2 RkKoOVWTRNEZ Y v 7 LT, #%%47 5 Cisco CSR1000V 2> 5 Cisco Catalyst 8000V ~DFEITY — /LT
TL— b EBRLET,

* BYOL
* PAYG Network-Advantage

* PAYG Network-Essentials

AT T3 TUTL— IR TTICHE SN TV DAL, [Create Stack] 7 1 & RUMRERINET, ZDOX—TT
IS SR A AN T HMEIH Y A, [Next] 227V v 7 L CTROBEIZEE L ET,

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .


https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create?templateURL=https://aws-ia-us-east-1.s3.amazonaws.com/cfn-ps-cisco-csr-to-catalyst-8000v-migration/templates/csr-to-c8kv-migration-BYOL.template
https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create?templateURL=https://aws-ia-us-east-1.s3.amazonaws.com/cfn-ps-cisco-csr-to-catalyst-8000v-migration/templates/csr-to-c8kv-migration-PAYG-ADV.template
https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create?templateURL=https://aws-ia-us-east-1.s3.amazonaws.com/cfn-ps-cisco-csr-to-catalyst-8000v-migration/templates/csr-to-c8kv-migration-PAYG-ESS.template

AWS 547V — )L % L 1= Cisco CSR1000V f > X 2 > X D Cisco Catalyst 8000V ~DF51T I
B cisco catalyst 8000V ~ > CSR1000V 2 2 L X DR

AT w74  [Specify Stack Details] 7 4 > K7 @ [Stack Name] 7 4 —/L R C, A% v 7 O4Hi%HEELEJ, [Name]
TA— IV RTIE, TAVT77 Xy bA~Z, a~z, HFO~9, B v vazliHT&ET, [Stack
Name] 7 4 —/b RCIFEFRAICT V7 7 Xy 2R L, 128 CFUNTRET 2 HLERH Y 77,

AT w75 [Parameters] fHIK T, BATHDONN—T 3 U EBIRL £77,

ATw 76 [CSRI000V Instance IDs] Kz v FH# U X hond, BITTDHA LV AZ UV AEBEIRLEYS, 74—/ F
WZIE, BUEOTRTDOEC2 A v AX UV AN—BERRINET, FFFIZEITT 5 Cisco CSR1000V A > A
B R R 10 BRI L 9, BATICKRENT 5 &, [A LD Cisco Catalyst 8000V A > A X > A DMERL
INET,

ATy 71 (&) [C8000V BYOL Token] 7 4 —/L RIZ h—2 > % AJ13 % & Cisco Catalyst 8000V A A X > A
W h—2 UNBERE N ET, ZD h—2 i, Cisco Catalyst 8000V 2@ )72 7 A v A L~ULCiLEhd
H1DICHETT, ZO h—72 0%, Cisco Catalyst 8000V 73 CSSM H— 3— L DIEHEZ #ESL L. Cisco
Catalyst8000V [CB R SN TNWAB X —F v b TA B AERIGTAH1-DICHETT, 207 4 —/L KL,
BYOL Cisco CSR1000V A > A X v A& BATT DG BICORANTHHLERHY 9, 2O b—7 v &5
E LR THORBATIZSE T LET 23, Cisco Catalyst 8000V (27 A & A FBEFHRINEH A,

AT w78 [SSHKey to Associate With C8000V] 7 4 —/L K¢, [SSH Key] # AJJ L £, Cisco Catalyst 8000V - > A
B ARG, ZOF—EFHL TS AZRzu s LET,

ATv79 (fEE) B A—/LX° SMS TREFIBEMAZZ(ET 255 1%, [SNS Topic ARN] 7 ¢ —/L KT SNS ARN %
RELET,

(GE) SRS ARN % #5795 R1IZ. Amazon Simple Notification Service Z A %2 LT, ARN 2T 5%
EOICLTELIRERDLY £7°,

AT 710 [Username to SSH Into Device] 7 4 —/L K12, BATHIZ CSRI000V A > A ¥ » ATHEK LT —H—4 %
AT LET,

AT w71 [Password to SSH Into Device] 7 4 —/V FiZ., BITHIZ CSRI000V A > A% o A TIERR L7z /X AU — K%
AN LET,

ZDSSH 2 —H—4 L 27— Ri2L V. CSRI000V A » AEZ v AZA~D SSH T 7B ARAIT /0 £
T BITHETTHE, AU SSH =7 A % L T Cisco Catalyst 8000V (21 27 A > LE T,

ATYT12 BITHRRLIESGEICAZ v 7 T Y —RA%&r—/L3y 7 L, CiscoCSRI000V A > A X A % F R4
%1Z1X, [Rollback Option] K& v 7' #7 U X T [Yes] Z#INL ET,

AT 913 BATHAE L7881 Cisco Catalyst 8000V 1 > A X v A% H& T4 5I21%, [Terminate C8KV Option] K12 v
Ty A KNT [Yes] IR LET,

ATy T8 BITHRE L2112 CSR1000V A > A X o 2 & HEIICHE T3 534 1%. [Terminate CSR Option] K v
TH YA RT [Yes] #BINLE7, BEIWISK T L2WEEIE, [No] Z#3IRLE7,

ATYT15 [Next] #7 Vv LET,

ATwF16  ({EE) [Stack Failure Options] fiEJ# ? [Select Rollback All Stack Resources] 7 4 —/L K C. [Rollback to Last
Known Stable State] & 7' a v ARZ %7 U v 7 LET,

ATFYF1 [Next] 227V w7 LET,
ATw 718 [ReviewandCreate] V > KU T, X TCOHREEMRLET, ZOX—VDTFHT, F=v IRy 7 A
EAATTHZET, ZOBITTIERSND U Y —RAZKRB L ET,

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER



I AWS 547V — )L & EF L 7= Cisco CSR1000V f > X 2 > X D Cisco Catalyst 8000V ~DF51T
srasHEmLEnE>romER ]

AT9 719 [Submit) #27 U 7 LTEBITZRMLET,

BTN L= E 5> D DFERE

ZDH A TIL, Cisco CSR1000V 75 Cisco Catalyst 8000V ~D A > A X > ZADBITHRLH) L
TeinE D DT 5 FIRZ R L £,

1R BHHEIIZ
BATZBHME LT-1%., ROMRFIELZEITLET,

ATy TN A% v 7 %595 &, [CloudFormation Stack] 7 « > RUBNERENE T, ZOR—=T T, AHX v 7 A X
Y NOERRESET 2R LET, BITY — /DA X2 MZE V| Cisco CSRI000V A A K > A& FRGEE L
T, [Al—® Cisco Catalyst 8000V 1 > A% > A% AER%T % Lambda BIEN U I —ENnFE$, AZ v 7D
CREATE COMPLETE (X, A% v 7 U Y —AF 721X Lambda BEA IEFICERR SN2 L 2R L ET,

AT T2 BITHROK Y V—=on 7% F/RT 5HI21E, [CloudWatch] >[Log Groups] IZBEN L ET, AX v 74RO
U4V RYERRENET, R v I HEI Vv I THE TOAS y 2 ICHET 5 E 0 7 RTRT
FRINET,

AT w73 Cisco Catalyst 8000V A > AKX L ANVERR S TNDH M E 9 nEHERE L E 3, Cisco Catalyst 8000V A > A ¥
VAT, CSRI000V A AKX U A LR CARIBEE SNET, 72720, 4 AX A 1D X, CSR1000V
A VAL A EHIET D Cisco Catalyst 8000V A > AKX L ATHER Y 4,

(G¥) Cisco Catalyst 8000V D JEBI AT R L7254, Cisco Catalyst 8000V = > > — /L1 7 3 {T S3
N7y MICHRTF &L E T, Cisco Catalyst 8000V A > A K v A& #& T2, H L\ Cisco Catalyst
8000V 73 ATRMLIEBITZT Ny 7 $5 2L b TEET,

> == 4=
O—JL/ Ny U DEIT
BATU — 27 7a =0 Lo G813, v— Ny 7 e ARHBRIZIATINE T,
72720, [Submit] #7 U v 7 L TBATZ BT HRIIC, [Rollback Option] Kvu v 7 X 7 U &
I C [Yes] #3RN L T LERH Y £7°,
[Rollback Option] K2 > 7% 7 . U A k"C[No] ZiR L7=35A . BATIXEIL L, CiscoCSR1000V
A VAL AFETREBICE TSN EE A,

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .



AWS 547V — )L % L 1= Cisco CSR1000V f > X 2 > X D Cisco Catalyst 8000V ~DF51T I
. A—JL/Ny 7 DERFT
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=% =R

SOy Ny —roxAZ2FERALEERS
>y kVPC )RR

FSoPYy R HF—bozA4 V) a—aVIZEAT 51ER

Amazon Virtual Private Cloud (Amazon VPC) ZfiH L C, MELEORMBR Y MU —27 Z1ERK
TEET, AWSTIE, 2 bDxy NI —7 ZMAEICHER L2V, IEFAWSA 7T A KT
Fyv (AT VIADT—F v — BRI DAL, TOMhoA T o 2) 1ITHHEL
0TI EIFE AT v arbigfi L TnET,

N7y RVPC VY a— a3 %M LT Cisco Catalyst 8000V A > A X » A& BT 5 & |

Amazon VPC TNT 7V RAR—7 MR UEHBE L Ty Ukix —nfbTtE x4, F 7
¥ N VPC TiX, VPC TOHEH —EREII Ry A VAT v a /LT ) r—ya v
FEANTEET, #HEOT UL Mlbizo> TH#EE L. AWS CloudFormation A % v 7 &4 L
THHEICERECTE XY, 277L, 20V Va—var TR0V y M= b =1 TlEAL
VPN 7 — F 7 = A T 5720, HLWAR—7 OBINCIEH 5 BREEME R B ER R E
T

ZOHIRE RS D720, NIV NS —= R U =AYV a—a & LT Cisco Catalyst
8000V N7 ¥y RVPCEZEBMTELLOIZRVELE, N0V Yy M= U= A1E, AWS
779 REFT VI ARy NU—2 TVPC ZM AT 5 729012 AWS D332 Mk«
NO—=2 NPy AT —ERATY, FT7Vy M — MU= A ZfEH] L7z Cisco Catalyst
8000V N 7> Yy NVPC VU a—a Tk, AR—Z[ONT Yy NF— R U A %
HALT, FCHIEANORAR—7 VPC BB ZARIcLET, N TV Yy M=o =A
X, VPN 2 H LT hZ ¥ v h VPC @ 2 5O Cisco Catalyst 8000V A > A X > AT HEf5E
S ET, CiscoCatalyst8000V A A X L AL, SEISERA VT VIR T T Frr—rva
>~ VPN #fe z 12 L £,

oYy v —bhoxzAf VYV a—varZHEHALTAWS 7Yy b VPC BT 55
EEWHERT DI, ZOECTHHT IR ETIEEZFIATLET,
SOy RVPC- FSUCY R HF—R9A aVR—R2 B

cNZoYy v F—boxAd V) a—ailid, AR—7 B VPCHFm 22tk 27- 0D T
CLLTHERET AN T Yy NP — b= B3HDFES, FT ¥y b VPCIE, AAKR—2 VPC
MWHBUE—FRy NT—=JIZHND T 7 47 DFRATELTHEET I H I 1oDa7

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .



RSSOy RF— Rz A EERALE RS Sy FVPCOER |

VIR—F% 2 hTY, bT Yy hVPCIE, VPN Ol V—F 1 > FEATREICT 5 2 DD
Cisco Catalyst 8000V A > A X » A% KA M LET,
R3: b5y b F—bozA Y )a—a3 0 T ERAD

Spoke VPC 1 Spoke VPC 2 Spoke VPC n

QN QO . é%i
- B —i
vm /mm

|, A\l Transit Gateway

VPN Attachment ; VPN Attachment

CSR 1 CsR2

520051

Transit VPC

Z®OY Y a—3 3 T, Solution Helper & Cisco Configurator & V9 2 -2 AWS Lambda B%L
EEAL T, A v AZ AL AR—2 VPC [HD VPN Hefii & HBIRJICERE L £ 7,

« Solution Helper Lambda : Z @ = AR—>x > M, cloudformation 7 > 7' L — F & BT %
ERNUT—nET, ZOaryR—xbTE, b7 ¥y =T A CiscoCatalyst
8000V o > A X > 2 LD VPN Hift, BLUA L AZ AL FT 0Py M= b0 = A
D VPN #5iDMERR S E 4, F D%, Lambda BA%%1Z S3 SSE-KMS Zf# ] L C VPN $%&¢
& % Amazon S3 /X7 v MIEMFEL 77,

« Cisco Configurator Lambda : S3 Put - X2 [ Z & 5 T Cisco Configurator Lambda B#57)3 I
UCHEnEd. ZOBBICLY, VPN BRI Shu, B LU VPN B 2 fERkT 5
T DI BEIRFRE T 7 A VAR SHVE T, Cisco Configurator Lambda (%, SSH ZffiH L
T 10S B E % Cisco Catalyst 8000V f V' A X L A2 v v a LET, Y AIADEREN Cisco
Catalyst 8000V A > 2 X% > A C@M &5 &, BIEEIZ VPN b e nZd@hL, hoo vy

FNFA—= R U= EOMIZAR—F— = U xA 71 bz (BGP) A /N—BafRA L

éhiﬁ—o

. Amazon Web Services T® Cisco Catalyst8000V T <Y 7 k™o = 7 DEM



| FSvCyrF—bozqaEERALERS VS Y FVPCDREE

AWS K3 >

AWS K5 >

&

AWS 35 >
RIH

AWS ~<Z >

AWS FS5 Uy bk F—kzg yya—savofs ]

CAWS F T Uy b F—bU A VU a—Ta ORI (49 X—)
cAWS hF7 2V y b F—btDxA VY a— 3 VORHRSME (49 <—)
cAWS TV M F—bTxA VU a— a3 COFIRFEE (49 X—)
cAWS h IV b F—htUxd VY a—a OFRE (49 <—)

« ERH (51 ~—2)

+ AWS Transit Gateway Y U = —3 2 > OHIEE (55 ~X—)

CYbrT—bzA V) -3 DFR
CRTUU b P b ad VU et A, Y S A D E T

"IV N =T A VYV a— g I R—Y RYP—ERATT, o0, &WH
MBI VBRI AAENTE Y, CloudWatch 72 XD A MU w7 Z{FEH L
TV a—varzBcaesEd,

e hTUVY N T T VYV a—TarEEHTLE XY NI T XTI F ¥
DFALBFIREIC 2 D720, EH 2 A FOHIZRB TE £7,

X2 T4 HEEDTC, VY a—arE—BFHETEET,
CYNT—bozA4 V)1 —2 3 DRERE

« Elastic IP, VPC. TGW. ¥ L O VPN B T 2N ENTWALERNDH Y 1,
o cloudformation — VY 2 ZEH T4 IAMMERLNH D Z & 2R L E1,

OYybrHF—brozA4 V)= a3 DR

cHENZRAA—VU T, ZONR—=Va 0DV Y a—2 g TIIPR—FERTWERA,

e ZDYVVa—aryEREA L%, VPCEBRAZFEHL T, AR—27 VPCE IV b
F—= T A CFENTEMTHILENHY £7°,

OYbST—brzA V)2 — 3 0DEE

AT w71 Amazon Web Services Marketplace (22 7 1 > L £,

Amazon Web Services T Cisco Catalyst8000V T Y 7 bz 7 DERH .



RSSOy RF— Rz A EERALE RS Sy FVPCOER |
B awsrsooory—rwzsyna—vavons

AT w72 Cisco Catalyst 8000V — Transit Network VPC 7> 7' L — F 2 HBZEL T, ZOT 7L — FZ2@RL £,

RATY 73 BOOFEMICEEY Tk CTT 7 L — h &) L7, [AWS Cloudformation Service] ~<— VMR FE /R S
NET, Next] 27 U v 7 LET,

AT v T4 RO [Stack Details] #+5E L £,
NS A—4H AR

C8000V Throughput Requirements Cisco Catalyst 8000V 1 > A X ¥ ATHMELTp A )L—
Ty b, ZOMEICEY, EBETLA L AZ LA
THRREY T, T 7 4L MEIL 2 x 500 Mbps T
R

SSH Key to access C8000V Cisco Catalyst 8000V A > A % o ZDEENEIC, A >
AR ANDY X 2 T IR & WIS T D ISBHALE
F—7,

INBRRRE X — T B AT HHERHY £, Z0D
X —~XTE, AWST I 7 FOVERRRRIZ, BE LT

I TIERR S IVE T

License Model BYOL (%, BUEVAR—F STV OME—D T Ak
AETITT,

Enable Termination Protection Cisco Catalyst 8000V 1 A X L AD# T (il & H%h

T B2, 207 4=V REREZICLET, 20
FEREIC L 0 | {8572 Cisco Catalyst 8000V DF& T A3
PilbEivEd, EBRMERECZOT7 +— NV REf%)
T D2 aMBELET, 774 T 20

74—V ROMEIE [Yes] ICRESNET,

Prefix for S3 Objects Amazon S3 47V =7 FOVERFIC TS VT 4 v T A
ELTHEHATOIMNERDH DT FA NLTFH, 77+
)V~ OfEIE vpneonfigs T,

Additional AWS Account ID S3 Ny b E AWSKMS T A X~ —~< AKX —F—~~
DT I AEHNTHIN TV by hU—7 (T
BT BN AWS TH T b T v kD,

GE) Zo7 40—V FiZiE, BID AWS 77 v
NID % 1 D72 AN TEE3, HEOBEM
DAWSTH T N Ty xRy b
U — 7\ A %A, BIo Ty vk
DT I AT % FENCRET HLENRH D
£7,

Transit VPC CIDR Block FF2Yy R VPCDCIDR 712w 7, VPC &4 7
%> FCIDROT RUAHFHZZEE LT, *v hU—

. Amazon Web Services T® Cisco Catalyst8000V T < 7 b7 = 7 DER
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wzn [

Bl

sloaYVarEEmLET, T 74 FOEIT
100.64.127.224/27 T3,

1st Subnet Network

AZ1 TERRENTE RT3y RVPCH TRy b
CIDR 7 u v 7., 574/ s OfEF 100.64.127.224/28
VC‘TO

2nd Subnet Network

AZ2 TERENEZRT Yy RVPCH TRy b
CIDR 7 & v 7. F 7%/ k OffiZ 100.64.127.240/28
<7,

Transit VPC BGP ASN

rZ oYy K VPC O BGP Bt 25 L% 5
(ASN) . T 7 /v s DfEIT 64512 T,

Spoke VPC Tag Name

cNZ Yy h VPC TS D AR —27 VPC ORI
T 527,

Preferred VPN Endpoint Tag Name

k<> ¥+ k VPC Cisco Catalyst 8000V - > A X > A
ZHEWT D N7 7 4 v 7 a—% il 5 Cisco
Catalyst 8000V VPN = K7RA > hZHET 5729
AT 227, it z2iX, AT —h 7 F T
SR TFAT VANV ERETHHAITHERLE
T

Optional AZ configuration 1st Subnet

Public Subnetl @ "] Y — &5,

Optional AZ configuration 2nd Subnet

Public Subnet2 @ 7] > — &5,

ATw TS BREEME L CHEE L%, AWS Identity and Access Management (IAM) (2L > TV YV —ANERK S,

-

CAPABILITY_AUTO EXPAND B§REZDSLEZ R D A[REME N 8 D 2 & Z KR T HI2IE, ZDOF = v 7Ry

AxhF AT LUET,

ATYT6 [Create] 7 U v/ LT, AX v 7 ERALET,

JEBAM T % & . AWS Cloud Formation =2 >/ — /L ® [Status] 51\Z [CREATE_COMPLETE] & #/r S E

‘@40

&% 7 151

W, NPy N A= T VY a—arEEHALTAWS 5V N VPC % 2

TOREBEZRLET,

ip-100-64-127-2344#sh run
Building configuration...

Current configuration : 7284 bytes
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|
! Last configuration change at 14:10:57 UTC Thu Oct 10 2020
|
version 17.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
platform gfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
platform console virtual
|
hostname ip-100-64-127-234
|
boot-start-marker
boot-end-marker
|
!
vrf definition GS
rd 100:100
|
address-family ipv4
exit-address-family
|

logging persistent size 1000000 filesize 8192 immediate
|

no aaa new-model
|
ip vrf vpn-0£f56b2afc60b1d492
rd 64525:1
route-target export 64525:0
route-target import 64525:0
|
ip vrf vpn0
rd 64525:0
|
ip admission watch-list expiry-time 0
|
subscriber templating
|
multilink bundle-name authenticated
|
crypto pki trustpoint TP-self-signed-572041569
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-572041569
revocation-check none
rsakeypair TP-self-signed-572041569
|
!
crypto pki certificate chain TP-self-signed-572041569
certificate self-signed 01
3082032E 30820216 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 35373230 34313536 39301E17 0D313931 30313031 34303631
355A170D 33303031 30313030 30303030 5A303031 2E302C06 03550403 1325494F
532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3537 32303431
35363930 82012230 0D06092A 864886F7 0D010101 05000382 010F0030 82010A02
82010100 A974EDB7 292BBB6A 09026F6A 381F7852 714775E3 E25F1F89 CED40FCB
F45204F9 2F2F5FEE C46A9D16 A8D7307A C5433234 10D3F709 B4B18B3D 009B4A7A
85980EEB 1282D1F7 C3CD4429 16042D4D 544315F4 E3ABA673 21E66C52 187ADIE6
6B21F98A FO0537D0A 8171618E 6CDF3B70 E2C8B553 8096C2D6 BACD1AE4 B6DFD615
844924B8 83DBE166 3CBCY90F1 889CBOOF 1644ECCE F2E70D81 CA35B555 D9757BE4
34440FD9 D15580FA C50181CD D646AB6C 22F707A7 1D9F98CA 19897AF4 7488762B
35ECA78F D2B249C7 8079255F 72BE5SCF8 214B5135 E97B1104 A9CB449E A4A1D996
9B99ECOE 18EF94FE FE73706A BF417262 12771D33 FF61A325 4479CAFB 10DOEEAA
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810E3437 02030100 01A35330 51300F06 03551D13 0101FF04 05300301 OlFF301F
0603551D 23041830 16801476 E8S5FEE9B EAE114A4 74C542FD E923856D 6F17F830
1D060355 1DOE0416 041476E8 SFEE9BEA E114A474 C542FDE9 23856D6F 17F8300D
06092A86 4886F70D 01010505 00038201 010043A6 03287F7E 1F13A7D4 26D661FE
D11FED41 FE195D3E 6ADEAl11ll 267C534B 266F587A 6A2F395D C50F5894 4CO1F62B
A179B852 F5F8ED62 DFF35587 3CFF352C 523F8D3D 8A786E61 A73EA8BB C8FCOA8D
C2F0C260 0BB25D28 01B26B2B 27D71A31 2CE81DA5 6296D4AA 756A6658 OADB8IFB
52BE1E9F A8BF17AA B2A0379A 1921AF64 834455CF B6307205 CE12C83A 2D29AEF2
D79B79F7 9701F86E EB51B8E2 95BA7D5A C67A05F8 2AATA8E0 3626D155 FC2D79EC
9506D897 D79B8E65 A1D89F8A 6EC21FD1 15BFBD79 8A6FEB77 15CLODEE O0A50A7AS
C8109573 9C58A869 D2740BC4 61D953F2 7AA92870 69BF035C 08DAOEFB B4ABOAC1
BD4DB053 66ADDY9E3 B5957D2B 8E467A91 258A
quit
|
license udi pid CSR1000V sn 9YGGWBVUY3N
no license smart enable
diagnostic bootup level minimal
|
spanning-tree extend system-id
|
username ec2-user privilege 15 secret 5 $1$Gf9p$OfAN1/ujuCIvpunuRDwKil
username automate privilege 15 secret 8
$8$962y2elpz004/n$SM8DMVAM/G9yySvibBlI2tBJAWAIWZRIc44Icent4bps
|
redundancy
|
crypto keyring keyring-vpn-0£f56b2afc60bld492-2
local-address GigabitEthernetl
pre-shared-key address 52.54.79.47 key lhvPlpTYxUTno.lNTbR25F9743HEguaH
crypto keyring keyring-vpn-0£f56b2afc60bld492-1
local-address GigabitEthernetl
pre-shared-key address 52.44.80.94 key Qg4fLolOMfl1iW3d7gJhtzF8h8Tu3I1NT
|
crypto isakmp policy 200
encr aes
authentication pre-share
group 2
lifetime 28800
crypto isakmp keepalive 10 10 periodic
crypto isakmp profile isakmp-vpn-0f56b2afc60bld492-1
keyring keyring-vpn-0£56b2afc60b1d492-1
match identity address 52.44.80.94 255.255.255.255
local-address GigabitEthernetl
rekey
crypto isakmp profile isakmp-vpn-0f56b2afc60bld492-2
keyring keyring-vpn-0£56b2afc60b1d492-2
match identity address 52.54.79.47 255.255.255.255
local-address GigabitEthernetl
rekey
|
crypto ipsec security-association replay window-size 1024
|
crypto ipsec transform-set ipsec-prop-vpn-aws esp-aes esp-sha-hmac
mode tunnel
crypto ipsec df-bit clear
no crypto ipsec nat-transparency udp-encapsulation
|
crypto ipsec profile ipsec-vpn-aws
set transform-set ipsec-prop-vpn-aws
set pfs group2
|

interface Tunnell

description vpn-0£f56b2afc60bld492 from TGW to cgw-00d8fbb76cc59295e for account
902347396780
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ip vrf forwarding vpn-0£56b2afc60bl1d492
ip address 169.254.185.70 255.255.255.252
ip tcp adjust-mss 1387

tunnel source GigabitEthernetl

tunnel mode ipsec ipvi4

tunnel destination 52.44.80.94

tunnel protection ipsec profile ipsec-vpn-aws
ip virtual-reassembly

|
interface Tunnel2

description vpn-0£f56b2afc60bld492 from TGW to cgw-00d8fbb76cc59295e for account
902347396780

ip vrf forwarding vpn-0£f56b2afc60b1d492
ip address 169.254.232.90 255.255.255.252
ip tcp adjust-mss 1387

tunnel source GigabitEthernetl

tunnel mode ipsec ipvi4

tunnel destination 52.54.79.47

tunnel protection ipsec profile ipsec-vpn-aws
ip virtual-reassembly

|
interface VirtualPortGroup0

vrf forwarding GS

ip address 192.168.35.101 255.255.255.0
ip nat inside

no mop enabled

no mop sysid

|
interface GigabitEthernetl

ip address 100.64.127.234 255.255.255.240
ip nat outside

negotiation auto

no mop enabled

no mop sysid

|
router bgp 64525

bgp log-neighbor-changes

|

address-family ipv4 vrf vpn-0£f56b2afc60bld492
neighbor 169.254.185.69 remote-as 64526
neighbor 169.254.185.69 timers 10 30 30
neighbor 169.254.185.69 activate
neighbor 169.254.185.69 next-hop-self
neighbor 169.254.185.69 default-originate
neighbor 169.254.185.69 as-override
neighbor 169.254.185.69 soft-reconfiguration inbound
neighbor 169.254.232.89 remote-as 64526
neighbor 169.254.232.89 timers 10 30 30
neighbor 169.254.232.89 activate
neighbor 169.254.232.89 next-hop-self
neighbor 169.254.232.89 default-originate
neighbor 169.254.232.89 as-override
neighbor 169.254.232.89 soft-reconfiguration inbound
exit-address-family
|
iox
ip nat inside source list GS_NAT ACL interface GigabitEthernetl vrf GS overload
ip forward-protocol nd
ip tcp window-size 8192
ip http server
ip http authentication local
ip http secure-server
ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 100.64.127.225
ip route vrf GS 0.0.0.0 0.0.0.0 GigabitEthernetl 100.64.127.225 global
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AWS Transit Gateway ¥ ') 2 —3 3 > DHIR .

|
ip ssh rsa keypair-name ssh-key
ip ssh version 2
ip ssh pubkey-chain
username ec2-user
key-hash ssh-rsa F1BODF92FC2E25F7D98A01B99FCESF13 ec2-user
username automate
key-hash ssh-rsa ED4BO757CE2AC22C89B28BES5EDE7691
ip ssh server algorithm authentication publickey
ip scp server enable
|
ip access-list standard GS_NAT ACL
permit 192.168.35.0 0.0.0.255
|

control-plane
|

line con O
stopbits 1
line vty 0 4
login local

transport input ssh
|

app-hosting appid guestshell

app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.102 netmask 255.255.255.0
app-default-gateway 192.168.35.101 guest-interface 0
name-server(0 8.8.8.8

end

AWS Transit Gateway ¥/ ') 21— 3 > DHIFF

AWS Transit Gateway V' V = —3 3 VA HIBRT 51C1E, WOFIREZFEITLET,

AT v 71 [CloudFormation] ~*—IZ%EN L £,
AT T2 HIfpdHAX 7% 27U w27 L, [Delete] 27V v LET,

HIBRERER B S N E T, 72720, 80 Y Y — R X FE THIRT 24383 % 5 72, [Deletion Failed] A
TR ANFREINDHENH Y £7, CloudFormation DA THER S 7= Y ¥ — AL, [Delete] =27 V v
7 LCHHIBRENEE A, 2OV T IUATIE, ROXH72V Y —2%&TFTETHIRT 2XLERH D 9,

« I R VPN 55 OHIER (c8000v-tgw 72 B tgw-xxxxxx 4 Bl )

c NAB~—4— U= A OHIBR (Tranist VPC = KA > M 1 BL2)
c TV M= b A ORI

s FT UV M= MU = A DOHIER (c8000v-tgw)

GE) ZnTH VY a—va UBNEFICHIBR SN2 WAL, Cisco Catalyst 8000V A A X > A THE T &
ERAN 72> TWNDENE I D EHER LT IEI N, K TIREDNANIR > TWDLIGEIL, BT
LT/ 5, Transit Gateway V' U = —3 3 VAHIER L TATL 72 &0,
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. AWS Transit Gateway ¥ ') 21— 3 > DHIK
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