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I =X AL vF

» Cisco Catalyst 9600 > U — X XA v F

* Cisco cBR-8 T /N—U R T m— RN R b—X
« Cisco Cloud Services Router 1000V 2 J — X

» Cisco Catalyst IE3200 &t /AfET Y — X

» Cisco Catalyst IE3300 it /A M Y — X

« Cisco Catalyst IE3400 =ifit/AtES U — X

* Cisco IR1101 MBREEMERE ¥ — & AFL AL — &

* Cisco Network Convergence System 520 2 J — X

* Cisco Network Convergence System 4200 > J — X

TLDP Z8 5 By D38 %n

Cisco I0S XE Amsterdam 17.2.1
« Cisco 4000 ¥ U — X #—E Afr gL — &
* Cisco Catalyst 9200 > U — & A A > F
* Cisco Catalyst 9300 > U —X A A » F
» Cisco Catalyst 9400 > U — X A A v F

* Cisco Catalyst 9500 > U —X A A v F
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Hae J)y—RETSy b IT+—L4

FLARNYDOY T A7 Y7 g |Cisco I0S XE Gibraltar 16.11.1

@ kill *CiscoASR900 v —X 7/ U F—r g h—E R
JL—%

*CiscoASR 920 > V=X T 7 U F— g P—E R
JL—X

» Cisco Catalyst 3650 > U — X A A v F

* Cisco Catalyst 3850 > U —X A A v F

» Cisco Catalyst 9200 > U — X A A v F

* Cisco Catalyst 9300 > U — X A A v F

» Cisco Catalyst 9400 > U — X A A > T

» Cisco Catalyst 9500 > U — X XA v F

» Cisco IR1101 MiBREEMERE H— B A FEATL— &

» Cisco Network Convergence System 4200 3 Y — X

* Cisco Network Convergence System 520 2/ — X
Cisco IOS XE Gibraltar 16.11.1a

* Cisco 1000 ¥ U — X H—E A fEH AL — %

» Cisco 4000 ¥ U — R H—E AfHEHL— X

e Cisco ASR 1000 2V —X 7 7Y F— g —E R
JL—H

¢ Cisco ASR900 >V —X 7 /Y F— g —E R
JL— &

*CiscoASR Q20 > V=X 77V F—v g —E R
JL—H

* Cisco Cloud Services Router 1000V > J — X
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JIV—RETSY b TH+—L

P—ERAFEFLEFH 0T T L

Cisco IOS XE Everest 16.5.1a

* Cisco Catalyst 9300 > U —X A A » F

* Cisco Catalyst 9500 > U —X A A » F
Cisco IOS XE Everest 16.5.1b

* Cisco 4000 'V — X H— b AH AR L —H
Cisco IOS XE Everest 16.6.1

* Cisco Catalyst 3650 > U — X A A » F

* Cisco Catalyst 3850 > U —X A A »F
Cisco IOS XE Everest 16.6.2

* Cisco Catalyst 9400 > U — X A A » F
Cisco 10S XE Fuji 16.7.1

* Cisco ASR 1000 7 7'V ' — 3 v H—E R JL—H

Cisco 10S XE Fuji 16.8.1a

* Cisco Catalyst 9500 /~A /N T —< A Y —X A
A vF

TNV r— g RAT 4T

TV =gy RAT 4T

Cisco 10S XE Gibraltar 16.12.1

* Cisco Catalyst 9300 > U — X A A > TF
Cisco I0S XE Amsterdam 17.1.1

* Cisco Catalyst 9400 > U — X A A v F
Cisco I0S XE Amsterdam 17.2.1

« Cisco Catalyst 9500 /~1 /X7 —v 2 A LI —X
A vF

* Cisco Catalyst 9600 ' U — X A A v F
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JV—RETSY b TH+—L

TIVr—va mAT 4T
BIE SRV DOFRy NT—7 R— K
T A

Cisco 10S XE Gibraltar 16.12.1
* Cisco Catalyst 9300 ' U — & A A v F

Cisco I0S XE Amsterdam 17.1.1
* Cisco Catalyst 9400 > U — X A A > F
GE) Cisco Catalyst 9410R A A~ F (%, R/
AINDT TV r—ay RAT 4V T %
PAR—=KFLTWEHEA,

TV r—a VIR AT 4T
B 7SR /LDUSBR— K7 7 & 2

Cisco 10S XE Gibraltar 16.12.1
* Cisco Catalyst 9300 > U —X A A v F

Cisco I0S XE Amsterdam 17.1.1
* Cisco Catalyst 9400 > U —X A A » F
GE) Cisco Catalyst 9410R A ~ F-|%, R/
INDT TV r—ay RAT 4Tk
PR—=FLTWERA,

TV —a i RAT 4T
ThousandEyes D&

Cisco IOS XE Amsterdam 17.3.3
* Cisco Catalyst 9300 33 Z OV 9300L >V — X A A »F

FA T 47 Docker 2T F T
V/r—a 0B FRE

Cisco IOS XE Amsterdam 17.2.1
* Cisco Catalyst 9300 > U — X A A > T

OpenFlow

OpenFlow

Cisco I0S XE Fuji 16.9.1
» Cisco Catalyst 9300 > U — X A A » T
» Cisco Catalyst 9400 > U — X A A > TF

« Cisco Catalyst 9500 > U — & A A » F I LT Cisco
Catalyst 9500 /N1 N T —< L A Y —X XA v F

OpenFlow Power over Ethernet

Cisco IOS XE Gibraltar 16.12.1
* Catalyst 9300 ' U — X XA v F

s Catalyst 9400 ' U — X A A v F
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=,
to4yF JoneEoa=vy

Fy MU= Tueva =y JORBISHET 2720, A, Br Xy F Tueva=
VI ERTNVEBANLE L, ZOEVa— T, Eun ¥y TF Turva = Sk
THIILET,

N

[z

G e FyFrueva=rIBREETAEBNICADNIIRY, REFIAETT,

e¥nXyFTrurya = I ORIFIEE (35 3—)
e Pr ZyF FurbVa= S onT (354—)
ePu ZyF FuvrYa = S ORE (37 2—)
ePu XyF Fubya = S OMRERR (66 2—)

tAXAyFITAES I Z U DEHINEIE

Yru¥vFFurya =L, Cisco Catalyst 9200L SKU TiIZH AR — b N TWVEHA,
FOo4ayF JOEDIZUJICDVT

oAy F JOEDIZ VI DOBE

e 2y F rarya=r 73, BEREEERY NV RETORy NT—2 T/ A
neYa=m I EAMET S, AT T AN T T AU F =T oA AERMI L ET,

oo F e ya=r P E Y R— R TE3T A ANEERL, AF— T vFar7 ¥z
L—2a UIREONL WS (A VA M=) | TAAL AT Er Xy F TrE Ty
=27 = RIZAY £, 731 AL, Dynamic Host Control Protocol (DHCP) ¥ — /% %%
L. A E—Tx2AADIPT RVA, = U=xA, FALY RX—L AT (DNS) H—
NROIPT RVAZT—F AT 7 LT, AR Yz VEAEMZLET, RITT S A
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B to507 FnEva=2 5 0ko0 DHer 4— o

HTTP/TFTP — "D IP 7 KL A F£ 7213 URL #Hf5 L. HTTP/TETP ¥ —/ 355 /34 2 %1%
K95 Python A7 V7 v Xy rua—RKLET,

FA N vz, Python A7 V7 N EFETTH-0OREARMLEST, VAN i,
&7 ma— R L7 Python A7 V7 N&F(TLC, WIS EZ T 4 A LET,
V7o ey a=r IRET LEL, FAN o/ WIEIMEENT-EFIT20 F9, FHic-o
WX, 72N vz OBEZZRLTIIZIN,

\}

CE) EBrZoF Fueya=rIRNRRLIESS. 73 ZZHBA VA F—/WZ7 =Ry
JLT, ar74¥Xalb—vary7r7rAVEa—RKLET, IOV TIX,  [Using Autolnstall
and Setup] ZZMRL TS Z3 0,

» . (o] \\:s\ — » - —_ NS = ==
tOA2yF JOEDI I D=6 DHCP Y —/\DEETE
PoZyFFuobela=r 7 TE, 7unelasr 8N LT AL REFR LRy hU—
7 CDHCP 4y —RZFETTLOMERHY T, Er oy F Frva= 7%, FEHHAR—
FEe AR R R—= b OMEFTYHR—FINET,
LT A, ZREF AT B E ZOF /31 AL, Python A7 U 7 k™ FE(E$ %S HTTP/TFTP
P—= "D IP 7 FLAKE# & Python A7 U7 SO 7 4 /L4 /XA % DHCP H— 3)n b HifG L E
7, Python 227 U 7" F DFEIZOWTIX,  [Python API) 33X T8 Python CLI £ = —/L] D
BEASBRL T &,
DHCP ¥— 3%, kA7 3 > TDHCP BHA X2 MISE L £,
AT ar150: ((EE) FHEXy hU—7 LD, FITEN 5 Python A7 U 7 R &R A K
LCW5 HTTP/TFTP — %453 IP 7 KL 2O —BEREEN T T,

« 47 a 67 HTITP/TFTP % —/ N E®D Python A7 UV 7~ D7 7 A )V NANEENE T,
INBDODHCP A7y a v &%ET5HE. 773 AiX, HTTP/TFTP % — /M ZHE L T Python

27 VT vEFUa—RLET, ZORET, 75 AELHTTP/TETP Y— N2 EET 51—
h&Fi=72\\ =, DHCP r— N Lo TSN AT 740 o — b EERA LET,

DHCPv6 O H7K— k

Cisco I0S XE Fuji 16.9.1 CiZ. Dynamic Host Control Protocol /N\—3" = > 6 (DHCPv6) DY R—

ERErZ vy F Fueya = JHERBIGEMNSIVE Lz, DHCPV6IXT 7 4 /L h CHZIZ /25
TBY, A= T v a7 4 X¥al—ya R LT — 5T _XTOTF A 2 THEREL
*7,

)

((3£)  DHCPv6 I % Catalyst 9300 33 £ 189500 2 U — R A A v FCOLPHE— SR ET,
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| Foega=vy
to4y7 7aeva=viotEs [

DHCPv6 [, Python A7 U 7" h® TFTP & HTTP O DX 7 v — RiZk > THaHR—h I
TWET, Python A7 U 7 F®O HTTP £72IX TETP DX 7 i — RVRI LIZA. T340 &
IEBHAARE . BRE LOAREE) 2K Y £, DHCPv4 & DHCPv6 O[f 5 A3 FERET 5 7= 121,
IELWHTTP 7 7 A /L 7S A3 DHCP R E CTHEHATE 20 E R H Y 7,

RUA L Z—T A RTIPVA & IPV6 Dl ST DT RLUANH L, £7213%y FU—27HNIC2
DDERILHA LV E—T 2 AARHDHZENEZXLNET, DFED, —FHILIPvd v F7 7 4 v 7
ZZAETE, MFIXIPV6e T 7 4 v 7 EZIETE LT, AR CIXDHCPv4 £ 721X DHCPv6
FFarOWTNrEERTLZ L 2BEO LET,

&IZ., DHCPv4: /etc/dhep/dhepd.conf D % 7~k L & 7,

host <hostname> {
hardware ethernet xxX:XX:xXX:XX:!:XX:!XX;
option dhcp-client-identifier "XXXXXXXXXXXXXX'";
option host-name "<hostname>".
option log-servers X.X.X.X;
fixed-address x.x.x.x;
if option vendor-class-identifier = "..." {
option vendor-class-identifier "...";

if exists user-class and option user-class = "iPXE" {
filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";
}
}
}

&Iz, ISC DHCPv6 ¥ — DR EFIZ R L E T,

option dhcp6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";
N O NN _— N -~
¥o4ayF JOEY 3= DERA

TFIP S E—ZFERA L TOEER— MMIHIT 5 DHCP H—/\EZE Dl

RIT, T3 ADEEAR— Mg THERL S TV H5EIC TFTP =2 E'— 24 L T1T 9 DHCP
Y= BEOFZRLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
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B v oc—sEALTOBEK— Mz DHOP H—/\BREDH

Device (config-if)# end

HTTP S E—Z#FEA L TOEER— ;ZHIT 5 DHCP H—/\EXTE D1

WRIZ, T34 ZDEFR— FRRE CTER SN TWAEAIC HTTP 2 B —% 1 H L Tf7
9 DHCP H— " EDOH &2~ L7,

Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python_ 2.py
Device (config-dhcp) # end

TFIPOE—Z2EALEA /N KRAR— FTOY > TI)LDHCP H—/\#E

54

HTTPOE—%#EA LA 2 /\Y FAR— FTOY > TILDHCP H—/ 318

53

WITRTDIE, T3 ADA 8 R AR— MERTERINTWAEAED, TFTP 2 B —%{f
HA L7371 DHCP % — \#k T3,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_ pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_ dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
Device (config-if)# end

WIRT DI, T3 ADA w3y R f— MER TSN TV A5 40, HITP 2
B — % H L7z > 7 /L DHCP H— i T,

Device> enable

Device# configure terminal

Device (config)# ip dhcp excluded-address 10.1.1.1
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0
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Linux Ubuntu 734 2 £ T04 > 7L DHCP 4 — st ]

Device (config-dhcp) # default-router 10.1.1.1
Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python 2.py
Device (config-dhcp) # end

Linux Ubuntu 7 /34 X ETOH > )L DHCP H—/\DHERK

KD DHCP Y — Bl iE, — BT AN ADOFEBR— M ETFA N R AR—FD DL
ONCHEFE SN TWDHZ & L, Python A2 U7 R TFTP Y — "\ bab—3iub Z L &R L
TWET,

root@ubuntu-server:/etc/dhcp# more dhcpd.conf
subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WROY 7V DHCP#RKIL, Python 227 U 7 RAWHTTP — b7 34 XZabv—3hb 2
LERLTWVET,

Day0 with mgmt port http
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;
host C2-3850 {

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample python 2.py";

DHCP Y — "N EITIREEIC R o2 b, BH Ry N =T A A2 EBEFLET, ik
D RERL DFE Y OEAITHBERNICIATENE T,

TFIP O E—%E AT 25 AKR— FTD DHCPV6 H—/\FZTFE DA

WIZ, T3 AQEHER— MEH THER SN TV DA TFTP 2 B —%24EH L TfT
9 DHCPv6 $— "R EDHIZ R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64

Device (config-dhcpv6) # domain-name cisco.com

Device (config-dhcpvé) # bootfile-url tftp://[2001:db8::46]/sample_day0 script.py
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Device (config-dhcpv6) # exit

Device (config) # interface vlan 20
Device (config-if)# ipvé dhcp server ztp
Device (config-if)# end

H 2 FILD Python 7OES I =V H5 X5 ) Tk

WART DX, HTTP $— " F 721 TFTP — "D W0 B T& 59 7 /L Python A
7 )T T,

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"
cli.configurep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
cli command = "sh ip int brief"
cli.executep(cli command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—EX#EB)L— 2 DEEFIO Y

RO ZyF FuePa=r 07—k n s TR, FA N Y ANEFRICAICES .,
Python 227 )V 7 "R Z Ak vz Mty ru—REh, YA V=il Fvra— Rk
Python A7 V7 R &2FEITLTT A RAET A4 ERICEHELTWVWAHZ ERNRINTNET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
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agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: %
!1<DO NOT TOUCH. This is Zero-Touch Provisioning>>

Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

**% ZTP Day0O Python Script Execution Complete ***
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Press RETURN to get started!

Jaeva=vy |

TA o o Tvam I RETTHEIOS Ta T 3T B ARERIZR D F9,

Cisco Catalyst9000 ') —X X A v FDEFH O J

Wovr7varTid, BaXyFraeya=rJoREe 7o Vv EFRRLET, 20
Eou 7 Tix, FA MYz VURIEFICEICEN, Python A7 U RNF A B L = )UIZH D
va—REN, FAM 2 AVRF T a— R L7 Python A7 U7 N2 ZITLCT N, A& T
ABBICRELTNDZ EARENTVET,

o

o

FIPS:
FIPS:

Flash Key Check :
Flash Key Check :

Checking backup nvram
No config present. Using default config

Begin
End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration
is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>

Cisco 10S XE Everest 16.6.x /" &5 Cisco 10S XE Fuji 16.8.x ~
okt varTiE py A7 VT M EFATTLHEIOEE 2 Z OV TN eRRLET,

Press RETURN to

The
The
The
The
The

process
process
process
process
process

*** Sample

for
for
for
for
for

ZTP

get

the
the
the
the
the

started!

command
command
command
command
command

Day0 Python

*** ZTP Day0O Python Script

is
is
is
is
is

not
not
not
not
not

Script

responding
responding
responding
responding
responding

* k%

or
or
or
or
or

is
is
is
is
is

Execution Complete ***

otherwise unavailable
otherwise unavailable
otherwise unavailable
otherwise unavailable
otherwise unavailable

IOk varTiE, TAEe T e Y a = THICT A RERET HHEERLET,

Initializing Hardware...

System Bootstrap,

Version 17.2.1r[FC1],

Compiled Thu 02/20/2020 23:47:51.50 by rel

RELEASE SOFTWARE (P)
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Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin
B

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
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http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state

Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP _NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent

@ 0x1D4

*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: $LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to

down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,

ipv4 table-id 0x1l, ipv6 table-id 0x1E000001
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 1 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is down
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.
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*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0O/0: stack mgr: Switch 1

has been elected ACTIVE.

*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up

*Sep 4 20:35:14.728: S$LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up

*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!

*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: $LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/2,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/3,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/4,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/1, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/2, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/3, changed state to down
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*Sep 4 20:35:37.609:

$LINEPROTO-5-UPDOWN :

Jaeva=vy |

Line protocol on Interface

TenGigabitEthernetl/1/4, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/5, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/6, changed state to down

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain tftp server address (opt 150) 159.14.27.2
*Sep 4 20:35:43.511: PNPA: Setting autoinstall complete to true for 159.14.27.2

*Sep 4 20:35:57.673: $PLATFORM PM-6-FRULINK INSERTED: 8x10G uplink module inserted in
the switch 1 slot 1

*Sep 4 20:36:19.562: [IOX DEBUG] Guestshell start API is being invoked

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up guestshell to use mgmt-intf

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up chasfs for iox related activity

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up for iox pre-clean activity if needed
*Sep 4 20:36:19.562: [IOX DEBUG] Waiting for iox pre-clean setup to take affect

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s) for iox pre-clean setup to take
affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature

*Sep 4 20:36:19.563: [IOX DEBUG] Waiting for CAF and ioxman to be up, in that order
*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd: Server iox
has been notified to start

*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs

*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs

The process for the command is not responding

*Sep 4 20:36:33.564: [IOX DEBUG]

The process for the command is not responding

*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564:

app-hosting guestshell enable

*Sep 4 20:36:34.564:
to be up

The process
The process
The process
The process

[I0X DEBUG]

the
the
the
the

is
is
is
is

command
command
command
command

for
for
for
for
4 20:36:38.578:

*Sep [IOX DEBUG]

The process for the command is not responding

*Sep 4 20:36:39.416: $LINK-3-UPDOWN:
to up
*Sep 4 20:36:40.416:

not
not
not
not

or 1s otherwise unavailable

another 5 secs
or 1s otherwise unavailable

Waiting for

Waited for 16 sec(s) for CAF and ioxman to come up
Validating if CAF and ioxman are running

CAF and ioxman are up and running

Building the simple mgmt-intf enable command string

[IOX DEBUG] Enable command is: request platform software iox-manager

Issuing guestshell enable command and waiting for it

unavailable
unavailable
unavailable
unavailable

otherwise
otherwise
otherwise
otherwise

is
is
is
is

responding
responding
responding
responding

or
or
or
or

another 5 secs
or 1s otherwise

Waiting for
unavailable

Interface TenGigabitEthernetl/0/48, changed state

SLINEPROTO-5-UPDOWN: Line protocol on Interface
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TenGigabitEthernetl1/0/48,
changed state to upThe process for the command is not responding or is otherwise
unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:43.586: [IOX DEBUG] Waiting for another 5 secs
Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use

*Se 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfull
P y

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
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States and local country laws governing import,

export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import,

export,

distribute or use encryption.

Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws,
A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

return this product immediately.

Technology-package

Current Type

Technology-package
Next reboot

network-advantage Permanent

cisco C9300-48UXM (X86)

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces
2 Forty Gigabit Ethernet interfaces
2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.
1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.
OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address

network-advantage
processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

ec:1d:8b:0a:68:00

Motherboard Assembly Number 73-17959-06
Motherboard Serial Number FOC21418FPQ
Model Revision Number BO
Motherboard Revision Number A0

Model Number C9300-48UXM
System Serial Number FCW2144L045
Switch Ports Model SW Version

* 1 62 C9300-48UXM 16.6.5

Configuration register

is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255

Line 3 SUCCESS: end

*** Executing show ip interface brief

Interface
Vlanl
GigabitEthernet0/0
Twl/0/1
Twl/0/2
Twl/0/3
Twl/0/4
Twl/0/5
Twl/0/6
Twl/0/7
Twl/0/8

IP-Address
unassigned
10.127.128.3
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

* Kk Kk

Method
unset
DHCP
unset
unset
unset
unset
unset
unset
unset
unset

SW Image

CAT9K TOSXE

Status
administratively down
up
down
down
down
down
down
down
down
down
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Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco
Line 2 SUCCESS: ip domain name domain

Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local
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Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***

Cisco 10S XE Fuji 16.9.x /" 5 Cisco 10S XE Gibraltar 16.11.x ~
IOk ar T, py A7 VT NEFTTHRIOEE 2 OV TV ERRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]l: The process for the
command is not

responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

ORI varTE, TABu e a = TRICT AN, AERET D HEERLET,
Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
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AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement

(EULA)

and any relevant supplemental terms

(SEULA)

found at

http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration

licensed for a particular term,

of the applicable license term

(e.g.,

90-day trial period).

Cisco reserves

the right to terminate any such Software feature electronically or by any

other means available. While Cisco may provide alerts,

it is your sole

responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the

Software feature.

Checking backup nvram
No config present.

o0 oo

FIPS:
cisco C9300-48UXM

Flash Key Check :
(X86)

Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

Key Not Found,

8388608K bytes of physical memory.
1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files

Base Ethernet MAC Address
Motherboard Assembly Number
Motherboard Serial Number
Model Revision Number
Motherboard Revision Number
Model Number

System Serial Number

$INIT: waited 0 seconds for

Using default config

at webui:.

NVRAM to

FIPS Mode Not Enabled
processor with 1419044K/6147K bytes of memory.

ec:1d:8b:0a:68:00

: 73-17959-06
: FOC21418FPQ
: BO
: AOQ
: C9300-48UxXM
: FCW21441045

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

command is not

responding or is otherwise
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guestshell installed successfully
Current state is: DEPLOYED
guestshell activated successfully
Current state is: ACTIVATED
guestshell started successfully
Current state is: RUNNING
Guestshell enabled successfully

HTTP server statistics:
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Accepted connections total:

0

*** Sample ZTP DayO Python Script ***

*** Executing show platform

Switch Ports

Model

* Kk Kk

Serial No.

MAC address
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1 64 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.9.4

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
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8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 64 C9300-48UXM 16.9.4 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned NO unset up up
GigabitEthernet0/0 10.127.128.5 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
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Twl/0/33 unassigned YES unset down
Twl/0/34 unassigned YES unset down
Twl/0/35 unassigned YES unset down
Twl/0/36 unassigned YES unset down
Tel/0/37 unassigned YES unset down
Tel/0/38 unassigned YES unset down
Tel/0/39 unassigned YES unset down
Tel/0/40 unassigned YES unset down
Tel/0/41 unassigned YES unset down
Tel/0/42 unassigned YES unset down
Tel/0/43 unassigned YES unset down
Tel/0/44 unassigned YES unset down
Tel/0/45 unassigned YES unset down
Tel/0/46 unassigned YES unset down
Tel/0/47 unassigned YES unset down
Tel/0/48 unassigned YES unset up

GigabitEthernetl/1/1 unassigned YES unset down
GigabitEthernetl/1/2 unassigned YES unset down
GigabitEthernetl/1/3 unassigned YES unset down
GigabitEthernetl/1/4 unassigned YES unset down
Tel/1/1 unassigned YES unset down
Tel/1l/2 unassigned YES unset down
Tel/1/3 unassigned YES unset down
Tel/1l/4 unassigned YES unset down
Tel/1/5 unassigned YES unset down
Tel/1l/6 unassigned YES unset down
Tel/1/7 unassigned YES unset down
Tel/1/8 unassigned YES unset down
Fol/1l/1 unassigned YES unset down
Fol/1/2 unassigned YES unset down
TwentyFiveGigEl/1/1 unassigned YES unset down
TwentyFiveGigEl/1/2 unassigned YES unset down
Loopbackl00 10.10.10.10 YES TFTP up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password
type
Line SUCCESS: ip domain name domain

2
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!
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Cisco 10S XE Gibraltar 16.12.x /5 5 Cisco 10S XE Amsterdam 17.1.x ~
Ot var TR py A2 VT N EFATT HHIOEE 2 7OV I ERRLET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

**% ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
ORI AT, TAER TR a s TRICT A, RERETHHEETRLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CATS9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE") , AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.
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Your use of the Software is subject to the Cisco End User License Agreement

(EULA) and any relevant supplemental terms (SEULA) found at

http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the

Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.

Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

installed successfully

Current state is: DEPLOYED
dayOguestshell activated successfully
Current state is: ACTIVATED
dayOguestshell started successfully
Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***
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Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 65 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.12.3a

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.12.03a

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 9 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.12.03a.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045
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1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 16.12.3a CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.10 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
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Twl/0/27

Twl/0/28

Twl/0/29

Twl/0/30

Twl/0/31

Twl/0/32

Twl/0/33

Twl/0/34

Twl/0/35

Twl/0/36

Tel/0/37

Tel/0/38

Tel/0/39

Tel/0/40

Tel/0/41

Tel/0/42

Tel/0/43

Tel/0/44

Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2
Apl/0/1

Loopbackl00

*** Configuring username,

Line 1 SUCCESS: username cisco privilege 15 password cisco

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

password,

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

SSH

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk
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down
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down
down
down
down
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down
down
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down
down
down
down
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up
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down
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**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type

Line 2 SUCCESS: ip domain name domain

3 SUCCESS: line vty 0 15

4 SUCCESS: login local

Line 5 SUCCESS: transport input all
6

Line
Line

Line SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
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Press RETURN to get started!

Cisco 10S XE Amsterdam 17.2.x LIfF®D 1) 1) — X
ot varTliE, py AV VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:
bootfile : test.py
tftp-server-ip : 159.14.27.2
OK to enter CLI now...
pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery
Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully
Current state is: ACTIVATED
dayOguestshell started successfully

Current state is: RUNNING
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully

ORI varTE, TABu e a = TRICT AN, AERET D HEERLET,
Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)
Technical Support: http://www.cisco.com/techsupport
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Copyright (c) 1986-2020 by Cisco Systems, Inc.
Compiled Thu 26-Mar-20 03:29 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045

CLEI Code Number

No startup-config, starting autoinstall/pnp/ztp...
Autoinstall will terminate if any input is detected on console
Autoinstall trying DHCPv4 on GigabitEthernet0/0

Autoinstall trying DHCPv6 on GigabitEthernet0/0

--—- System Configuration Dialog ---
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Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:

bootfile test.py

tftp-server-ip 159.14.27.2

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery

Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING
Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.

1 65 C9300-48UXM FCW2144L.045 ecld.8b0a.6800 V01 17.02.01

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 17.02.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 26-Mar-20 03:29 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 8 minutes
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System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.17.02.01.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.
Base Ethernet MAC Address
Motherboard Assembly Number 73-17959-06
Motherboard Serial Number FOC21418FPQ

: ec:1d:8b:0a:68:00
Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

CLEI Code Number

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 17.02.01 CAT9K_IOSXE BUNDLE

Configuration register is 0x102
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
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GigabitEthernet0/0 10.127.128.8 YES DHCP up up

Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
TwentyFiveGigEl/1/1 unassigned YES unset down down
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TwentyFiveGigEl/1/2 unassigned YES unset down down
Apl/0/1 unassigned YES unset up up
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS:
**CLI Line # 1:

password.

However,

Line
Line
Line
Line
Line

* Kk Kk

2

3
4
5
6

type 0
SUCCESS:
SUCCESS:
SUCCESS:
SUCCESS:
SUCCESS:

username cisco privilege 15 password cisco
WARNING: Command has been added to the configuration using a type 0

passwords will soon be deprecated. Migrate to a supported password type
ip domain name domain

line vty 0 15

login local

transport input all

end

ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
Script execution success!

Press RETURN to get started!
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&9 % IZ1&. Cisco Feature Navigator Z ] L £7°, Cisco Feature Navigator |27 7 & 23 % |Z
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" 16.5.1a

Cisco IOS XE Everest

16.5.1b

Cisco IOS XE Fuji 16.7.1
Cisco IOS XE Fuji 16.8.2

Cisco IOS XE Gibraltar
16.12.1

Cisco IOS XE Amsterdam
17.2.1

Cisco IOS XE Amsterdam
17.3.1
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Cisco I0S XE Everest 16.5.1a TiX, Z D
HEREIZIR DT T~ b7 4 — LT FELE
TWE LT,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 +' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N7 —AICHEES
TWE LT,

e ANz NVEYHR— T B0
O, % 8 GB ® RAM A& L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z O#%#E
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE., Z DH&HE
WIRDT T b7+ —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—rayP—ER —H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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%
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« Cisco Cloud Services Router 1000V >/
J—x
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(C1100TGX-1N24P32A TOD I
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» Cisco Catalyst 8300 /' J — X = v ¥
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* Cisco Catalyst 8500 ¥3 &2 Tf 8500L >
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Cisco IOS XE Fuji 16.8.1
Cisco IOS XE Fuji 16.8.1a

Yoy F e a=7F, HTTP
BXRTFTPO 77 A4V XAy a— R
YV AR—KFLET,

Cisco 10S XE Everest 16.8.1 Tl&, Z®
BERBIIR DT T v N7+ — AICFEX
NTWE LR,

¢ Cisco 4000 >V — X H— b 2 E
B — 4

» Cisco Catalyst 3650 ' U — X A A
ﬁ;

* Cisco Catalyst 3850 > U — X A A v
a;

» Cisco Catalyst 9300 >V — X XA v
a:.

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Fuji 16.8.1a Tix, Z D
AEIX Cisco Catalyst 9500 /A /X7 4 —~
VAV =X ALy FIZFEI TN
F L7,

Yoo F Fnerda=
v 7 D78 DHCPv6 D
PAR—k

Cisco 10S XE Fuji 16.9.1

Cisco IOS XE Amsterdam
17.3.2a

Cisco I0S XE Fuji 16.9.1 Tix, Z OF%HE
XKD T T v 7 —ACEIEEINT
WE LT,
* Cisco Catalyst 9300 > U — X A A v
9’.

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Amsterdam 17.3.2a Tl3,
ZOMREIIIRO T T v b7 — AIE
ANSE L,

« Cisco Catalyst 9800-40 7 A ¥ L A =
Vhmr—7

» Cisco Catalyst 9800-80 7 1 ¥ L A =
vha—32
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iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
B LET,

¢ iPXE [Z2OWT (71 =)

« iPXE O EHE (81 ~—)

« iPXE OEER] (83 ~<—)

s iPXEDFNT TN a—T 47D (853—)

« iPXE (2R3 2B MfEHR (87 ~—)

« iPXE OERETH#H (87 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,
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« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

G FART—=MI 774NV IEOT—F E—FTT,
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Va—REITOIMEIMDERET DT T 7 TT, T3 A5 ROMmon E— ROEEX, T
Thoot 2> REETTHLERH Y 7,

FH 7 — & YESIZHRTE L7ZHAIL. ROMmon £7213F A A a7 "R T 7T 4 7T
DEd, FEI7— h%E NOITEE L7ZHAIE. autoboot BH N EITENET, 2% V. BOOT
B CRE SHIEICE N £ T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,

1:iPXEJ—rO—4Z0OT—9 70—

Wb Seaven

i

41

Here's my LID! Give me an P,
Whal imape can | boolt How
Fower ON GD o | reach fh femole server?

[HACE discoser

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP ragues]
HCP Al
HTEP “Gel” - Denalil 6 3218 Pooe-lhac e b
| Sch downiads
1] 12 and ' i
, mm‘:ﬁ_ _‘ HTTE2040 O Haes 1 [1age.

TGP Transhes

1. 7—broe—XEDHCP A v =T EEL, V—"DBRETDHE, 77— —FX
DHCP EXR#%EL 7,

2. DHCPISZEIZIE, IPT RLREDT— b Z7 A NVENEENTHWET, 7—F 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3
(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

3. T—brr—FNRy NU—0 V—=ANbA A=V E X n— L TEHLET,

4. DHCPJEENZESNLWES, 7—ha—Z 37—k — FOREIZESWT, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEE3. XALTURNBIRIBTDE, TARAT—KNEB—RFRBT 7T 472780 FT,
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B rcom=

\)

GE)  HAED iPXE £33 FHR — ~  (GigabitEthernet0/0) DA% #&H L CEIET 572, i/ %
U R—F &2 L TEE SN D DHCP EsRIZV R — b SR T EF A,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q
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IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddSLMC Routar Solicitation . )
e > Here is my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHCPwE Salicit _\\
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
> b Client Identifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List

4

HTTP GET

HTTP 200 OK
-

TCP image transter E

[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,
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B reipxexyro—5 -+

s PIR—KFTNA X IPV6T RLVAT, —F T KRAFX AL XA F (RA) AvE—U%4
T D K DIZERIE S LT= Cisco T 731 A,

\}

GE)  ZOMTIE, IPv6 77—k 7L R BAR—F TAL 2 BRI

DHCP V— N, RT3y b EIZHY £3, 72720, iFR—
kT34 AL DHCP — "B ERAp 5373y b LIZH D545,
2y NT—7 NIV L—x—Vxy NERITFALERHY 9,

¢ DHCP ¥— % : {£& ® DHCP ¥ —/%,

e Web ¥— 3 {EE D Web P —3,

ZOWE T, IPV6iPXE 7 — b Yot A &Z#HB L E9,

1

T NA AL, V—H FEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ny Nea— 73y b EOIPv6 73514 RTEFELET,

n—hVH T Xy N EDIPV6T/NA R F, V=X T KRAF AL XA N (RA) AvkE—Y
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELET, W—FTEHEA v —TEEE LT
A AF, AT — MLV AT RLAHBEYE (SLAAC) 7 RLAZZREIE L7280, RA X
Ty NI T TN N A—R LT T v 7 ADBEREBELET,

T3 A%, DHCPv6 B A v —TV %, X CTODHCP =— = MIDOWT, w/LF
XY AN TN—7 T FLR 02012 ICEELET,

wIZ, iPXE 7 — F DFED DHCPv6 TiE /X7 bD 7 4 —)V ROBIZRLET,

DHCPv6

Message type: Solicit (1)

Transaction ID: O0x36f5fl

Client Identifier

Vendor Class

Identity Association for Non-Temporary Address
Option Request

User Class

Vendor-specific Information

DHCPv6 E5E A v —VI2iE, ROERNEETNTWET,

« DHCP [ &7#58+ (DUID) : 7 A4 7 v FZ&iAl L %9, iPXE CiZ. DUID-EN % ¥
AR—HFLTWET, EN i T B —7F A X5 (Enterprise Number) OIS TY, Z
@ DUID 1, X & —{ZE) 4T HnzlA O E S TnET,

* DHCP 33 X O DHCPv6 DAL 3

DHCPV6 " — SR HEESNTNEEE, TOV—F, 1288y FIPv6 7 KL A, 77—k
7 7 A JL® Uniform Resource Identlﬁer (URD) . RAALY 2—2 > Z2F A (DNS) H—
BLORAA VBB AR, 5NN Z T4 T > &V =D ID & DHCPv6 7 R\
BARNRTy FCIRELET, 277947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —
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ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DOWFHNNICEFE L9, ML 7EHIT
TRTEREINET, BAUD BENRE STV RWEAIE, 77 4/0 T900 12720

¥, ®hind D CLI =<2 ik

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YIRBT T4 TIRYET, FET— FBOICHRESNTWDOES, 731 ALY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE STARTUP CFG : i3 1 DAL, T/AA A TRE— T v F a7 4
Fal—arNERINET, HERREINTWARWESIE, ATt dnE
T, TAUTFEAIY FEHAEETH Y, 10S @Jﬁ)ﬂfﬁfé&i%

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

(GF)  Catalyst 9000 >V — R ZA v F L, DHCP 47+ 3 60, A7 2 77, DHCPv6 A7 =
Y1, AT a5, BEIOA T ar 16 2R —FLTWET, DHCP 47 3 > 61 I,
Catalyst 9300 33 LTV 9500 'V — R A4 v F TOILYHR—FEZNTNET,

*DHCP A7 3 60 : XU & — 7 F A#HIT, ZOF 7 3 121F, ROMmon BREEA %K
MODEL_NUM DfE3 & E SAVE T,

*DHCP 47> a6l: 7747 bk, ZDOA 7L a2k, ROMmon EREEA %L
SYSTEM_SERIAL NUM DfENFEE S E T,

\}

GE) oA 7T =3 idCatalyst9400 Y — R AA » FTIEHHR— &
NTWER A,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZBIMENSH DT, iPXE & W) LFINCELVWVEEEATHET, 2047 a v
1Z. DHCP — 57— b 570D A A—T %I iPXEDHCP 7 7 A 7 > b %4y Bf
THRIEHSNET,
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iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:
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B oucreEamAT

43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

RIYUOTIVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,
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ipxepxerE [

iPXE DEXTE A

iPXE D% E

FIEDOHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIEDEEHM
ARV RFEEETIIa Y B8
AT 71 |enable FitE EXEC E— K2 LET,
1 - e NAT— REANLET (EERINEELE) .
Device> enable
R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REBLG
1 LET.
Device# configure terminal
RTw 73| - bootipxeforever [switch number] BOOTMODE ROMmon ¥ % % & L £,
* boot ipxe timeout seconds [switch number] .
s forever % —U — R{Z. BOOTMODE ROMmon
il %% IPXE-FOREVER & L Ci%E L £,
Device (config) # boot ipxe forever switch 2
e timeout ¥ —7 — Ki{Z, BOOTMODE ROMmon
Ik 2% % IPXE-TIMEOUT & L Ca%E L %7,
Device (config) # boot ipxe timeout 30 switch 2
R T 7 4 |boot system {switch switch-number | all} {flash: [ftp: | |f§E L7-BFN b A A —U A REI L E T,

http: | usbflashO | tftp:}
| e U— M@ FTP/HTTP/TFTP #—/ ({23, IPv4

Bl FIXIPv6 7 KL AZATE £,

Device (config) # boot system switch 1

http://192.0.2.42/image-filename . ﬁi))’) ZHIZIPV6 T KL A %7\7‘7@—6%‘%75)3@
S D EJ (RFC27321ZH-T) o £ L7

B T ATEE L EE A

Device (config) # boot system switch 1
http://[2001:db8::1]/image-filename
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ARV RFERETIVa Y

B8

ATy TH

end
1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FOBE

T 3A A 7— X, noboot ipxe F 721% default boot ipxe =2~ > KOWTFnZH L Ci%iE

T&EET,
FleDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FE D
ARV FERET7IVa Y By
AT 71 |enable FiME EXEC E— R&EANIC L ET,
f e RAT—KREANLET (FERSNWEHE) &
Device> enable
2+ 2 | configure terminal Ju—r )L ary 74 X¥alb—gy B— RE2Blk
i - LET,
Device# configure terminal
RFwF3| +nobootipxe FNRART = ERELET, T 741 DT —h
« default boot ipxe F— RIEF A A T — T,
i - TNAATT 75V hEREEZANILET,
Device (config) # no boot ipxe
1 -
Device (config) # default boot ipxe
AT w7 4|end Ja—ar7 4 ¥al—vay T— RERT
i - L. HHE EXEC £— RIZRY £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}
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AT ANZ—FERFOREDHTEETHZ L 2R LET,

USBR— FZ#FALEYR b o LIEST

TNRARAE, VITATE T2 L TEBOMOT A AR LET, 2o YT AT
BT HT, T ADORTRIANFIVICH D USBAR— F &0 L CERINET,

VMIZT U T AT HE 722G L, VMOEITHIZUSBA VX —T = A AT X v TFIHTWH
DG T A AZEFEN DD & VM B ENE T,

AR VIILTOREYFUY

AR ZVNA VAR LENTWBEEE, 779327 7 ANV AT AL, T4 L7
MUMNBEIBNZIER ESNET, ZOT 4 V7 RV, AZ v 7 AUA—[TR s ET, 1]
DEZIFIZIE, 20T 4 V7 BUDOKNEDHNR, TRTDAY v 7 A AN—R TR S E
To NA TRATEYT 4 TOUDBRZOBRICT — X 2 RFFTH1I21E, 207417 FUIC
TR EREMLET,

INATRAZEYT 4 TOYYRZOBRZIE, FILWT 7T 40 7T A RT, ZNENDT A
Rz VA =V BERR L., ARy o VA RIENREICETLTLET, W T 7 AL AT
MMIHFR SN FET A, FTA Pz /LOWREEIZ, T_XTOREZ v 7 A A_—ITTHNERIZREN &
nWET,

Cisco 10x DHE

CiscolOx (I0s+linuX) T RY—x o R 77U —2 30 71— U—7THY, Cisco
Xy "NT—=0 T Ty "7 —LEOIESERIATOT TV r—vaixtL, 77U r—
vary RAT 4 U THERER ML L £ 9, Cisco ¥ A bz VIR T EBTHY, v
AT LD ST 7 r— a3 D1 5TT,

CiscoIOx 1%, WEF LT TV r—a vz v ir—VbL, ZNHEX—7 > hT3( A L
WICHRA NTHBREDIEELY BT 2 OV — R 2T LI12L, 77V r—v3
YDTATYA I NEBL T AR ERBIZLUET, I0xDOT A 7 A 7 VEH I, T
Vor—aryBIOT—Z O/, B, SAT 7, Bth, Fik (B | BLOE=¥
NEENET, I0x P —ER I T 7V r—2a OB IOEHEY —LEEENTEY,
2—PRT IV — g BB LTIOx 7 L—AU— 7 [ ZREBAT 5 DICHILL £,
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B »or—zenxosoms

CiscolOx 77’V r—ya v iRAT 4 7 1E, IROBEREZ AL L F 9,
« X v b U — 27 OREGMEDBEL,

¢ TNRARALIZHARANINTWAT I r—2aDIFA4 7V A7 )vE ) E— NTEHT A
CiscolOx 7V r—vary 7ulo3 7 40 42—7x4 A (APD)

c —TfbENTET TV =2 a DT A7 YA 7 IVERL
« 7T K _—Z2DB%,

I0xD FL—XEOFUTOBE

0x D hb—REuX o FTOBREEEMNTLE, RANTASAAATTAN T r—a v

AERNCETCEET, TRCEY, KR F~OF—20nXr 7L bL—2 & LE— 5
DIZESIHET, FL—Z2F—Z|ZII0x L —Z2a ZIRESN, B X I TF—Z IR A T
/XA AP Cisco 10S syslog ([ZLRAF S AVE T,

Mo—RF—=HERAN TNRALRALEOFEYRA ML=V TRALRAZVAAS VT FTHE, 7
ARTFVIr—arOF Ny TITESEBE T,

IOXMAN #Z 151K

FANT TV r—var, VAT ALXC, £ KVM A VA X 2 2322 E O syslog
BLORT 77 A NVEEH L TRESNET, ZNHDT7 7 A VERRARER T 7 A VAT
LNICHRFES, BA R TARL ADGEFT 7 A TEEH A, Cisco I0S syslog ~DF— & D
DXL T ERAMNEDIOX FL—AB T ~DT—ZD R —A% P R— 1T 5720, ROKIZ
RTEIC, RANMIT—HEZEUETHDD 25O U TILT 34 A ([devittyS2 &
ldevittyS3) N7 A NT U r—a VCREIIVTWET,
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[ 2: IOXMAN #&5& (A

KVM APP LXC APP

syslogd Logger syslogd Logger

fdev/ttyS3  y Idev/ttyS2 v /devittyS3  y fdevittyS2

‘ Libwirt J
socket::unix socket::unix fdeviptsly /dev/pts/x

|OXMAN

Logging data Tracing data
r Y

errmsg |OX Tracelog

AEGETE

IOXMAN/L, FL—AA U TITRANIT I F XY EMLLTRF L I —EAET L —AY—
A (VU TATNA 2% T 2 b— b5 Libvit Z#Fr<) 28357 a2 2T4, IOXMAN
I, FANT IV r—varDT7A4 7YV A 7 VZESHNT, PL—A Yt —E 2243077138
ML, vmX > 75— % CiscolOS syslog (ZEfF L, hL—AFT—H%10x hL—RAB/|Z
BIEL, BT ARNT AU r—2a0D10x FL—2a 72 LE4,

AX> & FL—RADIURTFL 78—
ZIZTE.IoOxouX ol FL— AT OWTEBA L E9,

IXChnxoy
1. ZAROSH, YAIT 7 U r— a9 TldevittyS2 #H%h L £,
2. FARNTTVr—va i, devittyS2 (127 — % #EX AR ET,
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B o= ser—zovz7070-

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 # = = L— h L ¥,

IOXMAN 728, =3 2L — hEN7/=T U T T34 Z [devipts/x % XML 7 7 A /L) 5 B
LET,

IOXMAN 28, i A[RE/RT — & % [deviptdx 225 Y v AL LTt . A vt—Y0HE
KEZBZRELT, Ave—T% 7 4 VFMBL, T L CHFa—IZHBMHLET,

errmsg ZfEH L CHA A RO [devllog 7 /31 A2 A v E—TEEETDHX A ~—NHIG S
£9

7 — % /3 Cisco 108 syslog (277 SV E T,

KWMpox>4y

1.

o 0 &~ »w

FAROSW, FYARNT 7 U r—3 3 TldevittyS2 =GNz LET,

AR T TV =g R, devittyS2 (27— X & EX AR ET,

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 %= = L — h L £,
IOXMAN 73, =3 =L — h&E72 TCP /XA % XML 7 7 A A LEEG L £,
IOXMAN 73, UNIX Y7 > F&B&, UE—FY 7y MTERLET,

IOXMAN DS, fHFTRER T — X &V ry bMBHLRD, A vb—YDIETT ¢ (EK
) ZRELT, AvE—VZ27 0 VFAFL, T L T, F2—ICBMHLET,

errmsg ZfEH L CAR A Fd [devllog 7 /31 AZA v E—VEFET LA ~—NHBI
£,

7 — 4 73 Cisco 108 syslog (ZfR-(F S E T,

LXC®D ~L—R

1.

2.

3.

FARNOSH, FARNT 7V r— 3T ldevittyS3 # B0 LET,
A vt —T% [devittyS3 122 B —9 % L 92 sydogd # 7% E L £7,
FARNT TV r—ya i, devittyS3 127 —Z & EX AL E T,
Libvirt 23, 7R A + T /deviptsly ~® /dev/ttyS3 # =3 = L — h L £,

IOXMAN 28, =3 2L — hEN/F=T U TV T34 Z [deviptsly %2 XML 7 7 A /L 5 B
LT,

IOXMAN 78, i AJREZR T — # % [deviptsly 725 ) v A L Catr ) . 7 ¢ L &2 JLpt
L. fBIrLC, Avt—U%10x hb—2Aa JIZRELET,

[0x b L—20 7N OEEIEL. IOXMANZS b L—2 1 2 7 7 A /L% [bootflash/tracelogs
e —r—v g LET,
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rvt—vonxyse -2 ||

KVWM® kL—X

1. FAROSH, FARTFV A r— 2 TldevittyS3 ZH8hz LET,

2. Avt—U% devittyS3iZ 2 —92% K 9T syslog R E L £,

3. FARNTTVr—va i, devittySSIc7 — % #EX AR ET,

4. Libvirt 23, 7R A K TTCP SA~D [dev/ttyS3 Z# =X = L— b LET,

5. IOXMAN A3, =3 =L — R &EN7=TCP /XA % XML 7 7 A A LESG L E T,
6. IOXMAN 73, UNIX Y7 v bZBi&, VUE—FY 7y MIERLET,

7. IOXMAN®, ERATRERT — X &V 7y b bEARY, A vb—YDvET77 4 (HEK
FE) LLEBRELTC, AvE—T% 7 0 UXMBR L, HT LT, I0x hL—2Ra JITk
WMLUET,

8. IOx b L—Au 7N OEEIL, IOXMAN S h L—2A 1 7 7 7 A /L % [bootflash/tr acelogs
Ze—7—varLET,

AyvyE—o0AXUTEML—R

Z ZTIL, CiscoIOS syslog ~D A vE—TyDOuaX 7L hL—RA 20T L £,

Cisco 108 Syslog T A vtE—mAOXx2 Y

FARNT 7V r—varnbZELizlounX 7 A ye—2Th, IOXMAN (T A vE—
DYETT 4 (EKE) 25 740 b TNOTICE IZFE L TH 5 Cisco I0S syslog (255 L %
T, 10Sd TRIESNTEA vE—JiFar Y —/LZFREN, RO A v E—T AT syslog (2
RIESNET,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

Cisco 108 syslog [ZH#EHLT 57212, IOXMAN IR ¥ 7 A v =YD 77 4 (ERKE)
LAV ETFR—FLTWET, YET7 4 (ERE) ObHLaXr 7 Ayt—VaRETDIC
X, FARNT TV =2 a U TA Yy B—VORHEIISy ¥ —Z BT 2 0ERH Y £,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG is 7

RIZ, Ave—vuroflzRLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2
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B rot—cvonxser—=x

FARNT 7V r—3 a5 Cisco IOS syslog (2 X2 75— X ZHET 512X, ROFINEE
FITLET,

1

CTnrII07uHALTOWDAEAIE. write) AL TrX v 7T —% &R A Mk
BFLET,
#define SYSLOG TEST “syslog test”

int £d;

fd = open("/dev/ttyS2", O_WRONLY);

write (fd, SYSLOG_TEST, strlen (SYSLOG_TEST) )
close (£d) ;

anar =L EERAL TWAEEIL, echoz L TeX o /5 —F2 &R A MIEE
LET,

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

FARNT TV r—2arhbIox hb—2a 2 b —2A X v =% WET 5121, ROF
E% =47 L ¥,

1

CTnrI7I 75 BHLTHWDAEAIE wite) 2L TCRL—ARX vE—T%2KA B
WCEELET,
#define SYSLOG_TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

CTulII 7 uFERLTHDEAIF, sydog) ZEH L TRL—A X =% KA R
WCERLETS
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

vanarY—nLEERLTOWDHEEIE, echoz i LT HL—AF =% &R MIEE
LET,
echo “tracelog test” > /dev/ttyS3

or
logger “tracelog test”
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TFAM D ILZBMTT BHE

I0x DEE

1R BRI

IO IIBAAE THRE T2 00 £, YA Mz VR TEFICAENCT 5121%. CAF., 10Xman,
B L O Libvirtd —EZANRFEIT L TWALENRDH D 97,

FIEDHE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FIEDEFH
AU RFEREETIV 3 Y B
AT 71 |enable Rt EXEC E— R AT L FE T,
1 - e NAT— REANLET (FERINEELE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
ATy F3|iox I0x y—EAZHFHELET,
{5
Device (config)# iox
ATy 74| exit Jua—sLar 74 Xalb—vay B RERT
Bl - L. ¥ EXEC E— FICRY £,
Device (config) # exit
R T 75| show iox-service I0Ox Y —EADAT—H A% XK LET,
1
Device# show iox-service
AT v 7 6 | show app-hosting list T NA ANZHKF L THINIZ 72 5 T % app-hosting H—
B - EADY A MEFRRLET,
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ARV RFERFTIVaY =)

Device# show app-hosting list

151
Iz, showiox-service 2~ RO Z R LE T,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) 1.10.0.0 : Running

(

I0x service (HA) : Running

I0x service (IOxman) : Running

IOx service (Sec storage) : Not Running
Libvirtd 1.3.4 : Running
Dockerd 18.03.0 : Running
Application DB Sync Info : Available
Sync Status : Disabled

w1z, show app-hosting list =~ > RO 1fHIZRLET,
Device# show app-hosting list

guestshell RUNNING

FZrT)DOEHE

N\

FIRDEE

(GE)  VirtualPortGroups |3/V—7 (4 7 77 v 7 4 — LA TOHYR— IR TWVET,

48 HHEIIZ

FAN Y= VDT 72 ARERET D213, 10x RSN TETLTODILERH Y 7,
10X DMERL ST TVZRWIE A, [0x DK ZRD 2 A v =V RFR S E T, 10x ZHIER
TLHE, FAMN Tz MCHT 7 EATERLS RV ET, 7272 L rootfs [THEL 2T EH A,
TAP =2 VERAMI L TRET 801, 77V r—va v ERIERA 2 —T7 =2 2%
RETHULERDY FT, ARz VDA U F—T =4 AZAT D HFIEOFEHIZ DN T
L. TConfiguring the AppGigabitEthernet Interface for Guest Shell] 33 X T' [Enabling Guest Shell
on the Management Interface| M7 v 2 > &S L T 7ZE0,

1. enable
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2. guestshell enable
3. guestshell run linux-executable
4. guestshell run bash
5. qguestshell disable
6. guestshell destroy
FED FH 4
ARV FERET7IVa Y By
AT 71 |enable ¥5HE EXEC E— RE AL E T,
1 - e NAT—REANLET (FEREINEHE) .
Device> enable
2Ty -2 guegshell enable FA N vzl —ERADOFR,
U GE) . guestshell enable =~ > Ri%, % v
Device# guestshell enable hU —% > ZITE B Virtual Routing
and Forwarding (VRF) A > A%
AEFEHLET,
s 7Y N RNy NT—F T
\Z VirtualPortGroups (VPG) % {#
LCWAEEIEL, £7 VPG 2Rk
TOHOMERDHY T,
e JARNIPT RLAEF— b xzA
IP7 RLAIZRILY 7Ry FNICH
DULBENDHY FT,
R T 7 3 | guestshell run linux-executable FZ N 2=V T Linuk 7075 5% FTLET,
- GE) Cisco I0S XE Amsterdam 17.3.1 LA V
Device# guestshell run python ) — XTI, Pyﬂ“n1/§~—§?§ V3DOIHN
S A= b ERET,
Device# guestshell run python3
AT 7 4 |guestshell run bash Bash > = /V&ZBAL T, F A b = MIT 7 & A
15“ : L/i‘g‘o
Device# guestshell run bash
R T 75| guestshell disable FAN b =R ET,
il -
Device# guestshell disable
R T 76 | guestshell destroy FAN vz = REHRT 7T 47 LT, T

1 -

YA A M= LET,
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B 7 ovr—avhzsrovsmRALESZ F L L OEE

ARV RFERFTIVaY =)

Device# guestshell destroy

T7IVr—2a3 0 RRAT4 VI F#FERLETS AN IILOEE
Y

GE) ZOEX, VAIN—T 47 T Ty N7 4 — LA S ET, VirtualPortGroups (X, Cisco
Catalyst A1 v F 7 7T R 74— ATIEHFR— IR TOERA,

AR T2 VDT 7 ARKEREET 5121, 10X RSN TEITL TWALERH Y 1,
10X DMERR S LTV WEEEIT, 10X DR E RO D A v —UNRRINET, 10x & HIER
TBHE FAN VNI HET 7 BATERLRYET, 72721 rootfs ITHEEZZITEH A,

)

GE) ZoFE 7V r—rarRAT 4 TEFERLESA N = VOER) Z#H LT, Cisco
10S XE Fuji 16.7.1 LIED UV U —ADF A b = v ZAZ LE T, Cisco I0S XE Everest 16.6.x
DHEICIX, A b vz VOEE (106 ~—) OFIEEZHERLET,

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

Device (config-if)# interface VirtualPortGroup0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if)# exit

Device (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Device (config) # ip access-list standard GS_NAT ACL
Device (config)# permit 192.168.0.0 0.0.255.255

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python
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7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

3: 7TV —2a RRATA VT EFERALEZS AL S ILOER

4 A
10S XE Guest Shell Container
—_/— ‘
eth0
Internet G1 @ 192.168.35.2
192.168.35.1 ‘

Cisco device
N J

366962

AH 7SRV DRy U —F 7 T, GigabitEthernet 1 > % — 7 = A A & VirtualPortGroup - >
2 —T x4 X% LEOKNITRT EOICRET DMERH Y £7, 7 A F ¥ = /LI Virtualportgroup
BEFIHA =T oA AL LTHEMAL, NAT 2@ U T/ Yy NU—2Z 128 L £ 77,

WEE NAT OFEICIEL, kOa~vy REMHALES, AR, FRA S Y= AR 2 —
Ty MIEREEL, 728 2, Link Y 7 Ny =T EHFH TR 7T LERETELH L1020 £7,
ip nat inside source list

ip access-list standard

permit

oo guestshell run =~ > Rid Python EITHEEY 7 A LA FEITLET, F72. guestshell
run =<2 R&EMEH L TMO Linux FEITAIREY 7 A VEFATTH2 &b TEET, =& xiF,
guestshell run bash =~ > Rid bash > = /L Z#l&) L, guestshell disable =~ > RiZF A ho =
Ny hE T LTEMICLET, BTV AT L2V n—RKLThH, 72 b ¥ =/WT 8
DEFIZRYET,

X Z k< z )LO) AppGigabitEthernet f >4 — 7 = 4 RDETE

N

FIRDOHE

GE)

T, MOFTRTD Catalyst AA v Fix, HEHA—FEHEHLET,

WD H AT %, AppGigabitEthernet f % — 7 = A A & FfD Catalyst A4 v FIZOHEH S E

enable

configureterminal

interface AppGigabitEthernet interface-number
switchport modetrunk

exit

app-hosting appid name

app-vnic AppGigabitEthernet trunk

NO oA BN~
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8. vlan vian-ID guest-inter face guest-interface-number
9. guest-ipaddress ip-address netmask netmask

10. exit
11. exit

12. app-default-gateway ip-address guest-inter face network-interface

13. nameserver#ip-address

14. end
15. guestshell enable

FIRD

ARV RFEEETI 3y

=)

ATwv 1 |enable
1

Device> enable

¥t EXEC E— RZAMC L ET,
e NMATU—RE AN LET ERENTHEE) .

RFwF2 |configureterminal

&1

Device# configure terminal

Ja—rLar7 4 X¥al—ay B— FrxBth
L\i—g—o

R w73 |interface AppGigabitEthernet interface-number

51

1/0/1

Device (config)# interface AppGigabitEthernet

AppGigabitEthernet 1 % —7 = A A& g&ZEL, A
VE—T A A AT 4 Fal—varyE— Nk
Bt L E7,

T w74 |switchport modetrunk
i

Device (config-if)# switchport mode trunk

AHE—T 2 A A& K N T X TE— I
BELT, %A=V I DRT LT 7 ~DE
Yo =— kK LET,

ATy Th |exit
1 -

Device (config-if)# exit

A VB —TaA AT 4 Fal—z F—K
PERTL, Je— a7 4 Xal—igE—
FIZED £9,

2T w76 |app-hosting appid name
&1

Device (config) # app-hosting appid guestshell

TV r—varEREL, T r—va R
AF 4 a7 4 X2 lb—3ay B— RERLS
biﬁ‘o

XFw 1 |app-vnic AppGigabitEthernet trunk
L

AppGigabitEthernet trunk

Device (config-app-hosting) # app-vnic

NGV IR—= T TV r—var RAT 47
OHHE/ SRR —ME LTHEL, 77V r— 3
VRAT 4T NG a7 4 X alb—vay
E— NERBLET,
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7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

ARV FFEREETIVa Yy

E:)

X7 w78 |vlanvlan-ID guest-interface guest-interface-number | VLAN A A v X —T = A4 ABZEL. 77U
B - r—valr RwAT 47 VLANT 72 AP 2
>y — N — K Ly
Device (config-config-app-hosting-trunk)# vlan TAFalb—vas® R %Fﬂlﬂﬁu Lij‘o
4094 guest-interface 0
25w F9 |guest-ipaddressip-address netmask netmask (F7Tar) FIIP i E LET,
1 -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.2.2 netmask
255.255.255.0
ATy 10 |exit TV —ay RAT 47 VLAN 7 7 & A IP
i - a7 4 FXal—varyE—REKTL, 77V
Device (config-config-app-hosting-vlan-access-ip) # bA_:/ R 7}:%74 Z& ]\ 77 arz A *a
it L—vary E—RIRED ET,
ATy 1 |exit TV =2 ay RAT 4T NG arT g
Bl - Xal—valryrE—FaETL, 77V 05— 3
Device (config-config-app-hosting-trunk)# exit :: RAT A v7 AT A Fal—vart— }\ i
)j:é @ iTO
Z5 w712 |app-default-gateway ip-address guest-inter face F7 4 BB — N A ZELET,
networ k-interface
i -
Device (config-app-hosting) # app-default-gateway
192.168.2.1 guest-interface 0
AT 713 | nameserver# ip-address RAA =LV AT (DNS) H—"ZRELE
i - kK
Device (config-app-hosting) # name-server(
172.16.0.1
RTwvF14 |end TIV = ay RAT 4T a7 4 X¥alb—
i - vay E'—REZRT L, F5fE EXEC T— FICRD
Device (config-app-hosting) # end ji?rO
ZF w715 |guestshell enable TAN b —ERDOHL,
11

Device# guestshell enable
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B == 5oz zxcorzrooamt

BEAUA—DJIAATOTR M T IILOEDIE

\}

G¥) ZDOHX A7 L, CiscoCatalyst 9200 > U — R A A »F_ Cisco Catalyst 9300 > U — R A A v T,
Cisco Catalyst 9400 > J — X A A F Cisco Catalyst 9500 > U — R A A » T Cisco Catalyst
9600 > U —X AA v FIZHEMHTE £,

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-vnic management guest-interface interface-number
5. end
6. show app-hosting list
7. guestshell enable
F gD FEH
ARV KRFERETI a3 Y B#J
AT w71 |enable it EXEC E— RE AL T,
i e NMAT—REANLET (ERINWEHE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
R T 73 | app-hosting appid name TV r—vavEBREL, TV r—va kA
i T4 arZ4Xalb—ary ET— RERML
Device (config) # app-hosting appid guestshell ij«o
R F v 7 4 | app-vnic management guest-interfaceinterface-number | (A8 % v h T —27 f L X —T =4 ABLOHF X R
1 AV 8 =T 2 ADERF— M= BREL, T
Device (config-app-hosting) # app-vnic management 7 Vr—a :/TJQXT{ STy a7 A
guest-interface 0 Fal—varE—REBELET,
AT v 75| end TIVr—a VI RAT A TERS— oA 2
Bl - Y74 ¥ ab—va s E— FEKT L, FHHEEXEC
Device (config-app-hosting-mgmt-gateway) # end T-FERY ij‘o
R 7 v 76 | show app-hosting list A UA = AENTNWDET Y r— g LV OBHED
fil AT —=H A FRLET,
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ARV RFERETI Va3 B#Y
Device# show app-hosting list GE) s e AV — L ENTW
DEGENCDIH, TTVr—arDl A
MIFRENET,
Z 5w 77 |guestshell enable FA S vzl = 2ADOFE b,
f
Device# guestshell enable

Python 1 2 —TJ ) 2DT7 I X

Python 131 > % 5 7 5 ¢ ZICHEATEX £F2, Python 22 U 7 F % # A k & = L THEIFT 5
Z &b TEFET, guestshell runpython =~ > RZEH L TH Ak &= /L"CPython A &% —
U X % #E) L, Python sk Z Bl & £,

\}

() CiscolOS XE Amsterdam 17.3.1 KX W fifd> U U — A TlL, Python V237 7 4/ kT3, CiscolOS
XE Amsterdam 17.1.1 35 X O Cisco 10S XE Amsterdam 17.2.1 &, Python V3 23— kST
VWE T, Cisco I0S XE Amsterdam 17.3.1 LAED U U — 2T, Python V3 237 7 #+ /L kT,

Cisco |IOSXE Amsterdam 17.3.1 K YREID ) 1) —X

guestshell run =< > Fi&, Linux FATH[EEY 7 A /LD FEATIZAHY 9% Cisco I0S TH Y | Cisco
10S 725 D Python A 7 U 7 N D FLTRFICAEX S A ZFEE L9, ROBIL, =~ KOs S
AERET HHEEZTRLTOET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter2

RIZ. Cisco Catalyst 3650 > Y — X A A v F F 721 Cisco Catalyst 3850 + U — R A A v F T
Python Z AT 5614~ LET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

ROBFNL, CiscoISR4000 2V — X H—E A EHL— % T Python Z G2 T D iEx R LT
WET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
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>>>>>

Cisco IOS XE Amsterdam 17.3.1 LAED 1) 1) — R

ROFNL, Cisco Catalyst 9000 >V — A Z A » F £ T Python Z AN L 5EA R L THNE
7

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>

RN I)LOETES
Bl : X~ TIIDER

Cisco 10S XE Amsterdam 17.1.x 5 5 Cisco 10S XE Amsterdam 17.2.x

WOBNX, T AN = VERNCT 5 I7E%77 L TWET, Cisco I0S XE Amsterdam
17.1.x 3 X T Cisco I0S XE Amsterdam 17.2.x Ti&, Python V2.7 3 & O} Python V3.6 234
A—hENTWET, 2720, ZhbHD Y U —ZATiEPython V27537 7 4 /L K TT,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

or

Device# guestshell run python3

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully
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Cisco 10S XE Amsterdam 17.3.1 LIfED ') 1) — X

WOBENL, 7FA B = VEENNIT D HEEZ/RLTWVWET, Cisco IOS XE Amsterdam
17.3.1 LA U U — 2 TlX, Python V3.6 DA NHAR— h k9,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup %3 D5

)

(GE)  VirtualPortGroups 1% Cisco b—T 4 > 7 7 Z7 v 87 4 — A TOHYHR— F I TNE
R

FA KTz Ry U= 7\ VirtualPortGroup - > % —7 = A A& HT D54
VirtualPortGroup A & % —7 = A ATITREFRHDHAIIP 7 FLANKETT, 71
VER=I A E =T oA RFTA F =Ry MIER SN TWARERHY | Ry b
U —27 7 R L A%H (NAT) 1% VirtualPortGroup & 7 2 2 h /SR/L iK— h D TR IE
SNTWARERDH D E£7,

WIZRT O, VirtualPortGroup D% &R T,
Device> enable
Device# configure terminal

Device (config) # interface VirtualPortGroup 0
Device (config-if)# ip address 192.168.35.1 255.255.255.0

Cisco I0S XE Amsterdam 17.3x 7045 S<YEU T4 av 74 F¥aL—vav A4 K |}



vLERYYTHE |
. 5] : X k< z)LO AppGigabitEthernet f >4 —2J = 4 XD TE

Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if) # exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0

Device (config-if)# ip nat outside

Device (config-if) # negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1

!'Port forwarding to use ports for SSH and so on.

Device (config) # ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config)# ip access-list standard NAT_ ACL

Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255

Device (config-std-nacl)# exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

5 . 7R k< x)L® AppGigabitEthernet f >3 — 7 = 4 ADERTE
\)

GE) WD & A7 1%, AppGigabitEthernet A > % — 7 = A A % F§D Catalyst A A T D F
HanvEd, oFTXTo Catalyst 2 A > F %, BEHA—FEHEHLET,

WOFNX, 7 A b =/L® AppGigabitEthernet f > % —7 = A A% ET H HiEzERL
TWET, ZZTIE, VLAN4094 3% v hU—27 7 KL AZH1 (NAT) Z{ERkL %
T TAUTT A Rz VIZERSNET, VLAN 1 [3Z9MNHBA > % —T =14 A TT,

Device> enable

Device# configure terminal

Device (config)# ip nat inside source list NAT ACL interface vlan 1 overload
Device (config)# ip access-list standard NAT ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

Device (config)# wvlan 4094

Device (config-vlan) # exit

Device (config) # interface vlan 4094

Device (config-if)# ip address 192.168.2.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if)# exit
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Device (config) # interface vlan 1

Device (config-if)# ip nat outside

Device (config-if)# exit

Device (config) # ip routing

Device (config)# ip route 0.0.0.0 0.0.0.0 209.165.201.1

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic AppGigEthernet trunk

Device (config-config-app-hosting-trunk) # vlan 4094 guest-interface 0

Device (config-config-app-hosting-vlan-access-ip) # guest-ipaddress 192.168.2.2 netmask
255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

config-app-hosting) # app-default-gateway 192.168.2.1 guest-interface 0
Device (config-app-hosting) # name-server0 172.16.0.1

Device (config-app-hosting) # name-serverl 198.51.100.1

Device (config-app-hosting) # end

Device# guestshell enable

Device

Bl BB A —T A ATODHFR M TILOEHIE

Z OHIX, Cisco Catalyst 9200 U — X A A » F_ Cisco Catalyst 9300 > U — X A1 v F, Cisco
Catalyst 9400 > U — X A A » T Cisco Catalyst 9500 > U — X A1 »F_ Cisco Catalyst 9600 >
U= 2 v FIZHEATEET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic management guest-interface 0
Device (config-app-hosting-mgmt-gateway) # end

Device# guestshell enable

Bl : 47X+ IILOER

HFARN Tz Far b Linux 2wy REF(TTEXET, ROFNZ, —HD
Linux 2~ > ROFEHEEZRLTWET,

[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 5.4.85 #1 SMP Tue Dec 22 10:50:44 UTC 2020 x86 64 x86 64 x86 64 GNU/Linux

Cisco 4000 > V) — X P —E Z#HEAA /L —Z 1%, CentOS Linux V U — A& 7.1.1503 THfit
X5 dohost ZfEFH L E 9,
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() dohost =~ RiZIL, iphttpserver 2~ KRBT NA A ETHRESNTND Z LN

=TT,

TFAMDITILORY FID—F D T8RTE
FAN vz DFy BU—F T TlE, IROFBEDLIETI,
e RAA Y F—25 25 2 (DNS) OFE

e

« U FUDORE
&

« TR XVORELHEHTH7-HD YUM 7213 PIP O E

77X & 2z )L®D DNS EZTE Dl

FA N OV T L DNS R IZR D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254

Bl TOFVBETHMORE

Fy MU= N T7aXx o OERICHIERIT, Linnx CF RS U BHERELET, &

BRGEIE, REICINODOERZBMLET,
WOBNL, 7o F L ERERET LHEEZRLTVET,

[guestshell@guestshell ~]$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/
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export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

Bl 7OXEHTFRAD Yum 8 LU PIP DERL

KON, 70 X VEREARORIE Yum 2T 5 HEEZ R L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com:80/

PIPDOA A F—)LTliL, 7BFXF R EIHEHINIBRELAENERIRINET, PIPA
VAR=VIZIZ-EF TS arEEE L sudo AL ET, BRELSKENFRESINT
WARWEAIL, ROFINTRT L IICPIP o~y RTCENL ZHARMICER LET,

sudo pip --proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WORFITIE, Python D PIP A > A h— /L& f4 25 Hikz R LET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests

A VIIIVZET A ZEDMDSEER

EEE N

BEIHE R=a7ILE3A ML

Python €3 = — /L FCLI Python & ¥ = — /1]

Yo 2y F e ra=rr [ta %vF Fovya=r7]
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BIRLT Ty b7 4+—24, CiscolOSV V—RA, BLOT7 4 —F v &> MZBT 5 MIB
FEPELTHF T a— R4 5121%, RO URL IZ&H % Cisco MIB Locator 2 L £9°,

http://www.cisco.com/go/mibs

SRADTHZAIIL YR—+

£ EA >y

TAIDYR— N WebH A F T, YRaDBEGERLF 7 ) v U— |http//www.cisco.com/support
BT M7 TNy a—T 4 U ZICBEN T T 5 X912,
YA T ARV =L EEILDETLEERA T ) Y=k
L TnET,

BEWORGEOEX 2 U T 4 HFROHENERZ ATT D201,
Cisco Notification Service (Field Notice 7>57 7 & A) . Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY — R TIMATEET,

VAIDYIR— b Web VA hDYV— )T 7 AT BHERITL,
Cisco.com D —H ID B LA T — RNMECTT,

FR kT )LDEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — A F@ME L3, ZoRiT. V7
Fo=7 UU—A FLA U THEREOYR— R EASRLEDY 7 =T VY =R
FERLTWET, ZOERRIL. FCk BR0WRY  ZhUEO—EDY 7 vy =7 VY —
AThbHAR—FShET,

TTy R T7F—ADYR—FBIOV R YT MU 2T A XA—VOFKR— MIBET 2 1HEHRZ R
&9 %5IZI&, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 23 % |Z
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Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BERN Y
A3 AA v FOHBEHIE X
WEBFLD =D T A H I
Python 7 7'V r— a &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENE
I, ZOarrF Ui,
BRA N TARA ANLSEES R
PN/ AN 3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

* Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
R AA v F

* Cisco Catalyst 9500 2 U —
R AA v F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
v AR —H

Cisco IOS XE Everest 16.6.2

Z O#AEIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT
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J1y—2x HRETEER

Cisco I0S XE Fuji 16.7.1 Cisco I0S XE Fuji 16.7.1 TIZ,
ZOBRRIFIRDT T v b
T —LICEEINTHEL
7‘;0

* Cisco ASR 1000 ' — X
TV =gy —E
A J—H

« Cisco Cloud Services Router
1000V >~ ) —X

Cisco IOS XE Fuji 16.7.1 T,
TFARN vz UBREDS G, B
XL ML= PR—
k%3 Cisco ASR 1000 7 7" VU
Fe—a P —E R N—H |
EIhELE,

Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
INANRT =< AT ) —X
Ay FICFEESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OKEREIX Cisco 1000 2V —
R = REERIL— H 25
I ThE LK,

Cisco I0S XE Gibraltar 16.11.1b | Cisco IOS XE Gibraltar 16.11.1b
TlX, ZOHRITROT T v
7 A —AIZFERESNTNE
L7,

« Cisco Catalyst 9800-40 7 A
YL RrRarte—7

* Cisco Catalyst 9800-80 7 A
YL xarte—7

Cisco IOS XE Gibraltar 16.12.1
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* Cisco Catalyst 9200 > VU —
RAAL v F
GE) Z DFEREIT
C9200L SKU
TIEHA— b
SNTHWER
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* Cisco Catalyst 9300L SKU

* Cisco Catalyst 9600 > VU —
RAAL v F

Cisco IOS XE Amsterdam 17.3.1

Z OFEREIX. Cisco 10S XE
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N7 F—AIZFEEINEL
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* Cisco Catalyst 8200 >/ VU —
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PR — bk

Cisco IOS XE Amsterdam 17.1.1

Python /3— = > 3.6 1%, 7
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WE 9, Python/3— 3 3.6
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Ty h 7 —ALTHEATEE
R
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Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,
* Python OfFH (125 ~—2)

Python O {& FH

Cisco Python E> 1 —)JL

VA APIEMET D Python €V = — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
ek ET, hdp() 2~ RE AT 5 &, CiscoPython &Y = — VOGN TR SIVET,
help() =~ Ki& CiscoCLI £ = — /D7 a7 4 ZFKRLET,

WOFL, Cisco Python £ ¥ 2 — /W 5 1EHR A2 R LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep

>>> help (configure)
Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and return a list of results.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure
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Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")
Args:

command (str): The exec-mode command to run.

>>> help(cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.
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output = cli("show version")

output = cli("show version ; show ip interface brief")

output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:

string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)

Execute Cisco IOS CLI command(s) and print the result.
A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL

)

GE)

Python # FEITT HI121%, VAN V= ARFTHLUENH Y 7, FHMICONTIL,

AN v OFEEZRLTIEIN,

rr

Python 710 77 IV VEREILCLI 2~ REFATTE L6 DORAKEEHALET, b0
#E. Python CLI EY =2 —AnbRIHTEET, ZhoDEEAEMT 5I2IE, importcli =
< REFATLET, 2O OB EET DL, iphttpserver =2~ RBFHIZ/ > T
HMENH Y T,

ZH OO CLI 2~ > ROLFHITY, Python f ¥ —7 U X fRETCLI 2~

RZ2FITT DI, RO 6 OO NT O35 CFSE LTCLL a2~y REAILE
7,

e cli.clilcommand) : Z OBREHITIOS 2~ F&5[HE LTHERY, I0S/X—H—hba<w R
ZFITL, EROTHRAMERLET, Z0a<wy FOERNIELL RWEBA. Python D

FIA I FEA L Ed, W2, di.clilcommand) Ba% o H il Z 7~ LE9,

>>> import cli

>>> c¢li.clip('configure terminal; interface loopback 10; ip address
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10.10.10.10 255.255.255.255")
*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up
>>> cli.clip('show clock')
'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'
>>> output=cli.cli ('show clock')
>>> print (output)
*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®OBI%%I cli.cli(command) B% L #EIZ E -~ 7= <R TT, 727201
FEROTFA M (BT OTIEARL) stdout (IZH 1T 28088720 9, KIiZ,
cli.clip(command) B H /1%~ LET,

>>> ¢li

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC 2~ > REFITLTHAZKRLET, -
PLEROT XA MIHAOLERA, ZOa<wr FO—E LTI anr £2E38TE
T Z LIFFF T SN EE A, ZOBRRAERINETT 5I12IE, for-loop MEE S 172
Python U X hZfEM L £9, KIZ, cli.execute(command)

Ol R LET,

>>> cli.execute ("show clock")
"15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

A~

SyntaxError: invalid syntax
>>>

cli.executep(command) : Z OMEBITIHE—D A~ FEFETL T, EROTHF A & (KT
DT <) stdout IZH S L E 9, W&IZ, cli.executep(command) BI%L O HI 161l & 7k L &
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)
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None

cli.configure(command) : Z OBkIE, 2~ RCHEHATEZIREICLD T AL RAEZHEL
F9, THUIKICRT LI, avr REZORENEENLARMGEHZ T VDY A N
ELET,

[Think: result = (bool (success), original command, error_ information)]

AU R RT A= ZTEEATICATIT 5 2 L3 TE . show running-config =~ > RO
TZFRENTWDEDO LRI CHERICT HZ LN TE T, KIZ, di.configure(command)
BRI E R~ L ET,

>>>cli.confiqure (["interface GigabitEthernetl/0/7", "no shutdown",

" end" ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = D EI%E cli.configure(command) B%k & HEBEIZ £~ 72 <[ L
TY, HELHEREOT XA M KT OTEARL) stdout (ZH 1T 28038720 F97, &
2., dli.configurep(command) BA& > HHilzR L £7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end
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CLI Python 3 2 —JL

Python 7’1 77~ U 7 ¢ Tld, CLI ZfH L TIOS &xf56CX % Python & ¥ = —/L & $fit
LCTWEd,

* Python CLI & ¥ = — LI\ T (131 ~X—)

* CLI Python & ¥ = —/VIZBT 5 2 DMOZEEE (135 ~—)

« CLI Python & ¥ = — /L DHERENS # (136 ~2—3)

Python CLI < 2 —)LIZDLNVT

Python [ZDUL\T

CiscolOSXET A AE, FA RNV AVNTA U E T T4 TBIOHRA 2777 47 (R
7 )7 N) O DE— K TPython/S— 3 227 %R — k LE 9, Python A7 U 7 MERE
WLV, TAADOCLHUC T n VT L EERLTT 7 EA LT, SESERX AT BLOE
0 ¥ vJ Fuvya =7 %7% Embedded Event Manager (EEM) 7 7 3 v &2 FI{T3 5 Z
EIWTEET,

Python X ') 7 F D E

Python %, AL SN 72 Linux X—ADEEFE TH L7 A b = /L TEITINE T, FEMIZON
T, FA2bN vz OFEEZ2Z2RLTESV, Y A2Aadg4t4 5 Python € = — /LT,
2 —H D Python A2 U7 EMWHEA K 7/314 A ETIOSCLI 2~ R&FEITT5H 2 & & A[REIC
LET,

XEERZ XD Python 7O Tk

7 /3A A [T guestshell run python =~ > NZ2E1795 &, A~ = /LINT, *EEEXD
Python 7' 7 R 3B & £ 97, Python OXf&5E— R TIX, Cisco Python CLI E ¥ = —/L b
Python #§REZ FAT L CT A RAZRETH I ENTEET,

WOFNL, *FERRD Python 71 o 7 F AT D Hika R L TWET,
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Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
Device#

Python A7 U 7 N4 % 5#& LT Python 2~ > RTHEHT 5 Z & T, Python A7 U 7~ &3
AVHETIT 47 = RTEITTEET, Python 27 V7 ME, YA v VANLT 7%
AAEETHHINENRH Y 3, F AN =05 Python A7 U7 MZT 7 ®ATHIZIE, 7
ARz VNI FENTWDE T =TTy v afizlid7 T vy allAZ U7 M ERFL
e

\)

() Python Timport cli 2SEEET 2 L 91T, iphttpserver 2~ REFRETLIMENH D 7,

WD Python A7 V7 FOflix, SF I F74 CLIBEAZMH L Tshow 2~ > REHER I OH
JILET,

Device# more flash:sample_script.py

import sys
import cli

intf= sys.argv[l:]
intf = ''.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" %intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0", "no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"
°

cmd='interface %s,logging event link-status ,end' % intf
cli.configure(cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute ('show run interface %s' %intf)
print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
/flash/script.py command
at the device prompt.

[l Ciscol0S XE Amsterdam17.3x 704 S<YEYF 4 A T4 FaL—Ya v HA K



| vznexvUTHE
H#1R— k&h B Python D/A—2 3 > .

The following example shows how to run a Python script from the Guest Shell:

WOBNX, 7 AR =/l Python A7 V7 M &FEITT 5 HiEE R L T0ET,

Device# guestshell run python /flash/sample script.py loop55
*** Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl1/0/1 unassigned YES unset down down
GigabitEthernetl1/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
Tel/1/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

***x Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status
end

HR— k&t B Python D/N\—P 3 >

FA N VL, Python 3= 27 % T VAV A R—=LLTWET, AL =/l
AL &7z Linux X—ADEREETH Y |, Cisco 7734 A D HEfi|fH & & ELD 72 D Python 7
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TV —varikEie, WAZLLinux 77V r—2a b EFATT LRI SN TN E
7, Montavista CGE7 281 > A h—/L I/ 7T v b 74— A% Python /N— = > 2.7.11 &
A—HRL., CentOS 7 A VA b=V SNT=T7T v b7 4 —2AE Python N— 3 > 2.7.5 &

A—hLET,

WDFEIL, Python DFEN—T 5 VEBI OV R— RO T T v b7 4 — LT HERERL

TWET,

% 9:Python 1"— > 3 ¥ HiR— K

Python D/\—2 3 >

TS5y b TH—L

Python /N\—" =2 2 2.7.5

Cisco Catalyst 3650 > U — R ZA v FHB LW
Cisco Catalyst 3850 ' U — X XA v F &R T
RTCOYR—MRIRT T v N T — 24,

Python /N\—7 7 > 2.7.11

» Cisco Catalyst 3650 > U — X A A » T

» Cisco Catalyst 3850 ' U — X A A v F

Python /N—" =2 > 3.6

Cisco IOS XE Amsterdam 17.1.1 LABED U J — 2
THR—bFSNTHET,

Cisco IOS XE Amsterdam 17.1.1 3 & T Cisco IOS
XE Amsterdam 17.2.1 Ci%. Python V27235 7 #
)V FT9, 7272 L. CiscolOS XE Amsterdam
17.3.1 LIFED U U — A TlE, Python V3 237
7 4V hTY,

GE) Cisco Catalyst9200 > U — X A A v
Fi&. Cisco IOS XE Amsterdam
17.1.1 I X U Cisco I0S XE
Amsterdam 17.2.1 7T Python Version
36 5 AR—FLTWERA,
Cisco Catalyst9200 3/ — X 2 A v
FiZ. Cisco I0S XE Amsterdam
17.3.1 LAFE® U U — A T Python V3
Y R—=FLTWET,

Gx) Cisco Catalyst3650 2 ) — X A A v
73 X W' Cisco Catalyst 3850 2 ) —
AAA w»FTREYPFR— I TWH
F A,

CentOS73A Y A M=V SN T Ty N7 —nlE, =7 V=R VKRY VU H 5D Redhat
Package Manager (RPM) DA > A h— /L& VAR — K LET,
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Cisco CLI Python €~ 1 — )LD EHH

Cisco CLI Python £ = — /LB L EEM & 2 — /L, T35 RZA VA h—/LFERTT, 7=
720, Yum LT FANC Ay = b ST 581 F U oW T iun a2 L T Python D73 —
VarEEHTA5EE. YAaRRET S CLIEY 2 — A b EHTALENRDH Y 7,

)

GE)  Python X—T 2 2 BN TTIZH DT /34 AT Python N—T a3 > 3 ~OFEFEITH &, T34
A B S D /8= 5 @ Python FAET 5 K 912720 £¥°, Python ZFET9 HI2IE, &K
DI0S 2~y ROWTIaEHEHALET,

« guestshell run python2 =< > KX, Python X—Y = 2 2L £7,
« guestshell run python3 =~ > Ri, Python N— =3 > 3 2 HMb L £,
+ guestshell run python =~ > Ki, Python N\— =2 > 2 Z#H ML L 7,

Python D/3— a Y EHHTHITIL, ROFEONTALEFEHLET,
« AKX K7 1 tarball DA A Fh—)L

eCLIEY 2—/LDT=DDPIP DA A ~—)b

CLI Python £ 1 —LIZEET 2 2 DHDSEEH

BEEE R

REIEE T=aT7ILEA L
FA R Vv FARN Vv

EEM Python & ¥ = — /L EEM O Python 22 U 7
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SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

CLI Python £ ¥ 1 — )L D#EETHER

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TTy R T —LADOYR—FBLRN A YT T =27 A A—VOWR— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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% 10: CLI Python & ¥ 1. — L DAEREIESR

CLI Python & & 1 — )L DH#ERETEER .

HaE

iy

)1)—A

HEEER

CLI Python &3 = — /b

Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b Ti&, Z®
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F
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EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (139 <—2)

« EEM Python & = —/L{ZHOW T (139 X—2)

« EEM Python 7R U v — D% EH1E (142 ~<X—)

« EEM Python & ¥ =2 —/WZHT 2 Z DO SEE R (148 X—2)

« EEM Python & ¥ = — /L OFEREIEH (148 2—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(G})  EEMPython/Nv -7 —1%, EEMPython 27 U 7 NN TORBEHTE EF (v —IXEEM
ICEGETE, A7 V7 NOBRAYIOITIZ EEM A X MEEES TR SN ET) . EHER 72 Python
A7 U7 K (Python A7 V7 " EFEH L TEITSND) CTIHEHTEEEA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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s ARy 7 ADYr— K
« ZAB UL TR A~DY) Y B
« R —DFEFT
s NI ATV NOFHIY
s "o ATV MY B
«Cisco Rty NI —F 7 $—ERADA X bDAERK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : #tAAH SV TNDART/NZ — 338495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
OIHEICH THiAls Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REMWETE 5 L HICT DL, T A N v o v EAMET 208N H Y £,
FEHMZOWTIE, FR vz OBEEZSBBELTIES D,

Python R!') & — D& Ek

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FIED FEH
ARV FFEREET7IVa Y B#
AT w1 |enable KikE EXEC E— RE AR LE T,
{5 e NAU—REANLET (FERINTHH) .
Device> enable
R w 72 |configure terminal Jua—N)Lar7 4 Xal—3iay T— REBLG
15“ : L/iﬁ—o
Device# configure terminal
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Python 7K1) & — D&k .

AU RFERETIVa Y

B8

ATvT3

event manager directory user policy path

1

Device (config)# event manager directory user
policy flash:/user library

2= IA T TV Ty A NVEIF2—YEE EEM
R —ORFEERT DT L7 M) EREELE
7,

GH) FEE SIS RTR Y =TT,
7o z1E. ZTOFNETIX, eem_script.py
AU 2 —73 flash:/user_library 7 4 /L & —

FEIFIANATHATE £,

ATvT4

event manager policy policy-filename

1

Device (config) # event manager policy eem script.py]|

EEM "RV > —% EEM [Z&&k L £,

o IR —lE, T 7 A NIRRT IS W TRT &
nNEJ, 77 ANVIEEFIT py T, AU v—i%
Python 78 U 2 —& L TBERISNE T,

CEEMIE, HU L—Z0bDICEENBA AL b
HEEIC SN TR o —% AV a—
L. FITLEJ, event manager policy =2~ K
MIEOH &5 & EEMIZRY v — %8 L,
SESNTIA Ry PARAE LEBAICETSh
AHEHICEEELET,

ATvT5

exit
51 -

Device (config) # exit

Jsa—\ )L a7 4 Xal—aryE— RNEKT
L. B EXEC E— FIZREY £,

ATvT6

show event manager policy registered

1

Device# show event manager policy registered

R EEM AR Y > —%2 &R LE T,

ATy T17

show event manager history events

1 -

Device# show event manager history events

Y H—ENTZEEM A X hEERLET,

1

KIZ, show event manager policy registered =~ > FOM B EZR L E T,

Device# show event manager policy registered

No. Class Type Event Type Trap Time Registered Name
1 script user multiple Off Tue Aug 2 22:12:15 2016 multi 1.py
1: syslog: pattern {COUNTER}

2: none: policyname {multi 1l.py} sync {yes}
trigger delay 10.000

correlate event 1 or event 2

attribute tag 1 occurs 1
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nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 2.py} sync {yes}
trigger
correlate event 1 or event 2
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM7 Ly k7902 3>O—EELTOPython X9 ) 7 FDEFT

Python X% 1) 7~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTIE, —VIIEHE Python A7 VS N & EEM 7 7 v 3 v
D—HELTHEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3% #E Python
A7 VYT M TIHMEHTE £ A, 10S DIEAE Python A7 U 7 MIIZ from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOyr—UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')

&Iz, guestshell run python =2~ ROHIFIZ R LET,
Device# guestshell run python /flash/eem script.py loop55
This script is going to unshut interface loop55 and then print show ip interface brief

Line 1 SUCCESS: int loop55
Line 2 SUCCESS: no shut
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Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl/0/1 unassigned YES unset down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset up up
GigabitEthernetl/0/5 unassigned YES unset down down
GigabitEthernetl/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down
GigabitEthernetl/0/8 unassigned YES unset down down
GigabitEthernetl/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl1/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl/0/23 unassigned YES unset up up
GigabitEthernetl/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down

Tel/1/2 unassigned YES unset down down

Tel/1/3 unassigned YES unset down down

Tel/1/4 unassigned YES unset down down

Loopback55 10.55.55.55 YES manual up up

Device#
Jun 7 12:51:20.549: $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

changed state to up
Jun 7 12:51:20.549: SLINK-3-UPDOWN: Interface Loopbackb5, changed state to up

WITRT DX, syslog ~D A vY—VHIOY TNV A7 VT NTT, ZOART VT
ME, 77 A VICHRTEESN, TAALEDT7 7 AV VAT AZabe—Sh, A2 b
IRV YDRY = T A NVEHEH L TRESNDOBENRDH Y £T,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")

WITRTOIE, EEM BREEKEH T2V A7 YT, ZOATZ YTk
X, 77 ANV EEN, TA AL T 7 ANV AT AIZa—=8, /X b=
F—=Vx DRI — T A NVEFH L TREINDILERDD 7,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200
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EEM 7 T L v

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems () :

YINERYYTHE |

print "KEY : " + k + str(" ---> ") + v
print "Built in Variables"
for i,j in a.iteritems()

print "KEY : " + i + str(" ---> ") + j

kTO Python X ') 7 DB

FIEDHE
1. enable
2. configureterminal
3. event manager applet applet-name
4. event [tag event-tag] syslog pattern regular-expression
5. action label cli command cli-string
6. action label cli command cli-string [ pattern pattern-string |
7. end
8. show event manager policy active
9. show event manager history events
=3 k2t
ARV RFEREET7TIVa Y B#J
AT w71 |enable FiHE EXEC T— N2 AT L E T,
i) e NAU—REZANLET (FERENTZHE)

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 ¥ alb— gy ®— KNEEith
L‘ij‘o

ATvT3

event manager applet applet-name

1

Device (config) # event manager applet
interface Shutdown

Embedded Event Manager (EEM) (27 7L k%%
gL, 77y harz o ¥al—yar E—R
BB L £,

ATvT4

event [tag event-tag] syslog pattern regular-expression

1

syslog A v =V DK —0 —FEFITT 5 EHE
BEEELET,
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EEM7 Tl k<o Python 24 Y 7 rosem [

AU RFERETIVa Y

B8

Device (config-applet)# event syslog pattern
"Interface Loopback55,
changed state to administratively down"

A 75 |action label cli command cli-string EEMT7 7Ly hR MU H—Sni & cFIT78h5
i - 0S 2~ REFRELET,
Device (config-applet) # action 0.0 cli command "en"
R 7w 76 |action [abel cli command cli-string [ pattern pattern ¥ — 7V — R THREINDHT 7 v a VEIEEL
pattern-string | F4
I CROTHT 1T M ET D EREE Y —
Device (config-applet)# action 1.0 cli command ;/jE§2§”%f*§iE[J§£vT
"guestshell run python3 /bootflash/eem script.py °
loop55"
A7v71|end TFlUy harzZ Xalb—var ®—RaekT
Bl - L. ¥ EXEC E— FICRY £7,
Device (config-applet)# end
R v 7 8 |show event manager policy active FITLTWAEEM R Y v —42F R LET,
f
Device# show event manager policy active
R Ty 79 |show event manager history events MU= EEM A X b EFRRLET,

1

Device# show event manager history events

RDBERY

WOHITIE, X AZICERESN TS Python A7 U 7 ha b B —3 25 5EE2RLTHET,

Device (config) # interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG_I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:
administratively down
Enter configuration commands,
Mar 13 10:53:35.38 EDT:
changed state to up
*Mar 13 10:53:35.39 EDT
+++ 10:54:33 edi37 (default)
show ip interface br

exec +++

Interface IP-Address
GigabitEthernet0/0/0 unassigned
GigabitEthernet0/0/1 unassigned
GigabitEthernet0/0/2 10.1.1.31

SLINK-5-CHANGED:
SLINK-3-UPDOWN:

one per line.
SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed
Interface Loopback55, changed state to

End with CNTL/Z.

Interface Loopback55, changed state to up

OK? Method Status Protocol
YES unset down down

YES unset down down

YES DHCP up up
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GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

S AADHPFE— b WebH A FTIE, ¥ RIOBERT 7 v P — | hitp://www.cisco.com/support
BT D N T TNy a—T 4 U TIZRBERL TV A X 91T,
Vo2 T AR =L EII LD ETLEERLF S TA ) Y — R
BEEL TV ET,

BHEWORGEOEX 2V T 4 FHRSOBEINEHREZAFT L7201,
Cisco Notification Service (Field Notice 7>5 7 7 & &) . Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHIR—F Web A FDOY— T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLIE T,

EEM Python € ¥ 1 — )L D EETR R

WORIZ, ZOFY 2a— /LTl LIRSV UV —AE#EZ R LET, ZORIEL, V7
o7 VU—RZ P A U TEHEEEOTR— MR EAINZEZOY T =T VY —RX72
FERLTWET, ZOMEEITL, FFICKo N2V RY , ZRUUEO—#HOY 7 by =7 U Y —
ATHYR—FEnET,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
http://www.cisco.com/support

| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

Ty R T A —LADOYR—FBLRN A YT T =27 A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

5 11: EEM Python & < 1 — )L D4 EETE R

taE

iy

J1y—= FERETRER

EEM Python €3 = —/L | Cisco 10S XE Everest COBEREIL. EEM AU o—& LT
165.1a Python A7 V7 h &K — M LET,
Cisco IOSXEEverest | spjnson =i av s Fidd ) E4A,

16.5.1b

Cisco IOS XE Everest 16.5.1a TiZ, Z D
BEBRIZIRD T Z v b7 4 — LIZFEES
NTWE L,

* Cisco Catalyst 3650 > U — X A A v
.a:_

» Cisco Catalyst 3850 > U — X A A v
a’_

» Cisco Catalyst 9300 > U — & A A v
%

Cisco I0S XE Everest 16.5.1b Ti&, Z®
FEREIZIR DT T v b 7 4 — ATEEX
NTCWE LT,

* Cisco ISR 4000 >V — X H— " 2 i
BRV— &

Cisco I0S XE Everest Z OR%REIX. CiscolOS XE Everest 16.6.2
16.6.2 G, Cisco Catalyst 9400 > V) — X A A v
FIZEEINE LT,

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Ti, Z O
HEIZ Cisco Catalyst 9500 /~A /X7 4 —=
VAV =R AL yFICEEI T
F L7,
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* NETCONF 7' k2L (153 ~=X—Y)

« RESTCONF 7'z k=)L (181 ~<—7%)

« NETCONF £ L TV RESTCONF O —E A L~UL ACL (203 ~=2—7)
«gNMI 7’12 b /L (211 ~—)

¢ gRPC v NU—Z A v X —T = A A (235 3—)

e ETILR—ZAD AAA (247 R—)

« EFVERENT L A R Y (257 ~—30)

» In-Service Model Update (303 ~X—73")






, 8

i

NETCONF 7O k)L

« NETCONF 7' &2 k 2L O3 (153 ~<—)

« NETCONF 7' 2 h 2 VDR ETHE (161 ~<—)

*NETCONF 71 hajdar7 4 F 2 b—3a rOffad (167 =—2)
« NETCONF 7' h 2L OEEE R (169 ~=—)

« NETCONF 711 k =t /L ORERERE ) (170 ~<—3)

NETCONF 70 kO JLDEE

—

TF—

L7=

R E
ET—

ax ;&

ILOBE . 05 S LICKEERTE ERTFEOIZERIGIZER

Xy NI =7 TS ZREERTHHEROTFIEZ, BT —4% FEa~vr ) BLOEH
T7—4% (show v F) floavr NI A2 —7=A A (CLD) #fEM$25Z&TT,
Xy NU—UEROLGE, FRCIEISERR Y NT—7 T R CERERE WA 5720
IZ, Simple Network Management Protocol (SNMP) 73 A<fEH S TWET, BHEICHEH SN
TUW%CLL & SNMP T2, ZHUTIFIN < O DfilfFED B Y £97, CLUFIER BT
HY ., THRADR=ZOMREEF L, FIRT DITIIAF O ADKLETY, SNMP L, FEE
7 —2 LEAT —Z 2K L EE A,

INEMIT A%, FEETREFEEZITOOTIIARL, Ful I 0Z2EHLEY ., £/
FEVEHIASICHEIL L TRy b U — 7 T3 ZOF%EZ LIk LE 7, CiscolOSXE TEIET 21 »
NT—2 TNRARL, T—F FETNAVEFERAT LRy T =7 EOBEOT A ADFREDH

kAR — L TWET, 77— F7 /ML, ERTERSINTAZHEN L SFECHRIE SN,
Xy hT =T DOFREEAT —H AEREEHZTE E7,
Cisco I0S XE 1. Yet Another Next Generation (YANG) ¥ —#% 5 U LV /E#EEYR—FL T
WEJT, YANG ZX v hT—Z7f% €7 o k=)L (NETCONF) T+ 2 &, HEfbanh/i=~
07 I IV ARy MU= HEORFE LW Y 22— 3 UV EB L E4, NETCONF
(RFC6241) 1X. 7 I9A T v v TV Ir—a VInT AL ADEOREREER L TT A A
WCRELEFEEZMZ AT DIEHT A XMLX—20O 71 k2L CF, YANGIZEIZ, NETCONF
BIECHRHESNDIBREEAT— N T—FE2ET /LT D720 I NET,
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Il netconF

Cisco IOS XE TliL, ET /I RX—ADA U H—T = A AL, BEFOT /34 A CLI, Syslog, ¥} X
O'SNMP A ¥ —7 = A ALFHAEEH L ET, RBEIIGLUT, IO ¥ —7 = A R,
Xy NT—=7 TN ANG ) —ARNT o RIZARSIVE T, YANG IE, RFC 6020 (233 T
K7v harzer kT 5O I ET,

\}

GE)  BEIRFITHD D 2T W HTET Cisco YANG EF VST 7B 24 5121%, GitHub VAT MU 24
L. vendor/cisco 7T 4 L7 MUICBEIL £, ZZ TiE, IOSXE, I0S-XR. L UNX-0S
I NI F—LDEESERT IV —RADOETFTLEHHTE T,

NETCONF

NETCONF (X, X hU—27 T4 ZDFREEA VA b—/b, BIE, BT 520D A =X
LT,

ar74FXal—vary—%Lt7n ka) A vyE—IZ Extensible Markup Language (XML)
N—=2ADT =2 b2 L £,

NETCONF (Zv > 7NV E—h 7ri—Y % 23—/ (RPC) X—ADAH=ALZFEHLT
I7IA T REY—HOBEEEELET, 774 T MIxy hT—7 32—V ¥ D—
ELTHEITENTWERZ UL RRT XU r— a0 TF, i, =3y hU—27 F
AR (AL v FERIFV—F) T, = NE, Ry bT—7 T, ZABEKD F T AKR— |
gL LTEFx=27 o=/ (SSH) #fHLET, SSHAR— FEF80ET 7+ /L hDOAR— k&
LTHEHALET, A— bEBIL, REWRESRA T 3 TT,

NETCONF /%, #EEORHBIOET VDX v ra— Ry AR — L TnET, AR — bxtg
DET VL, ietf-netconf-monitoring &7 /LA L TRIHINET, FET KT H80EH
fiZ, BREDINEITRENTWET, T—X TFT/LIE, get-schemaRPC ZfFfH LT, T34 A
MWoFTarOFyra—RELTAFRTEET, TUOHLDOYANGET LV EFHL T, 7—
2T NEBRLIZD 7 AR — K L7z T& £9, NETCONF OFEAMIZ DOV TiX, RFC6241
LTS EEN,

Cisco IOS XE Fuji 16.8.1 £V HRIDO U YV —A T, #EHT—% v 13—V % (K—=V o 7IHS
<) MPEBNZAHNIZ /2> TuvE L7z, CiscoIOS XE Fuji 16.8.1 LDV U —ATiX, EHT —
21X, NETCONFZFEITLTWDH 7T v N7+ —ATEMEL GXET — & OfLHA & FIER) |
T 74NV ETHMN o TWET, BEHT—FO7 =) E1FA N —I U 7Tk 5 3
R—=F 2 FDOFEHNZ OV TIE, GitHub VAR Y b U TR HAID *-oper ZBM L T IZEW,

NETCONF 7’0 ~ J)LDHFIFEIE

« NETCONF ##E1%, T 27 VIOSdREEZ-1EY 7 b =T EMZEITHTOT A X T
Y AR—FEnTHEEA,

*noip pimrp-address =~ > K% ff] L T NETCONF 7—# A h 7 2>5 RP 7 K L A & Hl bR
5L, N—P—DHIRIZELY, T—F X NTIZAREENECDAREMERH D F7°,
NETCONE ¥— % A h7/h5 RP 7 KL AT kU 2K+ 512i%. RPC 2 L £,

[l Ciscol0S XE Amsterdam17.3x 704 S<YEYF 4 A T4 FaL—Ya v HA K


https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/vendor/cisco
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| EFLBBHRITOTIS<EY T4
NETCONF RESTCONF IPv >+ K — ||}

NETCONF RESTCONF IPv6 O H-7R— +

F—=H ETTIN A H =T A A (DMI) 1£IPv6 71 b 2V DfEAE YR — KL TWET,
DMIIZ LD IPV6 DY R— KL, 72747 b TFVUr—ari, IPv6 7 RLAEMATS
=R LBET LKL E T, SMTA o Z—T = A RiL, IPv4 & IPv6 Dl )7
WZOWCT 2T NVAX v 7 2 R— b LET,

DMIi%, *v hU—JHEHEDOERERH T DH DY —E AT, NETCONF<°RESTCONF
REOT TV r—varvETa balid, xy MU= %N LTCINHEODMIIZT Z7EBAL
9,

IPv6 7 RUARRESILTWRWGAE TS, AT 7T 7Y —ra idIPve V7> &Y
A UETETR, 2hbD Y7y MIBGERGEIZRY £4,

NETCONF o O—/\)L v 3>nAavy

NETCONF 7' &2 b 2L, T34 AREEZEF L., T/ ZADREFREZ TG T H7200—H
DOEAEZ R L F9, NETCONF |2/ v — L vy 7 2% 3R — kL THEY., NETCONF TII&
Bl igolzby i a kil TAMENEAINTNET,

BHEOREE Yy v a v OEKIChI> T—EWEMHE L., REDHEZT-OIC, BEyia
v DF—F—IEINETCONF & v g %1 w7 CTx%9, NETCONF lock RPC 1., =27 ¢

Xal—aryrX—H—LFIETFaLr 7 Xal—arF—E_X—Xruv 7 LET, FO
DT XTHONETCONFE v 3y (ay 7 & LTV 1E, mEREZFEITCEEE
No T2721, A BEIXEITCEET, Znbou v 7 1 3FEHE_MMENZ EE2ER LT
BY., A—F—i%. #1> NETCONF 7 74 7> . NETCONF U D 2 Z 4Tk (SNMP,
CLIAZ U pl) | BIOAMOZ—F LV 28 TICEEEZMAD I ENTEE

7

TIT 47 By vailioTREFEh WA Z7e—vay 7, BEMfTonzty s
Ukl SN E XTIV ET, vy ZIlLoT, vy 2 ERFEL VWA AEY Va v
D, BEICK L CHHM e B ZIALT 78 A 2T2A5 L9V ET, Ze— oy ik
DEREOEENMER I NTZHAIE, =7 — A v E—UI2XK > T, NETCONF 7 12—/3)L | v
7 SRR TRHEDEENEG SN2 EPRINET,

<lock> AEITUHL ST A — 4 <target> ATV 9, Zhid, oy /s LES 353074
Fal—ay F=HANTOHMTY, By ZRT 7T 477254, <edit-config> i &
<copy-config> #/FITFF AT SN EH A,

NETCONF &7 v —/3L v v 7 OFfREFH1Z clear configuration lock =2~ > RMEE SN i=5HE
1T, REDERRFEMNBRAr P a—E, BEDsyslog A vE—URAERINET, 2=
< R, A=Y —ar 74 Fal—varavs0kLE7 VT LET,

IZ, <lock> BefE% R9 RPC Dl &~ LET,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
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</target>
</lock>
</rpc>

NETCONFKill v 3>

Ty arOBaER, 37747 ML L T r— 0 my P OFRABELTEE EIT
show netconf-yang sessions =~ > K& {#H L CNETCONF & v v a v 2 E=F TX £, i
7z. clear netconf-yang session =~ > RZfH L TNE L2 RoTlck vy a vz 07795
Z &L HT& £, dear netconf-yangsession =~ > Ri%X, NETCONFu v 7 a7 ¥ a2 L—
varwyJomGEs VT LET,

<kill-session> 3R 1L, NETCONF & > v 3 » 25l T LE 9, NETCONF => 7 17 4
L, A—7"2 v a O <kill-session> ERE#ZFTH L, B EANOT X TOERELE
IEL, By va cBi#ffiFonTnsd_XTonry s LU Y —2 5@ L <, BT S5
T TR CHLET,

<kill-session> R 21T, & T+ HNETCONFE Y a Dty g IDBNKETT, Evia
YIDOERBIEDOE v a vID &R UHATR, BREsa R~ =7 =R ET, NETCONF
Ly arO TV v a RN EREEITHICNETCONF v v a UK T LIzGEE, 77—
HETNALVTTANTIIFHIZLoTr— RNy I REREIN, Xy MU — 7%?’?
NNy 7R ST, TXTO YANG ETAVOREIN Y A—ShET,

tovalrOkill BERL, ZFua—U oy 2 MEFINTWAEAR., =Y —LERE
vty % i f§ L T clear configurationlock =< > RZ AN LET, ZORFET, 7—4% T /L%
FEIELTHEESTLIZ N TEET,

NETCONF-YANG SSH H—/\)H R —

NETCONF-YANG (F/8 A U — RR—Z2DOFBFEICRD D HiEE LT, 10SEXF 27 =/ (SSH)
VRZX b, %37, =—F </ (RSA) AF—Z2HEHLZ2—FOEE T R—FLF
7,

MﬂamemGTQ%#—mﬁéwbéﬁé’ﬂ\DS$H#~A% RETHLENDH Y F
T SSH ¥ — Nkt L T2 —H 2 FRFET 5 I2I%, ip ssh pubkey-chain 3 L Qtuser =2+ > R&Aff
AL TREEINT-RSA F— @b#hb%ﬁﬁbi#o

NACM I, ZN—TFR—=2DT 7B AHEA = AL T, 2—FNHAFENDH L, FRESN
TEHERR L~ UZH ST, NACMAMEIR 7 L — 7 ICBEICELE S E T, =— &2 oo —3F
ERIN—TICTFHTRETHZ LB TEET, 7740 FOFHEL~LIX 1 T, PRIV0O
— PRIVI5 D 16 DEHEL ~L03H 0 £,

J%ﬁﬁ)/\ﬁiﬁ% %jl\ L“anE*f%.’) = Xj‘mj«z)mun uq:ﬂ‘\ 77:7]7\/52/]) 7 (AAA) iX

EMRNE *@n%#iﬁééﬂiﬁonwﬁ@“%% ZJr L CRGET %5354, NETCONF
D AAA BEN T —BNVLIND AAA Y —AEHHLTnDH L, Zoxa—FHLiERSNnET,
17— L3 LT TACACS + AAA FFEN Y R— F ENFET,
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pEHar I x¥aL—vavosr—+ |

h—2 L _—A@® RESTCONF #BFEIZ VR — F &N TWWFEHA, SSH 2—VFEAEI Y FR—
SN TWEREA,

FEHEa>IJ4Xxa2aL—2a3 DY R—Fk

a7 4 FXFab—valEgrElToL, Yoo Raly ATV arEFERALT
RFC 6241 #R¥ET 5 Z L2k » T, EMigEEL P R—FT& £,

AT — 2 A FTIE, THAA ADFATA LT 4 Fab—arDabt —2RFET 25—k
EERE R ET, EMTar 74 Xalb—va a7 S A3y MTARIIC, T
T4 X2 b= a U EERLTERT D Z LR TEET, BEAHiFEIEIZ. NETCONF HhE
urn:ietf:params:netconficapability:candidate:1.0 |2 L W /R S 41 E 9, D NETCONF #8Ei%, 73
A AMEHT —H AT P R—FLTNWDHZEERLET,

2—WEIZO_ET —FANTEHERH LT, T ADFE[Tary 74X ab—Ta i s
HB2HZER, TALADAL T 4 Fa L—ya VEAER, B, Bk, ZECTEXES, =
Sy MREETIEZ, TAAADa T 4 X2 b—a VIMEMNSEITOa T 4 Fal—T g
YTy vaSREY, T - A RTBREMTRoTWD E FATOT —Z A BT
NETCONFt v ¥ a3 v N L TEXADZ ENTET, 7_CHA LT 4 Falb— 3 UEE
HiZBELTOARa Iy bERET, DV, BEHOBIE 2 EHZLHE TE 5 NETCONF i
X, Efia 7 4 X2 b—va VTEADICRY A,

)

GE) T — 2 A RTIWEHET =X ARNT THDHZ LITEEL T E SV, HEDONETCONF & »
Va VU DNEERFICERETDREMENH O £, LERn-> T, NEEZELEETDRIICT —4 A
FTrEamy 27 LT, a3y MBBEELRNVWEIICL, REMICary 7 ¥ab—a v OFR
DRDONDAREMEEBI S Z ENEEIT/R Y 7,

&5 NETCONF 1£E
AT — 2 A N7 TIRROBIEEZFITTE ET,

N

GE)  ZoOHEOEHRIZIRFC6241 D83 A4THABEIC L TWET, #HM & IEME2 RPCIZHOWTIL, RFC
BB LT IEE N,

Ay

<lock>RPCi%, #—# v FOF—HF AT a7 450 LEST, Zhicky, o
2—FREr v ISNET—HARNT O T 4 X2 — g BERTERLLRVET, vy
JBETCIIEMT — &2 EEITT— XDl u v 7 TEFET,
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B =0 Netconr 24

\)

GCE) T —FART7TOr Y 7%, CiscolOS DAL T 4 Fal—arDay IRE[Ta T 4
Xal—varouy 7|\ BT 52 EFHA, WLREETT,

azw bk

<commit>RPC X, 2 7 4 F a2l —2a T N A ADEfFa 7 ¥l — 3
ar'—LFEYT, 23y b #8EZ Bz 74 F2l—a 28 H LT 7 X
L—a BTN ATy a2 LIERICFEITTALERNL Y 3,

FATE T IMEHDOT —F A ST OWTIHMBBIONETCONFE v a ik Try 7 ST
WA A, <commit> RPC X RPC =7 —)H& CRILL £9°, <error-tag> |4 <in-use> & 720 |
<error-info> 1213 v 7 ZREFF L CWA NETCONEF v v a Dy a v IDAVRENET,
conftlock T— RIZBiIFTL </ a— Loy 7 & FEHRAL. [E7) 2074 Fa2l—T g%
Ry 7352 EHTEETN, 2y MEEIXRPC =7 — L& TRILL ., error-tag DfE I
<in-use>, v aIDIX 10] (2720 F9,

aAYIq4F¥alL—avikEE

a7 4 X2l —vaid, ar74Xab—a U EEETLH720HO0 edit-config (71
T AKX 2 b —va ) BEOX =7y FELTHATE LT, TS AOETa T 4
Xal—va igBr 52527, a7 4 X2l —ralZBEETEET,

FEE

oy 74 X2 b—a M BN EREAZHIERT 5120, discard (BE3E) B{EAZEITL
Tz 74 FX¥al—varvzFE Tar7s Xalb—ra R LET,

7ol 21X, NETCONFtE > ¥ a3y AlL Ko TEMHT — X A N T ORNBNRER SN TWDLEE,
Yty aryBMNMEMT—ZANTEZny s LE)ETDHEu v 7 3L L %9, NETCONF
v a B CldEfEZ e v 7 3501, thod NETCONF & v v a U BIEMT — 4 A R T
DRFERD 2T 4 F 2 b— a3 VOEFEHIFRT 5 72 DIT <discard> #{E % FET5 D ML HN
HoET,

0w 9 fiEkg

o7 editconfig (T 7 4 Falb—rvalmbE)  aIy Ml THEMa T 4 FaL—
varEBELIE%, vy JEERRPCTHY —4 v h & L Ccandidate €T D Z LI L - T,
T—HARNTEZR Y JERTEET, TNT, oty a  TOTXTORIEIHEMT —4
ARNTEFEHTELE912720 9,

AT — 2 A F TN T DRMRDOETE CRAEENHAELIZSGAE, 207 4 X2l —va o
EENEEEIZZ2D o'y a  CTRENELULFREMRZH Y £9, MEZERET 5720,
KR DOZEEIX, INETCONF & v a v OEE] THEMICe v 7 BRIz &, £
ey 7 fRBEREA R U CHRMIC e » 7 DR SN & JICEEINDILERH D £,
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ERFEAERI T ¥aL—vavoazy k

aAYI4Fal—TavBB, avIJqXal—Yayvat—, arvIq«Fal—Ia VUil

T — % A 71, get-config (227 4 F =L — 3 ) | copy-config (7 4 ¥ =
L—yay abt—) | Foidvalidate (227 4 Fab—3 3 URRGE) O EOEIETH, VY —
AELFL =Ty FPELTHATE XY, BT -2 AT OEEELT NA A ZaIy bET
W2, a7 40X 2 b—ya YORGEDOHRELT 9 A1, <validate> RPC D7£1T discard D#fE%
fFFsZETHEHTEET,

BHET—2ANTOERE

WORNT, T —HARNTEN LTI AL ALy 7 4 Xab—a B ERET AEAICHESE
SNDHRAN ST T 4 AERLTWVET,

4:BRET—ERANTOEEFIE

—@—=—C

Edit-config Commit ta Running
Candidate

267511

1 ET7—2ANTany 27 LET,
2. T2 AT Ry 7 LET,

3. edit-config RPC & % —% > FOBEMEHEHAL T, Bz 74 Fa2b—va VLT LE
j‘o

4, fEffioy 74 Falb—varr, FEfTar74Fal—vailaliy bLET,

5. M7 —FANT LETT—H AT Hm v VR LET,

ERFEAMEHO I« X2 L—2a 2Oz bk

iz 7 4 ¥ 2 L—3 3 0%, confirmed-commit #FEZ VAR — F L4, ZDFEBETIL,
confirmed-commit #§HEIZB 95 RFC 6241 THEINTWDH BV, BIiTShb &, Efrav
TAX 2l —varyPMEfiary 7 4 X2 b—a VOBITEONEKICHE S, confirmed-commit
A ~—0BM SN ET, commit 3 F A LT U MIHINIZIHIT S RWE ., confirmed-commit
BIETe— Ny 7 SNET, T740 FOX A LT U MR 600 7 (105) TF,

BEffiar 74 X¥ab—arzaly N 2A5E, 23y NEKENICT 2720 ORI 72T
MAEBRTEET, HEREA Iy MEEIL, 274X 21— a VOEENIEL S HHE
L. T/ ZA~DET 72 A2 V02 & 2R T HDIKILE T, BRICE-TT 2
ARG T N0, FOMOZT—NRELTZVTEHE, o=y 7 OHRPEE 7214,
PRIOa 7 4 Fal—rar~OHBR— ANy ZIZLoTT 7 8AREILINET, f5E
L7-REENIC 2 2w RBER SN WEGES. T3 AET 74/ b T, Lainca v h &k
AT 4 Falb—TaYEHBMICEGLTaIy b (r—AnNy ) LET,
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B #zrampas ¥ar—vavoaszyt

A\

((¥)  RESTCONF [IfERFE A2 v 2P R—FLTWEHA,

NETCONFt v g v Tlid, Effiar 74 F¥al—varz aiy b, 23y MBAKEHIC
D EEHRIICHERT BT-DIC, 794 T M 77V r— 3 32280 <confirmed/> % 7
% <commit> 33 L N <rpe> ¥ VT EENIZHH A E T,

<rpc>
<commit>
<confirmed/>
</commit>
</rpc>

W, T74NVEDa—N Ry ZA<—%ET4 25 RPC DHZRLET,

<rpc>
<commit>
<confirmed/>
<confirm-timeout>nnn</confirm-timeout> !nnn is the rollback-delay in seconds.
</commit>
</rpc>

WD FILRPCIE. NETCONF - — "M@kl 7 4 ol —ia o R —iicas v B &
NI Z2ERTHILEEZRLTWVET,

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>
</rpc-reply>

NETCONF Y — SBEffia 7 4 Fab—varkaly hTERVEA, <mpereply> EHHE T
RIGDE A BT B <rpe-error> BHZPIA T, Feb —RIZRFIEIL, =7 4 ¥ 2
L—=yarDb=r7 4y 7 I T7 =TT,

a— ARy 7 EBEOR— Ny I AL —L 0 L BOFEMICESE D=0, 774 T b
T = a0k, BIRAYIN A RIC <commit> ¥ ZEHRENIZH D <confirmed/> ¥ 7 & FJE
EELET, A7 3 T, <confirm-timeout> BEFR A2 EZHH T LT, ROB—INy T EED
TORMEZIRELET, 7747 8T 7V r—3a Ui, <confirmed/> ¥ 7 % 8 V) il UE(E
THZETr— ANy 7 ZEHRICELEDL Z ENTEET,

AT 4 X2 b—TarEAENICII Yy FTAIZE, r— ANy ZHIRNIEX DR, 7T
AT T TV r—va s <epe> ¥ 7 ERZRTHENT <commit/> ¥ 72 EEFLEST, =—
Ny IRy L En, By 74 Xab—arRNEEZbicaly banET, FEa
Y74 Xalb—varR, —HIicaly FEhcar7 4 Xab—rar ERUEA, R
Bicasy haEn-ar74Xalb—yarRAFasy bEanE1,

BOT 7V fr—3 3 8 <kill-session/> # 7 EFE &M LT, #RFKF A2 I v FBEREEH O]
WCZOT7T TV r—vardtyva a2k 77556 (o7 7V r—yva iEfsxaly
FLELEN, FEHRLTWVWERA) . 20Ok v a rZ2EHA L TW5 NETCONF H—X
X, fERIEA Ty A DREITSNARAIOREICZy 7 Fab—rvarzHiLET,
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AT — % A S 7%, nonetconf-yang feature candidate-datastore =~ > K&+ 25 Z & T
N2 0 £, M7 —F A ST BREDOGEGEMT — 2 A N T OMEREA» 2 v b3
NI D72 BT — 2 A N T DB O A TR E A2 Xy SRR/ £, EITH
DTRTOEya BT L, confd 7u /7 ARBHEEBINET,

BEYR— FDETE

T — 2 A b 7 REREIL. netconf-yangfeaturecandidate-datastore ==~ > K& i [l L THIC
FTHIENTEET, T A T ORER [ET) 26 W) . EHE20HIcEDS
& BEWEGNTT 5722 NETCONF % 7-1% RESTCONF OFEEINITHOND Z & Za—H
(R DL A o — DN FRENET,

NETCONF-YANG % 721 RESTCONF confd 7" = & 2 D FHAERH i £ 713 FEITOTF —F A 7
DBERN LT 4 X2 b= ar THRESNNTWDAHEAIE, RO LD REERERENET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

NETCONF-YANG ¥ 72 /% RESTCONF confd 7 12 & A D P#A# (A £ 72 13 FATORR B TN
TZHEE. ROX I ICHEM S ET,

» netconf-yang feature candidate-datastore =~ > RN E SN TWAEHEEIL, <2 RiZ
o TEMiT — 2 A N7 BHEMT/e . ROBERH IS ET,
“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > R23IFR SN 725A1L, 2~ Rlick->T
AT — 2 A P TR/ . FATT —F A R T AR ROEERH T SE
R

netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

» NETCONF-YANG ¥ 721X RESTCONF L #Ei 45 &, ®ITH D v a idkbiltEd,

O = e | N
NETCONF 70O O JLDERTE H &
NETCONF-YANG (X, XA ADT T4~V "TARKA L bMEFEHALET, FTAMKRA
> M IMFELE L72W5E 12 NETCONF-YANG % Esnb &, HOE4 b7 A MRA > bE

S ET, FEMIZOWTIEL,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] ZZH L T 72 &0,

NETCONF Z{EFH T 5= DHERT V A DIRM

NETCONF API D i 2 Bsa 3 21213, MERL L 15 22—V THLHILENDH Y £,
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B nercon ERT 20 0ERT & £ R DR

FIEDHE
1. enable
2. configureterminal
3. username name privilege level password password
4. aaanew-model
5. aaaauthentication login default local
6. aaaauthorization exec default local
7 end
FIED %
ATV RFERETIVa Y B#
AT w71 |enable FiHE EXEC E— FE AR LE T,
U WNAT—=REANDLET (FERENTZGE)
Device# enable
A7y 72| configureterminal Ja— L ary 7 4 Fal—ar ®— NERh
15“ : ]\/i‘g_o

Device# configure terminal

R T w73 |username name privilege level password password | - —+4, 2 _X—2 L U/Z@BiE Y AT A&y L E

- F. ROF—T— FERiELET

Device (config) # username example-name privilege s privilege level ca—HYOMERL LA ELE

15 password example password _;A NETCONF 701:, ]\ :lll/@i};'j/a\bj: 15 é:_gﬂé
PMERHY F97,

« password password : CLI E=—{Z7 7 & A9 %
TODINAT — REFRELET,

R T v 7 4| aaanew-model () #FAl, ik, TH o747 (AAA) %
- B LET,
Device (config) # aaa new-model aaanew-model =~ RZFRET HHETE. AAAFE
bR X OFF R 3L BT,
R 75 |aaa authentication login default local O— O a—PHT —HIRXR—=2A5ffHT2a 71
il - PREERELE T,
Device (config) # aaa authentication login default| (i) NETCONF & s 2 /)L G, 574/ k
tocal D AAAFERER 7 A 2 IT DB R—
FENET,

o JE— bk AAA P — DAL, local & AAA
P—RICEEHEZFET,
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ARV RFERFTIVaY =)

default ¥ —U — RIZ LV, m—Ara—HF7F—
B AR ABEEN TR TCOR— M S E

j—O
R 76 |aaa authorization exec default local I—HDO AAAFAZHREL, a—h LT —H ~N—
Bl - 2R LT, £DOa—PIZEXEC v = VD FET%
AT LET,

Device (config)# aaa authorization exec default
tocal e JE— h AAA H— DB AT, local Z AAA
= NZEEEZ ET,

edefault ¥ — 7 — KRl kY, e—hla—P5—
B R ZBFENT R TOR— M S E

R
AFw 1 |end sua— )L ar7 4¥al—ay B— REKT
i - L. ¥ EXEC — FIZRED £7°,

Device (config) # end

NETCONF-YANG D% E

L # ¥ —NETCONF 7' & k )V RT /A A THBZ 72> T 54, RFC #EHLoO NETCONF
7'v ka3 3RE L EH A, nonetconflegacy =~ K& L CTL A — NETCONF 7' & |k
IV EENC LT FEN,

FIEDHEZE
1. enable
2. configureterminal
3. netconf-yang
4. netconf-yang feature candidate-datastore
5. exit
FIIE D
ARV RFEREET7TIVa Y =[]
AT w71 |enable FitE EXEC E— REZ AT L E T,
i e NMAT— R AN LET ERINTEHE) .
Device> enable
R w 72 | configureterminal Jra—xN) ary7 4 Xal—iay T— REELE
15“ : L/i—g—o
Device# configure terminal
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ARV RFERETIVa Y

B8

R 73 |netconf-yang
{5

Device (config)# netconf-yang

Fv U —27 F X4 ATNETCONF A > 4 —7 = A

A BT LET,

G¥) CLLIZ X DA DA X —T MDD,
T NT—7 TN AEET )L RX—R
DA VE—T A AW L TEHETXS
EOCRVET, ET N RX=ADA
B—T oA AT OACADZERIRT 7T 4
N—g AT RN DLZ L
N0 ET,

R 7 4 | netconf-yang feature candidate-datastore
f

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 A N T 2/ LET,

R T v 75 |exit
B -

Device (config)# exit

Jau—rb a7 4 Fal—ary T— REKT
Lij—o

NETCONF A 7> 3 > DERTE

SNMP D% 7E

NETCONF Z A% LT, ViR — hENTWA MIB 5 AER Sz YANG TV A&#EH LT

SNMPMIB 5 —XIZT7 7 ALY,

I0S THR—KFENTWS SNMP b T v 72 HFEhT L

T, PR—FENTWS T v 75 NETCONF WA 2254 5121%, 10S TSNMP H— %

HEz L ET,
ROBNEZELIT > TLIEE W,

FIEDOEE

1. I0S T SNMP #REZ AN L £,

2. NETCONF-YANG 723l L 721, D RPC <edit-config> A vt —% NETCONF-YANG
A= HMIFHEL T, SNMP 7 v 7OHR—MEHEMZLET,

s

3. RO RPC * v&—% NETCONF-YANG R— MIFEL T, Efrar7 4 X2l —3
VEAR—RNT v S a7 4 X2 b— g VIR EFELET,

F IR D %

AFv 71 10S T SNMP #re2Hohz L £,
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ATy T2

ATvT3

1 :

snwp oz [

configure terminal

logging history debugging
logging snmp-trap emergencies
logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

|

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
exit

community public RW

trap link ietf

enable traps snmp authentication linkdown linkup
enable traps syslog

manager

NETCONF-YANG 2 EE#) L7-t%. K RPC <edit-config> A v &—% NETCONF-YANG ~— MIiEE L
T, SNMP h 7 v 7OV HR—NEHMMILET,

1 -

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>

<trap-list>
<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>

</trap-list>

<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>

</trap-list>

<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>

</trap-list>

</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>

</rpc>

D RPC A v — % NETCONF-YANG A — NMIEF LT, FE7ar 74 Fa2lb—TalBAX— T v
Far74¥al—a R ELET,

51

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">

</rpc>

<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>
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EFLEHETOSS5TEY T4 |
B rsa 201 FBEEEAT 5100 SSHH—\DRE

RSARX—ZADA—HEEERITI 210D SSH H—/\DHRE

NETCONF-YANG 28— 22034 57200 SSH A ¥ — 2R ET 51213, ROEELFET

LET,
FlED#HE
1. enable
2. configureterminal
3. ip ssh pubkey-chain
4. username username
5. key-string
6. end
FIEDEFEH
ARV RFEEET7IVa Y B
RTw 71 |enable ¥ EXEC E— FZ A LET,
f e NRAT—RKEANLET (FEREINEHE) .
Device> enable
R 72 | configureterminal JTa— )L a7 4 X2 lb—3ay e— REEG
15“ : L/i‘j—o
Device# configure terminal
AT 7 3 |ip ssh pubkey-chain SSH — /R LD 2 —H35 L O — FRREA I
i - SSH-RSA F—Z@iEL, APF—ar 7 4 Fal—

vavE—FEMBLET
« PR SN TV D RSAKBF—28, 7 5
ATV MIRFE STV DA ¥ — & filE % —
OXT AL THRIESN D &, 2 —VRERT

Device (config) # ip ssh pubkey-chain

T,
Z 7 7 4 |username username SSH 22— #4 2 iE L, AMF— 2—# a7 4
151 - Fal—raryE—REBELET,
Device (conf-ssh-pubkey) # username userl
RT v 75| key-string UE—hF 7D RSAAHF—ZIREL. ABF—
1 - F—H ar74Xal—varET—RKEHBLE
Device (conf-ssh-pubkey-user) # key-string Tfo
GE) =T SSHZ FA4 7 Firb (FW

Hiz % L ssh/id rsapub 7 7 A /LN E)
NHF—EZ G TE £7,
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NETCONF 700 b0 > 7« ¥aL—vavomR i}

ARV REEET7IVa Y B
RTw76|end NBF—F—F ar74F¥al—var®—F%
Bl - T L. Rt EXEC E— FIZRE D £,
Device (conf-ssh-pubkey-data) # end « T 7 /L N RAMIKEDIZIX, nohosthame =
~ U REMFRHLET,

NETCONF 70 k)LD T4 FaL— 3 VODREER

NETCONF 27 4 X2 b—a UEHRTAHIZIFROa~v REEHALET,

FIEDHE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang statistics

5. show platform software yang-management process
FIED FHH

AT 71 show netconf-yang datastores
NETCONF-YANG 7 —# A N 7 IZBT A E#MAER R LET,
1 -

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

AT w72 show netconf-yang sessions
NETCONF-YANG v v a3 VIZBET A 1F#HREE R LET,
i

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 10

session-id transport username source-host global-lock
40 netconf-ssh admin 10.85.70.224 None

42 netconf-ssh admin 10.85.70.224 None

44 netconf-ssh admin 10.85.70.224 None
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46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

AT w73 show netconf-yang sessions detail
NETCONF-YANG & v 3 a VB 53 H a2 £r LEd,
1

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs H
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications H
global-lock : None

AT 74 show netconf-yang statistics
NETCONF-YANG #aHZ BT 2 1A R LE T,
1 -

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0O

out-rpc-errors : 0O

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

AT 75 show platform softwar e yang-management process

EFLEHETOSS5TEY T4 |

NETCONF-YANG Q%R — MIMERY 7 =27 OBV ADAT—X A %R RLET,

i

Device# show platform software yang-management process
confd : Running

nesd : Running

syncfd : Running
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NeTconF 7o kaopsEzs [

ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running
GE) 7’1 & A nginx I%, ip http secure-server & 7213 ip http server 237 /34 A THE SN TV DA

WCEITESNET, 207 A [T RETZA < TH NETCONF 1T EFICHEELET, 7=
72 L. RESTCONF (Z/Z nginx 7' 2 & AN METT,

5 12: show platform software yang-management process ® 7 « — )L K MDA

J4—ILF B

confd a7 4 X alb—Yay F—F

nesd Fy NT—VHER I F A TF—F

syncfd F—F N H ORI

ncsshd NETCONF ¥ % =7 ¥ =/l (SSH) F—%&

dmiauthd FNA REEA L F—T 24 2 (DMD) RiET—F
v

vtyserverutild VIY =N a—F 4 VT 4 T—F

opdatamgrd AT —4 v~ 3 —Vx T—FY

nginx NGINX Web #—%

ndbmand NETCONF 7 — 4 _—2A 73 —1

NETCONF 7’0 O JLDES&E

EEEH

&

ESPEREYS

I=-aF7ILEA R

AD YANG T —H T )V

I0S-XE, I0S-XR, 3L TU'NX-0S 7
Ty h T —bDSEEERY Y —

BRI E 00 o9 W 1A T Cisco YANG E 7 /VIZT 7
T 245121, GitHub U AT Y 248 L, vendor/cisco
PT7TF o7 FUWCBEILET, I ZTiE, 10S XE,
I0S-XR, BLUNX-0S7 T v N7+ —LDXEIFE R
V) —2ADEFNEHEHATEET,
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B nerconr o koo

EFLEBBEIOIS5TEY T4 |

BefEeR

BRES I URFC

Z4£/RFC 24 kL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2TV TSGR

RFC 6241 Fy NT—rEESe hai (NETCONF)

RFC 6536 Fv NU—7F&EZ 1 ha (NETCONF) 7 7 & A€ T
v

RFC 8040 RESTCONF 717 | =)L

SRADTYZANLHYR—F

A

9

VAaADYR— FWeb¥A FTiE, YAaDGBOT T
OV —IZET DN T TN =T 4 I BEY. TN
FTA5EDI, =2 T ARy — &I ETHEER A
YIA L) =AML TWET,

BEWORGDOE X 2 VT ¢ FROCEINERE AFT D72
®IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — K72 EOFFEY—E R IZIMAT
TET,

AIDYR— K Web A hDY— T 7B AT DHES
1Z. Cisco.com D —HID B L U/IAT — RBMLE T,

http://www.cisco.com/support

NETCONF 'O k O /L D#EEEEER

WROFIZ, ZOFY 22— LT LZEREIZET Y U —RFRE R LET, ZORF, V7
F7=7 V=X R AU TEEEOYR— "NEBAINZEEDY 7 T JY—R72
FTE2RLTWET, FOREERIT. £l BARWEY . FRUBEO-—EZOY 7 =7 J U —

ATHIR—FESNET,

TTy R T A —LADOYR—FBLRN A YT hT =T A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn I8 L £4°, Cisco.com DT H U v MIMLEH D £ A,
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| EFLBBHRITOTIS<EY T4
NETCONF 700 b T /)L D#EHEEIESR .

£ 13: NETCONF 7’00 + O )L D EETESR

HaE

iy

J1)—= HEEETEER

NETCONF 7u | =L Cisco IOS XE Denali 16.3.1 |[NETCONF 'z k =)Ll Lk » T, 7
a7 T BT K DA FEOEEAEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANSDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v M T — AT
FEIEINTWE LT,
« Cisco 4000 2 U — X H— b 2 HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/

J—x
Cisco IOS XE Everest ZOMEEIZ. DT T v N T F— AT
16.5.1a FHESNTVE L,
» Cisco Catalyst 3650 ' U — X A A v
a’_
+ Cisco Catalyst 3850 /' J — & A A v
j/:
Cisco 10S XE Everest ZOMEEIX. ROTT v N T F— AT
16.6.2 EHEIRTVELE,
» Cisco Catalyst 9300 > J — X A A v
?

» Cisco Catalyst 9400 >V — X XA v
ﬁ;

» Cisco Catalyst 9500 >V — X 2 A v
a:.

Cisco 10S XE Fuji 16.8.1a

Cisco I0S XE Amsterdam 17.3x 7045 S<YEU T4 av 74 F¥aL—vav A4 K |}



B nerconr 7o ko omeetEs

EFLEBBEIOIS5TEY T4 |

3
b
R

)1)—2R

HEEER

cmaHOSXEFmimslaf . Z Dk
BRIIROT T v b7 —AZFEESR
u\il,ﬁw

« Cisco 1000 > U — X ¥ — b 2 HHEE
R — K

* CiscoASR900 >V — X 7 7' V) /F'—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8§ ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco IOS XE Fuji 16.9.2

ZOEEIL., RDT T v T —5IT
EiEINTWE LA,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU

Cisco IOS XE Gibraltar
16.10.1

Cisco IO0S XE Gibraltar 16.10.1 TiX, Z
DEBRIZIRD T Z > b 7 4 — KT Tk
SHTWELE,

* Cisco Catalyst9800-40 U 1 ¥ L A =
Y hr—7

* Cisco Catalyst 9800-80 U 1 ¥ L A =
Y hr—7

* Cisco Network Convergence System
520 U —X

Cisco IOS XE Gibraltar
16.11.1

Cisco IO0S XE Gibraltar 16.11.1 TiZ., Z

DH%AEIX Cisco Catalyst 9600 3 U — & A
Ay FIFEINTWELE,

Cisco IOS XE Gibraltar
16.12.1

Z OFEREIL. Cisco IOS XE Gibraltar
16.12.1 T, Cisco Catalyst 9800-L ¥V 1 ¥

LAz hr—F 23 EINE LT,
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NETCONF 70 b O /L D#EEEIEER .

3
b
R

J1)y—=x HRETHRER

Cisco IOS XE Amsterdam | = »#fEIT, Cisco IOS XE Amsterdam
17.3.1 1731 TROT T v b7 4 —AICEES
nFE L,

» Cisco Catalyst 8200 > J — X = v ¥
AN

* Cisco Catalyst 8300 > J — X = » ¥
PAZ A N A

* Cisco Catalyst 8500 35 J UF 8500L >
V=R 2y 7Ty b T74—N
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B nerconr 7o ko omeetEs

HEES Jy—= B EETEER
NETCONF ¥ L Ot Cisco I0S XE Fuji 16.8.1a | NETCONF 3 X IOXRESTCONF 7' 12 | =
RESTCONF IPv6 D 7R — LD IPv6 DV HR— b, Z OHEREIL, &
~ DTy N7+ —AEEINTNE
L7,
« Cisco 4000 2 U — X #— bt 2 HEAS
L — &

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary Y—ER L—H

« Cisco Catalyst 3650 > U — X XA v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x

Cisco I0S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 TiX, =
16.11.1 DIHEIT Cisco Catalyst 9500 /> /X

T A=A =R AL TR
SNTWELT,
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NETCONF 70 b O /L D#EEEIEER .

HaE

iy

IJ IJ—X

HEEER

NETCONF 7 1 — )L
oy /B0ty g
?D kill

Cisco 10S XE Fuji 16.8.1a

NETCONF 7’1 k a/ujx, 7 a— 31
0y I RBIONE LR ozt yia
U kill TAREA AR — N LTV E
T, ZOMRRIL, ROT Ty M7 +—
LNCEREINTNET,
« Cisco 1100 'V — X H—E ZH#H
B p— %

« Cisco 4000 2 U — X H— b 2 HEAS
Bl — A

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary HY—ER L—X

« Cisco Catalyst 3650 > U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x

Cisco I0S XE Amsterdam 17.3x 7045 S<YEU T4 av 74 F¥aL—vav A4 K |}



B nerconr 7o ko omeetEs

EFLEHETOSS5TEY T4 |

IJ IJ—X

HEEER

NETCONF : fEffi= > 7 4
Fal—vgrPR—F

Cisco IOS XE Fuji 16.9.1

fEfia 7 4 X2l — gy R— b
eI, oV aly
N A7 a EFEH L CRFC6241 %5
B2 Lk o T, EiERE A VR —
hoxEd,
ORI, ROT Ty R T F— AT
FEEINTWE L,

« Cisco 4000 2 U — X H— b R A

B — %

* Cisco ASR 1000 >V —X 771
=gy P—E R L—H

¢ CiscoASR900 > ) — X 7 7' U ' —
va v Y—ER L—H

» Cisco Catalyst 3650 ' U — X A A v
a;

» Cisco Catalyst 3850 >V — & XA v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

* Cisco Catalyst 9400 > U — & A A v
%

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#
« Cisco Cloud Services Router 1000V >/

Y —=

RDOa~vy RPEASNELE
netconf-yang feature candidate-datastore
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NETCONF 700 b T /)L D#EHEEIESR .

Haes J1)—=x FERETR IR

NETCONF : {Effi= > 7 1 | Cisco IOS XE Amsterdam |fEffizy 7 4 X2 L—3 3 3,
¥al—vgroazy 1711 confirmed-commit #§REZ VAR — K L F
~ DR 7

ORI, kOT Ty T+ — AT
EIHEINTWE LT,

e Cisco 1000 2 ) — X H— ¥ 24
Bl — A

« Cisco 4000 U — X H— b 2 HEAS
B — %

« Cisco ASR 1000 >V — X 7 7'V
F—g v —E R L—H

* CiscoASR900 > U —X 7 7' U &'—
varyPh—rRAL—H

» Cisco Catalyst 3650 ' U — X A A v

%

» Cisco Catalyst 3850 +' U — X A A v
%

» Cisco Catalyst 9200 ' U — X A A v
.a:.

* Cisco Catalyst 9300 > U — X A A v
.a:_

» Cisco Catalyst 9400 ' U — X A A v
a’_

» Cisco Catalyst 9500 > U — X A A v
j/:

+ CiscocBR-8 =2 /X— K 7 m— K
Ny R p—%

* Cisco Cloud Services Router 1000V
y—=

* Cisco Network Convergence System
520 Y —X

* Cisco Network Convergence System
4200 > U — X
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HEEA J1y—=x FERETR IR
NETCONF-YANG SSH Cisco IOS XE Gibraltar
P —ROPR— K 16.12.1
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NETCONF 700 b T /)L D#EHEEIESR .

)1)—2 HEREIE 2R
ORI, kOT Ty R T F— AT
EIEINTWE LT,
« Cisco 1000 > U — X ¥ — b 2 HEE
R — &

3
b
R

« Cisco 4000 > V) — X H— b 2SS
WL — %

¢ CiscoASR900 > ) — X 7 7' U '—
varyP—bER L—H

¢ CiscoASRQ0 > ) —X 7 7' U f—
va v Y—ER L—H

* Cisco ASR 1000 7 7' U ' —< 3 v
H—E R J—H

» Cisco Catalyst 3650 > U — X A A v

a:

« Cisco Catalyst 3850 > U — X XA v
?:.

* Cisco Catalyst 9200 > U — & A A v
%

» Cisco Catalyst 9300 ' U — X A A v
\%.

» Cisco Catalyst 9400 ' U — X A A v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

» Cisco Catalyst 9600 3 U — X A A v
a’_

* Cisco Catalyst 9800 'V — X T A ¥
LA ayvihe—7

* CiscocBR-8§ 2 /X—Y K 7 m— R
Ny R p—%

* Cisco Cloud Services Router 1000V
=%

* Cisco Network Convergence System
520 Y —X
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L ))—2 HRETHRER
* Cisco Network Convergence System
4200 > U — X
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RESTCONF 7O k)L

Z OFTIX, HTTP ~~— A D Representational State Transfer 27 f ¥ 2 L—L 3> 7’1 hajv
(RESTCONF) Zf%Ed 5 Hik%#B LE 9, RESTCONF L, %ET —#., KT —%, 7—

2 BT VCEAFEDOY) T—F Ty —Y% a—/L (RPC) #1E. BLUYANG T /L CTERES
NWTWNWDARY MNIT 78R TEZOD, BEAERR A =X NIFESL, ul T I JRe
B X —T7 oA A%t LET,

« RESTCONF 7' & k 2L ORHESSE (181 ~=2—2)

« RESTCONF 7’12 h 2 L O FEIE (181 ~=X—7)

« RESTCONF 7' &2 | 2/ LIZBAT 2 (182 ~<X—)

« RESTCONF 7' &2 ks /LD EH1E (189 _—)

« RESTCONF 711 k =t )L DFRER] (194 ~<—2)

« RESTCONF 711 k 2 /L DBIEERF (197 ~=—3)

« RESTCONF 7’11 k =t /L OFEFENS . (198 ~2—3)

RESTCONF 7’0 + O JLDRIESEE

« RESTCONF 2% L T Cisco IOS-HTTP #— b 2 &ZH LET, FEMHICOWVTIE,
TRESTCONF RPC O] &ML T 7Z&W,

RESTCONF 7’0 kO JLD#I#E1E

RESTCONF 7' & b 2/LiZiE, WROFFIFEIEH SN ET,
cHABIORA NN AU —L4
* YANG /3 v F
« T A VH | BHEARE, IEIERE, B4, T a Rl T a0 RTA—H

« RESTCONF#REILZ. T 2T /VIOSAdREFE 1LY 7 b =T HEHEZFEITL TWVWBET /A
ATIEYAR—FEINTHERA,
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ETFLBHEIOSS5IEY T4 |
B restconF 7ok oLicET HiEE

RESTCONF 70O kO JLIZBH9 B 15k

RESTCONF MO #1 2

OB va TR, BRERY NU—7 TS RIIT0 7 705 AL TEXIADDL LI
TA5, 7 balBlOET ) VI EEEICOWTEHALET,

« RESTCONF : & ks —4# (XML %£721% JSON) B XL YANG #f#H LT REST 71 7
AP ML LFET, Tk S FEEERRXy N~ TARALRIZT 0T T 252 R
LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

Cisco IOS XE Fuji 16.8.1 £V HLTDO VU V—ATiE, #EHAT—F v 3=V % (K—VU 72 HS
<) MEBNZHNZ 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
21X, NETCONF#Z/TLTCWAH 7T v 74— ATEHEL GRET — & O A L [RER) |
TNV NTHDNZ > TET, AT XD/ ) EEFA N = v JiIcxtisT 53y
R—F 2 FOFEIZ DWW T, GitHub VAR b U Ta&BHRIO *-oper 5L T 7230,

HTTPs A Vv

ZF— kLA 7a k3T b HTTPS ~— 2@ RESTCONF 7’1 k =/L (RFC 8040) 1%, &
F2T7RHTTP A Y v RZHEH LT, YANGERT — B EHENH8ET —% A b7 (NETCONF
T—HANT wEET L — N BN SH D) T CREATE, READ, UPDATE, LW
DELETE (CRUD) #{FA 2L 7,

W DFTrL. RESTCONF ##/EIZ NETCONF 7' &1 bk = )V A BEAT 1T 5 )71k R L TV ET,

73y YHR—brEIhTWEAYY K

GET LAY

PATCH R

PUT VERL F 7o 1L 2

POST TERCE 72 138E (Y m— R, T 741 1)
DELETE B —2Fy b U —ZADOHIBR

HEAD Ny B — AET—H (BRI L)
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RESTCONF JL— K 1)V —X

+ RESTCONF 5734 A%, RESTCONF @& & teY) 7 HHE T 5 /.well-known/host-meta
YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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RESTCONF API ') ) —X

API U YV — AL, +restconflCfIET 2 FATY YV —RATT, ZHITKDAT 4 T XA T ZPR—
]\ Lib@AO

)

GE)  AF 4 71X, RESTCONF ¥ —/% (XML F 721X JSON) [ZEE SN D YANGEXRPC DX A 7
<7,

« application/yang-data+xml ¥ 7213 application/yang-data+json

« API U YV —Z{Zi%, RESTCONF DATASTORE ¥ J U) OPERATION V Y —Z ® RESTCONF
N—hF VY =ARGENET, RIHZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ERC OV TIL, RFC3986 # B L T 7Z& W

=113

AYw R

AV Rix, #—# v b U J—RTIITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG J& RPC i%, RESTCONF ¥ — X
WCAFET D2 —5 > F YANG BT /VICBEHETAHED Y Y —AZK LT, FFEDA Y v R%&
FEONH U £ 97, Uniform Resource Identifier (URI) (I¥gE SNV Y —ADua/lr—r 31D &
L CHRET D728, 7 7472 F®RESTCONF 2 Vv RiL, TOREDY V) —AZHEL T,
HTTPS ® A Y > REFIIT 0T 4 THESNTZT 72 a v &aFTTHZ N TEET,

FEAMZ OV T, [RFC 8040 : RESTCONF 7' kL] 2ZML TS EE 0,
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RESTCONF YANG /Xy F D HHR— k

RESTCONF /%, RFC8072 THRESINTWA YANG Ry F AT 4T XA T HVR—FLTNE
4, YANG /v Fi%, RESTCONF #— 2L - THx—4 v hF—% X M 72 S b
DNEFfTE U A M TF, YANG Ny FHEAEIX, AT 1 7 4% A 7 applicationlyang-patch+xml & 7=
I application/yang-patch+json DWW F &2 L7e KRBT/ Ny F A Y v REREZEEFETH &
\ZX > TRESTCONF 7 74 7> MZ X VIO & E3,

YANG /Ny FII—E DOy FID Tl SN Ed. Ny FIIwREDQIEF T on/izaL g
YTHY, BREIIREID ICL-oTHBENET, ¥—F v b Y —X | ZHEH S b iRERR
B C TR . THIBR (delete) | . THEAL . [~—)  TB#E) | [E#H] | [THIER
(remove) | ) 3H Y £,

RESTCONF YANG /Ny FRH R — K ZINTWDENE I D EERT 5121%, RO RESTCONF

Get ZRZFITL £,

$ curl -k -s -u admin:DMIdmil! --location-trusted
"https://10.1.1.1/restconf/data/ietf-restconf-monitoring:restconf-state/capabilities"
-X GET

<capabilities xmlns="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring"
xmlns:rcmon="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring">

<capability>urn:ietf:params:restconf:capability:defaults:1.0?basic-mode=explicit</capability>

<capability>urn:ietf:params:restconf:capability:depth:1.0</capability>
<capability>urn:ietf:params:restconf:capability:fields:1.0</capability>
<capability>urn:ietf:params:restconf:capability:with-defaults:1.0</capability>
<capability>urn:ietf:params:restconf:capability:filter:1.0</capability>
<capability>urn:ietf:params:restconf:capability:replay:1.0</capability>

<capability>urn:ietf:params:restconf:capability:yang-patch:1l.0</capability>

<capability>http://tail-f.com/ns/restconf/collection/1.0</capability>
<capability>http://tail-f.com/ns/restconf/query-api/1l.0</capability>
</capabilities>

D7 arTiE, WL 20 RESTCONF YANG /R FOH 2R LET,

JY—RDEMIS—

TrANERELL Y ELTWD EXIL, RUIORENT TICHFEL, =7 —PHEINnE
T, BAIORENER L2720, 7R OREITFITENEEA, ZOFITIL, XML = 21—
T4 TMERSINTWET,

W OFNL, RESTCONF 7 A4 7 EmbHD U V—RBMERZ R L THOET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/hostname</target>
<value>
<hostname
xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">Cat9K-test</hostname>
</value>
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</edit>
<edit>
<edit-id>edit2</edit-id>
<operation>create</operation>
<target>/interface/Loopback=1</target>
<value>
<interface xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<Loopback>
<name>1</name>
</Loopback>
</interface>
</value>
</edit>
</yang-patch>

& OFIL, RESTCONF H— 3753 JSON &~ L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "add-hostname-patch",
"edit-status": {
"edit": [
{
"edit-id": "editl",

"errors": {
"error": [
{
"error-type": "application",
"error-tag": "data-exists",
"error-path": "/Cisco-IOS-XE-native:native/hostname",
"error-message": "object already exists: /ios:native/ios:hostname"

W OFIL, RESTCONF H— 35D XML & Z R L TVWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+xml" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

<yang-patch-status xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit-status>
<edit>
<edit-id>editl</edit-id>
<errors>
<error>
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-path
xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native">/ios:native/ios:hostname</error-path>

[l Ciscol0S XE Amsterdam17.3x 704 S<YEYF 4 A T4 FaL—Ya v HA K



ETIIEFH IOSSTEY Fq
RESTCONF YANG /$ v F 04—+ |||

<error-message>object already exists: /ios:native/ios:hostname</error-message>

</error>
</errors>
</edit>
</edit-status>
</yang-patch-status>device:/nobackup/folderl/confd 6313/bin $

1)y — MBI
WOBHNL, REFREZRLTHET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/Loopback=1</target>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback
</value>
</edit>
</yang-patch>

OB, MEBRPEI L Z L 2R L TOET,
Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface" -X PATCH -H "Accept:
application/yang-data+json"
-d '@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "add-Loopback-patch",
“ok" : [null]

JARZV MY DEA
WIZ, V=T 1 BN—T Ry 7 0 DBIHTEASNSHE2 TR LET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>insert-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>insert</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>after</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
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</yang-patch>

KON, VA FOFABRPEID LI Z L 2R L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "insert-Loopback-patch",
“Yok" : [null]

JRAFIV M) DBE
WIZ, V=T RNy 7 1 BN—T Ry 7 0 DRNCBEISNDH %2R LET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>move-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>move</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>before</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

WOBNL, BEIESRNBwR Lz Z &2 L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface” -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "move-Loopback-patch",
“ok" : [null]
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RESTCONF 70 /LD

RESTCONF 70 kaLogEs% [

BRTE A

AAA % {E A L = NETCONF/RESTCONF o zZEE

1R BRI

NETCONF #2§¢ & RESTCONF #5#ii%. #8GE. #Frl. BILOT U7 4 7 (AAA) %A
LCRAT 2 LENR DY £, ZTORME, HERLUL 15 DT 7 & A TEH S RADIUS %

721X TACACS + = —H|Z,

VAT LD T 7 EANRTFASNET,

FIEDHE
1. enable
2. configureterminal
3. aaa new-model
4. aaa group server radius server-name
5. server-private ip-address key key-name
6. ip vrf forwarding vrf-name
7 exit
8. aaa authentication login default group group-namelocal
9. aaa authentication login list-name none
10. aaaauthorization exec default group group-namelocal
1. aaasession-id common
12. line console number
13. login authentication authentication-list
14. end
FIED F¥HH
OV RFERIETOYa Y B
RTwvF1 |enable FitE EXEC E— R&EA X — 7 M LET
2K « SAT—REAHLET ERSWEHD) .
Device> enable
25w F2 |configureterminal Jua—\ ) aryZ 4 FXal—iay B— Rk
15'] : L/jz—g—o
Device# configure terminal
RTw 73 |aaanew-model AAA A F—T NV LET,

51

Device (config) # aaa new-model
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ARV RFERETI3Y EL:Y

AT 74 |aaagroup server radius server-name RADIUS #— 3 Z38/ L, #—/3 71— RADIUS
i - Ay 74 Fal—varE—RERBLET,
Device (config)# aaa group server radius ISE e server-name %[@’( IZ. RADIUS #— 7 —

THERELET,

RTw S5 |server-privateip-address key key-name 7°F A4 ~_X— | RADIUS #—/"D 1P 7 KL & L5
. FERELET,
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

A7 v 76 |ipvrfforwarding vrf-name AAARADIUS #7213 TACACS+ H—/\ Z )L —7' D
Bl - Virtual Route Forwarding (VRF) ZMBIEMEZRTE L
Device (config-sg-radius)# ip vrf forwarding ES
Mgmt-intf

ATy 1 |exit P— N F)—FRADIUS 2> 7 4 Fa b — 3
i - T—FREKTL, ZJe— a7 4Xal—v3
Device (config-sg-radius) # exit e F&:Eﬁ>b ji?fc

25w 78 |aaaauthentication login default group group-namelocal | o /"1 L HRIZ . f8E SN N—T L %5 T 7 41 k
45 - DOr—HI)L AAARIEE L CE Ebijﬂ
Device (config)# aaa authentication login default]
group ISE local

X w79 |aaaauthentication login list-name none VAT IADA T A NI IENAETHB I LA
15“ : ?Eﬁzbiﬁ—o
Device (config)# aaa authentication login NOAUTH
none

X w710 |aaaauthorization exec default group group-namelocal | 3 7] %5247 L C. EXEC 3 = VD FETN—FIZFH
B - ENTVS )Y I PR LET
Device (config) # aaa authorization exec default
group ISE local

A7 v 711 |aaasession-id common BEDa— I L THEHESNTE Yy a IDE
- WAECIZRD LI LET,
Device (config) # aaa session-id common

25w F 12 |lineconsole number WETHHEOBEBA L, T 207 4 Fa
B L—vay B— RERHLET,
Device (config)# line console 0

2w 713 |login authentication authentication-list a7 A KT D AAA FBEFE A 2 — 7 VI L E

1 -

j—o
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

Device (config-line)# login authentication NOAUTH]

ATv 714

end

1 :

Device (config-line)# end

A 7 4 X2l —arB— e TLET,
BT, BHE EXEC T— RIZED £,

RESTCONF ) Cisco 10S HTTP —E XD E 1L

RESTCONF A v % —7 = A A& T HI121F, ROEEEZITWET,

FIEDHE
1. enable
2. configureterminal
3. restconf
4. ip http secure-server
5. end
FIED %
ARV RFERRETI Y B
AT w71 |enable it EXEC E— RZ AL ET,
i) : e NMAT—REANLET (FERINTHE) .
Device> enable
2w 2 | configure terminal Jua—\)y a7 4 Xal—vay E— NeBllg
{5 LETS
Device# configure terminal
R T 7 3 |restconf v hU—2 F /34 A TRESTCONF A ' 4 —7 =
f5l A AEH{LET,
Device (config)# restconf
T 74 |ip http secure-server % =7 HTTP (HTTPS) — %A X—7LIZL
fi E3
Device (config) # ip http secure-server
AFw 75 |end Ja—)ar 7 4 X¥al—3gr ET— REKT
Bl L. #5HE EXEC B— FE B LET,
Device (config) # end
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RESTCONF 0 5% % D 1R IE

AB—=KT T ar7 4 Xalb—ralrZlHLTT A, AREETS &, ngink 7220
FATHRICe D 9, 7277, DMI 7 rt® RTETIT 0 8 A,

& @ show platform softwar e yang-management process monitor =~ > RO H /14li%, nginx 7
REANEITHTHLZ AR LTVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS %CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX (&, 7= % Web #—/3& L THERET 5 PNER Web $—~/3C. Transport Layer Security

(TLS) “~X—ADHTTPS Z#fk L 9, HTTPS ZJ L Ti{3 S 4172 RESTCONF Z:R (%, 4
WIINGINX 72 F 2 Web P —E R L > TREIN, SHICERME BT v 7 TF =y
7 D721 confd Web r— N ZHst SN E T,

& ® show platform software yang-management process =~ > RO #liZ, AX—+ 7 v
AT A4 X2 b—va Y EHEA LTINS AREB SN/ L EDTXTOTREADAT —4
AR LTNET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

resteconf =~ > RARE SN TWDHHE, ngink 7 1 AN FEE) S 71, DMI 7 11 & Z 352 B
EhEd,

& @ show platform softwar e yang-management process =2~ > KO /1fillE, nginx 7 m& A &
DMI 7 u & 28 EE L CTEITH TH LI L AR L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running
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R @ show platform software yang-management process monitor =~ > KO HHITix, 3 ToH
7k AT LEEMIE R AR RSN TVWET,

Device#show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 S 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 S 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 S 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA &£ RESTCONF A ¥ —7 = A APFKIE 4L, nginx 7' 1& X LEE 25 DMI 7' 12 & A0
FATHIC IR o 7214, T /31 A1Z RESTCONF %K 2 %[5 T& DIRREIC /2 0 £9,

NETCONF/RESTCONF & v ¥ 3 > D AT —H A% KT HIZIE, show netconf-yang sessions
avr RaefHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock
19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF & v > = I3 235G A4 &7 2 12I%. show netconf-yang sessions
detail =~ > RZEHL £,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications H
global-lock : None

Cisco I0S XE Amsterdam 17.3x 7045 S<YEU T4 av 74 F¥aL—vav A4 K |}



EFLEHETOSS5TEY T4 |
B restconr 7o R aomER

RESTCONF 7’00 kO JL D& EHI

5| - RESTCONF 70 F O JLDERTE

RESTCONF 23k (HTTPS Verh)

I, Z—H v U Y—ATHFAEN TS HTTPS Verb %2779 RESTCONF Bk D27~ L
F9°, ZDOFITIE logging monitor 1~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SE>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v K TA RAMFELRN I T 4 F o b— 3 UIMERK S
nEd,

\)

(GE)  Ffrar 7 4X¥al—3 =3 Tloggingmonitor 2~ > REMHATE RN & 2R L
TLIEEN,

@ POST Z3R D4 Tl logging monitor alerts =~ > K& H L Tu\E4,

Device:~# curl -i -k =X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT
Content-Type: text/html
Content-Length: 0
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Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLZEF=(FEH) EXR -

BESNT-a~y R TF A ZTHFE LR WAL, POST BRI L » TIEf &SN E
T, L, FETar 74 F¥ab— g VT TICEET A5A81E. ZoFERIZL >
Tavwy KRBEEHBZONET,

o PUT ERDFITIE logging monitor warnings =~ > Rz L T\ £9,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
>

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#

PATCH : (FE#7) EXK

D PATCH %R D Cl% logging monitor informational =~ > K& L CTWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 1!

HTTP/1.1 204 No Content
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Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET Z3k (GtAHELY)

KD GET ZsR D] ClX logging monitor informational =~ > KZ&f#EH L CW\E9,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

"Cisco-IOS-XE-native:severity": "informational"

}
Device:~#

DELETEZEXK (2> 714 FaLl— 3 v DHIR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux host:~#
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T M7 F—bDIEIERY [ BATBHITIE, GitHub VAT MU 2L, vendor/cisco
Y —AD YANG T —# ET )V VTF L7 MUICBEILEY, ZZ T, 10S XE,
I0S-XR, BXUNX-0OS 7T v 74— DI FEE A
VI —Z2DEFNAEHEHTEET,

BEE KU RFC

EAERFC| 21 L

RFC YANG : Network Configuration Protocol (NETCONF) [} 7 —# €7V 75
6020 =%
3=

REC RESTCONF 7’1z k=21
8040

RFC YANG Xy F-AFT 4 T HZ AT
8072

DRADTIZANLHYR—F

B o

A aADYR— FWebH A N TlE, &= | https://www.cisco.com/c/en/us/support/index.html
T /=l T A N T T a—T g
YIIBELTWERET D01, ~==2T b
RV —=NEFI LD LT HEERA T A
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£ 14: RESTCONF 7’0 ~ 0 )L D ETESR

HEER Jy—= BEEETEER

RESTCONF | Cisco IOS XE RESTCONF /%, YANG ET NV CERZINTWHRET —X ., Ik
7w ha |Everest16.6.1  |pe 5 5 & £ 5 L[EA O RPC OFRER L O < Rk
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T 7 EBATHEDHD, EHERA =R NNIHEASL Fa sl IF~<F
T AVE—T A RAERMELET,
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«Cisco ASR 1000 7 7' U ' — g o h—E R L—X
» Cisco Cloud Services Router 1000V & J — X
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Gibraltar 16.11.1

Cisco IOSXE | Cisco I0S XE Fuji 16.8.1a TiZ, Z OMREIZIRD T T v 7 4 —
Fuji 16.8.1a AIEHESNTNE LT,
« Cisco 1000 & U — X #—E Afa L —#
«Cisco ASR900 >V =X 7 7Y F— g v h—E X L—&
*CiscoASR20 > U —X T 7V F—a vy —E X L—X
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Ny FD

FFE— R ORI, ROT T v P 7 F—AITEEINTWE L,

¢ Cisco 1000 >V — X P — b 2HERL— &
« Cisco 4000 >V — R Y — b AHEAR L — &
¢ Cisco ASR900 >V —X 7/ Y F— g —bE R )L—F

*Cisco ASR 1000 7 7' U F—v g v —E X L—H
(ASR1000-RP2. ASRI1000-RP3. ASRI1001-HX.
ASRI1001-X, ASR1002-HX. ASR1002-X)
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NETCONF & & U'RESTCONF DH—E R LA
JL ACL

ZDFEY 2—/LTE, NETCONF 5 X OXRESTCONF CTHHR— hENbHHP—EAL~LACL &
FOHREFEITHOWTHHALET,
« NETCONF # & (8 RESTCONF O — b A L~ ACL 1ZBI9 A 1FH (203 =—)
« NETCONF # L O RESTCONF O —E & L~ ACL O EHE (204 ~2—)
« NETCONF 3 L T RESTCONF O #— 1B Z L~L ACL OREH (207 =—3)
« NETCONF 35 . TRRESTCONF O — ' 2 L~L ACLIZ B9 5 F D&k (207 2—2)
« NETCONF 3 £ O RESTCONF O H#— B 2 L~ ACL OIREEH (208 ~2—3)

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE§9
L

NETCONF & & U RESTCONF D4 —E X LR JL ACL DHEE

NETCONF £ X T'RESTCONF & v 2 D IPv4 £7-1XIPv6 7 7 B AHllfl ) A b (ACL) %%
ETEET, RESNIZACLICHEILL TWeWr T4 7> k&, NETCONF % 7213 RESTCONF
YT VAT ANDT I AEHFAINETE L, T—EALULOACLRHRESINTWDHEHE,
NETCONF-YANG # X Y RESTCONF #£#5t ZRIZEFE L IP T RL RIS T T o v HZ Y T
SNET,

P—E AL ~LDACLNERE S TWRWEEE, 73T NETCONF-YANG §5 L O"RESTCONF
VB R N T AT AT SN ET,

)

GE)  4fifTE ACL DAY R— FSNET, FHME ACL IV A—FanEti,
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B NETCONF &5 & U RESTCONF 04— £ 2 L <L ACL D ER T A5%

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
Vabs s

NETCONF-YANG v < 3> ® ACL DEETFE

NETCONF-YANG E> > a v DIPT 27 ®AY A MEIXIPv6 T 7B AV A M EAFRIETE E

j‘o
FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {host-address| host-name | any} [wildcard]
5. deny {host-address | host-name | any} [wildcard]
6. exit
7. netconf-yang ssh {{ipv4|ipv6 }access-list name access-list-name} | port port-number }
8. end
FIED ¥
ARV RFERRETI a3 Y B
AT w1 |enable it EXEC E— RZ AT L E T
i « NAU—RKEANLET FERENTEHA)
Device> enable
AT 72 |configureterminal rua—s\ ) ary7 4 X¥ab—3iay T— FEBlh
{5 LETS

Device# configure terminal

27w T3 - ip access-list {standard | extended} access-list-name| < JEHED P T 7/ A U A R AFEE L C. EAHEDT

* ipv6 access-list access-list-name JEAYANary74¥al—raryE—FR
15“ : %Eﬁﬁé Ljﬁj«o
Device (corllfig) # ip access-list standard eIPv6 7 /&R X FEAETEL T, EAHED IPv6
acll permit TI7AVARNa 7 4F2lb—2 gy F—
Device (config) # ipv6 access-list ipvé-acll permit }$%Eﬁﬁﬁél,§£?f
A7y 7 4 | permit {host-address| host-name| any} [wildcard] Ny NEFFRIT S IPAPVG 77 £ A U A R D4
15“ : %gﬁfé’ L/iﬁ‘o
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ARV RFEREET7TOVa Y Be
Device (config-std-nacl) # permit 192.168.255.0
0.0.0.255

ATy 75 | deny {host-address| host-name | any} [wildcard] Ny NERETHIP £7201LIPv6 77 A Y Z K
i - DFEMZHRELET,
Device (config-std-nacl) # deny any

AT 76 |exit EHROT 7 E AV AR a7 4 Fal— g T
i - RE/RTL, Za—r b ar7 s Falb—vav

EF—FIZEY £,

Device (config-std-nacl)# exit

AT 77 | netconf-yang ssh {{ipv4|ipv6 }access-list name NETCONF-YANG ¥ v+ 2 > D ACL % E L £ 7,
access-list-name} | port port-number }
fi

Device (config) # netconf-yang ssh ipv4 access-list]
name acll permit

A7 v 78| end Fu—AvT 4 Fal—vay T— REKT
Bl - L. i EXEC E— FIZRE D £,

Device (config) # end

RESTCONF v < 3 > ACL DEFE

RESTCONF v a v DIP 77 ®BAV A RNEZIZIPVO TV AV A NERETEET,

FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any
5. deny {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any any
6. exit
7. restconf {ipv4|ipv6 }access-list name access-list-name
8. end
FIED %
ARV KRFERETI Va3 Y B
AT w1 |enable it EXEC E— RZ AT L E T,
i) : e NAU—REANLET FERENTEHE)
Device> enable
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EFLEBBEIOIS5TEY T4 |

ARV RFERETIVa Y

B8

R T w 7 2| configure terminal yu—sL ar 7 4 ¥ab—iay E— FEHk
1 - LET
Device# configure terminal

ATFvT3 « ip accesslist {standard | extended} access-list-name JEHEDIPT /ERY R NERELT, EHDOT

* ipv6 access-list access-list-name JEA VAP T 4F2lb—T g EF—FR

i - &AL E T,
Device (config)# ip access-list standard e IPv6 77 & X U Z ]\ %;J:Eﬁé LT\ *?@@ 1IPv6
setlpermit TOEAUARN AT 4K al— g
Device (config) # ipv6 access-list ipvé-acll permit fféfgﬁﬁﬁl/zk7f

AT 7 4 | permit {protocol-number | ipv6-source-address | Ny NEFR[THIPv6 T 7B AU A OSM &R
ipv6-source-prefix | protocol }any EFLET,
fA
Device (config-ipv6-acl)# permit ipvé
2001:db8::1/32 any

R T w 75 | deny {protocol-number | ipv6-source-address | Ry NERIEGTHIPV6 T 7 £ A A M D&M AR
ipv6-source-prefix | protocol }any any FLET,
1 -
Device (config-ipv6-acl)# deny ipvé6 any any

ATy 76 |exit IPV6 77 A UAL 27 4 Xal—gy £—
15 - REKTLTC, Zea—)bary 7 4¥Xal— g
Device (config-ipv6-acl) # exit T FICRY £

X 77 |restconf {ipv4|ipv6 }access-list name access-list-name| RESTCONF £ v 5 > D ACL # 3% E L £ 7,
{5
Device (config) # restconf ipvé access-list name
ipv6e-acll permit

RTwv78|end sa—r\ L ary 7 4X¥al—ay ET— REKT
Bl - L. i EXEC E— FIZERE D £,

Device (config)# end
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NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
15l

f5] : NETCONF v < 3 > ® ACL D& E

Device# enable

Device# configure terminal

Device (config)# ip access-list standard acll permit

Device (config-std-nacl) # permit 192.168.255.0 0.0.0.255

Device (config-std-nacl)# deny any

Device (config-std-nacl) # exit

Device (config) # netconf-yang ssh ipv4 access-list name acll permit
Device (config) # end

{5l : RESTCONF v 3 3 >0 ACL DEE

Device# enable

Device# configure terminal

Device (config) # ipv6é access-list ipvé-acll permit

Device (config-ipvé6-acl) # permit ipvé 2001:db8::1/32 any

Device (config-ipv6-acl) # deny ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # restconf ipvé access-list name ipvé6-acll permit
Device (config) # end

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE8T
5D EF

BEIE E TX=aT7ILEA ML

NETCONF-YANG NETCONF 7’1 k=11

RESTCONF RESTCONF 7’1 | =)L

Iur <74 avs R Turg<wve )T av s R )Ty LA
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YA T ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEWORGOEX 2 U 7 4 fFRPEMEHREAFT D201,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

NETCONF & & U RESTCONF O+ —E X L AL ACL D4 EE
(T

WOFRIZ, ZOFY 2 — /LT LTBEREICET 2V Y —A#®RERLET, ZORIL, V7
F7=27 VDU —RX LA U TEHEEOYR—INPEAINTLEEOY T by =T U Y —X72
FERRLTWET, ZOMEEITZ, BTk RNR2WRY , ZALUEO—#EDOY 7 vy =7 U Y —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
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% 15: NETCONF &5 & U RESTCONF D —E X L X)L ACL DHEEETER

HaE

iy

) —R | HEEER

NETCONEF % X [Cisco IOS  |NETCONF 3 L ONRESTCONF & v & g DT 7 & AHl#I U A k
U'RESTCONF | XEEverest | (ACL) #@tEc&x£4, #ESNACLICHERL THRWY
PH—r 2 L | 1611 547> M. NETCONF ¥ 7= |3 RESTCONF # 7 & X F L~
JL ACL T RAEZFAISNEY A,

RO A~ RPNEANETZIIEE I E L7z ¢ netconf-yang ssh
access-list 33 L Urestconf access-list

*Cisco ASR900 >V —X T 7 ) =g v —E R L—X

*CiscoASR920 ¥ U =X 77V F—a v —E R L—X
(RSP2)

» Cisco Catalyst 3650 > U — X XA v F

« Cisco Catalyst 3850 > U — & A A v F

» Cisco Catalyst 9200 > U — X A A v F

» Cisco Catalyst 9300 ' U — X A A > F

» Cisco Catalyst 9400 >V — X A A »F

» Cisco Catalyst 9500 >V —X XA »F

« Cisco Catalyst IE 3200, 3300, 3400 & ifif/AfEs ) —X
* Cisco T NTF y N —1E 23300 ) —X 24 vF
* Cisco IR1101 MHERFEMERE ¥ — B A FAT L — &
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s 11 =

gNMI 70 ko)L

ZOFERETIE, gRPC Ry NU— 7 EFHA X —T7 =4 A (gNMI) OBEREZ M L7-E 7 LEK
RORE L EAT —ZOHG, BLXRYE—F 7Ry —Uy a2—/L (RPC) O, &iE.
BEIZOWTHA L E4, gNMI A= 3 2 04.0 BV HR—bFERTHET,

« gNMI 7' b 2/)LOFIFIEIR (211 RX—)

«gNMI 712 b 2L OREEE (212 ~<—)

«gNMI 712 b 2V 2T 5 H1E (223 ~—2)

« gNMI 7' b 2L OFRER] (229 <—)

« gNMI 7' b 2L OBEE R (230 =X—2)

« gNMI 7'z b 2L ORERERE i (231 X—2)

gNMI 7’0 k O)LD%I$9EI1E

FEREIZIX, RO X5 il E N EA S ET,
«JSON. BYTES. PROTO. BILUWASCI=> a—F 47 F 7 a3 R— &R TW
E I

JSON IETF F—I|Zi, ROEROAFIZER BB & 1T D YANG 7'V 7 1 v 7 ARG %
NTWLHENS Y 9, 72L& 21X, openconfig-vlan.yang DJLHEN> & JRAE L 7= routed-vlan
X, B — FOARIZEMEITRZ L2720 Bl — IV 7 4 v 7 Roc-if 2 FFHET) |
oc-vlan:routed-vlan & A1 HMLERH D F£7,

* GetRequest :
BT —ZOT 4N ) o TEY R P ERTVER A,

s BT NAOMEREFTIFR— FENTOWERFA, TILHIE, Get RPC 2—/L~DILE E LT
F—H A= TT,

* GetResponse :

e A VT AT R—FENTHERTA, THUT, BHA Yy E—VOPTRESNLLT
V7 4y 7 ADTA YT A e g g % 305 H T,
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s HIBRIZY R—FENTWERA, ZHE, T—% VU —0LHIRT D —#HD/NAT
‘g_O

gNMI 70 O L DHBE

gNMI [ZD U\ T

gNMI (T Google (T & - THAFE S 472 gRPC X v U —VEHA L 2 —T = A ZATH, gNMI L
Ky bV FAL ADRERA A M=, BE, BEOHIRL, £, BT — 2 0ER
LIATT DA D= A LT, gNMIZ il UCTHRIES S =27 2 VI3 YANG 2 L TEF L
fbTc&x £,

gRPCIE, 770U RY—REBETDIENANNT TAT N L TIREIE THRE ATRE 72 Bl
% FBLT 5729012 Google IZ L TR N E— K P —Y % 23—/ TT, gRPC T
eNMI {55 L, 7 —&% EEEERAZARIL L TEET H FEA R L E T,

gNMI Y —E ADREENEA LIZEE, gNMI 7o —7% (GNMIB) (2L - T, up 7*5 down ~
DEWERBOZLD RS, T —F _X—ANEE L TIITIN5H E TIETTD RPC 34—
EAFHARADOA v =R LET, U A/NUERHZIE, GNMIB IZ X2 T down 725 up ~D
EEIRFEDZEAL 3R S 4L, RPC O OE A FHR S E T,

gNMI /X <subscribe>RPC H—E A &R — h LET, fEMIZOWTIE, =7 AERETRIT L X
U OFEZZRLTIIZI N,

YANG T—#4% Y —®DJSONIETF T a—FT 4 V45

RFC7951 CiX, YANGT —% Y U —LZDH 7> U —0 JavaScript 477 2 = 7 h %Kzt (JSON)
Ta—F 4 I MHESNTOET, gNMI X, 2T U YETOT—XDxTra— R
JSON A L £7,

JSON # A 7%, /3 JISON XL FHE LTy a— RENTWAZ L &R LE$, JSON IETF
Ty a— RENT —HIE, RFC 7951 THE I TS JSON U 7 AL L— L Z HEHL
LTCWARERBY ET, 7 74T heX—5y hOWHNISON = a—F (v 7 &k
A—=FLTWDIHERHY 5,

YANG 7—% /—FK (V—7, av7F, U—=7URXF, URAL, anydata /— F, BLO

anyxml / — R) OA VAKX U A[X, JISONA T V=7 MEZITARTEEDOST DA L R—L L
Txra—RanhEd, mra—F 407 v—3, RET—X. IRET—% . RPC #1ED
WNTGA—=H T I vary, @BHRE, TXTOXATOTF—4% V) —TCRLTT,

T8 )= R AVAZ L RAITRTAREEORT L LTz a— REh, ZO4FNET —
2 ) — R F PO ENET, HiX, 7—% /—FROATIVICL->TRRY £,
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| EFLBBHRITOTIS<EY T4
gNMI GET Request [J|j

)—207—%2/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
LATEEOXT L LTz ra—RRanEd, ZOHEICE, V-0 A AU LT, XF5,
BUE, V7 TV true £7213 false, F72ITFFR72BLA [null] 2 CE E9, fREINTZNAD
THAHANY —7 ) — ROGE (FRFEEET, Bl T onzfizFFo) . 20 —70
EREHET L a—FENET (FOEEDISONEREENTWET, JSON 472 =7 M
PVEH Y FHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,

GetRequest 0 JSON #&i&

KIZ, GetRequestJSON D& Dl %47~ L £ T, GetRequest & GetResponse D] 5 3K x S AL E
—g‘o

GetRequest

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
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name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "\"LoopbackllI\""

val {

json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\

"LoopbackllI\",\n\t\
"openconfig-interfaces:config\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t}, \n\t\
"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\
"openconfig-interfaces:ifindex\":\t52, \n\t\t\

"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-discards\":\t0,\n\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unknown-protos\":\t0, \n\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\
"openconfig-interfaces:subinterfaces\":\t{\n\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\
"openconfig-interfaces:config\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t\t}, \n\t\t\
"openconfig-interfaces:state\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll.0\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

t2018\n\t\t\t}\n\t\t},

rin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
tin-errors\":\t0, \n\t\t\t\t\

rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\

\n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

1) —Z{EIZ*Y % GetRequest

Wiz, U —7MEIZx9 % GetRequestD il 27~ L E 9, GetRequest &, %FIi~9 5 GetResponse D
W RFRINET,

GetRequest

++++++++ Sending get request:

ottt

gNMI GET Request [J|j

path
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response:
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name:
}

elem {

Fhtttt

"interfaces"
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name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

SetRPC (I, ¥A— bk &N TV D ET/MCBEAMT Hivic 1 DU EORRE W RER R 2 i E
LHEERELET, 7—2 YV —NOEZHEHT 5720IZ, SetRequest 737 7147 M
2=y MIEREENET,

SetRequest [Z JSON F—H AR — L THY | F—IZIXYANG V7 4 v 7 ANRGFENTND
VERHYET, ZOT V7 4 v 7 ATITEZEOARZEMMPBL L X8R0 7,

7= & 21X, openconfig-vlan.yang DYEHEN & YRAE L 7= routed-vian 1%, Bl / — FOL FiZEf] & 13 5%
Bl Bl —RKOT V7 v 7 AlF oc-if) | oc-vlanirouted-vlan & AJJ T HMENRH Y F
D

1 D? SetRequest (2 & £ HHIBR, B, BLOEHIX, 2ETIOON I rvar ty
MeLTHEbIET, TP 7 v a OO T ERTHEESEELZLAE. 7
VYT v a VEERPES SN TR — Ny 7 ZiLET, SetRequest (Zxf L T SetResponse 23X
FEIhEd,
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5% 16: SetRequest 0) JSON 13t 0> 451

gNMI SetRequest .

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem ({ elem ({
name: "config" name: "config"
} }
} }
val { op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
% 17:1) —2{ET®D SetRequest DY
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
json_ietf val: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045
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gNMI 0 £ BT Z2RS

ARTEMIX, Ay E—TDorigin7 4 —/V RTHEHINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEH S5 A4 RTZE/MIC DWW TREBT L
i‘j‘o

« RFC 7951 TIRE SII-ABI12EM : /%A L7 4 v 27 A%, RFC7951 TEFZIN TS
YANG £ 2 — V4 %A LET,

RFC 7951 THREINT-EDOT V7 4 v 7 A, YANG TV a2 — VA4 EHHALET,

HEOT VT 4w 7 A, BIRINTZRR T VT 4 v 7 AOLFIZEMOFEEZ T EH A,
WIZ, RFC 7951 CHRESINIZEOT V7 4 v 7 AW ZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION”

po
}

RFC 7951 THRE SN L4BIZEM TV 7 4 v 7 ZXd, YANG EV =2— VA HHEHAL T,
T zIX, V=T Ry 7 4 H—T = A A~D openconfig /N A[FIRD X 912720 £,

/openconfig-interfaces:interfaces/interface [name=Loopbacklll]/

WOFNX, RFC 7951 O RTZERIFEEZHEH L7z gNMI N2 Z R L TVWET,

path {
origin: “rfc7951"
elem {
name: "openconfig-interface:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

openconfig : /XA L7 4 v 7 A%EH LEH A, ZILHIT openconfig ET /LD /XA T
DHERTEET,

openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 1550 F 72134 BTZERINFEE S LTV
GEERLTY, LexIE, V=TT A H—T = A A~ openconfig /S A (TR D X
P e

/interfaces/interface [name=Loopbackll1l]/

WOBENL, openconfig 4 RIZERIFEE A H L7z gNMI N A Z R L CVET,

path {
origin: “openconfig"
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
72 : openconfig 'L 7 4 v 7 ALFELTY, TNUNBT 74/ ETT,

e S

WOBNL, 22D openconfig A HTZEMFRE A M L7z gNMI /S22 7R L TWET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z Z T, Cisco IOS XE Gibraltar 16.10.1 XV FiDO Y V—RATHEAINDE/NA TVLT 4 v 7 A
IZOWTEB L E T,

TITE, R T LT 4 v 7 AT, YANG BV 2 — LERTERIN TS YANG £ a—
NIV T 4w 7 AEFERLET, X V=TT A H—T = A A~D openconfig
IRAFIRD X D720 9,

/oc-if:interfaces/interface [name=Loopbackll11]/

WROBNL, RO ATZERFEE 2 MM L7z gNMI N2 &R L TVET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMIOD A )L EA—F

eNMI 7' ka2 Lid, Get RADT ANV RKA— REHHR—FLTWET, ik, BE0EHR
o BEEDTDITNANTY ANV R — REFHT5H8ETT, ZhbDOU AL RI—F
I, AX—~NORRESNTY TV —IZH LT X TOHEKZEL R LET,
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dem|IERTH Y, xPath ND | LFORIOETT, elem L gNMI NATHEH T E9, 7=
EZR, elem&AERELTATA NV NI — ROMEIF, VANV KRD—FRA L F—T AR
ZEL, TRTOA L Z—T oA A LTHRRENDLZ EZBICEW®WLET,

T A v R — RIZIZREERAG L BRI D 25D X 4 THRH Y, EHL5 L4 HR— S THET,
Get SAE, WA UL NV RI—ROTRTCOXA T LAEDEEYHR—FLET,

cHEERAN U AL R — R Zibid, EHEY Y —HNOEFEDY 2 M2 REHELET, KR
RUAN K= R, VA MOERIZF—EPEE SN T ARWGEEICHELLET,

RIZ, NADBERIR T AV NI — ROFlZRLES, ZOUANVRI—RiE T/31 A
WZHDHTXTDA L Z—T oA ZADFHAZRL ET,
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "config"
}
elem {
name: "description"

}
}

« BURIIZR U AV R — K @ FRROfREIC & - TR CHREZ 1R L £ 7,
c NMAFRALETLTF—HONTNNCT A2 Y X7 (%) ZHEELET,

WIZ, WADT ARV AT IA VK= Rex—4¢ L FERATI2HERLET, =
DIANKEA—FRIE, TARZHEZTRITOAS v H—T = A ZADOFHHERLET,

path {

elem {
name:

}

elem {
name:
key {
key: "name"

value: "*"

}

}

"interfaces"

"interface"

elem {
name: “config"
}
elem {
name: "description"
}
}
WIZ, WADT ALY AT TA)NRI— Ra" 24 LTERT 62 R~LEST, 2
DT A v K7 — KiX, Loopbacklll A % —7 = A A CTHEAFHRER T X COHEFEDOH
Bzl ET,
path {
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "*"
}
elem {
name: "description"

}
}

o FFA L LTHEMES (L) EREZEo s N EREELET, 2o DTU AL Rh—
RiX, "ANOEBOBERITERTXET,

I, RADEWESZTIANRI—FOBEZRLET, ZOTUA LRI —R
1%, /interfaces Bt N CEMAF[RE/R T X TOMBHAT 4 — /L FEZIRLET,

path {
elem {
name: "interfaces"
}
elem {
name: "...
}
elem {
name: "description"
}
}

WIZ, BEBRA72 T A )V R — K& L 72 GetRequest Dl 7R L £, Z D GetRequest I,
FRAAZHDHTXITOA »H—T = A AD oper-status &K L £7°,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}y
type: 0,

encoding: 4
I, BB 72 DU AV K1 — R&AflH L 72 GetResponse Dl &~ LE T,

notification {
timestamp: 1520627877608777450
update {
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path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"FortyGigabitEthernetl/1/1\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
}I

<snip>
</snip>
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}
}
}

SR TE DKL

gNMI #E DK GALEEREIZ X W . gNMI SetRequest RPC (2 & » TITHON =9 X TDOIEH 72 ik &
BEMR, T ZOHFEEIZ OREITRFFIND L OICRD 9, ZOMRENEANSIDHA]
X, eNMIBREXTNA ZADFATar 7 4 X alb—va VIREFESTWELE, £/, £
% writememory =~ > K % 721X SaveConfig NETCONF RPC DFATIZ L » TIRIFESNTHNEL
7o
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FITA 74 X2l —2a DT RTOEEL, gNMI LIS OMEIZ L > TERE ST —#
TH->TH, SetRequestRPCRFITEINDEAX— T v a7 4 F¥alb—alilsy—H
PERIESNET,

ZOWRRIZT 7 ANV P THEIITHY . BT HZ LITTEEEA,

gNMI 2 —H5E £ /R — FIC Kk BER5E

a—Fa g AR, 2—FL, BEXUOVSR T — L, £ gNMIRPC TA X F—4% & L TKR
PRt L ET, Wiz, 22—V HERRT— REFHT 5 7L gNMIFERERPC 2~ L £ 77,

metadata = [ ('username', 'admin'), ('password',6 'lab')]
cap_request = gnmi_ pb2.CapabilityRequest ()

# pass metadata to the gnmi pb2 grpc.gNMIStub object
secure_stub.Capabilities(cap request, metadata=metadata)

GNMIDIS— A yt—

TT—RRAET DL gNMLEHANATZ T — A vt —V2RLET, kOEZ v 3 Tk
eNMI =7 — X vt —T %N DAvR LET,

WIT, NAPEN RGBT RENLDTET— Ay —VOFlZRLET,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIT, HEREEE T —DPRELEGARICERINDITT— Ay —VOBl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLGTT— Ayt —VOflZRLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBIZT H5E

gNMI 7' & | 2L Z N 5121E, IROFIEZFATLE T,

1. gNM17?47V ME&. FRRER (CA) 12X~ TEA INT=T A AT —H#ED uE%iff'ﬂz
’ﬁbij‘o
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B uinx <o openssL x A L= EERE DR

1. Linux T OpenSSL #fi ffl L CREFIEZ1ER L 7,

2. THAARAGERAFEZA A =L LET,

3. T/A ATgNMI Zi%E L £,

4. gNMI AN > THWTEITINTNDNE I et LET,

2. FIOFIETHRELIZZ T4 7> biEHEL L— FEHEZMEH L TgNMI Z A 7> b %
VL ET,

Linux T® OpenSSL Z{£ A L F=3EBAZ D 1ERL

AEAEL T A RARA V ME, X 2T gNMI = 2O BN BT,
WIZ, Linux ¥ 3> T OpenSSL Zf#i [l L CREIEZ{ERT 2612 R L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

CLIIZKZT/INA ANDEEHEDA VA F—JL

WOBNL, T AGEAEE A A M= T 5 5iEEZRLTOET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

# Receive:

% Enter PEM-formatted CA certificate.

% End with a blank line or "quit" on a line by itself.
# Send:

# Contents of rootCA.pem, followed by newline + 'quit' + newline:

[l Ciscol0S XE Amsterdam17.3x 704 S<YEYF 4 A T4 FaL—Ya v HA K



| EFLBBHRITOTIS<EY T4

ktxa7 T—rconmosnt [

=+

Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

oe°

oe°

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
o

% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint)# end

Device#

FEtEXa7 E— FTOgNMI OEFE

\}

GE) ZDOH A7 X, CiscoIOS XE Amsterdam 17.3.1 LIfED Y V — Rz H S E 1,

[Day Zero setup] C. HINZT A A& F 2T T— R THHIZLTHEL, T/3( A &)
L., %27 E—FREEDNCLET, A X7 E— R TaNxI Z{£1E9 5121, nognxi
server av 2 REMHLET,

GE) gNxIFEFaT7Hh—"EtFa T —NIT A A ETHRIFICEITTE LT,

gnxi 2~ Rit, gNMIEBEL W gRPC % U —7 #fEAf X —7 =14 A (gNOI) H—EAD

WICEA SIVET, gNxI Y —/LiE, gNMIB LW gNOL 7' favzff+ 51y hT—7

EHAY—LOa L g T,
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FIRDEE

enable
configureterminal
gnxi

gnxi server

gnxi port port-number
end

show gnxi state

NOOAWN

F IR D EFH

EFLEBBEIOIS5TEY T4 |

ARV RFEERTIVa Y

=)

AT w71 |enable
fi

Device> enable

it EXEC =— RZHI L ET,
e NRATU—KREANLET (FEREINEHE)

R w 72 | configureterminal

1 -

Device# configure terminal

ra—r\Lar7 4 Xal—iay T— NG
L/i—a—o

ATy 73| gnxi
5 -

Device (config)# gnxi

gNxl 7’rtE A& E# L ET,

25y 7 4| gnxi server

1

Device (config)# gnxi server

gNxl — "2t X 2 7E— FTHEMILET,

AT w 75 | gnxi port port-number
1 -

(Optional) Device (config)# gnxi port 50000

Uy A3 2% gNl R— b ERELET,

« 77 5V h DI F 2T gNxI R— b X 50052
‘/Gﬁ‘o

AT v 76 |end
B

Device (config) # end

ra—r\ )L ar7 4 Xal—ay T— REKT
L. M EXEC E— RIZREY £,

R w77 |show gnxi state
1

Device# show gnxi state

eNXI f U H—T 2 f ADAT —H ANFRENE
7
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%27 =— koo oat [

X217 E— FTOgNMI OEIE

\}

GE) ZDOH A7 X, CiscoI0S XE Amsterdam 17.3.1 LIED Y UV — Rz H S E 1,

T X 27— KT gNxl 24519 221X, nognxi secure-server =2~ > R&2MH L £,

GE)  gNxIFEF a7+ —"EtFa T —NEIT A A ETHRIFIZEITTE LT,

GE)  gnxi 2~ NiE, gNMIB LW gRPC Ry N —Z7#EA X —T7 =24 X (gNOI) H—ERAD
WA A S ET, gNxI Y —/bid, gNMIBE N gNOl 7'a ha vz T 51y hU—7
EFEHY— DLy g TY,

FIEDHE
1. enable
2. configureterminal
3. ognxi
4. gnxi secure-server
5. gnxi secure-trustpoint trustpoint-name
6. gnxi secure-client-auth
7. gnxi secure-port
8. end
9. show gnxi state
F gD F¥H
ARV KRFERRETY a3 Y B
AT w1 |enable FifE EXEC E— REHZIZ L £,
i : e NAT—KREANLET (FERENTHE)
Device> enable
Z 5 2 | configureterminal Ta—\)ar7 4 Xal—3 gy T— N2
15“ : sz\jﬁo
Device# configure terminal
AT 73| gnxi eNxl 7rt A% iEdh L £,
1 -

Device (config) # gnxi
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

ATvT4

gnxi secure-server

1

Device (config)# gnxi secure-server

gNxl =Rt F 27— FTACLET,

ATvTH

gnxi secure-trustpoint trustpoint-name

1

Device (config) # gnxi secure-trustpoint trustpointl

eNxI D3FBFEICAEH T2 R T A bR A v b LEEE
Ty FEBEELET,

ATvT6

gnxi secure-client-auth

1

Device (config) # gnxi secure-client-auth

(EE) gNxI7 k'A%, L— hEAELRE LT
74T v MNEHEEZEIELET,

ATy T17

gnxi secure-port

1 -

Device (config) # gnxi secure-port

(fEE) UV Ar95 gNxIAR— FE#HELET,
« T 7V hDOEF 2T gNxIA— ~H9339 T,

ATvT8

end

1

Device (config)# end

ra—N)ary7 4 Xal—ary T— REKT
L. ¥ EXEC E— FIZED £,

ATvT9

show gnxi state

1

Device# show gnxi state

eNxl —"DRAT— X 2% KR LET,

1

Iz, show gnxi state =~ > RO B Z R L £,

Device# show gnxi state

Status

Enabled

gNMIl & S5 4 7 > DR

PIRNCRRE LTey A4 7 > MM L — MEEIEZFEH L CTgNMI 7 74 7 > bR S

ijﬁo

KIZ, Python ZEH L TgNMI 7 54 7> N8 T 262~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys
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>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi_ pb2

>>> import gnmi_pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 9339, can be changed on ios device with 'gnxi secure-port ####"'
>>> port = 9339

>>> host = <HOSTNAME FQDN>

>>> secure_channel = grpc.secure_channel ("%$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

gNMI 7’0 k2 )LD EETEH

Bl : X217 E— FTOgNMI DEHIE
A

GE) Z OIX Cisco I0S XE Amsterdam 17.3.1 A )V — R C@EHA S £,

WIT, gNXI =Rzt Xa7E— RCTHEMCT D02 R LET,

Device> enable

Device# configure terminal

Device (config) # gnxi

Device (config) # gnxi server

Device (config) # gnxi port 50000 <The default port is 50052.>
Device (config)# end

Device#
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Bl a7 €E— FTOgNMI DFEFIE
Y

GE) Z OBIX Cisco I0S XE Amsterdam 17.3.1 LAED Y V —R @A S E£1,

WIZ, gNxl h—_"ZtX 27— RCTHMNT L2042~ LET,

Device> enable
Device# configure terminal
Device (config) # gnxi
Device (config) # gnxi server
Device (config)# gnxi secure-server
Device (config) # gnxi secure-trustpoint trustpointl
Device (config) # gnxi secure-client-auth
Device (config) #

( ) #

#

gnxi secure-port 50001 <The default port is 9339.>
Device (config end
Device

gNMI 7’0 k3 )LDOEEE R

BEEE YZaTFIL A4 ML
DevNet https://developer.cisco.com/site/ios-xe/
gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /X% = | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v o1—5 ¢ |gnmi-path-conventions.md

.
ZEESKXURFC

Z#E/RFC 24 LU

RFC 7951 YANG CTET/MULENTZT—H D JSON = a—F 1 7
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gNMI 70 + 0L DH#EETER .

SRADTY ZAHI YR—F

A s

AADYR— kWebH A FTix, v AaDHEEGET 2 v v — | httpr//www.cisco.com/support
BTNy a—T 4 U 7B RILTWEET 5 L )12,
NEaT ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGL DX 2 U 7 4 FRSBINEREAFTH20IZ,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

Y AaDYIHR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN MECTY,

gNMI 70 + O /L DH#EEETEHR

WORIZ, TOFEY 22—V T LI-MEEICET 2V UV —2FHRERLET, Z0RIT, V7
F7=27 VDU —RX ML A U TEEEOYR— NP EAINTZLEEOY T by =T U Y —X72
FERLTWET, ZOMEEIT, BTk BNR2WRY . ZALUEO—#HOY 7 k=7 U Y —
ATHYHR—FINET,

Ty R T7 A —LADOYR—FBLRN A YT T 2T A A=V OV R— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator {8} L £, Cisco Feature Navigator [Z7 7 Z A J 5 |Z
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILEDLYD FHA,
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5 18:gNMI 7’0 b O )L DHREIEER

EFLEHETOSS5TEY T4 |

HaE

iy

1y—2

HEEE®

gNMI 7’1 | =21

Cisco I0S XE Fuji 16.8.1a

Z ORETIX, gNMI OfRE & GET &
JOVSET RPC Z ] L 7= &7 /VERE)RY
DOFRTE EEHT — X OBUFIZ OV TR
HLET,

ZOMEEIX. ROT Ty T F—AIT
FEINTWE LT,

» Cisco Catalyst 9300 ' U — X A A

a:.
« Cisco Catalyst 9400 > U — X XA
9:.
» Cisco Catalyst 9500 3 U — X A A v
%
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Ti%., =
16.10.1 DFEBEIL Cisco Catalyst 9500 /1 3
Th =< ALY =R AL v F|TELE
SNhTWE L,
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.11.1 Tix, =
16.11.1 DOHEREIT Cisco Catalyst 9600 < V) — X %
A v FICEEINLTWE LT,

Cisco IOS XE Gibraltar Z OFEREIZ. Cisco 10S XE Gibraltar
16.12.1 16.12.1 TIROT T v b7 4 — LITHEE
SNFE L,

« Cisco Catalyst 9200 33 J2 Tf 9200L >
U= 2A vF
* Cisco Catalyst 9300L SKU
¢ CiscocBR-8 = X— R 7 m— R
N R —H
Cisco IOS XE Amsterdam
17.1.1
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gNMI 70 + 0L DH#EETER .

J1)y—=x HRETHRER

Z OFEREIL. Cisco I0S XE Amsterdam
1711 TROT T v b7+ — LITFEE
nE L,

* CiscoASR900 >V — X 7 7 V) /7 —
vary —ERX —H

3
b
R

* CiscoASR920 >V — X 7 7' /f'—
Yarh—rRx —%

* Cisco Network Convergence System
520 Y —X

* Cisco Network Convergence System
4200 > U — X

Cisco I0S XE Amsterdam | = Of##E1%. Cisco I0S XE Amsterdam
17.2.1r 17.2.1r C. Cisco ASR 1000 U —X 7
V=g =R L—F | ZELE
SNFE L,

gNMI = —H4, & »<2 7 — | Cisco I0S XE Gibraltar Z—H L RRAT — NI X DR ARERE
Rz k533 16.12.1 AeNMI 7' 11 |k LB S E LTz,

Z OFSREIX. gNMIZ YR — h 253
TOIOSXE 7 v N7 4 — LA THHR—

FENET,
gNMI 7% 7E D kit Cisco IOS XE Amsterdam | gNMI SetRequest RPC % /I L C{Tio4L7=
17.3.1 FTRTOERHRRELEL L, T34 %

OFEE% RSN E T, 2 OMbE
T, DT T N7 —AIZFEIN

“Cl/ vE LT

» Cisco Catalyst 9200 ' U — X A A v
\a:-

* Cisco Catalyst 9300 > U — X XA v
.a:.

» Cisco Catalyst 9400 ' U — X A A v
%

» Cisco Catalyst 9500 ' U — X A A v
3"

* Cisco Catalyst 9600 > J — & A A v
%
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EFLEHETOSS5TEY T4 |

HEEA )1)—Xx B EETEER
eNOI FEH = % P2 Cisco 10S XE Amsterdam | gNOIZEFHE D& HLY— " 2%, RPC %
17.3.1

fEfftL T, A1 A=, B—T—T3
v, AEREORSS, GEREOKRZ, B
K ORERAFEEA ERDAER TV E T,
ZOEREIX, DT T v b7 4 — Al
FEINTWELE,

» Cisco Catalyst 9200 & U — X A A
9:

» Cisco Catalyst 9300 ' U — X A A
?

* Cisco Catalyst 9400 > U — X A A v
a;

» Cisco Catalyst 9500 >V — X XA v
a:.

» Cisco Catalyst 9600 >V — X XA v
a:.

SEEH—p 2|2 L5 | Cisco I0S XE Amsterdam
gNOI 7— h &2 kv |17.3.1

gNOIGE#F 2 A > X b —b L7t
T—= I ANy TEFERLTE =Sy
NTFNA R EREETITERIELE T,
gNMI 7' — k2 k5w 73,
gnxi-secure-int =~ > K CTHZ,

secur e-allow-self-signed-trustpoint =<
¥ RTHENZRD £,

ZOEEIL. RDOT T v N7 — AT
Z?éﬂ‘(l/\ibf;o

» Cisco Catalyst 9200 > U — & A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X A A v
.a:_

» Cisco Catalyst 9500 ' U — X A A v
a’_

» Cisco Catalyst 9600 > U — X A A
%
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gRPC =y T — VA2 —D 4 X

Google ) E— h7'mv—Y % 23—/ (gRPC) K v NV —Z7#fEA 5 —T 2 X (gNOD) &
—HOvA 7 —ERATHY, TNEND—HOBIEICKHE L TWET, ZOEY 22—/ T
X, PAR—FESN TS gNOI —ERIZHOWTH L ET,

«gRPC X v MU — VA v 2 —T7 = A ZICETHIER (235 2—2)

« gRPC X U — 7 A 2 —7 = A4 BT 2801 #H (243 ~—)

« gRPC % v N — A 2 —7 = A ZADMEREN . (244 ~2—7)

gRPC v F T —DiEA U2 —T 24 XICEHT 5 I1FH

gNOl 7O ~kaJL

gNOIL X, *v hU—2F A 2 L THfEa~y RE2FETT 57200 gRPC X—AD~ A 7 1
P—t Rty FEEHRLET, gNMIV—ERE, REEH, BIEREOTREG, BXUOAX MY —
RVITTUVARNIICE DA VY T =2 IUEOIMEZ ER L E T, gNOI TiL, 7354 AR+
K= br T2 - ADOHERMATEET, gNOlIE, OSA v A =AY —ERXEHR—-hLZE
o

gNOl /T, = —VRGEOF I )b THEHATEES, =— %muif7jwa$4ﬁ~
TR > TWET, gnxi secure-paSSNord -auth =< > R H L T2 —WRdGEE2 A 20

7", OpenConfig &7 /WIZ L 52— —FRAED A ZNIZ- DUV TIL, https:/github. com/YangModels/
yang/blob/master/vendor/cisco/xe/1751/openconfig-system-management.yangz 2 L T< 72 &30,

gNOI 7w b =uid, IROEEZ YR —FLET,
AERE D B

« T—hART VT
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AERAEEEY—EXR

Install RPC

SERHEE Y — B X T, #1012 2 DD EZE/ RPC, Install & Rotate =7 AR — M I E
T, ZHHDRPCIZFNENH LWGEHED A VA b —/L & T 2 LOEFEOFEAED 0 —
T—va i EINET,

AFAEE B — B A Tk, RO RPC BHHR—hENTHET,
e Install : GERAEA A A b=V LET, T XCTOGERAEIL, GEAEIDIC L > T—EIZ735]
SNFET, FEE ID IFCFHITT,
* Rotate : BEFOFEAEA e —FT —a v LET,
» RevokeCertificates : 1 DLL EDFEBAELZIVHE L 7,
» GetCertificates : X CTOFFAEZ RS L £,
* CanGenerateCSR : 7 /34 ANGEEZE S BoR (CSR) AR TEX L0 E I NERALE
@—O
AR D RPCIZ & » THER S Lz 8T R A > b EREFAEIL, AA v T A — =B LT A
AADY 7= MeEbRFF SN ET,
W, FEAEEHY —EROEZOME R LET,
service CertificateManagement ({
rpc Install (stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse) ;

rpc RevokeCertificates (RevokeCertificateRequest)
returns (RevokeCertificateResponse);

rpc GetCertificates (GetCertificateRequest)
returns (GetCertificateResponse);

rpc CanGenerateCSR (CanGenerateCSRRequest)
returns (CanGenerateCSRResponse) ;

}

Install RPC |Z, $r LW CSR BRAZ/ERR LT, #H LWIEHAEZ T A ZZEBMLET, FHLwv
FERAENT, TN ROF LWGERAE ID ICBEEAM T b E T, T35 A E S NTZEREID
ERIOMAFOEAZEN S 554, BIEXRKR L ET,

Install RPC (%, M A A hU—=3 27 RPC T, AJ) (InstallCertificateRequest) & 7]
(IntsallCertificateResponse) 23H VD, EHHHA MY —I 7 TT, A MY —Lnflrsinsd
D TREZADONTUNDAT v IPRRET DL, T RIER 2 —A Ry 7 LET,

KIZ, InstallRPC DEFTE A v —T OB Z R L ET,
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rpc Install(stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

// Request messages to install new certificates on the target.
message InstallCertificateRequest {
// Request Messages.
oneof install request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
}
}
// Request to generate the CSR.
message GenerateCSRRequest {
// Parameters for creating a CSR.
CSRParams csr_params = 1;
// The certificate id with which this CSR will be associated. The target
// configuration should bind an entity which wants to use a certificate to
// the certificate id it should use.
string certificate id = 2;
}
// Parameters to be used when generating a Certificate Signing Request.
message CSRParams {
// The type of certificate which will be associated for this CSR.
CertificateType type = 1;

// Minimum size of the key to be used by the target when generating a
// public/private key pair.
uint32 min_key size = 2;

// 1f provided, the target must use the provided key type. If the target

// cannot use the algorithm specified in the key type, it should cancel the
// stream with an Unimplemented error.

KeyType key type = 3;

// --- common set of parameters applicable for any type of certificate --- //
string common name = 4; // e.g "device.corp.google.com"

string country = 5; // e.g "us"

string state = 6; // e.g "CA"

string city = 7; // e.g "Mountain View"

string organization = 8; // e.g "Google"

string organizational unit = 9; // e.g "Security"

string ip address = 10;

string email id = 11;

}

// A certificate.

message Certificate {
// Type of certificate.
CertificateType type = 1;

// Actual certificate.

// The exact encoding depends upon the type of certificate.
// for X509, this should be a PEM encoded Certificate.
bytes certificate = 2;

message LoadCertificateRequest {
// The certificate to be Loaded on the target.
Certificate certificate = 1;

// The key pair to be used with the certificate. This is provided in the event
// that the target cannot generate a CSR (and the corresponding public/private
// keys).

KeyPair key pair = 2;
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// Certificate Id of the above certificate. This is to be provided only when
// there is an externally generated key pair.
string certificate id = 3;

// Optional pool of CA certificates to be used for authenticating the client.
repeated Certificate ca_certificate = 4;

}

// A message representing a pair of public/private keys.
message KeyPair ({

bytes private key = 1;

bytes public _key = 2;
}

// Response Messages from the target for the InstallCertificateRequest.
message InstallCertificateResponse {
// Response messages.
oneof install response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;

// GenerateCSRResponse contains the CSR associated with the Certificate ID
// supplied in the GenerateCSRRequest. When a Certificate is subsequently
// installed on the target in the same streaming RPC session, it must be
// associated to that Certificate ID.

// An Unimplemented error will be returned if the target cannot generate a CSR
// as per the request. In this case, the caller must generate its own key pair.
message GenerateCSRResponse {

CSR csr = 1;
}

// A Certificate Signing Request.
message CSR {
// Type of certificate.
CertificateType type = 1;

// Bytes representing the CSR.

// The exact encoding depends upon the type of certificate requested.

// for X509: This should be the PEM encoded CSR.

bytes csr = 2;
}
2= NTNAL ANREE L, gNOL BT 7 4L MIRRBIZ/A b &, a2 br—F ($— K3—
T 4 OFELE) T InstallRPC ZEH LT, FBFEF (CA) ([ZXk» TEHS SNIERFEZ A A b —
NLUET, GEFET, FEAFEDICL > TR SNET, 20D, AF—A 77
ART77Fx (PKID) HETHKFIARMKRA U ME LTSN ES, BEFOIEHFID #£F2
AEAELZ A A R—=V LIS ET DL, A A F—TERIL £,

DT 7 a TR, T, AL 5> TCSR BAERENS FEICONTHHALET,

1. 734 R, Install RPC ZfH L CHOBAGEHAELZ AR L ET, Kbt —F (72X
eNMI OF 7 4/ MIREE) TlX, 2 e —J 3% —7 v T A R Lo TR SN
SFHEAZBREIELARWVWED, 3 b —F 3 0HEO A —2MEL LEYA, N
X, T 74/ FOIREETT,

2. Ay ha—FFT /31 AT CSR DAEMAZER L, CSR % CA IZE[fF L. CAMNDELREN
EERELET,
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Rotate RPC

Rotate RPC .

3. EBAIFHENR., FHEOBLIHEHAIND CATEHES L BT NA RTA VA F—LE
NET, CAREBHEIL ca_certificates /N R/VICTFE L, T3 AGEAEZ A > A h—/LF
% 7= 812 PKI NBER LE7,

4, gNMI 72 1FZgNOI P —E A%, FrbeYa=r 7 E&RREEICR-72, HiL{A A b—
NENTFEEFE AN L CHEER) L £,

RotateRPC IZ L W BEFOGEENERH SN E T, ZHET TIA VA b= SN TV HREHE
T, FEPARNELS A A F—LENTWARNES . Rotate RPCITRK L ET, EHINLTW
RWVEEBHEIR —T — v a U TEETH, 7 94T MIENET A RTEERA,

&IZ. Rotate RPC DEFDHFIZ R L ET,

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse);

// Request messages to rotate existing certificates on the target.
message RotateCertificateRequest {
// Request Messages.
oneof rotate request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
FinalizeRequest finalize rotation = 3;
}
}

// A Finalize message is sent to the target to confirm the Rotation of

// the certificate and that the certificate should not be rolled back when

// the RPC concludes. The certificate must be rolled back if the target returns
// an error after receiving a Finalize message.

message FinalizeRequest {

}

message RotateCertificateResponse {
// Response messages.
oneof rotate response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;
}
}

Rotate RPC [T, YR 5 T Install RPC & E72p 0 £9°,

«PKIE (B— Xy 7 OHMT) FILWVGEHELZ A VA h—L9 25 & X2, HWVGEHEL
CAFIHAEZRGEEZRE I v v 2 THLERHY 7,

ey ba—F X LW A ER L. BHSNIGEENEETIZNE I DET A L,
B LS a 3 Eo e —F —2 a VA =T LET,
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Revoke RPC
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ZDORPCIE, FFAZID IZE > T—EITHNEIND 1 DU EOGEHELS LG ST E DI A
INFT, EHEEZRGIED L, T D BT A MARA 2 M3 CiscolOS XE D% E D 5 HllR
SNFET, METDHRTAMKRA Y PRBEFEH SN TWDEE, ERIL N T A RRA IR

FELRWEEIE, BEAEFEO KRR 2 /TiEMERH Y £,

RevokeCertificate RPC Tl FEAZFED KRNI T 556 b RWT 256 06H0 £3, #—7 >
T AT, RONFHARHIBREIETT, CAICKDFEBRORNIZ T4 7 MTkoT
ITonET, 7747 MBMERFOREAEZ K S ET7256 . H LRI R L £33,

BEfF OB I B L T EE A,
IZ. RevokeCertificate RPC Oz xR L E 7,

// An RPC to revoke specific certificates.

// If a certificate is not present on the target, the request should silently
// succeed. Revoking a certificate should render the existing certificate

// unusable by any endpoints.
rpc RevokeCertificates (RevokeCertificatesRequest)
returns (RevokeCertificatesResponse);

message RevokeCertificatesRequest {
// Certificates to revoke.
repeated string certificate id = 1;

}

message RevokeCertificatesResponse {
// List of certificates successfully revoked.
repeated string revoked certificate id = 1;

// List of errors why certain certificates could not be revoked.
repeated CertificateRevocationError certificate revocation_error = 2;

}

// An error message indicating why a certificate id could not be revoked.

message CertificateRevocationError
string certificate_id = 1;
string error message = 2;

}

ZDORPCITTRTOFHEID #REL £,
7 T VI T DINEITIE, ROEERPEENFET,

AEPFE ID TR S 5 9T OREAE OREH EFH R,

s TOMEAEERMAT A U RARA b (b, T—FURE) DU AR,

A\
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CanGenerateCSR RPC .

\)

GE)  JEZ&ITIX ca certificate /N> R/WITE FNEH AL

RIZ. GetCertificate RPC Oz~ LFEJ,

// An RPC to get the certificates on the target.
rpc GetCertificates (GetCertificatesRequest) returns (GetCertificatesResponse);

// The request to query all the certificates on the target.
message GetCertificatesRequest {

}

// Response from the target about the certificates that exist on the target what
// what is using them.
message GetCertificatesResponse {

repeated CertificateInfo certificate info = 1;

}

message CertificateInfo {
string certificate id = 1;
Certificate certificate = 2;

// List of endpoints using this certificate.

repeated Endpoint endpoints = 3;

// System modification time when the certificate was installed/rotated in
// nanoseconds since epoch.
int64 modification time = 4;

}

// An endpoint represents an entity on the target which can use a certificate.
message Endpoint {
// Type of endpoint that can use a cert. This list is to be extended based on
// conversation with vendors.
enum Type {
EP_UNSPECIFIED = 0;
EP_IPSEC_TUNNEL = 1;
EP_DAEMON = 2;
}
Type type = 1;

// Human readable identifier for an endpoint.
string endpoint = 2;

CanGenerateCSR RPC

ZDRPCIE, T/A AR EDF—H A7, FEFHEZ A7, BLOF—V 1 XD CSR 45K
TEBIMEIDPERELET, PAR—FEINBF—HF A 7L, Rivest, Shamir. I L ' Adelman
(RSA) T, ¥R — FEINDIEHEY A 71X X509 TT,

Z @ RPC ZRK73 Install RPC O—FF & L CHREICH LWFEAELZ A VA F— /LT 572 DIEK
EINTWDLEGAE, iEHEID BHLNHDOTHY, TXA A LD T 47 4 BN ZOFEHEID
WAL RENTWRWZ E AT AN, ATHERT 20BN DY £7°, BEAFOFEHENGEHE
ID & —ET 556, ZOBERITEKRLET,
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Z @ RPC Z:R7A3, Rotate RPC D— & L CEEFDEAE A —7 — a3 32 L 9 IT/Ek S
NizA., FEHEID N T CIEHAETH DL Z L 2T A ATHRTILENH Y £7°, FE
HEOr—FT—v 3 U CitEO T — REHITT 25,615, B LWGEEZ LR ER L 72 FiE
B ID B EfT T 2 N ERH D £,

RIZ. CanGenerateCSR RPC D il ~ L £ 9,

// An RPC to ask a target if it can generate a Certificate.
rpc CanGenerateCSR (CanGenerateCSRRequest) returns (CanGenerateCSRResponse);

// A request to ask the target if it can generate key pairs.
message CanGenerateCSRRequest {

KeyType key type = 1;

CertificateType certificate type = 2;

uint32 key size = 3;
}

// Algorithm to be used for generation the key pair.
enum KeyType {

// 1 - 500, for known types.

// 501 and onwards for private use.

KT UNKNOWN = 0;

KT RSA = 1;
}

// Types of certificates.
enum CertificateType {
// 1 - 500 for public use.
// 501 onwards for private use.
CT_UNKNOWN = 0;
CT X509 = 1;
}

// Response from the target about whether it can generate a CSR with the given
// parameters.
message CanGenerateCSRResponse {
bool can generate = 4;
}

FHEFRREIX G ARBRETT ., 220 /3—F ¢ BRI BEIZRFEL £ 7, HARGEEZ AT
%IZiX. gnmi-yang secure-peer-verify-trustpoint =~ > R&fH L £, Zoa~r RRAR
W7o TV WA, FREE—E AN gNMI 27 74 7 2 e T XTOBEFED N7 ARA 2 bE
TR FA M=V ORNEIK L THRIEL 7,

MERFEDTZDIZCATEAELY e —T —2 a VT A, 7 7A TV "B X—F v T34 R
_ﬁbwh/hW%ﬁTL TR RVEHIBRT D MLENRHY F9, 7272 L. CAGEREIX
FRGARTF—MZHEIELTEY, FTFA M= AL RIRAICHIGRT A Z LI TEER A,
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MY —ERIckbT— 2 +5vT [

SfAEY—EXRIZCKBT— RSV T

gNOIFFHELZ A VA M=V LItk 7= AT v T a2MHLTH—F v b T, AEHE
FITBIELES, =5y b T AT OTEHER2WES . gNOLFEEE Y — b
2EFEHLTCT = AN AKX VFEHEEL A VA F—LTEET, iEHEDOA VA F—L
%, TN AT X 2T 72 gNOI B £ 7213 gNMI Bfe 2 s T £, o7k Rix, B
FOEX a7 RERZRHEE LTWET,

gNMI 7 — h A b T v 7 E2EGHNTT HITIE, gnxi securesint 2~ > REFEHLET,

)

GE)  gNOIGEHFEERY—E AL, 77— A MZ v TORNIA VA M= LT DRERDH ) 7,

gNOI GEI B — B2 IX 2 FEORENRH Y 9, O DORREIX, gNOI—E R L
gNMI #—E 2D THR— kI Exd,

» Default/Encrypted : 7 /34 A E®D gNOI & gNMI X, 7 74 7 > NBRGEELRWVE B4
(F7+/V R GEREZHERLET, EHFIRGREEZLELE LEY A, ZORETIE
eNOLGEEY —ERDHNE —7 >y b T S ZTHMZe D 77,

* Provisioned : 7 /34 A LD gNOI B LN gNMI (X, 7 747> Mo ko THRIESIvizA »
AN —NVERHGEAEEAFER LET, 7747 MIZORAEZIER L, 73 AL
iz N7 LHE L GEREEAREEL E T, 73 A, ARG > T D5E

\ZDHT TAT v N EEREEL 7,

gRPC Y V=DM 22 —T 24 XIZET HEMIF
R

EEEH

BEERE R=aTILEA ML

DevNet https://developer.cisco.com/site/ios-xe/
gNOI https://github.com/openconfig/gnoi
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SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

gRPC Ry D —V A V3 — T = 4 ADHAEETEHR

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TTy R T —LADOYR—FBLRN A YT T =27 A A—VOWR— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,

[l Ciscol0S XE Amsterdam17.3x 704 S<YEYF 4 A T4 FaL—Ya v HA K


http://www.cisco.com/support
http://www.cisco.com/go/cfn

| EFLBBHRITOTIS<EY T4
GRPC v R — oMo w2 —7 x4 20isketER ]

F19:gRPC v b T —V1R1EA V5 — T = 4 RADEETER

HeER )= HEEER
gNOI FiEF 35 O & 8 Cisco I0S XE Amsterdam | gNOI GERA =D& FEY— & A%, RPC %
17.3.1 LT, A A b=, B—FT—T3

V. GERAEORSE. FEHEOKRT. B
FOGEHBEL EROAR ZITNET,

Z OMEREIL. Cisco I0S XE Amsterdam

1731 TROT T > b7 4 —AITFES
nFE L7,

« Cisco Catalyst 9200 >V — & 2 A v
a;

» Cisco Catalyst 9300 > U — X A A v
a:

» Cisco Catalyst 9400 > U — X XA v
?;

» Cisco Catalyst 9500 3 U — X A A v
%

» Cisco Catalyst 9600 3 U — X A A v
\%.
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gNOl 77— F A R 5 v

Haes J1)—=x FERETR IR
GEEY—E R I2 LB Cisco I0S XE Amsterdam | gNOI GFBH#E % A » X h—/L L7-%%,
17.3.1

T— b A RNT T EFERHLTCHY—F >
TR AEBREEITRIELET,
gNMI 7 — h A b7 > 7%, gnxi
secure-int 2~ > R&EMH L TAMET
xFET,

Z OMEREIL. Cisco I0S XE Amsterdam
1731 CIROT T > b7 4 —AITFEX
nFE L7,

» Cisco Catalyst 9200 ' U — X A A v
a:

« Cisco Catalyst 9300 > U — X XA
%

* Cisco Catalyst 9400 > U — & A A v
%

» Cisco Catalyst 9500 ' U — X A A v
%

* Cisco Catalyst 9600 > U — X XA v
\a:-
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ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e BT LR — M AAA (247 _X—7)

¢ BT INR—AD AAA IZBET D52 DMOBEEE (253 X—)

« ETAR—AD AAA BT DHRENT# (254 =—2)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>
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<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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\)

e Ol |

6=

\)

PEED 108 o~ R FERR L~ HES< D72 L) 1X, NETCONF %7213 RESTCONF
WA S EE AL

GE)

FEBR L~ S WD T NACM 7 v — I 5. 8727 7 & AT, HER L ~ULE VW NACM 7
N—AIIAGER SN EY A, 728 21F. PRIVIOIZHEH &b /1—/LiL, PRIVIL, PRIVI2,
PRIV13, PRIVI4, BLXOPRIVISIZH HEMICHEA SN DD TlEdH 0 TH A,

NACM #E[R L N L DR TFE R

AAA FEN no aaanew-model TRHE SN TWAEHEAEIE, =2—FIZx L Ter—I VZRE S
T-HERR LU M SHUET, AAA RED aaanew-model TRE SN TV HHA . HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BEfT T STV 5D AAA — 2 L -
TkE F9,

NACM DEXE D EHE & RSP

NACM i%7€lX. NETCONF F 72X RESTCONF # i H L CTEE CT&x £9, =—F N NCAMFKE
T 7 BATELLICT AT, ZO0DOBHRRMERZE-EALERHY £, OF

D\

NACM L— V& LET, maecm V7Y U —D FOREL. copy running-config

startup-config EXEC =1~ o R3FITS 5 & &, F7-id cisco-iazsave-configRPC 23517 S D
L EIHRRELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save-config xmlns="http://cisco.com/yang/cisco-ia"/>

</rpc>

\}

GE)

NETCONF & v < = M & A NACM L —/UiE, & v g v O nacm 7Y U —
THEINTWDLHOTT, macm %7 U —IZZEFE A TH, NETCONF & v = iEd
TICHENL ST WD T OB % 51 £ A, <kill-session> RPC & 7= |3 clear netconf-yang session
EXEC =2~ > K& LT, R¥E7 NETCONF © v ¥ 3 »VZEINCK T D2 N TEE
4, NETCONFKill v ar (156 2—) #BBRL T EEV,

6=

REEDT —HZ~DT 78 ABEET HV—VEERT D561, A U7 —% B3 EHD YANG
EFEVa— Ve T—% )= RONRZAZN L TARESNDAREMENH D720, FEESILETT, -
ERIE. A VHF—T A A 2T 4 F 2 b—1 3 F Cisco-lOS-XE-native & ietf-interface @
WHZEZNLTARENET, RULT—Z D1 oOFRBUCTHEHA SN D TEEMERH D L—ViT,
ZOT—FZDMORBUITEH SN WEERH Y £,
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NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

RIS, IN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

R2:TL—TREDHE/NT A —2 DFHHA

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R2A:EFD21—IW IV —IVEERT H-HOD/E/ S A — 2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

®22: 70 b VBREL—IVEERT HI-HDRE/NT A — 5 DA

INTG A=A s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

R23:T—8 /— K L—LEERT B=ODHRE/T A —2 DA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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EFLA—Z0MA BT s z0moszas ||

<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v
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B =71 <20 @7 pieemn

—

€7I)L

SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
P27 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, ORI, FICHD 23720 RY . ZRUEO—EDOY 7 by =7 VY —

ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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£R24:70553EY T DIEERER: T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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ETILEREI R T LA K

c BTV LA MY (257 =)

ILERENEI T LA K1)

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
T4 B ODA =R LERMELFEST, ZOFT 22— TlI, BEFAEERST L X U 2o
THH L, TLARY) UE—|K L —Y% a—/L (RPC) OFlZRLET,

—

€7

—

ETILEESIE T L A ) ORIRSEH

e T LA N ZFEHTHBBICHERT — 2 ZHEL TEZXRT DL, YANGIZRET 54850
%‘%VC‘?—O

« XML, XML 4 AiiZEM., 35 X O XML XPath @ Z0i%,
«IETF 7 L A h VAR CEE I N TV A AEUER X OVFHI O 20k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
PV ET, ZOKREIX, IETF 7 LA M) 2P R— 5731 ATOHT FRF A X
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,
A\

(G¥)  NETCONF #fEf L2 WEATH, TV A MU DBEERET 5 X 9512
NETCONF-YANG % #%E T 5 4% H Y £9, NETCONF-YANG
DFEDZEMNZ OV TIE, NETCONF 712 b=/ £ a—/L
AL TLLEEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process
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https://en.wikipedia.org/wiki/XPath
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1610/b_1610_programmability_cg/configuring_yang_datamodel.html

EFLEHETOSS5TEY T4 |
B =7 smm70 L yonmees

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running
N
GE)  7rEApubd l TETAWET LA N oA THY, Zh
WELTLTWRWGEITITET AVRER T LA b U TR L £
/\/O
MORIZ, FT A AEEA L H—T 2 A (DMI) 7o AOHEMERLET,
®25: 74— FOHRHA
TINAREBA VB —T A RTOERE | TELHEE
confd a7 4 FXalb—vay FT—F
nesd Iy NU—JHEE L ITuF A PTF—F
syncfd A7 —F > (GATRELIST5ET v
DRI 2 HERF)
ncsshd NETCONF &% =7 v =/ (SSH) 7 —F
dmiauthd DMI §8GET —F
nginx NGINX Web #—~3, RESTCONF ?> Web
P L LTHEEL T
ndbmand NETCONF 7 —# RX—2Z v X —T ¥
pubd T AVBRERT LA NI SD T
Vr—rar=3x—VYBILONT Y vy
gnmib GNMI 7= | z/bh—r8,
NETCONF & DRiZ 54

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,
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* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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EFLEHETOSS5TEY T4 |
B =7 mam704 ryoswsE

"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
.
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

s T —HT I RRAHFAOF =y VIV R—FEINTWERA, BT AT T AT » THER
INTZTRTCTOT—EZREEEINET,

o ‘H_j‘\\/ U — 7/{}V&ai-ﬁ—;j§°»_ ]\ éj’b"cl]\i“@?%\/o ‘H_j‘\‘/ U _ 7/{/1/& Z)‘gj:gﬁéﬂf:j}/%é\\
YPTRA7 Y Fa 3 LTy —27 SNET,

W TR T g NG RA—EOPRTCEROZEEZERT LI LI R— &N TnE
T, OIDZEFEDRILTTIHIFEITEINE T, MOEBREADOZEHIIBHEINET,

gRPC E A D HIREIR
« 73 A & A5 4 M D Transport Layer Security ~~— A (TLS ~X—2) OFRFEL I A — &
hWTWERA,

yang-push & & D #lR
« BT A7 Y 7 a D Quality of Service (QoS) 1FHA— FINTWERA,
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=FLBBETLA FYizonT

ETILEERTLARIIZDONT

WROET v arTiE, ETAERT LA M) OSESERAEICOWVTHIILET,

ETIEBHET LA M) OBE

TLANIIE, BEIOBErEATT, 2k, WEBINZEOMOT =213 Y E—h
RA Y NETIT 7 B ARRRRAA  FTESN, E=HOZFEEICERFEINET, £
FOLEREIEIT L 2 [ U E, YANG ETF UL SNTET — X2 52T —H aL Z ZICA RN —3 7
TAHZODA D= AL TR L F9,

7 7Y r—3 3 > Cld, NETCONF, RESTCONF, F7/2|XgRPC* v NU—7EHA X —T =
£ A (gNMI) D& 7T haLuf LIEHER— 20 YANG 7 —% EF/VAHEH LT, SEL
TOREOT =2 HBE YT AT FTATTEET, 7 A7 U7 a XCLIZEH L CTERL
THZEHTEET REFHYT A7V Ty a OBRE) .

W7 — 2%, P77 R 7 VT a VEELT 2 XA FICHESE ERINTARX—TE
TLIERRHC AT Y v o ShET,

TLAN) O—)L

TULAM)ZHERT L AT LATIE, SESEFRue—ANEELES, ZORF2 AT
i, ROT LAY m— L2 LET,

e NRXTVwy : TLAN) FT—HEEETDIHRY MU —T FEFH,
ZEE TUVANIT—EEZELET, aL s X ELREERET,

carha—F BT RI VT a VEERTAINT LA RN T—HEZEFELROE Y R
U — 7 8HE AR LY T A7) Ty a VICEEMNIT b NTET LA B )T BNZEEIC
EEENET, B -V FERIIEHES T 4T 0 L LFENET,

T RIGANR TR ) g EERT DRy NU— 7 B, HIFTE, 21
THHHIMLBEITIHLD FHEAN, TORF2 AV PTIEELLBELTY,

&

pall

HITRV) T3 DBE

YT A7 YT aid, TUA N a— L ROBEMT EERTHIIHAETHY , v—/L# Tk
Banss—2=EHLET,

BARENZIX, TR VT aiE, TLA NI T—HO—EE L TERINDS —#HDOT—H
EERTDHEOIEAINET, 2 20E. T2 B0V o0B) T — X OEXGREDHIE,
F BB TR WG AITHE (EOREE) BT — X E2ZETHINEERLET,

PR—=FEINTWDLYT TR VT a v ORKEIET Ty N7+ — AT Xo TR D 35,
BAEIX100HOY T A7 VT a B R— S CnET, B 72707 a i, BRER
FHPEIIONT NI T DI ENTE, T U AR— 7 v haroLEoMAEDEEHH
TEET, AT _NTOREHFEAT T AZ ) T avuaT 0T 4 70T 5O FRICE K
DY T A7 VT aNEELTWDEGEE, VT A7 VT a  OBNRETEDLE, 777+«
TP TR VT a wHIRLIEEEIC, T 7T 4 7 THLINANREFHY T A7 Y
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B 7o o bE08 10Ty L OEFLBBETLA LY

ETFLBHEIOSS5IEY T4 |

Tarolonifrantd, EHIC NI T—ENAY TRV T ary (T4 D
B/AMEIZ 1002 FR) &, BERCN) T—ENBYVT A7) Py arnhR—FEnRTn

£,

YT RN F 2 a OFEFETIL, NETCONF RZDMdD ) — ANy R FuarlI<wT A4
% —7 x4 A (RESTCONF, gNMI 72 ) YR —hShTWET,

CiscoOIOSXE VAT LDT L A NY TlE, FAFTIv I TR Y T g LREFEHT T A
VT a 2B EOYT A7) v arnMERINRET,

ST AT VT aid, TV v XIIERTHITAT N (BT AT TAN) 1TLo
TEREIND =D, A YLA v ERBRENET, REFAVT A7 VT arTiE, /7
Vo oY IZEE~OER ARG L, ZOMELXAYLT U RERENET,

BANXNAVEEIVEAVILT IO CDETILEHETFLA LY
ETVEREFRIT L A R, A YNV A L EXATYLT U RO 2FEENHY FT,

F—4 J—ADEH

R FANXVINAVELUVEA VLTI LOETIIBHETLA LY

FALXILA Y (BIHY)

FAVYILTI L (BHUELIIREEFH)

TLULARNIDOEHIF, A =v2—XF3Y
TATTANIERERINET,

TLAN)OFEHIL, BESNZEEE
Za L7 XICEREENET,

YT RN T a rOfFRYRIE. EovT
AV T va R LS (B va )
RO v, ZofFmifdhr L A Y
DOEFPEFEINET, FITa 7 4 ¥l —
VarTCIIERIBESNEYA,

PTAZ YT ai3E fTar 7 4 X2 b—
TarO—fE UTERESNET, T,
a7 4Falb—aNHBENSETT
INAAREE LT 7,

TAXNA L TR YT a3V e—FK
BICHEBTH2MERH Y £7, i, i
SNENEEREERII v a R AT— T
VAL T A= R—FHIkIl ENDB DT,

EAXYNVT O NS TRI )T a437 34
ARFEO—HE UTER S, AT —R7L
AA y FA—N—1RIZ BB
wLET,

V727U T gDk, YT A2 U T
DRENIIREN LT & E AR S E
Er

727 1)F g IDIZEETHY ., 3
— L LTTF A, R ETRESHET,

Y T2 VT g NOT LA RN FT—2D—A %, ARV =L T 4V XL THEE
SNFET, TITOARY—A LT, BEETLZ—HDOA X FEELET, RFC 5277 TiIA
R P AR —=L%, W OPOEEEREIC—FT D5 —HOA X FEME LTERELTWE
—g‘o

BEIE, ARV =20 DA X MIT NN EINET, BEDA NI —AF AT
TEWRBRDZT A NE A TRERHINET,

Cisco 10S XE X, yang-push & yang-notif-native ® 2 DDA h U —AZH R —F L TWET,
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zgnEm [

BH D@

YTAI YT arDEE LT, F—ABRUEICREIA IV I EEETEET, L,
ZHIEA N =B STRAED ET, & N —ANTEEMTbNI-E &, F7230 <0 b
BB LB DBRTF— 2 WA TEL L 51T 22 M — b biud, BERAEMC, 7
LERFHOERRCT — 4 2BATEX5L9ICT 52 MY —Abb 0 ET,

O AT BEOHRIT, "BOT LA N) T—HE2Ekr—HOBEIH@EME R £
T T—HDOEEFHET, TV vy EZEFMOERICER SN e hanic ko TR
0 E9,

H$ITRY )T a VEslF

PTRAI7Y T a iRy hOEOEEMECHBISNET, REFHAYTAZ Y Frar
DIDIFay b= Lo THRESIN, BT T A7 VT2 a OREFAATY v iryildo
THRESNET,

arv =73, N7V vy THERSNTBWNY T AT Y T a o EOBAERT DT
W2, REFAYT T A7V 7y a AERT HME% 0~ 2147483647 OFEFHICHIRS 5 LN &
DE4, BT RZ ) a0 ID EZMIES e — 0T, OFED, ML CER S
Y727 ) Foa 0T 22 ) g o IDITEELEE A

H$IRYyYToa v ERE

EHEEODEBOEREZHEH L T, REFAT T A2 Y T a OEK., B, BXOZEE
TH 2 ENRTEET, 2L, CLIE Xy hU—7 7Pa ha Lol FOEBEENEG TN E
ﬁ—o

TRCOVT A7 VT vary REFHFLEH) X, show =~ F, By hv—2r 7
o ko VERBERFEH L CERRTEET,

WKDORT, P R—FENTWARA NI —Abxzra—F o7 BIOHER— K TWAHE
BADHIZOWVWTHALET, ANELTORRN) —AFHAELTOTE Fanbilsr L

TWAHZEEBRLTWETN, T XTOMAEGLERYTR—FENTWEbITTIEH Y &
/UO

£ 27: 9 KR—+tShd70 FaLOBEAEDE

FS2UR NETCONF gRPC gNMI
R—k70O
Fan
HAXNA | FATXNLVT | FATXNA | XATYLT | FATNA | FATNALT
- A v v b v A
Stream
yang-push | 5t/ EISSINN EISS NN K KFhix FEXFIE
yang-notif-native | s i3 It FEXFIE K xS FEXFIE
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FS R NETCONF gRPC gNMI

R—r70O

Fa

Encodings | XML FExb i JExt I X —1H JSON_IETF |72 L
Google
Protocol
Buffers

(kvGPB)

T LA RNY®DRPCHAR— |

ST SPL7Z NETCONF w3 3 > C, YANGXML VE—h 7o — % a2—/L (RPC) D%

ZEMTLET,

7 L A K U IZI <establish-subscription> RPC & <delete-subscription> RPC 23 % 7" — K STV E

B

<establish-subscription> RPC 2365 &5 &, N7 VU w2 )b D RPC INEIZ T <rpe-reply>
Avt—vb | fHERA N 7 %G T <subscription-result> EHE N E ENLET,

WDOEIT, <rpe-reply> A v E—VTOREEL, IEOHBZRLTWET,

ERXF5I RPC RE
ok <establish-subscription> [5%2)]

<delete-subscription>

error-no-such-subscription

<delete-subscription>

BESNE-T 7 L— MIE
ELER A,

error-no-such-option

<establish-subscription>

gskEn- 72 g
VIV A= FENRTWER
/Uo

error-insufficient-resources

<establish-subscription>

Y720 T g AR OH
HICEDIERRCTE EHA,
W TR VT a g
TX5,
R EINTT—ZOEN
REx$TX5,
s EHIR /T A7 U
varOffENETE
5,

error-other

<establish-subscription>

Z OO SO T —T
R

[l Ciscol0S XE Amsterdam17.3x 704 S<YEYF 4 A T4 FaL—Ya v HA K



| EFLBBHRITOTIS<EY T4
s—ez ghmi ]

P—t & gNMI

gNMI AR X, A L-ULRPC & T gNMI & WO ZRITOE —D kv 7 L ~UbH—E 2 % i)
LET, RIZ, T A7 T4 TH—EARPC ZELH—ERAEHRLRLET,

service gNMI ({

rpc Subscribe (stream SubscribeRequest)
returns (stream SubscribeResponse) ;

<subscribe RPC> [%, YT A7 U 7o a v BERTAH-ODIEHT— 0 M- TE
HAENES, ZORPCIIT—EHD A vE—IUNEGENTWET, IROEF 2 3 Tld, <subscribe
RPC> CTHR—=FINTWNDHRA v E—IIZONWTHBLET,

SubscribeRequest X vt —

ZOAyE—VF BESNIAZADOE Y MIHT 55 —7 v b OFEF 2R T 57202
7IAT VML TEBESRET, KIS, AvE—VOERZRLET,

message SubscribeRequest {
oneof request {
SubscriptionlList subscribe = 1;
PollRequest poll = 3;
AliasList aliases = 4;

}
Repeated gNMI_ext.Extensions = 5;

}

N

(F)  request.subscribe DAY AR — h ZiE T,

SubscribeResponse * v t—

DA =k, MESL ST <subscribe RPC> 2 L TCH —7 v b7 T4 T v MIEE
ENFET, RIZ, AvE—VOERPRLET,

message SubscribeResponse {
oneof response {
Notification update = 1;
Bool sync response = 3;
Error error = 4 [deprecated=true];
}
}

N\

GE)  WBMOEFHOLNRYR— FIHET,
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SubscriptionList X v+ —

ZORX =V, HBOYVT A7 VT a VEWERMLBERSADE y MRS IEOIEHS
AUE 7, SubscriptionList A v E—Y DA T, 7747 2 MIETLVHADRED T LT v
I AT D1 DL LDV T A7 Y g o &HEHNITE £, KRIT, SubscriptionList A v & —
VOERERLET,

message SubscriptionList {
Path prefix = 1;
repeated Subscription subscription = 2;
bool use aliases = 3;
QOSMarkng qgos = 4;
enum Mode {
STREAM = 0;

ONCE = 1;

POLL = 2;
}
Mode mode = 5;
bool allow aggregation = 6;
repeated ModelData use _models = 7;
Encoding encoding = 8; // only JSON_ IETF supported in R16.12
Bool updates _only = 9;

)

(GE)  Path prefix (BI7RIUZ2ZEFE A D) | Subscription subscription, Mode mode STREAM, 5 X
Encoding encoding IETF_JSON 237K — F I TWET,

TLIA VI RA Y=

BT A2 U7 g0 2 MIIE, xPath D (FERENTETRTOST A7 U F g R/
T) HEHEEG THERSNTZANBELOT VT 4 v I AREENTHDEEHEAE L, EFTHRn
BAENHY F£7,

message Path ({
repeated string element = 1; [ deprecated ]

string origin = 2;
repeated PathElem elem = 3;
optional string target =

|
>

)

GE)  origin (FR—FSNAHMHEIE T & lopenconfig) ) | elem (VAR—hEINDLZEHRLITTLT 4>

7 A L) . BL O target NV AR — FEnET,
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s—ez g [

IR Toavityte—2

TDORAyE—VF, VAT MIEoTH T AT SATENESTFT—XZDE -y N —HRHICH
L CWET, BHIMEEZRIETA27-OIfFHINLI A EBENEENE T, Wi, 7R
2T arAye—VOERETRLET,

message Subscription {
Path path = 1;
SubscriptionMode mode = 2;
uint64 sample interval = 3;
bool suppress redundant = 4;

uint64 heartbeat interval = 5;
}

)

(G¥)  Path path, SubscriptionMode mode, Uint64 sample_interval, I3 OF Uint64 heartbeat_interval (ff
DOWCRESNNTWDIGEEDHR) B R—FShET,

INAAyE—

BT 27 ) 7y a 02t RNABRADNENRTWEYS, it YT Rx7 )V Fvar )R
MZEEM T BN VT 4 v 7 ZTBIMEND & BREM A 2R L ET, &kIZ, SA
AvE—VOERERNLET,

message Path {
repeated string element = 1; [ deprecated ]
string origin = 2;
repeated PathElem elem = 3;
optional string target = 4;

)

GE)  origin (AR—FEN5MEIE ) & lopenconfig] ) | elem (AR—hSNDHERLIZT VT 4 v
7 A L) . BL O target NV AR— FEnET,

SubscriptionMode #* v —

ZOA =3, BHOEHE N T—F5GEE5 =7y M@ LET, KRIZ
SubscriptionMode A vt —Y DiEFKE R L E T,

N

enum SubscriptionMode {
TARGET DEFINED 0;
ON CHANGE 1;

SAMPLE = 2;
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\)

G¥) SAMPLE OANRYR— b ENET,

BRAYvE—D

DA yE—=UF, BRIV T var A=y v inbal s X IT LA NI TFT—ZEEEL
4, W, BAAYE—VDEHEERLET,

message Notification {
int64 timestamp = 1;
Path prefix = 2;
string alias = 3;
repeated Update update = 4;
repeated Path delete = 5;
bool atomic = 6;

}

)

GE) HALREZUT, V7497 A BIOEIBIR—FINFET,

BAFIvHOHSTRH) T3 0EHE
ZIZTIE, MY T A7 )Ty a CEERB X OHIERT D HFIEICOWTHEA L ET,

NETCONF % A X )V A » DEWIH T A7 U7 g o DIERR

B 7 27 ) g d, ATV v U [EE L. ZOBSRNEIO A 1 =X 5 (EEIIRPC)
EHEALTCYH TR YTy a MEROTODOERHE LEITHO VT A7 T4 N2 E > TEREN
£, YT RAZ Y TP a VOEFRBIX. VT AT T ARNERT Y w3y OB O 1FRE A
WCHIR S 3L, TV A MY T—=REZOH TR TANZOREFEEINET, INHOHT R
U7 va i, N7V vy T AT FAROWT I FEE) S SR L E
Hh, BT A7) 72 g o OIERIZIEA > 73 KD <establish-subscription> RPC % fii i ¢
X 7, <establish-subscription> RPC (%, IETF 7 L' A R U DY T AT F A Ny NU—7
T RA ANZIEEEINFE T, RPC TlL, stream, xpath-filter, 3 J O period D% 7 1 —/L KH34
HTT,

NETCONF (Z L 28T 7 227 U 72 a v Ok LOEIBRIZHEM T 2 RPCIX, A X Ml
DH AR LY T A7 ) L g draft-ietf-netconf-subscribed-notifications-03 38 X O YANG 5 — #
ARNT Ty aWHOY T AT Z A7 draft-ietf-netconf-yang-push-07 TEFE SNV TWET,

EHMGEINY TR 1) Toay

WIZ, XA TYNA L OEM YT A7 )Ty a ol RLUET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription

xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
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<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

TEEBEFMY IR Y Toay
&IZ, NETCONF %z L7=ZERFE YT 27 ) v a v offilzRrLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>

Y727 U7 g oY

YT 27 U Ty a UEBIBRT HIZIE. A 2N RO <delete subscription> RPC,  clear
telemetry ietf subscription =~ > | <kill-subscription>RPC ZfEH L, FNF7 AR — kv =
EYlE L £,

gNMI TlZ, SubscribeRequest.subscribe.subscription D&Y7 27 U 7o g UHIMERIDO XA F I >
g BT A7 FarID E LTAERKSILET, <kill-subscription> RPC £721X CLID 7 U 7 %
FHLTINLDOHTAZ Y7 a D OWTINERIKTT2E, 37 R0 T4 THK
THRESNTZTRCOVT A7V 7y a Uik T ShET,

Cisco 10S XE Gibraltar 16.10.1 T3 A X #17= <delete-subscription> RPC X, #7227 7 A DI
MIITTE, OV T AT FTANRNPNFRT LT A7V T a OB zHRLES,

Cisco I0S XE Gibraltar 16.11.1 LD U U — X Tid, clear telemetry ietf subscription =~ > K%
ML THAFT I I TR7 Y T a ZHIBRTE £9, CiscolOS XE Gibraltar 16.11.1 T
A & #17= <kill-subscription> RPC (%, clear telemetry ietf subscription =~ > K& [R U HIETH A
FIv s TRV T a rEHIBRLET,

BLONETCONFt v v a visgllirshg & 727 U 7o a U bHllRSET, *y hU—
7 BRI PIWT S50, SSH 721X NETCONF £ > v a V¥ A AT U b LTEDRRIC
YT A7 YT a URHIBREND T, ZLOREMPBDPNDZENHY £7,
<kill-subscription> RPC {3 <delete-subscription>RPC & FE{EL LT\ E§, 7272 L. <kill-subscription>
RPC 1%, subscription-id 2E DDV IZ, HIFRT A0 7227 U723 O ID % F L identifier 22
FEFEHLEST, 2=y b BT R7 Vv arTHASNS TV AR—bEviard,
<delete-subscription> RPC TEH SN TWD b D & Hp D F9,

CLZERLEY TR Y TS avnik
WO NENL, FERAERTXTOY T 27 ) P g o2 RLTWET,

Device# show telemetry ietf subscription all
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Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

I, FATIv 7 727 VT a o wHIBRT 202 R~ LET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{EA L =4 T X5 1) T 3 U DHIK
WKIZ, NETCONF 2 L CHT A7 V7 v a v EHIRT 562 R LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

NETCONF <kill-Subscription> RPC Z R L =T X5 1) T 3 > DHIK
RIZ, <kill-subscription> RPC ZfEf L CH 7 A7 U 7> a3 »ZHIBRT 2612 R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483653</subscription-id>
<base>
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</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
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<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

REFAYV TR )T avnER

ZTE, REFHAY T A7V Ty a 2B, 2R, BIXOHIBRT 2 EIC OV TR L E

o

< (4

REFLTT A7) T a v OVER
REFLYT ATV TFaidi, aryba—JiI2k537 ) v v TOEHEBIEIC L - TER
S, 7227V Foa il loTERSNET LA N F—ZDOZEEOWEENHRICE
FNTVWET, ZNHOFTZRZ U S a0, X7 v yOBFEEH%GEELET,
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REBERHFY T ATV Ty a NIBROZEEEZHH L TRETE T2, RVOAN2ZEH
DOHBMEFESNET, ZEENT TITERE SN TV LA, RI3EETOSA L. thozE
FADOPEFITRITENE A, TOZEENIREND &, JOZEENERESNET,

REBFBHZATYNT TNV TRZ YT g 0d, ROFETT A, ATERESINET,
CRECLIZHHL, 2 Y —A/NTY 2N LTT A, AREICEFE M2 £9,

« NETCONF/RESTCONF #fEH L., HEIOWVT 27 ) 7y ar aHELET,

ZITHE REEHVT AV TV a VEAERT 57290 RPC Ol Z R LET,

EHIMG G TR ) Ty

wOBENL, CLIZER LT, REFHAT T A7V FLa DT AR—K7a halds LT
gRPC Z X ET D HEE R L TWET,

telemetry ietf subscription 101
encoding encode-kvgpb
filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
stream yang-push
update-policy periodic 6000
source-vrf Mgmt-intf
receiver ip address 10.28.35.45 57555 protocol grpc-tcp

R RPC OfFfiX, NETCONF Z{H L CEMM 27 27 ) Fira U 2{ER L, 60T L1
TUA N OEFEZZEEICEET L HEEZRLET,
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-i1d>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

WIZ. RESTCONF 2 H L CEHB /YT 227 V7> a v 2 {EkT % RPC Ol %= LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:

application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
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Content-Type:

application/yang-data+json

BODY:

{

"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

FEEBY IR Ty

D RPC DL, NETCONEZ{EH L CEFRY 727 ) 7y g VEER L, #—F v hF—
AR Z BN E U B OLEF 2 EET 2 HEEZRLUET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&P RPC D%, RESTCONF i L CEEKRY 7 227 U Fo g VA ERT B FiEd R~ LE
j—o

URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:

application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json

Content-Type:

application/yang-data+json
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BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {

"address": "10.22.23.48"
"port": "57555"

gNMI B A Y ILA o HTRHY T3y
WIZ, gNMI XA Y vA Yy BT A7 YT aroflzrlLET,
subscribe: <

prefix: <>
subscription: <

path: <

origin: "openconfig"

elem: <name: "routing-policy">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

subscribe: <
prefix: <>
subscription: <
path: <
origin: "legacy"
elem: <name: "oc-platform:components">
elem: <
name: "component"
key: <
key: "name"
value: "PowerSupply8/A"

>
>
elem: <name: "power-supply">
elem: <name: "state">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|
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REFHYT A7V T a r OER
REFHY T A7) Foa 2B ETHITE, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 EOFHL 7 10 | = Lk E A

«CLI (V7227 U7 a3 OfERL &R UFIE)

YT 27T aDZEHITT RLALR=FESICLo TGkl EanE+, ZEELEZLES
HZLIITEERA, XEFEORHE (Frban, TurrANRE) EEETHITE, LI
ZRHEEHIBRL COLH LWZEREEZERT 2L ERH Y 7,

BRY T A2 VT a r ORNRZEERENMREBIZSH 0 | EEHTZEE ~DHEHD
Ty Ty TRHE LORIT 2R 2 5013, RO 2RO EE 2 H S A D MENR
HYET,

REFEBY T A7) T a Ol

CLI 721 3EH M EAH R LT, REFHAYT T A2 Y 7Y a U ZHIBRTE £4, notelemetry
ietf subscription =T~ NiL, &EFAT T A7V 7T a VEHIBRLET, RESNY TR
V7varvid, BEA VA —T = A ADLORHIBRTE £77,

CLUZFERALEY TR Y T a vnHIk

Device# configure terminal
Device (config)# no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{ERL =Y ITRH YT 3 o nHEIR
&D RPC DL, BEFLYT T 27 I a o ZHIGRT S HEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

IR )T avnE=Z4) Y
CLIBLOEH Y w b a2 LT, T XTOXATOVT A7 Y Ty a r 2EHTE
9,
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cLi

TLANIDOH TR YT a AT AEREYERT DITIE, showtdemetryietf subscription
av REHEHLET, a~vr Rool iz, RICRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARNIOY TR Y7y g BT A5 %K RT 2 NETCONF A »t—Of %
~LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>
<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>
</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
<state>rcvr-state-connecting</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
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</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>51259</port>
<protocol>netconf</protocol>
<state>rcvr-state-connected</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

AR —=AE, YT AT TA TaFER—HDOA R "2 ERLET, IZIFTXITOAL X R
IO—HEOAR NELTHMTT, 7L, £A R —LDERIZIEV, TXTDOA X |
DI OO TEHEL TWEST, ZZ2TIE, YR—FENTWVWERA N —AIZDONTH
H)q L/\gz—éﬂo

PR—=FEINTWVEA N =20ty hEFRRTHIIT, BEH 0 ba VEEAERHL T,
mdt-streams = > 7 712 % Cisco-I0S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-IOS-XE-mdt-oper.yang 7> 5D H D) M streams 7 — 7 /v a g L 97,

®IZ, NETCONF LT, ¥ R—FSINTWVWDIA M) —L2BETL0E2RLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>

<stream>yang-push</stream>
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vANG-push 2 ) —4 [

</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OflIL, native, yang-notif-native, yang-push ® 3 DD & b —ARYR—FINTWNB I &
ZRLTOWET, A MY —2Lnative I ILAHE LTIIERATE T, WBHTxET,

)

GE) HBEOLZA PR—FENTWVWAARN—ADU A MNIET CLIEH Y THA,

YANG-push X ~1)—L

yang-push 2 kU — A%, HAR— KA TWD YANG E7 /ML ViR s, flr —#
NR=ANELEHT —FX=2ANOT =TT, ZOAL) =L, AR —2OFTxHGRET
DT —HERETHT-0HOD XPath 7 4 W H &V AR— K LTEY, XPath I ROT — 4 % E
#7975 YANG ET/VICHESE ET,

DAY —LAOFEFIHEEANT., HBOVT A7 Y T g L AIONWT, T—F OE TR 21X
FEMRCEEINIEERH Y TTH, MHFICHIELTEEINDZ ITb A, BES
ELRWT—ZDOYVT A7 )Xy a 3@ dn, @Egoyr727 )7 arbkt LTEITEIN
9,

FR—=FENTWBERE—DH—FF >y v T — =L [FET7H] T,

EHEEREREDIRTE

BIEDLZ A, BEEY TRV T a2l L, YT A7 T4 THRERT —ZDE A 7T
DWT YANG E7 VO TRET A2 FEIEILY A, BRIV TR VT a v 2HAL
T, TR FGATRTERNWT —HZ WY TR I5A4 T L LoD, K (@) 2745
N, WRhip T A ) T ra s GREEH) L7 9, On-Change /X7 U 7r—3 3 » OFEM
IZ2W T,  TOn-Change Publication for yang-push) ®IEZ ZHR L T 72 &0,

IETF K5 7 bADEH

yang-push 2 b U —AZ{EH+257 LA MUIL, 7 A U ®DIETFNETCONF UV —%F > 7 7
N—TOYPM KT 7 MZESHNTVWET, TRHERISRLET,

e AR NBHDON AR L YT AT ) T g, N—T5 03

YANG T —HX A N7 oL aBWHFHOYS T AT 547, _"—T 9207

Y

CE) X TART 7 MIERHEH SN TV AROKEIZR— RS THEHEA,

TV — T 4K

AN ARG T
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ETFLBHEIOSS5IEY T4 |
B vaNG-push o> XPath 7 ¢ L%

e PAR— FtGE L THRMICEH SN TWARWNWT RTOY TR 7 Y Figr T A—4

YANG-push ® XPath 7 ¢ v %

HT AT T A THO yang-push A b U —ANOT —4 & v ML, XPath 7 4 /L& ZfE/H L T
ETHMENRH Y EF, XPath KUTITROTA FTA NEHIVET,

cXPathATlE., VA MEFIFarTFIC1 2Oy N RBETAHEOOX—% -85
TENTEET, YAR=FEINTWEF—FREDOHE TR D EEBY T,

[{key name}={key value}]

XPath O H| 2 RITR L FET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="1ipv4-default"]/routes/route

# VALID!

BEX—ZEAT2ICE, BHOXF—HELHENLET, S0 L EITERTH 54
ENRHY ET, #HLT AN R — FIZX ST R—FShThER A,

XPath T, F—DRIC [ ZHEH L CTHEEOF —Z-IRL, ». TXFHED T 2/MLLE
7, XPath OB ZKITRLET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\

1\"]

[name=\"Inlet\ Temp\ Sens\"]/current-reading

XPath ' TlX, H—DH 727 U 7o a Vv THEBOA T V=7 MR- T&E5L91T,
MAWE T () 2EHTEET, 2=4HAE FIZNETCONF k7 > AR — F TO AL
REL. gRPC CIIMEREL ¥ A,

YANG-push DEM/T Y fr—a v
EMR 72T 27 )T arTiE, YT R T4 TRHBIERICEDROOT v > = FFILANRE
WCEEESNFET, FELT A ARED—RETHH-T20 Fy b= NEMEL TV T 5
EPIET S Z BV FT, WICHEHIL. BREINTEY X A ~—Of THRHIEE SN ET,
FeziE. WIME 100 LB/ETHE, YT A2 U T a3 OVERBERICEYOFFNEE X
., FoO®HITI10o0BEIEEINET,
WX, B8Ry v aFmHEot T8 (1/1008) BALOFRRE T3, #1000 THi
X, TR TA THGEROFFII0M T L1220 £9, RETE D5/OWRRERIX 100
(DEV1®) T, T 74V MEZH Y FHA, ZOHEIZ, BINT TR 7Y T g OGS
I3 <establish-subscription> RPC THUREIIZERET D2 MENRH Y | REFAHAY T A7V Fa v
DOGAIVIEEE CH RIS ET D HERH D £,
EHR R FTHICIE, VR—FENTVETRTO T AR— k7 ba Vg 23297 2
I TRHBOT —ZEEFE-IIT—T VDTV abt™—RNEENTWET,

EWR Y 722 ) o a v EEN L CEDT =2 %Y T A7 T4 7T % &, BRI NTZHIH
TEOEHEMPEEENET, T—FBFET DL OITMRD & ROBIFOEAE T O HEH
WHE LTEESNET,
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YANG-push DZER/ T s—2 3> [

YANG-push DZEFIF 7)) fr—3 9

BEMYT A7) 7Y g EERTAHAE. Zo 7= THIRN RN & 2R T =008
7:V7%%%OL&E¢6%Eﬁ%Di¢O%@@@ﬁi%f Féﬂf“iﬁho

BEEEEYT A7) T a TR, RO T vy a8, YR IA4T73nNlr—4Dty
F{ATY (IETF OXLETER STV DLHHIER) . iUt cxEA, UBEOER
. TABNERIN, BEEHEOT —H OB THERINTWDIERICEEFEESNES, 72720
B Bip SNDEMNDOT — 3 RERRIIITTT, Lo T, AR TR U 7 g /7MT
WO U =712 T 20D THLGE. TOITONWTILNOHANERIND &, BH BN E
FEaNEd, FHEMOERLNBILIRN TV AR—F 70 halkoTERAED 4,

F7o, BERKGYT AT ) g iBEER TS D FHA, OFEV, Tt EE arT
TV TR T4 T LThH, FarTTHNOERIIV T AT ) 7 g B INET A,

ﬁﬁﬁﬁbﬁw?~&®%7xﬂufya/ ﬁﬁéh WBHEOYTAZ Y Frg LTHE
TENET, PIIRMEIRMIZETHY, T— 2 BFAAFMEICRD2ETCENU EES SNE
A,

XPathXIH— DA TV =7 "ERETAHAVLERDHY T, 204 T V=7 MNalE, a7,
V=7, V=7V R, FHFVAMEFEHTEET,

yang-notif-native X k1) — /L

yang-notif-native 2 h U — A1, /N7 U » ¥ NOMEE D YANG A TH Y | BEDOITLDA ~
¥ FY—ATCiscolOSXEDRA T 4 T DT 7 Juay—nNERHSNTWET, ZOA KT —2A
I, JMRERDEHMENRTET D XPath 7 A LV F HHHR—FLTWET, ZOA N —ALDOEH
HEX, WEORBRIZIe DA X MPRELTEGAICOREEINET,

ZDA RN —LNIEFERY T2 Y P a L DOBhEYR—FLTWAEED, X 7= 7RG
LLTEOEZRETILERHY 7,

yang-notif-native > XPath 7 ¢ )V Z

YT AT T A T HO yang-notif-native A kU —ANDT —H & v M, XPath 7 4 VX ZEH L
THELET, ROTA F7A 28 XPath RUTHEH S E T,

« XPath (X YANG BN EEEZIRTTHLENH Y £9, BHEO 7 4 VXTIV HR—F &
NTWERAL

c = UPHT () YR R ESRTVEEA,

Cisco Catalyst 9800 7 A ¥ L A= hu—F @ XPath i & %f&3 % L— h

Cisco-I0S-XE-wireless-mesh-rpc @ XPath /exec-linktest-ap/data-rate-idx Cal A 4L TV D H
EXHETHL— R ERITRLET,

ewlc-mesh-linktest-rate-idx-1 1 Mbps
ewlc-mesh-linktest-rate-idx-2 2 Mbps
ewlc-mesh-linktest-rate-idx-3 5 Mbps
ewlc-mesh-linktest-rate-idx-4 6 Mbps
ewlc-mesh-linktest-rate-idx-5 9 Mbps
ewlc-mesh-linktest-rate-idx-6 11 Mbps
ewlc-mesh-linktest-rate-idx-7 12 Mbps
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ewlc-mesh-linktest-rate-idx-8 18 Mbps
ewlc-mesh-linktest-rate-idx-9 24 Mbps
ewlc-mesh-linktest-rate-idx-10 36 Mbps
ewlc-mesh-linktest-rate-idx-11 48 Mbps
ewlc-mesh-linktest-rate-idx-12 54 Mbps
ewlc-mesh-linktest-rate-idx-13 108 Mbps
ewlc-mesh-linktest-rate-idx-14 mO
ewlc-mesh-linktest-rate-idx-15 ml
ewlc-mesh-linktest-rate-idx-16 m2
ewlc-mesh-linktest-rate-idx-17 m3
ewlc-mesh-linktest-rate-idx-18 m4
ewlc-mesh-linktest-rate-idx-19 mb5
ewlc-mesh-linktest-rate-idx-20 m6
ewlc-mesh-linktest-rate-idx-21 m7
ewlc-mesh-linktest-rate-idx-22 m8
ewlc-mesh-linktest-rate-idx-23 m9
ewlc-mesh-linktest-rate-idx-24 mlo0
ewlc-mesh-linktest-rate-idx-25 mll
ewlc-mesh-linktest-rate-idx-26 ml2
ewlc-mesh-linktest-rate-idx-27 ml3
ewlc-mesh-linktest-rate-idx-28 ml4
ewlc-mesh-linktest-rate-idx-295 ml5

TLDP ZEFF D @A

Targeted Label Discovery Protocol (T-LDP) %, HEHEHRE S TWRNT LA A v F RL—F
(LSR) @ LDP & v 3 > C9, TLDP & HEFD@Ei%GEIX. TLDP > 3 /znt%hi 7z
ITEIE L&, BEXOTLDP BREEIET 4 E—T Mozt iz —WFz@m L £
T, WA ERE S E 521X, TLDP AT 20BN H Y 4,

AR NR—ZOBENT, IRO2ODF VA TEKEINET,

REINT-A R ME, TLDPFRE S, T35 ANGHIBRS Lz & S ITAEREINET,
BANT. TLDP By > a v T v FERIFEA T LI X hERESNET,

@AY, TLDP By v a v BT v X EidFA v Lz b Ak EnE 1,

rSURAKR—F A MONL

T DOFEFEIL N7V vy EZEEFROBERIEHIND T ha Ll LoTRED
T4, 2O FaFE T UAR— N Fa b bt REFELT T A7) T a0
FEHZ O hapbIMs L TWET, P UAR— MR havE, T—FOxzra—T ¢
> 7" (XML, GoogleProtocol Buffers (GPB) 72 &) & ¥z B ADERICEEL H 2 7,

\}

GE)  F/, BRULEZA M) -2 b EHEMOBRCHEL 522580300 £7,

PR—FEINTND F T AR— 7 v habik, gNMI, gRPC, NETCONF T,

NETCONF O ~OjL

NETCONF 7' 1@ b 2/UiE, @7 A7 ) 7o avd T v AR— MZOMEHTE, yang-push
A b U —24 L yang-notif-native A b U — A Tl T& £97,
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gRPC 7O k3L

grrc 7o o i

NETCONF % h 7 > AR — bk 71 h s LCTHERT2HBA1. RO 3 DO FFh@EmmE 8 E
HEnEd,
« T A7 U S g Tyangpush A b U —L8WEH S TWT, EMEREE. £7203.
VIR A SRMNE RS 7 27 ) 7o g U TEE SN HE.
e« 7 A7 V7 3 T yang-push A b U — LM S 30T T, AR5 Hrad an LASk o
R T A7 VT a DA,

« T 27 V7L 3 T yang-notif-native A kU — AR H I N TV BGE,

yang-push 2 =X

yangpush ¥ — A A K U — AR NETCONF #/ L CXML =2 2 —F 4 7D F T U AKR— K&
LCEEEINDHE, 2 20FHEAMEANERINE T, ZhboFFaEMERIL,
draft-ietf-netconf-yang-push-07 IZ SV TWE 77, FEMIICDOWTIE, IETF 7 7 FD3.7HAZ S
L TLSIZEN,

yang-notif-native 2 =X

V—A A KU — A} yang-notif-native D357, NETCONF Z#4 LC XML T a—RK3iLd
L X OFEHNEMOIAUZRFCTISOIZ L > TERSINTWET, FEMIZ OV TIE, RFC D 7.16.2
HAZBL T &N,

yang-push 2 N U —ADEA L (T80 | 7227V 7> a VIDITEF EMICIES Y /A,

gRPC7'1 b 2/UE, BESNIZYTAZ VT a DT v AR— MIOMER T, yang-push
A kU — AL yang-notif-native 2 b U — AT TE £J, gRPC N7 AR— 7w =T
IXkvGPB =2 a—F 4 VT DIHNBYR—h I TWET

gRPC 7't b 2/ WZEEAS S AFHE OB OHAIT vy 74 7) B¥FR—bShTHET,

proto 7 7 A VTERINTZT VA MY A vE—IIZ20TiE, mdt _grpe_dialout.proto 33 &L T
https://github.com/cisco-ie/cisco-proto/blob/9cc3967cb1cabbb3e9f92f2c46ed96edf8a0a78b/proto/xe/
telemetry.prototelemetry.proto & Z M L T 7230y,

FLARMNYIZEBIFTBINAA FTRLASEY T4

T U AN OB, T2 T A TIRAAL T INAAL v F AL v 7 ND A L 73—~DSSH,
FIRINATRATEVT A HIGETNA ATDT I T 4 77— k7t y¥~DSSH &4
LTCNETCONFtE > v a » CHEVLENET, GIVEIHZIE. T7VAMNIOYTRI Y Foa v
ZIRET HNETCONFE v v a v a2 @, MEAMHHT LT XToey v a VAL, Hik
STARERHYET, T, A v TFA—N—RIZT X TCOXAFIv I TRA7 Y T
VEFERT HAMLERHY T, eNMI XA YA BT X7 Y7o ab, SSHEI L
NETCONF & v 3 > &L [AEEICHERE L £,

gRPCHANYNT U NYTRI YT aid, TIVT A TRAA v FELAFAZ v 7 A 3D
FTAr T4 X al—varO—E LTT AL ATRESNET, AL v FA— =0 %4
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EFLEBBEIOIS5TEY T4 |
B » o roz7rmmmsL 4y Ree

ToE. TUA NI ZEE~ORFOERSUW S, B snET (ZEE~DOL— bR
o TWHIRY) , 7R 7V T a U E2HFEETLOILETHD FHA,

\}

GE) TAAAL AV a— R, 2 TRAZ2 )72 a v OREET N, ADALZ— T v T a7y
Fal—a A EEAIMNERHD ET, ZNICED, TS AOFEES%R LY TR Y
T a VRRENT AL A RICEOEEERD £F, LERT o ARNEE L CEITINDL L, T
WA RFTT VA N ZEE~OEGZFATL, BFOEEZHRHLET,

SO TILDETIVERFE T L A 1) RPC

WDt a T, RPRCOFIDY A NERL, YT A7 VTV a OREHFIECOWTH
| =

REFAY IR )TV a v OEE
“

B BEDOLIA REFHY T A7) Ty a  OBFICHEHTESDIXgRPC 0 ha/LOKRT

R
Flan#EZE
1. enable
2. configureterminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change| periodic} period
7 encoding encode-kvgpb
8. sour ce-vrf vrf-id
9. sour ce-addr ess source-address
10. receiver ip addressip-address receiver-port protocol protocol profile name
1. end
=3[k 2t
ARV KRFERETIVaY B#)
ATv 71 |endble FHE EXEC E— RE AT L ET,
i ¢ NMAT—REANLET (FERINTHE)
Device> enable
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geEarIzsyIvaross I

ARV FFEREETIVa Yy E]:g]

RFw 72 |configureterminal ra— ) ar7Z4Xal—3ay T— N2
15“ : L/jzﬁﬁo
Device# configure terminal

27w 73 |telemetry ietf subscription id FLA R OFT 22 YT o a v EIER L, 7L A
i - MNVY TR )T var B—RaefBLET,
Device (config) # telemetry ietf subscription 101

AT w74 |streamyang-push YT2A7 VT a DA RN —LeFHELET,
i -
Device (config-mdt-subs)# stream yang-push

27w 75 |filter xpath path YT A7 YT a D XPath 7 4 VX EHRE L E
i - kK

Device (config-mdt-subs)# filter xpath
/memory-ios-xe-oper :memory-statistics/memory-statistic

ZF w76 |update-policy {on-change| periodic} period YT A7 VT a OERRERR D O — 2R E
11 LET
Device (config-mdt-subs) # update-policy periodic
6000
A5 w71 |encoding encode-kvgpb kvGPB = a2 — REHEL £ T,
i -
Device (config-mdt-subs)# encoding encode-kvgpb
RTwv 78 |source-vrfvrf-id V—ADVRF A VAR AERELET,
i -
Device (config-mdt-subs) # source-address Mgmt-intf]
RTFw 79 |source-address source-address EETT RLAZRELET,
i :

Device (config-mdt-subs)# source-vrf 192.0.2.1

T 710 |receiver ip addressip-addressreceiver-port protocol | @HIOZEZEDOIP T L2, Fu hat, B
protocol profile name a7 ANERELET,
i

Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp

ATFv7n |end TLARNIY TR YT varpar7 4 ¥al—
Bl - var ®— RERT L, FiHE EXEC T— FIZRY
£7

Device (config-mdt-subs) # end
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gRPCOEERHY TRV 1) TS a3 VDERE

FIRDHE

F IR D

enable

configure terminal

telemetry ietf subscription id
stream yang-push

filter xpath path

encoding encode-kvgpb

©ENDOG LN

end

EFLEBBEIOIS5TEY T4 |

update-policy {on-change | periodic period}

receiver ip addressip-address receiver-port protocol protocol profile name

AV RFEERETIVa Y

S

&M

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE,
e NRATU—REANLET EFEREINZEE)

ATy T2

configureterminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEA
L\i‘jﬁo

ATvT3

telemetry ietf subscription id
fi

Device (config) # telemetry ietf subscription 8

TULARNIDOYT AT Y T g ZERL, T LA
N2 0Py g — RERBLET,

ATV

stream yang-push
1 -

Device (config-mdt-subs)# stream yang-push

B TRIZY S a3 DA RN —AEZRELET,

ATy Th

filter xpath path
i) :

Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table

Y727 S a0 XPath 7 4 NV EEIRELFE
—g—O

ATvT6

update-policy {on-change| periodic period}

1

Device (config-mdt-subs) # update-policy on-change

PTA V)T a rOERREHRY > —2REL
7,

ATy T1

encoding encode-kvgpb

1

Device (config-mdt-subs)# encoding encode-kvgpb

kvGPB = o — R&4RE L E9,
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wEa—rozE I

AU RFERETIVa Y

B8

X 78 |receiver ip addressip-address receiver-port protocol
protocol profile name

1

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

WHOSEZEOIPT LA, Fa bhailt, BIOS
o7y ANERELET,

A7 79 |end
fi

Device (config-mdt-subs) # end

TLARNIY TR YT varpar7sXal—
YarE—RET L, FHEXECE— FNIZREY %
-é‘o

WEI—FDRIE

YT 27 )T g UBIERIHEREND &, TAAL ATV T R Y T g R notif-bis:ok B
SOV T A7V FarID TRELET, RIZ, BT A7 072 a U OIE%E RPC A v

=V oflERLET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:

ok</subscription-result>
<subscription-id

xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>

</rpc-reply>

NETCONF 54 YILA VDY TRH 1) T a3 Ty 1 BHDZE

FRAZNE T v a2 &8NHH T 227V P a UHEHIZXMLRPCERTH Y | Z1L 5 HMERK
ENFUNETCONFE v v a VCEVEESNET, VT A7 T4 THREROEFR E 7213
' I —IZ datastore-contents-xml # 7N TIREINE T, WIZRTDIL, VT 2T T4 TXSIEM
M9 29 7LV RPC A v —T T,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.747Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

VTR a UIMTONDIHERESRNZETH IS, £-EF00 @88 &eiftE7 7t
AYRARRE) THOVHFEELZWEES, EHFEINIZEICARY . B 26 datastore-contents-xml
2T EROZ LR T, WITTRT O, EMEHNZETHD RPC A vE—TOHITT,
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<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74zZ</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483649