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filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";
}
}
}

&Iz, ISC DHCPv6 ¥ — DR EFIZ R L E T,

option dhcp6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";
N O NN _— N -~
¥o4ayF JOEY 3= DERA

TFIP S E—ZFERA L TOEER— MMIHIT 5 DHCP H—/\EZE Dl

RIT, T3 ADEEAR— Mg THERL S TV H5EIC TFTP =2 E'— 24 L T1T 9 DHCP
Y= BEOFZRLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
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B v oc—sEALTOBEK— Mz DHOP H—/\BREDH

Device (config-if)# end

HTTP S E—Z#FEA L TOEER— ;ZHIT 5 DHCP H—/\EXTE D1

WRIZ, T34 ZDEFR— FRRE CTER SN TWAEAIC HTTP 2 B —% 1 H L Tf7
9 DHCP H— " EDOH &2~ L7,

Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python_ 2.py
Device (config-dhcp) # end

TFIPOE—Z2EALEA /N KRAR— FTOY > TI)LDHCP H—/\#E

54

HTTPOE—%#EA LA 2 /\Y FAR— FTOY > TILDHCP H—/ 318

53

WITRTDIE, T3 ADA 8 R AR— MERTERINTWAEAED, TFTP 2 B —%{f
HA L7371 DHCP % — \#k T3,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_ pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_ dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
Device (config-if)# end

WIRT DI, T3 ADA w3y R f— MER TSN TV A5 40, HITP 2
B — % H L7z > 7 /L DHCP H— i T,

Device> enable

Device# configure terminal

Device (config)# ip dhcp excluded-address 10.1.1.1
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0
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Device (config-dhcp) # default-router 10.1.1.1
Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python 2.py
Device (config-dhcp) # end

Linux Ubuntu 7 /34 X ETOH > )L DHCP H—/\DHERK

KD DHCP Y — Bl iE, — BT AN ADOFEBR— M ETFA N R AR—FD DL
ONCHEFE SN TWDHZ & L, Python A2 U7 R TFTP Y — "\ bab—3iub Z L &R L
TWET,

root@ubuntu-server:/etc/dhcp# more dhcpd.conf
subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WROY 7V DHCP#RKIL, Python 227 U 7 RAWHTTP — b7 34 XZabv—3hb 2
LERLTWVET,

Day0 with mgmt port http
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;
host C2-3850 {

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample python 2.py";

DHCP Y — "N EITIREEIC R o2 b, BH Ry N =T A A2 EBEFLET, ik
D RERL DFE Y OEAITHBERNICIATENE T,

TFIP O E—%E AT 25 AKR— FTD DHCPV6 H—/\FZTFE DA

WIZ, T3 AQEHER— MEH THER SN TV DA TFTP 2 B —%24EH L TfT
9 DHCPv6 $— "R EDHIZ R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64

Device (config-dhcpv6) # domain-name cisco.com

Device (config-dhcpvé) # bootfile-url tftp://[2001:db8::46]/sample_day0 script.py
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Device (config-dhcpv6) # exit

Device (config) # interface vlan 20
Device (config-if)# ipvé dhcp server ztp
Device (config-if)# end

H 2 FILD Python 7OES I =V H5 X5 ) Tk

WART DX, HTTP $— " F 721 TFTP — "D W0 B T& 59 7 /L Python A
7 )T T,

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"
cli.configurep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
cli command = "sh ip int brief"
cli.executep(cli command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—EX#EB)L— 2 DEEFIO Y

RO ZyF FuePa=r 07—k n s TR, FA N Y ANEFRICAICES .,
Python 227 )V 7 "R Z Ak vz Mty ru—REh, YA V=il Fvra— Rk
Python A7 V7 R &2FEITLTT A RAET A4 ERICEHELTWVWAHZ ERNRINTNET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
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agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: %
!1<DO NOT TOUCH. This is Zero-Touch Provisioning>>

Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

**% ZTP Day0O Python Script Execution Complete ***
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Press RETURN to get started!

Jaeva=vy |

TA o o Tvam I RETTHEIOS Ta T 3T B ARERIZR D F9,

Cisco Catalyst9000 ') —X X A v FDEFH O J

Wovr7varTid, BaXyFraeya=rJoREe 7o Vv EFRRLET, 20
Eou 7 Tix, FA MYz VURIEFICEICEN, Python A7 U RNF A B L = )UIZH D
va—REN, FAM 2 AVRF T a— R L7 Python A7 U7 N2 ZITLCT N, A& T
ABBICRELTNDZ EARENTVET,

o

o

FIPS:
FIPS:

Flash Key Check :
Flash Key Check :

Checking backup nvram
No config present. Using default config

Begin
End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration
is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>

Cisco 10S XE Everest 16.6.x /" &5 Cisco 10S XE Fuji 16.8.x ~
okt varTiE py A7 VT M EFATTLHEIOEE 2 Z OV TN eRRLET,

Press RETURN to

The
The
The
The
The

process
process
process
process
process

*** Sample

for
for
for
for
for

ZTP

get

the
the
the
the
the

started!

command
command
command
command
command

Day0 Python

*** ZTP Day0O Python Script

is
is
is
is
is

not
not
not
not
not

Script

responding
responding
responding
responding
responding

* k%

or
or
or
or
or

is
is
is
is
is

Execution Complete ***

otherwise unavailable
otherwise unavailable
otherwise unavailable
otherwise unavailable
otherwise unavailable

IOk varTiE, TAEe T e Y a = THICT A RERET HHEERLET,

Initializing Hardware...

System Bootstrap,

Version 17.2.1r[FC1],

Compiled Thu 02/20/2020 23:47:51.50 by rel

RELEASE SOFTWARE (P)
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Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin
B

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
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http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state

Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP _NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent

@ 0x1D4

*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: $LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to

down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,

ipv4 table-id 0x1l, ipv6 table-id 0x1E000001
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 1 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is down
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.
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*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0O/0: stack mgr: Switch 1

has been elected ACTIVE.

*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up

*Sep 4 20:35:14.728: S$LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up

*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!

*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: $LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/2,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/3,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/4,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/1, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/2, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/3, changed state to down
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*Sep 4 20:35:37.609:

$LINEPROTO-5-UPDOWN :

Joevaz=vy |

Line protocol on Interface

TenGigabitEthernetl/1/4, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/5, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/6, changed state to down

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain tftp server address (opt 150) 159.14.27.2
*Sep 4 20:35:43.511: PNPA: Setting autoinstall complete to true for 159.14.27.2

*Sep 4 20:35:57.673: $PLATFORM PM-6-FRULINK INSERTED: 8x10G uplink module inserted in
the switch 1 slot 1

*Sep 4 20:36:19.562: [IOX DEBUG] Guestshell start API is being invoked

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up guestshell to use mgmt-intf

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up chasfs for iox related activity

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up for iox pre-clean activity if needed
*Sep 4 20:36:19.562: [IOX DEBUG] Waiting for iox pre-clean setup to take affect

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s) for iox pre-clean setup to take
affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature

*Sep 4 20:36:19.563: [IOX DEBUG] Waiting for CAF and ioxman to be up, in that order
*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd: Server iox
has been notified to start

*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs

*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs

The process for the command is not responding

*Sep 4 20:36:33.564: [IOX DEBUG]

The process for the command is not responding

*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564: [IOX DEBUG]
*Sep 4 20:36:34.564:

app-hosting guestshell enable

*Sep 4 20:36:34.564:
to be up

The process
The process
The process
The process

[I0X DEBUG]

the
the
the
the

is
is
is
is

command
command
command
command

for
for
for
for
4 20:36:38.578:

*Sep [IOX DEBUG]

The process for the command is not responding

*Sep 4 20:36:39.416: $LINK-3-UPDOWN:
to up
*Sep 4 20:36:40.416:

not
not
not
not

or 1s otherwise unavailable

another 5 secs
or 1s otherwise unavailable

Waiting for

Waited for 16 sec(s) for CAF and ioxman to come up
Validating if CAF and ioxman are running

CAF and ioxman are up and running

Building the simple mgmt-intf enable command string

[IOX DEBUG] Enable command is: request platform software iox-manager

Issuing guestshell enable command and waiting for it

unavailable
unavailable
unavailable
unavailable

otherwise
otherwise
otherwise
otherwise

is
is
is
is

responding
responding
responding
responding

or
or
or
or

another 5 secs
or 1s otherwise

Waiting for
unavailable

Interface TenGigabitEthernetl/0/48, changed state

SLINEPROTO-5-UPDOWN: Line protocol on Interface
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TenGigabitEthernetl1/0/48,
changed state to upThe process for the command is not responding or is otherwise
unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:43.586: [IOX DEBUG] Waiting for another 5 secs
Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use

*Se 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfull
P y

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
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States and local country laws governing import,

export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import,

export,

distribute or use encryption.

Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws,
A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

return this product immediately.

Technology-package

Current Type

Technology-package
Next reboot

network-advantage Permanent

cisco C9300-48UXM (X86)

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces
2 Forty Gigabit Ethernet interfaces
2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.
1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.
OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address

network-advantage
processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

ec:1d:8b:0a:68:00

Motherboard Assembly Number 73-17959-06
Motherboard Serial Number FOC21418FPQ
Model Revision Number BO
Motherboard Revision Number A0

Model Number C9300-48UXM
System Serial Number FCW2144L045
Switch Ports Model SW Version

* 1 62 C9300-48UXM 16.6.5

Configuration register

is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255

Line 3 SUCCESS: end

*** Executing show ip interface brief

Interface
Vlanl
GigabitEthernet0/0
Twl/0/1
Twl/0/2
Twl/0/3
Twl/0/4
Twl/0/5
Twl/0/6
Twl/0/7
Twl/0/8

IP-Address
unassigned
10.127.128.3
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

* Kk Kk

Method
unset
DHCP
unset
unset
unset
unset
unset
unset
unset
unset

SW Image

CAT9K TOSXE

Status
administratively down
up
down
down
down
down
down
down
down
down
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Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco
Line 2 SUCCESS: ip domain name domain

Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local
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Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***

Cisco 10S XE Fuji 16.9.x /" 5 Cisco 10S XE Gibraltar 16.11.x ~
IOk ar T, py A7 VT NEFTTHRIOEE 2 OV TV ERRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]l: The process for the
command is not

responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

ORI varTE, TABu e a = TRICT AN, AERET D HEERLET,
Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
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AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement

(EULA)

and any relevant supplemental terms

(SEULA)

found at

http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration

licensed for a particular term,

of the applicable license term

(e.g.,

90-day trial period).

Cisco reserves

the right to terminate any such Software feature electronically or by any

other means available. While Cisco may provide alerts,

it is your sole

responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the

Software feature.

Checking backup nvram
No config present.

o0 oo

FIPS:
cisco C9300-48UXM

Flash Key Check :
(X86)

Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

Key Not Found,

8388608K bytes of physical memory.
1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files

Base Ethernet MAC Address
Motherboard Assembly Number
Motherboard Serial Number
Model Revision Number
Motherboard Revision Number
Model Number

System Serial Number

$INIT: waited 0 seconds for

Using default config

at webui:.

NVRAM to

FIPS Mode Not Enabled
processor with 1419044K/6147K bytes of memory.

ec:1d:8b:0a:68:00

: 73-17959-06
: FOC21418FPQ
: BO
: AOQ
: C9300-48UxXM
: FCW21441045

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

command is not

responding or is otherwise

The
The
The
The
The
The
The
The
The
The
The
The
The
The
The

the
the
the
the
the
the
the
the
the
the
the
the
the
the
the

command
command
command
command
command
command
command
command
command
command
command
command
command
command
command

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
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unavailable

not
not
not
not
not
not
not
not
not
not
not
not
not
not
not

responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding

or
or
or
or
or
or
or
or
or
or
or
or
or
or
or

be available

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise

[yes/no]:

The process for the

unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
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The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
The process for
The process for

the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the

command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not

responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding

guestshell installed successfully
Current state is: DEPLOYED
guestshell activated successfully
Current state is: ACTIVATED
guestshell started successfully
Current state is: RUNNING
Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model

or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or

Serial No.

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
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1 64 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.9.4

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
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8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 64 C9300-48UXM 16.9.4 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned NO unset up up
GigabitEthernet0/0 10.127.128.5 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
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Twl/0/33 unassigned YES unset down
Twl/0/34 unassigned YES unset down
Twl/0/35 unassigned YES unset down
Twl/0/36 unassigned YES unset down
Tel/0/37 unassigned YES unset down
Tel/0/38 unassigned YES unset down
Tel/0/39 unassigned YES unset down
Tel/0/40 unassigned YES unset down
Tel/0/41 unassigned YES unset down
Tel/0/42 unassigned YES unset down
Tel/0/43 unassigned YES unset down
Tel/0/44 unassigned YES unset down
Tel/0/45 unassigned YES unset down
Tel/0/46 unassigned YES unset down
Tel/0/47 unassigned YES unset down
Tel/0/48 unassigned YES unset up

GigabitEthernetl/1/1 unassigned YES unset down
GigabitEthernetl/1/2 unassigned YES unset down
GigabitEthernetl/1/3 unassigned YES unset down
GigabitEthernetl/1/4 unassigned YES unset down
Tel/1/1 unassigned YES unset down
Tel/1l/2 unassigned YES unset down
Tel/1/3 unassigned YES unset down
Tel/1l/4 unassigned YES unset down
Tel/1/5 unassigned YES unset down
Tel/1l/6 unassigned YES unset down
Tel/1/7 unassigned YES unset down
Tel/1/8 unassigned YES unset down
Fol/1l/1 unassigned YES unset down
Fol/1/2 unassigned YES unset down
TwentyFiveGigEl/1/1 unassigned YES unset down
TwentyFiveGigEl/1/2 unassigned YES unset down
Loopbackl00 10.10.10.10 YES TFTP up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password
type
Line SUCCESS: ip domain name domain

2
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!
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Cisco 10S XE Gibraltar 16.12.x /5 5 Cisco 10S XE Amsterdam 17.1.x ~
Ot var TR py A2 VT N EFATT HHIOEE 2 7OV I ERRLET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

**% ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
ORI AT, TAER TR a s TRICT A, RERETHHEETRLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CATS9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE") , AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.
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Your use of the Software is subject to the Cisco End User License Agreement

(EULA) and any relevant supplemental terms (SEULA) found at

http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the

Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.

Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

installed successfully

Current state is: DEPLOYED
dayOguestshell activated successfully
Current state is: ACTIVATED
dayOguestshell started successfully
Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Cisco 10S XE Gibraltar 16.12x 7045 5<EYF4 av 74 ¥a L —
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Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 65 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.12.3a

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.12.03a

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 9 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.12.03a.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045
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1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 16.12.3a CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.10 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
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Twl/0/27

Twl/0/28

Twl/0/29

Twl/0/30

Twl/0/31

Twl/0/32

Twl/0/33

Twl/0/34

Twl/0/35

Twl/0/36

Tel/0/37

Tel/0/38

Tel/0/39

Tel/0/40

Tel/0/41

Tel/0/42

Tel/0/43

Tel/0/44

Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2
Apl/0/1

Loopbackl00

*** Configuring username,

Line 1 SUCCESS: username cisco privilege 15 password cisco

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

password,

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

SSH

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

Jaeva=vy |

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type

Line 2 SUCCESS: ip domain name domain

3 SUCCESS: line vty 0 15

4 SUCCESS: login local

Line 5 SUCCESS: transport input all
6

Line
Line

Line SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
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Press RETURN to get started!

o 4yF JAED 3= DHEEFER

WORIZ, ZOFY 2a— /LTl LI-HRICBET 2V Y —AfF#REZ R~ LET, ZORIE V7
=7 VU= ML A U TCEEREOYFR—INEAINZEEOY 7 =T U U—RT
TERLTWET, ZOMBREIL., FFZWr 0 B2 WRY . 20— HEDOY 7 b7 J U —
ATHHR—FENFET,

T7y b7 A —bDYR— I BLOV AT YT MY =T A 2=V OV R — MIBET WA B
&9 % IZ1&. Cisco Feature Navigator Z /] L £7°, Cisco Feature Navigator |27 7 & 23 % |Z
1X. www.cisco.com/go/cfn IZFEE) L £9°, Ciscocom DT AT MIMLEDH D FH A,
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Jonevaz=vy |
B coso7 Joeva=sromems

£2: €04y F TOET 3= oI OsEER

Haes J1)—= BERETE IR
Yu &#vF Fu g = |Cisco I0S XE Everest
" 16.5.1a

Cisco IOS XE Everest

16.5.1b

Cisco IOS XE Fuji 16.7.1
Cisco IOS XE Fuji 16.8.2

Cisco IOS XE Gibraltar
16.12.1
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HRES J1y—2 HRETHRER

Sy hNU—7 FuvrYa = OME
e 520, Y RAalk, Ba Xy
FrueVa=r S ETAEEANLE
L7,

Cisco I0S XE Everest 16.5.1a Tix, Z D
BEREIZIR DT T b 7 4 — LIZHELE
WTWE LT,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N 7 —AITFEX
TWE L,

e ANz NVEYR— T B0
O, % 8 GB ® RAM A L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 =5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z OH%HE
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE, Z DOH&HE
WZRDT T b7 —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—raryP—ER N—H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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3
b
R

)1)—2R

HEEER

Z OKEBEIL. Cisco I0S XE Gibraltar
16.12.1 TRD T 7 v b7 3 — LI FEEE
INFE L7,
» Cisco Catalyst 9200 ' U — X A A v
a’_

G¥) Z OEBEIL C9200L SKU
TV FR—FENTWE
A,

* Cisco Catalyst 9300L SKU

+ Cisco Catalyst 9600 > U — & A A
%

* Cisco Catalyst 9800-40 7 1 ¥ L 2 =
vha—32

* Cisco Catalyst 9800-80 7 1 ¥ L- A =
Yhr—7

Yu #vF 7t g = |Cisco I0S XE Fuji 16.8.1
¥ 7 DHTITP A 7 27— R Cisco 108 XE Fuji 16.8.1a

Yoy yFFurya =%, HTTP
BIOTFIP O 7 7 AL X 7rm—R
Y AR—HMLET,

Cisco I0S XE Everest 16.8.1 Tl&., Z®
FEREIZIR DT T v b7+ — AT HRESX
NTCWE LT,
« Cisco 4000 > ) — X Y —E 2 H A
Bl — &

» Cisco Catalyst 3650 ' U — X A A
9:

» Cisco Catalyst 3850 ' U — X A A
ﬁ;

* Cisco Catalyst 9300 > U — X A A v
a;

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Fuji 16.8.1a Ti%, Z Ok
HEIX Cisco Catalyst 9500 /A /X7 4 —~
ALY =R AL yFICFEES AT
F L7,
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HEES =2 HEETRER

¥rgyF Fuey = |CiscolOS XE Fuji 169.1 | Cisco I0S XE Fuji 16.9.1 Tit, Z OhE
> 7 D728 7 DHCPv6 D TRD TS5 N7 — DT EREES T
PR b WE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

« Cisco Catalyst 9500 > U — X XA v
?;
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
B LET,

¢ iPXE [ZDOWT (57 =)

« iPXE O EHE (67 ~—)

« iPXE OEER] (69 ~—)

s iPXEDNT TN a—T 47D~ (71 =)

« iPXE (2R3 2B MfEHR (73 X—2)

« iPXE OERETR#® (73 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,

Cisco 10S XE Gibraltar 16.12x 704 5<EYF 1 av74F¥aL—vav A4 K |}
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B rcom=

« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

G FART—=MI 774NV IEOT—F E—FTT,
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irxe oz i

6=

IOw=a T ATIE, FEIT— eV ARELEDbNLCVET, FEIZ— M, ROMmon
DY rB—REITINDEINERETHT7 T 7 TT, 7734 A% ROMmon E— KFDHH
X, FEITboot 2~ REE(TTHINELRHY 1,

FH T — b EZ YESICRELTZHEIL. ROMmon 721357 A A T 0 TP "IN T 757 47

12720 9, FEI7— & NO IZRE L725A L. autoboot BEENFEITINFET, OF
» . BOOT B TR E SN EIZHENE T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,
1:iPXEJ—btO—5DI7—%- 70—

| Sch downiads
The Wmage and HTTR 204 Ok

Wb Seaven

i

41

Hera's my LID! Give me an P,
Whal imape can | boolt How

Fower ON GD o | reach fh femole server?
[HHCE discover 4

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP raes]

RGP A

HTTP “tiel” - Denali1 321 Prow-thecfile b

| Boots.up. - Hhaa's s ITwgpo

TGP Transhes

7 —bhue—FZDHCP A vE—T 2K EL, Y—"BIETH L, 7T— e —XF
DHCP EXR#%EL 7,

DHCP JE&IZIE, IPT RL AL DT =k Ty A AR GERTVWES, 77—k 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3

(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

T=ha—=ENEXy =0 V=ZAPbA A=V F Ty ru— L TEEILET,

DHCP |GENZE SaWigs, 7 — hae—X 37—k £— FOEEICEESV T, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEEN, ALT T NPT HE, TXART—FE—KKBRT 7T 071280 ET,
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GE)  H/ED iPXE £ IEFHR— b~ (GigabitEthernet0/0) DA% # L CEIET 572, Rl
SRFV R— F & L CEE &N D DHCP ZRII VR —h S TWEHEA,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q
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IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddSLMC Routar Solicitation . )
e > Here is my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHCPwE Salicit _\\
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
> b Client Identifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List

4

HTTP GET

HTTP 200 OK
-

TCP image transter E

[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,
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B reipxexyro—5 -+

s PIR—KFTNA X IPV6T RLVAT, —F T KRAFX AL XA F (RA) AvE—U%4
T D K DIZERIE S LT= Cisco T 731 A,

\}

Gx) ZORTHE, IPV6 77— TRA A, BR—F TS A B

JOYDHCP — 1%, MUY 7%y FEICHV ET, 7277
L. #iR— bk T34 AL DHCP — BB 57 % v b
rizbsr5A6. Fy PU—I NIV Lb— 2=V hER
TARBERHY FT,

e DHCP ¥—/% : {=& ® DHCP ¥ —/%,

e Web ¥— 3 f=E D Web Yr—3,

ZOWE T, IPV6iPXE 7 — b ot A EZ#HBEL E9,

1

T NA AL, v—H HEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ry heEr—RN TRy N EOIPV6 T ATERFE L ET,

n—HhLH TRy b EOIPV6 T /NA AX, V—H T RRZ A XX F (RA) Avt—
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELE T, W—HFEHERA v -V EEE LT
A AT, AT —F VAT FLAHBRE (SLAAC) 7 L AZZER S 5720, RA X
Ty RIS T TN NAN—RE T LT 4y 7 ZADIEREBELET,

T34 A%, DHCPV6 Bt A vt —T %, §XCOHODHCP =—Y = MIDOWT, < /LF
Xr AR TNA—F T FL A 0212 ICHELET,

wIZ, iPXE 7 — h ®BE® DHCPv6 i/ N7y hD 7 4 —L ROHEZRLET,

DHCPv6
Message type: Solicit (1)
Transaction ID: 0x36f5f1
Client Identifier
Vendor Class
Identity Association for Non-Temporary Address
Option Request
User Class
Vendor-specific Information

DHCPv6 Zi5 A v —2iE. ROIERPEENTOET,

« DHCP [EA&75+ (DUID) : 7 A4 7> Fa#%L£9, iPXE Ti%. DUID-EN %
AR—=HFLTWET, EN i T4 —7F A X% 5 (Enterprise Number) OIS TY, Z
@ DUID 1, Xy & —{ZE) 4T HnzEAa OB S TnET,

« DHCP 3 X ' DHCPv6 DA 7' > =

DHCPV6 H— "IN ERE STV DS, TOH— 3, 128y MIPV6 7 KL A, 7 —h
7 7 A )@ Uniform Resource Identifier (URI) . RAA > RFr—Xh VAT A (DNS) H—
BLORAA VBB AR, 5NN T4 T > &V —DID & DHCPv6 7 RN
BARNRNTy FCIRELET, 77947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —
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ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DWFINCEE L£9, ERhEIT
TARTHESRESNET, BAUD BENEE SILTORWEAIX, 7 7 4/0 FT 9600 127¢ 0
F9, ®eT D CLI =2~ Rid,

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YTIRT T 4TI ET, FEIT— FBOICRESN TV DLEGE, 735 ZXY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE_STARTUP CFG : fli23 1 DAL, TNA ATAL = T v T a7 4
Fal—ra rPNEFRESNET, HERRESILTORWGEIE, EREr thrInE
To ZAUTFHAIY HHEHTHY | 10S DANRERTEET,

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

GE)

Catalyst 9000 U — X A A »F (X, DHCP A7 3> 60, 473 = 77, DHCPv6 4~
varvl, A7var 15, BLOA T a 16 #hAR—FLTWET, DHCP 47 3
> 61 1%, Catalyst 9300 L 19500 >V —RX AA v F TOHYR—hINTWET,

«DHCP A7+ 3 60: X &— 7T A+, ZDOF 7 a2 2i%. ROMmon BeBiZE %
MODEL_NUM DEAEE SV E T,

*DHCP 47> a6l : 27747 hhl, ZOF7 T a2 121%, ROMmon BRIFEZALK
SYSTEM_SERIAL NUM DfESFRE SN E T,

\}

GE) oA 7T a i Catalyst9400 > U — KX A A v FTIEYHR—
FENTWEE A,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZEBEMESNEHDT, iPXE &\W ) XFHNZE LVEEFATWET, 2047 v a v
IZ. DHCP — 057 — b 35720 DA A—V %8 T iPXEDHCP 7 74 7 > b &4y Hf
THRIEHSNET,
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iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



Joevazvy |
B oucreEamAT

43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

RIYUOTIVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,

. Cisco 10S XE Gibraltar 16.12x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| Foega=vy

ipxepxerE [

iPXE DEXTE A

iPXE D% E

FIEDOHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIEDEEHM
ARV RFEEETIIa Y B8
AT 71 |enable FitE EXEC E— K2 LET,
1 - e NAT— REANLET (EERINEELE) .
Device> enable
R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REBLG
1 LET.
Device# configure terminal
RTw 73| - bootipxeforever [switch number] BOOTMODE ROMmon ¥ % % & L £,
* boot ipxe timeout seconds [switch number] .
s forever % —U — R{Z. BOOTMODE ROMmon
il %% IPXE-FOREVER & L Ci%E L £,
Device (config) # boot ipxe forever switch 2
e timeout ¥ —7 — Ki{Z, BOOTMODE ROMmon
Ik 2% % IPXE-TIMEOUT & L Ca%E L %7,
Device (config) # boot ipxe timeout 30 switch 2
R T 7 4 |boot system {switch switch-number | all} {flash: [ftp: | |f§E L7-BFN b A A —U A REI L E T,

http: | usbflashO | tftp:}
| e U— M@ FTP/HTTP/TFTP #—/ ({23, IPv4

Bl FIXIPv6 7 KL AZATE £,

Device (config) # boot system switch 1

http://192.0.2.42/image-filename . ﬁi))’) ZHIZIPV6 T KL A %7\7‘7@—6%‘%75)3@
S D EJ (RFC27321ZH-T) o £ L7

B T ATEE L EE A

Device (config) # boot system switch 1
http://[2001:db8::1]/image-filename
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ARV RFERETIVa Y

B8

ATy TH

end
1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FOBE

T 3A A 7— X, noboot ipxe F 721% default boot ipxe =2~ > KOWTFnZH L Ci%iE

T&EET,
FleDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FE D
ARV FERET7IVa Y By
AT 71 |enable FiME EXEC E— R&EANIC L ET,
f e RAT—KREANLET (FERSNWEHE) &
Device> enable
2+ 2 | configure terminal Ju—r )L ary 74 X¥alb—gy B— RE2Blk
i - LET,
Device# configure terminal
RFwF3| +nobootipxe FNRART = ERELET, T 741 DT —h
« default boot ipxe F— RIEF A A T — T,
i - TNAATT 75V hEREEZANILET,
Device (config) # no boot ipxe
1 -
Device (config) # default boot ipxe
AT w7 4|end Ja—ar7 4 ¥al—vay T— RERT
i - L. HHE EXEC £— RIZRY £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP #— " 2= ROZEMITOW T, ISCDHCP H— X D Web 14 N2 HB LT
<TZEV,

Z OFERITIL, dhepb.client-id 47T a NFARAL v TFEHHIL, X —FTF A4 X
FA T FDUID & £9, 7747 > hDUID L, 16 #E D 00:02+00:00:00:09
+ DV X =Y VY TNEGEBERT LI TEEST, 22 T2ldn =TT
AR FAT > hDUIDZA 7, 9FL Rapx ¥ —7FF A4 XDUID DT HIF 21—
FEZFNENEBRL, 16 EERXTOL vy —3 2 U T AFESD ASCIH 21— RNk & £
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DHCPv6 X ¥ — 7 5 A+ a2 16 H, DHCP — LD AA v F ZiHBIT57=
OIFERTEET, 7 arl6era—TERAL T a L L LTEERTDHITE. KD
EIIERELET,

option dhcp6.vendor-class-data code 16 = string;

WIRT DI, A v FRIEID 26 L TR S 72 DHCPv6 RN & — 7 T A F7
v a 16 [ ZHESWTAL v T Z#HAIT 5, DHCP B — OB T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6
fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

}

Z ORERICIE, dhep6.vendor-class-data 4" = > 1%, DHCPv6 47> = > 16 &
L ¥£79, dhepb.vendor-class-data T, 00:00:00:09 (X3 XA 2D x> ¥ —7 7 A X DUID,
OE /X PID »E X, BLU¥EY X 16 X PID T3, PID X, showinventory =~
¥ RE 721X CFG_MODEL NUMROMmon ZEH DM NN OHFETHZ b TEET, 2
DY > T AR T &5 PID 1L, WS-C3850-24P-L T,

H— R D DHCPv6 A7 3 B L O'DUID %, ISCDHCP V— XDHA KT A
I~ T, 16 R TIRETHILENDHY £9°,

iPXED S TILoa—TFa2oDED F
CDHETIEH, NI TNV a—T 4D EBRBELET,

s BB ARFIZ iPXE 7 — AL IS5 & 7351 A, A2 DHCPv6 Eig A v & —
COREEFRITL, FO% T, DHCPVAMRILA v E—YOEEEZRITLET, 77— E—
K723 ipxe-forever DA, T3 AlX, 202 2E MR L CKIE L £7,

s BE)E— R IPXE ¥ A A7 U NOYH. T3 AL, PIZ DHCPv6 g A v tE—
Z. IRIZDHCPVA RN A v B — V% EE LIk, XA L7 U NGRS L, 734
AT =M MIT =N 7 LET,

¢ iPXE 7' — FZHMr+ A1, v Y —IV I T T A7 E2EELET,

UNIX Telnet 7 74 7 & F & H L TWAHGATT, Cul F—Z2 M L72RET] F—%2 7
L. TUAIREREENET, FOMDTelnet 7 A4 7> FEMEHLTWAHEEA, £7-0%
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¢ DHCP — I A A= TIET 5 H DD DNS H— 37K 2 M 2R T X R0 A
DNS 5w 72/ LE9,

\}

(¥)  ISC ® DHCP ¥ — DOl HZ B LE£3, 10S ® DHCP T
L2 OBERBITETERGES N TV ER A,

« HTTP Y — RO 27 A b4 5121%, HTTPa v —%2F/H L T, HTTP Y — 15080
P TN T ANET A A |Za—LET, 72L& 21E ROMmon 7' 7 KT, copy
http://192.168.1.1test null: (7 7 v ¥ 2Nl IER v 7 S TEY . 7 A MINull 731
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REIZHSN T, net-dhep F 7213 net6-dhep =~ > R&MH L £, net-dhcp =~ K
/X DHCPv4 HHD7 X k =2+ R, neté-dhcp =~ > NiE DHCPv6 HHD7 A F a<w > N T

—’9‘«0

\)

GE) Catalyst 9000 >V — X A A v FTlL. DHCPv6 T net-dhcp -6
a<wr REFEHRALET,

« BRTEMRT HI2IE, diga~> REHEHLE9,

\}

GE)  Catalyst9000 ' U — X A A » FTlL, dnslookup =~ K%
i L Caali 2 i LET,

s Web %— 3050 HTTP & a2 — R&FR/RTHI121E, HTTP T3y 7 0 7 &2 G0
K
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ESPERE]S T=aT7ILBA L
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RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
RFC 3986 ['Uniform Resource Identifier (URI): Generic Syntax/]
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Cisco.com D —HF ID BLONRA T — RBNE T,

iPXE 0D #£5E1E

RORIZ, ZOFY2—/)LTH LIZREICE T2 Y U —2 R s LET, ZoXRT, V7
Fo=7 UU—A FLA U THEEREOYR— R EASRILEDY 7 =T VY =R
FERLTWET, ZOERRIL. FHCTEr 872 0RY  ZhUEO—EDY 7 vy =27 VY —
AZATHHR—FSNET,
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Twibto

* Catalyst 9300 >V — & A A v F

* Catalyst 9500 ' U — X A A v F

Cisco IOS XE Everest 16.6.2

Z DOFEREIE. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 > U — X XA v
FIFEEINE LT,

Cisco IOS XE Fuji 16.9.2

Cisco IOS XE Fuji 16.9.2 TliE, Z OERE

TRDOT T b7 +—AIZFEEINT
WE LT,
» Cisco Catalyst 9200 > — X A A v
\a:-

* Cisco Catalyst 9300L SKU

Cisco I0S XE Gibraltar 16.11.1

Cisco I0S XE Gibraltar 16.11.1 Ti, Z
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i

AT

FA N ¥z VB L 472 Linux _X— A DEREE T, Python 2 ED H AKX A Linux 77V r—
v a a7 LT Cisco 73 A% HEVCHIEIR LOE T 272 0ICRKFF SN TWET, v A
TLAOAB TR Ya=rr (T4 Br) bEFENET, ZoarTF v mE AR T
WA ANS GRS N2 RERBER AR LET, =2—FXZ2 2T, A7V ERIEY 7 b
DT NRolr—VhkA VA=, ETTDHIENTEET,

ZDEV2—NTIE, FARN Pz VEENERNCT D HECONTHHLET,
« FA R = VOFKIFEE (79 ~—)
e AN 2 LI ONT (79 R—3)
« FA N VxVEANIT DHHE (90 X—2)
« F AR T LORERF (97 2—)
« FA N V= VIZET D EDMOBEEE (101 ~—)
« S AN VL OREREREHR (101 X—2)

KR k1 LOSIHEE

A K= UlE, Cisco Catalyst 9200L SKU TiE¥ AR — hShvEH A,
FZ kL1 LIZDNT

AT )LOBE

AN VT, L S 7z Linux X— 2 DBREETH Y . Cisco 7‘/\410)5@]?5']1@&”’:@
DIz DOPython 7 7'V r—aaw@gie, WAXALnux 7 7V r—2 a2 FT775L 91
EEtEnTWET, FA vz EFEHLT, = KN—F7 48 Linx 77U r—v 3 /é"/l’
VAR B, BROEMET A2 LB TEET, SR YV VEF VAT A A AV E L
HIZNY RLENTEY | CiscolOS =+ 2 R guestshell enable #ffifi L TA A h—/LT&X &
7
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AN VEREIX, Xy NU—% 07T, YV—b, Linnx2—75 4 VT 1. BIOE
BEAZ2ERLT-H DT,

AR X, RA R (Cisco A vy FBION—%) VAT LET—F NV EELET,
2—HF—Z, FA K V= /VD Linux = /UZT 7 EAL, 2T FDrootfs (ZHDH AV VT
BT o7 Rur—VUFEHTLHENTEET, 272L, YA vz LNO2—
P—lZ, RRAFDT 7 AN VAT ABLOT 0 AE2EFTHILIITEEHA,

FARN vz arTid, 10x 2 L CEFBLEET, 10x X, CiscolOS XE 7 /31 AD 7=
ODVAADT TV —va RAT AT AT TANTZF ¥ TY, I0x 1, VA=,

N—=hF— BIOY =R RX=F7 4 ORAFEFIC L > THBEINZT 7 r—ra v BIO—
ERAERX Y NT—2 Ty P FNRAL AT —ALVRICKRAT 4 T TH52 %, BREOLEER
N=RD T Ty N7 —LIZBWTHEEIZLET,

FRAMTTILEFTR M )L Lite

GARN Yz arTFEERTLE, 2—FE, VAT ALETHGORAZ VT T 7Y r—
varvEFTTEDLIHICRDET, Intelx86 7T v b T A —AL EDF AN Vb TS

1Z. CentOS 7.0 DE/MED rootfs ZEf-D Linux 2> 7 F (LXC) 2220 £9, T %A LT,

CentOS 7.0 T Yum =—7 4 U 7 ¢ il L T, Python /\—37 = > 3.0 72 E DL Python 7 A

TIVEA LA M—NATBHIENTEET, £72, PIPZMHEH L TPython /Sy r—T% A A
M VELEEHFTHIEHTEET,

Catalyst 3650 X° Catalyst 3850 >V — X A A v FeEDOMIPS '7 v b 74— EDOF A v =
)V Lite = > 7 F1Z1%, Carrier Grade Edition (CGE) 7.0 @ rootfs 23V F£3, 7 A b > =/l Lite
TlE, AZ VT FOA VA M= VERFEITORAETT, ZNHDT A ZTiE, Yum DA
VA R=E AR — SR TOWER A,

£ 5:Cisco AR TILEF R MY T Lite

TRk x)ilite REMABIXCO |FRA M z)L (IXCa>TF)
»F4)
F_L—F 12 & |Cisco 10S XE Cisco I0S XE
7 A
A AN « Cisco Catalyst 3650 >V — & 2 | T _XTHIOSXE 77 v b
AvF (BETN) A
* Cisco Catalyst 3850 ' J — X &
A vF (BETNV)
AN v VERE Montavista CGE7 CentOS 7
Python 2.7 AR — ~&f4: (Python V2.7.11) PAR— R4 (Python V2.7.5)
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TA LY zilite REMGIXCD | XMz (IXC32TF)
VT F)

A A h—/L & |« Cisco fliAS R kv F—U | Cisco LA XU b v F—
AR A KO Python || e 00 108 XE CLI -
FA477Y

« Ncclient ¢ Cisco IOS XE CLI

AR — bk EZ4L D rootfs |Busybox, SSH., #5 LU Python PIP |SSH, Yum DA A h—/L $

DA VA h—)b L O'PythonPIP DA > A h—/L
GNUC =2 /3A 5 | HH— PRG54 R — b ok
RPM DA > A h—)b | PR — bxfgst i
T—=XT I Fx MIPS x86

AT ZILOEXY) T4
VAL, FABN VYV HNOa—FEHZT 7V r—2a ko THRA N VAT ANKE
INDHZERLNWEY, X2V T oL THET, AN v id, AN I—xL
MOoEESI, FEFEa T E LTEEL £,
FZkST)OIN—RKYHzT7EH

ZOETE, AIEATVEREROS, VR HROT Ty b7 A —HIIBITFEI NN~ KU =T
BRI DR E R L £,

REFTAMTILDY) Y —REH

Ty bI4+—L ®INATEY

CSR 1000v 4 GB

Cisco ISRv 4 GB

Cisco ISR 4000 >V — X 8 GB DRAM (I0S XE 16.8.1 X ¥ #if)
4 GB DRAM (IOS XE 16.8.1L1F)

HMOFTRTOTTy b7+ —4F, FARA N2 A EBFR— T30SV —RAEH2T
REETTHE LTSN ET,

\}

GE) REY—EZARA A= ENTWAT IV r— a5 AN vzl arFF %
BRI A2 Slxca s,
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Catalyst 3650 35 . (N Catalyst3850 > U — X AA v FTlX, FA M v =zMiF, 79702 adD7 7
AN VAT BIIZDIHA A R—/LTEET, Catalyst3850 U — R AL v F DT — 7T
YaTIE, FAN Yz VEIEFRICA VA M=V T DX TSMB OF 4 AV 22X RKBEDPLEET
—éﬂo

Cisco4000 > Y — AfEEMHI— 2 L—2 TiE, FAM V=T, Xy FT—7 A F—T =
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ZIWEA VA=A ENET, N—FF A7 R TRMERAREREES, FA L =D
AVARN=MIT = 7T aZ@RT 52 LILTEEREA, Ciscod000 > ) — R H—E R
AN —2 T, AR V= VEIEFICA VA =T D5I21E 1100 MB O/N— R 5 4 A7
(NIM SSID) ZE& K ENPMLETT,

Cisco 4000 + VJ — AT —E A L—F B LTASR 1000 L —% (A7 arDn—RT ¢
AT INEDON—ZIEMENTWDHE) TlE FA MYV EN—RT 4 AT, VA —
NLTEBY, EON=RTF 4 RTPN—ZHFHAINTOLIGEIIDORY ) —ADHF A ZEH
EITTEET,
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T4 ITHREAT REFEALEY V=20 A4 AEFITTEXER A,

FAN VDA A M= AFNIN—R T4 ATBRENRELIZSGE, =7 — A vE—UN
FrEnET,

wIZ, ISR4000 > U —X L—H TCHOTT— A v B—08 %R~ LET,

% Error:guestshell setup.sh returned error:255, message:
Not enough storage for installing guestshell. Need 1100 MB free space.

TR 7T aFE 3NN T4 AT OEEERIT, AN o ADBINT —Z 2T
HIDITEHENS Z ERH Y 97, Cisco Catalyst 3850 > — X A A v FTlE, YAk =
APFEHTEDA ML — FEIT18MB T9, Cisco4000 > — X H—ERHEARNL— & T
X, FA N V= VMEATE DA ML —UFRITSO00MB T, YA M=z /WE7T—h 7T v
VallT 7B AT HIED, TOEXEROREKEFEH T ET,

RI:FANVIULELVHT R V) lite AMERATES)Y—R

Jy—2=x T4 =&KX
CPU 1% 1/100 %

GE) 1% ITFEEHE, 800
CPU = K/ A
TALACPUL=>y D
ESUIN
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Jy—2x TIAIE =/NMEXR
AEY 256 MB 256/256 MB

512 MB (Cisco CSR 1000v) 512/512 MB (Cisco CSR
1000v)

AL ILOEMEEERT
guestshell enable =~ > RiX, ¥ Ak vz V& A VA=V LET, ZOa~vr Rk, 8k
ENTWEF AN Yo VEFT 7T 4 LT 2BIC bR S £,
FAN a2 VREIMEENTZIRETU AT A2V e —RKT5E, FA M =3 EMEEN
TEEITRD ET,

Y

G£)  guestshell enable =~ > F & 2 A1, 10x 23 E L TR LERH Y 7,

guestshellrunbash =~ > RiZ, YA v=/Obash 7> 7 haf&Ed, Z0avr Kz
BFESEDITIE, T A Y AREFICADMEINTND Z ERRETT,

)

GE) WOAvyE—URar Y —UIFRENDIGE, I0x PADELINTWERA, show
iox-service 2~ ROH 12 F =7 LT, I0x DIREZ R L T &0,

The process for the command is not responding or is otherwise unavailable

ARz VEANIT D IFIEOFEMIZOWTIE,  [Configuring the AppGigabitEthernet Interface
for Guest Shell] 33 JT" [Enabling Guest Shell on the Management Interface] Ot& 7 2 a > &5
LTLIEENY,

TR LOEME EHE

guestshell disable 2~ > R4 52 LT, YA b v = Z& T LTEYILTEET, 7K
b 2 MBI SNIREE T AT 22V n—RT 5L AN vz /WEEIb ST F
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V74 BT ENTEET,
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AT DO ST T r—a 01 2>TT,

Cisco IOx |%., WSz LT SV A — a s v Fr—Jb L. FNoEX—4 v N4 2 F
AR N T DBREDOIEEL T 2 OV — A2 REFT L LIk, 7TV r—va
YDTATHAINVEBRL T — A BRI LET, I0XOT A 7 A 7 VEBIZIE, 77
Vir—yaryBIOT—Z 0O, B, mAT 7, Bth, B FH) | BIOoE=4
NEENET, I0x Y —ERIT 7TV r—2a U ORMABIOEHRY — L EEh TBY .,
2—PRT V=g U ERRLTION 7 L—AU— 7 [CREAT 5 DICHLH £,

CiscolOx 77’V r—ya  IRAT 4 U 70E, IROEEEZTRHE L £,
o« X NU— 7 ORBEMDOIE R,

e TNAZALICARANENTWAET XU r—a DI TP A 7 )V% D E— FTEHET S
CiscoloOx 7 7V r—vary7ur7s307 4 %—7x4 A (APD)

s b ENTT TV —va DT A4 7 A 7 IVER,
« 777 K _X=ADR%,

XD FL—REOAXHTDHE
IOx D hL—REtuaF o VOMELHEHTLIE, RANTAXAATHFANT AV r—v g
PENCEITTEEST, 2L, RAM~DT—ZDOaX 7+t hL—RELAKR— T35
DI HET, FL—RAFT—Z[F10x FL—RAa IR EFESN, aX o7 FT—H[FIHRA R
T 3A ZD 10S syslog [ZRAF S IVE T,
Mo—RAFT—=HERAN TNARALOHEY)RA N L—Y TNRALRAZVEA VLT NTDHE 7T
ARTFVIr—2a DTNy FIESEBE T,

IOXMAN #& &K

FANT TV r—var, VAT ALXC, £ KVM A VA X 2 23 NE I E O syslog
BLOR T 77 A NVEERH L TRESNET, ZRHDT7 7 A ERRFARER T 7 A )V AT
LNICRFES N, BA R TARAL AMBIET 7B A TE 8 A, [0Ssyslog~DF—F D ¥
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TERANEDIOX FL—2 B 7 ~DF—FD kL —RA&HR— TS50, ROKIIRT
Eoc, RAMIT =2 E2RETHEOD2oODL Y TILF 314 A ([devittyS2 & /dev/ttyS3)
WFARNT TV r—va  TIRESTOET,

X 2: IOXMAN #&:3& 1K

KVM APP LXC APP

syslogd Logger syslogd Logger

fdev/ttyS3  y Idev/ttyS2 v /devittyS3  y fdevittyS2

‘ Libwirt J
socket::unix socket::unix fdeviptsly /dev/pts/x

|OXMAN

Logging data Tracing data
r Y

108

syslog errmsg |OX Tracelog

AEGETE

IOXMAN IE, "L —A AT TFZANT I F ¥ &L TrX 7 h—EXFEIT ML —X
=R (VTN TNRA A% 2 b— T 5 Libvert #fr<) T2 722 TT,
IOXMAN X, AR TV r—va D4 7 A 7 NZESNT, hL—RA P —ERAEFH
NEZIFEHICL, vX¥ 2 T —H & 10Ssyslog IZE[FL, hL—RAT—H%10x hL—A
a ZJREFEL, KX ANT T r—2aDI0x bb—2u ZEHMEFFLET,

AFX 59 PL—RADUVRT L 70—

ZIZTE. I0OxouX ol FL— AT OWTIBA L E9,
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(N (XOI=E32)

1

2.

3.

FARNOSH, FAKNT 7Y r—v a3 TldevittyS2 #HMC LET,
FANT TV r—va s, devittyS2 (127 — X 2 EE AR ET,
Libvert 28, 78 A kT /devipts/x ~® [devittyS2 %= = L — F L£7,

IOXMAN 73, T3 =2 b— &2 U 7L 7231 2 [deviptsix % XML 7 7 A L 5 i
LET,

IOXMAN 78, I AREZRT — & % [deviptdx 725 ) v A LTt . A vt —Y0E
REZRELT, AvE—V%7 g VZMBL, BT L TF 2 —ICHML £,

errmsg Z i H L TR A Fd [devilog T /3 A AZA v =V EFET LA ~—NRGE
i—a_o

T — 42 D108 syslog IZPR(FSIVE T,

KWMhnxXo24y

1

> W

FARNOSH, AN T TV r—arTldevittyS2 #6802 LE,

FARNT TV r—ya i, devittyS2 (257 — 2 & EX AL E T,

Libvert 23, 75 A kT /dev/ptgx ~O [devittyS2 # =3 = L— h L ¥ 7,
IOXMAN 78, = 2L — h &N/ TCP /XA % XML 7 7 A Vinb B L £,
IOXMAN 73, UNIX Y7 > bzBiE, UE—F Y7y MR LET,

IOXMAN 3, EAR[RERT —H &2V 7y b bimAlD . A v -V OERELZHREL
T, A=V 74 NFMBL, T LT, Fa2—IZBMWLET,

errmsg Z M H L CARA R [devilog 7 /31 AZA v E—V%EETDHXA~—NHBS
iﬁqo

T — 42 M 108 syslog IZPRIFS NV E T,

LXCD ~L—X

1

>

FARNOSH, AN T T VU r—3arTldevittyS3 # G L £,
A vt—T% [devittyS3 122 B —3 % L 912 sydogd # % E L £T,
TARNT TV = a U, devittyS3 127 — X #EXIAALET,
Libvert 2%, 7" A b T /deviptsly ~® [dev/ttyS3 Z# =3I =L — c L E7,

IOXMAN 28, =X =L — hSN7=T U T T34 X [deviptsly & XML 7 7 A /L B Bfs
L/i—a—o

IOXMAN 78, fEHA[BE/RT — & % [deviptsly 725 U v AL U Tt A B D . 7 4 /L & JLEL
L. fBffF LT, AvE—Y%10x FL—R2a ZITRELET,
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7. 10x b b—RAa ZBEMHROEEIL. IOXMAN S h L—2 v 7 7 7 A /L% [bootflash/tr acdlogs
e —r—v g LEY,

KVM D k L—X

1. ZAROSH, YA T7FV A r— a2 TldevittyS3 Z AN L £,

2. Avt—U% [devittyS31Z 2 B —92% K 9T syslogd Zi%E L £7°,
TFARNTTVr—a U, devittyS3 127 — 2 #EX AL ET,

Libvert 73, 7" A b TTCP /X A~D [dev/ttyS3 # =3 = L — h L £,
IOXMAN 73, == =2 L— k&2 TCP /X2 % XML 7 7 A A HEGEG L £,

o 0 A~

IOXMAN 73, UNIX Y47 v h&BE, VE—F V7 v MR LET,

7. IOXMAN 23, fEfR[E72T — X &V "D OiARY | A v —VOEKEEZHRE
T, A=V 7 4 VFMBEL, T LT, I0x Fb—Aa ZIZHEMLET,

8. I0x kL —2Au ZNHO%AIE, IOXMANS b L—2A w1 7 7 7 A )L % [bootflash/tracelogs
ca—7—varLET,

Ayvt—oOx L ML—R

Z ZTIE, 10Ssyslog ~D A v —YDu XL L= ZOWTHH L £,

I0S syslog TO Ay E—TDAXUY

FARNT I r—varhbZEGELEOuX 7 Avyt—UThH, IOXMANZA vE—Y
DEKFEZT 7 4/ kT NOTICE |23 E L THh 5 10S syslog (2155 L 77, 10Sd T35 31
A yE—=ViEar Y —UZFERES, RO A v E—TU A TI0S syslog [ZERTESIVET,

*Apr 700:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

10S syslog IZYEHLT 572912, IOXMAN (Zr ¥ 7 XA v —VOHEKEZY R —FLTWE
T, BREOHLZBX T Ave—VERETDHITUX, FAN TV r—arTAyE—
VORI X —HBINT HLERH Y FT,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG 1is 7

RIZ, Ave—ry v ZoflzRrLET,
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echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2

FANT TV r—ya b 10S syslog (ZR X 07 F—X 25T 5121, RO TFNEEFAT

L\i‘a—(}
1. CHFuZ oI 75 @HLTWAEAT. wite) 2L TrX 7 F—F 2R A MMk
FELET,
#define SYSLOG TEST “syslog test”
int £d;

fd = open("/dev/ttyS2", O_WRONLY) ;
write (fd, SYSLOG_TEST, strlen(SYSLOG TEST)) ;
close (£d) ;

2. v ary—nrEHERALTWAEEIR, echoZ L CuX s 5 —H &K A NIk
FELET,

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

TGANTZUr—varnbIox hb—An 7l b Lb—2R Ay b=V 2®ET HI101F, kD
FIRZETLET,
1. CTur I3 7%2FEHLTWDAEAEE, write)ZFEHLTRL—A XA vE—U%KA B
WZkfE LETS
#define SYSLOG_TEST “tracelog test”
int f£d;
fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

2. CTurI I EMEHL TG AEIEL, sydog) ZEEHL TR —2 Xy E—T % KRR
MZEEFELET,

#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

38 Vv aryV—nEEHLTHSEEE, echo 2L TRV —R2 F =2 &KX Mk
BLET,
echo “tracelog test” > /dev/ttyS3

or
logger “tracelog test”
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TFA D ILZBMT BHE

I0x DEE

1R BRI

IOx IFBAE CTRE T2 E4, A N o LEEFICENCT AI12iZ. CAF, I0Xman,
B LU Libirtd Y —EANEITLTWALERH D 9,

FIEDHE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FIEDEFH
AV RFEREETIV 3 Y B
AT 71 |enable Rt EXEC E— R AT L FE T,
1 - e NAT— REANLET (FERINELE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 b—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
ATy F3|iox I0x —E A ZHELET,
f
Device (config) # iox
ATy 74| exit Ja—sLar7 4 Xalb—vay B RERT
Bl - L. F# EXEC E— FICRY £7,
Device (config) # exit
R T 75| show iox-service I0Ox Y —EADAT—H A% XK LET,
1
Device# show iox-service
AT v 7 6 | show app-hosting list T NA ANZHKF L THINIZ 72 5 T % app-hosting H—

1

EADU A MEFRRLET,
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ARV RFERFTIVaY =)

Device# show app-hosting list

RDEZRY

&Iz, ISR 4000 > U — X jJL—& TO show iox-service =~ > RO Al Z R L ET,

Device# show iox-service

Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.7

Total virtual services installed : 0

Total virtual services activated : 0

Machine types supported : KVM, LXC

Machine types disabled : none

Maximum VCPUs per virtual service : 6

Resource virtualization limits:

Name Quota Committed Available
system CPU (%) 75 0 75
memory (MB) 10240 0 10240
bootflash (MB) 1000 0 1000
harddisk (MB) 20000 0 18109
volume-group (MB) 190768 0 170288

IOx Infrastructure Summary:

IOx service (CAF) : Running
IOx service (HA) : Not Running
IOx service (IOxman) : Running
Libvirtd : Running

Iz, showiox-service 2~ RSN -H 2R LET,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) : Running
IOx service (HA) : Running
I0x service (IOxman) : Running
Libvirtd : Running

Wiz, show app-hosting liss ==~ > RO HHIZR L £,
Device# show app-hosting list

guestshell RUNNING

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



B 7 =xrozroem

YINERYYTHE |

FZrT)DEHE

FIRDOHE

F IR D

N\

(GE)  VirtualPortGroups |3/V—7 4 7 77 v N7 4 — LA TOHRYR— I TWVET,

JR 8O HHEIIZ

FAZN VDT 7 AT A2, I0x DR ESNTEITLTWALERH Y F1-,
[0x MERL SN TV WAL, 10x DR ERD D A v —UnFoREnE T, 10x & HIkR
THE, TAN vz VBT 7B ATERL D FET, 72721 rootfs ITHEELZITEH A,

TAP =2 VEAMI L TERIET D801, 77V r—va v ERFERA 2 —T7 = 2%
RETOUENRHY ET, AR 2 VDA U F—T =4 R fNT D HEDFERIONT
L. TConfiguring the AppGigabitEthernet Interface for Guest Shell] 33 X T" [Enabling Guest Shell
on the Management Interface| D& 7 v a3 V&S L TS0,

enable

guestshell enable

guestshell run linux-executable
guestshell run bash

guestshell disable

guestshell destroy

o prwDd-=

ARV RFERETIVa Y =)

ATy T

Device> enable

¥itE EXEC E— FE A LET,
e NRATU—FRKEANLET (ERENEHE)

ATvT2

guestshell enable FA N VxR DOH L,
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B8

Device# guestshell

enable

G¥) » guestshell enable =< > Kix, *v b
U —% o JI 24 Virtual Routing and
Forwarding (VRF) A > A ¥ o A %&Aff
ALET,

ey R Ry FT—F T
VirtualPortGroups (VPG) #Z i/ L T
WAHGEIX, £7 VPG KT 5
ERHY 9,

e FARNIPT RLAREHF—FT oA IP
7 RLAEFR LY 7Ry R H Db

ERdHV £T,

R T w 7 3| guestshell run linux-executable AR V=T Linuk 707 T AEFATLET,
U (GE)  Cisco I0S XE Amsterdam 17.3.1 LAFED Y
Device# guestshell run python J— AT, Python/*\*‘f/“a V3DIHDY
ESSIES K= b EhET,
Device# guestshell run python3

AT 7 4 |guestshell run bash Bash ¥ = /L ZBAL T, A b v =/LIZT 7 A
f LETS
Device# guestshell run bash

ATy 75| guestshell disable FAR v =R EEH L ET,
fl
Device# guestshell disable

AT 7 6 |guestshell destroy FAN VY —EREET 7T 4 TLT, T
Bl - YA UA M=V LET,
Device# guestshell destroy

TIVr—2a3 0 RRAT4 VI #FERLEETS AN IILOEE

\)

GE)  ZoHE, YRAan—T 47 7Ty b7 r— MM SIVET, VirtualPortGroups 13,
Cisco Catalyst A v F > 7 7T v 7 4 —ALTEHEYPAR— FENTHERA,

F2ZAN VDT 7 ZARERET HI2IE, 10x RSN TEITLTWAKLERH D £,
10X MERL SN TWARWIEETL, 10X O EZ RD D A vE—UNFREINET, I0x ZHIkR
THE, FTAN V2V ET 7B ATERL D FET, 72721 rootfs ITHELZITEH A,
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\)

GE) ZOFE (FTFVr—arRAT AT RERLEY A N 2 VOBEH) 2 LT,
Cisco I0S XE Fuji 16.7.1 LABED Y U —ZADF A v = V2 G L E T, Cisco I0S XE
Everest 16.6.x AT TlZ, Ak = /LOEH (92 2—) OFEAHEHL £,

Device
Device
Device
Device

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

config-if
config-if
config-if
config-if

interface VirtualPortGroup0

ip address 192.168.35.1 255.255.255.0
ip nat inside

exit

) #
) #
) #
) #

Device (config) # ip nat inside source list GS_NAT ACL interface GigabitEthernetl overload
Device (config) # ip access-list standard GS_NAT ACL
Device (config)# permit 192.168.0.0 0.0.255.255

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python
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Python 1 > 2 —TU 20752 ]

3: 7TV —2a RRATA VT EFERALEZS AL S ILOER

interface GigabitEthernet1
ip address dhcp
ip nat outside

interface VirtualPortGroup0 ipaddress
192.168.35.1 255.255.255.0
ip nat inside

"
10S XE Guest Shell Container

™ W eth0
Internet 37 G1 VPG J 192.168.35.2

192.168.35.1

CSR 1000v
. o

Device(config)# app-hosting appid guestshell
Device(config-app-hosting)# app-vnic gateway1
virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0

gateway 192.168.35.1 name-server 8.8.8.8 default
Device(config-app-hosting)# app-resource profile
custom cpu 1500 memory 512
Device(config-app-hosting)# end

366862

AE 7SRV D F > BT —2% 2 7 Cld, GigabitEthernet f > % — 7 = A A & VirtualPortGroup 1 >
B —T x4 X% EOMIIRT LIICRET DHENRH Y £3, 7 A b = /LT Virtualportgroup
BEREILA A —T oA AL LTHEAL, NAT Z@ U TN R > b — 2 128k L £,

WES NAT ORREICIZ, koa~<wy FEEHLET, 2k, AR vz vdiiAf o2 —
Ty MCEREL, 72 201E, Linnk Y 7 " =T EFT 0l I 502 TEL L0180 F£4,

ip nat inside source list

ip access-list standard

permit

o] guestshell run =~ > Rid Python EITH[EEY 7 A VA FEITLET, E72. guestshell
run =~ RZ2fEH LT Linux FITAIREY 7 A VE2FE(TTH2 L b TEET, 2L IR
guestshell run bash ==~ > Nid bash = /L Z @) L, guestshell disable =~ NIZ7 A hv =
Nevyy T LTEMICLET, BTV AT L2 a—RKLTH, 72 ¥ =W T8
DEFIZRYET,

Python 1 2 —T Y ADT7I A

Python |4 % 7 77 4 ZITEH TE LA, Python A7 V7 h& 7 A N v = /L CTIFITTH
Z b TEFET, guestshelrunpython =~ > RZFEH LTS A N =/ CPython A & —
U % % L#) L, Python S K% B & £,
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\)

() CiscolOS XE Amsterdam 17.3.1 & W gi® U U — A TiX, Python V27237 7 # /L h T9, Cisco
10S XE Amsterdam 17.1.1 3 J OF Cisco I0S XE Amsterdam 17.2.1 Tl&, Python V3 23 #7485 —
F ZHLTVWET, CiscolOS XE Amsterdam 17.3.1 LAFED U U — 2 TiX, Python V3 37 7
VT,

Cisco |OSXE Amsterdam 17.3.1 K YRID ) 1) —X

guestshell run ==~ > Ri%, Linux EITA[GE~7 7 A /LD EITITHY TS Cisco I0S TH Y . Cisco
10S 725 D Python A 7 U 7 N D FATRFICHEX S A ZHEE L E T, ROBIE, =~ KOs S
AHFEET D HEEZRLTVET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter?2

RIZ., Cisco Catalyst 3650 2 U — X AA »F E72Id Cisco Catalyst 3850 ' J — X XA v FT
Python Z AN T B2~ L ET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

ROBFNL, CiscoISR4000 2V — X H— 1 A HEH)L— % T Python Z G2 T D kxR~ LT
WET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Cisco |OS XE Amsterdam 17.3.1 LAF®D 1) ') — X

W OHFIE, Cisco Catalyst 9000 'V — & A A v F LT Python ZHNNZT D HiEERLTWE
—§—O

Device# guestshell run python3
Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
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X kST )LOEEH
Bl : AT ILOEE

ROFNT, TR ST = Ve HMNT 2T EEZRLTHET,
Device> enable

Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

Python 2.7.11 (default, Feb 21 2017, 03:39:40)

[GCC 5.3.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup % & M5

N

(GF)  VirtualPortGroups (% Cisco 'V —7 4 7 7T > N7 4 —ATOHYR—FINTHET,

FA R V2V Fy b U —% 22 VirtualPortGroup A X —7 = A A EERT HEE .
VirtualPortGroup 1 & % — 7 = A AZITREFHDOFHIIP 7 N L ARKETY, 7 n
VER=I A E =T oA R FTA F =Ry MIERHR SN TWARERHY | Ry b
U —27 7 KL AZ5H (NAT) I3 VirtualPortGroup & 7 12> b /3% )L iR— h D THRE
SNTWDLRERDH Y £7,

WIZ/RT DX, VirtualPortGroup D% EH| T,

Device> enable
Device# configure terminal
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Device (config) # interface VirtualPortGroup 0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0
Device (config-if)# ip nat outside

Device (config-if)# negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1
!'Port forwarding to use ports for SSH and so on.

Device (config) # ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config) # ip access-list standard NAT ACL

Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

Bl : XA+ )LOFER

FAN )L a7 b Linuk Da~y REETTEET, ROFNT, —ED
Linux 2~ ROMFHEZRL THWET,

[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 3.10.101.cge-rtl1l10 #1 SMP Sat Feb 11 00:33:02
PST 2017 mips64 GNU/Linux

Catalyst 3650 35 1 TX Catalyst 3850 2 U — & ZA » FIZ1%. BusyBox 2MEftd % EH S
NI=— D Linux FEITAHEY 7 A A3 H V| Cisco 4000 U — X H—EXFHEH /L —
Z1Z1%, CentOS Linux U U —2Z 7.1.1503 2t 2 a~< FaH Y £9°,
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WOFL, Catalyst3850 > U — X XA v F L TOdohost =2~ ROEHEZRL TWVWE
D

[guestshell@guestshell ~]$ dohost "show version"
Cisco IOS Software [Everest], Catalyst L3 Switch Software [CAT3K CAA-UNIVERSALK9-M),

Experimental Version 16.5.2017200014([v165 throttle-BLD-
BLD V165 THROTTLE LATEST 20170531 192849 132]

\)

(GE)  dohost =~ RIZIL, iphttpserver 2~ RNRTNA A ETRHESNTND Z & BAME
T

Bl : “AFZILDXRY FID—F D TEERE
FAN Tz DFy BU—F T TlE, IROFBEDLETI,
e RAAL v X —2Ah 25 2 (DNS) ORE

« 7u X TORE

e
i}

s U XVORELFEHTH2HD YUM £721X PIP O
HZX k<)L DNS EFE DA

FA K O 7L DNS BRI D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254
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filt

Bl TOXFVIRBETHDERTE

on

Fv NT—=I N7 aXxOBERICHIHEE,. Linx T/ XU BREHRELET, &
EREAE, BEICINOOEHAZBNML £,

WROBNE, T ux o BBERET D HEEZRLTWET,

[guestshell@guestshell ~]S$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/

export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

Bl TO0XFRFERD Yum & K U PIP DAL

ROBNT, 70 VERBEARORE Yum 2T 5 H5EER L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com:80/

PIPDOA A h—)LTliL, 7B X UREICHH SN DERELHENEIRINET, PIPA
VARM—VZIX-EA T a v EAEE L sudo A LET, BRESHNPRESINT
WARWIEES T, OB TRT I HICPIP 2~y RTENS ZBRMIICER L ET,

sudo pip —--proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WOHITIE, Python D PIP A > A h—/ V& HT 5 HEE R LET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests
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w2k vruizEtszomossas [

AR VIIIVZET A ZDMDSEER

BAEIE H I=aTILEA kL

Python & ¥ = — /L [CLI Python €3 = —/L ]

Yo ¥yF Foeva=r7 [ta %vF Iovya=r7]
MIB

M MB®! >y

BIRLT Ty b7+ —24, CiscolOSV VU —2A, BLOT7 4 —F v &> MZBET 5 MIB
FPELTHF 7 a— R4 5121%, RO URL IZH % Cisco MIB Locator 2 L £9°,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

B s

AV R — N WebH A FTIE, Y AOBELECT - 2 v — | http://www.cisco.com/support
WETD RN T TN a—TFT 4 U TITBESTWEET 5 X D1,
Yo aT ARV =L EIILDETLEERAF T ) Y — R %
Rt LTV ET,

BHEVORE O X2 U T 4 FRSBAINEREAFT S0,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOBREY —ERITIMATE £,

TAADYIR— K Web A DY — LT 72T HERIL,
Cisco.com D —H ID B LA T — RNMECTY,

TR DT ILOBREIRER

ROFIZ, ZOFY2—/)L Tl LIRS T2 Y U —2 e s LEd, ZoRT, V7
Fo=7 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FEZRLTWET, TOKRIT. FICW 23720 RY . 2RO —EDY 7 by =7 VY —
ATHIR—FENET,

TTy N7 LDV R—=FBIOV R YT FU =T A A=V OFR— MIBT HHERE MR
9 %5IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 % |Z
I, www.cisco.com/go/ctn IZFE) L £ 7, Cisco.com DT 7> MILEH Y FH A,
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HEEEH

FAN b

Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BEREN Y
A3 AA v F O HBEHIE X
WEBLD =D T A H I
Python 7 7'V r— a v &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENnE
I, ZOarrF Uik,
RA N TARA ANLSEES R
PN/ A3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

+ Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
A AL v F

* Cisco Catalyst 9500 > U —
AL F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
B AR —H

Cisco IOS XE Everest 16.6.2

Z O#REIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT

. Cisco 10S XE Gibraltar 16.12x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| vznexvUTHiEE
#z2 vz rowims [

3
b
R

J1y—2x HRETEER

Cisco I0S XE Fuji 16.7.1 Cisco I0S XE Fuji 16.7.1 TI,
ZOBEREIFIRDT T v b
T —LICEEINTHEL
7‘;0

* Cisco ASR 1000 ' J — X
TV =g —E
A J—H

« Cisco Cloud Services Router
1000V > —X

Cisco I0S XE Fuji 16.7.1 T,
TFARN vz UBREDS G, B
XL ML= PR—
k%3 Cisco ASR 1000 7 7" VU
Fea P —E R N—H |
EIhELE,

Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
A NRT e A Y =R
Ay FICFESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OFEBENX Cisco 1000 2V —
R = REERIL— H 25
I ThE LK,

Cisco I0S XE Gibraltar 16.11.1b | Cisco IOS XE Gibraltar 16.11.1b
TlX, ZOHRIZROT T v
7 A —AIZERESNTNE
L7,

« Cisco Catalyst 9800-40 7 A
YL RrRarrte—7

* Cisco Catalyst 9800-80 7 A
YL xarte—7
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3
b
R

== HEEEHR

Z OFEREIX. Cisco IOS XE
Gibraltar 16.12.1 TIRD T T
7 4 —DIZEEINEL
77

* Cisco Catalyst 9200 > VU —
RAA v F
GE) Z DOREREIE
C9200L SKU T

FHR—Fr3h
TWEE A,

* Cisco Catalyst 9300L SKU

* Cisco Catalyst 9600 > VU —
RAA v F
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Python API

Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,
* Python OfEH (105 ~—72)

Python O {& FH

Cisco Python E> 1 —)JL

VA APIEMET D Python €V = — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
ek ET, hdp() 2~ RE AT 5 &, CiscoPython &Y = — VOGN TR SIVET,
help() =~ Ki& CiscoCLI £ = — /D7 a7 4 ZFKRLET,

WOFL, Cisco Python £ ¥ 2 — /W 5 1EHR A2 R LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep

>>> help (configure)
Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and return a list of results.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure
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Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")
Args:

command (str): The exec-mode command to run.

>>> help(cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.
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output = cli("show version")

output cli("show version ; show ip interface brief")

output cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:

string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)
Help on function clip in module cli:

clip (command)
Execute Cisco IOS CLI command(s) and print the result.

A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip ("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL
~

GE)  Python ZEITT DI, KA Y2 WA THHLERH Y £, FEMICHOWNTIL,
(AN vz OBRZZRBLTIEIN,

Python 71 77 IV VEREILCLI 2~ REFEITTE L6 DORAKEMEMLET, b DB
%, Python CLI £ =2 — /L) bAAITE£7, ZnbOEEEMEMT 51X, import cli =
<V REFITLET, 2O ORBEEIEEET HI1TIL, iphttpserver 2~ RAFZNT /2> T
HMEENRH Y T,

NSO OFI$IX CLI 2~ > ROLFHITY, Python A % —7 U Z#&H T CLI 2~
RZFATTDI21E, KD 6 DOBEEDOWTNADGIE LTS E LTCLL a~vy Fe A LE
R

e cli.cliicommand) : Z OREEILI0OS 2~ > R&5[HE LTHRY, 10S/X—H—0ba~v R
AEFL. MEOTFA MR LET, Z0awr ROBERNIELL R2W4E . Python D
BIsR S FEA L £, &2, di.cli(command) B A6 A2 R L £9,

>>> import cli
>>> cli.clip('configure terminal; interface loopback 10; ip address
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10.10.10.10 255.255.255.255")
*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up
>>> cli.clip('show clock')
'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'
>>> output=cli.cli ('show clock')
>>> print (output)
*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®OBI%%I cli.cli(command) B% L #EIZ E -~ 7= <R TT, 727201
FEROTFA M (BT OTIEARL) stdout (IZH 1T 28088720 9, KIiZ,
cli.clip(command) B H /1%~ LET,

>>> ¢li

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC 2~ > REFITLTHAZKRLET, -
PLEROT XA MIHAOLERA, ZOa<wr FO—E LTI anr £2E38TE
T Z LIFFF T SN EE A, ZOBRRAERINETT 5I12IE, for-loop MEE S 172
Python U X hZfEM L £9, KIZ, cli.execute(command)

Ol R LET,

>>> cli.execute ("show clock")
"15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

A~

SyntaxError: invalid syntax
>>>

cli.executep(command) : Z OMEBITIHE—D A~ FEFETL T, EROTHF A & (KT
DT <) stdout IZH S L E 9, W&IZ, cli.executep(command) BI%L O HI 161l & 7k L &
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)
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None

cli.configure(command) : Z OBkIE, 2~ RCHEHATEZIREICLD T AL RAEZHEL
F9, THUIKICRT LI, avr REZORENEENLARMGEHZ T VDY A N
ELET,

[Think: result = (bool (success), original command, error_ information)]

AU R RT A= ZTEEATICATIT 5 2 L3 TE . show running-config =~ > RO
TZFRENTWDEDO LRI CHERICT HZ LN TE T, KIZ, di.configure(command)
BRI E R~ L ET,

>>>cli.confiqure (["interface GigabitEthernetl/0/7", "no shutdown",

" end" ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = D EI%E cli.configure(command) B%k & HEBEIZ £~ 72 <[ L
TY, HELHEREOT XA M KT OTEARL) stdout (ZH 1T 28038720 F97, &
2., dli.configurep(command) BA& > HHilzR L £7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end
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CLI Python 3 2 —JL

Python 7’1 77~ U 7 ¢ Tld, CLI ZfH L TIOS &xf56CX % Python & ¥ = —/L & $fit
LCTWEd,

* Python CLI & ¥ = —/L{Z2W T (111 =)

* CLI Python & ¥ = —/VIZBT 5 2 DMOZEEE (115 ~—)

« CLI Python & ¥ = — /L DHEFENS . (116 ~<—3)

Python CLI < 2 —)LIZDLNVT

Python [ZDUL\T

CiscolOSXET A AE, FA RNV AVNTA U E T T4 TBIOHRA 2777 47 (R
7 )7 N) O DE— K TPython/S— 3 227 %R — k LE 9, Python A7 U 7 MERE
WLV, TAADOCLHUC T n VT L EERLTT 7 EA LT, SESERX AT BLOE
0 ¥ vJ Fuvya =7 %7% Embedded Event Manager (EEM) 7 7 3 v &2 FI{T3 5 Z
EIWTEET,

Python X ') 7 F D E

Python %, AL SN 72 Linux X—ADEEFE TH L7 A b = /L TEITINE T, FEMIZON
T, FA2bN vz OFEEZ2Z2RLTESV, Y A2Aadg4t4 5 Python € = — /LT,
2 —H D Python A2 U7 EMWHEA K 7/314 A ETIOSCLI 2~ R&FEITT5H 2 & & A[REIC
LET,

XEERZ XD Python 7O Tk

7 /3A A [T guestshell run python =~ > NZ2E1795 &, A~ = /LINT, *EEEXD
Python 7' 7 R 3B & £ 97, Python OXf&5E— R TIX, Cisco Python CLI E ¥ = —/L b
Python #§REZ FAT L CT A RAZRETH I ENTEET,

WOFNL, *FERRD Python 71 o 7 F AT D Hika R L TWET,
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Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
Device#

Python A7 U 7 N4 % 5#& LT Python 2~ > RTHEHT 5 Z & T, Python A7 U 7~ &3
AVHETIT 47 = RTEITTEET, Python 27 V7 ME, YA v VANLT 7%
AAEETHHINENRH Y 3, F AN =05 Python A7 U7 MZT 7 ®ATHIZIE, 7
ARz VNI FENTWDE T =TTy v afizlid7 T vy allAZ U7 M ERFL
e

N

(G¥)  Python Timport cli 23§RET 2 L H1Z, iphttpserver 2~ > RERETHMLERH Y &

j—o

WD Python A7 U 7 FOflix, SF I F2 CLIBSAZMH L CTshow 2~ > REHRER I OH
HILET,

Device# more flash:sample_script.py

import sys
import cli

intf= sys.argv[l:]
intf = ''.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" %intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0", "no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"
°

cmd="interface %s,logging event link-status ,end' % intf
cli.configure(cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute ('show run interface %s' %intf)

print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
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/flash/script.py command
at the device prompt.
The following example shows how to run a Python script from the Guest Shell:

ROFNL, 7 AR = /uinb Python 227 U7 N2 FTT 5 KA~ L TVET,

Device# guestshell run python /flash/sample script.py loop55
*** Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl1/0/1 unassigned YES unset down down
GigabitEthernetl1/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
Tel/1/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

*** Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end
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H7R— k& 5 Python D/\—2 3 >

AN vxUE, Python A=Y 527 % F VA VA R—A LTWET, #* bk v= i,
AL S 47z Linux X—ADEEE TH Y | Cisco 7734 AD HEWfIHE & ZH D728 Python 7
TV r—varieEdie, WAL LLink 77— a Y EFEITT L L) ICHREF STV E
7. Montavista CGE7 284 ' A h—/L S/ 7T v b 7 4 — A% Python /N— 3 > 2.7.11 &
AR—HFL, CentOS7T A VA M=)V ENT=TT v b7 +—ALT Python N—2 3 > 2.7.5 &4
A—hrLET,

RDOFIL, Python DFHN—T g VBLOYR— bAGEDOT Ty 7+ — LT LB RE R L
TWET,

% 9:Python /X\—> 3 > HR— k

Python D/A\—> 3 > TS5y b T7+—L4

Python /X\—" =3 > 2.7.5 Cisco Catalyst 3650 >V — X 2 A »F I
Cisco Catalyst 3850 > U — X A A v F &R T
NRTOYR= AR T T v 7+ — L,

Python /3—7 3 > 2.7.11 » Cisco Catalyst 3650 > U — X 2 A v F

» Cisco Catalyst 3850 > U — X A A v F

Python /3—"= 7 3.6 Cisco I0S XE Amsterdam 17.1.1 LIfED U Y — &
THHR—-FERTHET,

Cisco IOS XE Amsterdam 17.1.1 33 JX TX Cisco I0S
XE Amsterdam 17.2.1 TiX, Python V237 7 %
)V Td, 7272 L. Cisco IOS XE Amsterdam
17.3.1 LA U U — A TiX, Python V3 235
7 v R TY,

(GE)  Cisco Catalyst 9200 ' U — & A A v

F1X. CiscolOS XE Amsterdam 17.1.1
¥ L. Q¥ Cisco 10S XE Amsterdam 17.2.1
C Python Version 3.6 Z 7R — s LT
WEH A, Cisco Catalyst 9200 2 U —
A A4 v FI&, Cisco I0S XE
Amsterdam 17.3.1 LARED Y U — AT
Python V3 Z 7R — K L TWET,

(GE)  Cisco Catalyst 3650 ' — X XA v
T3 L X Cisco Catalyst 3850 3/ U —
RAA y FTIEYR— I TWnE
A,
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Cisco CLI Python £ 1 —LDEH .

CentOST A Y A =SSN T Ty T+ —AF, =T V=X URY U5 O Redhat
Package Manager (RPM) DA A h—/LZHR—FLET,

Cisco CLI Python €2 21— )LD EH

Cisco CLI Python & ¥ = — /LB L NEEM &Y 2 —/LiE, T3 RZA VA h—WERTT, 1=
720, Yum LT HFRNIS ANy = b ST o831 T U DWW iuasz £ L T Python D73 —
TarEEHRTLGEIE. YAAMEETLICLEY a— A b EHTLIMNERS D 7,

\)

GE)  Python N— 3 2 BT TIZHDHT /A AT Python N —T 3 3 ~DEFEITH &, 7
NA A BIZI W D/8—2 3 @D Python BFTET S L 912720 £3°, Python #1779 5
[ZiE, KD I0S =~ FOWFRrzfMLET,

« guestshell run python2 =~ > Ri, Python N\— = 2 #HMbL L £7°,

« guestshell run python3 =< > KX, Python X—Y = > 3 2L £,
« guestshell run python =< > K&, Python /S— 3 > 2 ZH 4L L £,

Python DX — 3 U & BHT HITIE, ROFEOWTALEFEHLET,
« AKX K7 1 tarball DA A b—)L

cCLIEY 2—/LD7=HDPIP DA A ~—)L

CLI Python E 12— JLIZET 2 FDtDSEER

EEEH

HEIEE TX=aT7ILEA L
FARN v FARN vz

EEM Python & = — /L EEM @ Python A7 U 7"k
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SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

CLI Python £ ¥ 1 — )L D#EETHER

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TTy R T —LADOYR—FBLRN A YT T =27 A A—VOWR— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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% 10: CLI Python & ¥ 1. — L DAEREIESR

CLI Python & & 1 — )L DH#ERETEER .

HaE

iy

)1)—A

HEEER

CLI Python &3 = — /b

Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b Ti&, Z®
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F
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5 2

EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (119 <—2)

« EEM Python & = —/LIZHOWT (119 X—2)

« EEM Python 7N U > — D% E L (122 ~<—)

« EEM Python & ¥ =2 —/WZHT 2 Z DO SZEEE (128 X—2)

« EEM Python & ¥ = — /L OFEREIEH (128 ~2—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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B evpython <o r—o

EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(3F)  EEMPython/%v -7 — 1%, EEMPython 27 UV 7 FNTOREHTE T (Ror—IF
EEMIZBERTE, 227 U7 FORYIOITICEEM A X MERERS T S E3) , EUERY
72Python 27 U 7 (Python A7 V7 M 2] L TFITS D) TIHMEMTE EHA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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eemz [

s ARy 7 ADYr— K
« ZAB UL TR A~DY) Y B
« R —DFEFT
s NI ATV NOFHIY
s "o ATV MY B
«Cisco Rty NI —F 7 $—ERADA X bDAERK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : #tAAH SV TNDART/NZ — 338495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
OIHEICH THiAls Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REMWETE 5 L HICT DL, T A N v o v EAMET 208N H Y £,
FEHMZOWTIE, FR vz OBEEZSBBELTIES D,

Python R!') & — D& Ek

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FIED FEH
ARV FFEREET7IVa Y B#
AT w1 |enable KikE EXEC E— RE AR LE T,
{5 e NAU—REANLET (FERINTHH) .
Device> enable
R w 72 |configure terminal Jua—N)Lar7 4 Xal—3iay T— REBLG
15“ : L/iﬁ—o
Device# configure terminal
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Python 7K1) & — D&k .

AU RFERETIVa Y

B8

ATvT3

event manager directory user policy path

1

Device (config)# event manager directory user
policy flash:/user library

2= IA T TV Ty A NVEIF2—YEE EEM
R —ORFEERT DT L7 M) EREELE
7,

GE)  FESNEAARIRY —RNBRETT, -
EzIX. ZTOFNATIE, eem script.py AR Y
> —73 flash:/user_library 7 4 /L& —F 721X

NATHERTE £,

ATvT4

event manager policy policy-filename

1

Device (config) # event manager policy eem script.py]|

EEM "RV > —% EEM [Z&&k L £,

o IR —lE, T 7 A NIRRT IS W TRT &
nNEJ, 77 ANVIEEFIT py T, AU v—i%
Python 78 U 2 —& L TBERISNE T,

CEEMIE, HU L—Z0bDICEENBA AL b
HEEIC SN TR o —% AV a—
L. FITLEJ, event manager policy =2~ K
MIEOH &5 & EEMIZRY v — %8 L,
SESNTIA Ry PARAE LEBAICETSh
AHEHICEEELET,

ATvT5

exit
51 -

Device (config) # exit

Jsa—\ )L a7 4 Xal—aryE— RNEKT
L. B EXEC E— FIZREY £,

ATvT6

show event manager policy registered

1

Device# show event manager policy registered

R EEM AR Y > —%2 &R LE T,

ATy T17

show event manager history events

1 -

Device# show event manager history events

Y H—ENTZEEM A X hEERLET,

1

KIZ, show event manager policy registered =~ > FOM B EZR L E T,

Device# show event manager policy registered

No. Class Type Event Type
1 script user multiple
1: syslog: pattern {COUNTER}

2: none: policyname {multi 1l.py} sync
trigger delay 10.000

correlate event 1 or event 2
attribute tag 1 occurs 1

Trap
Off

Name
multi 1.py

Time Registered
Tue Aug 2 22:12:15 2016

{yes}
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nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 2.py} sync {yes}
trigger
correlate event 1 or event 2
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM7 Ly k7902 3>O—EELTOPython X9 ) 7 FDEFT

Python X% 1) 7~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTIE, —VIIEHE Python A7 VS N & EEM 7 7 v 3 v
D—HELTHEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3% #E Python
A7 VYT M TIHMEHTE £ A, 10S DIEAE Python A7 U 7 MIIZ from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOyr—UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')

&Iz, guestshell run python =2~ ROHIFIZ R LET,
Device# guestshell run python /flash/eem script.py loop55
This script is going to unshut interface loop55 and then print show ip interface brief

Line 1 SUCCESS: int loop55
Line 2 SUCCESS: no shut
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Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl/0/1 unassigned YES unset down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset up up
GigabitEthernetl/0/5 unassigned YES unset down down
GigabitEthernetl/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down
GigabitEthernetl/0/8 unassigned YES unset down down
GigabitEthernetl/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl1/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl/0/23 unassigned YES unset up up
GigabitEthernetl/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down

Tel/1/2 unassigned YES unset down down

Tel/1/3 unassigned YES unset down down

Tel/1/4 unassigned YES unset down down

Loopback55 10.55.55.55 YES manual up up

Device#
Jun 7 12:51:20.549: $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

changed state to up
Jun 7 12:51:20.549: SLINK-3-UPDOWN: Interface Loopbackb5, changed state to up

WITRT DX, syslog ~D A vY—VHIOY TNV A7 VT NTT, ZOART VT
ME, 77 A VICHRTEESN, TAALEDT7 7 AV VAT AZabe—Sh, A2 b
IRV YDRY = T A NVEHEH L TRESNDOBENRDH Y £T,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")

WITRTOIE, EEM BREEKEH T2V A7 YT, ZOATZ YTk
X, 77 ANV EEN, TA AL T 7 ANV AT AIZa—=8, /X b=
F—=Vx DRI — T A NVEFH L TREINDILERDD 7,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200
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EEM 7 T L v

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems () :

YINERYYTHE |

print "KEY : " + k + str(" ---> ") + v
print "Built in Variables"
for i,j in a.iteritems()

print "KEY : " + i + str(" ---> ") + j

kTO Python X ') 7 DB

FIEDHE
1. enable
2. configureterminal
3. event manager applet applet-name
4. event [tag event-tag] syslog pattern regular-expression
5. action label cli command cli-string
6. action label cli command cli-string [ pattern pattern-string |
7. end
8. show event manager policy active
9. show event manager history events
=3 k2t
ARV RFEREET7TIVa Y B#J
AT w71 |enable FiHE EXEC T— N2 AT L E T,
i) e NAU—REZANLET (FERENTZHE)

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 ¥ alb— gy ®— KNEEith
L‘ij‘o

ATvT3

event manager applet applet-name

1

Device (config) # event manager applet
interface Shutdown

Embedded Event Manager (EEM) (27 7L k%%
gL, 77y harz o ¥al—yar E—R
BB L £,

ATvT4

event [tag event-tag] syslog pattern regular-expression

1

syslog A v =V DK —0 —FEFITT 5 EHE
BEEELET,
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AU RFERETIVa Y

B8

Device (config-applet)# event syslog pattern
"Interface Loopback55,
changed state to administratively down"

A 75 |action label cli command cli-string EEMT7 7Ly hR MU H—Sni & cFIT78h5
i - 0S 2~ REFRELET,
Device (config-applet) # action 0.0 cli command "en"
R 7w 76 |action [abel cli command cli-string [ pattern pattern ¥ — 7V — R THREINDHT 7 v a VEIEEL
pattern-string | F4
I CROTHT 1T M ET D EREE Y —
Device (config-applet)# action 1.0 cli command ;/jE§2§”%f*§iE[J§£vT
"guestshell run python3 /bootflash/eem script.py °
loop55"
A7v71|end TFlUy harzZ Xalb—var ®—RaekT
Bl - L. ¥ EXEC E— FICRY £7,
Device (config-applet)# end
R v 7 8 |show event manager policy active FITLTWAEEM R Y v —42F R LET,
f
Device# show event manager policy active
R Ty 79 |show event manager history events MU= EEM A X b EFRRLET,

1

Device# show event manager history events

RDBERY

WOHITIE, X AZICERESN TS Python A7 U 7 ha b B —3 25 5EE2RLTHET,

Device (config) # interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG_I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:
administratively down
Enter configuration commands,
Mar 13 10:53:35.38 EDT:
changed state to up
*Mar 13 10:53:35.39 EDT
+++ 10:54:33 edi37 (default)
show ip interface br

exec +++

Interface IP-Address
GigabitEthernet0/0/0 unassigned
GigabitEthernet0/0/1 unassigned
GigabitEthernet0/0/2 10.1.1.31

SLINK-5-CHANGED:
SLINK-3-UPDOWN:

one per line.
SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed
Interface Loopback55, changed state to

End with CNTL/Z.

Interface Loopback55, changed state to up

OK? Method Status Protocol
YES unset down down

YES unset down down

YES DHCP up up
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vLERYYTHE |
B eveython 02— sy 2 z0tosEER

GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

S AADHPFE— b WebH A FTIE, ¥ RIOBERT 7 v P — | hitp://www.cisco.com/support
BT D N T TNy a—T 4 U TIZRBERL TV A X 91T,
Vo2 T AR =L EII LD ETLEERLF S TA ) Y — R
BEEL TV ET,

BHEWORGEOEX 2V T 4 FHRSOBEINEHREZAFT L7201,
Cisco Notification Service (Field Notice 7>5 7 7 & &) . Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHIR—F Web A FDOY— T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLIE T,

EEM Python € ¥ 1 — )L D EETR R

WORIZ, ZOFY 2a— /LTl LIRSV UV —AE#EZ R LET, ZORIEL, V7
o7 VU—RZ P A U TEHEEEOTR— MR EAINZEZOY T =T VY —RX72
FERLTWET, ZOMEEITL, FFICKo N2V RY , ZRUUEO—#HOY 7 by =7 U Y —
ATHYR—FEnET,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
http://www.cisco.com/support

| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

Ty R T A —LADOYR—FBLRN A YT T =27 A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

5 11: EEM Python & < 1 — )L D4 EETE R

taE

iy

J1y—= FERETRER

EEM Python €3 = —/L | Cisco 10S XE Everest COBEREIL. EEM AU o—& LT
165.1a Python A7 V7 h &K — M LET,
Cisco IOSXEEverest | spjnson =i av s Fidd ) E4A,

16.5.1b

Cisco IOS XE Everest 16.5.1a TiZ, Z D
BEBRIZIRD T Z v b7 4 — LIZFEES
NTWE L,

* Cisco Catalyst 3650 > U — X A A v
.a:_

» Cisco Catalyst 3850 > U — X A A v
a’_

» Cisco Catalyst 9300 > U — & A A v
%

Cisco I0S XE Everest 16.5.1b Ti&, Z®
FEREIZIR DT T v b 7 4 — ATEEX
NTCWE LT,

* Cisco ISR 4000 >V — X H— " 2 i
BRV— &

Cisco I0S XE Everest Z OR%REIX. CiscolOS XE Everest 16.6.2
16.6.2 G, Cisco Catalyst 9400 > V) — X A A v
FIZEEINE LT,

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Ti, Z O
HEIZ Cisco Catalyst 9500 /~A /X7 4 —=
VAV =R AL yFICEEI T
F L7,
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+«NETCONF 7' |k =/ (133 ~4—2)

« RESTCONF 711 k=)L (159 ~4—3)

« NETCONF 5 £ ' RESTCONF O H—t &2 L~UL ACL (175 ~2—7)
«gNMI 712 b=/ (183 X—)

¢« BT LN—ZAD AAA (205 ~—)

o BT VERENT L A NY (215 X—)

* In-Service Model Update (257 ~X—737)






, 8

i

NETCONF 7O k)L

« NETCONF 7' k 2L O3 (133 ~<—)

« NETCONF 7' @ h 2 VDR ETHE (140 ~<—)

*NETCONF 7’1 hadar 7 4 F a2 b—3a Offas (145 =—2)
« NETCONF 71 k 2 /L OBHEEE (148 =—3)

« NETCONF 711 k =t /L DORERERE R (149 ~<—73)

NETCONF 70 kO JLDEE

—

TF—

L7=

R E
ET—

ax ;&

ILOBE . 05 S LICKEERTE ERTFEOIZERIGIZER

Xy NI =7 TS ZREERTHHEROTFIEZ, BT —4% FEa~vr ) BLOEH
T7—4% (show v F) floavr NI A2 —7=A A (CLD) #fEM$25Z&TT,
Xy NU—UEROLGE, FRCIEISERR Y NT—7 T R CERERE WA 5720
IZ, Simple Network Management Protocol (SNMP) 73 A<fEH S TWET, BHEICHEH SN
TUW%CLL & SNMP T2, ZHUTIFIN < O DfilfFED B Y £97, CLUFIER BT
HY ., THRADR=ZOMREEF L, FIRT DITIIAF O ADKLETY, SNMP L, FEE
7 —2 LEAT —Z 2K L EE A,

INEMIT A%, FEETREFEEZITOOTIIARL, Ful I 0Z2EHLEY ., £/
FEVEHIASICHEIL L TRy b U — 7 T3 ZOF%EZ LIk LE 7, CiscolOSXE TEIET 21 »
NT—2 TNRARL, T—F FETNAVEFERAT LRy T =7 EOBEOT A ADFREDH

kAR — L TWET, 77— F7 /ML, ERTERSINTAZHEN L SFECHRIE SN,
Xy hT =T DOFREEAT —H AEREEHZTE E7,
Cisco I0S XE 1. Yet Another Next Generation (YANG) ¥ —#% 5 U LV /E#EEYR—FL T
WEJT, YANG ZX v hT—Z7f% €7 o k=)L (NETCONF) T+ 2 &, HEfbanh/i=~
07 I IV ARy MU= HEORFE LW Y 22— 3 UV EB L E4, NETCONF
(RFC6241) 1X. 7 I9A T v v TV Ir—a VInT AL ADEOREREER L TT A A
WCRELEFEEZMZ AT DIEHT A XMLX—20O 71 k2L CF, YANGIZEIZ, NETCONF
BIECHRHESNDIBREEAT— N T—FE2ET /LT D720 I NET,
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EFLEHETOSS5TEY T4 |
Il netconF

Cisco IOS XE TliL, ET /I RX—ADA U H—T = A AL, BEFOT /34 A CLI, Syslog, ¥} X
O'SNMP A ¥ —7 = A ALFHAEEH L ET, RBEIIGLUT, IO ¥ —7 = A R,
Xy NT—=7 TN ANG ) —ARNT o RIZARSIVE T, YANG IE, RFC 6020 (233 T
K7v harzer kT 5O I ET,

N\

GE)  BERFITHDY LTV HIET Cisco YANG EF VT 78 AF 51213, GitHub U R b
U 28 L vendor/ciscor 7T 4 L7 FUICBEIL Y, ZZ TiX. IOSXE, I0S-XR,
BIONX-OS 77 v h 74 —2bDEEZFERV Y —ADET NVEMFHTE 9,

NETCONF

NETCONF (X, Fv hTU—2 FRA ZADOREZEA A b=/, #1E, HIFRT D200 AT =R
LT,

a7 4FXalb—raryr—FE&7a kha X yt&— VI Extensible Markup Language (XML)
N=2ADT =2 oAb 2R L £,

NETCONF (Zv v 7NV E—h 7r i —Y % 23—/ (RPC) X—ADAH=ALZFEHLT
7IA T REY—HOBEEEELET, 774 T MIxy hT—7 v 32—V ¥ D—f
LLTHEITENTVWARZ Y F T 7 r—a T, @E., —NdRky hU—27 5
AR (AL v FEIFTV—F) T, = NE, Ry bT—7 T, ZABED b T AKR— |
gL LTtFx=27 =/ (SSH) #MEHLET, SSHAR— FES80ET 7+ /L hDOAR— k&
LTHEHALES, A— bEBIL, REARERA T 3 TT,

NETCONF /%, BrEOMtB L OETvOX 7 n— Ry R — L TWET, HR— bxt4
DET VL, ietf-netconf-monitoring &7 /LA L THRIHSNET, FET MCHT HBEH
fHE, BEEDIREITRENTWET, T—F EFT /UL, get-schemaRPC ZffH LT, T/31 &
MWoFTarOFyra—RELTAFRTEET, TULOLDOYANGET LV EFHLT, 77—
ZETNEBRLIZD 7 AR — K L7z T& F£9, NETCONF OFAMIZ DOV TiX, RFC6241
LTS EEN,

CiscoIOS XE Fuji 16.8.1 LV HRIDO Y V—ATix, AT —% v~ 3 —Y v (K—V 71k
<) MPMEBNZAHNIZ /2> TuvE L7z, CiscoIOS XE Fuji 16.8.1 LDV U —ATix, EHT —
2%, NETCONF#EITLTWAH T T M7+ —ATEEL GRET — & DA & FER) |
T 74N NTHB RS> TWET, AT —FD7 ) EFLEFA N —I U ZICxnT b3
R—F 2 b OFEIZ DWW TIE, GitHub U AT b U T BHID *oper ZZR L T 7Z& W,

NETCONF RESTCONF IPv6 O H-7R— +

F—H ETFTN A A =T A (DMI) 1XIPv6 7' Fa O EVAR—F L TWET,
DMIIZL B IPV6 DY R— ML, 2747 v T 7V r—a i, IPve 7 RLAEBHT S
F—EREBEETL2HAICEICLE ET, SNERIAT A % —7 = A Z1E, IPv4 & IPv6 D )i
WZOWTT a7 VAR v 7 R—KMLET,

. Cisco 10S XE Gibraltar 16.12x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K


https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/vendor/cisco
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1681

| EFLBBHRITOTIS<EY T4
NETCONF 7 E—/3L £y avaayy [

DMIiL, *y NU—JVERZOEBEEZRHZTH—#HDHP—E A TT, NETCONFX°RESTCONF
REOT IV r—varvBEra balit, Xy b2 L TCINEODMLIZT 7 EBAL
BETO

IPV6 7 RUARRE SN TWARWEETYH, MG T 7Y r—2a iZIPv6e Yoy b a U v
AV UERITETN, oDV 7y MIBERGEIZR D £97,

NETCONF / O—/N)L £y 3>nawvyy

NETCONF 711 b /UL, T A AREEBHE L, T3 ADREFREBEGET 5700 —H#
OEMEZIRME L ¥4, NETCONF |/ n— Lo v 7 &P R— b LTHY, NETCONF Tl
Bl oty a kil TARENEAISNLTWET,

BEORKRE v > a v ORERICO> T—EBMZEER L, REOBRAZTOIZ, By a
YDA —F—|INETCONF £ v a > %nr > 7 CT&%79, NETCONF lock RPC |, =27 ¢

X2l —vgr RNR—HP—=LFETar7 4 ¥al—arF—F_X—R%kuay 7 LET, D
DO X TONETCONFt v ¥ a > (1 y 27 ZFfA LTV (3, fERIEZFEITTEEE
Ao 7272 L, BEATDEIETSEITCEET, INoon v 7 I3GFREFERNENZ EE2EXRLT
BO. A—F—I%. o> NETCONF 27 7 A 7 k. NETCONE LIS 2 5 A 7>+ (SNMP,

CLLAZ U7’ l) | BEOAMOZ—F LV 28 FTICEEEMZADZ ENTEE

R

TIT 47 yvarilkoTREIN WA n—0b v 7k, BEffTohizty v
VIS kill SN L FITEICRVET, vy ZIlioT, ryJERFELTCWAEY VA v
2, REICK L CHM e B EIALT 7B AEIT25 L5120 Ed, ZFa— ey 7k
DREDEENEE SNTZHAIF. =7 — Ay E—VI2L > T, NETCONF 72—/ 3L & v
I MR CHREDELENIER SN2 ENRENET,

<lock> {EIZMA T A —F <target> ZZ Y £9, Zhig, my s LEd>ed5av 74
X2l — a3 FT—XARNTOLEITYT, v BT 7T 4 THREA. <edit-config> F:{F &
<copy-config> #{EIZFF Al SN EH A,

NETCONF @7 v —/ 3L v v 7 OfRFHIZ clear configuration lock =~ > RAMEE SN -85HE
X, REDOTERFEMN AV a— S, EBEDsyslog A v E—UNERESNET, 2=
< R, =Y —ar 74 Xal—aruv DL 7V T LET,

KIZ, <lock> #E% K79 RPC OHF| &R L 7,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>
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B nerconrkin v s

EFLEHETOSS5TEY T4 |

NETCONFKill v < 3>

tyva OGN, £ TAT U MIES T r— v vy 7 OFBANE T L X
show netconf-yang sessions =2~ > RZ i L T NETCONF £ > ¥ 2 V&2 E=4 T& £, i
7z. clear netconf-yang session =~ > RZMEH L TINE L2 RoTlckya vz 07795
Z L TEFE9, clear netconf-yangsesson =< > RiZ, NETCONFr v 7 L a7 ¥ oL —
varwyJomGEs VT LET,

<kill-session> 3R (L, NETCONF & v v 3 > Z5#ifiliic# T LE 9, NETCONF => 7 17 «
I, =72 'y a O <kill-session> BREZZETDH &, TREANOT X TOEELIE
L, Byva ZBEEMTFONTWATRTory 7 &) Y —REfKRL T, BE#EMT LN
e TR CHLET,

<kill-session> ZR (21X, B T9TANETCONFE v gDty a IDBKETT, By
YIDOENRBIEDE v a VID LR UHEIE, BE2 R"d =7 =R EvE$, NETCONF
tyiard TP s g UNERETTICNETCONF v g s T LA, 75—
B ETIVA LT TANTIFXIZEoTu— NNy 7 RNERIN, *vy NU—FER|Cn—
ANy 7 REAINT, §3TO YANG ET AVORMN MY H—EhET,

Ty varokill BARKRL, Ze— U vy 2 B ERFESNTWDLISEIE, 20 Y — L ERT
vty Z il L C clear configurationlock =~ > KZ AN LE9T, ZORET, T—% 7/ %&
FIELTHEBT2 2 ENRTEET,

NETCONF-YANG SSH H-—/ M4 R—

NETCONF-YANG [F/8A U — R_R—ZDOFBGFEIC R D HiEE LT, 10SEXF 27 =/ (SSH)
URZA M, %37, =—F5 </ RSA) AF—2FHLI-2—VORFEEL T R—FLE
-éAO

NETCONF-YANG T/ B & — %G & HEHl éﬁé’ﬁ\w8$H%~ﬂ%§E¢é%%ﬁ%@i
T SSH ¥ — Nkt L T —H % FRFET 5 I21%, ip ssh pubkey-chain 3 L Qtuser =2+ > R&ffi
AL TREEINT-RSA F— ®w?ﬂﬁ%ﬁﬁbiﬁ

NACMIZ, I N—T RXR=2ADT 7B A A I = AL TT, =PRI ND &, HEIN
ToHERR L~ UZH ST, NACMAEIR 7 L — 7 IC BEICELE SV E T, 22— & oo —F
ERIN—TICFHTRET S22 TEET, 774/ MORHEL~LIX 1 TF, PRIVOO
— PRIVI5 @ 16 DFFHEL A3 0 £77,

Z2—PRARF—E N L CRIET 256, *HeT DGE, &Fr. 777 47 (AAA) i
ENTRNE, Zoa—PFIHESINET, 2—FRART—%20 L CGRIET 584G . NETCONF
D AAA REN R —INVLND AAA Y —AZFHLTWDH L, Zoa—FHiEGshET,
7 — )L E LN TACACS + AAA BIAFNHR— F ENE T,

r—2 L _X— 2D RESTCONF #&i T A= b éhfl/‘i'@:/\/o SSH :Lv—"fﬁ%%%iﬁ‘fﬁ*— }\
INTWEREA,
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| E7LEBHRTOsSYEY T4
BHEaIY I XaL—avHR—F .

B3I xalL—2ar YR—

iz 74X ab— gy YR —MEREGEHTDIE, VoV Raly b AT va v
i LT RFC 6241 2 452 210 Lo T, BEMigIELZ P R— FTx F7,

BT —H A NTIE, T, ADFETaAL 7 4 X2 b—rarOab—4%R5FT 5 RK72RME
B e FF, FEfTar T4 Xalb—rarET AL A3y BRI, BTt
T4 X2 —va VEERLTETRT S ENTEET, EMPEEEIZ. NETCONF F&5E
urn:ietf:params:netconficapability:candidate:1.0 IZ L WV /RS VET, T D NETCONF BEREIZ, 7
A AMERT —H AR TEYR—FLTWVBHZLERLET, =2—FiF EHF—H AT
EHALTC, M ADF[Tar 7 4 FXalb—va lEBr 5252 &&< TIRA AD
Y74 X2 b—a raER, B, HIBR, AECTEXET, 2y MMETIE, T A0
Y74 FXalb—Tarn MEM D TET) oar7 o Fal—railFyyrad&nE
T, MM T—Z A RNTREDICR> TS L, [T OF—% A k7|21 NETCONF
TyvarENLTESIADIENTET, I TOar 74 Fab—ra V3EMZELT T
DHaAIy hINFET, 2FV, BETORE L BEHA T T % NETCONF#ERIL, i<k
BNz n 84,

N

GE) BT —H A NTIREET = AT THDHZ LICHE LT EE Y, #2509 NETCONF
By va UPNEERIFFICETETHAREERSHV ., LER-T, NEEZEET 5]
T =2 ATy 7 LT, aIy MBRBEALRVEIICL, HEMIZa 7 ¥
L—a Y OEENRKONDAREMZ S I ENEEICR D £7,

{45 > NETCONF $4F
BRI —5 A b7 THKOBIER FATCE T,

N\

GE) ZOHEOEFHIZRFC6241 D834 A S HIZ L CWET, aHMl & IEMEZR RPCIZOW T,
RFC #ZM L TL7E &V,

m R

<lock>RPCi%, #—# v hOF—F A N7 Huay 7 T5-OIEALET, Znicky ., fho
a—PEa v ENET—FZ AT O T 4 X2 —va b EERTERBDET, oy
TRETCIIERT — 2 L EIT T — 2 Ol En v 7 TEET,

Y

GE)  fElT—2 27 0r vy 7%, CiscolOS Dary 7 X al—grony 7 R0EfFay
T4 FXKalb—rvarony 7 IEEYEXEE A, FHRERETT,
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B =0 Netconr 24

ETFLBHEIOSS5IEY T4 |

a3y bk

<commit>RPC (¥, iz 7 4 X2l —2a a7 A ADFETary 74 Falb—ra il
av—LET, aIy b BEX Bz 74 X2 —ra 2B HLTar 7 ¥
L=y a v BTN, AT v v a LIERICETT 20 ERH Y £,

FATETNIEMOT —Z A F T OWTINAHIONETCONF £ v v a ko Try 7 ST
WA A, commit RPC (% RPC =7 — 0 TRALL £7°, <error-tag> I <in-use> & 72 1) |
<error-info> (ZiE v v 7 #FF L CWAH NETCONF v v a Dy a r IDB/REINNET,
conftlock E— NIZBITL T u—bay 7 2EHL, 15T 27 4Fa2b—Tarz
Ny /352 L TEETN, 2y MEEXRPC =7 — & THRALL ., error-tag DfE I
<in-use>, Ty g IDIE 10] 12720 F9,

aAVIqsFXxalL—aviRsE
iz 74 Fab—varid, ar74F¥al—2a VEEET L7200 edit-config (=2
TA4X2lb—Ya URE) BMEOX—Fy FELTHATEEY, ZHickh, T4 2DE
Tary 74 X2l —2 a8 r 25272 BRNOa Ly 7 4 X2l — a3 OFHR
FWFETEALOITRY FT,

BRE

a7 4 F 2 b—2 g VTN BNTEEEZEIRT HI120%, discard (BEIE) EEAZFEITL
Tz 74 FX¥alb—varvzE fTar7 s Xalb—ra Rk LET,

72L& Z21E, NETCONFtE v ¥ 3 VALK > T CIEMT — X A N TORERERE SN TN D
Bt BEyvaryBiEfizey s LESETHEmy IR L ET, NETCONFE v 3
VBTCIMEMAE T v 7T AENS, MONETCONFE v a N DORMGRO a7 4 X2l —
a VEHIBRT 572012 <discard> BEAZ FEAT T HMLENRH D F9,

a2 Rk

o7 edit-config (I 7 4 FXal—valiE) | a3y MR TCHEMa 7 4 X2 b—
va v EEIELT-%. UnlockRPC T#—7% > k& L Ccandidate # f5ETHZ LIZL > T, 77—
HARNT Hay JERCTEET, TNT, Moty a v TOTXTOBREICHEMEZEHR T
DL ET,

AT — 2 A N T T DRMRDOET CREENEA LSS, a7 4F a2l —va o
EENREEC /20 DTy a o TRBENEL AR S Y £3, REE RS 5720,
RFFROEF L, INETCONFt > v a v OfEE | THEMICe v 7 BRIzt &, £
I Unlock #/ETH/RENIC 2 v 7 DEBR S T- & SRR NE T,

AVI74FXalb—YavREB,. a4 Xal—Y3rab—, avI4Xal— 3 VgL
fEffilx, get-config (2> 7 4 ¥ =2 b— g VEHF) | copy-config (27 4 Fal— g
v—) . F£/idvalidate (27 4 ¥ 2L —3 g UHEE) OEOEETYH, Y—AERITX—
Ty RELTHEATEET, BHOLTEZT A A ZaIy bETIZ, a7 4 Fal—T3
VDORRFEED B H 1T 9 1L, <validate> RPC D12 discard Z 11T 5 2 & TEITTE £,
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| EFLEBBRITOsSTEY T+
grrr—rozz |

EMOERAAE

KON, BT —FANTE#NLCTAA A a7 4 Fab—ra VEEET LA IR
SNHRAN T T T 4 A%RLTNET,

4:BERET—EARAFTOEEFIE

267511

1. FE75—FANTEry 7 LET,
2. T — 2 AT ER Y LET,

3. edit-configRPC & % —7 > bl AHERA LT, Bz 74 Fal—va vV EERLE
T

4. FERiz 74 X2l —varvE [E7) ica3ly hLET,
5. EMiEEiTEn v VRERLE3,

x4 R— b DERTE

i — 2 A R THEEEIZ, netconf-yangfeaturecandidate-datastore =~ > K&l L THZNIC
THIENTEET, T—XARNTOREN [T o [EM) . ERE20HIEDD
&L EEEACTT S 7292 NETCONF % 721 RESTCONF O FEEIN{THhh 5 Z & 2 a—
AT 2EE R v —UNRRRINET, BHIPADICRoTnDE, ETOT—X AT
IZIINETCONFE v v a v Z N L TCEERAD I ENTET, 9 X3CHhary 74 Falb—ra v
FEMZEL ORIy hENET, 2F 0, BEHOREZ BEHZ H CX 5 NETCONF #
BEIE, Lty v a VOBEMTIEAEDNC/RY ¥ A,

NETCONF-YANG % 72 /% RESTCONF confd 7' 12 & A DPRAARECAEM £ 721X FEITOT —F A R T
DFRPB AL T 4 F 2 b—a VTHRESN TV DG, RO XD REERRRENET,
Device (config) # netconf-yang feature candidate-datastore
netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds
NETCONF-YANG = 7= 1% RESTCONF confd 7" &2 & A D BRAE (254 & 72 133 T ORI T
e aiE. WO XS ICEshE T,
« netconf-yang feature candidate-datastore ==~ > RRFEE SN TV A B AL, =<2 FiC
Ko THAHT —Z 2 R T HEMTRY  ROBENRH SNET,
“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang

and/or restconf will now be restarted,
and any sessions in progress will be terminated”.
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B nerconr Jo ko omEsE

EFLEBBEIOIS5TEY T4 |

» netconf-yang feature candidate-datastore == < > RBHIBR S N72HEIE, a2~ Rick-» T
ﬁﬁ?%ﬁXFTﬁﬁ@K&D\%ﬁ?%&XFTWﬁm_&D\ﬁ@%%#ﬁﬁéhi

—g_‘l)

netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

* NETCONF-YANG % 72 /X RESTCONF 3 FiLEi 325 &, #EITH O v a idkbinnEd,

\)

GE) T —2ANTIEAET—Z AT TY, DF0 ., D NETCONF & v g TH

BERFICERCEES, LznoT, W@’EﬁETéﬁlJ Ca—YPNF—H XA NTEHoy
LT, a3y bBBAE LWL I BRMICa sy 7 ¥ alb—a vy OBEENREK

binsd (oFh ., o= —WF|z ctofﬂ/743‘r:1/~~‘/a/7w7fﬁé7h a3y bR
FITENT, ar74Xal—varNnEEXEIND) AREEEZESZ ENEITRY

e

NETCONF 0O FaJ)LDZRTEAE

NETCONF-YANG (X, ZA ADT T A=V hTAMRA FEEHLET, BT A MRA
¥ FFE L2V EIC NETCONF-YANG "fE S D &, HOBEA M T A MRA & FAME
S AVE T, FEMIZ OV TIX,  [Public Key Infrastructure Configuration Guide, Cisco 10S XE
Gibraltar 16.10.x] Z#Z L T 72 &0,

NETCONF {3 B 1=ODIERT7 UV T X DR

NETCONF API O H ZBthT 5121, HER L~V 15 22— THLIXLERH Y £,

username name privilege level password password

aaa authentication login default local
aaa authorization exec default local

FIEDOHE
1. enable
2. configureterminal
3.
4. aaanew-model
5.
6.
7 end
Flgn

ARVKRFERERETY VY

=)

25w 71 |enable
1

. Cisco 10S XE Gibraltar 16.12.x

it EXEC E— FE Az LET,
RNRAT—KREANLET ERENZEHES) &

JOgS<EY T4 avTaxXalb—3 v HAFK


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true

| EFLBBHRITOTIS<EY T4

NETCONF %M d 5 7= iR 7 7 20kt [

AU RFERETIVa Y

B8

Device# enable

ATvT2

configureterminal

1

Device# configure terminal

Ja—n) ar7 4 X¥al—a Ly T— &G
Li‘j—o

ATvT3

username name privilege level password password

1

Device (config) # username example-name privilege
15 password example password

:I‘“_‘_H-ZI %‘/\“_‘X k L/?IL‘I]AL;D.[E/XTA%%AL Li
T, WOF—U—RFEHRELET,

- privilegelevel : = —HF DR L~ LA E L E

4, NETCONF 7’1 h /L DAL, 151215
VENH Y F9,
« password password : CLI E =2 —{Z7 7 EX$ 2%

T2ODNRAT— RERELET,

ATv74

aaa new-model

1

Device (config) # aaa new-model

UEE) &l
M LET,
aaanew-model =~ REZRET D%
FER L OFFRI LB T,

FEE. T T 47 (AAA) &

B, AAAFR

ATvTh

aaa authentication login default local

1 -

Device (config) # aaa authentication login default
local

SR Y e R Al SN N i N = 7 GV
Pz BE L E T,

(G¥) NETCONF 7’'u ha/LTlt, 74/ hD
AAA I]ALAFIEH 7/]) /jjqﬁo)yfz))qj-jﬂ_ ]\ é
nNET,

¢ UE— F AAA —OEE1L, local & AAA
P—NCEEBRZET,

default ¥—7V— RicL b, ve—HLa—FF5—
B ;(uunﬁﬁ)jﬁf\T:O)jﬂ h iﬁ;ﬁ?§%Lji
7,

ATvT6

aaa authorization exec default local

1 -

Device (config) # aaa authorization exec default
local

=D AAAFFRZREL, a—H /LT —FX—
AEfER LT, TO2—YIZEXEC v = /VDOFEITAH
FALET,
¢« UE— b AAA —"OEA 1L, local & AAA
P NICEEZET,
. default 3?‘“— — N’ /I ~7J/I/:L~4j:"f‘“—
j—O
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ARV RFERETIVa Y

B8

ATvJ17|end
1 -

Device (config) # end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

NETCONF-YANG D% 7E

L' H ¥ —NETCONF 7' & k 2 )V RT /A A THDZ 72> T 54, RFC #EHLo> NETCONF
7'u ko 3ERE L £ A, nonetconflegacy =~ R&ffl L CL 47— NETCONF 7' 12 |k

L HE D LT IZEN,

Flgn#E
1. enable
2. configureterminal
3. netconf-yang
4. netconf-yang feature candidate-datastore
5. exit
F D8

ARV RFERERT IV a Y

E]:)

AT v 71 |enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NRRAT—=KRZANLET (ERkENTEZHS) .

R 72 | configureterminal

1

Device# configure terminal

Ta—N)Lar 74X al—3ay E— Neh
Li‘a—‘o

R T w 73 | netconf-yang
fi

Device (config)# netconf-yang

F hU—27 F 34 ZATNETCONF A » #—7 = A

A BT L ET,

GE)  CLUZ R DEADA RX—T MED, X
RO —27 TR RABET IV RXR—ZADA
A —T A AWML TEHTEL L )T
DNEST, BTN RXR—ADA LB —T A
A TavADREERT VT 4 _X— g
WZIE. RO DZENH Y £9,

R F v 7 4 | netconf-yang feature candidate-datastore
il -

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 A N T 2 /ML ET,
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NETCONF A+ 7> 3 oz [

AU RFERET7TIV3 Y B#)

ATy 75 |exit sua—rb ar7 4 Falb—ary T—FEKT
15“ szjﬁo
Device (config)# exit

NETCONF 4+ 7> 3 > DHEFE

SNMP D% E
NETCONF Z# A2 LT, AR—FINTWD MIB 2>bAR SN 7= YANG £5 V&2 L T
SNMPMIB 5 —X 27 7® ALY, 10S THHR—=FZINTWSSNMP +7 v 7ZHIZL
T, PR—FENTWS T v 75 NETCONF WA 2254 5121%, 10S TSNMP H— %
HEMZLET,
WOBEZIT > TLIEE U,
FlIEDOHE
1. IOS T SNMP #REZ AN L £,
2. NETCONF-YANG 725#) L 72, ¥k RPC <edit-config> A v & —3"% NETCONF-YANG
AR—MIEEFELT, SNMP b7 v 7OV R—FEFILET,
3. RO RPC * v E&—% NETCONF-YANG R— MIFEELT, Ffrar 74 X2l — g
VEAR—KNT S a7 4 X2 b— g VITIREFELET,
FIEDFEHM

ATFv 71 10S T SNMP #rexHohc L £,
B -

configure terminal

logging history debugging
logging snmp-trap emergencies
logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

|

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

AT w72 NETCONF-YANG 2@ L7-t%. K ® RPC <edit-config> A v &—% NETCONF-YANG ~— MIiEE L
T, SNMP 7 v 7 OHHR—bEHABHILET,
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&
iy

B rsa~—xo1—FRiEE=EGFT 2100 SSHH—/0

1 :

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
<trap-list>
<trap-o0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
</rpc>

I

ATw T3 WRORPC A v —% NETCONF-YANG 7R — k|2 3%/
Far74¥al—ya SIRELET,

1 -

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

LT, ETar 74 Xal—va a2 A4—KTy

ol

RSAR—XDA—HFEEEZEEITT 57D SSH H—/\DFHRTE

NETCONF-YANG 23— %2834 57200 SSH A F— 2% ET 51213, ROFEEE2FET
L/iﬁ‘o

FIRDEE

enable
configureterminal
ip ssh pubkey-chain
username username
key-string

end

okl wn-=
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NETCONF 700 b0 > 7« ¥aL—vavomR i}

FIEDEEH
ARV FERET7IV3 Y Br

AT w71 |enable FiHE EXEC E— RE AT L £,
fi e NMATU—REANLET (FEREINEHS) .
Device> enable

R T 72| configureterminal ya—sYL ary 7 4 ¥al—vay EB— REHk
1 - LET
Device# configure terminal

AT 7 3 |ip ssh pubkey-chain SSH ¥ — 8 LD —H8 L O — FBGEHIC
i - SSH-RSA ¥ —Z@EL, AMF—ar 7 ¥ 2l —

var T—RFERBLET,

e P NITRFEEN TV D RSALREF—28, 75
AT ¥ MTRIFS TV D ABF — & fib % —
DT ZHEA L TRIES D &, 2 — P RGEE

Device (config)# ip ssh pubkey-chain

T,
AT 7 4 | username username SSH = —H¥ X2 EL, AF— 2—% a7 ¢
i) - Xal—aryE— 2B LET,
Device (conf-ssh-pubkey) # username userl
R T 75| key-string UE— K E7DRSAABF—ZHEL, AF—
151 - F—H ar74Xal—arE—RREHKBLE
j‘o

Device (conf-ssh-pubkey-user) # key-string

GE) A=TFUSSHZ IFAT v Finb (B
2% & .ssh/id rsapub 7 7 A D 5) A
FEEZRGTEET,

27w 76 |end NBF—F—F ar 74 F¥al—vary E—F%
il - f&T L, FrkE EXEC £— RIZED £7,
Device (conf-ssh-pubkey-data)# end e F 74NN FA R IZERE 5121, nohosthame =

v FEfEHLET,

NETCONF O Fa)LDa>T74F¥xaLb—2 3 DHESR

NETCONF 2> 7 4 ¥ a2 bL— 3 U EHERT DI a~y REFRHLET,

FIEDHE
1. show netconf-yang datastores
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B necone o raoar TR L—vavomR

show netconf-yang sessions

show netconf-yang sessions detail

show netconf-yang statistics

show platform softwar e yang-management process

o wNd

F IR D8

AT w71 show netconf-yang datastores
NETCONF-YANG 7 —# A M TIZBT 2 #H A2 £ LE9,
1 -

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

AT w72 show netconf-yang sessions
NETCONF-YANG © v v 3 VIZBET A 1FHREFE R LET,
11

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore
Number of sessions : 10

session-id transport username source-host global-lock
40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

AT w73 show netconf-yang sessions detail
NETCONF-YANG t v ¥ a3 I AEEERE F R L £4,
1

Device# show netconf-yang sessions detail
R: Global-lock on running datastore
C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 1
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ATV

74

session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1

login-time : 2018-10-26T12:37:22+00:00

in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0

global-lock

show netconf-yang statistics
NETCONF-YANG #tahl B4 2z #R L £7,
i -

Device# show netconf-yang statistics
netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

show platform software yang-management process

NETCONF 70 banpa> 72—y 3 oiR |

NETCONF-YANG D% 7R — MIMBERY 7 2T a0 ADAT—X A% FRLET,

1 -

Device# show platform software yang-management process
confd : Running

nesd : Running

syncfd : Running

ncsshd : Running

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running

ndbmand : Running

GE) 7'v & X nginx (%, ip http secure-server £ 7=

1% ip http server 37 /34 2 TRESN TV LA

FITEINET, 2O uv RN [54T7) RETHRTHNETCONFIXIEFICHEREELET, =720,

RESTCONF (213 nginx 7' 2 & AN METT,

3 12: show platform software yang-management process 0 7 4 —JL F (DE%ER

T4—ILE A

confd a7 4 Xal—varr—Er

nesd Xy NU—sHEHE I AY T

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



Bl nercons To koomEE

EFLEBBEIOIS5TEY T4 |

T4—ILRK Bk

syncfd T —T bR

nesshd NETCONF % =7 + =/L (SSH) F—F

dmiauthd FNA REBA L F—T 24 2 (DMD) RiET—F
v

vtyserverutild VIY =N a—F 4 VT 4 T—F

opdatamgrd T —4 ~ %=y F—F

nginx NGINX Web #—/%

ndbmand NETCONF 7 — % _R—2Z = %— %

NETCONF 7 O kO J)LDOREEE$

HEIEE

I=-aF7ILEA L

AD YANG T —H T )V

[IOS-XE. I0S-XR. B L UINX-08 7 | BHFEA T4 0 24U J715 T Cisco YANG &5 /WIZ T 7
Ty 73 —bDEEEERV Y — | AT DT, GitHub U AR U 248 L. vendor/cisco

V7T PUICBEILET, 2Tk, I0S XE.
I0S-XR, BLXUNX-OST T v b7+ —bDEEIF %
V) —2ADETNVEMFHTEET,

BES L URFC
Z4E/RFC 24 kL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [fi]i} 5 —
X TV T EE

RFC 6241 Fv MU= 3E7 1 k2 (NETCONF)

RFC 6536 Ty NU—7FEZ v hast (NETCONF) 7 7 & AHI#H€T
Jb

RFC 8040 RESTCONF 7'z | =1L
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| EFLBBHRITOTIS<EY T4
NETCONF 700 b T /)L D#EHEEIESR .

SRADTY ZAHI YR—F

A 9

TAaDYR— b WebP A FTlL, Aol - |http://www.cisco.com/support
BY—ZETE NI TN a—T 4 TR EL TV
FHE2C, v=a2 7 ARV —AE2EFI LD ETL8ERA
YIAY VY= AR L TOET,

BHWORGL O X 2 U T ¢ HERCHAMEREZAFT L
»IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R/ X O&FEH—E X|TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

NETCONF 7’00 + O )L D#ERETEHR

ROFIZ, ZOFY2—/)L Tl LIZHREICE T2 Y U —2 e s LET, ZoRT, V7
Fo=7 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, TOKRIT. W 23720 RY . 2 UEO—EDY 7 by =7 VY —
ATHYR—FSnET,

TTy N7 =LY R=FBIOV R YT hU =T A A=V OPR— MNIBT HHERE MR
9 %5IZI%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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B nerconr 7o ko omeetEs

£ 13: NETCONF 7’00 + O )L D EETESR

EFLEHETOSS5TEY T4 |

HaE

iy

)1)—x

HEEE®

NETCONF 7 u k=21 Cisco IOS XE Denali 16.3.1

NETCONF 7' |k 2 LgElc L » T, 7
a7 T BT K DA FEOZEEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v N T — AT
FIEXNTWE LT,
« Cisco 4000 U — X H— b 2HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/
J—x

Cisco IOS XE Everest
16.5.1a

ZOEEIX, ROT T v 7+ —AIC
EEINTWE LR,
* Cisco Catalyst 3650 ' U — X A A v
a’_

+ Cisco Catalyst 3850 /' J — & A A v
%

Cisco IOS XE Everest
16.6.2

ZOBREIL. ROT T > F 7 r— Al
FHEINTHELE,
» Cisco Catalyst 9300 > J — X A A v
?
» Cisco Catalyst 9400 >V — X 2 A v
ﬁ;

» Cisco Catalyst 9500 >V — X 2 A v
a:.

Cisco 10S XE Fuji 16.8.1a
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NETCONF 70 b O /L D#EEEIEER .

3
b
R

J1)y—=x HRETHRER

CiscoIOSXEFuji1681a’C“ . T Dk
BRIIROT T v b7 —AZFEESR
u\il,ﬁw

« Cisco 1000 > U — X ¥ — b 2 HHEE
Rl — &

* CiscoASR900 >V — X 7 7' V) /F—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8 ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco 10S XE Fuji 16.9.2 ZOBEEIX. RO T v N7 F— AT
EHEINTWE LT,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU

Cisco 10S XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Tl%., =
16.10.1 DOHERBITIRD T T > b 7 — LTk
INTWE LA,

* Cisco Catalyst9800-40 U 1 ¥ L A =
v hr—7

* Cisco Catalyst 9800-80 U 1 ¥ L A =
Y hr—7

* Cisco Network Convergence System
520 U —X

Cisco 10S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 Tl%, =

16.11.1 DH%AEIX Cisco Catalyst 9600 3 U — & A
A v FICEEINTWE L,

Cisco IOS XE Gibraltar Z OFEREIL. Cisco I0S XE Gibraltar

16.12.1

16.12.1 T, Cisco Catalyst 9800-L ¥V 1 ¥
L2Aay br—J 23 EsnE L,
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B nerconr 7o ko omeetEs

HEES Jy—= B EETEER
NETCONF ¥ L Ot Cisco I0S XE Fuji 16.8.1a | NETCONF 3 X IOXRESTCONF 7' 12 | =
RESTCONF IPv6 D 7R — LD IPv6 DV HR— b, Z OHEREIL, &
~ DTy N7+ —AEEINTNE
L7,
« Cisco 4000 2 U — X #— bt 2 HEAS
L — &

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary Y—ER L—H

« Cisco Catalyst 3650 > U — X XA v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x

Cisco I0S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 TiX, =
16.11.1 DIHEIT Cisco Catalyst 9500 /> /X

T A=A =R AL TR
SNTWELT,
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NETCONF 70 b O /L D#EEEIEER .

HaE

iy

IJ IJ—X

HEEER

NETCONF 7 1 — )L
oy /B0ty g
?D kill

Cisco 10S XE Fuji 16.8.1a

NETCONF 7’1 k a/ujx, 7 a— 31
0y I RBIONE LR ozt yia
U kill TAREA AR — N LTV E
T, ZOMRRIL, ROT Ty M7 +—
LNCEREINTNET,
« Cisco 1100 'V — X H—E ZH#H
B p— %

« Cisco 4000 2 U — X H— b 2 HEAS
Bl — A

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary HY—ER L—X

« Cisco Catalyst 3650 > U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x
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B nerconr 7o ko omeetEs

EFLEHETOSS5TEY T4 |

IJ IJ—X

HEEER

NETCONF : fEffi= > 7 4
Fal—vgrPR—F

Cisco IOS XE Fuji 16.9.1

fEfia 7 4 X2l — gy R— b
eI, oV aly
N A7 a EFEH L CRFC6241 %5
B2 Lk o T, EiERE A VR —
hoxEd,
ORI, ROT Ty R T F— AT
FEEINTWE L,

« Cisco 4000 2 U — X H— b R A

B — %

* Cisco ASR 1000 >V —X 771
=gy P—E R L—H

¢ CiscoASR900 > ) — X 7 7' U ' —
va v Y—ER L—H

» Cisco Catalyst 3650 ' U — X A A v
a;

» Cisco Catalyst 3850 >V — & XA v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

* Cisco Catalyst 9400 > U — & A A v
%

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#
« Cisco Cloud Services Router 1000V >/

Jy—x

RDOa~vy RPEASNELE
netconf-yang feature candidate-datastore
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NETCONF 70 b O /L D#EEEIEER .

HEEA J1y—=x FERETR IR
NETCONF-YANG SSH Cisco IOS XE Gibraltar
P —ROPR— K 16.12.1
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ETFLBHEIOSS5IEY T4 |
B nerconr 7o ko omeetEs

)1)—2 HERETE R
ORI, kO Ty R T F— AT
EIEINTWE LT,
« Cisco 1000 > U — X ¥ — b 2 HEE
R — &

3
b
R

« Cisco 4000 > ) — X H— b 2 S
WL — %

¢ CiscoASR900 > ) — X 7 7' U '—
varyHP—bvR L—H

¢ CiscoASRQ0 > ) —X 7 7' U F'—
va v Y—ER L—H

* Cisco ASR 1000 7 7' U ' —< 3 v
H—E R J—H

» Cisco Catalyst 3650 > U — X A A v

a:

» Cisco Catalyst 3850 > U — X XA v
?:.

* Cisco Catalyst 9200 > U — & A A v
%

» Cisco Catalyst 9300 ' U — X A A v
\%.

» Cisco Catalyst 9400 ' U — X A A v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

» Cisco Catalyst 9600 3 U — X A A v
a’_

* Cisco Catalyst 9800 'V — X U A ¥
LA ayvihae—7

+ CiscocBR-8 =2 /3— K 7 m— K
N R —X

* Cisco Cloud Services Router 1000V
J—x

* Cisco Network Convergence System
520 Y —X
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NETCONF 700 b T /)L D#EHEEIESR .

L )1)—2 HRETHRER
* Cisco Network Convergence System
4200 > U — X
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.9

i

RESTCONF 7O k)L

Z OETIL, HTTP ~X— A D Representational State Transfer 2> 7 4 ¥ = L — 3 > 7u k3L
(RESTCONF) Zf%Ed 5 Hik%#B LE 9, RESTCONF L, %ET —#., KT —%, 7—

2 ETVCEADOY E—F 7r—Y % a—/b (RPC) #fE, BLXOYANG ET /L CTERES
NTNWDHARY MIT 78R THIDD, YRR A = XL HSL Fa 53 70w
A U H—T oA AR LET,

« RESTCONF 7’11 k =t L DRHESA: (159 ~=—3)

« RESTCONF 7’12 h 2 L OHFIFEIE (159 ~=—7)

*RESTCONF 70 7/ I <7 ) A4 L H—T x4 AZHONT (160 =—7)

«RESTCONF 71 7' T~ T )L A L H—T =4 ADOREHE (163 =2—)

*RESTCONF 70 /' I~ 7 )b f VX —T =4 ADOREH (168 ~<—)

« RESTCONF 7' & s 2L O #EER (171 ~2—2)

« RESTCONF 7’11 k =t /L DSFENSH (172 ~—2)

RESTCONF 7’0 + O JLDRIESEE

« RESTCONF 2% L T Cisco IOS-HTTP #— b 2 &ZH LET, FEMHICOWVTIE,
TRESTCONF RPC O] &ML T 7Z&W,

RESTCONF 7’0 kO JLD#I#E1E

RESTCONF 7' & b 2/LiZiE, WROFFIFEIEH SN ET,
cHABIORA NN AU —L4
* YANG /3 v F
« T A VH | BHEARE, IEIERE, B4, T a Rl T a0 RTA—H

« RESTCONF#REILZ. T 2T /VIOSAdREFE 1LY 7 b =T HEHEZFEITL TWVWBET /A
ATIEYAR—FEINTHERA,

Cisco 10S XE Gibraltar 16.12x 704 5<EYF 1 av74F¥aL—vav A4 K |}


http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-9-0E/15-25E/configuration/guide/xe-390-configuration/prgrmblty.html#62415

EFLEHETOSS5TEY T4 |
B restcone TosS5<IL A0 s—TzaRIzO0T

RESTCONF 7RSI I A B —TJ x4 RIZDUNT

RESTCONF MO #1 2

OB va TR, BRERY NU—7 TS RIIT0 7 705 AL TEXIADDL LI
TA5, 7 balBlOET ) VI EEEICOWTEHALET,

« RESTCONF : & ks —4# (XML %£721% JSON) B XL YANG #f#H LT REST 71 7
AP ML LFET, Tk S FEEERRXy N~ TARALRIZT 0T T 252 R
LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

Cisco IOS XE Fuji 16.8.1 £V HLTDO VU V—ATiE, #EHAT—F v 3=V % (K—VU 72 HS
<) MEBNZHNZ 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
21X, NETCONFZFEITLTCWA 7T v h 7+ —ALTEMEL GRET —¥ DA & FER) |
T 74 N THMI > TWET, EHT =207 ) 723 A M) = ke 53
R—F 2 FOFEIZ DWW T, GitHub VAR b U Ta&BHRIO *-oper 5L T 7230,

HTTPs A Vv

ZF— kLA 7a k3T b HTTPS ~— 2@ RESTCONF 7’1 k =/L (RFC 8040) 1%, &
F2T7RHTTP A Y v RZHEH LT, YANGERT — B EHENH8ET —% A b7 (NETCONF
T—HANT wEET L — N BN SH D) T CREATE, READ, UPDATE, LW
DELETE (CRUD) #{FA 2L 7,

W DFTrL. RESTCONF ##/EIZ NETCONF 7' &1 bk = )V A BEAT 1T 5 )71k R L TV ET,

73y YHR—brEIhTWEAYY K

GET LAY

PATCH R

PUT VERL F 7o 1L 2

POST TERCE 72 138E (Y m— R, T 741 1)
DELETE B —2Fy b U —ZADOHIBR

HEAD Ny B — AET—H (BRI L)
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| EFLBBHRITOTIS<EY T4
ResTCONF L— + U v—2 [

RESTCONF JL— K 1)V —X

+ RESTCONF 5734 A%, RESTCONF @& & teY) 7 HHE T 5 /.well-known/host-meta
YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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B restconrar -2

RESTCONF API ') ) —X

API U YV — AL, +restconflCfIET 2 FATY YV —RATT, ZHITKDAT 4 T XA T ZPR—
]\ Lib@AO

)

GE) AF 4 71X, RESTCONF #—N (XML F 721X JSON) 215/ &5 YANG JEX RPC O
B AT,

« application/yang-data+xml ¥ 7213 application/yang-data+json

« API U YV —Z{Zi%, RESTCONF DATASTORE ¥ J U) OPERATION V Y —Z ® RESTCONF
N—hF VY =ARGENET, RIHZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ERC OV TIL, RFC3986 # B L T 7Z& W

=113

AYw R

AV Rix, #—# v b U J—RTIITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG J& RPC i%, RESTCONF ¥ — X
WCAFET D2 —5 > F YANG BT /VICBEHETAHED Y Y —AZK LT, FFEDA Y v R%&
FEONH U £ 97, Uniform Resource Identifier (URI) (I¥gE SNV Y —ADua/lr—r 31D &
L CHRET D728, 7 7472 F®RESTCONF 2 Vv RiL, TOREDY V) —AZHEL T,
HTTPS ® A Y > REFIIT 0T 4 THESNTZT 72 a v &aFTTHZ N TEET,

FEAMZ OV T, [RFC 8040 : RESTCONF 7' kL] 2ZML TS EE 0,
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RESTCONF RS S5<YTIL A v A—D =4 ADHREH® .

RESTCONF 7045 ST JIL A3 —DJ x4 ADETFAHE

AAA % {E A L = NETCONF/RESTCONF o zZEE

1R BRI

NETCONF #2§¢ & RESTCONF #5#ii%. #8GE. #Frl. BILOT U7 4 7 (AAA) %A
LCRIFTAMERND Y £, ZORE, HRL~L 15 DT 7 v XA TERSN RADIUS £
721X TACACS + = —H|Z, VAT A~DT 7B ADRHFR SN ET,

FIEDHE
1. enable
2. configureterminal
3. aaa new-model
4. aaa group server radius server-name
5. server-private ip-address key key-name
6. ip vrf forwarding vrf-name
7 exit
8. aaa authentication login default group group-namelocal
9. aaa authentication login list-name none
10. aaaauthorization exec default group group-namelocal
1. aaasession-id common
12. line console number
13. login authentication authentication-list
14. end
FIED F¥HH
OV RFERIETOYa Y B#
ATy 71 |enable FitE EXEC E— Fa A r—7 /M LET
i - e MAT—REANLET FERENTHE)
Device> enable
R wF2 |configureterminal Ja—N\)aryZ 4 Fal—varE— Nehth
15'] : L/jz—g—o
Device# configure terminal
RTw 73 |aaanew-model AAA A =TT LET,
{1
Device (config) # aaa new-model
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B Ann %4 L 7= NETCONF/RESTCONF 00 325E

EFLEHETOSS5TEY T4 |

ARV RFERETI3Y EL:Y

AT 74 |aaagroup server radius server-name RADIUS #— 3 Z38/ L, #—/3 71— RADIUS
i - Ay 74 Fal—varE—RERBLET,
Device (config)# aaa group server radius ISE e server-name %[@’( IZ. RADIUS #— 7 —

THERELET,

RTw S5 |server-privateip-address key key-name 7°F A4 ~_X— | RADIUS #—/"D 1P 7 KL & L5
. FERELET,
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

A7 v 76 |ipvrfforwarding vrf-name AAARADIUS #7213 TACACS+ H—/\ Z )L —7' D
Bl - Virtual Route Forwarding (VRF) ZMBIEMEZRTE L
Device (config-sg-radius)# ip vrf forwarding ES
Mgmt-intf

ATy 1 |exit P— N F)—FRADIUS 2> 7 4 Fa b — 3
i - T—FREKTL, ZJe— a7 4Xal—v3
Device (config-sg-radius) # exit e F&:Eﬁ>b ji?fc

25w 78 |aaaauthentication login default group group-namelocal | o /"1 L HRIZ . f8E SN N—T L %5 T 7 41 k
45 - DOr—HI)L AAARIEE L CE Ebijﬂ
Device (config)# aaa authentication login default]
group ISE local

X w79 |aaaauthentication login list-name none VAT IADA T A NI IENAETHB I LA
15“ : ?Eﬁzbiﬁ—o
Device (config)# aaa authentication login NOAUTH
none

X w710 |aaaauthorization exec default group group-namelocal | 3 7] %5247 L C. EXEC 3 = VD FETN—FIZFH
B - ENTVS )Y I PR LET
Device (config) # aaa authorization exec default
group ISE local

A7 v 711 |aaasession-id common BEDa— I L THEHESNTE Yy a IDE
- WAECIZRD LI LET,
Device (config) # aaa session-id common

25w F 12 |lineconsole number WETHHEOBEBA L, T 207 4 Fa
B L—vay B— RERHLET,
Device (config)# line console 0

2w 713 |login authentication authentication-list a7 A KT D AAA FBEFE A 2 — 7 VI L E

1 -

j—o
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

Device (config-line)# login authentication NOAUTH]

ATv 714

end

1 :

Device (config-line)# end

A 7 4 X2l —arB— e TLET,
BT, BHE EXEC T— RIZED £,

RESTCONF ) Cisco 10S HTTP —E XD E 1L

RESTCONF A v % —7 = A A& T HI121F, ROEEEZITWET,

FIEDHE
1. enable
2. configureterminal
3. restconf
4. ip http secure-server
5. end
FIED %
ARV RFERRETI Y B
AT w71 |enable it EXEC E— RZ AL ET,
i) : e NMAT—REANLET (FERINTHE) .
Device> enable
2w 2 | configure terminal Jua—\)y a7 4 Xal—vay E— NeBllg
{5 LETS
Device# configure terminal
R T 7 3 |restconf v hU—2 F /34 A TRESTCONF A ' 4 —7 =
f5l A AEH{LET,
Device (config)# restconf
T 74 |ip http secure-server % =7 HTTP (HTTPS) — %A X—7LIZL
fi E3
Device (config) # ip http secure-server
AFw 75 |end Ja—)ar 7 4 X¥al—3gr ET— REKT
Bl L. #5HE EXEC B— FE B LET,
Device (config) # end
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EFLEHETOSS5TEY T4 |

RESTCONF 0 5% % D 1R IE

AB—=KT T ar7 4 Xalb—ralrZlHLTT A, AREETS &, ngink 7220
FATHRICe D 9, 7277, DMI 7 rt® RTETIT 0 8 A,

& @ show platform softwar e yang-management process monitor =~ > RO H /14li%, nginx 7
REANEITHTHLZ AR LTVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS %CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX (&, 7= % Web #—/3& L THERET 5 PNER Web $—~/3C. Transport Layer Security

(TLS) “~X—ADHTTPS Z#fk L 9, HTTPS ZJ L Ti{3 S 4172 RESTCONF Z:R (%, 4
WIINGINX 72 F 2 Web P —E R L > TREIN, SHICERME BT v 7 TF =y
7 D721 confd Web r— N ZHst SN E T,

& ® show platform software yang-management process =~ > RO #liZ, AX—+ 7 v
AT A4 X2 b—va Y EHEA LTINS AREB SN/ L EDTXTOTREADAT —4
AR LTNET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

resteconf =~ > RARE SN TWDHHE, ngink 7 1 AN FEE) S 71, DMI 7 11 & Z 352 B
EhEd,

& @ show platform softwar e yang-management process =2~ > KO /1fillE, nginx 7 m& A &
DMI 7 u & 28 EE L CTEITH TH LI L AR L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running
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restconF oEomiE [l

R @ show platform software yang-management process monitor =~ > KO HHITix, 3 ToH
7k AT LEEMIE R AR RSN TVWET,

Device#show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 S 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 S 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 S 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA &£ RESTCONF A ¥ —7 = A APFKIE 4L, nginx 7' 1& X LEE 25 DMI 7' 12 & A0
FATHIC IR o 7214, T /31 A1Z RESTCONF %K 2 %[5 T& DIRREIC /2 0 £9,

NETCONF/RESTCONF & v ¥ 3 > D AT —H A% KT HIZIE, show netconf-yang sessions
avr RaefHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock
19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF & v > = I3 235G A4 &7 2 12I%. show netconf-yang sessions
detail =~ > RZEHL £,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications H
global-lock : None
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EFLEHETOSS5TEY T4 |
B restcone oo ST A0 8—Ta 2OEES

RESTCONF R 45 ST JIL A 23 —T x4 ADHEEH

5| - RESTCONF 70 F O JLDERTE

RESTCONF 23k (HTTPS Verh)

I, Z—H v U Y—ATHFAEN TS HTTPS Verb %2779 RESTCONF Bk D27~ L
F9°, ZDOFITIE logging monitor 1~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SE>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v K TA RAMFELRN I T 4 F o b— 3 UIMERK S
nEd,

\)

GE)  Ffr7ar 7 4F¥ =2 b— 3 > Tlogging monitor 2~ > REFHTE 202 L 2R L
TEEN,

@ POST Z3R D4 Tl logging monitor alerts =~ > K& H L Tu\E4,

Device:~# curl -i -k =X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT
Content-Type: text/html
Content-Length: 0
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1 : RESTCONF 7’00 b+ I )L DEEFE .

Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLZEF=(FEH) EXR -

BESNT-a~y R TF A ZTHFE LR WAL, POST BRI L » TIEf &SN E
T, L, FETar 74 F¥ab— g VT TICEET A5A81E. ZoFERIZL >
Tavwy KRBEEHBZONET,

o PUT ERDFITIE logging monitor warnings =~ > Rz L T\ £9,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
>

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#

PATCH : (FE#7) EXK

D PATCH %R D Cl% logging monitor informational =~ > K& L CTWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 1!

HTTP/1.1 204 No Content
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Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET Z3k (GtAHELY)

KD GET ZsR D] ClX logging monitor informational =~ > KZ&f#EH L CW\E9,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

"Cisco-IOS-XE-native:severity": "informational"

}
Device:~#

DELETEZEXK (2> 714 FaLl— 3 v DHIR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux host:~#
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RESTCONF 70 ~ )L (DESEE .

RESTCONF 7’00 O JLDEREEH

EpER=
BEEIEE TZaTFILBA kI

I0S-XE, I0S-XR, 35X UNNX-0S |BAFEE 125D K79 7L T Cisco YANG €7 /W2 T 7
T M7 F—bDIEIERY [ BATBHITIE, GitHub VAT MU 2L, vendor/cisco
Y —AD YANG T —# ET )V V7T L7 FNUICBEILES, 22Tl 10S XE,
I0S-XR, BXUNX-0OS 7T v 74— DI FEE A
VI —Z2DEFNAEHEHTEET,

BEE KU RFC

ZXERFC | % 1 ML

RFC 6020 | YANG : Network Configuration Protocol (NETCONF) i} 7 —# €7 U v /5

=h
A

RFC 8040 Representational State Transfer Configuration Protocol (RESTCONF)

D2AMTY AL YR—F

FiEA o

A ADYIR— N WebH A FTiE, > =2 =iy |https://www.cisco.com/c/en/us/support/index.html
T 7 /Y —IlETH N T T a—T ¢
VI BESLTWERE TS LD, v=aT v
RV —NZFILDETLIEERA TV
YAzt L T ET
BEWORGOEF =2 U T 1 HHRSCEANE 2
AT9 572812, CiscoNotification Service (Field
Notice 7>5 7 7 & A) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
T4 — R LRSI —ERITMATE £T,

YAaADYR— Kk WebHA DY =T 7k
24 HBEIE. Cisco.com D —H ID B LR A
U— ROBRETT,
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ETFLBHEIOSS5IEY T4 |
B restconr 7o ko oeetEs

RESTCONF 'O + O JL D EEIEER

WORIZ, ZOFY 2 — /LT LI-BEREICET 2V Y —AE#®RERLET, ZORIL, V7
F7=7 JYU—A FLA U TEHEEOYR— R EAINTLEEDOY 7 2T VY —RT2
FERLTOET, ZOMRERIZ, FHIB 232 0RY . ZhUBEO—EOY 7 vy =7 U U —
ATHYR—MENET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
&9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,
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| EFLBBHRITOTIS<EY T4

RESTCONF 700 k o /L (D#EEEIEER .

£ 14: RESTCONF 7’0 ~ 0 )L D ETESR

Hees J1)—= BEBETE IR
—~u k= |Everest 16.6.1 RHEF — 4 | T 2 7 L EA O RPC DHES L U~ b
s HIZT 7 B8ATHEDD, fHEEA I =ANESL T u s I~

Fo I A7 =T AL ET,

ZOBWRENRKRDT T v b7 A — A TEMINE LT,
* Cisco 4000 ¥ U — X #— " Afp L — &
«Cisco ASR 1000 7 7' U ' — g v h—E R L—X
» Cisco Cloud Services Router 1000V & J — X

WD~y RPEAFEIIERSNE LT iphttp server 35 &
O restconf

Cisco I10S XE Fuji
16.8.1a

Cisco I0S XE Fuji 16.8.1a TlZ, Z OHEREIIRD T T v b7 4 —
AIFERESHTWE LT,

« Cisco 1000 & U — X #—E Afpail L —#
*CiscoASR900 ¥ U —AX 7 7Y F—a v —ER L—F
*CiscoASRR0 > V=X T 7V F—a s h—ER L—X
» Cisco Catalyst 3650 ' U — X A A »F

» Cisco Catalyst 3850 > J — X A A »F

» Cisco Catalyst 9300 ' U — X A A »F

» Cisco Catalyst 9400 >V — X A A » F

« Cisco Catalyst 9500 3 LTV 9500 A N7 p—~ 2 A U —
A AA v F

¢ CiscocBR-8 =/ N—U K 7 a— R R L—#

» Cisco Network Convergence System 4200 > U — X

Cisco I10S XE Fuji
16.9.2

Cisco I0S XE Fuji 16.9.2 TiX, Z OHEREIZIRD T T > b7 4 —
LZFEEINTWE L,

« Cisco Catalyst 9200 35 LTV 9200L >V — X A A v F
* Cisco Catalyst 9300L SKU

Cisco I0OS XE
Gibraltar 16.11.1
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3
b
R

J1)—X BEBRETEER

Cisco I0S XE Gibraltar 16.11.1 Ti. Z OEREIZRD 7T & K
T —AIZFEEINTWE uto

» Cisco Catalyst 9600 > U —X A A »F

* Cisco Catalyst 9800-CL VA Y L A3 fr— 7
» Cisco Catalyst 9800-40 7V ¥ L A= fr—7
» Cisco Catalyst 9800-80 7 ¥ L A= fu—7

» Cisco Network Convergence System 520 > U — X

Cisco 10S XE Z OMBEIX, Cisco IOS XE Gibraltar 16.12.1 T, Cisco Catalyst
Gibraltar 16.12.1 |9g00.L V4 ¥ L 22> fn—F WZFEEIXNE LT,
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NETCONF & & U'RESTCONF DH—E R LA
JL ACL

ZDFEY 2—/LTE, NETCONF 5 X OXRESTCONF CTHHR— hENbHHP—EAL~LACL &
FOHREFEITHOWTHHALET,
« NETCONF # & (8 RESTCONF O — b A L~L ACL \ZBI9 A 1FH (175 =—)
« NETCONF # L O RESTCONF O —E & Ll ACL O EHE (176 2—)
« NETCONF 3 L T RESTCONF O #— b Z L~ L ACL O%EH (179 =—3)
« NETCONF 35 . TRRESTCONF O —tE 2 L~L ACLIZ B3 5 F D&k (179 2—2)
« NETCONF 3 £ ) RESTCONF O — B & L~ ACL ORREFH (180 ~2—3)

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE§9
L

NETCONF & & U RESTCONF D4 —E X LR JL ACL DHEE

NETCONF £ X T'RESTCONF & v 2 D IPv4 £7-1XIPv6 7 7 B AHllfl ) A b (ACL) %%
ETEET, RESNIZACLICHEILL TWeWr T4 7> k&, NETCONF % 7213 RESTCONF
YT VAT ANDT I AEHFAINETE L, T—EALULOACLRHRESINTWDHEHE,
NETCONF-YANG # X Y RESTCONF #£#5t ZRIZEFE L IP T RL RIS T T o v HZ Y T
SNET,

P—E AL ~LDACLNERE S TWRWEEE, 73T NETCONF-YANG §5 L O"RESTCONF
VB R N T AT AT SN ET,

)

GE)  4fifTE ACL DAY R— FSNET, FHME ACL IV A—FanEti,
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EFLEHETOSS5TEY T4 |
B NETCONF &5 & U RESTCONF 04— £ 2 L <L ACL D ER T A5%

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
Vabs s

NETCONF-YANG v < 3> ® ACL DEETFE

NETCONF-YANG E> > a v DIPT 27 ®AY A MEIXIPv6 T 7B AV A M EAFRIETE E

j‘o
FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {host-address| host-name | any} [wildcard]
5. deny {host-address | host-name | any} [wildcard]
6. exit
7. netconf-yang ssh {{ipv4|ipv6 }access-list name access-list-name} | port port-number }
8. end
FIED ¥
ARV RFERRETI a3 Y B
AT w1 |enable it EXEC E— RZ AT L E T
i « NAU—RKEANLET FERENTEHA)
Device> enable
AT 72 |configureterminal rua—s\ ) ary7 4 X¥ab—3iay T— FEBlh
{5 LETS

Device# configure terminal

27w T3 - ip access-list {standard | extended} access-list-name| < JEHED P T 7/ A U A R AFEE L C. EAHEDT

* ipv6 access-list access-list-name JEAYANary74¥al—raryE—FR
15“ : %Eﬁﬁé Ljﬁj«o
Device (corllfig) # ip access-list standard eIPv6 7 /&R X FEAETEL T, EAHED IPv6
acll permit TI7AVARNa 7 4F2lb—2 gy F—
Device (config) # ipv6 access-list ipvé-acll permit }$%Eﬁﬁﬁél,§£?f
A7y 7 4 | permit {host-address| host-name| any} [wildcard] Ny NEFFRIT S IPAPVG 77 £ A U A R D4
15“ : %gﬁfé’ L/iﬁ‘o
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ARV RFEREET7TOVa Y Be
Device (config-std-nacl) # permit 192.168.255.0
0.0.0.255

ATy 75 | deny {host-address| host-name | any} [wildcard] Ny NERETHIP £7201LIPv6 77 A Y Z K
i - DFEMZHRELET,
Device (config-std-nacl) # deny any

AT 76 |exit EHROT 7 E AV AR a7 4 Fal— g T
i - RE/RTL, Za—r b ar7 s Falb—vav

EF—FIZEY £,

Device (config-std-nacl)# exit

AT 77 | netconf-yang ssh {{ipv4|ipv6 }access-list name NETCONF-YANG ¥ v+ 2 > D ACL % E L £ 7,
access-list-name} | port port-number }
fi

Device (config) # netconf-yang ssh ipv4 access-list]
name acll permit

A7 v 78| end Fu—AvT 4 Fal—vay T— REKT
Bl - L. i EXEC E— FIZRE D £,

Device (config) # end

RESTCONF v < 3 > ACL DEFE

RESTCONF v a v DIP 77 ®BAV A RNEZIZIPVO TV AV A NERETEET,

FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any
5. deny {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any any
6. exit
7. restconf {ipv4|ipv6 }access-list name access-list-name
8. end
FIED %
ARV KRFERETI Va3 Y B
AT w1 |enable it EXEC E— RZ AT L E T,
i) : e NAU—REANLET FERENTEHE)
Device> enable
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ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEEh
L\i‘jﬁo

ATvT3

* ip accesslist {standard | extended} access-list-name
* ipv6 access-list access-list-name
i) :

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

EHEDIPT 7RV XA NEIBELT, E¥DOT
JEA VAP T 4F2lb—T g EF—FR
ZRMR L 9,

¢IPv6 77 AU XA NEFE LT, ZHD IPv6
TI7EAVAN V7 4Fa2lb—Vg L B—
RZ&BRtA L £7,

ATv74

per mit {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol }any
fA

Device (config-ipv6-acl) # permit ipveé
2001:db8::1/32 any

Ny NEFHATDHIPV6 T VB AU A OS2k
L’:‘Eﬂ]\/\iﬁ—o

ATy TH

deny {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol }any any

1

Device (config-ipv6-acl)# deny ipvé6 any any

Ny NEEGTDIP6 T 7B A A S OSRMFEH
ELET,

ATvT6

exit
1

Device (config-ipv6-acl)# exit

IPv6 77 EA VA7 4Fal—23g )y F—
REKTLT, ZFa—_)Lary 74Xl —3 30
T— RNIZEY £7,

ATy T17

restconf {ipv4 |ipv6 }access-list name access-list-name

1 -

Device (config) # restconf ipvé access-list name
ipvéb-acll permit

RESTCONF v 5@ ACL %3 ELE T,

ATvT8

end

1

Device (config)# end

Ja—\)ary 7 4 Xal—igy T— REKT
L. Hi#E EXEC E— RIZFREY 7,
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NETCONF 45 & U RESTCONF O — E L~ L AL ol [}

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
15l

f5] : NETCONF v < 3 > ® ACL D& E

Device# enable

Device# configure terminal

Device (config)# ip access-list standard acll permit

Device (config-std-nacl) # permit 192.168.255.0 0.0.0.255

Device (config-std-nacl)# deny any

Device (config-std-nacl) # exit

Device (config) # netconf-yang ssh ipv4 access-list name acll permit
Device (config) # end

{5l : RESTCONF v 3 3 >0 ACL DEE

Device# enable

Device# configure terminal

Device (config) # ipv6é access-list ipvé-acll permit

Device (config-ipvé6-acl) # permit ipvé 2001:db8::1/32 any

Device (config-ipv6-acl) # deny ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # restconf ipvé access-list name ipvé6-acll permit
Device (config) # end

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE8T
5D EF

BEIE E TX=aT7ILEA ML

NETCONF-YANG NETCONF 7’1 k=11

RESTCONF RESTCONF 7’1 | =)L

Iur <74 avs R Turg<wve )T av s R )Ty LA
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EFLEHETOSS5TEY T4 |
B NETCONF & & U RESTCONF 04— E 2 L XL ACL DR BENE SR

SRADTY ZHIL YR—F

A s

AADYR—kWebH A FTix, v AaDHEGET 2 7 v v — | hitpr//www.cisco.com/support
BTN TNy a—T 4 U 7B RILTWERET 5 L )12,
YA T ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEWORGOEX 2 U 7 4 fFRPEMEHREAFT D201,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

NETCONF & & U RESTCONF O+ —E X L AL ACL D4 EE
(T

WOFRIZ, ZOFY 2 — /LT LTBEREICET 2V Y —A#®RERLET, ZORIL, V7
F7=27 VDU —RX LA U TEHEEOYR—INPEAINTLEEOY T by =T U Y —X72
FERRLTWET, ZOMEEITZ, BTk RNR2WRY , ZALUEO—#EDOY 7 vy =7 U Y —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,
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NETCONF 4 & Uf RESTCONF 0+ — £ 2 L <L AcL o thettss [

% 15: NETCONF &5 & U RESTCONF D —E X L X)L ACL DHEEETER

HaE

iy

) —R | HEEER

NETCONEF % X [Cisco IOS  |NETCONF 3 L ONRESTCONF & v & g DT 7 & AHl#I U A k
U'RESTCONF | XEEverest | (ACL) #@tEc&x£4, #ESNACLICHERL THRWY
PH—r 2 L | 1611 547> M. NETCONF ¥ 7= |3 RESTCONF # 7 & X F L~
JL ACL T RAEZFAISNEY A,

RO A~ RPNEANETZIIEE I E L7z ¢ netconf-yang ssh
access-list 33 L Urestconf access-list

*Cisco ASR900 >V —X T 7 ) =g v —E R L—X

*CiscoASR920 ¥ U =X 77V F—a v —E R L—X
(RSP2)

» Cisco Catalyst 3650 > U — X XA v F

« Cisco Catalyst 3850 > U — & A A v F

» Cisco Catalyst 9200 > U — X A A v F

» Cisco Catalyst 9300 ' U — X A A > F

» Cisco Catalyst 9400 >V — X A A »F

» Cisco Catalyst 9500 >V —X XA »F

« Cisco Catalyst IE 3200, 3300, 3400 & ifif/AfEs ) —X
* Cisco T NTF y N —1E 23300 ) —X 24 vF
* Cisco IR1101 MHERFEMERE ¥ — B A FAT L — &

» Cisco Network Convergence System 4200 > J — X

* Cisco Network Convergence System 520 3/ U — &
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gNMI 70 ko)L

ZOFERETIE, gRPC Ry NU— 7 EFHA X —T7 =4 A (gNMI) OBEREZ M L7-E 7 LEK
RORE L EAT —ZOHG, BLXRYE—F 7Ry —Uy a2—/L (RPC) O, &iE.
BEIZOWTHA L E4, gNMI A= 3 2 04.0 BV HR—bFERTHET,

« gNMI 7’1 b 2L OFIRIFE (183 ~—)

«gNMI 712 b )L OREEE (184 ~—3)

« gNMI 712 b 2V 2N 5 H51E (195 ~—2)

« gNMI 7' &2 b 2L OFEER] (201 =—2)

« gNMI 7' b 2L OBEE R (202 =—2)

« gNMI 7' 2 b 2L ORERERE i (202 ~=—2)

gNMI 7’0 k O)LD%I$9EI1E

FEREIZIX, RO X5 il E N EA S ET,
«JSON. BYTES. PROTO. BILUWASCI=> a—F 47 F 7 a3 R— &R TW
E I

JSON IETF F—I|Zi, ROEROAFIZER BB & 1T D YANG 7'V 7 1 v 7 ARG %
NTWLHENS Y 9, 72L& 21X, openconfig-vlan.yang DJLHEN> & JRAE L 7= routed-vlan
X, B — FOARIZEMEITRZ L2720 Bl — IV 7 4 v 7 Roc-if 2 FFHET) |
oc-vlan:routed-vlan & A1 HMLERH D F£7,

* GetRequest :
BT —ZOT 4N ) o TEY R P ERTVER A,

s BT NAOMEREFTIFR— FENTOWERFA, TILHIE, Get RPC 2—/L~DILE E LT
F—H A= TT,

* GetResponse :

e A VT AT R—FENTHERTA, THUT, BHA Yy E—VOPTRESNLLT
V7 4y 7 ADTA YT A e g g % 305 H T,
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EFLEHETOSS5TEY T4 |
B owioororoms

s HIBRIZY R—FENTWERA, ZHE, T—% VU —0LHIRT D —#HD/NAT
‘g_O

gNMI 70 O L DHBE

gNMI [ZD U\ T

gNMI (T Google (T & - THAFE S 472 gRPC X v U —VEHA L 2 —T = A ZATH, gNMI L
Ky bV FAL ADRERA A M=, BE, BEOHIRL, £, BT — 2 0ER
LIATT DA D= A LT, gNMIZ il UCTHRIES S =27 2 VI3 YANG 2 L TEF L
fbTc&x £,

gRPCIE, 770U RY—REBETDIENANNT TAT N L TIREIE THRE ATRE 72 Bl
% FBLT 5729012 Google IZ L TR N E— K P —Y % 23—/ TT, gRPC T
eNMI {55 L, 7 —&% EEEERAZARIL L TEET H FEA R L E T,

gNMI Y —E ADREENEA LIZEE, gNMI 7o —7% (GNMIB) (2L - T, up 7*5 down ~
DEWERBOZLD RS, T —F _X—ANEE L TIITIN5H E TIETTD RPC 34—
EAFHARADOA v =R LET, U A/NUERHZIE, GNMIB IZ X2 T down 725 up ~D
EEIRFEDZEAL 3R S 4L, RPC O OE A FHR S E T,

gNMI /X <subscribe>RPC H—E A &R — h LET, fEMIZOWTIE, =7 AERETRIT L X
U OFEZZRLTIIZI N,

YANG T—#4% Y —®DJSONIETF T a—FT 4 V45

RFC7951 CiX, YANGT —% Y U —LZDH 7> U —0 JavaScript 477 2 = 7 h %Kzt (JSON)
Ta—F 4 I MHESNTOET, gNMI X, 2T U YETOT—XDxTra— R
JSON A L £7,

JSON # A 7%, /3 JISON XL FHE LTy a— RENTWAZ L &R LE$, JSON IETF
Ty a— RENT —HIE, RFC 7951 THE I TS JSON U 7 AL L— L Z HEHL
LTCWARERBY ET, 7 74T heX—5y hOWHNISON = a—F (v 7 &k
A—=FLTWDIHERHY 5,

YANG 7—% /—FK (V—7, av7F, U—=7URXF, URAL, anydata /— F, BLO

anyxml / — R) OA VAKX U A[X, JISONA T V=7 MEZITARTEEDOST DA L R—L L
Txra—RanhEd, mra—F 407 v—3, RET—X. IRET—% . RPC #1ED
WNTGA—=H T I vary, @BHRE, TXTOXATOTF—4% V) —TCRLTT,

T8 )= R AVAZ L RAITRTAREEORT L LTz a— REh, ZO4FNET —
2 ) — R F PO ENET, HiX, 7—% /—FROATIVICL->TRRY £,

. Cisco 10S XE Gibraltar 16.12x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1612/b_1612_programmability_cg/model_driven_telemetry.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1612/b_1612_programmability_cg/model_driven_telemetry.html

| EFLBBHRITOTIS<EY T4
gNMI GET Request [J|j

)—207—%2/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
LATEEOXT L LTz ra—RRanEd, ZOHEICE, V-0 A AU LT, XF5,
BUE, V7 TV true £7213 false, F72ITFFR72BLA [null] 2 CE E9, fREINTZNAD
THAHANY —7 ) — ROGE (FRFEEET, Bl T onzfizFFo) . 20 —70
EREHET L a—FENET (FOEEDISONEREENTWET, JSON 472 =7 M
PVEH Y FHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,

GetRequest 0 JSON #&i&

KIZ, GetRequestJSON D& Dl %47~ L £ T, GetRequest & GetResponse D] 5 3K x S AL E
—g‘o

GetRequest

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
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name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "\"LoopbackllI\""

val {

json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\

"LoopbackllI\",\n\t\
"openconfig-interfaces:config\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t}, \n\t\
"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\
"openconfig-interfaces:ifindex\":\t52, \n\t\t\

"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-discards\":\t0,\n\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unknown-protos\":\t0, \n\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\
"openconfig-interfaces:subinterfaces\":\t{\n\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\
"openconfig-interfaces:config\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t\t}, \n\t\t\
"openconfig-interfaces:state\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll.0\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

t2018\n\t\t\t}\n\t\t},

rin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
tin-errors\":\t0, \n\t\t\t\t\

rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\

\n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

1) —Z{EIZ*Y % GetRequest

Wiz, U —7MEIZx9 % GetRequestD il 27~ L E 9, GetRequest &, %FIi~9 5 GetResponse D
W RFRINET,

GetRequest

++++++++ Sending get request:

ottt

gNMI GET Request [J|j

path
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response:
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name:
}

elem {

Fhtttt

"interfaces"
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name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

SetRPC (I, ¥A— bk &N TV D ET/MCBEAMT Hivic 1 DU EORRE W RER R 2 i E
LHEERELET, 7—2 YV —NOEZHEHT 5720IZ, SetRequest 737 7147 M
2=y MIEREENET,

SetRequest [Z JSON F—H AR — L THY | F—IZIXYANG V7 4 v 7 ANRGFENTND
VERHYET, ZOT V7 4 v 7 ATITEZEOARZEMMPBL L X8R0 7,

7= & 21X, openconfig-vlan.yang DYEHEN & YRAE L 7= routed-vian 1%, Bl / — FOL FiZEf] & 13 5%
Bl Bl —RKOT V7 v 7 AlF oc-if) | oc-vlanirouted-vlan & AJJ T HMENRH Y F
D

1 D? SetRequest (2 & £ HHIBR, B, BLOEHIX, 2ETIOON I rvar ty
MeLTHEbIET, TP 7 v a OO T ERTHEESEELZLAE. 7
VYT v a VEERPES SN TR — Ny 7 ZiLET, SetRequest (Zxf L T SetResponse 23X
FEIhEd,
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5% 16: SetRequest 0) JSON 13t 0> 451

gNMI SetRequest .

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem ({ elem ({
name: "config" name: "config"
} }
} }
val { op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
% 17:1) —2{ET®D SetRequest DY
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
json_ietf val: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045
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B owiozmzm

gNMI 0 £ BT Z2RS

ARTEMIX, Ay E—TDorigin7 4 —/V RTHEHINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEH S5 A4 RTZE/MIC DWW TREBT L
i‘j‘o

« RFC 7951 TIRE SII-ABI12EM : /%A L7 4 v 27 A%, RFC7951 TEFZIN TS
YANG £ 2 — V4 %A LET,

RFC 7951 THREINT-EDOT V7 4 v 7 A, YANG TV a2 — VA4 EHHALET,

HEOT VT 4w 7 A, BIRINTZRR T VT 4 v 7 AOLFIZEMOFEEZ T EH A,
WIZ, RFC 7951 CHRESINIZEOT V7 4 v 7 AW ZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION”

po
}

RFC 7951 THRE SN L4BIZEM TV 7 4 v 7 ZXd, YANG EV =2— VA HHEHAL T,
T zIX, V=T Ry 7 4 H—T = A A~D openconfig /N A[FIRD X 912720 £,

/openconfig-interfaces:interfaces/interface [name=Loopbacklll]/

WOFNX, RFC 7951 O RTZERIFEEZHEH L7z gNMI N2 Z R L TVWET,

path {
origin: “rfc7951"
elem {
name: "openconfig-interface:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

openconfig : /XA L7 4 v 7 A%EH LEH A, ZILHIT openconfig ET /LD /XA T
DHERTEET,

openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 1550 F 72134 BTZERINFEE S LTV
GEERLTY, LexIE, V=TT A H—T = A A~ openconfig /S A (TR D X
P e

/interfaces/interface [name=Loopbackll1l]/

WOBENL, openconfig 4 RIZERIFEE A H L7z gNMI N A Z R L CVET,

path {
origin: “openconfig"
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
72 : openconfig 'L 7 4 v 7 ALFELTY, TNUNBT 74/ ETT,

e S

WOBNL, 22D openconfig A HTZEMFRE A M L7z gNMI /S22 7R L TWET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z Z T, Cisco IOS XE Gibraltar 16.10.1 XV FiDO Y V—RATHEAINDE/NA TVLT 4 v 7 A
IZOWTEB L E T,

TITE, R T LT 4 v 7 AT, YANG BV 2 — LERTERIN TS YANG £ a—
NIV T 4w 7 AEFERLET, X V=TT A H—T = A A~D openconfig
IRAFIRD X D720 9,

/oc-if:interfaces/interface [name=Loopbackll11]/

WROBNL, RO ATZERFEE 2 MM L7z gNMI N2 &R L TVET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMIOD A )L EA—F

eNMI 7' ka2 Lid, Get RADT ANV RKA— REHHR—FLTWET, ik, BE0EHR
o BEEDTDITNANTY ANV R — REFHT5H8ETT, ZhbDOU AL RI—F
I, AX—~NORRESNTY TV —IZH LT X TOHEKZEL R LET,
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dem|IERTH Y, xPath ND | LFORIOETT, elem L gNMI NATHEH T E9, 7=
EZR, elem&AERELTATA NV NI — ROMEIF, VANV KRD—FRA L F—T AR
ZEL, TRTOA L Z—T oA A LTHRRENDLZ EZBICEW®WLET,

T A v R — RIZIZREERAG L BRI D 25D X 4 THRH Y, EHL5 L4 HR— S THET,
Get SAE, WA UL NV RI—ROTRTCOXA T LAEDEEYHR—FLET,

cHEERAN U AL R — R Zibid, EHEY Y —HNOEFEDY 2 M2 REHELET, KR
RUAN K= R, VA MOERIZF—EPEE SN T ARWGEEICHELLET,

RIZ, NADBERIR T AV NI — ROFlZRLES, ZOUANVRI—RiE T/31 A
WZHDHTXTDA L Z—T oA ZADFHAZRL ET,
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "config"
}
elem {
name: "description"

}
}

« BURIIZR U AV R — K @ FRROfREIC & - TR CHREZ 1R L £ 7,
c NMAFRALETLTF—HONTNNCT A2 Y X7 (%) ZHEELET,

WIZ, WADT ARV AT IA VK= Rex—4¢ L FERATI2HERLET, =
DIANKEA—FRIE, TARZHEZTRITOAS v H—T = A ZADOFHHERLET,

path {

elem {
name:

}

elem {
name:
key {
key: "name"

value: "*"

}

}

"interfaces"

"interface"

elem {
name: “config"
}
elem {
name: "description"
}
}
WIZ, WADT ALY AT TA)NRI— Ra" 24 LTERT 62 R~LEST, 2
DT A v K7 — KiX, Loopbacklll A % —7 = A A CTHEAFHRER T X COHEFEDOH
Bzl ET,
path {
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "*"
}
elem {
name: "description"

}
}

o FFA L LTHEMES (L) EREZEo s N EREELET, 2o DTU AL Rh—
RiX, "ANOEBOBERITERTXET,

I, RADEWESZTIANRI—FOBEZRLET, ZOTUA LRI —R
1%, /interfaces Bt N CEMAF[RE/R T X TOMBHAT 4 — /L FEZIRLET,

path {
elem {
name: "interfaces"
}
elem {
name: "...
}
elem {
name: "description"
}
}

WIZ, BEBRA72 T A )V R — K& L 72 GetRequest Dl 7R L £, Z D GetRequest I,
FRAAZHDHTXITOA »H—T = A AD oper-status &K L £7°,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}y
type: 0,

encoding: 4
I, BB 72 DU AV K1 — R&AflH L 72 GetResponse Dl &~ LE T,

notification {
timestamp: 1520627877608777450
update {
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path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"FortyGigabitEthernetl/1/1\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
}I

<snip>
</snip>
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}

gNMI 2 —H & & /XX T — FIZ &k 5ER5E
a—HuF A AFR, 24, BLORAT— RiE, % gNMIRPC TA X5 —# L L TKGR
ERAELET, RIC, 2—PHENRT— REMEHT 5V 7L gNMIBERERPC &7~ L £ 797,

metadata = [('username', 'admin'), ('password', 'lab')]
cap_request = gnmi_pb2.CapabilityRequest ()
# pass metadata to the gnmi pb2 grpc.gNMIStub object
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secure_stub.Capabilities(cap request, metadata=metadata)

gNMIO TS — A vte—D

T —NRETHE, eNMLITIANRT= 7 — Ay e—VE2RLES, ROE®Z a2 TliE
eNMI =T — X vt—T %N O0vRLET,

WIZ, WRANESRIGRIIFRREINDI T — Ave—TOfE2RLET,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIS, HEEEE T —DRRELEGRICERINDITT— Ay —VORl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLITT— Ayt —VOflERLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBICT H5E

eNMI 71 k2L AN 2I2IE, ROFIHZFEITLET,

1. gNMIZ 47 hE, IR (CA) ICX-TELENTET AL A —#HOFEHEL1E
’E‘Z[/i—éqo

1. Linux T OpenSSL Zfi H U CRERAZE Z1ERL L £ 7,

2. THAAREEAEEZA A =L LET,

3. T/ ATgNMI Z%E LE7,

4. eNMI DA /2> TWTIATINTNDINE I hE R LET,

2. HIOFIATHE LY F7AT > biFHEE V— FNEHAZEZHEH L TgNMI 7 74T > b &
P LE 9,

Linux T® OpenSSL Z{£ A L /=GEBAZ D 1ERL

REAEE P T A RARA M, BF 2T gNMI H—NZDOHMETT,
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KIZ, Linux ¥ > T OpenSSL il L CREIEZ{ERT 2612 R L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

TINA ANDIERAZEDA VX F—JL

ROBNL, T AGEAEE A A M= T 5 EEZRLTOET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

Receive:
Enter PEM-formatted CA certificate.
End with a blank line or "quit" on a line by itself.

B

oo oo

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
Enter PEM-formatted General Purpose certificate.
End with a blank line or "quit" on a line by itself.

Send:
Contents of device.crt, followed by newline + 'quit' + newline:

HH =
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# Receive:
% PEM files import succeeded.
Device (config) #

# Send:
Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none

(
(
Device (ca-trustpoint)# end
Device#

FEEFa7 E— FTOgNMI DFEFIE
A\

GE)  ZoX A%, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (23 H S E T,

[Day Zero setup] T, mHNZT A Z&IEF 27 T— RTHIIZL T E, T3 25 L)
WL, BFa7 == F2AaICLET, X2 T £— FTgNMI 213 25I121E, no
gnmi-yang server 2~ > &AL ET,

\)

GE)  gNMIFEEF a7 =Nt F a7 = NFRERFICIATTE ET,

FIEDOHE
1. enable
2. configureterminal
3. gnmi-yang
4. gnmi-yang server
5. gnmi-yang port port-number
6. end
7. show gnmi-yang state
FIED F%H
OV RERETIVa Y B
AT 71 |enable Rt EXEC E— RZ A LE T,
f ¢ NMAT—RKEANLET (FERIn5HE) .
Device> enable
R w 72 | configureterminal Ja—) ar7 4 Xal—iay T— REBLG
15“ : ]\/i‘g_o
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ARV RFERETIVa Y

B8

Device# configure terminal

AT 73| gnmi-yang gNMI Pt 2 2Bk LET,
fi
Device (config) # gnmi-yang

ATy 7 4| gnmi-yang server eNMI - — %It F 2T T— RTHMCLET,
{5
Device (config) # gnmi-yang server

A7y 75 | gnmi-yang port port-number Vv A% gNMIAR— h&#ELET,
i « T 7 4L FDIEEF 2T gNMIAR— %9339 T
(Optional) Device (config)# gnmi-yang port 50000 9,

27y 76 |end Ja—sLar7Z 4 Xalb—vay B RERT
Bl - L. it EXEC E— FIZERE D £,
Device (config) # end

R Fw 77 |show gnmi-yang state eNMI Y — D AT —H A& FKR LET,

1

Device# show gnmi-yang state

1

iz, show gnmi-yang state =~ > KOH Al Z R L £,

Device# show gnmi-yang state

State Status

Enabled Up

X217 E—FTOgNMI OEZIE

)

GE)

ZDHAZ X, Cisco IOS XE Fuji 16.8.1 — Amsterdam 17.2.x [ZiFH S v E 7,

X 27T F— R TgNMI Z{51E3 %21, nognmi-yangsecure-server =2~ > K& H L £,

\}

GE)

eNMI FtF 27 =L F a7 P— NIRFICFITTEET,
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FIEDHE
1. enable
2. configureterminal
3. gnmi-yang
4. gnmi-yang secure-server
5. gnmi-yang secure-trustpoint trustpoint-name
6. gnmi-yang secure-client-auth
7. gnmi-yang secure-port
8. end
9. show gnmi-yang state
FE D
OV RERET7TIV3 Y B
RT w71 |enable it EXEC E— REHIZ L ET,
i e RAT—KREANLET (FERSNWEHE) .
Device> enable
2w 2 | configure terminal JFa—s v ary’ 4 Xa b—ay E®— Nadh
f LETS
Device# configure terminal
AT 73| gnmi-yang gNMI 7t 2 %2 BMh L ET,
1 -
Device (config)# gnmi-yang
R T 7 4 | gnmi-yang secur e-ser ver gNMI H— &2 tF 27 E— RTHEDLET,
1 -
Device (config) # gnmi-yang secure-server
Z 5w 7§ | ghmi-yang secure-trustpoint trustpoint-name gNMI 2SRRI AT 5 k7 2 bARA v b LR E
. Yy FEfRELET.
il -
Device (config) # gnmi-yang secure-trustpoint
trustpointl
AT 7 6 | gnmi-yang secure-client-auth ({EE) eNMI 'atRi%, L— hEBHELRAL
1 - TYIAT v MENEERIEL T
Device (config) # gnmi-yang secure-client-auth
AT 77 |gnmi-yang secure-port EE) VoA T25 gNMIAR— hERELET,

1

Device (config) # gnmi-yang secure-port

« T 74V hOFHEX 2T gNMIFR— ~E9339 T
R
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ARV RFERETIVa Yy

B8

AT v 78 |end
1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. ¥H EXEC E— FITREY £,

X w 79 | show gnmi-yang state
1 -

Device# show gnmi-yang state

eNMI — RO RATFT —H A% FKRr LET,

Ll
Iz, show gnmi-yang state =~ > RO HFIZ R L £,

Device# show gnmi-yang state

State Status

Enabled Up

gNMI & S5 4 7 > kDES

URNZERE L2 7 747 > FaEHEE L— FEAEZFEH L CTgNMI 27 74 7> R38R S
£

KIZ, Python ZfEH LT gNMIL 27 74 7 o M+ 5612~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys

>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi pb2

>>> import gnmi_ pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/’

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 50051, can be changed on ios device with 'gnmi-yang secure-port ####'
>>> port = 50051

>>> host = <HOSTNAME FQDN>

>>> secure_ channel = grpc.secure channel ("%$s:%d" % (host, port), credentials)
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# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

gNMI 7’0 k2 )LD EETEH

5l - gNMI 7’0 k3 )LD EZNIE
A

GE) Z OB, Cisco 10S XE Fuji 16.8.1 — Amsterdam 17.2.x (23 H S E T,

5l . EEF27 E— FTOgNMI DFEHIE
WIZ, eNMI =% X 27 T— FTHIZT D02 R LET,

Device# configure terminal

Device (config) # gnmi-yang

Device (config) # gnmi-yang server

Device (config) # gnmi-yang port 50000 <The default port is 9339.>
Device (config) # end

Device#

Bl: %27 E— FTOgNMI OEZE
W, gNMI P — "t F a7 E— RCHEDCT B0 %2R LET,

Device# configure terminal

Device (config) # gnmi-yang server

Device (config) # gnmi-yang secure-server

gnmi-yang secure-trustpoint trustpointl

Device (config) #
# gnmi-yang secure-client-auth
#
#

( )
( )
Device (config)
Device (configqg)
( )
#

gnmi-yang secure-port 50001 <The default port is 9339.>
Device (config end
Device
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gNMI 7’0 k3 )LDOEEEH

EEEH

EhEEE YZaT7I AL L

DevNet https://developer.cisco.com/site/ios-xe/

gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /3% | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v o—5 ¢ |gnmi-path-conventions.md

7
ZEESKXURFC

Z A4 /RFC 24 kL

RFC 7951 YANG CTET/MULENTZT—H D JSON = a—F 7

SRAADTYHY ZHIL YR—

FiEA >y

AV R— N WebH A F T, Y ARaBE0T 7 2 v — | http://www.cisco.com/support
BT M7 TNy a—T 4 U ZICBETWZET 5 L 51T,
YA T ARV =N EIF LD ETOEERA T ) Y — A%
AL T ET,

BEOWORGOE X 2 U 7 4 FHFERSCEME R AFT 57201
Cisco Notification Service (Field Notice 7> 7 27 &£ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
T4 — RO —ERITMATEET,

VAIADYIR—F Web VA FDY—)UIZT 7 AT BHERIT
Cisco.com D —H ID B LA T — RNRMECTT,

gNMI 70 + O )L DH#EEETEHR

WORIZ, ZOFY2— /LTl LI-HERICET 2V Y —2AfE#E2 R~ LET, ZORIE V7
7 x7 VU—Z P A U TEHBEEOTR— MR EAINZLEZOY T =T VY —RX72
TERLTWET, ZOBREIL., FFICWr 0 B2 WRY . ZnLIEO—HEDOY 7 o7 U —
ATHYR—FEInET,
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gNMI 7’0 k3 )L DHRETE R .

7Ty b7 A —LOPR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 1HHRZ MK
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

%= 18:gNMI 70 + 3 )L DHEETE R

taE

iy

)1)—R

gNMI 7'z | =21

Cisco IOS XE Fuji 16.8.1a

Z ORERETIX, gNMI OF%RE & GET B
L OVSET RPC Z{E ] L 7= 7 /L BEEN T
DOFRE EEHT — 2 OBEHIZ OV THL
L%,
ZOMREIL, RDT T BT — A
FEINTWE L,

* Cisco Catalyst 9300 > U — X A A v

.a:_
» Cisco Catalyst 9400 ' U — X A A v
a’_
» Cisco Catalyst 9500 ' J — & A A
j/:
Cisco 10S XE Gibraltar Cisco I0S XE Gibraltar 16.10.1 TiZ, Z
16.10.1 DHHEIT Cisco Catalyst 9500 /> /X
Tr—~v AN =R AL v FICFEE
SNTVWE L,
Cisco IOS XE Gibraltar | Cisco 10S XE Gibraltar 16.11.1 Ti%, Z
16.11.1 DOHEAREIL Cisco Catalyst 9600 3V — & A
Ay FICFEEINRTWE L,
Cisco I0S XE Gibraltar Z OF§HEIX. Cisco 10S XE Gibraltar
16.12.1

16.12.1 TRD T 7 v b7 3 — LR
INF L1,

« Cisco Catalyst 9200 33 & TF 9200L
U= AA v F

* Cisco Catalyst 9300L SKU

+ CiscocBR-8 2> /3~ K 7 m— K
N R —H
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EFLEHETOSS5TEY T4 |

L )1)—2 LA
gNMI L — 4 & <2 7 — | Cisco I0S XE Gibraltar Z—PH L RAT — R L DR RE
Rio & 53 te.121

23gNMI 7' k2L SEMMEE L,
Z OBEIX, gNMIZH7R— 959
TDHDIOSXEZ'7 v F 74— AL THAR—
FEIUET,
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ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e T LRN—Z M AAA (205 RX—7)

¢ BT INR—AD AAA IZBET D52 DMOBEEE (211 X—)

s ETANR—AD AAA BT DREST#R (212 =)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>
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<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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\)

GE)  PEkRDIOS 2~ FEFa] GERL IS D72 E) 1%, NETCONF % 721% RESTCONF
WITEA ST EE A,

\)

GE) MR L ~UZIESWTNACM 7 A —F I 5 727 7' R %, HER L ~UL 23SV Y NACM
TN—TI3ARBEASNETA, 728 21E. PRIVIOIZEA SN 5 /L—iL, PRIVIL,
PRIV12, PRIVI3, PRIVI4, BXU'PRIVISIZH HEMICEA SN2 TlidH v £
/\-/0

NACM #E[R L N L DR FE R

AAA FREN no aaanew-model TR E SN TWAEHEAIE, =2—FIZx L Tr—I VZEE S
T-HERR LU M SHUET, AAA RED aaanew-model TERE SN TV AHA. HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BE T STV D AAA F— N2 K-
TREL T,

NACM DEXE D EHE & RSP

NACM #%iEl%. NETCONF ¥ 72X RESTCONF Z ] L TAHE T& £9, = — ¥R NCAMKE
2T 7 BATEDLLHICT DI, TOTDOHRIRHERZ Fil- 2 0ERH Y £5, oF
D, NACM L— V&R LET, /macm 7Y U —D FOFREIL. copy running-config
startup-config EXEC =1~ & R FIT S 415 & &, 7213 cisco-iarsave-config RPC 28 F1T & %
LEITFHELETS

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-config xmlns="http://cisco.com/yang/cisco-ia"/>
</rpc>

\}

(G¥)  NETCONF t v a A Ensd NACM V— L, & v a U OFELRFIZ /macm V7
VI —=TREINTNDHDTY, macm 7> U —IZEE %% TH, NETCONF 2 v
a U E T TN SNVTWA =D 525 8 A, <kill-session> RPC £ 7213 clear
netconf-yangsesson EXEC =t~ > FZ i L C, RE 72 NETCONF & v ¥ = > Z 5l
T2 ENTEET, NETCONFKillE vz (1365—) Z#ZML T 7EEW,

GE) HBEOTF—Z~DT 7 RAEELTHL— LV EERT A58, RUTF—2 3840
YANG £V 2—/vbT—% ) — RORZAZN L TARSNDAREMERH 720, [EEN
METT, 23 A v F—T oA A 327 X2 lb—3 a3 % Cisco-l OS-XE-native
L ietf-interface DM G & L CAR SN E T, LT —Z 0 1 SOXRBUTHA I D
AREMEDR B DV — WL, £ DT — X2 OMORBUTITEH SN2 WIGERH Y 7,
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NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

RIS, IN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

R19: T —TREDHE/NT A —2 D5

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R2:EFED21—IVIV—IVEERT H-HODRE/ S A —2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

®21: 70 b VREL—IVEERT HI-HODRE/NT A — 5 DA

INTA—4 s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

R2:T—5 /—FL—LEERT 2ODHEE/NRT A —2DOHEHA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v
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SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
P27 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, ORI, FICHD 23720 RY . ZRUEO—EDOY 7 by =7 VY —

ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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%23: 7055 EY T DIEERR : T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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513 =

ETILEREI R T LA K

c ETVBREIT LA RY (215 =)

ETIIEERETLA R

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
T4 B ODA =R LERMELFEST, ZOFT 22— TlI, BEFAEERST L X U 2o
THH L, TLARY) UE—|K L —Y% a—/L (RPC) OFlZRLET,

ETILEEBSE T LA M) ORMHREH
« T LA N BT IBUCMEERT — X ZHfE L CERT HITIE. YANG (ZBET 2 A
WETT,
« XML, XML 44 #(%2[#. 3 L OV XML XPath O 15,
« IETF 7 L A b UAEAR CRER STV 2R X ORI O Fn5k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
PV ET, ZOKREIX, IETF 7 LA M) 2P R— 5731 ATOHT FRF A X
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,

N

GE)  NETCONFZfEH L7eWGETH, 7L A MU DRET 5 &
9 |2 NETCONF-YANG Z R ET DML E R H Y 77,
NETCONF-YANG D& E DFEAIIZ DUV TIL, [NETCONF 7
g han] EVa—AEBRLTLEEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process
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https://en.wikipedia.org/wiki/XPath
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1610/b_1610_programmability_cg/configuring_yang_datamodel.html

B =7 smm70 L yonmees

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

Y

EFLEHETOSS5TEY T4 |

GE)  7rEXpubd TETABERT LA R TrEATHY
TR FET L TORWIEEITITE T VEREI T L X b U 138

RELEEA,

RORIZ, ET A RAEEA 2 —T 2 A X (DMI) 7rERAOFMEZRLET,

R24:74—)L FDA

TNAREBA VA —T 4R TOERE | FELHEE

confd a7 4 FXal—var T —F

nesd Xy NT—VEHE a4 FTF—F

syncfd R T —F (ETHRELXIGTHET IV
[ o A1 2 MEFF)

ncsshd NETCONFt ¥ =7+ =/l (SSH) F—F

dmiauthd DMI FERET —F >,

nginx NGINX Web #—/3, RESTCONF ¢ Web
PN LTHREL 7,

ndbmand NETCONF 57— 4 _R—Z < F— %

pubd T AVBRERT LA NI SD T
Vr—varv3x—UyBLONTY vy

gnmib GNMI 7' & k =L —ox,

NETCONF [E & DR &4

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,
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=7 BHRT LA Ly owres [

* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Configuration-Validation.html
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EFLEHETOSS5TEY T4 |
B =7 mam704 ryoswsE

"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
.
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

s T —HT I RRAHFAOF =y VIV R—FEINTWERA, BT AT T AT » THER
INTZTRTCTOT—EZREEEINET,

o ‘H_j‘\\/ U — 7/{}V&ai-ﬁ—;j§°»_ ]\ éj’b"cl]\i“@?%\/o ‘H_j‘\‘/ U _ 7/{/1/& Z)‘gj:gﬁéﬂf:j}/%é\\
YPTRA7 Y Fa 3 LTy —27 SNET,

W TR T g NG RA—EOPRTCEROZEEZERT LI LI R— &N TnE
T, OIDZEFEDRILTTIHIFEITEINE T, MOEBREADOZEHIIBHEINET,

gRPC E A D HIREIR
« 73 A & A5 4 M D Transport Layer Security ~~— A (TLS ~X—2) OFRFEL I A — &
hWTWERA,

yang-push & & D #lR
« BT A7 Y 7 a D Quality of Service (QoS) 1FHA— FINTWERA,
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=FLBBETLA FYizonT

ETILEERTLARIIZDONT

WROET v arTiE, ETAERT LA M) OSESERAEICOWVTHIILET,

ETIEBHET LA M) OBE

TLANIIE, BEIOBErEATT, 2k, WEBINZEOMOT =213 Y E—h
RA Y NETIT 7 B ARRRRAA  FTESN, E=HOZFEEICERFEINET, £
FOLEREIEIT L 2 [ U E, YANG ETF UL SNTET — X2 52T —H aL Z ZICA RN —3 7
TAHZODA D= AL TR L F9,

7 7Y r—3 3 > Cld, NETCONF, RESTCONF, F7/2|XgRPC* v NU—7EHA X —T =
£ A (gNMI) D& 7T haLuf LIEHER— 20 YANG 7 —% EF/VAHEH LT, SEL
TOREOT =2 HBE YT AT FTATTEET, 7 A7 U7 a XCLIZEH L CTERL
THZEHTEET REFHYT A7V Ty a OBRE) .

W7 — 2%, P77 R 7 VT a VEELT 2 XA FICHESE ERINTARX—TE
TLIERRHC AT Y v o ShET,

TLAN) O—)L

TULAM)ZHERT L AT LATIE, SESEFRue—ANEELES, ZORF2 AT
i, ROT LAY m— L2 LET,

e NRXTVwy : TLAN) FT—HEEETDIHRY MU —T FEFH,
ZEE TUVANIT—EEZELET, aL s X ELREERET,

carha—F BT RI VT a VEERTAINT LA RN T—HEZEFELROE Y R
U — 7 8HE AR LY T A7) Ty a VICEEMNIT b NTET LA B )T BNZEEIC
EEENET, B -V FERIIEHES T 4T 0 L LFENET,

T RIGANR TR ) g EERT DRy NU— 7 B, HIFTE, 21
THHHIMLBEITIHLD FHEAN, TORF2 AV PTIEELLBELTY,

&

pall

HITRV) T3 DBE

YT A7 YT aid, TUA N a— L ROBEMT EERTHIIHAETHY , v—/L# Tk
Banss—2=EHLET,

BARENZIX, TR VT aiE, TLA NI T—HO—EE L TERINDS —#HDOT—H
EERTDHEOIEAINET, 2 20E. T2 B0V o0B) T — X OEXGREDHIE,
F BB TR WG AITHE (EOREE) BT — X E2ZETHINEERLET,

PR—=FEINTWDLYT TR VT a v ORKEIET Ty N7+ — AT Xo TR D 35,
BAEIX100HOY T A7 VT a B R— S CnET, B 72707 a i, BRER
FHPEIIONT NI T DI ENTE, T U AR— 7 v haroLEoMAEDEEHH
TEET, AT _NTOREHFEAT T AZ ) T avuaT 0T 4 70T 5O FRICE K
DY T A7 VT aNEELTWDEGEE, VT A7 VT a  OBNRETEDLE, 777+«
TP TR VT a wHIRLIEEEIC, T 7T 4 7 THLINANREFHY T A7 Y
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B 7o o bE08 10Ty L OEFLBBETLA LY

ETFLBHEIOSS5IEY T4 |

Tarolonifrantd, EHIC NI T—ENAY TRV T ary (T4 D
B/AMEIZ 1002 FR) &, BERCN) T—ENBYVT A7) Py arnhR—FEnRTn

£,

YT RN F 2 a OFEFETIL, NETCONF RZDMdD ) — ANy R FuarlI<wT A4
% —7 x4 A (RESTCONF, gNMI 72 ) YR —hShTWET,

CiscoOIOSXE VAT LDT L A NY TlE, FAFTIv I TR Y T g LREFEHT T A
VT a 2B EOYT A7) v arnMERINRET,

ST AT VT aid, TV v XIIERTHITAT N (BT AT TAN) 1TLo
TEREIND =D, A YLA v ERBRENET, REFAVT A7 VT arTiE, /7
Vo oY IZEE~OER ARG L, ZOMELXAYLT U RERENET,

BANXNAVEEIVEAVILT IO CDETILEHETFLA LY
ETVEREFRIT L A R, A YNV A L EXATYLT U RO 2FEENHY FT,

F—4 J—ADEH

KRB FANVINAVELVEA VLTI COETIIBHETLA LY

FALXILA Y (BIHY)

FAVYILTI L (BHUELIIREEFH)

TLULARNIDOEHIF, A =v2—XF3Y
TATTANIERERINET,

TLAN)OFEHIL, BESNZEEE
Za L7 XICEREENET,

YT RN T a rOfFRYRIE. EovT
AV T va R LS (B va )
RO v, ZofFmifdhr L A Y
DOEFPEFEINET, FITa 7 4 ¥l —
VarTCIIERIBESNEYA,

PTAZ YT ai3E fTar 7 4 X2 b—
TarO—fE UTERESNET, T,
a7 4Falb—aNHBENSETT
INAAREE LT 7,

TAXNA L TR YT a3V e—FK
BICHEBTH2MERH Y £7, i, i
SNENEEREERII v a R AT— T
VAL T A= R—FHIkIl ENDB DT,

EAXYNVT O NS TRI )T a437 34
ARFEO—HE UTER S, AT —R7L
AA y FA—N—1RIZ BB
wLET,

V727U T gDk, YT A2 U T
DRENIIREN LT & E AR S E
Er

727 1)F g IDIZEETHY ., 3
— L LTTF A, R ETRESHET,

Y T2 VT g NOT LA RN FT—2D—A %, ARV =L T 4V XL THEE
SNFET, TITOARY—A LT, BEETLZ—HDOA X FEELET, RFC 5277 TiIA
R P AR —=L%, W OPOEEEREIC—FT D5 —HOA X FEME LTERELTWE
—g‘o

BEIE, ARV =20 DA X MIT NN EINET, BEDA NI —AF AT
TEWRBRDZT A NE A TRERHINET,

Cisco 10S XE X, yang-push & yang-notif-native ® 2 DDA h U —AZH R —F L TWET,
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| EFLBBHRITOTIS<EY T4
zgnEm [

BH D@

YTAI YT arDEE LT, F—ABRUEICREIA IV I EEETEET, L,
ZHIEA N =B STRAED ET, & N —ANTEEMTbNI-E &, F7230 <0 b
BB LB DBRTF— 2 WA TEL L 51T 22 M — b biud, BERAEMC, 7
LERFHOERRCT — 4 2BATEX5L9ICT 52 MY —Abb 0 ET,

O AT BEOHRIT, "BOT LA N) T—HE2Ekr—HOBEIH@EME R £
T T—HDOEEFHET, TV vy EZEFMOERICER SN e hanic ko TR
0 E9,

H$ITRY )T a VEslF

PTRAI7Y T a iRy hOEOEEMECHBISNET, REFHAYTAZ Y Frar
DIDIFay b= Lo THRESIN, BT T A7 VT2 a OREFAATY v iryildo
THRESNET,

arv =73, N7V vy THERSNTBWNY T AT Y T a o EOBAERT DT
W2, REFAYT T A7V 7y a AERT HME% 0~ 2147483647 OFEFHICHIRS 5 LN &
DE4, BT RZ ) a0 ID EZMIES e — 0T, OFED, ML CER S
Y727 ) Foa 0T 22 ) g o IDITEELEE A

H$IRYyYToa v ERE

EHEEODEBOEREZHEH L T, REFAT T A2 Y T a OEK., B, BXOZEE
TH 2 ENRTEET, 2L, CLIE Xy hU—7 7Pa ha Lol FOEBEENEG TN E
ﬁ—o

TRCOVT A7 VT vary REFHFLEH) X, show =~ F, By hv—2r 7
o ko VERBERFEH L CERRTEET,

WKDORT, P R—FENTWARA NI —Abxzra—F o7 BIOHER— K TWAHE
BADHIZOWVWTHALET, ANELTORRN) —AFHAELTOTE Fanbilsr L

TWAHZEEBRLTWETN, T XTOMAEGLERYTR—FENTWEbITTIEH Y &
/UO

£ 26: 9 KR—tShd70 FaLOBEAEDE

FS2UR NETCONF gRPC gNMI
R—k70O
Fan
HAXNA | FATXNLVT | FATXNA | XATYLT | FATNA | FATNALT
- A v v b v A
Stream
yang-push | 5t/ EISSINN EISS NN K KFhix FEXFIE
yang-notif-native | s i3 It FEXFIE K xS FEXFIE
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B -.xrvorecok—+

EFLEBHRIOTSTEY T4 |

FS R NETCONF gRPC gNMI

R—r70O

Fa

Encodings | XML FExb i JExt I X —1H JSON_IETF |72 L
Google
Protocol
Buffers

(kvGPB)

T LA RNY®DRPCHAR— |

ST S U7 NETCONF £ v 5 C, YANGXML U E— K 7m—Y % 22—/ (RPC) D%

ZEMTLET,

7 L A K U IZI <establish-subscription> RPC & <delete-subscription> RPC 23 % 7" — K STV E

B

<establish-subscription> RPC 2365 &5 &, N7 VU w2 )b D RPC INEIZ T <rpe-reply>
Avt—vb | fHERA N 7 %G T <subscription-result> EHE N E ENLET,

WDOEIT, <rpe-reply> A v E—VTOREEL, IEOHBZRLTWET,

ERXF5I RPC RE
ok <establish-subscription> [5%2)]

<delete-subscription>

error-no-such-subscription

<delete-subscription>

fEESnE-T A r— MNMIFE
ELER A,

error-no-such-option

<establish-subscription>

gskEn- 72 g
VIV A= FENRTWER
/Uo

error-insufficient-resources

<establish-subscription>

Y720 T g AR OH
HICEDIERRCTE EHA,
W TR VT a g
TX5,
R EINTT—ZOEN
REx$TX5,
s EHIR /T A7 U
varoOlRnETE
5,

error-other

<establish-subscription>

Z OO SO T —T
R
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P—t & gNMI

s—ez g [

gNMI AR X, A L-ULRPC & T gNMI & WO ZRITOE —D kv 7 L ~UbH—E 2 % i)
LET, RIZ, T A7 T4 TH—EARPC ZELH—ERAEHRLRLET,

service gNMI ({

rpc Subscribe (stream SubscribeRequest)
returns (stream SubscribeResponse) ;

<subscribe RPC> [%, YT A7 U 7o a v BERTAH-ODIEHT— 0 M- TE
HAENES, ZORPCIIT—EHD A vE—IUNEGENTWET, IROEF 2 3 Tld, <subscribe
RPC> CTHR—=FINTWNDHRA v E—IIZONWTHBLET,

SubscribeRequest X vt —

ZOAyE—VF BESNIAZADOE Y MIHT 55 —7 v b OFEF 2R T 57202
7IAT VML TEBESRET, KIS, AvE—VOERZRLET,

message SubscribeRequest {
oneof request {
SubscriptionlList subscribe = 1;
PollRequest poll = 3;
AliasList aliases = 4;

}
Repeated gNMI_ext.Extensions = 5;

}

N

(G¥)  Cisco IOS XE Gibraltar 16.12.1 TI%, request.subscribe D3 %R — h S TNET,

SubscribeResponse * v t—

DA =k, MESL ST <subscribe RPC> 2 L TCH —7 v b7 T4 T v MIEE
ENFET, RIZ, AvE—VOERPRLET,

message SubscribeResponse {
oneof response {
Notification update = 1;
Bool sync response = 3;
Error error = 4 [deprecated=true];
}
}

N\

() Cisco IOS XE Gibraltar 16.12.1 TliL, BHOEF OB R —FINTHET,

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



B v—cxom

EFLEHETOSS5TEY T4 |

SubscriptionList X v+ —

ZORX =V, HBOYVT A7 VT a VEWERMLBERSADE y MRS IEOIEHS
AUE 7, SubscriptionList A v E—Y DA T, 7747 2 MIETLVHADRED T LT v
I AT D1 DL LDV T A7 Y g o &HEHNITE £, KRIT, SubscriptionList A v & —
VOERERLET,

message SubscriptionList {
Path prefix = 1;
repeated Subscription subscription = 2;
bool use aliases = 3;
QOSMarkng qgos = 4;
enum Mode {
STREAM = 0;

ONCE = 1;

POLL = 2;
}
Mode mode = 5;
bool allow aggregation = 6;
repeated ModelData use _models = 7;
Encoding encoding = 8; // only JSON_ IETF supported in R16.12
Bool updates _only = 9;

)

() Cisco I0S XE Gibraltar 16.12.1 Ti&, Path prefix (HI/RAY72ZHE4 OF) | Subscription
subscription, Mode mode STREAM, I3 & O Encoding encoding IETF_JSON 723478 — | S 4
TWET,

TLIA VI RA Y=

BEiher 7 A2 U7 g0 2 MIIE, xPath D (FEREN7ZTRTOST 27U F g R/
T) EHEIG THERSNIZANBELDOT VT 4 v 7 AREENTHWDEEAE L, EF TN
BAENHY F£7,

message Path {
repeated string element = 1; [ deprecated ]

string origin = 2;
repeated PathElem elem =
optional string target =

[
W

)

() CiscolOS XE Gibraltar 16.12.1 Ci%, origin (47" — F &3 5fEIX ] & Topenconfig] ) .
elem (VAR — FESNDHERAITT VT 4 v 7 ReL) | BE D target B AR—FIivE
R
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s—ez g [

IR Toavityte—2

TDORAyE—VF, VAT MIEoTH T AT SATENESTFT—XZDE -y N —HRHICH
AL TCWET, BHMEELZHIET 27O I RALBENGENE T, Wi, 7R
2T arAye—VOERETRLET,

message Subscription {
Path path = 1;
SubscriptionMode mode = 2;
uint64 sample interval = 3;
bool suppress redundant = 4;

uint64 heartbeat interval = 5;
}

)

() Cisco IOS XE Gibraltar 16.12.1 Ti%, Path path, SubscriptionMode mode, Uint64
sample_interval, 33 J (NUint64 heartbeat_interval (fE73 0 [Z3%E SNV TV DA DH) 234
R—hENET,

NRAyE—2

BT A7 Y TvaAlid, RABRANENTWET, i, 3722707 a R
MZEE T BT VT 4 w7 ZTBIMEND & BREM A 2R L ET, &IZ, SA
Ay —V0EHERLET,

message Path ({
repeated string element = 1; [ deprecated ]
string origin = 2;
repeated PathElem elem = 3;
optional string target = 4;

)

() CiscolOS XE Gibraltar 16.12.1 Ci%, origin (47" — F X 5MEIX ] & lopenconfig] ) .
elem (VAR — FENDHERAITT VT 4 v 7 ReL) | BE D target DA —FIvE
R

SubscriptionMode * v —

ZOA =R, WHOERE N =D HEE =0y MM LET, KRIZ,
SubscriptionMode A v —Y DEFKE R L E T,

enum SubscriptionMod
TARGET DEFINED =
ON_CHANGE =

SAMPLE = 2;

e {
0;
1;

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



ETFLBHEIOSS5IEY T4 |
B srzvo9925u7v 3 8m

\)

GE¥)  Cisco I0S XE Gibraltar 16.12.1 Ti%. SAMPLE O &NV HR— FENET,

BRAYvE—D

DA yE—=UF, BRIV T var A=y v inbal s X IT LA NI TFT—ZEEEL
4, W, BAAYE—VDEHEERLET,

message Notification {
int64 timestamp = 1;
Path prefix = 2;
string alias = 3;
repeated Update update = 4;
repeated Path delete = 5;
bool atomic = 6;

)

(GE)  CiscoIOS XE Gibraltar 16.12.1 TiX, ¥ A AAX T TV 7 4 w7 A BLOEFHLY
R—=FrINTHET,

BAFIvHOHSTRH) T g 0EHE
ZIZTIE, MY T A7 U Ty a VEERE X OHIBRT D HIEICOWTEA L £,

NETCONF % A Y )L A » DEIIY T 27 U 7 g o OIERL

T 27 ) F g id, N7 v THER L, EOBSNEIO A =X (EEIERPC)
ERERALTH T A7 ) 7o a AEROTZD DR L EIT OV 7T A7 T A4 N2 X o TERR S 1L
T3, YT A7V TV a rOFERHNE. BT AT TARERT Y vy OB DI
WZHIRSH, TV AR T—=2I3EDOH TR TANCDORHEFEENET, b0 TRY
V7vadi, RV v FREFV T AT TAROWT NN EEE S el mki L E
Y, BT A7) 72 g o OERIZIEA 73 KD <establish-subscription> RPC % fii | ¢
& ¥, <establish-subscription> RPC (%, IETF 7 L A U DY T AT F A4 RN Rry NU—7
TRA ANZIEEENFE T, RPC TlL, stream, xpath-filter, 3 I O period D% 7 1 —/L K34
ZHTT,

NETCONF (2 L 28 H 7 27 Y 7o a o OVERE LOHIBRICEEH 32 RPCIX, A~ MlA
DH AR LY T A7 ) 3 g o draft-ietf-netconf-subscribed-notifications-03 38 X O YANG 5 — #
ARNT Ty aEHOY T AT T A 7 draft-ietf-netconf-yang-push-07 TEFE SNV TWVET,

EHNGBMT IR Y Ty
WIZ, ZBAYNA L DOERR YT 27 ) 7 aroflzRrLET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
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xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

TEEBEFMY IR Y Toay
&IZ, NETCONF %/ L7=ZERFEY T 27 ) 7o a v offilzRrLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>

Y727 U7 g YR

YT 27 U Ty a UEBIBRT HIZIE. A 2N RO <delete subscription> RPC,  clear
telemetry ietf subscription =~ > K, <kill-subscription>RPC ZfEH L, N7 AR — kv =
»EYlE L £,

gNMI TlZ, SubscribeRequest.subscribe.subscription D&Y7 27 U 7 g U IMERI DO XA F I >
J Y TR Fa 1D E LTERIIVET, <kill-subscription>RPC £721Z CLID Y U 7 %
FHLTINODYTRZ YT a D OWTNEREKTID L, 3727 T4 78K
THESNZTRTOVT A U7y a UREHE T ShET,

Cisco 10S XE Gibraltar 16.10.1 T3 A X #17= <delete-subscription> RPC X, #7277 7 A DI
MIITTE, OV T AT FTANRNPNFHRT LT A7 VT a OB zHRLES,

Cisco I0S XE Gibraltar 16.11.1 LD U U — X Tid, clear telemetry ietf subscription =~ > K%
HEHLTHAFT Iy HTR7 )T a rHBRTE £7, CiscolOS XE Gibraltar 16.11.1 T
A &7z <kill-subscription>RPC %, clear telemetry ietf subscription =~ > N & [6 U HETH A
FIv s TRV T a v EHIBRLET,

BLONETCONFt v v a U Rllfisns &, 727U FvarbillRsngd, xy FU—
7 Befee 3 Pl ST 355 1%, SSH £721X NETCONF £ v & a V3% A AT U R LTZDHID
YT 27V T a CREIBRESND T, ZODORFMNRNND ZERH Y £T,
<kill-subscription> RPC | <delete-subscription>RPC & #A{Ll L T\ ¥ 9, 7272 L. <kill-subscription>
RPC /%, subscription-id 2E DDV IZ, HIFRT A7 227 U 72 3 O ID % F L identifier 22
FEFEHLET, ¥—F vy b TR VT a s THEHASND NIV AR— by ard,
<delete-subscription> RPC TEH S TWD b D & Hp D F9,

CLZERLEYITRY Y TS avnik
WO NENL, FERAERTXTOY T 27 ) 7P g 02 RLTVWET,
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Device# show telemetry ietf subscription all

Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

WIZ, ZAFT I w7 BT A7) T a U aHIRT 2601273 L ET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{E R L /=4 T XU 1) T 3 DAk
HKIZ, NETCONF Z#fEH L CH TR 7 Y 7o a v aHIRT 2612 R LET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

NETCONF <kill-Subscription> RPC Z{EFRA L= T X4 1) T 3 U DHIkR
WIZ, <kill-subscription> RPC 2 L CH 7 A7 U 7y a3 v &2HIBRT 2012 RLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483653</subscription-id>
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<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>
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* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
g

ETFLBHEIOSS5IEY T4 |

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">

<data>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">

<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>

<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>

<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>

<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

DEHE

< (4

o
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BEFHY T A7 U T a  OIERK
REFHY T A7) Foaid, ar ha—J128 537 v % TOEFENEIC L - TIER
SN, BT RZ7 Y Fa il o TEEINET LA N F—2OZEZORBEDHRMICE
EFNTWET, ZTNHDOYT A7 VT g0t X7 v vyOFEE% bEH L £,
WEFRLTT A7V T2 a NIEBOZEEEHEH L CRETE TR, BVOFN2ZEE
DOHBMEAEISNET, ZEEDNTTICER SN TV LA, RITEGT OSSR, tho=zE
F~OPEFITRITENE A, ZOZEENIBEND &, JOZEENERSNET,
REBELZATYNVT N YT RI Y T a0t WOFETT AL ATHRESINET,

RECLIZHEHL, 2 Y —WNTY 20 L TCT A AREICEREEZ M2 £,

« NETCONF/RESTCONF #fEH L., HRIOY T 27 ) 7o a v 2R ELET,

T, REFLT T A7) 7y a B ERT 57200 RPC O 2R LET,

EHLG Y TR ) Toay
WOHIL, CLIZEA LT, RTCHELATT ATV Fva DT AR—F 7 hanrde LT
gRPC R ET D HiEE TR L TNET,

telemetry ietf subscription 101
encoding encode-kvgpb
filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
stream yang-push
update-policy periodic 6000
source-vrf Mgmt-intf
receiver ip address 10.28.35.45 57555 protocol grpc-tcp

& RPC OHlix, NETCONF #H L CERI AT T A7 V7 a v 2ERkL, 60 &I
TLAN) ORI EZEEIEET DI HFEERLET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>
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HREFHT TRV )T a kR

&IZ. RESTCONF Z{FH L CEH YT A7 ) 7 a v &2 {ET % RPC O~ LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

EEEY IR T3y
WD RPC DL, NETCONEF ZfEH L CEFIY- T 27 ) 7y g U EERL, #—F v hF—
B NR— 2 CEENE B OLEF 2 EET L HEEZRLUET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

& RPC OFli%. RESTCONF i L CEEKRY 7 227 U Fo g VA ERT 5 HiEA2 R~ LE
j—o
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URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {

"address": "10.22.23.48"
"port": "57555"

gNMI B A Y ILA o HTRHY T3y
WIZ, gNMIL XA YA BT R7 )T aroflzrlET,
subscribe: <

prefix: <>
subscription: <

path: <

origin: "openconfig"

elem: <name: "routing-policy">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

subscribe: <
prefix: <>
subscription: <
path: <
origin: "legacy"
elem: <name: "oc-platform:components">
elem: <
name: "component"
key: <
key: "name"
value: "PowerSupply8/A"

>
>
elem: <name: "power-supply">
elem: <name: "state">

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



ETFLBHEIOSS5IEY T4 |
B =519 720u703v0z=m

mode: SAMPLE
sample interval: 10000000000
N _
mode: STREAM
encoding: JSON_IETF
>|

REFHYT A7V T a r DER
REFHY T A2 ) Foa B ETHITE, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 EOFHL 7 10 | = Lk B A

«CLI (V7227 U7 a3 OfERLEF U FIE)

YT 2RI T arDZEHEITT RLALER=FEZFICLo TGkl EnE T, ZEELEZLES
HZLIITEERA, XBEFEORHE (Frban, TurrANRE) 2EETHITIE, LI
ZRHEEHIBRL COLH LW EEEZERT 2L ERH Y 7,

BNY T A7 VT a r ORNRZEERENMREBICSH 0 | EEHTZEE ~DHEHD
Ty Ty TRHTH LORIT 2R 2 5813, RO R R o EE 2 H S MR D MENR
HYET,

REFEY T A7) T a Ol

CLI £ 721 3EHEAH R LT, REFHAY T A2 U 7Y a U ZHIRTE £4, notelemetry
ietf subscription =~ > NiL, &EFAT T A7V 7o a VEHIBRLET, EESNTY TR
U7vaid, REA LV H—T A ADLOREIBRTEET,

CLUZFERALEY TR Y T a vnHIkR

Device# configure terminal
Device (config)# no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{ERL =Y ITRY TS 3 o nHEIR
&D RPC DL, BEFLYT T 27 I a o ZHIGRT A HEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
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IR YToarnE=ZRZYY

CLIBIOEH Y n a2 EA LT, T XTOXATOV TRV T a v BEHRTE
F7,

CLI

TUANYOY T2 YTy a AT D EREZRT HITIE, showtelemetryietf subscription
A<y REMALES, a~vr Rrbol iz, KITRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIS, TVA RNV TR Y 7y a AT B1E#REFR T 5 NETCONF A > —Of %
ARLUFET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>
<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>
</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>57500</port>
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<protocol>grpc-tcp</protocol>
<state>rcvr-state-connecting</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>51259</port>
<protocol>netconf</protocol>
<state>rcvr-state-connected</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

ARNY—AiL, YT AT TA TA[REIR—HDA R METELET, FTTXTDOARU bR
ZO—HDARY M ELTHNTYT, 2720, AR —LDERITHEND, TXTOA X |
DI OO TEHEL TWET, Z2TIE, YR—FENTWVWERA N —AIZDONTEH
H)q L\ij—o

PR=FINTHWDHEA M) —ADEYy MERRTHITIE, BET 2 Fa VBEZEH L T,
mdt-streams = > 7 712 % Cisco-I0S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-I0S-XE-mdt-oper.yang 725D H D) M streams 7 — 7 /v a g L 97,

®&IZ, NETCONF LT, ¥ R—FINTWDIA N —LZ2BETLH0E2RLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
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EUT4
vANG-push 2 ) —4 [

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>
<stream>yang-push</stream>
</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OfIL, native, yang-notif-native, yang-push ® 3 DD & U —ARYR—FINTWNWB I &
ZRLTOWET, A MY —2Lnative I ILHE LTIIERTE T, WBHETxET,

\}

GE) HBEDOLZA, VR—FENTWVWAARN—ADU A MNIET CLIEH Y THA,

YANG-push X ~1)—L

yang-push 2 kU — A%, HAR— KA TWD YANG 7 /ML ViR s, flTr —#
NR=ANELEHT —FX=2ANOT =TT, ZOAM)—ALFE, AR —2OFTHGRET
LT —HERET D720 XPath 7 4 VX &R — K L TEY, XPath RiIxIROT — ¥ % E
#7925 YANG ET /M HESE E T,

DAY —AOFEFIHEEAT., HBOVFT A7 T g I ONWT, T—F OEFRE 21T
EMECREINIEERH Y TTR, WHICHIEL CHEINDL - Lixb v ¥ A, BER
ELRWT—F 0¥ T 27 ) Foa 3@ Esn, o722 Foard LTEITESN
9,

PR—=FENTWBERE—DH—FF >y v T —H =L [FETH] T,

EHEEREREDIRTE

BIED L Z A, BERY TR VT a2 HL, Y7 A7 T4 THRRT =2 DA T
DWT YANG E7 VO TRET A FEIEILY FHA, BRIV TR VT a v wHAL
T, TR FGATRTERNWT —H WY TR T4 T L LoD, KL (@) 2745
n, WRhie T A ) S ray GREEH) L7809, On-Change /X7 U 7r—3 3 > OFEM
IZ2W T,  TOn-Change Publication for yang-push] ®OIEZ ZHE L T 72 &0,

IETF K5 7 bADEH

yang-push 2 b U —AZfEH+257 A FUIL, 7 A U ®DIETFNETCONF UV —%F > 7 7
N—TOHPM KT 7 MZESHNTVWET, TNHERITRLET,

e AR NBHDON AR LY T AT ) T g, N—T5 03

YANG T —HX AT Ty af@iOVTRII74T, "= 307
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https://tools.ietf.org/html/draft-ietf-netconf-subscribed-notifications-03
https://tools.ietf.org/html/draft-ietf-netconf-yang-push-07

EFLEHETOSS5TEY T4 |
B vaNG-push o> XPath 7 ¢ L%

\)

GE)  %HET25 K77 MRS EN T HROREIT TR — hINTHERA,

e TV — T 4K
e T U NA TN RDE@E
e PR — FfRE L THRICEREN TWARAWVWTRTOY T 27 U Fgr T RA—H

YANG-push © XPath 7 4 /v %

YT A7 T4 7D yang-push A NV —LANOTFT —H &> FE, XPath 7 (L& ZEH LT
ETHMENRSH Y FF, XPath iITKDOH A RTA4 @i ShET,

e XPath RIFHE—D AT V=7 "ERETIHIVLENHLYET, ZOFT V=7 MZiH, =2
T, V=7, V=TV RXbr, PRIV R EFHTEET,

e XPath K TiX, VA FELIFarTTIC1l 20y M) ZBET L0000 —%2F-¥5%
TEMTEET, YR—FEINTWEF—FBEDOHE TR DO LB T,

[{key name}={key value}]

XPath ZoOFlZRITR L ET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="1ipv4-default"]/routes/route

# VALID!

BEX—2MENT 2123, BROF—HRELMEMLET, F—DLHTLIETERTH D0
R £, FHSLT AN R — FIZX ST R—FShTHhEEA,

¢ XPathi:\TiE, B—DV T A7 V7o arTHEDA T V2 M e R— s T&bH L1,
FEAHAT () 2EHTE £,

YANG-push DERI/ TV r— 3 v
EM YT A7 ) T arTid, 7 R7 T4 THEBIERIC L DB OT v > = FHTITRIRE
WCEEENET, EFELT A ARE D —RETHST20 xy hT—7 NRMEL TV 20T 5
EBIETHZENHY 3, WICHERIT, FESNIZEH X A ~— O THRRZEE SN ET,
ez, WIME 100 LRETDHE, T T A7) TV a v OIERIERZ IR OEFHNERE S
. Z0HIT10 B ICEEESNET,

WIRZ, EWIZR Ty a2 B O TR (17100 ) HAZORR T3, HI#23 1000 ThHih
X, TR T4 THREGEROEFHT 0T L2 £7, RETE DR/DOHERIFREIE 100

(DFEVIR) T, 774N MEEHY EHA, ZOMHEIT, BT T A2 Y T a oA
I3 <establish-subscription> RPC THURHJICERET DMENH Y | REFAHAT T A7) Fa v
DGE TR E THRIICERET DMENH D £7,

EBREHIZIE, PR—FENTHDTRTO T ZAR— K 7 ha s s9 7 2
IIATRHBEOT — A BRZEIIT—T VD7 )Vab—NEgENTWET,
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YANG-push DZER/ T s—2 3> [

EMHRY TR0 P a v B L CEOT =252V T A7 5475 &, EREIN-HM
TEOEFBADIEEINET, T—FBGFETDH LD & RO OEA @ O H
e LTCEESNET,

YANG-push DZEFIRg /N7 ) r—3 a9

BEEYT A7) Ty g VEERT DA, X 7= THINRWD & 2R T 7018
T=o T E 0OICRETAIMNERH Y F9, TOMOMITVAR—FINnTWHEEA,

BRI T A7 VT a Tk, RPOT vy a®8ffiix, Y7 A7 74 73Nl —4Dty
F{ATY (IETF OXLETER STV DHHIER) . AUl cx £ A, UBEOER
i, TAEANEREIN, EHEEOT —HORTHEHREINTWDIEAICHESNET, =720
EHEBIINDE/NDOT —Z 5fREEITATTY, Lieno> T, BEKF T A7 U 7o g VT
NOU =728 T 25D THLGE. TOITONWTILNOHEANERIND &, BHBEENE
BENET, EFBEAOEMRSNBILI N T AR—F 7o halic ko TRRD 4,

X/, BERY T 27 g FEREIR TS A, OV, FarT S EREoarT
T TR FGAT LTS, FarTTHNOERITF T A7) Fog ACTE@Z S EE A,

ﬁfﬁfb@w? &@%fzﬁ)fya/ ﬁﬁéﬂ L%@%7xﬁ)7/a/kbf%
ITENE7, PR ESBEMIZTHY, T—FBFIHTREICR2ETCENULETETINE
ﬁ/uo

yang-notif-native X 1) —L

yang-notif-native 2 b U —AlX, /X7 U » ¥y WOEEO YANG A TH Y . BEHDILD A~
¥ NV —=ATCiscolOSXEDRA T 4 7 DT 7 Juay—nEHISNTWEST, ZOA MY —A
@\ﬂ%&&é@ﬁ%ﬁiﬁéxmm74w&%ﬁfwbbfwiﬁo:@thaA@E%
WENX, WEORRIZR DA X MR RELEGAICORBEINET,

DA RN —AEFEFRY TR ) Py a Dbz iR—hLTWAED, X =0 7RG
LLTHEOEZRETAILERDHD 7,

\}

() BEOLZA, ZOA MY —AIXGoogle VE—F 7Yr—% a—/L (gRPC) FEHT
T AR—F I TOERA,

yang-notif-native > XPath 7 ¢ )\ Z

YT AT T A T HO yang-notif-native A kU —ANDT —H & v M, XPath 7 4 VX ZEH L
THELET, XPath UIFTROHT A FTA UR@EHSET,

e XPath T~ ATV =7 "ERETILENLYVET, ZOFT V=7 MZiH, =
TFH, V=7, V=TV R, FHFIVAIEFEHTEET,

e XPath % YANG BN SR EZIETTH2LENH Y =9, BHEO 7 4 VXTIV HR— K &
NTWERE A,

¢ XPath X TliE, H—DVT 27 ) 7L a v THEEODA T V=7 hEVR—FTEBL X1,
FEAHEA T () 2EHTE £,
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B s x&—+7oran

rSURAKR—K A MONL

T—HOFEETEF. "7V vy EXEEROEGRIEN SN 70 hail o TRED
¥, 2oO7u FaMF T AR TR Fa L EIRER, BREFRTT A7) T a0
BHT O FarnbiIMILTWET, FTUAR— TR bR, T4 DT a—T ¢
> 7" (XML, GoogleProtocol Buffers (GPB) 72 &) & BnfEm B ADOIBAIEL 52 £7,

Y

NETCONF 0 ~O )L

gRPC 7O +a )L

GE)  Fl, BRULEA M) =2 @O EL 52058000 £,

PR—FENTND F T AR— K7 v haik, gNMI, gRPC, NETCONF T,

NETCONF 7' 12 b /L%, #7227 ) 7o a D T v AR— MZOMEHATE, yang-push
A kU — 2L yang-notif-native A b U — A TEHATE £,
NETCONF % b7 v AR —h 7'm b= b LTHEAT 25613, RO 35O BH@ B
HanET,
e T A YT a Tyangpush A MU —ARMER I TWT, EMINZRGE, £203.
VIR EFNEMMNE R 7 27 U 7o a2 v TEE SR D5,
e T AL YT a L TCyang-push A U — A0MEH STV, W R S ET@ s LA o
EHEEFYHT A7 )T a v Ofh,

« T 27 7L 3 T yang-notif-native A kU — AR H I N TV BGE,

yang-push fiZ =X

yangpush ¥ —A A kU — AN NETCONF Z#/r L CXML =2 a2 —F 4 7D K7 AKR— K&
LTEEEINDEA. 2 20oE AN ERINE T, ZhboEF@EMEAIT,
draft-ietf-netconf-yang-push-07 IZ SV TV E 77, FEMIIC DWW TIE, IETF K7 7 FD3.7HAZ S
L TLEEN,

yang-notif-native 2 =X

Y —A A KU — A} yang-notif-native D57, NETCONF 4 L C XML T a— RK3id
L X OTEHNEMOIZAULRFCTIS0IZ L > TERSINTWET, FEMIIZ OV TIE, RFC D 7.16.2
HesR LT &N,

yang-push 2 N U —LDEXE1ZHER2 Y | 7227 Y 7o g VIDITEFBEMICIEH D A,

gRPC 7' b a)LiE, REFAV T AV T ardD T AR— MR L TOREHTE,
yang-push A b U — A TCTOAEHTEEF, gRPC b T AR — 71 h2/LClid kvGPB =
A—FT AT DR R— R ENTHET

gRPC 7't h 2 WZHES S ZAEHE OB OFRIT Ny 74 7) B¥HR—FShTHET,
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FLAryIzsteng 7AR15EUT ¢ [

proto 7 7 A LV TCTEHRSNTT LA MU A vE—IZO0TIX, mdt grpe_dialout.proto 3 X T
https://github.com/cisco-ie/cisco-proto/blob/9cc3967cb1cabbb3e992f2c46ed96edf8a0a78b/proto/xe/

telemetry.prototelemetry.proto Z Z M L T 72 &0,

TLAR)IZEBITFANA TRASE) T4«

TUA N OBWIREEE, T T A TIRAAL T INAA v TF AL JND A L 73—~DSSH,
FFIANAT A TEN T 4 RST S, ATDT 7T 4 T 72— 7 atk vy ~0SSH 4
L TCNETCONFtE > a U CHLENET, UIVEIHRIE, 7VA MOV TR 7Y T g
IEETANETCONF v > g v 250, BEafHT o3 _XToty g U 2WEL, Hik
SNTAVERDYET, o, A v TFA—AN—RIZTRTOFXAFTIv I B TRAI Y Fg
VEFERTAOMLENRHY T, gNMIXA Y ILA L BT A7 YT ard, SSHEMLE
NETCONF & v g v L [AFEICHERE L £,

gRPCHEAYNLT U NG TRI VT aid, TITATRAA T ELIFIAZ 7 A 3D
FITarT74FXal—rarO—#E LTT S RIRESNET, AA v T A — =234
T5E, TULA NI ZEFE~OBAFOERN IR S, BERSNLET (ZEHE~D/L— IR
FBoTWABIRY) , YT A7V 7y a v 2HERETHLETIDH A,

\}

GE) TAALZAOYa—KRIFZE, YR Z VT arDOREETNANA ADAL— T v o
V74X alb—va VZRAMESEAMNERHY 3, ZHITED . TS AOFREI%
BT ATV T a VRENT AA A RICEOEERY 9, KB o AREEL
THITEND E, THAAREIT VA N ZEE~OBFHZFAIT L, EEOBEL B L
F7,

SO TILDOETIVEREIRIT L A F1) RPC

WDE 7> aTIE, RRCOFIDY A NERL, YT A7 VTV aOREFECOWTH
LET,

BREBEAT IR T avnEE
BEREFT 27 ) Fva w2 R—FLTWD YANG ET VDY R b &FFRRTHITIE, show
platfor m software ndbman switch {switch-number | active | standby} models =~ > FZfH L &
-éAO

)

GE)  BUED L Z A, REFAHAT T A2V TV a OBFBBIMEHTE D DEgRPC 7 12 /LD
HTY,

FIEDHE

1. enable
2. configureterminal
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B zexz92007 3 08

telemetry ietf subscription id
stream yang-push
filter xpath path

encoding encode-kvgpb
source-vrf vrf-id

EFLEBBEIOIS5TEY T4 |

3
4
5.
6. update-policy {on-change| periodic} period
7
8
9

sour ce-addr ess source-address

10. receiver ip addressip-address receiver-

port protocol protocol profile name

1. end

FIEDFEH
AV RFERETI3 Y EL:Y

RTFwvF1 |enable FibE EXEC E— RZAMIC L E T,
Bl e MAT—=REANLET ERINTHA)
Device> enable

5w F2 |configureterminal ra—sYb ary 74 Xalb—ay ®— Fakh
1§| : L/i‘a—o
Device# configure terminal

RT3 |telemetry ietf subscription id TFLARNIDOY TR YT a v BR L, T LA
Bl - NIHTRT YT var T—RefmLET,
Device (config) # telemetry ietf subscription 101

AT 74 |streamyang-push VT2 Y FoarDA N —LEFRELET,
i
Device (config-mdt-subs)# stream yang-push

25w 75 |filter xpath path YT A7 Y T a2 XPath 7 4 )V H EHRELE
i kK
Device (config-mdt-subs)# filter xpath
/memory-ios-xe-oper:memory-statistics/memory-statistic]

A7 w76 |update-policy {on-change| periodic} period YT A7 VT a r DEMPREFRY o —E2RE
1 - LET
Device (config-mdt-subs) # update-policy periodic

6000

A5 w71 |encoding encode-kvgpb kvGPB = o — REHEL £ T,
i -
Device (config-mdt-subs)# encoding encode-kvgpb

RATwv 78 |sourcevrfvrf-id V—ADVRF A LV AX U A%HFRELET,

1 :
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RPC DZEEHH Iz T avonE |

ARV FFEREETIVa Yy

E:)

Device (config-mdt-subs) # source-address Mgmt-intf

R w 79 |source-address source-address EETLT RLAEHRTELET,
1
Device (config-mdt-subs)# source-vrf 192.0.2.1
2w 710 |receiver ip addressip-addressreceiver-port protocol | EEIOZEZDIP 7 LA, Fr hal, BLIO
protocol profile name TuTrANERELET,
i
Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp
AFv 711 |end TLARNIDBTRAZ YT arDar7 4 Fal—
B - Yary EF—RFEKT L, ¥t EXEC E— FIZRY

Device (config-mdt-subs) # end

£7,

gRPC DLEERH TRH 1 T4 3 L DBRE

FlaD#EE
1. enable
2. configureterminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change| periodic period}
7. encoding encode-kvgpb
8. receiver ip addressip-address receiver-port protocol protocol profile name
9. end
=3[k 2t
ARV KRFERETI a3 Y B#J
ATy 71 |enable FrHE EXEC E— R AN LE T,
i) : e NMAT—REANLET (FEREINTHE) .
Device> enable
Z 5w 2 | configureterminal Jua—N)L a7 4 Xalb— gy T— NeBth
f1 LET
Device# configure terminal
25y 73 | telemetry ietf subscription id FLARYDOF TR Y Foa v ifffk L, 7 LA

1

Device (config) # telemetry ietf subscription 8

NUBT27)F gy — RERBELET,
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

ATy 74 |stream yang-push Y727V Foa DAY —LERELET,
f5
Device (config-mdt-subs)# stream yang-push

R T 75 |filter xpath path TR Y T a D XPath 7 4V H EREE L E
i) : 7
Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table

A7 76 |update-policy {on-change| periodic period} VTRV T a  OERRERRY —&2REL
fAi : ER
Device (config-mdt-subs) # update-policy on-change

A7 71 |encoding encode-kvgpb kvGPB = = — R&HE L4,
i) :
Device (config-mdt-subs)# encoding encode-kvgpb

R T w 78 |receiver ip addressip-address receiver-port protocol WHOZEHDOIPT RKLA, Ya ban, BLOS
protocol profile name n7 7 ANEHRELET,
fi
Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

ATwv79|end TFTLARNIY TR F v arpar7 Fal—
i - varyET— REMRT L, FFHEEXECE— FIZRD &

Device (config-mdt-subs) # end

B

HEI—FDZEE

BT 27N P g URIEFITERINDE L, T, 2TV T R 7 U 73 g UfEE notif-bis:ok 33
SOY TR Yo aryIDTRELET, RIZ, I T7 A7 U7 a DI RPC A v

=V ollERLET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:

ok</subscription-result>
<subscription-id

xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>

</rpc-reply>
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NETCONF 5 1 ¥ LA >4 TR Y Foav Ty 1EHnzE [

NETCONF A ¥ )LA DY TRH )T 30Ty aBHDRIE

HITRY1) T3

FRAANST v a&8NHY T A7) 7o a VEHIZFXMLRPCIEATHY . ZH 6 0ERK
SR UNETCONFE v ¥ a NNZE D EEINET, V7R 7 T4 THBEROERE1T
' J —|Z datastore-contents-xml % 7 N TR EINFE T, WIRT DL, T T AT T4 TG
T 29 7L RPC A v —TF,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT 27V Foa rPMTONDEREENETH LA, ERITTARTN (LT 7 &
AY A RRE) THOHFELRZWES, EMFHITZEIC/R0 . B K datastore-contents-xml
BT HRROZ LT T, WITTT O, EMEHNZETHSD RPC A vE—TOHITT,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74zZ</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

v DEFMDERG

BUEDY T A2 U F v a v O—EETIET 5I2IE, <get>RPC % Cisco-10S-XE-mdt-oper &7 /1
WCEELET, BUEDH T A7 U 7y arO—RaFKRT 5ITiE, showtdemetryietf subscription
avy PbATEET,

WIZ, <get>RPC A v —VOFlZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

Wiz, RPCISEDOH &R LET,
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IRV YT arvnHMOERE

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>

<subscription-id>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>

<updates-dampened>0</updates-dampened>

<updates-dropped>0</updates-dropped>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

IZ. show telemetry ietf subscription dynamic brief =~ > RO #2777 L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

KIZ, show telemetry ietf subscription subscription-IDdetail =2~ > RO HHZR L ET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper—-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

iz, show telemetry ietf subscription all detail =2~ > RO HHIZR L £,

Device# show telemetry ietf subscription all detail

Telemetry subscription detail:
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Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: 0
Notes:

WD RPC OFlIL, RESTCONF Z#{FEH L CH T 27 U Foa v OFMEPBIGT L EE2 LT
TO

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-IOS-XE-mdt-oper database:
URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{
"Cisco-IOS-XE-mdt-oper:mdt-subscriptions": [
{

"subscription-id": 101,

"base": {

"stream": "yang-push",

"encoding": "encode-kvgpb",

"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"

}l
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "O0O",
"mdt-receivers": [
{
"address": "5.28.35.35",
"port": 57555,

"protocol": "grpc-tcp",

"state": "rcvr-state-connecting",

"comments": "Connection retries in progress",
"profile™: "™

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



B =71 582704 BT 2z0moszEl

EFLEBBEIOIS5TEY T4 |

ETILEEBE T LA M) ICET HZDOMDSEEN

ESPEREE

X=-aF7ILAEA ML

NETCONF-YANG /¥ F

https://tools.ietf.org/wg/netconf/draft-ietf-netconf-yang-patch/

YANG =7 A 7 ua—5 https://github.com/CiscoDevNet/yang-explorer

ZEEB KL URFC
Z 4 /RFC 24 I

AR NBHOBAZ LT T AT g https://tools.ietf.org/id/
draft-ietf-netconf-subscribed-notifications-03 draft-ietf-netconf-subscribed-notifications-03.txt

A X MEFEIDO NETCONF AR —

draft-ietf-netconf-netconf-event-notifications-01

RFC 5277 NETCONF A X k%

RFC 6241 Ty NT—IRET R kan
(NETCONF)

RFC 7950 YANG 1.1 7—% &7 U vV E7E

RFC 8040 RESTCONF 711 | =L

A RIS DR

draft-ietf-netconf-rfc5277bis-01

YANG T — X A RNT T aDY T A7 547 draft-ietf-netconf-yang-push-04

YANG ¥ —& A v 7 P a8y 7 227 A |https://tools.ietf.org/id/
= draft-ietf-netconf-yang-push-07

draft-ietf-netconf-yang-push-07.txt
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TV — g0 —E R
JL—H
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In-Service Model Update

ZDE Y a—)LTlE, In-Service Model Update (Z & ¥ 7 /34 2 D YANG 7 — 4 €T /L% T
T hEEHHLET,

+ In-Service Model Update O #lIFIHIH (257 ~=X—)

« In-Service Model Update (Z-DVVT (257 ~—2)

« In-Service Model Update D& B 575 (260 ~=—3)

* In-Service Model Update D% EH] (262 ~—7)

+ In-Service Model Update DFERET H (266 ~<—1)

In-Service Model Update D #9518

oA T A ZE YT 4 F£721% In-Service Software Upgrade (ISSU) (%A — h & T\E
Hhy A vFF—N—0h, 2—FFAZ LN, FARL RV T NI =T AVTF v
AT v 7T—hk (SMU) A VA M—LTHRLERHY £,

In-Service Model Update [C DLV T

In-Service Model Update D3

Y=L ANEFVEH T 0 ST ML BEOT — 2T IH LT —F 7V E IR
BEZBMLET, yY—EAPETAVERT 07T Mid, VY —R ¥ A 71450 YANG E7 /1
OYEEEEZ It L E4, FFH 7 u /I L X0 —J 3T X COEEFEOET LD ity T
T, ZHICIE, BB SN YANGET LA IED LT 5T R COBFEETFANREENTVET,

F—=H BT AT T AT FvE, Cisco I0S XE 7734 2D YANG &5 /L& 8 A
VH—T 2 A AEFTHELFET, T—H ET N AT T AT F xiL, CiscolOS XE T /31
ANE ) —ANNT  RIZNETCONF A » Z —T7 2 A AN LET, FR—FENRTWVETF—
X ETWAZIE, IETF 72 EOFEFAEREE T L L | Cisco I0S XE 7 /31 RA[EFDET VR E £
3
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. In-Service Model Update /X 7 — O D B #2t%

In-Service Model Update (2 & » TRt S U 5 HREIZ. £ D% D CiscolOSXE V7 U =7 A
TFAV Y —RIMESINET, T—F ETAEH T T LRy r—VF, YA Y7
fy=2T7 Aoyra—RKterZ—nbHyra—RTaEd,

In-Service Model Update /Xy 5 — S M H #atk

BNy =20k, VY =R TERIS, 77y F 73— AZEAFICRVET, L&k
IX. CiscoASR1000 > ) —RX T 7 ) F—2 g P—E R )L—FDEHF /Xy r— % Cisco CSR
1000V V=X 77 R —ERAN—FIIA VA= NTHIEIITETETA, FERIC,
Cisco I0S XE Fuji 16.7.1 HIIC/ER S L7 8 H /3> r— % | CiscoIOS XE Everest 16.5.2 /83— =
VEFITLTNDT AL AZEHATHZ LIETEERE A,

W TR T T ARy r =T RCOar TV, FROAL T VU —RAEEA
YTF ARV Y= ADA A=Y DRIV ES, A A—VET Ty N T F—LDNN=Ta
E, Ny =Y 0BNEB LT 7T 4 7{EDOFEIZ, In-Service Model Update 2~ > FIZ L - T
Tzl ENET, AA—VELEFT Ty N7+ —LOR—EDNBETHE, Ny FT—TVDA
VAN ABNKRBLET,

B0 S LNy r—2nama A

In-Service Model Update i&, .bin 7 7 A /L& L TNy o —IfLSNTWET, ZO7 7 A /Z
L FHEDV ) —ABLVOT Ty M7+ — DT XTOEFH 7w T hE | Readme 7 7 A /b
MEENTVWET, ZNHDOT7 7 A MIIXY U —AHBH Y, BIMETLVOEFHZ & b5 T
EMAICER SN ET,

TS XTNOEFT 0T T LNy r=VOmABANE, ROBRHE->TWET, 7Ty
N7 —LOFHE-FA LA L-UL ) Y —2 X—V 3 DDTSID-7 7 A /b, RIZ, T—%
ETNEH T 7 ANOHIERLET,

* isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
* asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Readme 7 7 A /ViE, IROEFHRZRMAL L F7,

T —H BT NDT VT 4 TALETZIIIET 7T 4 TePicEREINS Y= Ay E—
VBT — A ybE—v

T —H BT NDA ANV LD
« BWER &% 2 L5 [EIEER
« In-Service Model Update (Z & » THEEZZ T H /Ny r—

cJRZ—=FDZAT
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| EFLEBBRITOsSTEY T+
FHIns56Kvr—sos vz =1L ]

B ITOTSLNYT—ODA4 VR =)L

7 734 A|Z In-Service Model Update /X > 7r— % A A b —/L§ % |21%, ingtall add, ingtall
activate, ¥ L Wingtall commit =1~ > K& K54 EXEC =— R CHEA L £,

ingall add =~ N, EH v r—V %V E— OGN LT NA A Za—LET, Ny
Tk abt—3 5O FEBHEHATEETR, Z05A0L, A VA=A LT R T T
LEEESE LoDl ingal add =2~ > FE2 AT 2083 H Y £§, ingtall activate 2+
Y REEMESEDIZIE, Ny —VETANAADT — 7T v v 2 THEMAAMRRICT 208N H
0 ET, ingtall commit =~ RZHMLL T, BH7Im 7T 5% ) v— RREKRIZH - T
ELET,

FHTn T LA A R—VT DL LENCA VA M=V ENTZT =X TT ARG DHGA.
FTHNTEEHRZ ONET, T RUIXFIC, 1 DOFEFRT 0T T ADOBNBA A b—LER
FF, T—F BTN RNy =1L, TRTOEHRINT YANG EF /L L LLETIZT 31 2
A VA M=V ENTZTRTOEEE YANG EF ARG EFNTWET,

WD7a—F v —FTlE, ETAEH I T L r—VOEMEZHAL E7,
S:ETILEHIATSLNAYvS—SOazy b

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboite
Copies new Installs model Commits the .
model update ~| update package recently installed rgg;ﬁ? L:ﬁgfa:;%
package to the copied in the model package e}’r e | &
device previous step so it persists P 9 E
o

WRolr—2 %777 4 7163 B BRI NETCONE-YANG A M S CTuvb & . NETCONF 7' 1
ANV AZ— b EINET, T_XTOT 77 4 7RNETCONFE v v aif, o r—vo7
7T 4 bR ES N E T, Ny =V OBGETIC = T =R ETHE T T 4 Tk e
AT T LET,

B IO LN TrT—CDETI T 1471k

Wy r—%IET 7T 4 AT AI2iE. install deactivate i~ REFH L4, ZHE A
e+ 5L, install commit =~ > 2L L £,

RB:ETIVEHIOTSL NN Yr—SOET I T4 T4k

B1E ERa<F

28— DI

install remove =~ > R&ZFH L E 3,

GE) N r— U EHIRT DRIZIET 7
T4 7L LET,
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. BH IO LRyr—ona—iLivy

121k EAavF
N —OIET 7T 4 T install deactivate =~ > K& L. =D

install commit =~ > R&HH L E 3,

GE)  ingtal commit == > RO S L
BOE. BTN R — DT S
T4 7bE Y r— RL2RIZbZ>T
WET 570 TT, FET77 171k
NaIy hERTHRNE, T
Ry r—UEHIBRLE S ELTH
KL ET,

BT w2 T LEmIET 7T 4 TET DR, 2O EDOETAEF T 0 I T ARy =R A
VAR =LENTWAES, MOy NENTZETTAVEF T 7T ARy r—D N TR R
WCE o THEAENDET NNy r—VI272 0 £9, LN a vy hENEZOMOET LRy
=N NEA, BEERRA A=V L BICEEFNTWVDER—=ZA R=V g DT —H 5
APERHSND L S22 0 797,

B0 L N\yr—ona—)L/Nv
0=l Ry 71X, T A WHATOMEREBICRT A D =X L2 LEST, m—n v
#l1T, BENFREND X 91272 HH1IZ NETCONF-YANG 7' 12 & Z 2348 L 17,

EHrx, ingallrollback =2~ REMH LT, EAR—TVar EKaIy b=V ar &F
IOy FID F T — ANy 7 TEFET,

In-Service Model Update O & 2 5%

B TASLNYSF—DEE

install rollback to {base | committed | id commit-ID}
install remove {file bootflash: filename| inactive}
show install summary

FIRDHE
1. enable
2. ingtall add filetftp: filename
3. install activate file bootflash: filename
4. install commit
5. install deactivate file bootflash: filename
6. install commit
7
8.
9.
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#7054 Kvsr—voez [

F gD FEH
ARV KRFERRETI a3 Y B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
fi e NMAT—REANLET (ERINTEHE) .
Device> enable

R w72 |install add file tftp: filename JE—h o —3 3 rm5 (FTP. TFTP &HT)
I - FNRAL ANCRTNVEFR T 0T T DNy r—T %2
Device# install add file v L/‘ 77 b 7i:A CE AA=TONR=Ta s
tftp://172.16.0.1//tftpboot/folderl/ DHEHNET = v 7 B FITLET,
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . B .
Device# install add file ’ ﬂﬁ@ji{f%{%)zﬁ LcyE— ]\ 0)1}2—]3):[75)%%/\/]’
tftp://172.16.0.1//tftpboot/folderl/ ANCHEFNNy =V abt =352 TEE
asrl000-universalk9.2017-08-23 17.48.0.CSCxuxxxxxx. SSA. dmp.bin) T, L. FOREEL RS =TT IT 4

72T AENC ingtall add =2~ > K& EfT79 54
b £7,

R 7 3 |install activate file bootflash: filename FH/ v A Ar—UNingal add =2~ > Rz Xk vBEms
il - NTN5HZ & &g L. NETCONF 7 1 A % Fi
Device# install activate file bootflash: L/Ekjfo
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . E%ﬁ/\o /’7*“7%77 > 4 757‘3—5%@7 install
Device# install activate file bootflash: o =
asr1000-universalk9.2017-08-23 17.48.0.CSCxonoax. SSA. dmp.bin| add H{FEFATL T

AT 74 |install commit Ur— R0 ESNTHERT 2ER 21TV E
f5l o
Device# install commit « NETCONF Yt X 3B\ I FEFH A,

R 7w 75 |install deactivate file bootflash: filename BEISNFEFH Tl T A r—U%ET 757 4
Bl - 712 LT, NETCONF 7' mt 2 &L ET,
Device# install deactivate file bootflash:
1sr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device# install deactivate file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxoooa. SSA. dmp.bin|

R 7w 76 |install commit Jur— P IRESNTHRET 2EEA2ITVE
f EE
Device# install commit * NETCONF 72+ 2 IHEE SN FET A,

R Fw 77 |install rollback to {base| committed | id commit-ID} | EAHANN— g0 BB I v R LEAA—

1 -

Device# install rollback to base

var, FLEEROaIy FIDICr— Ny
L. NETCONF ut& X% EiH) LF 3,

« commit-id 51 DOFZh 72 EIL 1 ~ 4294967295 T
KR
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. In-Service Model Update ) 5% £ 51

ARV RFERFTIVaY =)
« T—H BT VEHOE VST 3 UHMEH ATHE
<
X 7 8 |install remove {file bootflash: filename | inactive} BESNTF-EH Il S h X r—V 77— 7
% - Ty vanbHllRLET,
Device# install remove file bootflash: e Ny —IFHIBRT ARNCIET 7T 4 72T 5
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin UEERE ) E1

Device# install remove file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxonaakx. SSA. dmp . bin|

AT 79 |show install summary TIT 4T Ry =V ET R E R R LET,
i s 2Oy FOHAF, RESNTVD ingall
Device# show install summary o< NI L“ngé'ﬂﬁ LZE9,

In-Service Model Update M % € 5

Bl EFHTOT S LNy T—DDER

WOFTHEHA L TWAB DL, Cisco4000 > ) — X b —ERHEETRIN—F DY T L A
A =TT,

WOBEITIE, TETNVEH T T T LNy r— 77 A NVOEBNMAFEEZRLTWHVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
to bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WOEITHEH L TWAHDDIL, CiscoASRIVN0 S Y —A T 7Y HF— g —E R )L—
DOV T A A= TT,

WOBITIE, TETNVEB T T T AR r— 77 A NVOBMNGFEEZRLTWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
Finished downloading file
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tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
to bootflash: asrl000-universalk9.2017-08-23_17.48.0.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add

/bootflash/asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BH N r—2 77 A VT 3 AZBM L72% O show install summary =~
v RO ERLET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WOBTIE, BINMSNFEEFT T ST AR r— T A NET 7T 4 TCT 5 HiE
ZRLTWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: $DMI-4-CONTROL_SOCKET_ CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIZRT O, showinstall summary 2~ RBRET IV Ry =V DAT—H A% T
JT 47 THY Ay PRET LFERT DGO IFITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#
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wOEITIE, ingall commit 2~ ROFEITHEEZ R LTOVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIRT DX, showingtall summary 2~ > R8s, BFH v r—VnaIy h&hTY
a— R IERINTHRRET 5 2 L2 E£rnT 2550 FITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WOHNE, BH 0T T LRy =V EARRy r—lin— Ry 7§ 5 FikEmR
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: $DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: %DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

&Iz, showingtall package =~ > RO B 2R L ET,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxXXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1
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Device#

K@ NETCONF hello A v B—OFITiE, BT —% €570 0 r—U0O/N"—T g
VEMEER L ET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-I0S-XE-native&revision=2017-01-07&features=virtual-

template, punt-num,multilink,eth-evc,esmc,efp,dotlx</capability>

Device#

Wiz, showinstall log =~ > RO Sl &R L £,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017

[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4|install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

Device#

WOFITHF L TWDDIE, Cisco Catalyst 3000 >V — R AA v F DY T )b A A—

ROFITIX, ETANEHT 0T T LNy = T 7 A NOBMTEZ R L THVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.SPA.smu.bin
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to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

WIZRT DX, showingtall summary =2~ > R28, BFH v 7r—Vnaly h&nh TV
0— RIS THRRET 5 2 L 2F£rT 28550 NhFITT,

Device# show install summary

Active Packages:

bootflash:cat3k _caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In-Service Model Update M #4%8E 15 %R

ROFNZ, ZOFY2— /LT LIHEEICET L) VA F@ErmLEd, ZoRIT, V7
Fo=7 UU =R bbA TEHEBEOYR— FREASNEEDY 7 hy=2T VY =72
FTERLTOET, TOREIZ, FHTH 232 0RY . ZhUBEO—EDY 7 by =7 U U —
ATHIR—FENET,

7T T —LDOPR—bFBLIOV A YT F 2T A A=V OYR— NI HHEHRE2 B
295 IZi%. Cisco Feature Navigator Z{# ]l L 9", Cisco Feature Navigator {27 7 & A7 %1|Z
X, www.cisco.com/go/cfn IZFEE) L £9, Ciscocom DT AT MILEDHD FHA,
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% 29: In-Service Model Update 014 EE15%R

HEES == HEETHRR

In-Service Model Update | Cisco 10S XE Everest ZOFY 2—/L L. In-Service Model
16.3.1a Update T YANG 7— % 5 L % HHi+
Cisco I0S XE Everest LHEEHH LET,
16.5.1b

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Everest 16.5.1b Tix, Z D
FEREIZIR DT T v b7+ — AT HREX

NTWE LT,
e Cisco 4000 > V) — X H— 2 S
B — %

*Cisco 7 77U R H—E R 1—X%

1000v
* Cisco V— B A fE &R AR L — %
(ISRv)

2= K ingtall (Programmability).
show install (Programmability) 733 A %
xBTS E LR,

Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Ti%, Z D
16.6.1 HREIZRD 75 v b 7 4 — AT HEES
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_

Cisco IOS XE Fuji 16.7.x | Cisco IOS XE Fuji 16.7.x Tl&, Z OE&fE
WIRDOT T v b7 —AIZEEINT
WE L7z,
* Cisco1000 > U —X 7 7 ) F— 3
Y —bER =X
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3
b
R

=2 HEEER

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Tit, Z O
HElE Cisco Catalyst 9500 /~A /N7 4 —~
VAV =R AL yFICEEI TN
F L7
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5 19 =

TIN5 —S a3y RATF a0

RAT v 77V r—3 3 % Software asa Service (SaaS) YV a2—i a3 ThH, a<w K
ZHEALCYE—FITTEET, 77V r—2a b ORAT 4 71k C, EEA I3
HOY—NRa—T7 4 VT 4 ZFBAT52007Ty v 73 —aB35256nFT,

N

CE) 7V —2aryRAT 47t Docker 77V r— g v DBhiYR—FLET,

IOV a— VT, 77V —valBAT 4V ITHRELE T ORMEDTTEIZ O TR L
ES

s TV =gy RAT 4 27 DRIIEE (271 ~—)

cTTY = ay FAT 4 I AW 272 5= )

T TV ay RAT 4 T OREHE (276 X—V)

s TV =gy IRAT 4 U TRIEDOHRE (288 =)

cTTV =y ay KAT 4 VT ORER (292 =)

- TOMOBEGR (295 )

s T TV = ay RAT 4 7T HMRER# (295 <—)

TIVr—2 30 RRAT4 0T DHIKNEE
« 7SV r— a3y IRAT 4 71X, Virtual Routing and Forwarding 8% (VRF §8ik) TI
HYEEA,

» Cisco I0S XE Amsterdam 17.3.3 LLgidD Y U —ATiX, 77V r—va R AT 4 712
BHHAA ML —VOEI DY TCHRMETHY, 7— 17T v THRENTR > TWET,

Cisco IOS XE Amsterdam 17.3.3 LIfED U J—ATlX, 77V r—va v SAT 4 7%
T—=R 7T aTHHTTN, VAIBRERT TV r—a b ORNBHEA NSNVE
9,

e B2 % /L@ Universal Serial Bus (USB) A7 4 v 7 3R — FENTWERA,
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B 7 ovr—avhzsrovicmyama

Cisco Catalyst 9300 >V — X A A » F X, FH/ASFNAD A AFREUSB DL EZYR— L
\i ‘g_O
» Cisco Catalyst 9500-High Performance 3 U — X A A » F 3 IO Cisco Catalyst 9600 > J — X
ALy FIL, HiEARADUSBOT F Y r—ray RAT 4 7% R—KLTWEY
/‘/0

» Cisco Catalyst 9500 33 LT 9500 /A R T7 4 —< LA U —RX AL »F BIW Cisco
Catalyst 9600 > U — X XA v FTlE, AppGigabitEthernet f > % — 7 = A ATV H— F X
nNEXE A,

» Cisco I0S XE Bengaluru 17.5.1 K Y > U U — A TiX, Cisco Catalyst 9410R A A v FII7 7
Vr—ay RAT 4 7Y R—FLTWERA,

Cisco Catalyst 9410R A A v FTT SV r—ay RAT 4 7 /T HITIE,
AppGigabitEthernet{ > % —7 = A A Tenable =~ RZ&HEL£7,

TV —2 3y RAT 4 UJI2ET 51EHR

TITE. T =3y RAT 4 TN OWTEA LE T,

TIVG—23a 0 RAT 40T DREE
FABBREE~DOBITIC L U . FRIHFIRER AR —Z TIVDD Ry —F TN T 7 r— g it
MY AVBEEREEVE LT, 77— a v ORAT 4 712 » T, BEEEIZIIME D
Ve NRoa—T 4 VT 4 BT DD Ty N7 — B 526nFET, Xy NU—T T
NRAATHRAT AV T ENTWAT F U r—a i, SE8ERMRIChATEEd, 2h
. BEFOY =V OF =— L2 88D, REBHOT =X T MEICADET,

\}

GE) CORF2 AT, 2T F L Docker 7 7Y r—>a R LULET,

Cisco I0x DL E

CiscolOx (I0s+linuX) = RY—=x=  RT7 UV r—2 a0 71 —AU—7THY ., Cisco
Iy "NT—=0 T Ty " 73— EOIEIERIATOT TV r—vaAixtL, 77U r—
Ta v IRAT 4 THEREER ML L £ 4, Cisco ¥ A by = MR o T RETH Y, v
AT LDORFIESL DT T r—va 01 2TT,

Cisco IOx (X, WHREFALAT SV r—vav ey r—IblL, TNbEX—7 v hT 34 2 |k
WCARA T HBREOINEEEZ X ET D —EHOV—EAEMT L2 Licky, 77— 3
YDIGATHA I NERE F— B ERFIIZ LET, IOxDTA 7 WA 7 VERIZIZ, T
U=y a v BEOF 2O, BI, ART ¢/ Bith, 1 (FH) | BLOE=#
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7Iur—vavhzi4vrnnE |

NEENET, IOx P —EBRIT IV r—2 a3 v ORGARBLIOEHY — L EENTEY .,
2—PFRT Y —2 g ERRLLTIOx 7L — AU —Z BT ADICEsI b E T,

CiscolOx 77V r—>ra v IRAT 4 v 7 01%, IROMEEZIREE L £,
o« Xy N T — 7 ORLE DML,

e FNRAAFIZHRARNENTWAET AV r— 3O 7 A 7% E— K TEHETS
CiscolOx 77V r—vav 7nulo30 7 40 2—7=x14A (APD ,

s —TfbENTET TV r—2a DT A7 YA 7 VERL,
« 777 K R— 2D,

TFIVG—2 30 RRAT4 0T DBE
SRADT IV = ay RAT 47 TL—LT—27%, T3 X ETIITEN LML
TV r—varears T 7Y r—ya v EEHET S, I0x O Python 7' 1k 2T,
TV r—vay RAT 47, ROV —E R 2R LES,
AT FNORESNEZT 7V r—yavrwi@ghd s,
cfEHFREZR Y Y —A (AEV, CPU, BLOAM—) ZMRL, ZNo2E0 YT,
BT D,
« Y=L uX OV R— h RS,
*RESTAPI #41 L CTH—EA~DT 7t A &M 5,
«CLI =¥ RARA v M &R 5,

« Cisco Application Framework (CAF) &CMEINALT 7V r—2ay RAT 407 477
ANT I F xRt 5,

A LA —T 2 A RN LT Ty T —AEEDR Y FU—% 7 (O R
R) Oy NT v T ETET S,

7 — 4% AR— ME. AppGigabitEthernet 78— MEREAZH 27277 v N7+ —LTHHR— K &
NET,

TFVr—vay RAT 4T Oar7THE, mRANARV—T 4V T VAT LATTANT
TV = a U EFATT DO S A RAEEREE L FEIXI TV E T, Cisco 10S XE A8k
=X, FANT TV = a v BT HO0EBMEE Ry NT—F U 7T VAR
fLES, BB 7T AT 7 F X2 LD, EHEIFIRA N T X MNEOERZIRET D
WELA L H—T 2 AEEFZETEET, CiscolOx 1, #wHlA v H—T =2 AEZ T AT 7Y
r—ya MERT ARy NI —7 A X —T = A — K (WIC) I~y 7 LE
7

aVTHICRERENDET Y r—a i, TARZ 7 AL LTy A —2fbEnEd, 2h
S5OT TV r—va NCEBOEREF. TARZ 7 A NLO—HE L TH Xy r—IfbE&h T E
7,
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B ciscocataystssn sy —X 24 vF DT TUL—a v wRT 40

TNRAALEOEHA X —T 2 A RX, TFVr—aRAT 47 F v hU—7 % Cisco
IOSEHRA v 2 —T oA ACHE LE T, ¥ARNT AU r—2 30D AV3IAL 2 —T oA
A%, CiscoIOS HHA v X =T 2 A ADB LA Y2 TV P b T 74 v 7 %5 LET, &
AL HE—T oA AL, BT v VEFHAL Ty T A v —T = AR LET, IP
T RLAR, BEHA L E—T oA AP T RLRALFE LY TRy b EICHHLERH D £,

)

GE) 3T CiscoCatalyst 2 ¥ 7 }5 L O StackWise (KAEET /L (TXTHY 7 M7= 7 /38—

Yaly) T, A M= /VE O AppGigabitEthernet (XA %~V NDT 77 4 T AA v F
TOREELET, L7 -> 7T, AppGigabitEthernet f > % —7 = A ADFREIL, AKX v
T NDKAA v F O AppGigabitEthernet f > ¥ —7 = A AZH#EHT M ERH Y £7, 7%
TENTRTOAAL v FITHH S04, AppGigabitEthernet f > % — 7 = A AT AA
FA—"—ZITHRE L EH A,

Cisco Catalyst9300 > ') — X XA v F D7 T )5— 3V iRXA T4 >

5

g

vz

Z ZTCiX, Cisco Catalyst 9300 >V — X AA v FTOT SV r—2a s RAT 4 TIZO0T
AL ET,

TFVr—vay RAT 4 7O, Cisco Catalyst 9300 2V — X A A v FITEHA & —
T A RALBIEH SFNVR— e R—FLET,

USB 3.0 SSD /& Cisco Catalyst 9300 > U — X A A & FTH I/ > TWEF, USB3.0SSD I,
TIV = a v ERANTDHIEOOEMD 120GB A b L—U %L E4, FEHlicoNT
1Z. [Interfaces and Hardware Configuration Guide] @ [Configuring USB 3.0 SSD] D% £
LTLIEENY,

QRFDOF Y N —F L 7T FY B R—FERTVET,
cayha—AT L= A U H—T 2 A AT VR AT BT Y r—va v,

« T — AT L — BRSNS RVDR— MIT 7B RATEHT7 7Y r— g,

HNRILES VOB EUVLAN R— b7 T)5r— 3 iRRAT 4

Z

%

Cisco Catalyst 9300 >V —X XA v F|L, TV r—a vy RAT 4 7 D DIZRimE SRV
VLANB IO IR R— b2 R—MLET, LAY2 T 740 271F, ZRHDOR— %
JrLC, CiscolOS 7—F v DIMNBTENET 2 Y 7 by =7 3 R—xr MCRMESET,

TIV = a I RAT 4 OGS, BIEARNAVR— 2 NG 74 B8 —T x4 ZETIT
VLANBEEDA 2 —T oA AL LTHETEET, M40 —To A AL LTHERT
LA, B/ SFVR—MILA Y2 T 7 R— & LTHRET D Lo ICiiESh, RA—F
TRBELETRXTCONI 74 v BT 7V r—a o CHEAREEIZARY £9, ~— b%& VLAN
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gR—rxtgxy k7—245147 |

A B =T x4 AL L THERHTEHE. 77V 77— a3 V3 ED VLAN Ry U — 7 128
snEd,

\}

GE)  HmEARRFNADUSB £7201EM2SATA RI79A 757 7V r—va vy AT 4 7\
ABEAS. ARNL—UAT 4T Eextd 77 ANV ATAE LT T4 —~<y NTALERD
D iﬁ—o

HR—rRERY NT—0 54T

Z ZTCiX, Catalyst 9300 U — X AL v F THR—FINDOERY NT—IDEA THRLE
bé‘o

RW:HYR—RERY T84T

*ybIT—=0R4T Cisco Catalyst9300 ') —X X A v F
EEAR— B PR—rHY
AT 7SRV D b T 7 A — b FHE—FbHY
AT /3% /L VLAN AR — b PR— Y

CiscolOS > hU—27 7 RL AZH (NAT) |Rif/SEAOT —H KR — b LW
AppGigabitEthernet 8 — MIZ#H S H— K
V=TT —H R — MERIZE > THR— &
ET,

Cisco 10x NAT HAR— ks

RERY FIT—D A F3—T AR Hh—F

TV r—rarars O 7Y A I NVEERT LR, NGBS v X —T A AT &
WZ1o0arTFEYR—= DA Y3VL—T 4 TETAMIBENET, 2T &7
TV =g AR UTEBA — Ry T MERESN D ZEZERLET, 2OXT0 9
BIRER Yy NT—I A =T 2 A AH—REMEINDA LV F—T A XL, 77V r—=
Y aArTFoO—EHTY,

NICIZ, 2T FTHNOEHEL —Y Ry b AL HZ—T 2 A AT, TTv b 74— TF—F L —
VB L Ty R EIEZE L EY, CiscolOx X, T FHNDEYWNICIZDOWT, IPT K
LZBIO—EDMAC T FL2AEID Y TEITWET,

a7 FHNO WIC 1T, BHEDA —Y Ry b A H—T oA RALERBRINET,
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B 77—z vonesz

FIIr—vavRRF4vY |

TFIVr—23 0 RRT4 VTDERERE

-
Z
TO

Cisco I0x D EX1E

TDR AT EFEITLT CiscolOx ~DT 7 ¥ AZFINTEHZ & T, CLINR—AD2—H A

FIRDOHE

F IR D 48

B—=T 2 A ZATHRANATAEOT T r— g 0 O%H, I, £=4,

ITE, 77—y ar RAT 4 VT OREEERT DI EFIERELEITOVWTHHALE

A

Ta4rT, BXOBEET LIS ESERT I T4 ET 4 BFEITTEET,

enable
configureterminal
iox

apwbd-=

end

username name privilege level password {0 | 7 | user-password} encrypted-password

ARV RFERFTIaY

=)

AT 71 |enable Rt EXEC E— R AT L E T,
{5 e NAT— REANLET (FERINELE) .
Device> enable

AT w 72 | configureterminal JTa— )L a7 4 X2 b—3ay B— FEELG
15“ : L/i‘g‘o
Device# configure terminal

ATy F3|iox Cisco IOx A X —7 MZ L ET,
{5
Device (config)# iox

R w 7 4 | username name privilege level password {0 7 | I —P = R—= 2D AT b & a—P—DER
user-password} encrypted-password LAV B RESL L E T,
{5 o 2— P =L OFHEL LT 15 ITRET DML
Device (config)# username cisco privilege 15 ﬁ§35 D jf?f
password 0 ciscol °

Z 5w 75 |end Jua—)Lar7 4 Xal—ary ET— RERT
i - L. FH EXEC £— FIZRY £7,

Device (config) # end

. Cisco 10S XE Gibraltar 16.12x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| 77u45—vavkzrFavy

HIE/ L VAN R— kD7 T r—av w274 2 508%E |

BIE/NRILVLAN R— D7 T r—2 a3 RRAT 4 VT DETE

SALTFOTA N P =T 2 A AL, RAT AT OIS THE LT T 4 v 7 BEZET HX
AT 4 TDIEVLAN AL A LV H—=T 2 ATT, T3TDVLAN A A v F#EIL, app-vnic
3 L O AppGigabitEthernet K — K 2R A b4 5 CiscoI0S 77V 77— = &4 L CTiTbivE
j‘o

TIVr—ary RAT AV VLANT 7B A a7 X ab—y 3 Tl
AppGigabitEthernet A8 — MIFFAI S 415 VLAN (X, XT3 7 OS5 A M v —T A
Al SN ET, =& 21E, guest-interface2ld 2> T DA —HY Ry h2Af X —T = A A
EZBLET, £/, ZOREET—RTIE, av 7R84 7L 7L —20REZETDHLED
IZ VLAN I 7B /AL & T LET,

TV —var D, TV —vary RAT 47 Ry a7 4 Xal—ia
T—RELRFT TV = ar RAT 4V VLANT 78 A a7 4 Xal—v gy E—F
TRHRETEET,

FIEDHE
1. enable
2. configureterminal
3. interface type number
4. switchport mode allowed vlan vian-1D
5. switchport modetrunk
6. exit
7 app-hosting appid name
8. app-vnic AppGigEthernet vlan-access
9. vlan vian-ID guest-inter face guest-interface-number
10. guest-ipaddressip-address netmask netmask
1. end
F gD FEH
AV RFERETO3 Y B#)
AT 71 |enable FibE EXEC E— RZ AL E T,
i ¢ NRAT—REANLET (FERINTHE)
Device> enable
5w F2 |configureterminal ra—sYb ar 74 Xalb—ar E— FeBlh
1§| : L/jz‘@—o
Device# configure terminal
RTw 73 |interfacetype number AVE—=T A ALREL, AV F—T AR 2
i - Y74 X2l —vary T—FERBLET,

Device (config)# interface AppGigabitEthernet
1/0/1

o AKX JA[REAA v T OEE . number 5150T
switch-number/0/1 T,
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B s s rsook—rorIur—var hzs v soRE

FIIr—vavRRF4vY |

ARV FFEREETIVa Yy

S

A5 w74 |switchport mode allowed vlan vian-ID N7 o7 ETHFAISND VLAN DU A 2 E L
i ESE
Device (config-if)# switchport mode allowed vlan

10-12,20

AT w5 |switchport modetrunk A B =T = A R&KF7R N T X TE— NI
Bl - RELT, RAN=VIDRF 7Y 7 ~DE
Device (config-if)# switchport mode trunk :’Fﬁ%;ﬁ T I\ Liﬁ_o

ATv76 |exit Ao B —Tx2fAar T4 Fal—ay T—F
Bl - EH#T L. FiME EXEC £ — FIZRY £,
Device (config-if)# exit

A7 71 |app-hosting appid name TV r—=varEREL, TV =y ar R
1 - AT AT AT 4 Xal— gy T— Nelh
Device (config) # app-hosting appid iox app L/jETfo

ATw 78 |app-vnic AppGigEthernet vlan-access VLAN R— ~ &7 7V r—y gy RAT 4 7D
fl : A/ SV R— P E LTRIEL, 77V r—vay

. . . . RAT 4 VLANT 7R a7 4 Falb—

Device (config-app-hosting) # app-vnic .
AppGigEthernet vlan-access TarE'E—RNEHRBLET,

X w79 |vlanvian-ID guest-interface guest-interface-number | VLAN &2 hA v ¥ —T = A ZAEHEL. 77V
Bl - r—=al RAT 4T VLANT 7 EA P 2

>y — N — K N
Device (config-config-app-hosting-vlan-access) # 7 A Falb—var<t R %Fﬂﬁﬁu Liﬁ—g
vlan 10 guest-interface 2 . @;ﬁ@ VLAN 0B 2 A RA v B —T = A A~
D~y B TP R—ENET,

AT 710 |guest-ipaddressip-address netmask netmask (AFvar) H#HIPERELET,
i -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.0.2
netmask 255.255.255.0

AFy 711 |end TV = ay RAT 47 VLAN 7 7 & A IP
Bl - a7 42—y E—REKRT L, Kk

Device (config-config-app-hosting-vlan access-ip) #
end

EXEC £— RIZEYD £7°,

BE/NARILES VO R— DT T)r—2 a3 RATA VT DETE

TINr—= gV RAT 4V T a7 4 X alb—y gy — RTiL,

HASNDT

~TC? AppGigabitEthernet VLAN 7R — M 32 7 B SN E T, 47 4 7B LN VLAN
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| 77u45—vavkzrFavy

HEARL LS Vo R— 07 Tur—vavhzrsoroiE |

BIFETL—LNF, 2T T FAM A U H—T 2 A AL TEZBEINET,
AppGigabitEthemmet k7 ' 7 AR — MI~v v BV TELaTF FAM A U —T x4 AT 1
D72 T,

TV r—aryIDIE, TV r—a Ly RAT 40 "o a7 4 Xal— gy
T—RERET TV r—va RAT AV VLANT VA a7 4 X2l —v g F—R

THRETEET,
FIEDHE
1. enable
2. configureterminal
3. interface type number
4. switchport mode allowed vlan vian-1D
5. switchport modetrunk
6. exit
7 app-hosting appid name
8. app-vnic AppGigEthernet trunk
9. guest-inter faceguest-interface-number
10. end
FIE D
AV RFERETI3 Y B#Y
RATvF1 |enable it EXEC E— RZHZIC L E T,
£l e NAU—RZ AN LET FEEREn%4a)
Device> enable
5w 2 |configureterminal rTa—)L a7 4 X2 lb—3ay B— NEELG
15'] : L/ij‘o
Device# configure terminal
AT w73 |interface type number A B =Tz A AGEHREL, A v H—T =R 2
i - 74X al—varyET—RERBLET,
Device (config)# interface AppGigabitEthernet « AH < JHAFEAA v F DA number 5130%
1/0/1 switch-number/0/1 T9,
Z5 w74 |switchport mode allowed vlan vian-1D RS2 ETHI&NS VLAN O U 2 R 237 L
1 ESC RN
Device (config-if)# switchport mode allowed vlan
10-12,20
AT w5 |switchport modetrunk A B =T A REKFIIR N T X TE— RIT
Bl - RELT, RAN—VIDRF 7Y 7 ~DE

Hexraro—rLET,

Device (config-if)# switchport mode trunk
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B vr—avorn

FIIr—vavRRF4vY |

ARV FFEREETIVa Yy

S

AFvT6 |exit A B =T A AT (Fal—ay F—F
- ERTL, Za—bar 7 4 Xalb—v gy E—
Device (config-if)# exit FIZRY iTO

AT w71 |app-hosting appid name TV r—yarEREL, TV r—var ik
1 AF 4 ar7 4 X¥alb— gy T— RNEBth
Device (config) # app-hosting appid iox_ app L/Ekjro

AT w78 |app-vnic AppGigEthernet trunk Koo R— b7 7Y r— 3 ORI SRV
i - A—hrELTHREL, 77V r—va vy KRAT 4
Device (config-app-hosting) # app-vnic :/7 ]\ 7 “/7 27 A 3’\;; O R ]\ %Bﬁ
AppGigEthernet trunk ﬁé[/EEjfo

ATw 79 |guest-interfaceguest-interface-number AppGigabitEthernet f > % —7 = A A kT 7 |ZHE
- BSNTNDT TV r—varDf =7 AR

L

Device (config-app-hosting-trunk)# guest-interface| %EXE Liﬁ—o
2

RTw 710 |end TIVlr—var RAT 4T N arT g
B - Fal—var®— 2T L, K EXEC E—

Device (config-config-app-hosting-trunk)# end

RIZEY £9°,

T I)r— 3 DiEE
Ty a VY RAT 4L 2T 4 Fal— 3 v E— ROdart 2 Fid, app-hosting
activate appid 5 L O app-hosting start appid =~ > R & [[% T,

FIEDHE

TV r—val RAT 47 ary7 4 Falb—aryET— RO nposart 2~ N,
app-hosting stop appid 3 & U app-hosting deactivate appid =~ > K & [F45 T,

N

GE) 77V —variEAfA A=t hRENICsart a2 FEHREL T D ingall 2~ K

ZRRET D &L Cisco IOx [ ZHEIRIICNES activate 7 7 S a v & start 77 v a V2 FTL
F9, ZNICEY, ingtal 2w FERETHZETT 7 I r—va a2 HEIICES) T
TET,

1. enable

2. configureterminal

3. app-hosting appid application-name

4. dart

5. end
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| 77u—vavhzxFaoy

F IR D

7Iur—varos4791441 I

ARV RFEEETIVa Y

=)

AT 71 |enable FrHE EXEC E— RE AR L ET,
i) e NAU—REZANLET (FERENTZHE)
Device> enable

R T 72| configureterminal ya—sYL ary 7 4 ¥al—vay EB— REHk
{5 LET,
Device# configure terminal

R T 7 3| app-hosting appid application-name TV = arEREL, TV r—3a kA
il - T ar7 4 Xal—vary ®T— RERBL
Device (config) # app-hosting appid iox app 357%0

ATy 74| dtart UER) 77V —varzRE LTEITLET,
Bl TSV r—a Y EEIET DI, nogart =
Device (config-app-hosting) # start ~ f\f&f&%)ﬂ L\iﬁ—o

AT 75| end TIVr—rary RAT 47 ar7 4 Fal—
i - var®—NEKT L, FHEEXECE— RIZRY %

Device (config-app-hosting) # end

TO

TFI)5r—3oDS5A4749)L

FIRDEE

WO EXEC a~y REffHTDE, 77V r—2a D534 7 A I NV EHRTEET,

)

GE) 77V hr—varnd A N—ARBITREDEEN TONT-HE., FITREDT 7V /75—
VaIINGDOEENKMEINTET A, REDCDEEEZHNIT DI, 77V r—
Ta vEHRIICEIELTCIET 2T o 7L, BET 7T 4 I LTCHEHERT D MLEN

%Dij‘o

enable

NOO A WN

app-hosting install appid application-name package package-path
app-hosting activate appid application-name

app-hosting start appid application-name

app-hosting stop appid application-name

app-hosting deactivate appid application-name

app-hosting uninstall appid application-name
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B ocker 55104703 0mE

F IR D

FIIr—vavRRF4vY |

ARV RFEEETIVa Y

=)

AT w71 |enable it EXEC E— RZ AL ET,
i) e NMAT—REANLET (ERINWTEHE) .
Device> enable
AT 72| app-hosting install appid application-name package | {57& L7255 7 7Y r—3 a & A YA h—)b
package-path LET,
- « 7V r—3 3 %, flash, bootflash,
Device# app—ho§ting install appid iox app package] usbflashO. usbflashl. harddisk e FoOa — L
usbflashl:my iox app.tar P }\ I/**f/@i}%ﬁﬁﬁ)%/]' >z }‘“‘/1/'(“% iﬁ‘o
R 7w 7 3 | app-hosting activate appid application-name TIV = arET T4 b LE T,
{5 e ZDa<wr R, TRTOTF Y r—varl
Device# app-hosting activate appid iox app V—ZABEREPRIEL, T_TCHOY YV —ZAMEH
ARER G AIXT TV r—a VY RT 7T 4 T
0 ET, TNLUSOEEIX. T T 4 X—
YarNRELET,
25w 7 4 | app-hosting start appid application-name TV r—va e EBLET,
fil TN = a L OERA T VT NBT 7T 4
Device# app-hosting start appid iox_ app TfbEnET,
A7y 75 | app-hosting stop appid application-name LE) 77U r—varviEELET,
i :
Device# app-hosting stop appid iox app
A7 7 6 | app-hosting deactivate appid application-name EE) 77U r—va B Y TonTNS T
i - NTOY Y= AZ BN LET,
Device# app-hosting deactivate appid iox app
R v 7 1 |app-hosting uninstall appid application-name ER) 77V 5—varvaT7T A A=V LE

1

Device# app-hosting uninstall appid iox app

7,
RFINTWNDTRTONRNy =LA A=
ETUAVARN=NLET, TTVr— g
R T DT RTCOEEEEHLHBRINET,

Docker 5 3 A LA T3 DHTE
BR30ITDOT A A LA T arZBMTEET, VAT AE, 11T7AS 304TH £ ToH
FESCFHNE AR LU ET, SUFANTIE, B O Docker 7o H A LA T a VEIRETE £,
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| 77u45—vavkzrFavy

FIEDEE

F IR D 48

7Iur—vavor7 L oEnEz ]

FUBA LT T a D EREISNEE/T. TV =g v wEIL, T T Tk T
T4, BXOEEBILT, HrLWT U E2 A L4 T a BRI LET,

enable

configure terminal

app-hosting appid application-name
app-resource docker

run-opts options

end

oo prwDdR

ARV KRFERERETY Va3 Y

=)

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,
e NRATU—REANLET ERENZHED) &

ATy 72| configureterminal Ja—sbary 7 4 F¥alb—vay ®— Rl
15“ : L/iﬁ—o
Device# configure terminal

A7 7 3| app-hosting appid application-name TAVr—varvEREL, 7TV r—va kA
i Tavs arZ 4 ¥al—varyE— REBAL
Device (config) # app-hosting appid iox app 3£7r°

AT 7 4 | app-resource docker TTV = a Y RAT 4 7 Docker 227 4 ¥ o
151 - L—y gy E— Rl T, 77— ary

N A =y

Device (config-app-hosting) # app-resource docker 7 ;(O)EiﬁE%E?EﬂiL/ji?ro

AT 7§ | run-optsoptions Docker 7> ¥ A LA T a v ERELET,
{5
Device (config-app-hosting-docker)# run-opts 1 "-v|
S (APP_DATA) : /data"

RTwv 76 |end TV =2V IRAT 47 Docker 27 4 X a2
B - L—varyE®—FaiT L, FHEEXECE— FIZRE

Device (config-app-hosting-docker)# end

nET,

TTI)V5— 32 DIPF7 FLADFE

WOFHEEERA LT, avy7FDIPT KR

=1 =]

axX ;&
VAZRETEET,

«arFFlicr /A L, ifconfigLinux 2~ > RE#ELET,
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FIIr—vavRRF4vY |

B 77— acorrrizosnss

KDav FEERLT, 77U r—vavicn s LET,

app-hosting connect appid APPID {session | console}

77— 3 @ Linux AR— MIEDSWT, D Linux f v —7 = A X 2
T4 F¥al—varavry REEHALET,

- ifconfig dev IFADDR/subnet-mask-length

EJrtEe

- ip address {add|change|replace} IFADDR dev IFNAME [ LIFETIME ] [ CONFFLAG-LIST
]

« 2127} T Dynamic Host Configuration Protocol (DHCP) ZH#hIZ L. Cisco I0S D%k iE T
DHCP — &Y L—x—V = FERELET,

e CiscolOx %, 77U — 9 DHCPA v Z—T = A AMFERENLZT 7Y r—3 3
varyTFNTEITTSHDHCP 7 94 7 v M EEREEL £,

FIEDHE

1. enable

2. configureterminal

3. interface gigabitethernet0/0

4. vrf forwarding vrf-name

5. ip addressip-address mask

6. i

7. app-hosting appid name

8. app-vnic management guest-inter face network-interface

9.
F g > %48

ARV RFEREET7TIVa Y BHY

ATvT1 FiHE EXEC E— R AR L ET,

Device> enable

e )N A U — F}‘Z}\jj sz‘/;* (gﬁéﬂfl%/ﬁ\) o

R 72 | configureterminal Jua—r~)Lary7 4 Fal— gy ET— KNeBith
LET,
Device# configure terminal
ZF v 7 3 |interface gigabitethernet0/0 VB =T o AERGEL, AV H—Txf A Ay

TA4Xal—varEw—RERBLET,

Device (config) # interface gigabitethernet0/0 ¢ Cisco Catalyst 9000 >V — X 2 A /7"(&2}:\ ’/:é:'

B A > X —7 = A A|X GigabitEthernet0/0 T,
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| 77u—vavhzxFaoy

avrrouury kLot [

AU RFERETIVa Y

B8

R T 7 4 | vrf forwarding vrf-name AV B =T 2 A AEREBY T H—T =4 R
- Virtual Routing and Forwarding (VRF) A > A% > A
Device (config-if)# vrf forwarding Mgmt-vrf * f:&i{)ﬁﬁ‘.ﬁ% v h=7 %Bg@,ﬁ‘ﬁhij}
» Mgmt-vrf &, Cisco Catalyst9000 > U — X A A -
FOEHA o H—T = A AZHBINITRIE S 4L
7,
AT 75 |ip addressip-address mask A H =Tz A AP T FLAEZBRELET,
1 -
Device (config-if)# ip address 198.51.100.1
255.255.255.254
AT v 76| exit AP =Tz AaArT4F¥al—ar T—F
%l - ERETL, ZJu—rbary s F¥alb—va s E—
Device (config-if)# exit FIZHRY 9%
R T 71| app-hosting appid name TFVr—vavEREL, TFVr—va kA
i - Ty ar7 4 Xal—arE— REHBL
Device (config) # app-hosting appid iox app §E7r°
Z v 7 8 | app-vnic management guest-inter face network-interface| #* 2 ~ 4 o % —7 = 4 AR EER— MNMIEREL. T
# - TN r—a VIR AT 4 TER— N oA T3
Device (config-app-hosting) # app-vnic management A Fal—var T }\%F}ﬁﬁé [/BETO
guestminterface 1 » management ¥ — 17— K%, =7 FICHER S
LT % Cisco 10S & #E GigabitEthernet0/0 1 >
=T A AEELET,
» guest-inter face network-interface ® % — 17U — Kg|
BT 1, CiscolOSEHEA  H—T = A A8
S CWbd a7 FONEHA —H Ry b AV
=T 2 A AF o eEELET, ZOFITIE,
ATFOAL =Y Ry P11 F—T =4 R
%t L C guest-interface 1 i L T\ £,
RATwv79|end TV —va Vi RAT 4V TEBS— oA 2
i - Y74 ¥alb—varE—REKT L, FHEEXEC

Device (config-app-hosting-mgmt-gateway) # end

E—FIZEY £,

OAVTFOEBIP T FLADERTE

AT FICEHIP T RLAZRET L

Bl ROTA R4 REHSET,
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B - 7romnrrrLzons

FIEDOEE

F IR D

FIIr—vavRRF4vY |

HBRICRESNIT 74NV b = b = AREDHMEM SN ET,

LICHIE ST R — b Y — SREOR B SHET,

CiscoIOSCLIZfEA LT, avTFDIP T RLAZHRETEET,

enable

configure terminal
app-hosting appid name
name-server# ip-address

exit

©ENOGHWN

end

app-vnic management guest-inter face interface-number
guest-ipaddress ip-address netmask netmask

app-default-gateway ip-address guest-inter face network-interface

ARV RFERFTIVaY

=)

AT w1 |enable F#HE EXEC E— REAMIZ L £ T
fil - e NMAT— R AN LET ERINTHE) .
Device> enable

R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
f LET
Device# configure terminal

AT 73 | app-hosting appid name TV r—=varEREL, 7TV r—va kA
i - T4y ar7 4 Xal—rar®—ReMthL
Device (config) # app-hosting appid iox app 357?0

AT 7 4 | name-server#ip-address RAA L F =LY AT 5 (DNS) H—"ERELE
i) : ¥
Device (config-app-hosting) # name-server(0 10.2.2.2

R T w 7§ | app-vnic management guest-interfaceinterface-number | (A8 % v T —27 f L X —T 24 ABLOF R b
5l - AU B =T e ADERST — N = EREL, T
e . . . TV —a VI RAT AT = U 2T g
evice (config-app-hosting) # app-vnic management .
guest-interface 0 Xl —T g EF— ]\%F‘aﬁﬁébi‘%

25 v 7 6 | guest-ipaddress ip-address netmask netmask BHA AL —T = A AORERE LET,

1
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| 77u45—vavkzrFavy
7Iur—vavoyy—zgEntes ||

ARV RFEREET7TOVa Y Be
Device (config-app-hosting-mgmt-gateway) #
guest-ipaddress 172.19.0.24

netmask 255.255.255.0

ATy I et TIV = a v RAT 4 T ERS— N Y = A
fi arZ4¥al—varyE—Ra&TL, 77V
Device (config-app-hosting-mgmt-gateway) # exit r—a i WRAT 4T a7 4 Falb— 3
- NIRED £9°,

25w 7 8 | app-default-gateway ip-address guest-interface F 74N NOBES— kY x A BERELET,
networ k-interface

1 -

Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0

ZT w7 9|end TIVr—vay RAT 47 ar7 4 ¥al—
B varE—RNEKTL, FHEEXECE— RIZRV £
—g—O

Device (config-app-hosting) # end

TIVr—2avn)V—ABREDLEE

U Y —Z2ADOEFZHINTT HI2IE. A app-hosting stop F L O app-hosting deactivate =2~
YREERMLTT Y r—va IR LTHET 7T 0 7k L, I app-hosting activate 35
X Wapp-hostingstart =~ > R&HHLCT 7 U r—a v 2 HE#T 2 0E R/ H Y £,

TV — gy RAT 4 a7 4 FXal—aryEF—RTsart a~v> REFEHLT
WAEEIX, nostart B W start a2~ RERTELET,

FIRDEE

enable

configureterminal
app-hosting appid name
app-resource profile name
cpu unit

memory memory

vcpu number

end

NSO A WN S

F IR D

AV RFEEETIVa Y B
AT w71 |enable ¥t EXEC =— RZHDCLET,
1 - e NMATY—REANLET (FEERENTEHE) .

Cisco 10S XE Gibraltar 16.12x 704 S<EY T4 av 74 FXal—2av HAF .



B -

DAV ERRAT A VTHREDRER

FIIr—vavRRF4vY |

ARV RFERETIVa Y

B8

Device> enable

ATvT2

configureterminal

1

Device# configure terminal

Ja—n) ar7 4 X¥al—3ar T— &G
Li‘j—o

ATvT3

app-hosting appid name
{5

Device (config)# app-hosting appid iox app

TIV = a VIRAT 4 T A F—T ML,
TV r—vary RAT 4T a7 4 F a2 b—
varyE—RFERBLET,

ATvT4

app-resour ce profile name

1 -

Device (config-app-hosting) # app-resource profile
custom

HARLT TV lr—ary VY—A a7y AL
EREL, DAL T TV r—var VYy—RA 7
D77 AN AT 4 X2 lb—gr E— REG
LET,

e HABZ LT T 7 A NZDBBYR—FENT
WET,

ATy Th

cpu unit

1 -

Device (config-app-resource-profile-custom) # cpu
7400

TV r—a DT 740 hDOCPUEIY Y TEE
HLET,

s Y —2HIZT TV =T a VERDZD, =

NODEEAER LGS, 77— a i
EREOMERIIBEBH TEL 2 L 2RI 2 0%
NdhET,

ATvT6

memory memory

1 -

Device (config-app-resource-profile-custom) # memory]|
2048

TI7ANVEDOAEVEID Y TELEELET,

ATy T17

vcpu number

1

Device (config-app-resource-profile-custom)# vcpu
2

TN r— g COEAE CPU (vCPU) ZI0 4 T%
EELET,

ATvT8

end

1

Device (config-app-resource-profile-custom) # end

HNABZLNT S r—ary ) )—RTFarrA)L
27 4 Fal—Tary B— REKRTL., B
EXEC £— FIZEY £9,

FIVr—23 0 RRAT 4 VT REDHER

showz~> REMHH L CHRELMRLET, 2~ RIEDIEFTHALTLLEVERA,
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FIRDEE

enable

show iox-service

show app-hosting detail

show app-hosting device

show app-hosting list

show interfacestrunk

show controller ethernet-controller AppGigabitEthernet interface-number

NOOAWN

F IR D EFH

AT v 1 enable
¥i#E EXEC T— F&EAIZ L £,
e NAT—REANLET (EEREINEZHE) .
1 -

Device> enable

AT 72 showiox-service
FT_TD Cisco I0Ox r—EZADATF —F 2% FKRw LET,
ﬂm:

Device# show iox-service

IOx Infrastructure Summary:

I0x Service (CAF) : Running
I0Ox Service (HA) : Running
I0Ox Service (IOxman) : Running
Libvirtd : Running

AT w73 show app-hosting detail
T =y a ST SRR A RS L ET,
1 -

Device# show app-hosting detail

State : Running
Author : Cisco Systems, Inc
Application

Type Tovm

App id : Wireshark

Name : Wireshark

Version : 3.4

Activated Profile Name : custom

Description : Ubuntu based Wireshark
Resource Reservation

Memory : 1900 MB

Disk : 10 MB

CPU : 4000 units
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ATy T4

ATvT6

. Cisco 10S XE Gibraltar 16.12x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K

VCPU : 2
Attached devices

Type Name Alias
Serial/shell

Serial/aux

Serial/Syslog serial?
Serial/Trace serial3

Network Interfaces

ethO:

MAC address : 52:54:dd:80:bd:59
IPv4 address
ethl:

MAC address : 52:54:dd:c7:7c:aa

IPv4 address

show app-hosting device
USB 73 22T DM AR R LET,
1

Device# show app-hosting device
USB port Device name Available

1 Front USB 1 true

app-hosting appid testvm
app-vnic management guest-interface 0
app-device usb-port 1

show app-hosting list
TV —2 g EFNODOART—HAO—E2HE R LET,
1 -

Device# show app-hosting list

App id State

Wireshark Running

show interfaces trunk
Moo oA —T A AFEHREFZRLET,
B -

Device# show interfaces trunk
Port Mode Encapsulation Status Native vlan

Gi3/0/1 on 802.1g trunking 1
Ap3/0/1 on 802.1g trunking 1

Port Vlans allowed on trunk
Gi3/0/1 1-4094
Ap3/0/1 1-4094

Port Vlans allowed and active in management domain

FIIr—vavRRF4vY |
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DEPE V.S P

Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

FIur—vav ity orgEoRE [

Port Vlans in spanning tree forwarding state and not pruned

Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

Device# show runnning-config interface AppGigabitEthernet 3/0/1

Building configuration...

Current configuration
|

interface AppGigabitEthernet3/0/1
switchport mode trunk

end

64 bytes

show controller ethernet-controller AppGigabitEthernet interface-number

N— R =T D BEiIA TS AppGigabitEthernet f > % — 7 = A ADEZE T I HMHEREZERLE

\j—‘o
&1

Device# show controller ethernet-controller AppGigabitEthernet 1/0/1

Transmit

Total bytes
Unicast frames

Unicast bytes

Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes

System FCS error frames
MacUnderrun frames
Pause frames

Cos 0 Pause frames

Cos 1 Pause frames
Cos 2 Pause frames
Cos 3 Pause frames
Cos 4 Pause frames
Cos 5 Pause frames
Cos 6 Pause frames
Cos 7 Pause frames

Oam frames

Oam frames

Minimum size frames

65 to 127 byte frames

128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames

Late collision frames
Excess Defer frames

Good (1 coll) frames

Good (>1 coll) frames

O O O O O OO OO OO0 0OO0O0O0O0O00O00O00O0O0O0O0O0O0OOOOOOOLOOLOOOOO OO

AppGigabitEthernetl/0/1

Receive

O O O O O OO OO OO0 0O0O00O0O00O00O00O00O00O0OOOOOOOLOOLOOOO OO O

Total bytes

Unicast frames

Unicast bytes

Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes
IpgViolation frames
MacOverrun frames

Pause frames

Cos 0 Pause frames

Cos 1 Pause frames

Cos 2 Pause frames

Cos 3 Pause frames

Cos 4 Pause frames

Cos 5 Pause frames

Cos 6 Pause frames

Cos 7 Pause frames
OamProcessed frames
OamDropped frames
Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames
SymbolErr frames
Collision fragments
ValidUnderSize frames
InvalidOverSize frames
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Deferred frames 0 ValidOverSize frames
Gold frames dropped 0 FcsErr frames
Gold frames truncated

Gold frames successful

collision frames

collision frames

collision frames

collision frames

collision frames

collision frames

collision frames

collision frames

collision frames

10 collision frames

11 collision frames

12 collision frames

13 collision frames

14 collision frames

15 collision frames

Excess collision frame

W Joy bW N

O O O O OO OO0 0O0O0O0O0O0O0O0O0O0OOoooOo o
O

TIVr—23 0 RAT 4 T DEREH

WIWZ, TV —a RAT 4 THEBEOREICET A I F Sz~ LET,
{51 - Cisco 10x D EHZhIE

WIZ, Cisco IOxZHNMZTHHERLET,

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

Bl : BIE/SRILVLAN R— bDT7 T 55— 3 RRAT A VI DETE

WIZ, HIEH/SRIVDOVLANR— FTT 7 r—va VR AT 4 U T R ET A0 %R
| =

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic AppGigEthernet vlan-access

Device (config-config-app-hosting-vlan-access)# vlan 10 guest-interface 2
Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 192.168.0.1
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netmask 255.255.255.0
Device (config-config-app-hosting-vlan access-ip)# end

Bl BIENRILES O R— b D7 TV 5r—S 3R AT 0T DEE

W2, B/ SRZVD N T I R—"TT N r—2a b RAT 4 VT RRET H0 %
RLUET,

Device# configure terminal

Device (config) # interface AppGigabitEthernet 3/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic AppGigEthernet trunk
Device (config-config-app-hosting-trunk) # guest-interface 2
Device (config-config-app-hosting-trunk) # end

Bl: 7TV r—2 3 vDEE

ZORITIE., T A —v a v EEBTAFEE T LET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # start

Device (config-app-hosting) # end

Bl: 7T)V5r—23>D54 7949

wiz, 77— a B A A =L BLIOT A A =T BHERLET,

Device> enable

Device# app-hosting install appid iox_app package usbflashl:my iox app.tar.tar
Device# app-hosting activate appid iox_app

Device# app-hosting start appid iox_app

Device# app-hosting stop appid iox_app

Device# app-hosting deactivate appid iox_app

Device# app-hosting uninstall appid iox_ app
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it

5] : Docker 5 >3 A4 LA T a2 DETE

ZOFITIX, Docker 7oA A LA T a L ERETHHFEEZRLET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-resource docker

(config-app-hosting-docker) # run-opts 1 "-v $(APP_DATA):/data"

Device (config-app-hosting-docker) # run-opts 3 "--entrypoint '/bin/sleep 1000000'"
Device (config-app-hosting-docker) # end

Device

Bl : 77U H5r—S 3 DIPF7 RLRADFEHRTE

ZOBITIE, TV = aryDIPT RLAZFETRET D HEEZRLET,

Device# configure terminal

Device (config) # interface gigabitethernet 0/0

Device (config-if)# vrf forwarding Mgmt-vrf

Device (config-if)# ip address 198.51.100.1 255.255.255.254

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic management guest-interface 1
Device (config-app-hosting-mgmt-gateway) # end

Bl a>TFFOFBEMIPT7 FLADETE

WIZ, arTFOBHKIPT RLAZRETDHHE TR LET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-vnic management guest-interface 0

Device (config-app-hosting-mgmt-gateway) # guest-ipaddress 172.19.0.24 netmask 255.255.255.0
Device (config-app-hosting-mgmt-gateway) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23 guest-interface 0

Device (config-app-hosting) # end

Hl: 7TVr5r—23 D) V—RBEDLESE

ZOBITIE, TV = a o)V —AREE FEEXTDLHHEEZRLET,

Device# configure terminal
Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # app-resource profile custom
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Device (config-app-resource-profile-custom)# cpu 7400
Device (config-app-resource-profile-custom) # memory 2048
Device (config-app-resource-profile-custom) # vecpu 2
Device (config-app-resource-profile-custom) # end

ZTDMDSEEH

BEEE N

ESPERE]S Y=aTF7ILEA L

Tnr <74 avs R PAF A d SR aN =t S e
A

DevNet https://developer.cisco.com/app-hosting/

Cisco Catalyst 9300 > U — X A A 5 USB3.0 SSD |USB 3.0 SD D% iE

DRADTYHYZ AL YR—F

B s

A aDYR— FWebH A F T, Al hoT 7 2 1 P— | hitp://www.cisco.com/support
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Rt LT ET,
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Y—>nm h=aL (STP) . R— FF ¥ %/, StackWise Virtual 72 EZF N LRNTL 72
éb\o
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. OpenFlow (2D T

OpenFlow |

OpenFlow [2DLVT

OpenFlow D=

Openflow O >

JO0—NEE

OpenFlow & Open Networking Foundation (ONF) OfEART, 7 m—~_X—2Diik A 7 F A |k
T F vl LSRN ET TV r—vary Tual I h A v E—T o4 AEEHRLET,
OpenFlow TiX, X a7 2F ¥ XV EN LT, T AD T+ T —TF 4 THRER AT
THZENTEET,

OpenFlow %, = b —F (2 bo—L7L—2) LA =Xy hAS v F (F—FT L —
V) OMo7 e hanTd, AL vFITE, AT T NIEREINTZ T e —T—TANHY
9, 7a—¢ik, INHDOT—TNIEET LNy R EFRARDL 2O DON— )L TT,

AA v F LD OpenFlow T —3 = > hi&, OpenFlow 7' & ha/L &AL Tary hu—F LiEfE
LEd, =—Y = I, OpenFlow 1.0 (F# 7 = k=L 0x1) & OpenFlow 1.3 (7= K
2L 0x4) O S EVHR—FLTWET, R ODay hr—J %8 TEET, ZhbHD
Pt I AA v FA—AN—RITMEFINT, 2 he—J 13—V = MOHERT 2LERH
DET,

Cisco Catalyst 9400 3 U — X A A+ FTOD OpenFlow DFEHEFAT— NV ATT, /Ay
T T T—=F 47 (NSF) 1[IV HR—FENTWEHA, AF AL DA—=R= A WL, 7
n—F—Z_X—2 LR LEEA,

FA—3

Openflow = > k 2 —F %, Openflow 7' @ k =L % L T Openflow A1 v F &LV D +2%
TUT AT A4 TT, FEAEDYA, 2 ha—F 3% Openflow FaFl A A v F % EHT
HY 7 =TT, arybr—J TRy NV —2 % —tICFRTE, HFEFILINEMH
HALT, Xy NT—2 T 7 4 v 7 ORBFIECONWTHBEE 2DV AT A (AL v FBLO
N—5F) IZHEREHT N TEET, W, 22 e —F 3 Linux —/STET I,
OpenFlow xfJis A A » FITIP #ft CX DR H Y £,

ay b —J 3RS v FEEHL, A vF ETT7r—2@BABLICHIBRLET, ZhbD>
2 —[%, OpenFlow 1.3 B LU1.0D BE) & (7 7vay) 0OV T2y MEHFR— b
LTWET,

AL v FiE, FRA—MEFERAL Ty bre—ZC8kt LET, EBA— MNIEFHEMO Virtual
Routing and Forwarding (VRF) A v AX L ADOHIZHY | FO-Hary o —F3~DtxaT
B AR LET, 3 hr— T2 A vy FITHRT DICIE, T2 hr—F ~ DR A RE
7P T RLRER—MEFEHELET,

Zuo—x» UL, Xy FOBRAELOUBICHERENS 7 e — T —T ANOEETT, Zh
WZiE, BREREDELNEfL L~ Rry NEBRAET A0 —HORET 4 — /L K, #HAT
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OpenFlow /84 754 & .

L—HDOME, Ty N AT BROAN N AT CEREENLTWET, £/, Tr—
TLIZEALT RN =R EALTUNERITIET 7T 47 ZALT TN bREEITH
nNTEY, 7r—o0HBHIBRICER S ET,

Cisco Catalyst 9000 'V — X 24 v FII{RRK IO 7 rn— T —T V&P HR— b LTHET,
F7 v — 3k OFERE R L E 7,

o« BRNANT : ERNEN.OEW T o =N RICBAE SN E T, 7o—DBHTIE, REINE
SENBENLIC EADNT, X TO 7 a—TEBEEN 2 2 HERH Y £,

AT A=Ky NERESTABO 7o —xr N O, BAET 4 — RiL, X
FEERNNT Y F Ny — T 4L REBETEET, 74—V RICHAEERPEE S
WTWRWESIX, VAV R — R fERESNET,

T a2y MK L CERT B #ME,

OpenFlow /X1 T 54 >

OpenFlow XA 7' A4 %, Vo7 &N-7ue—7—71®t% v T, OpenFlow A1 v FTDH
G, fmk, BLUOUNYT y MEEARMELET, A— ME, Ty bBASA T T4 ITHAD
T L5 TY,

N7y MIATIR— R TRE S, AR — MIZiEE S 415 OpenFlow /31 77 A 28 5T
WX ET, 7y hATR— NI, AT T4 BETRry ML > TR &, 8
Ty ERAAL v FICZEINTR— 2R LET, ANJFR—HMI, 7e—0—H 71— /L &
LCHHATEDZ Z LICERBLTLIEEN,

Ta—7rvarEERTLE RNy NeESRA T T4 UNOEBED T — T WITEE LB
L2, 7= A THRERVIRY L2523 TEEd, —HT257e—= I
AT BT 7 a UBIROT — T NVERE LR WA, A 7T A ABTEIE L
T, ZOREET, Ny MIEEEAESR, EEnEd, Xy bMIikey 735288 T
xFET,

OpenFlow A A v F D7 0 —7—7 21X, 0MBIBEICEZHTERET, 20 7T 10
EFIZ, 7r—T7—7 1007 —xr MK LTy VERETHZE00HMED £
To BADOT—TND—EET 72 a r OFRIISCT, tho7e—7—7 NV E2EHTEE
T, TOMRE, BT —T N T7a—x2 b Ny R—ET LN H D F9,

HR— kB Match 74— JILFETH T

Match 7 4 —/V RiL, /37y b~y X —L ATR— b a2E&Te, X7y "BRRREEND 7 41—V
RT9, Match 7 4 —/L RiZ, VAV RI—F ((EEOEIC—F) IZT5ZL&0nT&E, 74—
JVRDOFRENTZE Y MI—ETDHE Y F~ A7 ZEETEET,

T a A, Ry MR — FERIISBEOT — I VICERET A EME, E3Nry R T —
N REEEFTARIETT, 727 avii, 7a—x2 NV ICE#EMT O -aa0—E. -
Z =T FUICEEMTENTT 7 a Ny R LTHRETEET, S —7FxT
MU, HEEOTe—TCHETEET 7 a VOESTT,
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B sx—trshaMach 7 —LrEFHroay

OpenFlow |

12U k7o —xo N THRESNET 7 a it IA—7T 7 ar EEns EAT
Jva Ty RERETEET, ZA—77 7 a v OENIE, #EO7 e —RT—E#HD

TrvareAET5 LT, J—

TIE1 O DTy hTHER S F1.

NIy M E

DT 7 ar (set, pop. E7oIE output) HFFOZ & TE E9, Cisco Catalyst 9000 > U — X
AA v FIE, IN—T7Z A 7 al L Windirect ¥R —FLET,

wIZ, Y R—FEN D match 74— RETFT 7 aro—&ERrLET,

= 32:9R—

k&3 match 7 4« —)L K

ANYE—TJ4—JLK

ATiR S

RAYARRBEIY Y

EDH!

A —Hxy NS | — »HD 01:80:¢2:00:00:00/
MAC 7 RL =% ff:ff:£:00:00:00 (~ A
7HY)
de:f3:50:c7:e2:b2 (= &
J7L)
A=Yy bOEEIT|— HY 0e:00:00:00:00:019 (=
MAC 7 KL & AT 72L)
A —HYxy FOFEE |— — ARP (0x0806) . IPv4
(0x0800) . IPv6
(0x86dd) 7 &
VLAN ID — 0x13f
ARP ¥ —%> v ks 7na | —VFy hEA T |HD
=0 2l NS 0x0806 | ZFXET D WL
NHYE4
IP 1 h=2L A=Y Ry FEA 1T |— ICMP (0x01) . TCP
0x0800 F 7= 1% 0x86dd (0x06) . UDP
WCRET DLERD Y (0x11) 72 &
ESCH
IPV4 RETT RLA | £ —F %y hFAT1E| DY 10.0.0024 (w27 &
0x0800 |ZF% E T DB D)
NhHDET
IPv4 56567 R LA A —VXy FEATIT|HDY 10.0.0.254 (= A7 72
0x0800 | ZF%ET B B L)
NHYF4
IPv6 iEETLT KLV A | A=Yy hEA 71X HY 2001:DB8:1 (A7 73

0x08dd | ZF% ET 2 B2
NHFET

L)
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gHR—rEhdMatch 7 —LEEFooay |

AYE—J4—ILFE |BIREH YRUEEELZIT Y MY [{EDH

IPv6 565:7 K1 & A —HFy F2A 1T BV 2001:DB8:0:ABCD::1/48
m%w_ﬁﬁ?éﬁﬁ (A7 HV)
NHYET

FAN—ARR I =T o | A =Py NI T — ND #—7%" > b

K

0x08dd |ZF% & L. IP
7ua k= uiX 0x01 12
RETHLENHY F
ﬁ—

ICMPv6 % A 7

A —H Ry NEATIX
0x08dd IZFXE L. IP
7'a k3L 0x01 12
BRETOLENRDHY E
_a—-

UDP/TCP =18 e —
[N

A=Yy NFA 71X
0x0800 F 7= 1% 0x86dd
ICREL, 7a bz
13 0x06 F 7213 0x11 {2
BRETOLENHY E
—g——

UDP/TCP %5 CTHeAR—
K

A=Yy NFA 71X
0x0800 F 7= 1% 0x86dd
ICEREL, 7a bz
13 0x06 F 7213 0x11 {2
RETHLENDHY F
\j——

EEA VA —T oA A

YR—bShd7ov3>

—I IR DI v

e hu—7

ZXETEET,

AL TFOEBEDA L HE—T 2 A A (BREAVE—T oA A&ET)

s BDN s 7T T HDH

o« JN—T,

e 0 —HIVIERHD A A »F CPU, 17— /VALFRDT- D

o7 —5—7 (T—T0D%) .

\ZE1ET& D DIL, Cisco Discovery

Protocol #5 & X Link Layer Discovery Protocol (LLDP) /%% > kD& T,
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B oo—oix

20—k

OpenFlow T—

OpenFlow |

Tua—X, Ty FORD~Ny X —T 4 — /L RHEEHETEET,
o f—HF v FDFEIMAC T K LA
e A=Y Ry FOFEILMACT RLA
« VLAN ID

71 —(ZX > TVLAN ¥ 7 %3800 (push) F7213HIER (pop) TEXET, X7y FRIP T
NOEEIE, 7 u—IC L o TR ATRERFR] (TTL) ~v X —7 4 — /L ROEZK LT Z &N T
xFET,

ZZ Tk, 7u—2 OpenFlow 73A AT 7T hENLH LI ICary ba—I0nbEE3
5L ETICFATSNDBMBEIC OV THAL £,

WHET A 2R, A TP IA NERBEEN T e —T—TARH 0 £, A T T A ke
BRI, AT T4 OEERELET, 2z, T—INFERIEIRAT V0K, KA
F—UMNFELTCXBIRE BEEIET 7y ay) ( BT —T N0V A X ERHY 5,

ayvhe—I087u—EREKXETDHE, OpenFlow =—V =2 MM, N"—RKou=T7R7a—
U TX L0 EI)nEMBLET, =— Y= MI, A v TFOERBFICERZEINSN—FK
V7 OfREE T n— LA LET, Tr—0GThIVUL. %N T r—T =Tl
07T AINET,

LWL T T UPRGRES NI e =R =T BN T T4 2 R—FTELHNED
M) L EDRATITALNT, Tu—" A VA= ATELNEIDOF =y 7 I S 28
LUWREE v MIT7Z2 Y £7,

AT TA VDA AZ AT, Ta—RnA VA M= LENDE, Ty RIRAAL T
HESE SN E T, BEIBMLOKRbE, BT H70—2 0 NUREONDLET, ATy
FRE 7 —7—T7VNOT7n—EtRESNET, XFy hOREIL, e —HoLabdbh
X (T—TNDOFTRXTOT 4 — /)L RBIEFEIC—ET ) | B —B0uEELH0 £3 (—HE
T D 7 4 — NV RIi—&% L, vy h~RATEZRDO7 4 — /)L ORI —ET 2550 H
%) o BESNEZT 72 a i30T, X7y MREBEININEEINDLILERH D F
T TI7vaid, AT ITANTHOTHHEATEET, 727 aritdkoT, ROEE
MBEOT7u—T—T N Ny hOHIR— Oy b, By hEarbe—F(C
N—TFT 4 T T LMEIPRREDLGERH Y £T,

TILINLTZ4Y
OpenFlow 7 — 7 /VHEREZR A v & — P &4 % & . OpenFlow = & b v — 77235 OpenFlow

DERT LT, ZZOWTHEDO 7 —F — 7 )LOMREA RS L0 FBELERE L —
THEIINCZINOLDT—T IV EZRELTZY TEET,

T=TNMIT T, BEBLOT 7 v g veny 7y L CRETCEET, 7—7
NV A R FATRHCEET AL TEET, HILW7e—T7—7 AR ENEFIZHEAIN
Hei, twro—s—7orva—xr M) REERHIRENET, BRICHRESINTZT
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OpenFlow Power over Ethernet .

n—7—7 /T, BERIBITEEINLEYAL, TS AREBRTLET 72NV DAL T T A
UONEEEN L FE T,

OpenFlow 2> b B —Z D DERIZESNTH LW T n—7 — 7V E25%E L TV LRI, BE
FO7u—DORERNLIETHO N7 70 v 7 R3bHD e, WIhb Fry FEnET,

OpenFlow Power over Ethernet

OpenFlow % Power Over Ethernet (PoE) # ¥ 74— kL &7, PoE ZMESH5121X, T34 &
C Cisco Discovery Protocol ¥ 721% LLDP % &% L, Cisco Discovery Protocol /X% > hFE 721
LLDP /X7 > R TR R L o TR (BLUEE) Sd LI L E T, PoE % OpenFlow
THEBE X H 572012, OpenFlow [HA DR EITLESH Y FH A,

OpenFlow 2> h @ —5 T, output-to-local 77 > a VZFEHALC7 e —%2FEL, /37> b3
2= VRO T2 OIZT /3 A CPUILIEFESND L O LET,

PoE OFEMICHOWTIX, [POE DRE] OFEAZBML TLEE Y,

SJL o N
OpenFlow D& E A%
Z T TIL. OpenFlow O S F & F R EMEHEICOWTHIILET,

T /N4 A TO OpenFlow E— FOEIE

ALy FREHFE— FTEHEL TWAEAEIT. DEIORELZHIFRT 5 L 2 i writeerase =2~ >
RERETHZ L EBEIDLET,

FlEDHE
1. enable
2. configureterminal
3. boot mode openflow
4. exit
b. writeerase
6. - delete flash:vlan.dat
- delete flash: stby-vlan.dat
7. reload
8. enable
9. show boot mode
FED M
aAv Y REEETI 3 Y B8
AT w71 |enable e EXEC E— RE AT L £,
1 -
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B 5/ x< openfiow T— FoAIE

OpenFlow |

ARV RFERETIVa Y

B8

Device> enable

NAV—=FEANLET (ERENLEHE) .

Z 5 2 | configureterminal Jua—)Lary7 4 F¥al—ay v— R2Blh
1 - LET.
Device# configure terminal

AT 7 3 | boot mode openflow OpenFlow 15 E— R& A4 R—7 /MZLET,
1 -
Device (config) # boot mode openflow

25w 74 | exit Ju—r )L a7 4 Fal—ary T— RERT
i - L. ¥#H EXEC E— FaBMBLET,
Device (config) # exit

R T 75 |writeerase NVRAM NOFT_RTOT7 7 A LV EHELET,
I « TN ARLLRNC@EE— FTEIWEL TV =3
Device# write erase B, TRTCOT77ANVEHEETHZ L2

HLET,
RTwv 76| -deeteflash:vian.dat * VLAN 15# % {R173 % vlandat 7 7 1 /L% HIBR
« delete flash: stby-vian.dat LET,

i - « AH UL TN, AN DI, stby-vlan.dat
Device# delete flash:vlan.dat - 7/]’/]/;2;:%]”[5//% Lifo
Device# delete flash:stby-vlan.dat

w77 |reload AA v FHUr—RKL, AA T D OpenFlow 7 +
I - V=T 4T B REARICLET,
Device# reload

AT v 78 |enable Pt EXEC — REHAZIZ L £,
fi e NAT—REANLET (ERINWTEHE)
Device> enable

R 7 79 | show boot mode FRAADT T —F 4 > 7 T— RICET 558 %

1 -

Device# show boot mode

FRLET,

1

R @ show boot mode ==~ > RO FIIL, 7734 273 OpenFlow E— R CTh5H Z L%

AL TWET,
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Device# show boot mode

OpenFlow D% E .

System initialized in openflow forwarding mode
System configured to boot in openflow forwarding mode

RDBERY

Wi — FIZE S I21E,. noboot modeopenflow=~ > RZHEL T, T34 A&V —RKLZE

B

OpenFlow D E%7E

FIEDHE
1. enable
2. configureterminal
3. feature openflow
4. openflow
5. switch 1 pipelinel
6. controller ipv4 ip-address port port-number vrf vrf-name security {none| tls}
7. datapath-id ID
8. tlstrustpoint local name remote name
9. end
FIED
ARV KRFERRETI Va3 Y B#Y
AT v 71 |enable FHE EXEC E— R& A X —T7 LICLET,
K s T T ERERENTLE, SNAT— REAT)
Device> enable LET,
R v 72 |configureterminal Ta— L ary 7 4 Xa b—3gy B— NE2G
15“ : Li—g«o
Device# configure terminal
R T 7 3| feature openflow OpenFlow H§REZ A X —7 /W L £ T,
1 -
Device (config)# feature openflow
2T 7 4 |openflow OpenFlow % E % A *—7 /WIZ L, OpenFlow 2> 7 «
i - Fal—rarE—FRafBLET,

Device (config) # openflow
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. OpenFlow E— FTDA 4 —T =4 ADHE

OpenFlow |

ARV RFERETIVa Y

B8

ATy TH

switch 1 pipeline 1
1 -

Device (config-openflow)# switch 1 pipeline 1

FELA A F LA T T A L ZE L, OpenFlow
DAL vF av7 4 Fal— a3y E— Neith
LET,

ATvT6

controller ipv4ip-addressport port-number vrf vrf-name
security {none| tls}
fi

Device (config-openflow-switch)# controller ipv4
10.2.2.2 port 6633 vrf Mgmt-vrf security tls

Ay hr—Z L ET,

 OpenFlow 2> b —F Ot X = VT 4 47
TarE LTTLS #REL TV LA, tls
trustpoint =~ > RARET HMLERH D £,

*OpenFlow 2> hr—F DX =2V T 4 473
VERRE L TV RWEEAE, tistrustpoint =~
Y RERETHHEITIHY EHEA,

ATy T1

datapath-id ID
fi

Device (config-openflow-switch)# datapath-id
0x12345678

(ff=&) OpenFlow D@L AA »~F ID Z#FHE L %
R

«ID BIEICIZAA v F ID AR ELET, i
16 #EE T,

ATvT8

tistrustpoint local name remote name

1 -

Device (config-openflow-switch)# tls trustpoint
local trustpointl remote trustpointl

(&) OpenFlow A - F @ Transport Layer Security
(TLS) R ARMAA LV MERELET,

ATvT9

end

1

Device (config-openflow-switch)# end

OpenFlow AA v F DAL 7 4 Falb— 3 F—
R&E#T L, FHE EXEC T— RICEY £,

OpenFlow E— R TODA U2 —T 4 ADETE

OpenFlow E— RTiX, LA Y2 ELEILA VIS LI —T oA AERETEET, L1¥3
A B =T 2 ZAEFHATIHRE, A v F—T 2 A a7 4Fal— g ET—FTno
switchport 2~ > RZRELET, LA V24X —T = A ZAEERT 25513, kOEEE

FIRDOHE

FITLET,

1. enable

2. configureterminal

3. featureopenflow

4. interface type number

5. switchport modetrunk
6. switchport nonnegotiate
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OpenFlow E— FTDA V2 —J =4 ADEE .

7. nokeepalive
8. spanning-tree bpdufilter enable
9. end
FE D
ARV KRFERRETI Va3 Y B
AT w71 |enable it EXEC E— R& A 13— 7 MIZLET,
i) : s Ta T EREFRINTZD, NAT—REANT
Device> enable LET,
R 72 |configureterminal ra—nN)ary7 4 Xal—ary T— NG
f1 LETS
Device# configure terminal
R T 7 3 | feature openflow OpenFlow #EREZ A R— 7 /WIT L E T,
{5
Device (config) # feature openflow
R T w 7 4 | interface type number AV HF—T oA ABBREL. A v X —TxAf AT
fil T4 Falb—varyE—FaehmlLET,
Device (config)# interface gigabitethernet 1/0/3
A7y 75 | switchport mode trunk LAY2AL v F KAV H—T 2 A AD T F
1 - JE— R %N ICRELET,
Device (config-if)# switchport mode trunk
R T w 76 | switchport nonnegotiate WENZDA B —T oA ADRIAT— a0
i - B b ZBER LN E S ITHEL £ T,
Device (config-if)# switchport nonnegotiate
R 77 |nokeepalive X—TTIAT Ry b ET 4= M LET,
f
Device (config-if)# no keepalive
AT 7 8| spanning-tree bpdufilter enable A H =T 24 ATT Yy Frbals—4 o
i - =v k (BPDU) 74 NE V2 ThAX—T ML
Device (config-if) # spanning-tree bpdufilter enable| EEV?k
RATwv79|end AV H =Tz AT 4Fal—varyE—FK
i - AT L. FEME EXEC E— FICR D £,

Device (config-if) # end
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OpenFlow |
. OpenFlow DFER

OpenFlow D &R

OpenFlow DR EZ MR T DX, ROa~y REEHALET, a~r NIZEDIE/FTHEHL

THhFENEEA,
FIEDHE

1. enable

2. show openflow hardwar e capabilities

3. show openflow switch 1 controller

4. show openflow switch 1 ports

5. show openflow switch 1 flowslist
=3[k 2 i

AT v 71 enable
¥ ME EXEC E— R&ANz L £,
e NRATU—REANLET (FERENZEES) &

51

Device> enable

AT w72 show openflow hardwar e capabilities
OpenFlow 7 /3A AD/— K7 = THEEEZ RN L E T,
1 -

Device# show openflow hardware capabilities

Max Interfaces: 1000
Aggregated Statistics: YES

Pipeline ID: 1
Pipeline Max Flows: 2322
Max Flow Batch Size: 100
Statistics Max Polling Rate (flows/sec): 10000
Pipeline Default Statistics Collect Interval: 5

Flow table ID: 0

Max Flow Batch Size: 100

Max Flows: 1022

Bind Subintfs: FALSE

Primary Table: TRUE

Table Programmable: TRUE

Miss Programmable: TRUE
Number of goto tables: 1

Goto table id: 1

Number of miss goto tables: 1
Miss Goto table id: 1

. Cisco 10S XE Gibraltar 16.12x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| OpenFlow

Stats collection time for full table

AT 73 show openflow switch 1 controller

AL v FIHER SN TS ay ha—F T EMEFR L ET,

1 :

Device# show openflow switch 1 controller

Logical Switch Id: 1
Total Controllers: 1
Controller: 1
10.10.23.200:6633
Protocol: tcp

VRF: Mgmt-vrf
Connected: Yes

Role: Equal

Negotiated Protocol Version:
Last Alive Ping: 2018-06-04 17:59:20 PDT

state: ACTIVE
sec_since connect: 50

show openflow switch 1 ports

OpenFlow A A v FOR— MIETLHERAR T LET,

1 -

Device# show openflow switch 1 ports

Logical Switch Id: 1

Port Interface Name
1 Gil1/0/1
2 Gil1/0/2
3 Gi1/0/3
4 Gi1/0/4
5 Gi1/0/5
6 Gil1/0/6
7 Gi1/0/7
8 Gi1/0/8
9 Gi1/0/9

10 Gil1/0/10
11 Gil/0/11
12 Gil/0/12
13 Gi1/0/13
14 Gil1/0/14
15 Gi1/0/15
16 Gil1/0/16
17 Gil1/0/17
18 Gil1/0/18
19 Gi1/0/19
20 Gi1/0/20
21 Gil/0/21
22 Gil/0/22
23 Gi1/0/23
24 Gil1/0/24
25 Gil/1/1
26 Gil/1/2
27 Gil/1/3
28 Gil/1/4

Config-State
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP

OpenFlow 1.3

(sec): 1

Link-State
LINK_UP
LINK_UP
LINK_UP
LINK_UP

LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK_UP
LINK_UP
LINK_UP
LINK_UP
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK_UP
LINK_UP
LINK_UP
LINK_UP
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN

Features
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD

OpenFlow DR .
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29 Tel/1/1 PORT_UP LINK_DOWN 10GB-FD
30 Tel/1/2 PORT_UP LINK_DOWN 10GB-FD
31 Tel/1/3 PORT_UP LINK_DOWN 10GB-FD
32 Tel/1/4 PORT_UP LINK_DOWN 10GB-FD
33 Tel/1/5 PORT_UP LINK_DOWN 10GB-FD
34 Tel/1l/6 PORT_UP LINK_DOWN 10GB-FD
35 Tel/1/7 PORT_UP LINK_DOWN 10GB-FD
36 Tel/1/8 PORT_UP LINK_DOWN 10GB-FD
37 Fol/1/1 PORT_UP LINK_DOWN 40GB-FD
38 Fol/1/2 PORT_UP LINK_DOWN 40GB-FD
39 Twel/1/1 PORT_UP LINK_DOWN 10GB-FD
40 Twel/1/2 PORT_UP LINK_DOWN 10GB-FD

AT 75 show openflow switch 1 flowslist
OpenFlow D= FU ZFK <L ET,
WOWSENX, 7—7 /v 0 THIHFRE/ZR 7 12— %7~ L CVWET, match any bi?“—?‘/lxl BB LET

( Tmatchany] &lE., +_XTON7y MRT—T N 1ITBETH LV ERTT) , 7—7 /01 TiL, %6
& MAC 7 K L2 00:00:01:00:00:01 23NBA& S, HAOR—FR 36 ICRESNET,
1 -

Device# show openflow switch 1 flows list

Logical Switch Id: 1
Total flows: 8

Flow: 1 Match: any Actions: goto table:1, Priority: 9000, Table: 0, Cookie: 0x1,
Duration: 2382.117s, Packets: 34443, Bytes: 3359315

Flow: 2 Match: any Actions: drop, Priority: 0, Table: 0, Cookie: 0xO0,
Duration: 2382.118s, Packets: 294137, Bytes: 28806211

Flow: 3 Match: any Actions: drop, Priority: 0, Table: 1, Cookie: 0x0,
Duration: 2382.118s, Packets: 34443, Bytes: 3359315

Flow: 4 Match: dl dst=00:00:01:00:00:01 Actions: output:36, Priority: 9000,
Table: 1, Cookie: 0Ox1l, Duration: 2382.116s, Packets: 0, Bytes: 0

OpenFlow M % E

5l : T/N4 X TO OpenFlow DH%H1E

RIZ, OpenFlow ZH &N T DB 2R L £,

Device> enable

Device# configure terminal

Device (config) # boot mode openflow
Device (config) # exit

Device# write erase

Device# delete flash:vlan.dat
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{5 : OpenFlow M%7 .

Device# reload
Device> enable
Device# show boot mode

{5l : OpenFlow D% E

RIZ, OpenFlow Z X Ed D& R LET,

Device# configure terminal

Device (config) # feature openflow

Device (config) # openflow

Device (config-openflow)# switch 1 pipeline 1

Device (config-openflow-switch)# controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf security
tls

Device (config-openflow-switch) # datapath-id 0x12345678

Device (config-openflow-switch) # tls trustpoint local trustpointl remote trustpointl
Device (config-openflow-switch)# end

ZDMDSEZERN

BhEEE XZaTFILAA ML
OpenFlow O =2~ K A=/ A d ) B gl S AV NI R S 7S
Open Network Foundation https://www.opennetworking.org/
Faucet OpenFlow = > fu—5 * https://faucet.nz/
* https://docs.faucet.nz/en/latest/
PoE s Cisco Catalyst 9300 >V — X A A v FTD
[Power over Ethernet MDF% i |
s Cisco Catalyst 9400 ' J — X A A »FTD
PoE DFXE |
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/command/169/b_169_programmability_cr.html
https://www.opennetworking.org/
https://faucet.nz/
https://docs.faucet.nz/en/latest/
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-11/configuration_guide/int_hw/b_1611_int_and_hw_9300_cg/configuring_perpetual_poe_and_fast_poe.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-9/configuration_guide/int_hw/b_169_int_and_hw_9400_cg/configuring_poe.html

OpenFlow |
. OpenFlow O #EEE(ESR

SRADTY ZHIL YR—F

A o

R aDYPE—F Web V1 FTlE. v RAapilho5 7 | http://www.cisco.com/support
JaYV—IIETE N T TIN Y a—T 4 U TITBENL TV
AL, ~=a2aT7 Ay —LE XL ETHEER
T4 VY =2 &R L TWET,

BEWCORGO X 2 U T 1 it ie AT 57
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — K72 EDOKFEY— B RTIMAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —H DB L UVVIRAT — RRMLIETT,

OpenFlow D REIEER

ROFIZ, ZOFY2—/L T LIZHREICET 2 Y U —2 e s LET, ZoRT, V7
P27 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, ORI, FICHD 23720 RY . ZRUEO—EDOY 7 by =7 VY —
ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
I, www.cisco.com/go/ctn IZFE) L E 7, Ciscocom DT 7> MILEH Y FH A,
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| OpenFlow

% 33: OpenFlow O HEfE$R

OpenFlow D AEIEER .

HaE

iy

)1)—=x

HAETEEHR

OpenFlow

Cisco 10S XE Fuji 16.9.1

OpenFlow (L Software Defined Networking

(SDN) OFEHERISTH Y . SDN B
TO@ETa FalrEHRELET, =
kv, SDNav ba—Ji%, AA v
FRN—FIREDR Yy NT—7 T A
ADT F T =T 47 T —r L HPE
ROWY TCEDHEITHRDET,

ZOMRRIX. RO Ty R T F— AT
HEINTWELE,

* Catalyst 9300 > U — X A A v F
* Catalyst 9400 >V — X A A v F
s Catalyst 9500 >V — X A A v F

* Catalyst9500 > U — X /A /N7 F—
RUARA T

Cisco I0OS XE Gibraltar 16.10.1

Catalyst 9500 > U — X /A /N7 4 —=<
YAAAL v FTOT—TIAEREA v —
POV R— FPEASIE LT,

OpenFlow Power over | Cisco IOS XE Gibraltar 16.12.1

Ethernet

PoE |Z OpenFlow " — h TH AR — h i
£7

ZOMBEIX. ROTT v P T F—AIC
FEIHTWE LT,

s Catalyst 9300 ~'J — X A A v F

s Catalyst 9400 ' U — X A A v F
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