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THREL ., 70/ I AIC L2 BELSRER R A T- % v N U — 7 5k A 12 LU £ 9,

CiscoNX-OS ITlE, A—F v V=2 V7 7 =7 (0SS) LPHTZ /v —NEFENnNTEH
D, ZnbiFAEME, A—F AN —vary, TrrIv T, E=HF VT arrg
AT LAY R—FLET,

FA—7" 72 NX-OSDOFEMIZ DU TIX,  https:/developer.cisco.com/site/nx-0s/Z ZH L T 7230y,

HR—brcSNE3TSYy T4+ —L4

Cisco NX-0S U U — =R 7.03)I7(1) LAFE, Nexus 21 vF 7T v b7 —L ¥R —F <k
JA | LT, BIRLEEEAS R — 45 & F £ 72 Cisco Nexus 9000 3 £ T8 3000 A
A4 vFDY Y —ATTH5 CiscoNX-0S ZH5HZ LN TEXET,

ZEMG Ry T —) EHEKRE
« SNMP (V1, V2, V3)
* Syslog
« RMON
« NETCONF

*CLIBXOCLI A7 U 7' |

= E T BE b EE

T RA A TOMEREN TRIL S 3172 CiscoNX-08 11X, BE#baz VR —+rLET, 77 v b7 1—4
I, BEBAREE Y e Y3 =227 (POAP) OV R— FREENTWET,

T INA A TOREREN TR S 7= CiscoNX-0S 1, BElbZz S R—FLET, 77y b7+ —A
i, BEb 2 YR — R ARERE I TV ET,

JAaSJSTEY T DHR—F

AA > F FD CiscoNX-0S V7 "= T, Fur o< T ¢ 2 KT AEBROWEL
A—hFLTWET,
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NX-API ®HR— b

CiscoNX-API #fifl45 L . HTTP R—ZAD T VI ML 5> TAA v FIZT 78 RATHZ &
MAREIC 2V £4°, ZOYR— M, A=V —2AD Web ——ThH 5 NX-API 1T L -
TR EN TV ET, NX-API TiZ, Web ~X— 2 API Z i U T Cisco NX-OS CLI O3 T D%
pFERE S L OVE BRRSRE A 42t L T E T, T3 A1X, XML £721XJSON 7 +—~ » h TAPI
MO LOM N Z AT HEIICRETEET, ZOAPHICED . AA v F TOHRELRBAFED
AREIZ 72D £,

Python X ) J574 279
CiscoNX-OS IX, Pythonv2.7.5%, A VX TV T 4T E—RNEIFA L E2T T 47 (R VT
) E— ROWFHFTHAR—KMLTNET,
Cisco NX-OS U U —2 9.3(5) LIF% . Python3 H A — F I TWET,

T3 ADPython A7 U 7" MEREIX, SEIERF AT EFITTDHLDODAAL v FDCLI &,
Power On Auto Provisioning (POAP) 7213 Embedded Event Manager (EEM) 7 7 v 3 > ~D
07T RMEDT 7 AERM L E T, Cisco NX-OS CLI % FEOMH 3 Python = — /L~ D%
T, 7F A P ETITISON HAZER L £7,

Python A > #—7"U #|% CiscoNX-0OS ¥ 7 b =T IZ&ENTWE T,

Tl RO Y TT4205

Cisco Nexus 9000 >V — X A A v Fix, Tl (V—b o< KEEE) 2V AHR—FLFET, T

X, AL v FTCLI a~y REFRIHEATELL51CT5 227 V7 FEFETT, Tl 24
L Tshow 2~ ROHIITOREDMEEMH L7200, AL v FEZRE LTV, Cisco NX-0S =
v REN—TTEITLIZY, AV VT FNTEEMARY U—%FH#R LIV THILENTEET,

Broadcom > T )L

CiscoNexus 9000 + J — X A A w» FOHIE/NSNFNB IR T 77V w7 T 2a— VDT A —
RIZi% Broadcom D% v NV —Z#E%xT P (NFE) AEHEH SN TWET, 215D NFE
5 Broadcom 2~ K7 A4 v =/ (bem-shell) (2T 7 BATAZENTEET,

hash

CiscoNexus A+ F%, Bourne-AgainShell (Bash) ~DE#ET 7 & A% ¥R — F LEJ, Bash
TlE, A A LOHML 725 Linuk VAT AT 7EBAL, VAT AEFHRTEET,

bash > T )ILADTF7H LR E Linuxk A>T FDYHR—k

Cisco Nexus A1 v Fi, Linux > =/ V~DEET 7 AL Linux 27 F 2 HR—FLTNE
9, Linux = /b ~D7 7B RATIH, A vF EOFRE L 725> TUWA Linux VAT AT 7+t
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ALT, BB ATLAEERTEET, £/2, Link 2> 7 2H LT, MEOY 7 by =
T BERNIA A M=/ L, CiscoNexus A1 v FOMex b7 52 b TEET, 22
X, Cobbler 72 EFDRT X Z )L Fav g =7 >—)L% Cisco Nexus A1 v FIZA A b—
NLT, N THTTvI AL v FDERT AA )L == HBHWIC T oY a =79
HZENTEET,

AR TIL

Cisco Nexus 9000 3 U — & XA »FiX, A A b Cisco Nexus 9000 NX-0OS V7 b7 =7 /5 5B
INTZARARA R AT A EO Linux EfTAX—ZA~D Bash 7 7 v AT A5 2 b v =%
PR—FLET, YA V= VEMHATDLE, KA VRATLA YT N =TICHEBEHEXD
e MBI LTY 7 R =T RNy —UEBIML, 9477V ERHTEET,

AVTF FSYyh—DHHR—F
CiscoNX-OS 1%, FFEDAA v T iR"— b DOERIZH D 2T F ORe & B9 5 728, Kubernetes
API H— = LlE T Ko lc s E T,
WD a2 KXV, Kubernetes APl — X—E@E L £9,

» show containers kubernetes =~ > K{x, HTTP #&H ® API == — /L % #i fj L C kube-apiserver
Mo T—2ERELET,

« kubernetes watch resource =~ > RNi&, T—F U 2HEH L TEREINZY V—RI2H T *
774 7 L. kube-apiserver 225 DA MU —3 07 F—H 2ME L £,

swatch =< > R CH Y ¥ CToHI7- action 1%, FHRIERSNZ M) T —IZ LD EITEINE
T, (&2, Ry FoBMmEZIFEIER)

Perl E>1—JL

FVE DT TV r—varedR—FT 57012, ROPerl Y 2—LisBIMSVE LT,
* bytes.pm
» feature.pm
* hostname.pl
* lib.pm
* overload.pm
* Carp.pm
* Class/Struct.pm
* Data/Dumper.pm

* DynaLoader.pm
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* Exporter/Heavy.pm

* FileHandle.pm

* File/Basename.pm

* File/Glob.pm

* File/Spec.pm

* File/Spec/Unix.pm

* File/stat.pm

* Getopt/Std.pm

* [0.pm

* JIO/File.pm

* [O/Handle.pm

* [0/Seekable.pm

* [O0/Select.pm

* List/Util.pm

* MIME/Base64.pm

* SelectSaver.pm

* Socket.pm

* Symbol.pm

* Sys/Hostname.pm

* Time/HiRes.pm

* auto/Data/Dumper/Dumper.so
» auto/File/Glob/Glob.so

* auto/I0/10.so

» auto/List/Util/Util.so

* auto/MIME/Base64/Base64.s0
» auto/Socket/Socket.so

* auto/Sys/Hostname/Hostname.so

« auto/Time/HiRes/HiRes.so
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SIILERDY) T RE

e Bash |22\ T (13 _X—)

s FEFHE L HRFEE (13 %—)

eBash ~O7 7 tA (14 X—)

HERAENL— NI AH L —arT5 (152—)

«Bash =~ Rf] (17 ~<—2)

« 4BE RPM 45 PR (18 ~—2)

¢ DME OFEY 2 — W EOYR—K (21 ~<—)

« X F RPM OEFE (30 2—)

+ SDK F 7213 ISO THE I NV — R =T 1 T uv A0KENZ2T—F 1AL (37 ~2—
V)

« XA T 47 Bash = VInHOT 7V r—3 3 OGN/ EEE) (38 X—)

T IT AT T—hT TV aMmbAR LN, T— R T7F5 2 a~DT77ALDEH (38
~e)

e X AT 47 Bash = /LT 7V r— a3 4 (40 R—)

Bash [ZTDUL\T

Cisco NX-OS CLI {Z/J1 2T, Cisco Nexus > U — X A A » F X Bourne-Again SHell (Bash) ~®
T AzYAR—hLEY, BashiZ, 2a—V—BANLlca~vr FEFy=1 2277 b
MOFARONTa~y REMIRLET, BashZEHT L, 754 2 EOHAME L 72 % Linux
VAT AT VAL TCVAT AEEHTEET,

TIEFEEFRNSEIA

Bash ¥ = /LIZid, IROEEFHEHIKFEHLH Y £,

A E—T 2 A ADY 7B —H)VT RLAEEFRT S L. Netstack [T —F LD R b
FRAL RN )64 T VT 4 A A =L LET,
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YINERYYTHE |

FLWI o 7a—hVT RUARD—RVTHERIND &, D—FVE—FRNV—T 4
VT =T 64 NN— A A =L LET,

BT Ry 7 ADA U H—T 24 AT, WL /64T %y MIETHI o r7a—hL T R
Vxﬂﬁﬁéfmﬂﬂﬁw%ﬁxbmh7ﬂ/7%ﬁ%¢mmgiﬁﬁbiﬁ%%(%wNXOS
DOping IXEFICEEL £,

e /isan 7 ANV AHNDONAF UL, runbash =2~ RTALY = /LOBRELITEL D L9
Wy N7y 7 ENTBRETEITTIA2008D T, Bashs = b 26D A5
PEALZWZ E2BEID LET, TORBENTOIFEZTFHITE RV ETT,

« Cisco Python & ¥ = —/L%& A VAR — NT 5354 1%, Bash & = /L) Python 2 L 72V C
<TEEWn, fRDOVIZNX-0SVSHNT, LYH LW Python ZfEH L £,

s —HOTrEAB LU show 2~ R TIE, KREOHADRAETHAEENRHY T3, A
7 V)7 NEFATLTDWT, TR ORWH 2T T 208N H 55513, Cal+C (Ctrl+Z

?@@<)%ﬁ%bf:v/kﬁﬁ%%TLi#oamz%ﬁ%?é&\_®#—:V/
RIZ X > T SIGCONT (E5fkfe) A ve—Y RS, A2 U7 FoMeEId 2% alRetE

238 £7, SIGCONT A vt —VIZ Ko TEILESNTZAZ Y 7 ME, BfEZ2HET 57
\Z2—HF =D ADBNLETT,

Bash~D7 7 tX

Cisco NX-OS TiX. Cisco NX-OS dev-ops 2 — /L F 7= 1L Cisco NX-OS network-admin = —/L{Z B
AT o= T "0 b Bash ICT7 7B ATEET,

WOHFNE, dev-ops B —/L & network-admin 7 —/LOMERZ 7R L TV E T,

switch# show role name dev-ops

Role: dev-ops

Description: Predefined system role for devops access. This role
cannot be modified.

Vlan policy: permit (default)

Interface policy: permit (default)

Vrf policy: permit (default)

Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

Role: network-admin

Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#
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feature bash-shell =< K& 4795 &, Bash RAEMI 2V £,
Z ®runbash =~ Rid Bash ZFtAiAH, 2—F—DFR—LT 4 L7 MU GRIKRLET,
WOBENE, Bash v = VHSBEZ AT 5 5L, Bash T3 B HEEZRLTHVET,

switch# configure terminal
switch(config)# feature bash-shell

switch# run?
run Execute/run program
run-script Run shell scripts

switch# run bash?
bash Linux-bash

switch# run bash
bash-4.2$ whoami
admin

bash-4.2$ pwd
/bootflash/home/admin
bash-4.2$

)

(F)  runbash =2~ R CBash 2~ REETTLHZ L TEET,
72 & 21X, runbash 2~ > R ZfH LT whoami #1745 2 & b T& £ 7,
run bash whoami
2 —+4— shelltype Z A L C Bash # EI73 52t b T £,
username foo shelltype bash
ZoawrRIZEY, ul A VBRI Bash Y = VR EHEFATTE L LRV £, ZOBEA.
feature bash-shell Z N2 2 MLEITH Y XA,

ERZIL—MIZTRAL—2 32095

B — W — ORI, V— N TV B RO A AN L — g L TEET,
UTiX, MREZZ 2D L —2a A28, K74 T4

o BHEMEIB L —Y — (network-admin/vdc-admin) 1. NX-OS (T 5. Linux @ root R
=P —IZFHY L ET,

« AL SN EHE 2 — Y — DB DR Z root ICHME TE £, LS N EHE MR —
PN AY = FILEH Y A, *

cHEREZ T AN L—3 9 T HRENC, Bash ZHNCT 20 ERNH Y 9,
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cHEHA X —T =2 ABN LTz root =W —Z BHH L7 AA v F~0DSSH TiL. root
a2—P—@O LinuxBash > =)V ZA T T 7 BANRT 7 /)L M0 £4, NX-OS> =)L T
IR AR AHT-DIZvsh AT LET,

*CiscoNX-0S U UV —292Q3) LIRETIZ, BHE (v NV —JEFHEF 0 — L EZFFOa—H—)
DR —HF—ThoTH, —HOMAB TAT— KT a7 M RNERGAIL, system
security hardening sudo prompt-password 2~ > K& A1 L E T,

NX-0S %*v NI — 7 &HEHE L —HF—13, ROBPEIZroot lICmAHL— a2 LT, k=~
v K% NX-OS VSH I[ZIETVE R H Y F5,
¢ NX-OS 2—HF—({Zv = V¥ A TOBashZHHL, =& A 7DBashZHLTAA v
FlizarsA4 L LET,

*Bash CTAA v FiZa /A4 L7=NX-0S 2 —H—|%, 5| & A1 v FTBash Z#fHHL
F7,

sudo su 'vsh -c "'<configuration commands>"" & 721 sudo bash -c "vsh -c *'<configuration
commands>"" Z#EfT L7,

WROBNE, T 74NV RO =¥ A T RBash Th D F v b U — 7 FHE 2 —H—MyUser 3,
sudo Z A L THEpk =~ > K& NX-OS IZIT k& R L TWET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$ sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ;
show interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 - eth routed down Administratively down auto (D) --

WROBNE, T 7+ RO =V Z A T RBash Th D F v b U — 7 EFIHE 2 —H —MyUser 13,
NX-OS [Z AV, NX-OS T Bash #7725 HiEERLTHVET,

ssh -1 MyUser 1.2.3.4

-bash-4.2$ vsh -h

Cisco NX-0S Software

Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.
Nexus 9000v software ("Nexus 9000v Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco
Systems, Inc. ("Cisco") and are protected, without limitation,
pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts

of this software may be covered under the GNU Public License or the

GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html
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Bash 37 > KD .

R R R IR I I E I b b dh E h b E dE b b dh b b b b b kb b b b h b b b b b h b b b b b b b b b b b b b h b b b b b b b b b b b b b i
Nexus 9000v is strictly limited to use for evaluation, demonstration
and NX-0S education. Any use or disclosure, in whole or in part of
the Nexus 9000v Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by

Cisco in writing.
R R R R I I bk b E I b b dh h h h b dh E b b dh b b b b kb b b b b b b b b b b b b b b b b b b b b b b dh b b b b b b b bk b

*
*
*
* *

* *

*

switch# run bash

bash-4.2$ vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

\)

GE)  sudosu-IZfEA LW TL &, HHTHE, VATLINAV T LET,

WOBNL, FibEZ oot |l AN L —a 355k, A V—V a U EERT D kR R
RLTWET,

switch# run bash
bash-4.2$ sudo su root
bash-4.2# whoami

root

bash-4.2# exit

exit

Bash 2 <> KD

Dk v aiZit, Bash a~r REHAOFINEENTWET,

AT LffEHERO R

WOHNE, VAT DEFHEROF R FIEEZ TR L TNET

switch# run bash
bash-4.2$ cat /proc/meminfo

<snip>

MemTotal: 16402560 kB
MemFree: 14098136 kB
Buffers: 11492 kB
Cached: 1287880 kB
SwapCached: 0 kB
Active: 1109448 kB
Inactive: 717036 kB
Active (anon) : 817856 kB
Inactive (anon) : 702880 kB
Active (file): 291592 kB
Inactive (file): 14156 kB
Unevictable: 0 kB
Mlocked: 0 kB
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SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 32 kB
Writeback: 0 kB
AnonPages: 527088 kB
Mapped: 97832 kB
<\snip>

CLI A»r 5 @ Bash MET

KIZ, runbash=~ > K& H LT Bash 205 ps #7450~k L £,

45 RPM 0D & 18

RPM 1 > X F—LDREHRSH

RPM % A A b — /L EZILBMT DHIZ, ROFNEIZLD VAT LAOMEFENRTETCND I &

YINERYYTHE |

switch# run bash ps -el

F S UID PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD

4 S 0 1 0 0 80 0 - 528 poll s ? 00:00:03 init

1S 0 2 0 0 80 0 - 0 kthrea 2 00:00:00 kthreadd
1S 0 3 2 0 80 0 - 0 run ks ? 00:00:56 ksoftirqgd/0
1S 0 6 2 0 -40 - - 0 cpu_st ? 00:00:00 migration/0
1S 0 7 2 0 -40 - - 0 watchd 2 00:00:00 watchdog/0
1S 0 8 2 0 -40 - - 0 cpu_st ? 00:00:00 migration/1
1 s 0 9 2 0 80 0 - 0 worker ? 00:00:00 kworker/1:0
1S 0 10 2 0 80 0 - 0 run ks ? 00:00:00 ksoftirqgd/1l

e LET,
FlaD#E
1. switch# show logging logfile | grep -i "*System ready"
2. switch# run bash sudo su
F gD
ARV FFEREET7TIVa Y B#J
AT 71| switch# show logging logfile | grep -i **System ready" | Bash #3479 A Hiic, ZDOFIEIC L > T, RPM %

A A M=V ETIRIBINT DH]D Y AT A OYEFEH
TETCWAILEZMHERLET,
UToXs e inFzrEniut, sitLET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

ATy T2

switch# run bash sudo su

1

switch# run bash sudo su

Bash 2 — KL $E9,
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Bash 7 > DissERPM 0« > 2 h—L [}

ARV RFEEETIIa Y B8
bash-4.2#
~ £L
Bash /5 D#EEERPM DA VX —JL
FE
AV RFEERETIa Y B
R T 71 |sudodnfinstalled | grep platform AA w FNA VA R =L E T 5 NX-OS HEHE RPM
DYV ArERRLET,
ATy 72 |dnflist available FHTATREZR RPM D U X h & FoR LET,
R T w 73 |sudo dnf -y install rpm fEAFRE/R RPM &4 > A2 h— LET,

1

WIZ, bfdRPM %A A =T 582 R LET,

bash-4.2$ dnf list installed | grep n900

base-files.n9000
bfd.1ib32 n9000
core.lib32 n9%000
eigrp.l1ib32 n9000
eth.1ib32 n9000
isis.1lib32 n9%000
lacp.1lib32 n9000
linecard.lib32 n9000
11dp.1ib32 n9%000
ntp.1ib32 n9%000
nxos-ssh.1ib32 n9000
ospf.1ib32 n9%000
perf-cisco.n9000 gdb
platform.1ib32 n9%000

shadow-securetty.n9000 gdb

snmp.1ib32 n9000
svi.1lib32 n9000

sysvinit-inittab.n9000 gdb

tacacs.1ib32 n9000

task-nxos-base.n9000 gdb

tor.1lib32 n9%000
vtp.1lib32 n9%000

14-r74.2
0-r0
0-r0
0-r0
0-r0
0-r0
0-r0
0-r0
0-r0
0-r0
0-r0
0-r0
2-r0
.0-r0
.1.4.3-r1
.0.0-r0
.0.0-r0
.88dsf-rl14
.0.0-xr0
.0-r0
0.0-r0
0.0-r0

.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.1
.0

0
3
1
1
1
1
1
1
1
1
1
1
1
3
1
4
1
1
2
1
1
1
1

bash-4.2$ dnf list available

bgp.1ib32 n9000

1.0.0-x0

bash-4.2$ sudo dnf -y install bfd

)

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

GE)

EERED A A v F DV v— REFIZ, K72 RPM O 7=, dnf OOV IZrpm a2~

FEFEHLET, &9 Laho7cmh, &I dnfbash 7z installcli 2 H L TA
VA R—=LENTERPM I, A b—ags ELTTIERLS, VED NI EIE a0

AHATERIRSENET,
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WEERPM D7 v T L—F

1R BHHEIIZ
dnf U ARY B UIZ RPM O BN AR—2 g UBNEET A LERH D 17,

FIEDHE
1. sudo dnf -y upgraderpm
FIED ¥
ARV KRFERRETI Y B
R 7w 71 |sudo dnf -y upgraderpm ALVAR—NLENTWHLRPMEZT v 77 L— KL
iﬁqo
i

WIZ, bfdRPM O7 v 77 L— RO Z - LET,

bash-4.2$ sudo dnf -y upgrade bfd

WEERPM DA D VT L—F

FleD#HE
1. sudo dnf -y downgraderpm
F gD FEH
ARV KRFERETI a3 Y B
R T 71 |sudo dnf -y downgraderpm WD dnf U ARY R UIZFAL/S—2 5 D RPM
DHDHHEIL, RRMEX 7 7 L— RLET,

451
wIZ, bfdRPM Z & 7 7 L— R4 562~ LET,

bash-4.2$ sudo dnf -y downgrade bfd
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maeremon= ]

#HE RPM DJHE
~

G¥)  SNMPRPM BLXU'NTPRPM IZR#EESNTEY ., HETEEHA,

INHDORPM 2T w77 L—RERIIF VTV —RTHZ LixTcesd, 7v7 7 L—FK
FEFF T T L= REENNITHIZE, AT LD a— RBAXLETT,

RSN RPM D U A MTOWTIL, /etc/dnf/protected.d/protected pkgs.conf
LT TEE,

FIEDHE
1. sudo dnf -y eraserpm
FIED %
AU RFERETIVa Y B
R 7w 71 |sudo dnf -y eraserpm RPM ZHELET,
!l

W’OFNL, bfd RPM ZiHET 5 HiEEZ/RL THWET,

bash-4.2$ sudo dnf -y erase bfd

DME D€ ¥ a2 —)LEDHHR—+

NX-0OS U U — 2 9.3(1) LR, Cisco NX-OS A A —U X DME OF Y 2 — a2 R— kL%

T, T, AL v FORPM ~F—V v EOMAEMRIZE Y, DMERPM OIERAIT » 7
T —RERIF T L —REFARIZLET, IFRABOT v 77— RERFZFx v 7
L—RIZkY, AT L20HEH 2 ETETICRPM 2 A VA h—/LT& %7, £7-. DME

T —H RN EENTWAMOT TV r—va U ESND DR Z LN TE E
J. DMEDE Y 2 — W HEfHT 5 L, ISSURTV AT ADY a— REThbTIZ, ET/LOE
WAaA AL v FIHEATEET,

\}

(X)) DMERPMZu—RL72#%, VSHEHEESL THLLMODZ =) ZHMNITHLENLY E
‘a‘o
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DMERPM DA X k—JL

T 74/ R TlE, NX-08S VU U —R93(W)IZT v 77 L —KT25&, WHDT v7 7 L— KulfE
RPM /X r— T HX—Z DMERPM 231 V' A b—/L &N, 77T 4 712720 £9, DME

RPM . RPM 77 A NDF 74N K A A= F 4 L2 5 (/rpms)

nE7,

YINERYYTHE |

oA VA Fh—/L &

:—%iti%TwéﬁﬁﬁéﬁAi DMERPM Z A v A b =)L 5 0ERH Y 4, 1
A M=/ 3 B120E, install 2~ R&2fEHAT 5D NX-OSRPM ~ 1 — T v, Fiziddnf 72 DI
AEMMV—w%ﬁﬁLiﬁ‘mﬁ%ﬁﬁﬁéﬁAi AA wF D Bash > = /WIZT 7R T 5

WERH Y £,

AT w71 copy path-to-dme-rpm bootflash: [//sup-#][ /path]

ATy T2

B -

switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm bootflash://

switch-1#

SCP #HLTDMERPM # 7 — r 7 T v allabt—LE9,

DMERPM #A VA b—/VE13T7 v 77 b— 95121, ROWTNLOFEZERLET,
NX-0S @ install =2~ > REHHIT 51213, koa~wy REFTLET,

install add path-to-dme-rpm activate

1 :

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
(#4444 ##4] 100%

Install operation 90 completed successfully at Fri Jun 7 07:51:

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[###44 444444444444 444]) 1003

Install operation 91 completed successfully at Fri Jun 7 07:52:

switch-1#
install add path-to-dme-rpm activate upgrade

1 :

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
(#4444 4444444 44444]) 1009

Install operation 87 completed successfully at Fri Jun 7 07:18:

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
(#4444 444444444 444]) 1009

Install operation 88 completed successfully at Fri Jun 7 07:19:

switch-1#
install add path-to-dme-rpm % #17%>5 install activate path-to-dme-rpm
1 -
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switch-1#install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
(44 #HFHER##H] 1003

Install operation 92 completed successfully at Fri Jun 7 09:31:04 2019
switch-1l#install activate dme-2.0.1.0-9.3.1.1ib32 n9000.rpm

[ FdHHHH4HHH##H] 100%

Install operation 93 completed successfully at Fri Jun 7 09:31:55 2019
switch-1#

dnfinstall Zf/H4 51213, kD=~ F2EITLET,
» dnf install --add path-to-dme-rpm

switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

[###HH#FH#FH#FE##EH ] 90%Install operation 96 completed successfully at Fri Jun 7 22:58:50

2019.

[H###HH 4444 HHHEHHE] 1009
switch-1#

dnf install --no-persist --nocommitpath-to-dme-rpm

ZOFT Y a i, RIFT LD ICa2 =V —DBRIEBBETT,

{51

switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
localdb/primary | 6.2 kB 00:00 ...
localdb 2/2
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be updated
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be an update
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Upgrade 1 Package

Total download size: 45 M

Is this ok [y/N]: y

Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction
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/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Updating : dme-2.0.10.0-9.3.1.1ib32 n9%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.1.0-9.3.1.1ib32 n9%000 2/2

Updated:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Complete!
switch-1#

A A R=ILENTL S RPM DFEEE

NX-OS show install =< > RE 7=z iZ dnflist Z#{#H L C, DMERPM 231 > A h—/L I T\ 5
NEIDERTEET,

FiEaER L LT,
* NX-0S DA -
show install active
1 -
switch-1# show install active
Boot Image:
NXOS Image: bootflash:///<boot image.bin>
Active Packages:

dme-2.0.1.0-9.3.1.1ib32 n9%000
switch-1#
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«dnflist TiZ, dnf 2~ REFRITT DHITAA v F D Bash =V (runbash) (2w 7 A 950N
HYFEI,

dnf list --patch-only installed | grep dme

i
switch-1# dnf list --patch-only installed | grep dme
dme.1ib32 n9000 2.0.1.0-9.3.1 @localdb

A—AIL YRS KFYDRPM DY 1)

ATy I

ATy T2

AA v F LD (m—Hn) VAT MY ZREL T, RRMPMFEET 20 E D N a R TEET,

run bash

1 -

switch-1# run bash
bash-4.3$

AA wF D Bash =iz 714 LET,

Is /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
11

bash-4.3$ 1ls /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm

inactive feature rpms.inf
repodata

bash-4.3$

~N—2Z DMERPM A VA =L ENTWABEEIL, /rons IZ2H Y F7°,

DMERPM O/X\—> 3 UEE IV L— K

NX-0OS =< Kinstall £7=iX dnf Z#fEfH LT, DMERPM O Ef\i/X—2 g UG R/ 83— g
NHAT T L—RTCEET, UL —RTHZ LT, DMEDEY =27 VT 1 BEBED TR
FahE7d,

DME RPM TR E SN TV A 728, install deactivate & install remove IXV R — F ZCTWEH
/Vo

Zo 7 b— RHEEERLET,

NX-0S D4 -

« install add path-to-dme-rpm activate downgrade
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1 :

switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate downgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ EHEH#HFEEHH#H] 1003

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H#EdH#HHFHAH#HFHEHHHH] 1003

Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

+ show install active | include dme
i -
switch-1# show install active | include dme

dme-2.0.1.0-9.3.1.1ib32 n9000
switch-1#

ZOFI T, DMERPM B3 —2 5 22 2.0.1.0931 X v 7 L—REhE Lz,
dnf O34, root =—H%— (runbashsudosu) & L CBash> =/ Ca~wy REZETTIHILERHY 1,
« Bash C, dnf downgrade dme dme-rpm % 3217 L £,

ZOFTvarEFEATLE, VRY NYKNDO TN~ 3 O DMERPM ICEREX 7 7 L— T
%i‘g‘o

WDa<wy RO THFAEREREINTWVWALIIZ, ZOF ST arv52T745I1I2%, 2—F—DNM AN
%‘g?‘ﬂ—o

11 -

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

—---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Downgrade 1 Package
Total download size: 45 M

Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
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DMERPM 0>/ 5— 3 vRIE s v L—E

Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%000 2/2

Removed:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n%000 0:2.0.1.0-9.3.1

Complete!

DMERPM O 5 AHNN— 3 U InG FOANA—T g N T 7 L—RLET, Z0o6TlE, ~A—Y 3

22.0.10.0-9.3.1 B3N— 3 2 2.0.1.093.1 IZF VT L — RaiuET,

dnf list --patch-only installed | grep dme

il -

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.1.0-9.3.1 @groups-repo

bash-4.3#

A LA =L ENTWS DMERPM ODN— g v aFRLET,
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R—ZXRPM ADEHT L—FK

NX-0S @ install =2~ > R&fEH L TX—AZDMERPM %A > A h—/L3 57, F£7=21% dnf
downgrade Zfifi L C, Efr/3—3 5 D DMERPM ' 5X—ADMERPM IZX 7 7 L— K
TEET,

X7 — REZRIRLET,
NX-0S DA -

« install activate dme-rpm

i

switch-1# install activate dme-2.0.0.0-9.2.1.1ib32 n9000.rpm

[H##44 4444444444 44444]) 1009

Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019
switch-1#

« show install active | dme
1 :
switch-1# show install active | include dme

dme-2.0.0.0-9.2.1.11ib32 n9%000
switch-1#

dnf ®%4 . root =—H%— (runbashsudosu) & L TCBash =/ TCa<y REETTHILENHY 9,
+ Bash C, dnf downgrade dme dme-rpm % 5247 L £,
IOF T a Nk, R—ZDMERPM ICHEEX Y /L — RTx %1,

WDa<wy FHEHAOTHRAERINTWE LI, 20X T arE2am8 7752k, 2—F—DN AN
%‘g‘?j‘a

1 :

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.0.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.0.0-9.3.1 groups-repo 44 M
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Transaction Summary

Downgrade 1 Package

Total download size: 44 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : dme-2.0.0.0-9.3.1.1ib32 n9%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%9000 2/2

Removed:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n9%000 0:2.0.0.0-9.3.1

Complete!
bash-4.3#

~N—ZDMERPM Z A A h—/L LET,
dnf list --patch-only installed | grep dme

fi:

bash-4.3# dnf list --patch-only installed | grep dme

dme.1ib32 n9%000 2.0.0.0-9.3.1 @groups-repo
bash-4.3#

ALV A=A ENTWVWSHX—ZDMERPM 2FE xR LET,
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/Ny F RPM () &1

RPM 1 > X F—LDREIMRSH

YINERYYTHE |

RPM %A A b —)LE 23BN THHIZ, ROTFNEIZ LD VAT LOHEFNTETWNWDH I &

R LET,

FlaD#E
1. switch# show logging logfile | grep -i "*System ready"
2. switch# run bash sudo su

=3[k 2t

ARV RFEERETIVa Y

B8

R T w 71 | switch# show logging logfile | grep -i "'System ready"

Bash #5479 AHMNZ, ZOFIEIZEL T, RPM %
A A M=V ETITEINT DEID Y AT 5O HEfFEN
TETWAI L 2R LET,

UTo X e hnFrEniut, sitLET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

R w 72 | switch# run bash sudo su
1 -
switch# run bash sudo su

bash-4.2#

Bash 2 — KL $E7,

Bash 55 M /X F RPM DB

FIE

AR EFERERTIVa Y

=)

Z 5w 71 |dnflist --patch-only

2A v FIFETEHXFRPM DY X FEFERL
i—a‘o

R 7 2 |sudo dnf install --add URL_of_patch

YRS MUy FEBEMLES, 22T

URL_of patch |&, fE#RY72 Linux B30
/bootflash/patch 72 ¥ Tid7r <,
bootflash:/patch 72 £ DHEIZERR I 7o B
<7,
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Bash 1 >0/5v F ReM ;g ]

ARV RFERFTIVaY =)

ATvT3

dnf list -patch-only available UARY P VIGBEMENTND bODHKT 77 4 T4k
ROy FOY A NeERrLET,

il

IZ. Nnx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 RPM % A > A h—/L¢
L& RLUET,
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
bash-4.2#

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00001-n9 ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00 ...
[HE##HHHHERHHHH ] 70%Install operation 135 completed successfully at Tue Mar 27

17:45:34 2018.

[###4#H4H44H44HF4H444] 1009
bash-4.24#

Ny FRPMBA VA h—ESnlcb, IELSA VA b=V SN L 2R LET,
WOa72 NE, URY MUICBMEh, 777 4 7RED Ny FOU A b 2FRR
L%,

bash-4.2# dnf list --patch-only available

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CsCab00001-n9%k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

bash-4.24#

RPM 3 FAEnuTW b tar 7 7 A Va2 LT, tar 7 7 A B URT U
Ny FEBEMTHZELTEET, KIZ,

nxo0s.CSCab00002_CSCab00003-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000 tar 7 7 A /L& &
5220 RPM /3y F UARY M VISEMT 56125~ LET,

bash-4.2# sudo dnf install --add
bootflash:/nxos.CSCabOOOOZ_CSCabOOOO3—n9k_ALL—1.0.0—7.0.3.I7.3.lib32_p9000.tar
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo | 1.1 kB 00:00
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localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[#4##4H 44 HH44H ] 70%Install operation 146 completed successfully at Tue Mar 27

21:17:39 2018.

[#e####44HHH#FHFEHHFHHE] 1003

bash-4.2#

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty | 951 B 00:00 ...
nxos.CSCab00003-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

nxos.CSCab00002-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

bash-4.24#

INYFRPM DT Y 74 T4k

1R BRI

Bash 7>6 D% F RPM OB (30 ~<—2) OFMEICHE - T, BB Xy F RPM MR Y R
FUICEBMENTWD Z & 2R LET,

FIE
ARV RFERET IV a Y =)
R 71 |sudo dnf install patch RPM --nocommit NyFRPMET 7T 47 LET, ZTIT,
patch RPM LU RY MV IZHH /Ny FTT, ZDOF
HTIE, 7~y FOGEFTEHEE LT IZEuy,
GE) --nocommit 7 7 7 & 2~ RIZIBMT 5
LN TF RPM B ZDOFNETT 77 4
TRV ETN, aly hSNETA,
Ny FRPM &7 77 4 7L LT=&RIZ=
Ly ML FIEICOW T, /Xy FRPM
DaIyh B4x—=) FBRLTL
7Z2EWN,
1

KIZ, nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /¥ F RPM %4 7 2 7 4
T ohlemLET,
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bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nxos.CSCab00001-n%9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nxos.CSCab00001-n9k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 patching 28 k

Transaction Summary

Install 1 Package

Total download size: 28 k
Installed size: 82 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 1/1
(#4444 ##4 ] 90%error: reading
/var/sysmgr/tmp/patches/CSCab00001-n%9%k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Installed:
nxos.CsCab00001-n9%k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.

[###4444444 4444 444444]) 100
bash-4.2#

ROaA~ RE AL T, Ny FRPMBIEFIZT 77 4 7fbShic 2 L 2R LE
—é‘o
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#
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NYFRPM D=y bk

FliE
aAv Y RFEEETIIa Y B
Z v 71 |sudo dnf install patch_RPM --commit Ny FRPMZEZ=2Iy FLET, /Sy FRPMIZ, U

0— K%L T 7T 4 TR EHERFT 5720z a
Sy FTAMERHY ET,

151

KIZ, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X F RPM % = X v |

562~ LET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.

[#e#H#AHFR A FFEFHFFHFH] 1002
bash-4.24#

WDa<wy REAHALT, RyFRPMBEFIZZ Iy hENT-Z 2B LET,

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
nxos.CSCab00001-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.24#
(] — =
NYFRPMDIET VU T4 71t
F&E
ARV RFERIETY Va3 B#Y
R w 71 | sudo dnf erase patch RPM --nocommit Ry FRPM 2T 75 4 THL LET,
GE) o< 2 R|Z --nocommit 7 7 7 Z B N4
e, Xy F RPMIZZ OFIETOAHIE
TIT 4 TSN ET,
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RuFeemox7s 7+ 71t ||

ARV RFERETIVa Yy

B8

ATv T2

sudo dnf install patch RPM --commit

NyFRPMZ2I v bLET, /Sy F RPM &
Sy PLBWEFHIBRLEY ETHE, =2 TF7—X
t—UNERINFET,

1

RIZ, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X FRPM % T 7 7 «

T R LET,

bash-4.2# sudo dnf erase nxos.CSCab00001-n9% ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process

Resolving Dependencies

--> Running transaction check
---> Package nxos.CSCab00001-nS9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be erased
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos.CsCab00001-n9%k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k
Is this ok [y/N]: y
Downloading Packages:

Running Transaction Check
Running Transaction Test
Transaction Test Succeeded

Running Transaction

[###H44 ]

30%error: reading

/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable

characters found

Erasing : nxo0s.CSCab00001-n% ALL-1.0.0-7.0.3.17.3.1ib32 n9000 1/1
[HEhtdAEHH 44 #44E ] 90%
Removed:

nxos.CsCab00001-n9%k ALL.1ib32 n9%000 0:1.0.0-7.0.3.I7.3

Complete!

Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[H###HH4HHHHHHHEHEH)
bash-4.24#

100%

RyFRPM L, T 7T 4 T LT2BICay FTAMLERHY £3, /Sy TF RPM

BT 7T 4 7Lt

a2y b Lo 2mEic, 73y RPM OHlER (36 ~=X—
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V) OFIEAEEHL TNy FRPMEZHIBRLE S ET2&, 27— A yb—VRFER
ShET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[###4#H4H44HFHHFHHHHE] 1009
bash-4.24#

WDa<wy REANLT, NyFRPMABEFICIIy hENT-Z 2R LET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CsCab00001-n9%k ALL.1ib32 n9%000 1.0.0-7.0.3.17.3 patching
bash-4.24#
O Ay 4

/Ny F RPM D EIBR

FIE
ARV KRFERERETY VY B#Y

A w 71 |sudo dnf install --remove patch RPM T VT 4 T80 F RPM ZHEIE L E9,
£l
12, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /¥ F RPM % Hl&4 %
iz~ LET,

bash-4.2# sudo dnf install --remove nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32_n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[#H##HH#HES ] 50%Install operation 145 completed successfully at Tue Mar 27

21:11:05 2018.

[###4#H4H44H4HAFHH4HE] 1009
bash-4.24#
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SDK £7-[£1S0 THESni=¥— K i—7 1 Totrox#nsT—2 ot [

GE)  ANyFRPMZHIBRL LS & LRI, ROTT—A vt —UNERINTZL LET,

Install operation 11 "failed because patch was not committed™. at Wed Mar 28 22:14:05
2018

ZiuE, HIBRERADENZ/ Sy FRPMEZ 2 I v P L TR Z EH2EHRLTVE
T, /Ny F RPM ZHIBRT D2 I v T D FIAICOWTIEL, 7N F RPM DIET 7
T4 7k 34—) EHBRLTLIEEN,

DAY RN LT, T 7T 4 773y FRPMPIEFIZHIFR S 7z 2 & 2R
LET,
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 197 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

SDKE/=(LISO TRESN-Y—F/N\—T1 TAERAD

—

KRR L T —

T

T r— g ZiE, /ete/init. d/application name \Z-A ¥ A h—/L &L 5L E) Bash A
U7 NRMETT, ZORE Bash A7 V7 MM, RO—ORERICTILERNH Y £3
(Z OFROFEHNZ SV TIX, http://linux.die.net/man/8/chkconfigZz B L T 72 &)

#!/bin/bash

#

# <application name> Short description of your application
#

# chkconfig: 2345 15 85

# description: Short description of your application
#

### BEGIN INIT INFO

# Provides: <application name>

# Required-Start: $local fs S$remote fs Snetwork $named
# Required-Stop: $local fs Sremote fs $network

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

start)

# Put your startup commands here

# Set RETVAL to 0 for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to 0 for success, non-0 for failure

status)
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B <7 TBshvzuns07TUr—s 3 0REHEED

# Put your status commands here
# Set RETVAL to 0 for success, non-0 for failure

restart|force-reload|reload)
# Put your restart commands here
# Set RETVAL to 0 for success, non-0 for failure

*)
echo $"Usage: Sprog {start|stopl|status|restart|force-reload}"

RETVAL=2
esac

exit SRETVAL

21T 4 TBasho T ILHSDT T 45— 3 VDK
A oL

ATv T
ATv72
ATvT73
ATv74

ATy Th

ATvT6

ER L7e7 7'V r— a Vild#Bash A7 U 7' b % /etc/init.d/application_namell A A h—/L L E T,
/etc/init.d/application namestart T7 7' U 7r—3 3 VARG L £3

chkconfig --add application_name # A7) L %9

chkconfig --level 3 application_name onz AJj L £

FATL UL 3 1%, O~ L F2—F—FTL-ULTHY | A v FREHFEITEIND L-ULTT,
chkconfig --list application name # {7 LC, 77V 7 —2a VRNV 3 TRITENDL LA YV a—
LENTNWDZ EHERL, LoV 3 N on ICHRESNTNDZ L EfMRLET,

TV = a P /ete/re3. dICRIRENTWDLZ L AMHRLET, ROK I RERITRDITTTT,

[S] OBICETRmE, 77V r—2 a4 (ZOFITIE tecollector) MNFEE £
9, ../init.d/application_name (2% Bash EEHA 7 U7 v ~D U 7 BERINET,

bash-4.2# Is -1 /etc/rc3.d/tcollector
Irwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector -> ../init.d/tcollector
bash-4.2#

TIOT4T IT—rIS9amBbREAINA T—Kr7D
Sy a~D I 74 ILDEE

Cisco Nexus 9500 77 > N 7 —Ah AA v FiX, @5, @l A2 RET 2720122 2O A —
e RAYFEV a2 1ODT I T 4T A== NAPFET 2L 1 ODAK LI, A—
=AY T a2 —)L) THESNTHWET, FA—N—NAF £V 22—, 77 AV
ARNL—=VHOMAEDT = 7T vva 77 AV VAT ARNHY, WE, 77747 7—Fh
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FTIOT4TIT—rITS9ahbREUNRL T—+TS5y a2~ DT 74 ILORE .

T3 aTdZ7ANVVATENERR L NA T—= T T vva 77 A AT NTHEVITHMAL
LTWET, 77547 T— 7T v allEEDQa LT Y BNHEREA . kAL v F
F—=R—=NRRAELTESEAIHA T, ALavTF oY NRZ R, T =TT 2 T MET
L9,

CiscoNX-0892(2) UV —RAXVRENEL, 77T 47 A== NRAHF ETa—)L AKX A

AN NP B 2= VR CIDX a7 oY FECERTILERNDHY £ LT,

Cisco NX-08 9.2(2) LABETIE, AKX L3 A== 34 ¥ £ 20— L) up IRHE Tl F AT HEZR
OB, TIT AT AN NRNAYEYL 2 —VERIT VT 47 7T —1877 v =2 (/bootflash)
FOREDT 7 ANET 4L I M) B, AR, A= RN P TV a—)LEITAHF
NA 7—hK77 v a2 (/bootflash sup-remote) I[CHBEWICHEBICEET, FWT2

TrANET 4 L7 MY EEIRT HICIE, AA v FIZBashzre— KL, 77747 77— 17
TV aldbAB N, T—= T Ty all@flT o7 rANET 4 L7 MY & fREATHE
7 74/ /bootflash/bootflash sync list (ZIBILET,

I &R L ET,

switch# run bash

bash-4.2# echo "/bootflash/home/admin" | sudo tee --append /bootflash/bootflash sync list
bash-4.2# echo "/bootflash/nxos.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash _sync list

bash-4.2# cat /bootflash/bootflash_sync_list

/bootflash/home/admin

/bootflash/nxos.7.0.3.I7.3.5.bin

TIT 4T T = T7T793aD7 7 ANEREET AV Z BVIEERNNZ ONT-HmE. AX Y
NA T =87 Ty vaPDup RETHEHAFERDL, TNODOETIIAZ AN, T— T Ty
VA lZHEMICRENET, AX RS, T T T aPNBEDOT — N, AL v TFA—
Nl FRFTFEAL A Va— ROWTHNTY 77— FENTHE, AX N, 2A—s3—
NRAYRF L TA N DE, TIT AT T = 7Ty a~ODEEOX Y v F7 v FREIN
AP, T =TT allTvadSnNET,

WRIZ, FREFIEEZR /bootflash/bootflash sync list 7 7 A /LOKMEE HIRFIHZ R L
3

* /bootflash/bootflash sync_list 7 7 A /Wid, EAIOEITHRIC HBIRNZ/ER S E
T3, A OERIREE TIEZETY,

 /bootflash/bootflash sync list 77 A /D= b UL, ROFEEFHIZHENE
‘a‘o

14721 = kY

e MU T Linux XA E LTHRELET (B : /bootflash/img.bin)

e FUIL /bootflash 7 7 A VT AT ANIZHDLERH Y £
* /bootflash/bootflash sync list 77 A /VAMKIE, BEICAZ N, T— 17
Z v v alZfM & iE T, copyvirtualshell (VSH) <2 REHEHL T, A—/3— 1

EYVa2—/LE DT /bootflash/bootflash sync list 77 A VA FETaL —1
HZEHTEET,
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DAY REFA LT, A== F £V 2 — L THEE
/bootflash/bootflash sync list 77 A VEFRETEET,

run bash vi /bootflash/bootflash sync_list

YINERYYTHE |

F#IA X MDD TXTOMNIX, v 77 7 A/ /var/tmp/bootflash sync.log(ZV
YA LVI RENET, ROWTHUhOa~vwr REFEHALT, Zorr 7y A VvERREITE

BRTE £,

run bash less /var/tmp/bootflash_sync.log

run bash tail -f /var/tmp/bootflash_sync.log

A7 VT NI, 725747 T—b7Fvv 25407 b EOWIET D7 7 A LOHIE
AR NEARIINZZELRWVWBRD, AFX N, T T Ty aT 47 N7 7 A
NEHIBRLERY A, BARICLSTE, AX NS T =R 7T v a DT ORAR—=ZNT 7
TAUT T—=b 7 T2k bEL R0, TI7T747 77— 7Ty vabfBLTNSEX
AR N, T—=h T TV aDAR—ANRKRETEIERHYET, AX LN, T—F7
Sl ak T I T 4T T 7Ty aDEHRIT—IITAH (RE AL T— 7Ty

EDORGRT 7 ANEHIRT D) 1ZIE koa~vr RE AN LET,

run bash sudo rsync -a --delete /bootflash/ /bootflash_sup-remote/

FIAA 7 V7 ME, 77 vy aF i3T558 Ny 7770 RTETSHRET S
VERHY ET, 1L ATEhOHB TEITPFIE LIS EIE, ROa~xy e L TF

HTHEHTE £,

run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash sync.sh start

14T 4T Bash>z)LDT7 T)r—< 3 14

WOHNL., 2A T 47 Bash = LDT F Y r—a kR L TCWVWET,

bash-4.2# cat /etc/init.d/hello.sh
#!/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > SPIDFILE
rm -f SOUTPUTFILE
while true

do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $OUTPUTFILE
sleep 10

done

bash-4.2#

bash-4.2#

bash-4.2# cat /etc/init.d/hello
#!/bin/bash
i
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# hello Trivial "hello world" example Third Party App
#

# chkconfig: 2345 15 85

# description: Trivial example Third Party App

#

### BEGIN INIT INFO

# Provides: hello

# Required-Start: $local fs Sremote fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs Snetwork

# Description: Trivial example Third Party App

### END INIT INFO

PIDFILE=/tmp/hello.pid

# See how we were called.

case "$1" in

start)
/etc/init.d/hello.sh &
RETVAL=$?

stop)
kill -9 ‘cat $PIDFILE"
RETVAL=$?

status)
ps -p ‘cat S$PIDFILE"
RETVAL=$?

restart|force-reload|reload)
kill -9 ‘cat $PIDFILE"
/etc/init.d/hello.sh &
RETVAL=$?

*)

echo $"Usage: $prog {start|stop|status|restart|force-reload}"

RETVAL=2

esac

exit SRETVAL

bash-4.2#

bash-4.2# chkconfig --add hello
bash-4.2# chkconfig --level 3 hello on
bash-4.2# chkconfig --1list hello

hello 0:0ff l:0ff 2:0n 3:on 4:0on 5:on 6:0ff

bash-4.2# 1ls -al /etc/rc3.d/*hello*

lrwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/Sl5hello -> ../init.d/hello

bash-4.2#
bash-4.2# reboot

Jwu— R

bash-4.2# ps -ef | grep hello

root 8790 1 0 18:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh

root 8973 8775 0 18:04 ttySoO 00:00:00 grep hello
bash-4.2#

bash-4.2# 1ls -al /tmp/hello*

-rw-rw-rw— 1 root root 205 Sep 27 18:04 /tmp/hello
-rw-rw-rw— 1 root root 5 Sep 27 18:03 /tmp/hello.pid
bash-4.2# cat /tmp/hello.pid

8790

bash-4.2# cat /tmp/hello

Sun Sep 27 18:03:49 UTC 2015

Hello World

Sun Sep 27 18:03:59 UTC 2015

Hello World
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Sun Sep 27 18:04:09 UTC 2015
Hello World

Sun Sep 27 18:04:19 UTC 2015
Hello World

Sun Sep 27 18:04:29 UTC 2015
Hello World

Sun Sep 27 18:04:39 UTC 2015
Hello World

bash-4.2#
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AT

e Guest Shell IZOWT (43 ~=—3)

* Guestshell (2B 21 EFIH L HIRHFIH (44 RX—)

* Guest Shell ~D7 7 & &x (51 _—)

s AN v VEHAENAY V—R (51 X—)

« FA Rz VORE (52 =)

AR T NDEX2 VT 4 RATF ¥ (61 X—)

AN TFAN VAT DT 7 AHIR (64 2X—)
AN T LOER (64 RX—)

o [AEY— R & Guest Shell fEHOMFE (78 ~<—)

AN TN EDT T r— g OKEGERIRER) (79 X—)
* Guest Shell 7257 7'V r—3 3 > &2 KEGEMICEEIT 2 TIE (80 <—)
o FAN VENNTOY LTI T TV r—a (80 —)

* Guest Shell (IZEH T HRED N T T Vv a—T 07 (81 X—2)

Guest Shell [ZDUVT

Fz L 72 2 Linux B3 CO NX-OSCLI B LW Bash 7 7 B Rz T, AA vFix., [FR K
T EFEZID Linux 227 (LXC) WNTHEITEIND DEESNTZFEITARX—A~DT 7
vRXEYVR—FLET,

AN vz VNG, network-admin (21T OEEENH VY 97,
eLinux £ NI —2 A VA =T 24 AN LTeRy NT—=7~DT 7 ¥ A,
ALY TFDT =TTy a~DT kA,
o 2A v F OFFREME tmpfs ~DT 7 & A,
¢« AA v F D CLI~DT 7 k& A&,
c AL VFDEAR T7 A VAT L~DT 7 &R,

* Cisco NX-API REST ~DO 7T 7 & &,
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«Python 27 U 7 h & A A h—)L L CEITT HIEBE,
R EYFMBIEYMEY FOLinuk 77V r—vaim A A ML L TEITT HHERE,
= T FHAIC &> TERITEMAY 0 B 2 LT, o) Linux =27 FTERITER TV B %

N ATART TV = a NEER S 2 T, T r—va rO=—X & Linux
REA I AR ARTHIENTEET,

NX-0OS 534 2 TlX. Linux Containers IZ virtual-service 2~ > RTA A h— /L EHINE
4, Guest Shell I%. virtual-service show =~ > RO HIZEREINFE T,

\}

CGE) 7 74/L b TIE, Guest Shell 1%, A&IZT % EKI35MB O RAM & 350MB D7 —h7 7 v
Vo EA LET, Guest Shell 23F ] STV WEE X, guestshell destroy =1+ > K& {# ]
L CHIE®REZBMHE L £,

Guestshell [ZBH9 535 FI1E L HIfREI1E

FTARTOY ) —RIZHBOITERIA

| o

gE Guestshell DA > & f“_‘/l/lj\j’(ﬁxg A{/ﬁ%%iﬁi Lfij}%/ﬁ\tt\ Guestshell T v 77 L — F%f%
TTDRMI, 7= 7T via, 7Ry 7 AAXA L —Y, £ Guestshell /L— ~ 7 7 1 )L
VAT LDONEROMDIGITNCEFE 2 RF L ET,

guestshell upgrade avy }‘ﬂj:\ ZIKEE'UL:\ guestshell destroykguestshell enable%@;’\ﬁb
THIITLET,

« Guest Shell 1%, 4GB D A& U Z## L7- 3500 5 /L (3524, 3548, 3524-X. 3548-X) T
W AR—FENTWERA, ZHE, XL E, IVEZLS DAV EHATT T v 74—
LTHR—FENET,

* Guestshell TV — K= ¢ ® DHCPD Y — "—%FE{TL TV AHE. SVI & —fEIcfiH4
HE, ITAT Y MCBEIET LAY 7 —ICHENRAT LN H Y 9, Arae/e[alkE
WiX, 7e—FX v 2 NIEZHEHATZZ LT,

* run guestshell CLI <> R&EMFEHL T, A4 v F D Guestshell {IZ7 7 AL ET, run
guestshell A< R, WA N = ~DT7 7B AFEHZID run bash I~ KITH
BLET, Zoa~vr REfHT 5 &, Guestshell iZ7 7 A LT Bash 7’1 > 7 k& s
L7220, Guestshel D> 7 XA NNTavy REFETLIEY TEET, Zoa~r R,
NAT =R LOSSHAEM LT, 7740 hOXy U —7 Z7i1%MIZ & % localhost
DA FIREZR AR — MTHERE L £ 7,
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ssshd—T A VT f1E, B—HNVHRAPFTY v AL LT, Ry hT—7 DHE L DR
PATEERET S Z LI XY, Guestshell ~\OFEFHEKREN/ZSSHT 7 B A2 f#E T £
"9,—0 sshd ﬁiﬂiOK@%‘éﬁE?ﬁ)% D jf—g_o

« ZHE, RRAU—KRIZT7 =Ry 7 LN F—_— ZXDOFFEH IR ST E
‘g—o

« Guestshell D FFHEENFE 12 Guestshell I 7 7 B AT A= DIfEH IS F— 255 2
LINTEBDIL root 7217 T,

s root MR A M EDOF—2ET 7 7 A N EHRHSIMD Z LR TE, "R MBash7 7
Y A B R OIEREL — — 3% — 2 L T Guestshel IZBFt CZ 2L ol LET,
F v hU—7EH o —Y —3, Guestshell T sshd DBIDA A X L A &BAIE LT,
Guestshell % v U — 7 &2 —H—%, Guestshell Tsshd DBIDA > AKX > X % Btk
LT, &y hU—27&# a2 —W—|L, Guestshell T sshd DBIDA AKX o 2 &BAGAE L
T, 7I7EBATELLIICTHIENTEETA, Guestshellizr 71 »F 52— —
WZiEry N — 7 EHEHER S 52 bET,

(GE)  Guestshell 2.2 (0.2) THASNTZF— T 7 A WL, =2—HF—T D
72 RAMERR ST = —1TxF L CREAILD ATRE T,

I 512, Guestshell 747 7 > MIEHEIMICHIBRS LW, A3
ozt Xy MU EHEEDHIBRTOLERNSH D 77,

2.2(0.2) X Y Ai® Guestshell £ > A h—/LTlX, fHlx D2—H—
Ty NSRBI ER S E R A,

T ITHHTEDLHLWAAL »FIZCiscoNX-08S V7 b7 =7 VU —R%&A LA R—/L
4% & Guestshell X HEINIZEZINC RV F4, FOBRDAAL vF VT NI TDT v 7
7' L— RTCiL. Guestshell [ ZHENICT v 77 L—RENEHA,

* Guestshell V UV —ATlL, BAFEZITREAN—Ta U NERIND &, ATV Y —F 5N
éj\bij—o

« NX-0S ® Guestshell 1%, BIE/ SZADR— I, 77 —A 7 T ZAD Linux f v F—7 =
AARALLTT 7 EBATEET,

¢ NX-OS @ Guestshell |Z. NX-API ~®Da—H /L Unix Y4~ v & fEH L. dohost #/L T2
<~V Ry VIT 7B ATEET,

1. 9.3(8) LAFED NX-OS @ Guestshell (233 T, NX-API V7 v h~DT 7 & AL, root/ &
HE -V —HRTORFATINET,

2. 93 (8) LLKE®D NX-0S ® Guestshell IZFBWT, NX-0S 7 7 A )L AT L~DT 7T A
X, root/EHE 22—V —72 1T NITVWET,

* Guestshell U UV — 2 Tl&, CVEWfiRIRIND &~ AT —F 5035 LE T, Guestshell i,
CentOS 2NAB L7-8 812D CVE Z# HH L £,
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« dnfupdate ZfE/H LT, CentOS UARY hUMnHH— RKX—F 4 DX = U7 1 55k
FEZEERGTLAIZ2BE#IOLET, ZNIZED, CiscoNX-OS Y7 Ny =T DT v/
F— R E2FoZ L BHPMATEEICR 577 L ZFICATFTELAREENELNET,

F 721, guestshell update =~ > FZfEH T2 &, BEAFD Guestshell rootfs 235 (& X #ix 541
FT, WA~ A XL T v =T Roulr—0OA A b—)LiE, ZDO#H L\ Guestshell
rootfs DA 7T X A NNTHEETTLHILERHD £,

Cent0S DY R— F& T & Guestshell ~D L

Guestshell I% CentOS BIBIZE DK LXCaAVTFFTY, A—7v V=R a3a2=T 4 DEH
XD E, CentOS8 7= ME2021 4F 12 AL TIZHAR— KT LET, CentOS7 7

nY =/ MEIAEE S, 2024 4 6 A E TR — PR T TS FETT, CentOS7 O ZDE

WY R— M2 LY., HHFOD CiscoNX-0S V7 F 7 =7 10.2.x 1% Guestshell 2.11 (CentOS 7 ~X—
) WXy —=fpENTWET, ZiE, 101x U U —2RDT 7 /L MNREETH 5 Guestshell
3.0 (CentOS 8) A&z F7,

Guestshell 2.11

CiscoNX-0S U U —2Z 10.2(1) LAF%, CentOS 7 237 7 #+ /L b @ Guestshell BB & L CHERH S
F L7z, BEEOFEMIZOWTIL, TCntOSOYR— MMET | 7 a v 2R LTI7EEN,

Guestshell 2.11 {21 python2 35 & TY python3.6 DR — M3 FJE LT EF, Guestshell 2.11 &
Guestshell 3.0 D OEREIXFR U £ £ T,

N\

GE)  Guestshell 2.11 @ rootfs YV X13K) 200 MB {2 L £ L7z,

Guestshell 3.0

Guestshell 3.0 [ZFEIESNTEY . NX-0S102x S IIFHTEX ¥ A, Guestshell 2.11 ZfFH
THZEEBEODLET, 72720, 102x Y 7 b7 =7 %, Guestshell3.0 2> 7 FH L 010.1x
TEIWEL TV 5 3.0 Guestshell =2 T F & O HEHMEAHER L TV ET,

N

(GE)  Guestshell 3.0 @ rootfs 1 X%, Guestshell 2.0 ® 170 MB (2% L C 220 MB T9,

Guestshell 4.0

Guestshell 2.x (213 Centos 7 3 & LTV E T, Centos 7 DY AR — MMET 12024 0D T,

L 72235 7T, RockyLinux 9.2 X—A®D Ixc 2 7 F T 5 Guestshell 4.0 73, Guestshell 2.x & &
Xz 5 TETT, Guestshell 4.0 (X, CiscoNX-08S U U—R102.6 B8LVFT 74 /L k /3 r—
L LT Guestshell 2.x B X 7 a— RA[RER A7 > a & LTHIHTE £9, Guestshell
401%, KDY Y —ATT 74V MR ET,
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Guestshell (<83 2:xEHmEesREE [

\)

GE)  Guestshell 4.0 ® rootfs ¥ X% 400 MB T, Guestshell 2.x Tl 350 MB TL 7=,

Guestshell 1.0 5* 5 Guestshell 2x ~D7 v 75 L— K

Guestshell2.x 1%, CentOS7/L— bk 77 A )V VAT KZHSNTWET, 227 27 % Guestshell
1LOICTNE T LTz cconf 77 ANERITZ—T 4 VT 4 DA TRy 7 AVKRY NI RHD
55 1%, Guestshell 2.x TR URBAFIAZ 4D KT HEAH Y 9, CentOS 7 DiENZBJE L
T, BRRAZ V7 NeBT 20ERNO L5800 £7°,

Guestshell 3.0 Z{#F L 7= Jacksonville J ') — XN 5D NX-0S DEFH 5 L— K

Cisco NX-0S U U —A 10.1(1) LAKE, Guestshell 3.0 Y R— DA T T AT 7 F ¥ RN—T g

X 1111281 & EF s TuvET (show virtual-service 2~ R THER L TL7Z&W) , Lz
> T, Guestshell 3.0 OVA I[ZLIRTD Y UV —ATIIFEHTE A, Installall 2~ > KA&fEH
THE, N=Va VOARA—ERHIEE I, =T =B Ar—3INET, Guestshell3.0 ZLLFTD U
V=X 7 L— K9 HENT. Guestshell 3.0 ZfilfFHE L T, Guestshell 3.0 3 LLFTD U Y — R
TEBLZ2WEOIZTDZ 2B LET,

Guestshell 2.x

Cisco NX-OS (X, +5372 ) V=A% b DV AT ADT 7 4/ b THBIHIIZ Guestshell DA > A
=B LOFEIMLEITVET, 7272 L. Guestshell 35— K L72\> Cisco NX-OS 1 A —
TTFNRA AN v— RENDHEE. BEFED Guestshell 23 B BRI HIR &

AU, $VMAN-2-INVALID PACKAGE MFITINFE T,

Guestshell 2.x 7 & Guestshell 30 ~D7 v 75 L— K

Guestshell 4.0 13, Cisco DAY 7 bU =7 XU rn— R X=UhbH 7 rn—RTE,
guestshell upgrade =~ & A L TA A h—/LT&E £7,

WKDFIZ, Guestshell DUV —RZRLET,

% 2: Guestshell ') ') — R

Guestshell ') 1) —X

NX-08 BN R—rg 51—
A

HR— k &h % Python D/\—
D=

2.x 10.2.1 ~ 10.2.6 Python 2.7 ¥ & UX Python 3.6
3.0 10.1.x python 3.6
4.0 DX u— RA[RE OVA | 10.2.6 Python 3.9

Guestshell 4.0 127w FHL— K3 BIZIE, ROavy FEFERLET

o FA RNV VA A =)L ZILTWRNWEEIZIE, guestshell enable package <downloaded
ova> I~ REFITLET,

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



YINERYYTHE |

B ceesshen @y 2 rEFE HIRTE

)

ARz ANRA VA N—)LEF, EITINTWAHEAEIZIL, guestshell upgrade package
<downloaded ova> =~ > K& EITLET,

GE)

4GB O RAM Z#5# L7722V AT A TIiX, 7 7 4V b TiX Guestshell XHEN/2 D EHA,
guestshell enable =~ > FZf#H LT, Guestshell 21 > A h—/L L THAMLET,

install all =~ > R, BAED Cisco NX-0OS A A — & H—4» F®D Cisco NX-0S A A —T &

O HHMEERGEL F7,
HHPEDIRNA A=V A VA B =L LIRE DO 2RISR L ET,
switch#

Installer will perform compatibility check first. Please wait.
uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 % $VMAN-2-ACTIVATION STATE:
Successfully activated virtual service 'guestshell+'

Verifying image bootflash:/n9kpregs.bin for boot variable "nxos".
[#H##H#44f 4444444 44#4] 100% —— SUCCESS

Verifying image type.

[#####44f 444444 #44] 100% —— SUCCESS

Preparing

wn

version info using image bootflash:/.

[#####44f 4444444 #44] 100% —— SUCCESS
Preparing "bios"™ version info using image bootflash:/.
[#####44f 444444 ##4] 100% —— SUCCESS

Preparing

wn

version info using image bootflash:/.

[###f44 4444444 4444) 100% —- SUCCESS

Preparing

wn

version info using image bootflash:/.

[#####44f 4444444 4#4] 100% —— SUCCESS
Preparing "nxos" version info using image bootflash:/.
[#####44f 444444 ##4] 100% —— SUCCESS

Preparing

wn

version info using image bootflash:/.

[###f4H# 444444 4444) 100% —- SUCCESS

Preparing

wn

version info using image bootflash:/.

[###44#444 444444 44444] 100% —— SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out which feature
needs to be disabled.".

Performing module support checks.

[###4##44444 4444 44444] 100% —— SUCCESS

Notifying services about system upgrade.

[# 1 0% -- FAIL.

Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do 'guestshell destroy' to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#

\}

GE)

RA N TZ 0T 4 AL LT, Guestshell Z4 7R — kb LTVl Cisco NX-OS A A—P% Y
72— R9 %12, guestshell destroy =~ > K% f# fl L T Guestshell ZHIBR L £,
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FRIRE SN SSHD H—E X

Guestshell /£, AZB)RFIZ OpenSSH H— "— %Pt L £ 9, H— 3—IL, localhostIP 77 KL A& A
YHA=Tx2A X 127.00.1 TT U HNIERSNIER—FTOHRY A LET, ZAIZED,
guestshell F¥— 7 — RN A SIS iz & X2, NX-OS RAB T = /L) 5 Guestshell ~D /XA T — K
LS RIEINE T, ZO— =000 T S D0 FORERK

/etc/ssh/sshd _config-ciscolld %) NEE ZN7-5H . NX-0OS CLI 2> 5 @ Guestshell ~
DT 7B ADBERE LR WATREMED N BV £,

ROTFNETIX, Guestshell N T root & LT OpenSSh —/N—% A L 2 & 2L L E T,
1. SSH &ML 20 v bV — 27 AHEIZEM £7213 VRF ZRE L £,

2. OpenSSHMARY v AT AR —hERELET, TTIHEHINTWDEIR—FEERT DI
IZ. NX-0S =1~ > K show socket connection Z{#H L £9°,

)

CE)  RRTU—=KZ2LDOT 7 ¥ AHD Guestshell sshd —E A%, 17680 725 49150 FTH T & A
fbanfzAmR—brE2FEHLET, N— FOBEELEITHI21E, ZO#EFENADOR— P2 L TL
72 &0,

ROFMTIL, OpenSSH Hr——ZEH L7, HITIE. IPT KL 10.122.84.34:2222 TH
P netns @ OpenSSH H—/N—ZfEL#) L £,

1. WDT7 7 A NVENEKR L ET: /usr/1ib/systemd/systm/sshd-mgmt . service B &
Y /etc/ssh/sshd-mgmt_config, 7 7 A MTITR OB T,

-rw-r--r-- 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rw-—-—-——-—- 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt config

2. Unit & Service DA% /usr/lib/systemd/system/ssh.service 7 7 A VD
sshd-mgmt .service IZa2E— L £7,

3. sshd-mgmt .service 77 A VEIRD L S IZHELET,

[Unit]

Description=0OpenSSH server daemon
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

EnvironmentFile=/etc/sysconfig/sshd

ExecStartPre=/usr/sbin/sshd-keygen

ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt config
-D SOPTIONS

ExecReload=/bin/kill -HUP S$MAINPID
KillMode=process

Restart=on-failure

RestartSec=42s

[Install]

WantedBy=multi-user.target

4, /etc/ssh/sshd-config DINAE% /etc/ssh/sshd-mgmt configiZ=a ™ —L £,
WEEZS U C, ListenAddress IP &R — R & EF L E 9,
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Port 2222
ListenAddress 10.122.84.34

5. WD a~< RaEfEH LT, systemetl 7—F > 2B L £,

sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1

6. (A7 vay) WkzfRLET,
ss -tnldp | grep 2222

7. Guestshell ~@ SSH:

ssh -p 2222 guestshell@10.122.84.34

8.  HHD Guestshell 71T AL v FOHLEN DT> TERZ R LE T,
sudo systemctl enable sshd-mgmt.service

9. NRU—KZ2L®SSH/SCP XY £— NFEITDHA . ssh-keygen -tdsa =2~ > K&
I LC. SSH/SCP (2§ % —4— 1D D/ABASE & fmsk 2 A L £ 7,

ZD%, ¥—I%/.ssh7 4 V7 D id rsaBLWid rsa.pub 7 7 A /MIRFEE
ﬂ\i—é’—o

[root@node0l ~]# cd ~/.ssh
[root@nodel02 .sshl# 1ls -1

total 8
o . 1 root root 1675 May 5 15:01 id rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id rsa.pub

10. APA¥—% SSH T 2~ icavr—L, 77 B AFA#EEL T,

cat id rsa.pub >> /root/.ssh/authorized keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*

1. RNRAU—RRLTUE—F AA v FIZSSH £721% SCP :

ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination

Localtime

Guestshell X, &mA ~ AT AL /etc/localtime Z#HF L FE T,

\}

GE) AR NEFE Clocaltime #3F L=< WAL, 2O R w7 Vo7 28 LT, Guestshell
EHD /etc/localtime #/EKTE £9,

switch(config)# clock timezone PDT -7 0
switch(config)# clock set 10:00:00 27 Jan 2017
Fri Jan 27 10:00:00 PDT 2017

switch(config)# show clock

10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017
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Guesthell ~0>7 7 2 [

Guest Shell ~\OD 7V X

Cisco NX-OS @5 7 # /L k TlX. network-admin == —% — D7 Guest Shell IZT7 7 B AT £

T AUV AT A THENWIZAZIC/e>TEY, runguestshell =~ REIHL T 7 &
AT&EET, runbashz~ FE—HLT, ZNbHbDa~<2 FiE, NX-OSCLI =~ RO run
guestshell =~ > R X ZH L T Guest Shell N THITTE £,

\}

GEX)  GuestShell 1X, 4GB %25 RAM Z#H L7 AT A THEIMIZANZ/R Y £,

switch# run guestshell 1s -al /bootflash/*.ova
-rw-rw-rw— 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw— 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

\}

GE)  22(0.2) LABED Guest Shell i, AA v FliZr A LTWbha—HF—LELa—HF—Th 7
NEBERICIERR L £, 7272 L, hoT X TOE#RIL, A1 >~ F & Guest Shell DL—HF— 7
By METHEINERA,

X 51T, GuestShell 74 7 v MIBEIPICHIBRI N2 WZ®, REZ/Ro7t L ZIZRry hU—
JEBENHIBRT AL ERDH Y FT,

JAL I UVIZERSND)VY—R

TI7AN T, TR =D ) Y =3, BEDOAA v FHREMENTED Y V=210
SREEE G2 ET, Xy NV ERENT AN = VBINMO Y Y — A B NE LT 55
4. guestshell resize {cpu| memory | rootfs} =~ > KX, ZNHOHIREZEE L £3

)y—2 TIAIE BINEK
CPU 1% 1/%

AEY 400 MB 256/3840 MB
Z L= 200 MB 200/2000 MB

CPU fiIfRIZ, AT 2NDMD L B a—TF 4 VT AMEDHEAENHDLHEIC, A V=
ANTETENTNDEZ A ICHEZONDV AT A AL Ea—TF 4 V7 Fx 80T  Dr3—
T F—TF, CPUY V—RDOEBAENRWES., AN Vo VNOZ 27 3HIBRI L ES
Ao
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\)

6=

reboot =~ R&EEH T £,

UY—REY Y TEEL LKL, FA N V= VOFEEINLETT, Z0O7HIZ, guestshell

FX R T )LD

Guestshell (21X, T 7 4V s TRIAMEERZ O2—T 0 VT ¢ LEEENDH VY 77,

A MY = UE CentOS 7 Linux BREETH VY . ZOFWWEANTICENL RENEZY 7 bo=T Ry
=%, yum A VA M—)LFBH T LR TEXET, Guestshell (21X, net-tools, iproute, tcpdump
EOpenSSH R ED TRy b T —F% 27 T34 A THRICHIFE SN DL O— &7y — L3 H
HNC AT ENTWET, Guestshell2x DA, 1IBIIO python /N> 77—V % A VA F—/v T 572
OO PIP & [AERIZ, python 2.7.5 3T 7 4 /L h TEENTWET, Guestshell 2.11 TiX, 77 4
Jb kT python 3.6 bEHEFNTNET,

FIFNEFTIE, FRAP 2T 64 By FOFEITAR—ZTE, 32 8y hOYR— FAQKE
IRAIE, glibci686 /Xy 7 —T % yum TA VA =L TE 7,

Guestshell X, AA v FDOEBR—FET—X R— 2R TT-DIFEHEND Linux £y U —
I A HE—T oA AT 7 BATEET, ifconfig & ethtool 72 & D #AE) 72 Linux D AV » K
La—7 4 VT 41, WU E—OIEIENTEET, £ ¥ —7 A AP NX-OSCLI T
VRF [ZEE SN S &, Linuxk £ NI —27 4 H—T =2 A ATZFD VRF DXy b U — 27 £Hi
ZERICEE SN E T, AAIZEMIL /var/run/netns TRAZ L3 CT& | ipnetns =—7 1 1
TAEMHL T EIERAFEMO L THFARNTEITTEET, WOhD2—FT 4V
7 . chvrf & vrfinfo (X, BIOAFIZERTHEIT L, 7 BEARFEITIN TV DL ETZEM /vrf 12
B4 AW UG o7-dicf it s x4,

systemd (X, 7" A b =/l &G Te CentOS 8 RE TH — U AL EHT L7 S E T,

Guest Shell @ NX-0S CLI

PR it 22— —RBF 2N Vo VRENDHRA N Ry BU— 7 BEHRHIINX-0S a7
VRERITTEALIICTART AU — g o HMELET, dohost 7 U —a vid,
Zh7a NX-OS R F /olidexec 2~ REZIF AN, TNOHEFA N xy NT—7 BRITIHITL
ESc

dohost 2~ > REMEONHT & X%, £ NX-0S 2~ RE2—&E| G E-I13 E3| G CHte
ZENTEET

dohost "<NXOS CLI>"
NX-OS CLI/FH#gH S E5 Z &N TEET
[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"

Holdtime in seconds: 120
Global CDP information:
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GuestShell 0%y k7—5 7o 12 |

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format
[guestshell@guestshell ~1$

NX-OSCLI %, a~r FoOMIcEIaa  ZBMTAZ 125D, NX-OS AZ A LVDa<
VR Fx—rHEFHLTCHEITF 2T H b TEEYT, (BEIazn ol A
NR=ANRLETT, )

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

\)

(GE)  Guest Shell 2.2 (0.2) AR ZEH 32 U U —R& 7.03)I5(2) DA, dohost =~ > K& L CTHA

FCHEITSNTa~y Rid, VA v a—FOF e — /RS RETEITSNE
R

DO NR—= g v DF A Sz bid, Xy FT— 7 BEEEL~NLONERTa~ Ly RF2FETLE
j—O

NX-API ~® UDS 8 DD B KA EITET S &, dohost 2~ > RIIHERER=IZ2 0 97,

Guest Shell TOxRY FTJ—9 7Ot X

NX-0OS A A »F A— ~i&, Guest Shell TiL Linux £ hU—27 f X —T = AL LTS
N E 9, ifconfig F 7217 ethtool Z i L C. /proc/net/dev DFE it 72 & D — %72 Linux A
Yoy RIFT_RTHR—FERTHET,

GuestShell 121X, Z< Oy NT—7 2—F 4 UT 4 BT 74V b TEHEENTEY
chvrf vrf command =~ > R&fEH L TS EIFE 7 VRF THEHATE £,
[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255

ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0 dropped 185 overruns 0 frame O

TX packets 12967 bytes 3023575 (2.8 MiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

Guest Shell N TlE, Xy hT—2ZRBEE=HF ) IV TEETN, BETHZLIITEEY
Ao v BT —2REBALET SHITIL, B A kD bash 2 = /L TNX-0OS CLI % 7= 133 8] 72 Linux
=T 4 VT4 =EHLET,

Z ® tepdump =2+ > RiXGuest Shell {28y 7 —I b ENTEY , BEHAR— MELIEFTAAL vF
KR TN NENTE RN T T 4w 7Dy b RL—ZEAREIC L E T,
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B cuestsheli coxy ro—5 7o

Z @ sudo ip netns exec management ping =—7 1 U 7 ¢ i%, fEES N v b U — 7 L E1ZEH
DaALTHFARNTavy REFTT 5720072 5ETT, ZiiXGuest Shell N THEITT
TET,

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp_seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 V7 4 ZfEEO OIS TV ET,

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

\}

GE)
i‘g—o

awy R L TEITSND chvrfa~< > Rid, BIED VRF/ X N — 7 AFiZ2E/-CTHEITI

7oE 20X, BEEVRFREH CTIP T KL 2 10.0.0.1 Z ping 35121, =~ Fix lchvrf management
ping 10.0.0.1] T3, scp £/olLssh 2 EDfthd=2—7 1 U7 4 HRIERKTT,

i

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

fo0@10.28.38.48"'s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r—--r—- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflashl]$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflash]$

VAT A EDOVRFDOY A N EEET 5121, NX-0S )51 A T 1 712, showvrf £ 7- 1% dohost
a<v L RE N LTCavry REFERLET,

il

[guestshell@guestshell bootflash]$ dohost 'sh vrf'
VRF-Name VRF-ID State Reason

default 1 Up ——

management 2 Up -=

red 6 Up -=
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Guest Shell N Tlid, VRFIZEHEAHT vz y U — 27 ARiZEMNERICEAsnET, o
X NI — 7 LRI PGAET D E RS D MER 2550860 £,
[guestshell@guestshell bootflash]$ 1ls /var/run/netns

default management red
[guestshell@guestshell bootflash]$

Guest Shell N> R A A VA BT D120, U ANR—ZERTH20ENRH Y F9°, Guest
Shell C /etc/resolv.conf 7 7 A N AEMREL T, F* v MU —Z7 (T L7 DNS f— AP — 3L K 2
AU EEDET,

il

nameserver 10.1.1.1
domain cisco.com

Fm A== & R AL O HIE, NX-OS B Ol Sh iz b 0 & —HT 2 HER b Y &
T

Bl -

switch (config)# ip domain-name cisco.com
switch (config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

AZA y FISHITP 7rFky —"—2 M+ 25x >y NU—7NICH 554G, http_proxy 36 &
O https_proxy E25E % H Guest Shell N TRRET D LENH D 77,
i

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

IS OBREEEIL, bashre 7 7 A LV E T IFTH#E YR A7 VT R TREL T, KW THDLZ L
HHERT DMENDH Y 97,

AR IILTODIT—,IS5ya~DF7I1ER

Fv bU— 7 EEEF T, NX-OSCLI 2~ ROMEHRITMZ T, Linux 2~ KEa—7 ¢V
TAEBHL T 7 ANVEEETEET, AN Tz /VEREEO /bootflash (T AT X 7 — K7
FwakvUry A2 412X Y, network-admin (X Linux 2~ > REFEHLTCINHDT 7

ANEEIETEET,
il
find . -name “foo.txt”

rm “/bootflash/junk/foo.txt”
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\)

G FAN v MNOZ—F—DLENIARA NOLGELE LTI N, 7 A b = /VFhlo=z—3—
LETZERNCH D . wid 1ITARA b FOoa—F—04Fié —HLERA, 7V —7BIREOMD
T ANDT 7 EAHEIT, FA N Pz a—H =T 7 A UK L TEY T 7' A DOFEE
ZHIE L E9,

Guest Shell @ Python

Python (31 % 7 77 4 71T TE 32, python 227 V7 N& T A N =V THEITTH
ZEHTEET,

i

guestshell:~$ python
Python 2.7.5 (default, Jun 24 2015, 00:41:19)
[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

Xy NU— 7 BEEDPH L Python Xy 7 —T & A VA R—)LTEDL LI, AL =L
(21X pip python /Xy r—3 v 2= ¥ WEENTWVET,

Bl -

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100% | #4444 4444 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshell]l#

)

GE)  pipinstall =~ > K& AJJT5HIIZ, sudosu 2~ REATTHRLERH Y £,

Guestshell 2.11 @ Python

Guestshell 2.11 [Z{%, Python 2 & Python 3.6 D 237 Y A A h—/L EFATWET, Python 2
FLE3EA VAN NATHEDIZA—F—RBURELTLT 7o a 3b 0 £H A,

[admin@guestshell ~]$ python
Python 2.7.5 (default, Nov 16 2020, 22:23:17)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
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Guest Shell /13— 3 > 210 & T® Python 3 (Cent0S 7) .

[admin@guestshell ~]$ python3

Python 3.6.8 (default, Nov 16 2020, 16:55:22)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Guest Shell /X\—<0 3 > 210 & T® Python 3 (Cent0S 7)

AR vz 2XIE, T 74/ hTPython 3 231 > A h—/L &I T 720 CentOS 7.1 B2 5 %
UL £9, CentOS7.11Z Python3 A > A h—/F 52X, Y—F =T DIV RI N %
T2, FEILNPLEN NI E, BROFERHY 3, Mot 7y a i, ALy A
T LNIZHEEL D /N— 5 D Python DA > A h—/L % W 7R — k9% Red Hat Software Collections
AT 52 & TY,

Red Hat Software Collections (SCL) Y —/V % A A b—/L 3 5|Z13:
1. sclutils X —T% A A =L LET,

2. CentOSSCL UARY MU ZHZ LT, STV % Python 3 RPM DWW 0% A > A
F—LET,

[admin@guestshell ~]$ sudo su

[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test

Transaction test succeeded

Running transaction

Installing : scl-utils-20130529-19.e17.x86_ 64 1/1
Verifying : scl-utils-20130529-19.e17.x86_ 64 1/1
Installed:

scl-utils.x86 64 0:20130529-19.el7

Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos

Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail
warning: /var/cache/dnf/x86 64/7/centos-sclo-rh/packages/rh-python36-2.0-1.e17.x86 64.rpm:
Header V4 RSA/SHAl Signature, key ID f2ee9d55: NOKEY
http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el17.x86 64.rpm:
[Errno 12] Timeout on
http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el17.x86 64.rpm:
(28, 'Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds')
Trying other mirror.
Importing GPG key O0xF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https://wiki.centos.org/SpeciallnterestGroup/SCLo) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e71 f2ee 9d55
Package : centos-release-scl-rh-2-3.el7.centos.noarch (@extras)
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From : /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SIG-SCLo
rh-python36-python-1libs.x86 64 0:3.6.9-2.el7
rh-python36-python-pip.noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86 64 0:2.0-1.el7
scl-utils-build.x86 64 0:20130529-19.el7
xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL 235 & . Python3 OEREESZ HEMIIHREL T, A X T2 7 4 772 bash & v
varEERTEET,

\}

(G£)  SCLPython f v A h— NV ZMEHT L7201 — h 2a—F—Z0HEH ) £H A,

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Python SCL @A > A h—/LCliL, pip 2—7 4 V7 ¢ bigfhESh £,

[admin@guestshell ~]$ pip3 install requests —--user
Collecting requests
Downloading
hityes://files. pytharhested. arg/feackeces/51/ad/ 23926034 1ea65 10003200808 ae0f82305800 72321 02 Il 1S 7o/ reqests 2. 2. 00y 2. oy 3-nare-ary .whl
(57kB)
100% | #4444 4444444444444 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
https://files.pytharhosted. org/ackages/14/2¢/ad551081del 52000el of41a0386%46fe 7226 1A50af TabSATf A 74c9/idre2.. 802 oy 3-nane-—arny . whl
(58kB)
100% | #4444 4444444444444 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
hites://files.pytharhested. arg/packaces/locy/ a9/ 01 £fefiob@2e42 740rA8 ToAdol doec TcaShec 751 Ad22e4c51 £1409844308 /dhardet=3.0.4-0y2. oy 3nre-ary . whl
(133kB)
100% | #4444 4444444 143kB 441kB/s
Collecting certifi>=2017.4.17 (from requests)
Downloading
hittpes: //files joythartosted. arg/eackanes/9/63/AfS0cac9Bes0dB3006c552390 30 1A IcFAdE 78 0ac9cfibdoed9/car ti £i-2019.11. 2802 oy 3-rare-ary.whil
(156kB)
100% | #4444 4444444444444 | 163kB 447kB/s
Collecting urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading
hitpes: //files. pythorhosted. arg/cackaces/eB/74/64£91 7145020£96 IAD332433080%01 009095 73346923088ea4afedlls 7 7£Arr 11103-1. 25840 2. py3-nare-ary.whl
(125%B)
100% | #4444 4444444444444 | 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllipb3-1.25.8
You are using pip version 9.0.1, however version 20.0.2 is available.
You should consider upgrading via the 'pip install --upgrade pip' command.
[admin@guestshell ~]$ python3
Python 3.6.9 (default, Nov 11 2019, 11:24:16)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux
Type "help", "copyright", "credits" or "license" for more information.
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Guestshell 4.0 @ Python .

>>> import requests
>>> requests.get ("https://cisco.com")
<Response [200]>

77 4V N @ Python 2 f > A h—/Li%, SCL Python A > A h—/L &~ T& £,

[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python?2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print 'Hello world!'

Hello world!

Software Collections Z{# 425 L. F U RPM OEEDON— 9 B2 AT AT, VA R—)L
T&Ed, ZO%A, Python3.6 IZNZ T Python3.5 A > A h—/L 9% Z LN A[HETT,

[admin@guestshell ~]1$ sudo dnf install -y rh-python35 | tail

Dependency Installed:
rh-python35-python.x86 64 0:3.5.1-13.el7
rh-python35-python-devel.x86 64 0:3.5.1-13.el7
rh-python35-python-1libs.x86 64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86 64 0:2.0-2.el7

Complete!

[admin@guestshell ~]$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

\}

GE)  #ED Python X— 2 VR SCLIZA VA R— A ENTWDHEXTHLWA XTI T 47

bash v a »ZET % & libpython H ATV =7 b 77 A NV — RTERNEND
RIREMFEAET D AlREMEAY & © £ 97, source scl_source enable python-installation =~ > K % {if
LT, BifEDbash £ v a U CREZEYICE Y M7 v 7/ TE LRI H Y £,

7 7 4V h® Guest Shell A h L' —Y D ¥ ¥ /327 43, Python3 %A A h— /LT 5DIT+57
TEH Y £/ A, guestshell resize rootfs sizesinrMB 2~ > REZEH LT, 77 AV VAT LD
A XL ET, BHE . rootfs DY A X% 550 MB I ET UL+ TT

Guestshell 4.0 @ Python

Python2 |3 IE & 7272, Guestshell 4.0 TIIEHTEEHA,
Guestshell 4.0 |Z, 7 7 4 /L b ® Python 23— = > & LT python3.9 ZHR—F L E 7,

[admin@guestshell ~]$ python

Python 3.9.16 (main, Dec 8 2022, 00:00:00)

[GCC 11.3.1 20221121 (Red Hat 11.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
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>>>
>>>

Installing RPMs in the Guest Shell

The /etc/dnf.repos.d/CentOS-Base.repo file is set up to use the CentOS mirror list by default. Follow
instructions in that file if changes are needed.

Dnf can be pointed to one or more repositories at any time by modifying the yumrepo x86 64.repo
file or by adding a new . repo file in the repos . d directory.

For applications to be installed inside Guest Shell 2.x, go to the CentOS 7 repo at http://mirror.centos.org/
centos/7/0s/x86_64/Packages/.

Dnf resolves the dependencies and installs all the required packages.

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"-—-->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el17.i686
"-->" Running transaction check

"-—-->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl 1686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/2): nss-softokn-freebl-3.16.2.3-9.e17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.el7.i686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.e17.i686 1/2

Installing : glibc-2.17-78.el17.1686 2/2

error: lua script failed: [string "$triggerin(glibc-common-2.17-78.el17.x86 64)"]:1:
attempt to compare number with nil
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#2 R vzLntxayFc KzxFr |

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.e17.1686
Verifying : glibc-2.17-78.e17.1686 1/2
Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1686 2/2

Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.i686 0:3.16.2.3-9.el7

Complete!

\)

Note

)

When more space is needed in the Guest Shell root file system for installing or running packages, the
guestshell resize roofs size-in-MB command is used to increase the size of the file system.

Note

Some open source software packages from the repository might not install or run as expected in the Guest
Shell as a result of restrictions that have been put into place to protect the integrity of the host system.

HRRzlDEFal T4 RRF ¥

AA Yy FTOFA Nz VOMFHIZ, Ry MU=V EHREN AT LAOWReZ & E T2 I3LE
TEBHELDFED I DITEEEAL, FAS v VE, AT AT KA I TFX )
U SN FATERBE AT 2 L2 AME L CWVET, ZONBHCLY, xAT 4T D
FATEREE & HMEN IR WA DOSH D Y 7 =T 2V AT ATEATE Y, /2, VAT
LOEME, N7 g —~ A, FRIFAT— B E5 2R OVRETY 7 b =T 2FE(TT 5
ZEbTEET,

[Hh—JLEESSE/Xv F (Kernel Vulnerability Patches) ]

AL, BEMOMEIITEICHAST 57T v T x— A T v 77— T, BEiE#ET % Common
Vulnerabilities and Exposures (CVE) (Zxt& L E T,

)

GE)

A 2lE, Guestshell 4.0 (Rocky Linux 9.2) EREEDMegstEZBEI L TH Y | FROEEE,

Rocky Linux 2> H A FAEIC/R > LR CTE O E T,

[ASLR 35 & U* X-Space M H-7K—  (ASLR and X-Space Support) ]

CiscoNX-OS (X, FvHZA LT 4 7= ADTHDT R L A% Layout Randomization (ASLR)
& Executable Space Protection (X-Space) DA ¥4 — Kk LTk 9, Cisco 3 EH LI 3y
r=voY 7 y=TiE, ZOKEENHLEY, YATACMOY T hT =T B, A b—
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NEINTWDLHEIE. o077 /) ualaYR—FT25HRAFO0S LY — NV F=—%
EMLTHET L E2BEIOLET, ThIZKY 7 hU =T BN RMRAE IR
2 WETER) 70 BB R RIS D L9

ZERE D 57 Bt

Guest Shell BgHild, = F & E 24 A1%9M0 % H L TGuest Shell DFEITAR—RA %R A hDFE[T
A= H Y)Y EET Linux 2 7 F—NTEITSNET, NX-089.2(1) U U —ALIKE, Guest
Shell [ZB D —H —ZFIZ2M THEITE M., GuestShell N T/L— b & LTETER TS T ak
AIEA FDO— R TEHARNWEZD, FA R VAT LAOBREMEZIEH#ETLIOIEILET, IR
SO7avR L, uid v v B DHICGuest Shell N Tuid0 & L TETEINTWA L HIZH,
ZFETH, I—FMFTINEO Tt ADOEREED uid ZREMLTEBY | @/ —F —4Fi2e
N @ POSIX #§HE 2 Rl L £ 77,

Z—HF =38R A R 2> 5 Guest Shell (ZA % & Guest Shell NIZ[F U4 R D 2 — W —3ER S E
9, ARNT—E L £ 928, Guest Shell NDOZ—HF—D uid (X, KA FDuid £F L TEHY £
/e Guest Shell NO—FRIEG AT + 7 (7=& Z1E, /bootflash F7-1E /volatile
) EOT7 7 ANVICHIERET 7 EATEDL LT DH720IT, AA MTHEHAIND AR
NX-OS gid (72 & %X, network-admin ¥ 72 (3 network-operator) 75 Guest Shell I~ v B 7 &
NET, TORBRIC, EIXFRCIZe Y, = —%—0D GuestShell £ A X L AN KA~ D7 )L—
T AUN=2y IS @Y e N — I EREMS T STV ET,

Bl LT, =P —pob IZOWVWTEZTHELLE Y, KA FET, pob [ZIFRD uid 3 LV gid
AUNR—=V o TRHY FT,

bash-4.3$ id
1uid=2004 (bob) gid=503 (network-admin) groups=503 (network-admin),b 504 (network-operator)

2 —H—pob MGuest Shell IZH D6, HRA RNLD T )—TF X2 /3—3 v 7 73Guest Shell |2
BREINET,
[bob@guestshell ~]1$ id

uid=1002 (bob) gid=503 (network-admin)
groups=503 (network-admin) , 504 (network-operator), 10 (wheel)

AR A b Bash ¥ = /L & Guest Shell T —W—pop (T L > TER I N7 7 A VOFTAE B+
TR0 EF, LUFOHIIBIX, Guest Shell N2 HAERR SiL7= 7 7 A L OFTA B 723,k
REDH A 1002 TIE7Ze< 12002 THDHZ L AR LTWET, Zhid, ARk Bash &=/
LIEITENT-a~ 2 F L Guest Shell DFhllF A ~—Z 35551+ 11000 TIEE 572 TY,

T 7 AND T N—T B IL network-admin T, W7 DOEEE T 503 T,

bash-4.35 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob host

bash-4.3$ 1s -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob host
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N |

network-admin Z/L—7FD T 7 A )L )N—3 v g VERIE L. bob WA A K =/l & Guest Shell
D} T network-admin D A U N—TH B, 22—V — X7 7 A NVZT 7 BATEET,

LT O 1I%, Guest Shell BREEN T, bob Ik > THR R FBAERRENTZ 7 7 A VOFTHE#H
BT 65534 TH D Z EARLTWET, ZiUE, EBEORHBITR, 22— —D4R1ZERIC
~ v T INTZHR T OFPHAN ORI H D Z EERLTHET, v v TSI TRV T
X, ZOfEE LTERRENET,

[bob@guestshell ~]$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob host

[bob@guestshell ~]$ 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob host

IL— k21— —D IR

BRI a— RERBETHEDORARNT T 7T 4 AL LT, BIVYTONEX AT ZFEITTH
T2 OB/ NBORETT S r—a VB FITTHZ L 2B LET, B LAWT 2
T R &R T2, GuestShel IBMENTZY 7 b =2 TIiE, ZOXRRA KT Z 7T 0 AZHED
VIR H Y FT,

WDOFT_XTDHO 71k AT, Guest Shell 1 Linux DFEFEIME T L7722 L2 X DHIRORGRE 72D
T4, TV — 3 Troot MR A M & T HEMEA AT T HMENH D55 1L, root 7
Uy NOEMZ, root 7 7 & AL E R E/NROBEEE » MTHIRL, ZOE—RTT
TV —va U EFATTE DR O N— RilR72e EomomgEz i L ET,

Guest Shell 2395 WD /L— MIxF LT Fay 7 &5 —#O Linux #EEIXRD & B0 TF,
* cap_audit_control
* cap_audit write
* cap_mac_admin
 cap_mac_override
* cap_mknod
* cap_net_broadcast
* cap_sys_boot
* cap_syslog
* cap_sys_module
* cap_sys_nice
e cap_Sys_pacct
* cap_Sys_ptrace

* cap_sys rawio
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B ==
* cap_sys_resource
* cap_sys_time
» cap_wake alarm
net_admin FEREITHIBR SN EE AN, 2— W —AFIZEME Ry NT— 7 ZRTZEMOA A NTE
MELZ LV | Guest Shell 21— — |31 ¥ —7 = f ZADOREAEHL TEZEH A, Guest Shell ND
root & LT, tmpfs & ramfs ¥ > FMEFTRIAAS U R v My fETEET, o~ o
v NMIBsIEENET,
)V —REHE

DDoS W# (%, WEXNGD2—W R~ oy N —7 HiffE#zEHTcER2NL 91T 5
RAET, NEYLREBEERIEZEOH LT 7V r— 3y a— R, SEiaidiE, 7« 27
HE, AFY, BLOZEOMDY Y —ZDOEENHE DOFEFR & LT DoS 5| i Z 9 ATREMEA
HYET, FAMI, FAPF T2V ERA R EOV—E AW O THAIEHRZATCED M TH
F NI s PR RE A Rt U E

AR T7A4IWN DRTLDOT Y AR

FARN T2 VNDT 7 A NVDZENEHERET 72D, “AN YD T7 740 VAT A
IENX-OSCLI BT 7 BATEEH A,

AN T)LOEHE
LRI, FARN v VEERT L0 a~< R TT,

®3TRMT)LCLUATUFR

avw >R Bl
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avy kR

B

guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

VAT A ARA=JVITHBIAENL TN D
OVAZFEH LT, YA xzbE AR
=N 1LTT 27747 LET,

BESINTY 7 boxT Nylr—
(OVAZ7 7 AV) 1TV AT hA A—
NS DMIPIATN = (N r—
UINEE SN TOWRWES) AL T,
FAN 2NV VA N—LLTT Y
T4 LET, B, FAR Y=L
NRolr—UlF, VAT LA A—TIZHED
AL Z Sk o TORFIHTE £,
FAN V2RI TIZA VA =&
TWa5Ea, Z0a<y NEA A b—
LENTWAF AN = VBRI LE
9, . ZiUiE guestshell disable =~
Y RFOBIHERH I NET,

rootfs-file-URI 23EE S LTV D IGE -

VS NIVE VI N E 3P Wb /N - R
\Z. A b vz /brootfs A ' AR— kL
FT, Zoavy RE, BESZ Ny
=V THAN vV EERLET,

guestshell export rootfs package
destination-file-URI

AN )LD rootfs 7 7 A VE T —h )L
URI (F—F7F v 2, USBILARY) o=/
AR—HMLET,

guestshell disable

Vv kBl AN e VOB
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avU R ERBA

guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

BEINTY 7 boxT Nylr—v

(OVAZ7 7 A V) TV AT LA A—
DN OMIIAF Ny I — (N r—
UHRE SN T RWES) 2L T,
FAN V= NVEIET 7T 4 7L TCT v
T7L—FLEY, HYL FADL Y=
Ny =D, VAT LA A=VITHD
A Z Ik o ToORFIHTE £,

AN 2z VOELED rootfs 1X. V7 b
T =T Nl —@ rootfs IZEEHLZ 5
nNEt+, Y2 vz MI, Ty ST L—
R& bR T 28 XY 7740 A
TAEMALEEA, KcHte &
U 77 A )L AT AR WEEA .
guestshell destroy =~ > RiZ#él) T
guestshell enable =~ > K% {# F L C rootfs
EEEHZLIELTEET, Ty TS
L— B 5&, AN = VT
77 4 7S ET,

Ty L— R avr NEFATT 50
2, MEREZRD L T 07T RRFREN
£7

rootfs-fileURI N fEE SN TV H A -

FARN Yz VRTTIZA VA b—L &
TWAES, A~ > =/L® rootfs 7 7
ANEALHR—FLET, ZOav R
E. BEFEOF A e v EHIRLET,

BEShERRyr—IIZAf VA =L L
F7,
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avy kR

B

guestshell reboot

FARN 2 NVEIET 7T 4T L TS, B
ET 7747 LET,

V7 — b a~vr REEITT DRI, EREK
LT T ERFRRSNET,

GE) ZAUE, exec E— R T guestshell
disable =~ > KMD%IZ guestshell
enable =~ R3fE< O LR LT
j—O

i, YAz VRO T otk
APMEIELTEY, HEET L4
BENDOHENRIDLET, 20
runguestshell =< > Rix, 7 A k
TV TEITEN TV D ssha lTHK
FLTWVET,

T ROERE L 72 W IGA T,
sshd 7 2 AR TEIE L7=F]
REMENN S Y £9, NX-OSCLI»H
TA NV VOREENEFATT D
L. FEELTa~vr FEEILT
TET,

guestshell destroy

FAN T2V —ER%2ET 7T 4 7L
T ToA VA= 1LET, ANz
ZBIEAHT BTV D TR T O EHA >~
AT MMZIRENET, Z @ showvirtual-service
global ==~ Fi&, Zh 6 OHEAE RNV
FHAHFRRIZ 72 D0 &R LET,

Zoa~xy Ra3iTT 5L, destroy 2~ K
ZIAT T DRNCHERZ RO D T m 7 Rk
RSIVET,

guestshell

run guestshell

Y TurT R TETICETESNTWD S
AN v UCHER L £, SERa—F—4
[NAT— R

guestshell run command

run guestshell command

AN VBEOD T % A RN T Linux /
UNIX a2~ RZETLET,

awy ROETHR, A vF Fr 7 MR
D ET,
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avy kR

B

guestshell resize[cpu [memory |rootfs]

FA N ¥z ZEN ST H AR

firfEsaZE LES, ZHIL, KIFA v =

ABEIACE T ITFREE S & IS

720 ET,

GE) A REHEOEIL, guestshell
destroy =~ R&iHT 5L 7V
TINET,

guestshell sync

TUTF AT A—rS— NP L RH LS, A
W= RAVPNRHDLVAT AT, Z0ha<wy
RIZFA N V2 VOB 7 ANET 7T 4
T A= RN PINHAH N A==
A PIZEE L E 9, network-admin i, A X
INA A== A PR RA— /=3
(272572 & EIZIE U rootfs 42 L H T
AR Tz b rootfs NERTE STV D & X,
Zoavy RERITLET, ZOa~vr Fx
R LARWGE, AZ LN A—/3— R
LD A== W TR FEE/R 7 A h v =
WX =V HFEHLTCT 77 47 m—Z
BT 2 L&EI2, AN vz ADHiTZICA v
A R—vERET,

virtual-service reset force

AN 2 VETIIMREY — A2 EHTE
BRWEAIE, VAT ADY o— RETH, reset
a<w REFEHLTTF AN Vol TXTO
AR — B X 2RI HIBR L ET, 7V —
Ty T EFETTDHICIE, VAT AEHE—
RELMERHY £, ZDa~vr ReJ(T
L72#iE, AT ARV n—REnb £ T,
AN  VETRITEMOEEY —E X% A
VAR VERIFAICT L LIETEER
g

Uty b EBRGT DRNCHERZ RO BILET,

\}

GE) AN U= VBREEZAME/MIENEL, 77 82T 2103, BHEERRSLETT,
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Guest Shell D Exh1L .

6=

\)

FAN T, AAN VAT ALEO Linux 277 (LXC) & LTEAINET, NX-08
TN, ATIiL, LXC I virtual-service 2~ R CA VA M=)V EEBEINFET, YA~ vz b
1. virtual-service @< > FIZ guestshell+ & WO ARIOE—E R L L TEREINET,

G¥)

T ARz VIZERO VMBS — 2 < N3RS NET, Zbd =z~ RIINX-0S
92 (1) VU —=ATIIHEFRICR>TEY, FkDV J—2ATIHHIBRESNET,

KD exec ¥ — T — RIIEIEFETT,

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

RO F—U — F3FEIE S ET,

(config) wvirtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

Guest Shell D EZh1{t

guestshell disable =~ > RiZx> ¥ v F& 7 LT, Guest Shell ZH2h{k L E 9,

Guest Shell 2N SNTRIETU AT L% U n— K35 &, Guest Shell iIZEY{L I N=F F
W20 E£9,

]

switch# show virtual-service list
Virtual Service List:

Name

Status Package Name

guestshell+ Activated guestshell.ova
switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch $$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'
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switch# show virtual-service list
Virtual Service List:

Name

Status Package Name

guestshell+ Deactivated guestshell.ova

\)

6=

guestshell enable ==~ > FC Guest Shell 37 7 7 4 7L Z £ T,

AR VTIILDOHE
guestshelldestroy =~ > NiX, YA N =2V & ZDT—7T 47577 b&aT7 A A M—/LLE
T, ZOavy KT, YA M Y=L OVA IFHIBRES N ER A,

FARN VI VPRESNZIRETI AT 22 ) o—R45E, YA M vz VidES NS
Fi20 E9,

switch# show virtual-service list
Virtual Service List:

Name

Status Package Name

guestshell+ Deactivated guestshell.ova

switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your
work. Are you sure you want to continue? (y/n) [n] y
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service

'guestshell+'
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Successfully destroyed
virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

\)

6=

)

guestshellenable =~ > FZHLC, YA b VYo VEHERNITHZENTEET,

GE)

CiscoNX-OS Y7 b =7 Tl avTFNRA A b—LE N5 L, oneP #EEN T — DL T
TR A LTCHBPIZAEINC 2D 3, YA voWdar T THDH720, oneP HEEN
HENWIZBHAE S E T,

FAN vz VEHEHLZRWEATX, guestshell destroy =2~ > RCHIBRC&E E9, YAk v=
ARHIBREND &, ZDOHDOY v — ROTOICHIFRESNIZEEIZRV EF, 2FEV, FA b

)b AT FREIBRES L, AL T RER—RINTH, AR Y=b ar T FIEHE
IR SN E R A,
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Guest Shell D Ezh{t

Z @ guestshell enable =~ > Fi&, GuestShell V7 b7 =7 /v r— 5 Guest Shell %A >
A=WV LET, T74NEFTIEH VAT LA A—VIZHOIAENT NN T —UNA VA h—
JZHEF S E 9, Guest Shell NN S TWDERIL, 2O a~2 REMH LT, Guest
Shell #5777 4 7+ 5L b TEET,

Guest Shell DML S NIRETU AT A %2 YV v— K35 &, Guest Shell I(ZHIMLEINTZFF
2720 £,

Bl -

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 $$ SVMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

AR—R JT— k E— FTO Guest Shell DE 1L

NX-089.2(1) U U —ALIE, AT L% [HEAT— K £—F (basebootmode) | T7— h¥ %
TEEBNTEET, VAT AEREAT— N E— RCTEHTD L. Guest Shell [T 7 4L k
TIEBtE SN FEH A, ZDOF— FTGuestShell = AT 212i%, IKEkA 7T AT 7T %
L GuestShell f A —VEZEFLRPM &7 77 4 7TIZTHMERH Y 79, ZNEITO &, Guest
Shell & virtual-service =< > RBRHHATE 3 L9220 £,

RPM 7 7T 4 _X— g a<y RBROIEF TEITSNTZHE
1. install activate guestshell

2. install activate virtualization

GuestShell = > T Fi%, VAT LN T/ E— RTEEILZES L RBEICHBNICT 77 1 71k
ENFET,

RPM 777 4 _X—Ya v a~vy REWOIEFCIITLIZLA
1. install activate virtualization

2. install activate guestshell
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Z D%, [guestshell ZHF Mt (guestshell enable) | =~ > K& FIT7T 5 £ T, Guest Shell i3H
72 FA,

FZ kT ILDOES

CiscoNX-0S VU —=270 3) 17 (1) LU, 1 DDA v F THAEZA XENTEF A=
)V rootfs D AA » FIZEBBHTE£7,

T7a—FL, FAK Vzbrootfs T HAF <A AL THHbTZ I AR—FL, 77 AL P—
NIBRFETHZ ETT, POAP A7 U7 ML, A =)L rootfs LD A A » FITH T v~
H—R (AR —F) L, BEDHF A v VEZEDTNA ZZFHICA VA F—LTX F
S

X, T rootts DT AHR—

AR Tz )brootfs &7 AR— M9 521X, guestshell export rootfs packagedestination-file-URI
axy FafHLET,

destination-file URl /<5 A — % (X, # A ¥ =/l rootfs D3 B —ED7 7 A LDOLETTY, =
DT 7ANTIEZ, a—HNVURI AT gy (F—h7Fvia, USBl 72 &) MNABETT,

guestshell export rootfs package =< > K Cld, ROMLEIMTHONE T,
AN VN EEHCLET (TTITAEDTR>TVDIER)

e FARN vz A AR —F YAML 7 7 A VEAER L, rootfs extd 7 7 A /LD [cisco T A L
7 FUIZHALET,

srootfsext4 7 7 A V& X —7 v F URI OEFTIZa e —LET,

« FADN TV ARLHENZENT > TWEGEEIX, BEANCLET,

Guest Shell rootts D 1 > 7R—

Guest Shell rootfs 21 > R— b T 2546, BETRE 2 50RU1RH Y £7,

* Guest Shell 2MlFHE X 72 IRREDHG1E.  guestshell enable package rootfs-fileeURI =2~ > K
ZfEH LT, GuestShellrootfs (>R — R~ LET, Zoa~vy NI, fEShiz Ny r—
¥ C Guest Shell Z &8 L E5,

s Guest Shell 233 TIZA A b=V ENTWBEEIEL, guestshell upgrade package
rootfsfileURl ==~ > F&fEH LT, Guest Shell rootfs =14 > R—hLET, ZDa~v K
1%, BEFDGuest Shell ZHIBR L, fEE SNy Fr—V% A VA =L LET,

rootfs-fileURl /3T A—& (%X, a—H)L A hLb— (F—F7F v 2, USBARY) ITIREE
LT3 rootfs 7 7 A LTI,

T—=h 7T 9 allbdb I rANTIDa~vy ReETTHE, Z7AMFT— 7Ty
DARL—2 F—LICBEISNET,
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Guest Shell rootfs D A > 7/K— .

RA K TZ7 7 4 AL LT, guestshell upgrade package rootfs-file-URI =~ > R & f#i 9~ % Rif
o, 774NV ET— R 77 v a|lat®™— L, mdssum ZRIETAHAVLENH Y 4,

(3¥)  guestshell upgrade package rootfs-fileeURI =~ > RiX, Guest Shell N2> 5 FELT

GE)  rootfs 7 7 A /AT R ADBLFENR Yy =V TR Y £/ A, HITRT RO, AT D
HIZ, BA SN TWRWASy =V T 5 KO ICRET DLENH Y 7,

(config-virt-serv-global)# signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not
endorsed by Cisco. User assumes all responsibility.

\}

GE)  rootfs DRI AIHNN—T g U EEITLT HIT

s Guest Shell ZFEIZA > A F—/L STV 556 1X, guestshell upgrade =~ > K% GEAN
DINTG A=K =72 LT) HEHLET,

* Guest Shell 23 ZE S 47= & Z1Z, guestshell enable =~ K& (GBII/ST A —X 721 T)
ERL £,

)

GE)  Guest Shell N5, FTRIEINX-API 2 L TAAS v FONENSLZDa~<wy REFETT 55
B, P N EAXR TS TELOICHKETHHLENRH Y 9, terminal dont-ask

guestshell enable package rootfs-fileeURl =~ > K :
« rootfs 7 7 A /L DEARH IR IRREE FIT L E T,
srootfs # A h L— F—LZB#EI L 7,
*rootfs Z~ 7> b LT, feiscoT 4 L7 F UMD YAML 7 7 A Lz fhit L £9,
*YAML 7 7 A V2T LT VM ER (U Y =28 Ez2at) 2RELET,
* Guest Shell #7 77 4 7IZLE T,

guestshell enable Y — 27 7 a—nff :

switch# copy scp://user@l0.1.1.1/my storage/gs rootfs.ext4 bootflash: vrf management
switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %S %VMAN-2-INSTALL_STATE: Installing virtual
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service 'guestshell+'

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual
service 'guestshell+'; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2017 Jul 31 14:58:33 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

\)

(GF)  guestshell upgrade ® UV —7 7 v —®H#i{IZ, FEFD Guest Shell MFEE S L E T,

)

GE) YA REFEOfEIL, guestshell upgrade =~ > R&EHTHL 7V 7 & ET,

YAML 7 7 1 LD A > iR— k

Guest Shell D 7 —H — 3 EHAHE/R N O DREZ EFRT D YAML 7 7 A /Wid, =27 AHR—
MEEO—ERE L CTHBIRIZIER SV E T, Z4UE, /cisco 7 14 L7 U @ Guest Shell rootfs
ICHAIAENTWET, ZHE, Guest Shell =T FDBERFTRFTIEH Y FHA, =—
P—NERETZXDHNRTA—FDO—HOIHANEENTNET,

Guest Shell 7 >R — F YAML 7 7 A /LD :

import-schema-version: "1.0"
info:
name: "GuestShell"
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "lxc"
cpuarch: "x86 64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: "/"
capacity: 250

guestshell export rootfs package =~ > RZFE173 5 L. YAML 7 7 A A BVERSILET, 2D
7 7 A X, BUEEITH O Guest Shell D% v 7 F v LE T,

Tt 7 > a ZiE. GuestShell DFRBINZENLHOIEE T — Z BN EELTWET, showguestshell
detail =~ > ROHINZ—HOIERNERIILET,

FADMEIZ. YAML 7 7 A LOMER Sz & 2 @ UTC o= v a—F 4 o 7 T4, B3
FHND T —=~ v ML, RFC5545 (iCal) @ DTSTAMP & [F U T,

Y —Z 27 a T, Guest Shell AR b5 7 DI LB AR ERBIMICOWNTIBE L
T, ZOFEIOD target-dir OFE (/) X, T4 A7 % rootfs & L TikBl L £,
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vamL 77 4 L1 vti—

\)

(GE)  Guest Shell MIEFHE X7z & X2 A REH SN ENEE S -84, guestshell enable package
a~<» ROMARKFICZN D OENA >R — K YAML 7 7 A LV OfEL 0 ERE SN ET,

cpuarch X, 2T FTDOFETNTEEND CPUT —F T 7 F ¥ 2R LET,

T AR— M MRERET LEH%, YAML7 7 AV EERTEET GAREEZEELZY, &
BZG U CHAIE R/ NT A =X 2 L0 T E9)

Cisco IZ, JSON A ¥ —~ %M L TEE S 4172 YAML 7 7 A VA RGET D T2 DICEITTE D
Python A7 U 7 F 2RI L CTWET, FERRT A M TIEH Y FHADN (To& 21X, 7351 A[H
OV Y =AHRIFTF = v 7 SNEEA) . SRHIRTT—IZT T 72T H LR TEE
9, %G Te Python A7 U 7 M, [Guest Shell f > 7R— k =27 AR —} (Guest Shell Import
Export) Jhttps:/github.com/datacenter/opennxos/tree/master/guestshell_import_export {IZ&H ¥ £ 7,
KD JSON 7 7 A LI, Guest Shell f >R — F YAML ®O/3—2 2 > 1.0 DAF—< %5k LT
WET,

"Sschema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",
"description": "Schema for Guest Shell import descriptor file - ver 1.0",
"copyright": "2017 by Cisco systems, Inc. All rights reserved.",
"igv. ",
"type": "object",
"additionalProperties": false,
"properties": {
"import-schema-version": {
"id": "/import-schema-version",
"type": "string",

"minLength": 1,
"maxLength": 20,
"enum": [
"1.o"
]
}I
"info": {
"id": "/info",
"type": "object",
"additionalProperties": false,
"properties": {
"name": {
"id": "/info/name",
"type": "string",
"minLength": 1,
"maxLength": 29
}I
"description": {
"id": "/info/description™,
"type": "string",
"minLength": 1,
"maxLength": 199
}I

"version": {
"id": "/info/version",
"type": "string",

"minLength": 1,
"maxLength": 63
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}I

"author-name": {
"id": "/info/author—-name",

"type": "string",

"minLength": 1,

"maxLength": 199

}I

"author-link": {

"id": "/info/author-1link",
"type": "string",
"minLength": 1,

"maxLength": 199

}
}I
"app": {
"id": "/app"[
"type": "object",
"additionalProperties":
"properties": {
"apptype": {
"id":

false,

"/app/apptype",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"lxc"

]
}I
"cpuarch": {

"id": "/app/cpuarch",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [

"x86_ 64"

]

}I

"resources": {

"id": "/app/resources",
"type": "object",
"additionalProperties":
"properties": {
"eput: |

"id": "/app/resources/cpu",
"type": "integer",
"multipleOf": 1,

"maximum": 100,
"minimum": 1

false,

}I

"memory": {
"id": "/app/resources/memory",
"type": "integer",
"multipleOf": 1024,
"minimum": 1024

}I

"disk": {
"id": "/app/resources/disk",
"type": "array",
"minItems":

ll
"maxItems":

ll

"uniqueItems":

"items": {
"id":

true,

"/app/resources/disk/0",
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"type": "object",
"additionalProperties": false,
"properties": {
"target-dir": {
"id": "/app/resources/disk/0/target-dir",
"type": "string",

"minLength": 1,
"maxLength": 1,

"enum": [
"/"
]
}I
"file": {
"id": "/app/resources/disk/0/file",
"type": "string",

"minLength": 1,
"maxLength": 63
}I

"capacity": {
"id": "/app/resources/disk/0/capacity",
"type": "integer",
"multipleOf": 1,
"minimum": 1
}
}
}
}
} 4
"required": [
"memory",
"disk"
1
}
} 4
"required": [
"apptype",
"cpuarch",
"resources"

}
}I
"required": [
"app
1

"

show guestshell 2 < > F

show guestshell 27 > K .

show guestshell detail =~ > RO IZIZ, A N = A A VAR — RS/ n, OVARLA

VA M=V ENTEDERTHERBEENET,
rootfs% - > 7" — K L721% @ show guestshell detail =~ > KD,

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name : rootfs puppet
Path : usb2:/rootfs puppet
Application
Name : GuestShell
Installed version 3.0(0.0)
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Description
Signing

Key type

Method
Licensing

Name

Version

Exported GuestShell:

Unsigned
Unknown

: None
: None

R#EH—E X & Guest Shell [FRDFREE

Roa~vy FeA LT, B —E XL T A Y= VOFREMIETE 7,

YINERYYTHE |

20170613T1736482

avyU kR

8

Virtual Service Global

Infrastructure version
Total virtual services
Total virtual services

show virtual-service global

switch# show virtual-service global

State and Virtualization Limits:

1.11
installed : 1
activated : 1

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service

Resource virtualization limits:
Name Quota Committed Available

1

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992
switch#

Y —ERAD 7 r—
JVIREE LR 2 FoR L &
7,

show virtual-service list

switch# show virtual-service list *
Virtual Service List:

Status

guestshell+ Activated

Package Name

guestshell.ova

AR — B 2 DM, K
Yy —E2ADAT—H A
BIOA A =&
TWAHY 7 ho=T Ry
r=CERRLET,
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av Uk & EA
show guestshell detail guestshell /< &7 — |24
THEM (N—Ta
switch# show guestshell detail BLY I— R F A A
Virtual service guestshell+ detail N .
State : Activated 7L£ k) %%/T{ L’iﬁ‘o
Package information
Name : guestshell.ova
Path : /isan/bin/guestshell.ova
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version : None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU : 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial?2
Serial/Trace serial3

AR SIADLDT TUr— 3 oDkiEEREE)

T = a T, /usr/lib/systemd/system/application name.service (A A
h—/L &N 5 systemd / systemctl V—E R 77 A ILBMETT, ZOV—ERA 774
WME RO—EHIR T +—~ v MTTDRERDH Y £7,

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target
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\)

(B HHEO2—P—L L Tsystemd ZEITTHITE, V—EAD (#—t % (service) ] BZ ¥ =7
T User=<username> B L F9°,

GuestShell "S5 F7 T U5 —o 3 U akEGIZHEEIT B F
&

ATy Tl ERTERLET 7Y r—vary $—EA 77 A /L% /usr/lib/systemd/system/application name
e v A R—ALET, F—E R

AT w F2 systemctl start application name C7 7'V 7 —3 g U EBBLES

ATY T3 77U r— 3 ) systemetl status -1 application_name THEITSNTWDH I L 2MERLET
AT w74 systemctl enable application_name TV r— RKHZT 7V r—a v aHEETEXAH L5 LET
ATw TS 77V r— 3 ) systemctl status -1 application_name THEITENTNDZ L 2R LET

ARSIV TOY TV T IV r— 30
WL, AN v vDOT 7V r—varaRr L TVET,

root@guestshell guestshell]l# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $SOUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> SOUTPUTFILE
sleep 10
done
[root@guestshell guestshell]l#
[root@guestshell guestshell]l#
[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]
Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s

[Install]

WantedBy=multi-user.target

[root@guestshell system]#

[root@guestshell system]# systemctl start hello
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[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon
Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#
[root@guestshell guestshelll# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

Uwu— R

[root@guestshell guestshelll# ps -ef | grep hello

root 20 1 0 18:37 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015
Hello World

Sun Sep 27 18:38:13 UTC 2015
Hello World

Sun Sep 27 18:38:23 UTC 2015
Hello World

Sun Sep 27 18:38:33 UTC 2015
Hello World

Sun Sep 27 18:38:43 UTC 2015
Hello World

[root@guestshell guestshelll#

systemd / systemctl THEITTBHE, 77U r—a UMEIE LGS (FloidmifilkT
Li=%6) . 77—y a iEEBICEEZS SNET, e 2 @Bl b e b L 226
T, TV A — g MR TT5E, o 2831257 CHEIWICHES SN ET,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

Guest Shell [CE8T AEIED S I a—TFT 429

70 3) MADE I L—FRRIZHFRA N DT ILIZT7 9 RATELWN

FAN 2 VNDT 7T 4 TAETIIHET 7T 4 Tk F et 2dic, NX-089.2 (1) VU —
AMEBHNX-087.0 3) 7V VU —A A A= (=P —=ZHIZEMOVHR— FR72W) ([ZH T
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JL—RL7eHE, WOa~vy REETTEES, YA o/VTEEBILETHS, YA v
T 7B ATEXRWVROKEEIZZY 3., ZOMEOHRBAIZ. YA N = LOBITHIZY
0— RRBITENTH/AE, FA L Y2 VND T 7 A VB 2—F =LA ETIZEM O R — k372
NX-0S U U — A CflE Rl E 72k B 8 IR S e W =T,

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service 'guestshell+'
switch#

switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

switch# run bash 1ls -al /isan/vdc_l/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

ArwXIrWXIrwx 4 root root 80 Apr 27 20:08
“rw-r—-r-- 1 11000 11000 0 Mar 21 16:24 .autorelabel
1 TWXIWXIWX 1 11000 11000 7 Mar 21 16:24 Dbin -> usr/bin

FARNY VORI T 7 A NVEHH Z L ZoORENSEET A121E. URNCET ST
72NX-0892 (x) A A—VEMBEAL Ty AT 2% Y r—FL, NX-0S7.0 (3) I7A A—YT
VAT LEYa— RTOENI, T AN Y2 AN (727 47 (Activated) ] SAVICIRRBIZ 2D &
HIZLET, I 1204 T v aiE NX-089.2 (x) OEFFHIZT A b v =&ML,
70 3) 17 TYr— RLZRICHEGIZTHZ LT,

T2 2 VAREFT D b ONRL BT 5771008, A A—V2EESPFICHEL T
FERRTE £,

BRI DIL— NS T—rI25922aDIT7AILICTIRATELWN
TARY )LD — ST — "7 T3 aDT 7 ANMIT 7 EBATERWESRHY £3°,

RA NG

root@switch# 1ls -al /bootflash/try.that

-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

FAR VD

[root@guestshellbootflash]# 1ls -al /bootflash/try.that

-rw-r--r-— 1 65534 host-root 0 Apr 27 20:55 /bootflash/try.that
[root@guestshellbootflash]# echo "some text" >> /bootflash/try.that
-bash: /bootflash/try.that: Permission denied
[root@guestshellbootflash]#

L, 22—V —DAEIZEBNHE A N VAT LERETHEDIERH SN TWA =0, F A b
T D)— FPREBRITIE VAT LD — F TR WZ ERRKRTH LA etEnH 0 97,

ZORMENSEETAIZIE. 77 ANDT VB RAHRIE T 7 A ND T N—TF 3T T, T —
759y a bOIE 77 AN EBVICT 7 BATEXAZ L AN LET, F A& Bash
Yo a b T IR AHRELIIIN—T BT EEETAVNENLLEENHY T,
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Broadcom > T )L

e Broadcom > = /L2 DWW T (83 ~X—3)
o EEHEIE L HIEIE (83 X—Y)

e Broadcom ' =/ (bem-shell) ~D7 7+ A (83 _X—)

Broadcom > T JLIZDULVT

ZA S FOHIEINAHZNBIONT7 7 7Y v 7 £ 2—)V T4 B— FiZi, Broadcom D% k
U — gk Y (NFE) WE#HiEnCTWwWEd, NFE O8E, BiE X%/ 742 H—K
(LC) 713777 Vw7 EVa—b (FM) OFTNMII L > TR Y 9,

FEFEEHIRNSEIA

T2 ASIC DIF#HIT. HIRRL T 7 BA L CHAMDZENTEET, 272 L, YAAET20

HERREDEF 2 HELE L Tk A, Broadcom ¥ = /UICT 7 B AT AR HFITTEL TLEE
AN

Broadcom > =)L (bem-shell) ~D7 o €X

WDY¥ 7 2 a Tk, Broadcom > = /v (bem-shell) (27 7 R4 B IFEIZOWTEB L ET,
CLI APl Z{#FH L 7= bem-shell ~D 7Y £ X

bem-shell 2~ > Ki&, Cisco NX-OS CLI 7> HHFED T2 ASIC A AKX L A HEEINET,
T2ASIC AV AZ L RE, 777V w7 T a—)LERIERE SR T4 H— R EICEE
TEET,

o<y ROBEL, kO LEBY TT,

bcm-shell module module_number [instance number: command]
Bl
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module_number

X —TDEY 2 —)ILEE,

instance_number

T2 AV AX L AFS

FEE LD ST A, T2 A VAR AT FIZT 7 4V
M COICHREEINET,

CcUANKI—FK (*]) ZFETDHE, TXTOT2
A AR AP ENET,

command

Broadcom =< K

)

GE) Ipipe include] <> [redirect output to file| 72 £ Cisco NX-0OS =~ > R{iE#HHL T, 2+
Y R EEBRTEET,

)

(G¥)  CLIAPIZfEH L Ca~> REANT L E, BERAWNTUAT AT HU VT 7 v 7Ttk
ENFET, bem-shell PHEBANISNT-a~y NI, 7T 47 alIZiikInsw

Ao

27)9w9 FDa—I)ILDOXRA T« 7 bem-shell ~\OD7 Y X

8AB Yy T4 —FK (LC) ¥Y¥—YiX, K627 77 Vv EV2—/L (FM) %7K
ARTEET, INHDOAT Y M2l ~26 DF LT HLTE Y, bem-shell (27 7 & &
THFM 2 TETHIVLERDHY 7,

WIZ, Ay 24O FM D bem > = /VIZT VB AL, IV TFAM~NNVTIZTI7EBAL,
bem ¥ = VEK T T HHERLET,

eshowmodule =< > RZHFEHLTFM 2K R LET,

switch# show module

Mod Ports Module-Type Model Status

3 36 36p 40G Ethernet Module N9k-X9636PQ ok
4 36 36p 40G Ethernet Module N9k-X9636PQ ok
21 0 Fabric Module Nexus-C9508-FM ok

22
23
24

26
27
29

0 Fabric Module Nexus-C9508-FM ok
0 Fabric Module Nexus-C9508-FM ok
0 Fabric Module Nexus-C9508-FM ok
25 0 Fabric Module Nexus-C9508-FM ok
0 Fabric Module Nexus-C9508-FM ok
0 Supervisor Module Nexus-SUP-A active *
0 System Controller Nexus-SC-A active

Va2 ITHR LT, Ae Yy R 24D FMDa~y R34 T 7 8ALET,

switch# attach module 24
Attaching to module 24 ...

To exit type 'exit', to abort type 'S$.°'
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caw U REANLT, 777UV w7 FVa— /L VT NI T ~Droot 7 7 EAZEEL
\i‘g_o

module-24# test hardware internal bcm-usd bcm-diag-shell

Available Unit Numbers: 0 1

bcm-shell.0> 1

ZOBFET, Ay h24, T2ASICA Y AX U ALDT 77V v 7 Y 2—/LO Broadcom
VR ANRFEREINET, ANTHTRTOa<r Nk, ZORED ASIC A A Z AT
EADHDTT,

sbem =V ZHET L, FMMBHEIVEETIZIE, exit 2~ REFEHALET,

bcm-shell.1> exit

module-24# exit
rlogin: connection closed.

FGAA—FKDbem Pz ILADT IR

T4 —F (LC) O T2ASIC IZHHT2%E1E, ETEV 2 —/VIZER L, root E— K%
BA#A L. shell access exec & EAT LT, #6925 ASIC A v A X AR UE4, [HiHARER
ASIC DE. B L TWATFA v H— ROETF WL > TERALY F4,

WIZ, 22> R2DOLCOASICA VAZ L A1 Dbem Y = VIZT VAL, 32O T2A4 A
BUARETLC Dbem V= VAR T T A6 %< LET,

cEVa— 2L T, ARV F2DLCHOaAvLy RIAL T I EALET,

switch# attach module 2

Attaching to module 2 ...

To exit type 'exit', to abort type '$.°'

Last login: Wed Aug 7 14:13:15 UTC 2013 from sup27 on ttypO

av REANILT, 4 I—RKR VT vy =T ~Droot 7 7 EAZTUG L ET,

switch-2# test hardware internal bcm-usd bcm-diag-shell
Available Unit Numbers: 0 1 2

bcm-shell.0> 1

bcm-shell. 1>

ZOREBRT, Ay ’2, T2ASICA Y AHA A1 DT A 21— K EY 2 —/L® Broadcom
TV EFEH L TWDIREEIZ > TWET,

exit 2w REMFEALTbem =V Z&T L, FMOOEIVEELE 5,

bcm-shell.1> exit

module-2# exit
rlogin: connection closed.
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* Python OfEH (87 ~—2)

Python O { FH

Z ZTiE, Python 27 U 7 hDOIERK & FATO ROV THA L £

Cisco Python /Ny o —o

CiscoNX-OS 1%, f > #—7 =A %, VLAN, VRF, ACL, /L— & £ Dary xv k
T—20 TNAAEY a—)b~DT 7 &A% A[HEIZT 5 CiscoPython /X > 7 — U &2 L £ 7,

help() =@~ K& AJ19 5 & CiscoPython /X 7 — T Ol Z KR TEET, TV =2—/LN
DY FAERXY y RIZHET 2BIMERZIRGT 2I121E, FFEDEY 22— /LI L Thelp 2+ >
RN&FITLET, 72L& 21X, help (cisco.nterface) X, cisco.interface &Y = —/L D7 137 ¢
ERRILET,

W OB, Cisco Python /X 7 — UICEET D EMA R T D HEERLET,

>>> import cisco
>>> help(cisco)
Help on package cisco:

NAME
cisco

FILE
/isan/python/scripts/cisco/ _init .py

PACKAGE CONTENTS
acl
bgp
cisco_secret
cisco_socket
feature
interface
key
line parser
md5sum
nxcli
ospf
routemap
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routes

section parser
ssh

system

tacacs

vrf

CLASSES
__builtin .object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key

YINERYYTHE |

RIZ, Python 3 H1® Cisco Python /X 7 —VIZB T 2 1M A R AT 2 HIEOHIZ R L ET,

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or
>>> import cisco

>>> help (cisco)

Help on package cisco:

NAME
cisco

PACKAGE CONTENTS
acl

bgp

buffer depth monitor
check port discards
cisco_secret
feature

historys
interface
ipaddress

key

line parser
mac_address_table
md5sum

nxcli

nxos_cli

ospf

routemap

routes

section parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES

builtins.dict (builtins.object)
cisco.history.History
builtins.object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key

for more information.
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CLia<> kAPl D{EF

Python 7’1 77 I /' Filld, CLIa~v >y REFETTEDL 3OO APL ZEH LET, APLIX
Python CLI & ¥ = — L LA T& £97,

DD APLIZOWTIEL, IROEXTHM L ET, *fromcliimport =~ > R&f#H L TAPI &
AT H2RERHY £, ZHbD APL D513 CLI =2~ &~ FOIFHITY, Python A
2 —T7 U HZEHTCLI 2~y REFETTHITIE, RO APLOWTNHOF|HCF5 & LT CLI
av s REANLET,

#4:CLI2< > K API

json_string = clid (“cli-command”)

API £HBR

cli() HIE ST E X LT 2G5 CLL a2~ R

B DRMEOH 1%KL E T,

string = cli (“cli-command”) GE) AUEBTITT 4T Python A
Z—7U Zix, ST E T R
Wlsh (27— LTHH
LET, T nl & LTHA
SH, FERDFHEAZLSWGED B
0 E£4, clip) APLiZ, HIFerE m
WRERAEZM I LET,

clid() = FIZXML YR — s BFEET S 58014,

i - cli-command @ JSON H H &K L ET, ZiLLh

NADEET, PSR AT —ShET,

clip (“cli-command”)

GE) Z D APLIZ. show =~ ROH S
DORRBEFE T2 &R 255
NHY FT,
clip() CLI 2t~ RO % E#E stdout IZH AT L,
] - Python L:Li{ﬁ%@éhiﬁho

GGE) clip (“cli-command”)

L FIZETT (is equivalent to)

r=cli (“cli-command”)
print r

2oL kDo~ REMBICEITT D E, TOREIL I >Oa~vy RnbEFEOa~ Ly RET

Frft L £ A,

WOBITIE, PO a~ FORENR2EFBOa~ RTEE L2V, 2&FBDa<w K

R £,
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>>> cli("conf t")
>>> cli("interface eth4/1")

20O EDa<wy REREHIFETTDE, ZOREIZ 1 >Oa<wy RO a~y RET

Frfge L £,
WOHFITIE, 2FB L 3IFBDa~ FOWRENEHE T 720, 2&ZBDOa~» Rz LT
I/\ivé—o

>>> cli("conf t ; interface eth4/1 ; shut")

\}

GE)  floRT Loz, a~voRE ) TRELRET, EIarr G)iE, B—07 77 XF
THDMLERH Y 7,

CLINS® Python f 32— 1) ZDMEUH L
RIZ, CLI 75 Python 2 ZFFONHT HiEZa R LET .

)

GE)  Python A »Z—FVEZDOT 7 ME [>>>) £720% [...] TERRENET,

| o

BEE  Python2.7 DV AR— MIKT L, KD NX-0S V7 b7 = 7L Python 2.7 DI AR — M & FEI L
F4, HLWVWAZ U F TR, Rbvicpython3 A+ L2880 LET, LV =
NVEEHS S X 912 python3 2 A1 L £,

RIZ, CLI 75 Python 3 ZFFONHT HiEZ RS LET .

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads(clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW interface']):
intf=intflist['TABLE interface']['ROW_interface'][i]
i=i+1
if intf['state'] == 'up':

print (intf['interface'])

mgmt 0

loopbackl

>>>
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RERITA—<T Y b+

zrvr—<vt

WIZ, Python APl Z#ffl L7 S S FhFrn7+r—~y haRLET .
IR

>>> from cli import *
>>> cli("conf ; interface loopback 1")

>>> clip ('where detail')

mode:
username: admin
vdc: switch

routing-context vrf: default

2 -

>>> from cli import *

>>> cli("conf ; interface loopback 1")
L

>>> cli('where detail')

' mode: \n
switch\n routing-context vrf: default\n'

>>>

username: admin\n vdc:

3

>>> r = cli('where detail')
>>> print(r)

mode:

username: admin

vdc: switch

routing-context vrf: default

>>>

5 4 :

>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys():
print ("%30s - %s" % (k,out[k])

header str - Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
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http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
bios_ver str - 07.67

kickstart ver str - 9.3(5) [build 9.3(4)IILS9(0.879)]
nxos ver str - 9.3(5) [build 9.3(4)IIL9(0.879)]

bios _cmpl time - 01/29/2020

kick file name - bootflash:///nx0s.9.3.4.I1L9.0.879.bin
nxos_file name - bootflash:///nxo0s.9.3.4.IT1L9.0.879.bin
kick cmpl time - 5/10/2020 21:00:00

nxos_cmpl time - 5/10/2020 21:00:00

kick tmstmp - 05/12/2020 07:08:44

nxos_tmstmp - 05/12/2020 07:08:44

chassis_id - Nexus9000 93180YC-EX chassis

cpu_name - Intel(R) Xeon(R) CPU @ 1.80GHz

memory - 24632252

mem_type - kB

proc_board id - FDO22280FFK

host name - switch

bootflash size - 53298520

kern _uptm days - 0

kern_uptm hrs - 0
kern_uptm mins - 19
kern_uptm secs - 34

rr usecs - 641967

rr ctime - Tue May 12 09:52:28 2020

rr_reason - Reset Requested by CLI command reload
rr_sys _ver - 9.4(1)

rr_service - None

plugins - Core Plugin, Ethernet Plugin
manufacturer - Cisco Systems, Inc.

>>>

JEA > 259 T« 7 Python

Python 27 U 7 N4 % 5#& LT Python CLI =2~ > RCEMH$ 5 Z & T, Python A7 U 7' |
BIA LTI T 4T F— RCTETTEET, Python A7 U7 MI, 7—F 7T v v aFe
TR X — LD FNICELET D H4EENH Y £9, PythonCLI =~ R TIE, Python 227 U 7
FORKREO A~ N T4 UG EFEHTEET,

AA v FIE, Python 227 U7 N2 EITT 570D Y —ACLIa~y R AR—FLTWET,
bootflash:scripts 74 V7 h Ui, Y—ACLIa~<~> KOT 7V DRI VT T 4
L7 MU TY,

ZOBITIE, NCAZ VT P EFRRLTHLETLET, RFZX EEO7 7 A V&7 — |
77y alliio T 5L bDTY,

switch# show file bootflash:scripts/deltaCounters.py
#!/isan/bin/python3

from cli import *

import sys, time

ifName = sys.argv[1l]

delay = float(sys.argv[2])

count = int(sys.argv[3])

cmd = 'show interface ' + ifName + ' counters'

out = json.loads(clid(cmd))

rxuc = int (out['TABLE rx counters']['ROW_rx counters'][0]['eth inucast'])

rxmc = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inmcast'])

rxbc = int( J['ROW_rx counters'][1]['eth inbcast'])
( 10 [0]T ']

[ ]
out['TABLE rx counters' ]
txuc = int (out['TABLE tx counters' ROW_tx counters'] 'eth outucast'])

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)



| vznexvUTHiEE

Embedded Event Manager TR % 1) 7 F DE1T .

txmc = int (out['TABLE_ tx counters']['ROW_tx counters'][l]['eth outmcast'])
txbc = int (out['TABLE tx counters']['ROW_tx counters'][l]['eth outbcast'])
print ('row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast')

print (' ")

print (' %8d %8d %8d %8d %8d %8d' % (rxuc, rxmc, rxbc, txuc, txmc, txbc))
print (' ")

i=0

while (i < count):

time.sleep (delay)
out = json.loads (clid(cmd))

rxucNew = int (out['TABLE rx counters']['ROW_rx counters'][0]['eth inucast'])
rxmcNew = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inmcast'])
rxbcNew = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inbcast'])
txucNew = int (out['TABLE tx counters']['ROW_tx counters'][0]['eth outucast'])
txmcNew = int (out['TABLE tx counters']['ROW_tx counters'][l]['eth outmcast'])
txbcNew = int (out['TABLE tx counters']['ROW_tx counters'][l]['eth outbcast'])
i+=1
print ('%-3d %8d %8d %8d %8d %8d %8d' % (i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew
- rxbc, txucNew - txuc, txmcNew - txmc, txbcNew - txbc))

switch# python bootflash:scripts/deltaCounters.py mgmt0O 1 5
row rx_ ucast rx mcast rx bcast tx ucast tx mcast tx bcast

291 8233 1767 185 57 2
1 1 4 1 1 0 0
2 2 5 1 2 0 0
3 3 9 1 3 0 0
4 4 12 1 4 0 0
5 5 17 1 5 0 0
switch#

OB, EETLa~y FTa~wy RIA UGIBERET 5 5ikeFnR L T0ET, ZofIT
1%, policy-map |¥ cgrep python A7 U T RA~OBIETT, ZoplX, HFMEILIT KRBT

R () )% 2R LTHVET,

switch# show running-config | source sys/cgrep policy-map

policy-map
policy-map
policy-map
policy-map

type
type
type
type

network-gos
network-gos
network-gos
network-gos

nw-pfc
no-drop-2
wred-policy
pause-policy

policy-map
policy-map
policy-map
policy-map
policy-map

qgos foo

gos classify

gos cos-based
gos no-drop-2
qgos pfc-tor-port

type
type
type
type
type

Embedded Event Manager TM XY ') 7 FDET

Embedded Event Manager (EEM) ®7R YU > —|%, Python A7 U 7 &% KR—FLET,
WOFNE, EEM 7 27 2 a2 & LT Python 227 V7 M &2FETT 5 HiEARLTWET,
T vayavry REMHATHIET, EEMT7 7Ly MMZPython 227 ) S ha2E&HH 2

ENTEET,
switch# show running-config eem

!Command: show running-config eem
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'Running configuration last done at: Thu Jun 25 15:29:38 2020
!Time: Thu Jun 25 15:33:19 2020

version 9.3(5) Bios:version 07.67
event manager applet al
event cli match "show clock"
action 1 cli python bootflash:pydate.py

| last 33

switch# show file logflash:vdc 1/event archive 1

eem event time:06/25/2020,15:34:24 event type:cli event id:24 slot:active(l) vdc
:1 severity:minor applets:al
eem _param_info:command = "exshow clock"
Starting with policy al
stty: standard input: Inappropriate ioctl for device
Executing the following commands succeeded:
python bootflash:pydate.py
Completed executing policy al
Event Id:24 event type:10241 handling completed

« show file logflash:event_archive 1 =~ FKZ54TL T, B 77 A VHADA X MI Lo
ThIA—ENET 7 a v ERBETEET,
switch# show file logflash:event_archive 1 | last 33

eem event time:05/01/2011,19:40:28 event type:cli event id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem param info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py

PC_VSH CMD TLV(7679) with g

Cisco NX-0S vy b T—9 4 >3 —T 4 X & Python $£i &

Cisco Nexus A A v F TlE, Python 23 & 72 % CiscoNX-OS X v hT—2 f X —T = A A
EHAEINTUWET, ciscovrfset global vif () APIZ/ L TCaryTHF A MERETDHI LI
L0, HOEEN—T 47 arTHFANNPLROERENLN—T 47 2 TH X MNMIED
ADHTENTEET,

WOBNE, TSA ADEFHEA L H—T 2 A A% N L THIML R¥ 2 2> NERfSGT 2 Hikx
ALTWET, BOFEEL—T 47 ar T2 MUV EZX L2 LIk, #ilRmA v
B —T 2 A R LU THNBE T 4T 4 ~DOER LT HZ b TEET,

switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)
[GCC 4.6.3] on linux?2
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Python 1= & % CiscoNX-0S %207« [

Type "help", "copyright", "credits" or "license" for more information.

>>> import urllib2

>>> from cisco.vrf import *
>>> set _global_ vrf ('management')
>>> page=urllib2.urlopen('http://172.23.40.211:8000/welcome.html")

>>> print page.read()
Hello Cisco Nexus 9000
>>>

>>> import cisco

>>> help(cisco.vrf.set

global vrf)

Help on function set global vrf in module cisco.vrf:

set global vrf (vrf)

Sets the global vrf. Any new sockets that are created (using socket.socket)

will automatically get
python libraries).
Arguments:

vrf: VRF name (string)
Returns: Nothing

>>>

set to this vrf (including sockets used by other

or the VRF ID (int).

Python [Z & % CiscoNX-0S X1 7«

Cisco NX-OS {F R krix.

VT R T DCiscoNX-OSYV v Ry 7 2 LA ¥EBILOCLI v —

NR—=Z T 7R arba—y (RBAC) IZX-THR#ESINET,

Cisco NX-OS network-admin % 72 1% dev-ops 2 —/WZBEAFIT L TWAH TR TO—H X, F
Mg — T4, HAX L o—/)LTPython ~DT 7 ¥ ANHFI SN TWDH2—W—%, FEFAHE
a—PF—r BRI NET, FEHHEL—FIE, 77 ANV VAT A FA R )b, Bash 2w
R 72 & D CiscoNX-OS 1E LM ~DT 7 ANRHIR I TWET, FetE—PIL, CiscoNX-0S
DT RTOIFERET~DT 7 & 20300 ELET,

tXxal) T4 E—F—IERDH

ROBNL, Rk~ —H—

Python 3 D,

switch# python3
Python 3.7.3 (default,
[GCC 5.2.0] on linux

WA~y REFTT57ika R L TVWET

Nov 20 2019, 14:38:01)

Type "help", "copyright", "credits" or "license" for more information.

>>> import os

>>> os.system('whoami')
admin

0

>>> f=open('/tmp/test',

'w')

>>> f.write('hello from python')

17

>>> f.close ()

>>> r=open('/tmp/test',
>>> print (r.read())
hello from python

>>> r.close ()

>>>

')

ROFNL, 77 BAZER SN TV DIFEL—F—Z R L TWET

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



YINERYYTHE |
B =27 c1—v—RoH

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

system (whoami) : rejected!

-1

>>> f=open('/tmp/test','w")

Traceback (most recent call last):

File "<stdin>", line 1, in <module>
PermissionError: [Errno 13] Permission denied: '/tmp/test'
>>>

RBAC L, v/ Ay a—P—HERICESWTCCLI 77 AZHIELET, v aqy a—F—
D ID %, CLI ¥ =/LE 7213 Bash 2 HFFON S 415 Python (252 540 E 97, Python |&, Python
ML EN-Y T FakRica sy 2a—F—D D #EL £,

LITE, Ftr—¥ — T

>>> from cli import *

>>> cli('show clock')

'Warning: No NTP peer/server configured. Time may be out of sync.\n15:39:39.513 UTC Thu
Jun 25 2020\nTime source is NTP\n'

>>> cli('configure terminal ; vrf context myvrf')

>>> clip ('show running-config 13vm')

!Command: show running-config 13vm
'Running configuration last done at: Thu Jun 25 15:39:49 2020
!Time: Thu Jun 25 15:39:55 2020

version 9.3(5) Bios:version 07.67

interface mgmtO

vrf member management
vrf context blue
vrf context management
vrf context myvrf

LITFIE, JEfie 2 — Y —oflTd

>>> from cli import *
>>> cli ('show clock')
'11:18:47.482 AM UTC Sun May 08 2011\n'
>>> cli('configure terminal ; vrf context myvrf2')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py", line 20, in cli

raise cmd exec error (msg)

errors.cmd exec error: '$ Permission denied for the role\n\nCmd exec error.\n'

WOFNEL, RBACHf 2 R L TCWET

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:pyuser
this user account has no expiry date
roles:network-operator python-role
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switch# show role name python-role

RFO1—FTRY )T +EERTT 56
ROBNE, A7 Y a2—FHREEZHEMN L TAZ U7 F&34T$ 5 Python 227 U7 F &R LT
32_;«0

#!/bin/env python
from cli import *
from nxos import *
import os

switchname = cli("show switchname™)
try:

user = os.environ['USER']
except:

user = "No user"

pass

" "

msg = user + + switchname
print msg

py_syslog(l, msg)

# Save this script in bootflash:///scripts

ran " + file + " on

Python 3 D,

#!/bin/env python3
from cli import *

from nxos import *
import os

switchname = cli("show switchname")
try:

user = os.environ['USER']
except:

user = "No user"

pass

" "

msg = user + + switchname
print (msg)

py_syslog(l, msq)

ran " + file + " on

# Save this script in bootflash:///scripts

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature scheduler

switch (config)# scheduler job name testplan

switch (config-job)# python bootflash:///scripts/test.py
switch (config-job)# exit

switch (config)# scheduler schedule name testplan

switch (config-schedule)# job name testplan

switch (config-schedule)# time start now repeat 0:0:4
Schedule starts from Sat Jun 13 04:29:38 2020

switch# 2020 Jun 13 04:29:41 switch $USER-1-SYSTEM MSG: No user ran
/bootflash/scripts/test.py on : switch - nxpython

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days O Hrs 4 Mins

Start Time : Sat Jun 13 04:29:38 2020
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Last Execution Time : Sat Jun 13 04:29:38 2020
Last Completion Time: Sat Jun 13 04:29:41 2020
Execution count : 1

testplan Success (0)

switch#
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tclIC&KBRO)TT425

TOEIIRD MY v T THEEINTWET,
s Tl lZDWT (99 R—72)
e Tclsh =~ ROZEIT (102 _—)

e Tclsh =< > R22 5D Cisco NX-0S E— RioBHE) (103 <—3)
stcl D&M (104 =X—)

Tel [2TDULNT

Tl ( [7 4> 7)) EFRE)IE, CLI a~vy ROZME®mODL A2 Y 7 MFiETT, Tel Z1f
ML Tshow 2~ ROHIOFREDEEH L2 . A4 v FZFEELTZY . Cisco NX-OS
a<wy REA—TTHEITLIZY, A2 U7 b TEmbedded Event Manager (EEM) 7RV o —%7E
BLEYVTHZEnTEET,
OB a TR, Td A2 VT NeFITTHHE, £7213AA »F T Tel ZxaHIICELT
T HEICOWTEBALET,

FEFREEHNWER

WIZ, TCLAZ V7 MZBATA2FEEFHEEFHNFEEZ I LET,

—¥DOT e AR L WNshow 2+ FTiE, KEOHNIBRAETHR[EENHY 3, A7V
TN EFITLTNT, ETRHOEVWHNEZK T T 20 ER”H 5541E, Cul+C (Cul+Z Tl
7<) AL Cavy FHEAOEZKTLES, Cul+Z 2fEHT 5 & SIGCONT (f5 ki
AwB—UBERIN, A7 VT IMEIETHAEEERH Y £3°, SIGCONT A vE—IItL -
THEILSNTEAZ V7 ML, SEEZBRT 272012 —F— D ADBRETT,

telsha<v> KoA)LT

Tl 2~ RTE, a~<wy RONTIMEATEER A, AV FT77T 47 tel = /LN D
Cisco NX-0S a2 ~v > RO~V IHERRICH| &t & 7 7B A TE £7,

WIWZ, A VBT 7T 47 Tl /L TTel <2 ROV RRWEEOF 2R LET,
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switch# telsh
switch-tcl# set x 1
switch-tcl# puts ?

% Invalid command at '~' marker.

switch-tcl# configure ?
<CR>
session Configure the system in a session
terminal Configure the system from terminal input

switch-tcl#

)

GE¥)  LEofITIE, CiscoNX-0OS 2~ RO~V TEEEEN S| &t & T& 925, Tel @ puts =2~
VRISV TR S DT —H IR L E T,

tclsh <> FOERE

WK CREIF—Z2HHA LT, IRNZA v H 77T 47 Tel V=V CASLiza~<wr KT 7+
ATEFET,

N

CE) AV HTIT AT Tdv=VZ&T35DHE, tash a2~ ROBRIIMEFEINEE A,

tclsh O 2 J 45

AUETITT 4T Tl eV EFEITLTWDEAIL. Cisco NX-0S 2~ KD X THlise %4
TEFET, Tl a~<r KT, ¥ 7fIERATEEEA,

telshdOCLlavw > K

AVETITT 4T tel VN DERE CiscoNX-0S <> RIZT7T 7B ATEE42, Telcli
a< RIZXVfIMENLBEDItcl 227 U7 RN TCiscoNX-0S 2 v > REEITTEET,
AVHETITF 4T Tl =L TlE, Oa<y RFRILTHY ., ELSEfTFINET :

switch-tcl# cli show module 1 | incl Mod
switch-tcl# cli "show module 1 | incl Mod"
switch-tcl# show module 1 | incl Mod

Tl 27 U7 R T, ROFD L 51T, CiscoNX-0S =<2 RiZ Telcli @~ REAIN4 5 008

BHYFET

set x 1

cli show module $x | incl Mod
cli "show module $x | incl Mod"
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27V TR TROa~<wy ReETHE, TOAZ V7 MIEEREIZRY, Tcl = /bizT

T—INFRENET
show module $x | incl Mod
"show module $x | incl Mod"

telsha< > FORXRYY

tIawvr (;) 1%, CiscoNX-0S & Tel DifiF TCha~r FXEIY T, Tel a2~ K THEE
® Cisco NX-0S 21< > REFEITT HIT1E, 4% CiscoNX-0S == RZ5[ LG (") THTed
EWRBH Y F9,

MMM Tel > =V TliE, IOz~ RERUTHY, ELLSETENET,

switch-tcl# cli "configure terminal ; interface loopback 10 ; description looplO"
switch-tcl# cli configure terminal ; cli interface loopback 10 ; cli description looplO
switch-tcl# cli configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config-tcl)# cli interface loopback 10
switch (config-if-tcl)# cli description looplO
switch (config-if-tcl)#

AT Tel &= VT, Telcli @~ 2 RZ&2IIE312, E#E Cisco NX-08 2~ R&2FEITT
LHZrtbTEET,

switch-tcl# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (config-tcl)# interface loopback 10
switch (config-if-tcl)# description looplO
switch (config-if-tcl)#

tel T34

Tel 248 % CiscoNX-0S =2~ R~DF L LT E3, £/, Tl A2 U7 MIBI%%E
ETZLHLTEET, tedl BEITIKFEHNTIEIHY THA,

WwOFNL, CiscoNX-0S =<2 ROF|$E LT Tl 2 A FEHT L HEEZFRLTOVET,

switch# teclsh

switch-tcl# set x looplO

switch-tcl# cli "configure terminal ; interface loopback 10 ; description $x"
switch (config-if-tcl)#

tclquit

telquit =~ > RiX, £ ® Cisco NX-0OS =+ K E— FWBUEH R TH 2 02 1EBIR 7 < Tel
VaEKTLET, £, Cu+C EMLC Tl Vo v 2K TTHEHTEET, exit &
endCisco NX-OS =v > N, a~v > RE—FE2ZEHLET, exit 2> N, EXEC 2+
RE—RNOLDOHR Tl =V E T LET,
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Telsht¥xa1) T+«

tel > = /L1E, CiscoNX-0S ¥ AT ADFFE DT/ ~DRIET 7 B A Z B3 2720lc, o R
RNy 7 ATIATEINET, VAT LE, HERL—F0mEl 72 AT VEHERED A N N
HE4 572012, tel =Mk o THHENTWS CPU, AEFV, Z7ANLREDVAT LY
V—REE=H VT LET,

FIH D tel BBEE X, scripting tcl init init-file 2~ > R CTREL £,

scripting tcl recursion-limit iterations =~ > R L T, tel REEDO/L—THIRAZERTE E
To F7 A0 FOFRHIIRIZ 1000 Bl O Y K LT,

Telsh <> FOELT

telsh <~ R&EER+T2 L, 22V F hEiZa~vr R oA vnbtla~vy REE{TTEF
ﬁ‘o

)

(¥) CLIZr 7 hORETtLl AZ VTN 77 ANVEERTHIZEIFTEERA, A7 VT B
T ANE Y E— K T A ZATYERM LT, Cisco NX-0S T /314 2D bootflash: & 4 L 7  ViZ
ot —45Z N TEET,

FIEDHE
1. tclsh [bootflash:filename [argument ... ]]
FlED
AU RFERET7TIV3 Y B#
Z 5w 71 |tclsh [bootflash:filename [argument ... 1] tel &= VAR L £7,
U Sl EEEETICtlsha~y R2FET775L, =
switch# tclsh ? JTHRIEER R CEIT SN, BEEATIND tel 2v
CR > =4 Y = N N Y = -~ —
;ooiflash: The file to run I\%ﬁJL%LJL\/Vf‘ SR I\O)ﬁ%&i7 AoE

CEEREH IS LET, telquit & AT 50,
Ctr-C 23 LA L 2T 7T 4 T tcl = LIFET
L/iﬁ‘o

FlI¥EIETE L Ctelsh 2~ REETTH & &l
DOFIEIT, tela~y Rk Enz227 V7 K77
ANVDHBENZIRY | MOF¥AE A7 U7 N TEH L
LCHEHATEET,
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Telsh 27 > K/ 5 @ Cisco NX-08 E— FRE D) .

451
WO, £ X2 T 7T 4772 Tl =V RLTONET,

switch# telsh
switch-tcl# set x 1
switch-tcl# cli show module $x | incl Mod

Mod Ports Module-Type Model

1 36 36p 40G Ethernet Module N9k-X9636PQ
Mod Sw Hw

Mod MAC-Address (es) Serial-Num

switch-tcl# exit
switch#

WIZ, Tl A7 U7 N aETT 55 E00% R~ LET,

switch# show file bootflash:showmodule. tcl

set x 1
while {$x < 19} {
cli show module $x | incl Mod

set x [expr {$x + 1}]
}

switch# tclsh bootflash:showmodule. tcl

Mod Ports Module-Type Model

1 36 36p 40G Ethernet Module N9k-X9636PQ
Mod Sw Hw

Mod MAC-Address (es) Serial-Num
switch#

Status
ok

Status
ok

Telsh 3 < > KA 50 Cisco NX-0S E— FREID B E)

A HTTT 4T Tel ¥ =LDOFEITHIT Cisco NX-0S DE— REEHFTE £9,

FIEDHE
1. tclsh
2. configure terminal
3. tclquit
FIEDEH
ARV RFERETIVa Y E]:3)

ATy 71 |tclsh
1 -

switch# telsh
switch-tcl#

BT IT 4T Tel xVEBBLET,
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ARV RFERETIVa Y

B8

R 72 |configure terminal

1

switch-tcl# configure terminal
switch (config-tcl) #

Tel & = /LT Cisco NX-0S D=~ REZFETL T,
£ F%%E sz\jﬁo
G¥) Tel 7’'v > 7 R 32 L LT, CiscoNX-OS
Ay R E—RIChRo7z 2 LRER
*7,

R T 73| telquit
1

switch-tcl# telquit
switch#

Tel = VEKT L, BOOE— RIEY £,

1

WOFENT., *FEER Tel & = /LH 6 CiscoNX-0S E— REZEFH A5 HEAZ R L TWET

switch# telsh

switch-tcl# configure terminal
Enter configuration commands,

one per line. End with CNTL/Z.

switch (config-tcl)# interface loopback 10

switch (config-if-tcl)# ?

description Enter description of maximum 80 characters

inherit Inherit a port-profile

ip Configure IP features

ipvé Configure IPv6 features

logging Configure logging for interface

no Negate a command or set its defaults

rate-limit Set packet per second rate limit

shutdown Enable/disable an interface

this Shows info about current object (mode's instance)
vrf Configure VRF parameters

end Go to exec mode

exit Exit from command interpreter

pop Pop mode from stack or restore from name

push Push current mode to stack or save it under name
where Shows the cli context you are in

switch (config-if-tcl)# description looplO

switch (config-if-tcl)# teclquit

Exiting Tcl
switch#

tcl DS HE

\

WDEA ME, BROFEDISTRENTHET,

* Mark Harrison (ed).

[Tcl/Tk Tools] . O'Reilly Media, ISBN 1-56592-218-2, 1997 4=
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* Mark Harrison 35 JX O Michael McLennan,  [Effective Tcl/Tk Programming] . Addison-Wesley,
Reading, MA. USA. ISBN 0-201-63474-0, 1998 &=

* Brent B. Ousterhout, [ Tcl andthe Tk Toolkit] . Addison-Wesley, Reading, MA, USA, ISBN
0-201-63337-X. 1994 4

« Brent B. Welch, [Practical ProgramminginTcl and Tk)] . Prentice Hall, Upper Saddle River,
NJ. USA. ISBN 0-13-038560-3, 2003 4

+ J Adrian Zimmer, [Tcl/Tk for Programmers] . IEEE Computer Society, John Wiley and Sons
(2 &0 ik, ISBN 0-8186-8515-8, 1998 4%
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« iPXE (Z2W T (107 _—)

o X F7— NEME (108 X—)

« iPXE (2B 3 DB FHE & HIRFE (108 ~X—)
« 7— F EB— RO (109 X—)

o 7 — MEOHEOMR (110 ~—)

IPXE [ZDUVT

iPXE X, A—7 >V —ADF*y NU—2T7—hK 77 —ALU =7 TY, iPXE X, Etherboot 7>
SIRELIEA—T VYV —ADPXEV IA T b 77— 2T BIOT— o —4—ThHo
gPXE (2SN TWET, EHEDPXE 7 747> MITFTP i L CF—# Z2fzik L7
2, gPXEIZEVZL< 07 e harzdrR—rLET,

FEYE PXE OBERELIAMT iPXE 23R L TV D IBIIHERED U A R 2RI LE T,
« HTTP, iSCSISAN, FCoE 72 &% 41 L7z Web h—"—/nbH D7 — |
« IPv4 & IPv6 DJifi 5 & R — b
* Netboot (% HTTP/TFTP, IPv4, 3L NIPv6 & H7R—

e A A=V ~DEDIAZA T ) 7 e, HITP/TFTP I L » TRt EN 227 ) F W 8%
PAR—

* DHCPv6 D A7 — h LA 7 RL AHEREE (SLAAC) &, A7 — h 7L 1P HEMERE N Y
7 hEYAR—K, iPXElZ. 7 — K URI & DHCPv6 A7 2 > D/3F A—F & R—
ko ZAUE, IPV6L—HF T RARZ A XA 2 MTEIELET,

S5, BX 2 UT 4 EOEHANS, RO LK D72 iPXE OBEFOKEED — 2 M LT\ E
7,

* bzImage+initramfs/initrd, F 721X ISO 72 EOEHE Linux 4 A — VXD T — b DOHFHR— b

* FCoE. iSCSISAN, VA VYL AR EDRERADO XY NU—2 T—F S g
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o FAR— F I TRV NBP (syslinux/pxelinux 7¢ &) ov— K, ZiUd@Eglic=a— KE4
SNTWRNT AT A A A=V EEHTE 572DTT,

oy b T— N EH
FERBEMIRDO LB TH,
Ul R S 7z DHCP $—/3—,
* TETP/HTTP #—/3—,

c THNAAPPXE T — FSNDHEZINX-OS A A=V &Ly run— 57, 734
ADT = KT T vy alltingAR—=ARnb 5 L,

o IPv4/IPv6 7R — b : A DO Fdqikt &\ b

iPXE ICE89 2 FEFH L HIRFEIR

PXE (ZB8T 2B FEHE L FHIRFEEITRD LB T,

«iPXEZ XD HE) 7 — X3 BEOMTRHAH Y, ctrl+B Z# AJJ) L TPXE 7 — |
BT TEET, RMOFTTarorFar7 hRFErEnEd,
Please choose a bootloader shell:
1) . GRUB shell

2) . PXE shell
Enter your choice:

-Hﬂ?%%—?@ﬁ?ym—PkTHPUWHhMDPN—X®7DFZ»T%%R@
Ny NBRDEAE LD TG IR AT S ReEnH Y £9°, TCPIXY 4> RY
NR—=2O7 1 harThHh, ﬁ%@ LHEEIIHEAZ L0 @EUICABTEE T, 20k
». CiscoNX-0S £ A= DY A AN 250M A b E 2 DEEIZIE, TCPRX—AD 1
ol BAR—FOFRELTWOET,

«iPXE X, Y AaDBELIENBIA A=V DOREFHFAL, 77— 2FEITLET, 0D
FEREA A =R, BEX 2V T 0 FOBENSLPR— FREGICESNTHET,

DA —IR— AP RDH AL v FTIE, PXE 7 — MIREINT-A—3— 31 H A+
BIXOB+ OEIEIX, A—/3—= AP A F7IEBOEHES TR 7,

A== XA P A+ FIE B+ DRI PXE 7 — "M HEEI L, RIZT—F 7T v ah
HIEBEIT 2 L) IR SN TV DA, A —/3— 31 Y3k L C PXE 75 O L) 25K
1TL. m@f—h@ﬁﬁﬁn%wa%7~b7f/y;(Gmm) WO B A

T = 7Ty anbBEITHICIE, A=AV ETHTYr— RTI2XLERHY F
R
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PXE 7' — MI, Ctrl+C Z AJL THWI TE 9, TDO% Cctrl+B # A 175 &, PXE
T = BT H00T a7 NREREINET, FEITA— ="M HFE2n— KT
L, T—br7 Ty vapbiEEiLET,

ZOFRIE, A== A FA+BLOBHICOAGEH SVET, RROHER T, A—/3—
NAFALBIE, HBIWIZY 7—FLTT =7 Ty vahbu— RT5H1C, PXET —
h%& 4 AT LET,

J—k E— FO#ER

VSH CLI

switch# configure terminal
switch (conf)# boot order bootflash|pxe [bootflash|pxe]
switch (conf) # end

\)

G¥)  *%—7U— K bootflash IZ. Grub X—Z2AD T — s THDHI L EZRLET,

7L 2iE, PXEZ7— N B— ROAZEFITTHEHE, flka~r RIZRO L 51220 7,

switch (conf)# boot order pxe

B Grub ZEE) L, RIZPXE 2 EET 5546, ko ko £4,

switch (conf)# boot order bootflash pxe

O PXE ZEE L, &RIZ Grub ZEEIT 2848, kDX 52720 £,

switch (conf)# boot order pxe bootflash

)

GE)  A—s3—NAH A+ 7213 B+ T boot order pxe bootflash Z 5% ET 2 &, A—/3I—/3o F(Ifk
FBEAIIZ PXE 7 — R &2FIT L E T, A== A P A+ E721E B+, FEIC K D2 AR LTI
GRUB b0 7 — MZUIW bV £H A,

bootorder =~ > R&ZMEH L7aWGA, 77 4/V b7 — MIEFIE Grub T,
A\

GE) ot Zi 3Tk, Grub & iPXE ZH) VIR X 2 FIEICHOWTIHRIA L £,

Grub CLI
bootmode [-g|-p|-p2gi-g2p]
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F—7—F HeaE

-9 Grub D F

-p PXE @7

-p2g W PXE, PXE 23R L7454 12 1% Grub
-92p B Grub, Grub 238 L 7= 5541215 PXE

Grub CLI |%, 7/ X— 3 @ Cisco NX-0S A A= ZEEEd, U T ary—inb
T— kK B REUDEZLGEICELLET, £, T ISR 72 PXE 7' — MREEIZBAT

TOLBICbHENTEET,

iPXE CLI
bootmode [-g|--grub] [-p|--pxe] [-a|--pxe2grub] [-b|--grub2pxe]

*F—7—F Hae

——grub Grub O~

——pxe PXE O 7

— — pxe2grub BANZ PXE, PXE ML L72354121F Grub
——grub2pxe FANIC Grub, Grub 23R L 725581213 PXE

iPXE CLI i, 73— 3 ® Cisco NX-0S £ A —TZEEET, U T/ ary—ihb
T — b B— REYVREZIGEIEIDLET, T2, 3 <IN 72 PXE 7 — MKRBEIZEAT

THEAICLHEMTEET,

J— MIED#ER D HESE

7 — MEDOHERE @ E £RT 51213, Roa~vr FE A LET,

avy R

B8

show boot order

FATHERRN D DOBUED 7 — MIEE A% — |
T TRERP O EAF LT, RO Y m— RO
7— MEDEEZF R L ET,
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o =)L ZAZ 7 IZONT (111 =—)
* Guidelines and Limitations, on page 111
R— FEIPHOLR (112 ~—)
e kstack Z /] L 72 VXLAN {22\ T (113 <—72)
c Xy NTNRAADT BT DEE (114 <—)

D—RIL AZAYTIZDNT
H—F% AKX v (kstack) 1L, BEAIO Linux API A L TL—h & 7o b 2L R— b
PEBELET,

F—Tv arTF I, FAR V)L EFRFEIC, AN VT MU =T L BEE N7 Linux B2
BCTY, "RAN YT =T Roulbr—UIlwBi2 525272, TORENTY 7 U=
ThaA VAR NVERITIEETEET,

Guidelines and Limitations

* Guest shell, Docker containers, and the host Bash Shell use Kernel Stack (kstack).

* The Guest Shell and the host Bash Shell start in the default network namespace. Docker containers
start in the management network namespace by default.

* Other network namespaces may be accessed by using the setns system call
* The nsenter and ip netns exec utilities can be used to execute within the context of a different

network namespace.

* The interface state may be read from /proc/net/dev or retrieved using other typical Linux utilities
such as ip, ifconfig, or netstat. The counters are for packets that have initiated or terminated on the
switch.

» ethtool —S may be used to get extended statistics from the net devices, which includes packets that
are switched through the interface.
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* Packet capture applications like tcpdump may be run to capture packets that are initiated from or
terminated on the switch.

* There is no support for networking state changes (interface creation or deletion, IP address
configuration, MTU change, and so on) from the Guest Shell.

* [Pv4 and IPv6 are supported.
* Raw PF_PACKET is supported.

* Only on stack (Netstack or kstack) at a time can use well-known ports (0-15000), regardless of the
network namespace.

* There is no IP connectivity between applications using Nestack and applications running kstack on
the same switch. This limitation holds true regardless of whether the kstack applications are being
run from the host Bash Shell or within a container.

* Applications within the Guest Shell are not allowed to send packets directly over an Ethernet
out-of-band channel (EOBC) interface to communicate with the line cards or standby Sup.

* The management interface (mgmt0) is represented as ethl in the kernel netdevices.

* Use of the VXLAN overlay interface (NVE x) is not supported for applications utilizing the kernel
stack. NX-OS features, including CLI commands, are able to use this interface via netstack.

For more information about the NVE interface, see the Cisco Nexus 9000 Series NX-OS VXLAN
Configuration Guide.

) -
R— FNEEEDEE
Netstack & kstack |Z, ZINHOMO KR — b ZDEILET, T 74/ FOR— IR D
LBy Td:
» Kstack : 15001 ~ 58000

* Netstack : 58001 ~ 65535

\}

G Z O T, 63536 ~ 65535 1L NAT HIZ RIS TWET,

\)

GE)  nxapi use-vrf management CHERK S 17248 — MT kstack ZfEH L, 727 £ XA ATRE T,

FIRDHE

1. [no] sockets local-port-range start-port end-port
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| vznexvUTHiEE
kstack %/ L 1= VXLAN (o0 T I}

FIED
AR EERRTIVa Y B
R Fw 71 |[no] sockets local-port-range start-port end-port Zpa<y RiE, kstack DR — FNOPHAELEHE LET,
Z P~ RiE, Netstack OFIFAZ AT LA,

151
WIZ, kstack " — M ZRET DB 2R L ET :

switch# sockets local-port-range 15001 25000

RDERY
Ay REANLERIT, ROBITEBELTIZS W
cavw FEANLERIZIE, Ay FE2Ye—FLET,
* Netstack CEAH &415 7000 LL EOR— h &, REIDVYCTOEFEIZLET,

o R— NEEPHIZHR T AT 2 O & Ak 5121, dart-port & 15001 (2R E 3 52>, end-port
Z 65535 [ZHE L £,

kstack {83 L 7= VXLAN [CD LT

NX-0S9.2(1) LAF%E, VXLANEVPN (T kstack THHR— F Sh, — =7 4 ®,T7 TV r—2 5
VTIEHTTEE T, Z OBEAEIZ. Cisco Nexus 9000 ToR A A » FTHHR— h I TWET,

kstack D1-5b@O VXLAN Dt 7 v 2
VXLANEVPN DA v Z—T7 = A ZAE1E Ry T =7 ZHiZEMcY— RR—F 4 77U r—
arnb T I BATED LT B0, BIMOERIILESDH Y 5 A, VXLAN EVPN
Jb— R, NX-0S VXLAN EVPN # R IZESNWTCh—x LV CHEBMIC Y0 /I L8N E 9, 3

FZHOWTIE, [CiscoNexus9000 o U — X NX-OSVXLANKERE A R @ [VXLANBGPEVPN
OS] ODEEZSRL T ZEW,

kstack TOVXLAND S TN a—F4 5

VXLAN OfE%E N T TNy a—T 4 V73BT, Woa~<wr REAJILT, WETHX
EFWVL ONDOEERFRE —ER R LT ZEN,

switch (config)# show tech-support kstack

«ip route show =~ > RZFEITL £ :
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root@switch (config) # run bash sudo su-
root@switch# ip netns exec evpn-tenant-kkl ip route show

WD LD 7 hnFErREnNET,

10.160.1.0/24 dev Vlanlé60l proto kernel scope link src 10.160.1.254
10.160.1.1 dev vethl-3 proto static scope link metric 51
10.160.2.0/24 dev Vlanl602 proto kernel scope link src 10.160.2.253
127.250.250.1 dev vethl-3 proto static scope link metric 51

5P d % VRE O3 _TOD EVPN Jb— "B — R VICEET A2 L 2R L7,

ip neigh show ==~ > K& EITL£7 :

root@switch (config) # run bash sudo su-
root@switch# ip netns exec evpn-tenant-kkl ip neigh show

WD LD e OnFErRENET,

10.160.1.1 dev vethl-3 lladdr 0c:75:bd:07:b4:33 PERMANENT
127.250.250.1 devvethl-3 1lladdrOc:75:bd:07:b4:33 PERMANENT

2V CTNAZRADTANTADERE

NX-089.2Q2) V U—RLKE, 7o N FX RV KR—F A X =T oA ZAEETFHy bT A
AL IZ ADMIN UPHRFE T, IRMEANICHDZDIREIZ, V2 v U7 OREIZ L > TR E
v ET,

RIZ, NX-OSDUTDA B2 —T7 2 A ZADHZRLET, ethl/171Fup & LTRARIN, ethl/l
IZdown & LCFERENET,

root@kstack-switch# sh int ethernet 1/17 brief
Ethl/17 - eth routed up none 1000 (D) -

root@kstack-switch# sh int ethernet 1/1 brief
Ethl/1 -= eth routed down Link not connected auto (D) -

ROFNE, ZNDHERUA X —T =2 AR L TCTWETR, AL ip link show =< K%
il LT Bash > = VTR R L TWET,

bash-4.3# ip link show Ethl-17

49: Ethl-17: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP mode

DEFAULT group default glen 100
link/ether 00:42:68:58:f8:eb brd ff:ff:ff:ff:ff:ff

bash-4.3# ip link show Ethl-1
33: Ethl-1: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc pfifo fast state DOWN
mode DEFAULT group default glen 100

link/ether 00:42:68:58:f8:eb brd ff:ff:ff:ff:ff:£ff

ZOFEITIE, Ethl-1 (T UP & LTRSS THVET A, NO-CARRIER 35 L UF state DOWN &
LTERENTET,
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WOBNE, ZNHERUEA L F—T A AR L TCWETR, AN ifconfig 2~ R A& A
L TBash = /VIZFE/RLTWET,
bash-4.3# ifconfig Ethl-17
Ethl-17 Link encap:Ethernet HWaddr 00:42:68:58:f8:eb
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:7388 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:1869164 (1.7 MiB)

bash-4.3# ifconfig Ethl-1

Ethl-1 Link encap:Ethernet HWaddr 00:42:68:58:f8:eb
inet addr:99.1.1.1 Bcast:99.1.1.255 Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

ifconfig =~ ROHNIZIE, SESERGERVFERINET S, RUNNING F—U — R&fif
AL CTREIZRIREEAZRTZENTEET, 774NV T, TXTORyY b T3 A TF—
J—RUPBZFRENET, ZNE, I—FVHADF Y bT/3A 2D ADMIN IRHEE K L T\
ij‘o

NX-089.22) V UV —ADEELO—HIZ, KOLDONH Y 7,

Y RTNARDIPVA 7 FL R : NX-089.2(2) U U —A L VfiL, NX-0S DXfd 5 A
VA —T A AN DOWNKEETH - T, IPv4 7 RLRIH—FRILDRy F T34 X
FAAENTWE L7, NX-0892Q) Y UV —RALIKE, IPv4T7 RL AL, f v F—T AR
D UPIRBEEDGEIC DI — R NVZERNHAAENE T, WoTlt A END . 1
H—T7 2 A AN DOWN IZ72 5> Th, IPvd 7 KL A X —FIVND R > b T /31 ATFED
F9, WOCLIa~<w> FEANLT, NX-OSA v H—T A AL IP T KL A %ZHRM
WCHIR L= ICoRHIBRENET,

Interface Ethl/1
no ip address IP-address

e XY RTINAADIPVE 7 FLR :NX-08922) VU —AX VAL, A ¥ —T=A AN
DOWN (2725 &, IPV6 7 RL A I —FRNADX Y hTRAANE T T v a ST E
L7z, NX-089.212) U U —ALIKE, R hT S ZLHEICEB UPREETH D72, 1
B—=T 2 A ANZ T LTh, IPV6 T RLRZIA—NANDT7 T v aE8NEHA,
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TIVr—vay

e — RKNN—=F T TV r—ar (119 3—2)

« Cisco NX-OS T® Ansible Dl (133 ~<—2)

* Puppet Agent (135 ~X—72)

*CiscoNX-OS TOY =7 7747 > hOEH (139 =—)
eNexus 77U r—3 3 B3 : Yocto (143 _—3)

eNexus 7 7' U 77— 3 »BA% : SDK (147 =—7)

+ NX-SDK (157 ~—%)

+ Cisco NX-OS T Docker Dffi i (163 ~<—72)






-Ij-_

=10

Y—bkN—TFTA®/,T7T)r—3

= RNX—F BT T =3 2O NT (119 =)

c HEFHELAKEE (119 X—)

s Python2 38 LMK/ X 7 —2 DA A h—)Lb (120 _X—)

e = RKRX—=FT 4 DEXAT 4 T RPM/IN r—T DA A F—/L (120 _X—)
o K 7a Y — R/8%—F ¢ RPM (122 ~<—7)

«VSH/HD RPM DA A h—/v (123 ~<—)

e —RKN—F BT T r—r a3 (128%—)

KIN—T A&7 T)5r— 322DV T

P N RX—=F 48T 7V — 3 O RPM I, https://devhub.cisco.com/artifactory/open-nxos/
921/ DU ARY NI TAFTEEY, ZhbDT7 7V r— 2, Bash =L Tdnf 2+
REMHT 272, NX-OSCLI ZJ/r L TRA T 4 TAHRA MTA A b= ENET,

dnfinstallrpm =t~ K& AJJ 35 L. CiscoDNF 77 7 A VU NFEITESNET, 2T T 7 A
[T, RPM ZFRSNBRWHFTICat—LEY, 2 v FO YU n— RiFIZ, Y27 AIZRPM &
BA A= LET,

HERRDS Jetc BV TWAEA . Linux 72 A incrond 1Z. &+ L2 MU TERR &=
T—=T AT T Mﬁ:%%§' L. ZNHEFRENZWEFICa—1L, ZOEmNE /ete
o —LELET,

FEFHEEFINER

P RR—=F 87 7Y rr—3 5 O RPM IZIE, ROFEEFIELHFFEELH Y £,

* CiscoNX-0S U U—292(1) LI T, =—Y =¥ FBMEFEESI TS Cisco YARY R U
I https://devhub.cisco.com/artifactory/open-nx0s/9.2.1/1ZH YV £, ZDYHRY FU THA K
SRTVDFRTORPMIE, VU =R F—TELINTVET,

« NX-0S 10.1(1) ¥ U — A%, NX-Linux (X AaMBED Linux 74 A RYJ Ea—t 3 ))
WCES<H LA L —FT 4 7 AT A & rootfs 13 D F9, WRL5/WRLS Zffi i L C
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B oo ssvEavr—so z -

BV RE izt — R3—7 ¢ BIRPM IZNX-Linux & A#MEN 72 < BIfE L2V ATREMEAY B
VET, ZOHG. BEIOY ) —ATHEHITWeT 7 r—va rolns—2g &
Z HIB& L. https://devhub.cisco.com/artifactory/open-nxos/10.1.1/ ® U 7R kU TATFA[HE/R
NX-Linux & H#EOHHH LY 7 by = TICEE 2 £,

« BASTE RPM A VA b=V T 57O EFH & FIEIL, CiscoNexus9000 &V — &
NX-OSY 7 " =7 7T v 77 L —FRBLOF T T L—RKHA K, U U—2R92)IZ7CH
ENTWET, RRMEHDZDDODNFBLOVSH O CLI A7 a v, BAMEBLIO
BLAIRLDRPM DA A b —b, VRIS FIDZ ) =0T v FRENGENTNET,

e — RR—F 48T F VU r— g 0%, AA v TFOREBRICEGBESNE T, — F/3—

TART TV = a ik, FOBEAUF—T oA ANEET DA, EIEAAL T L
WEET ERII— =[O —F 4 T RESL SN DRNCRE) SN S ATHEMENH V E

T, LEBNoT, =R —F 4 BT 7V rr— a3, BEEENRELEEATHE
FICEMWET H L O, £ L TEROMNLZHRITT 2L 2Bk T 208 RS £3, @
BEEENEAE LIGAOE TN T 7 r— a WAL, T v3—] 77

r—=arER LT, BT 70— a U ARET S RNCEE VT NEGERRETH
LZEI DR L, MBS UTCHMOT 7 r—ya v aHREB T L9105 0%
DY ET,

« Cisco NX-0S U U — % 10.2(3)F LAKE, Python2 & % DK7FE RPM 1L NX-0OS 7 HHIf S %
7, 7272 L. Python2 & & DK FE RPM X, devhub Y1 Er BNy r— 7 L—7
packagegroup-nxos-64-python-2-deprecated-rpms & L CA A h—/L TX £79,

Python2 £ K MEKF/ NV 5 —2 DA VX k=L

WIZ, N lr—V DA A S—=NLDFELWNWT—T 7o —%RLET,

switch# cat /etc/dnf/repos.d/open-nxos.repo

[open—-nxos]

name=open-nxos
baseurl=https://devhub.cisco.com/artifactory/open-nxos/10.2.3/
enabled=1

gpgcheck=0

sslverify=0

dnf info packagegroup-nxos-64-python-2-deprecated-rpms
dnf install packagegroup-nxos-64-python-2-deprecated-rpms
The output of these cmds will be available post KR3F CCO.

B—FRX—F 4 DRA T4 TRPM/INY7—2DA VR

k—JL

Rolr—DA VA R=)VOFELWT—7 T7a—T RO LEEBY TT,

TV PPRESNTND Y AIDYRY P T LI, AL v FOURY M 2R LET,
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H— =T 1 DA T4 TRMIS v r—SnA 2 =1L ||

bash-4.2# cat /etc/dnf/repos.d/open-nxos.repo
[open—-nxos]
name=open-nxos

baseurl=https://devhub.cisco.com/artifactory/open-nxos/9.2.1/
baseurl=https://devhub.cisco.com/artifactory/open-nxos/10.1.1/
enabled=1

gpgcheck=0

sslverify=0

CLIZERA L CT VXNV EL E A v iR— T BFIAEIZDOVTiE, CiscoNexus 9000 3 U — X NX-0S V' 7 k
D=7 Ty T TL—=RBLOX T T L—RATA R, VI—=292X) D [TV ZNVELYTR—FDTZHD
A A=)V CLIOfEA] 2L TLEI,

dnf 24 L7 RPM DA > X b —L DL | FELWA X h—/L 1 7 TT,
i -

bash-4.2# dnf install splunkforwarder

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package splunkforwarder.x86 64 0:6.2.3-264376 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
splunkforwarder x86_64 6.2.3-264376 open-nxos 13 M

Transaction Summary

Install 1 Package

Total size: 13 M
Installed size: 34 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : splunkforwarder-6.2.3-264376.x86 64

complete
Installed:

splunkforwarder.x86 64 0:6.2.3-264376

Complete!
bash-4.2#

Ny lr—=VINEFIZA VA RN—= VIR E I DEAL v TFINEDYE, 207 rERAEITF—E R

DL TV 5D 2 & 2 HERT A0 T,
1
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RPM

bash-4.2# dnf info splunkforwarder

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages
Fretta | 951 B 00:00 ...
groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
Installed Packages

Name : splunkforwarder

Arch : x86_64

Version : 6.2.3

Release : 264376

Size : 34 M

Repo : installed

From repo : open-nxos

Summary : SplunkForwarder

License : Commercial

Description : The platform for machine data.

7S Tl R

> (o] —
;/N—TF 1« RPM
WIZ, K e— Ro3—F ¢ RPM OERICH Iy 7 2R LET,

s m—AbdnfURY R UL, KRR — R/%—F ¢ RPMELATY, /etc/yum/repos.d/
thirdparty.repo IZ /bootflash/.rpmstore/ thirdparty ZfEL CTWET,

-
-

« dnf install third-party.rpm =2~ > R & A 195 7-ONZ, RPM @O =2 &2—8
//bootflash/.rpmstore/ thirdparty IZIRTFSNFET,

c )T — MRIZ, e BA—F ¢ UKD Y NOTRTORPM AL v FICHA 2 R b —
LERET,

o Jetc BT 7 A VDAL, /bootflash/.rpmstore/config/etc O FITREFS
L. /etc TORENFICHEINET,

e /etc T4 L7 FUIERENTA27 Y Rt Ve—FREbREINET, &%
X, /etc/init.d/ ® FIMER SNV — RR—=F s OV —E R A7 V7 MI, Jua—
Ko7 70— g U aiEE LEd,

\)

GE)  iptables D/L—/ L, bash 3 = /L CEH S 86 . FREEI% TR

FohEtA,

ZEW L 7= iptables ZK#tfb 3 5 I2iL, U v — R[# T Iptable % 7kt
tT5%5 (209 ~—) ZZHRLTIIZIV,
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Vs 5D RPM D1 > 2 —L [

VSHD™ D RPM DA VX F—)L

INYTT— DB

NX-OS #4FERPM I%, VSHCLIZfiH L CA v A =952 b TExET,

FIEDHE
1. show install package
2. install add ?
3. install add rpm-packagename
FED M
AT RFERIEEIT7ZII Y B8
R T 71 |show install package T TIFETAINRN =XV g UV EaFRRLE
ﬁ‘o
ATy 72 |install add ? PHR—hENTWD URI 2R L E T,
R 7 3 |install add rpm-packagename Theinstalladd =~ > KiZ, v—H/L XA L —T 5
NAAFERZE, Xy FT =7 = R—nXy r—
TrANEar’—LFE T,

151
WIZ, Chef RPM 27 77 4 7T 56l ~xLET :

switch# show install package
switch# install add ?

WORD Package name

bootflash: Enter package uri
ftp: Enter package uri
http: Enter package uri
modflash: Enter package uri
scp: Enter package uri
sftp: Enter package uri
tftp: Enter package uri
usbl: Enter package uri
usb?2: Enter package uri
volatile: Enter package uri

switch# install add
bootflash:chef-12.0.0alpha.2+20150319234423.git.1608.b6ebl0f-1.e15.x86_64.rpm
[#e####44HH##4FEHHFHE] 1003

Install operation 314 completed successfully at Thu Aug 6 12:58:22 2015
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RDBERY

N lr—=VaT 07 4 7T W TE b, Ny =07 77 474k (1243—2) 1
BEIL £,

)

G¥)

RPM Ry r—OBMET 77 4 7L, IRD 1 DD a~< RTETTEET,

switch#
install add bootflash:chef-12.0.0alpha.2+20150319234423.git.1608.b6ebl0f-1.e15.x86_64.rpm
activate

NVIT—SDT U T14714k

1R BHEIIZ
RPM IZEHRNZEML T LERH Y £97,

FIEDOHE

1. show install inactive

2. install activate rpm-packagename
FIED M

AU RFEEETIV 3 Y Br
R w 71 | show install inactive BIMENTHTYH, 77T 4 LS TV Ry
=DV A NERRLET,

R 72 |install activate rpm-packagename R r—hkT 77 4 7L LET,

451

W, N =T 70T 4 7T 2R LET,

switch# show install inactive
Boot image:

NXOS Image: bootflash:///yumcli6.bin

Inactive Packages:

sysinfo-1.0.0-7.0.3.x86_64

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages

Available Packages

chef.x86 64 12.0.0alpha.2420150319234423.91it.1608.b6ebl0f-1.el5 thirdparty
eigrp.l1ib32 n9%000 1.0.0-r0 groups-rep
o

sysinfo.x86 64 1.0.0-7.0.3 patching

switch# install activate chef-12.0-1.el15.x86_64.rpm
[ HHHHHHHHHHHHSE] 100S
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Install operation completed successfully at Thu Aug 6 12:46:53 2015

WNor—CDETY T4 71

FIEDHE
1. install deactivate package-name
FIE D
ARV RFERIETI VI Y B8
Z T 71 |install deactivate package-name RPM Ny 5=V %HT 77 4 7L ET,

451
KIZ, ChefRPM /N r—2%3ET 77 4 TAL T B 612~ LET -

switch# install deactivate chef

INY T — D DHEIBR

1R BRI

Ry lr =V ZHIRT 2001 HET 77 4 T LET, FET 7T 4 TILENTZRPM N 77— D
HHIFRCTE £,

FIEDHEE

1. install remove package-name

F IR D FH

AT RFERIEFT7ZIIY B#
R T w 71 |install remove package-name RPM R 7 — BB LET,

151
RIZ, Chef RPM Xy 7 — U ZHIRT A0 % 5~ LE9,

switch# install remove chef-12.0-1.el5.x86_64.rpm
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AR M=IVEHINY T— DR

FIEDOHE
1. show install packages
FED M
AU REEETIV 3 Y B8
AT w 71 | show install packages AL VAR—ILENTNERIr—TD Y A NBER
L/iﬁ—o
£l

I, A A=V EINTNENRy T —VDY A aRRT D0 2R LET,

switch# show install packages

HEOJORR

FIEDHE
1. show tech-support install
FIED 3%
OV RFERETIVa Y B
AT w 71 | show tech-support install i AR LET,
!l

WROBNE, FEMn 7 2 RR T 55 EEZRLTHWET,

switch# show tech-support install

NY—SNT7yv T L—FK

FIRDOHE

1. install add package-name activate upgrade
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F IR D

Kur—sagyrri—r I

ARV RFEEETIVa Y

=)

ATy T

install add package-name activate upgrade

Ry lr—%7 v 77— FLET,

1

WO, o —2%T v F T L— RT 5 HEEZRLTHVET,

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate ?

downgrade Downgrade package

forced Non-interactive
upgrade Upgrade package

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate upgrade

[H#EHf44F# 44 # R 4444] 100

Install operation completed successfully at Thu Aug 6 12:46:53 2015

NV r—oDEITL—F

FIEDHE
1. install add package-name activate downgrade
FIED
ARV RFEREET7TIVa Y ]3]
R w 71 |install add package-name activate downgrade N lr—k XA 7 L— RLUET,

1

ROPNT, N r—V% BT 7V — N5 h5EEZRLTVWET,

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate ?

downgrade Downgrade package

forced Non-interactive
upgrade Upgrade package

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate downgrade

[H#dfdatttfaaatttias] 1008

Install operation completed successfully at Thu Aug 6 12:46:53 2015
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—FNRN—FT4 87TV 5—ay
NX-0S

NX-APIREST API 47 ¥ =7 b T /LOAEROFEIZ DUV TIL, https:/developer.cisco.com/
media/dme/index.html Z &R L T 7230y,

DevOps AL EE Y —IL
DevOps & BLY —/LIZOWTIE, RO Y 7 2B L T30,
* Ansible 2.0 U U —Z (Nexus % 748— F) | Ansible ) U—A A 7 v 7 A
* Ansible NX-OS > 7 /L & ¥ 2 —/L Ansible NX-OS > 7L £ a—/b
* Puppet, Puppet Forge Cisco Puppet
« Cisco Puppet £ = —/1 (Git) Cisco Network Puppet & = — /L
s Chef, Chef Supermarket Cisco 7 v 7 7 > 7

* Cisco Chef 7 v 7 7 v~ 2 (Git) Cisco Network Chef 7 v 7 7 v 7

VIK

ESX5.1/5.5. VirtualBox. Fusion. X TNKVM O34 . RAE Nexus 9000 A1 v F &2 X 70—
N9 %1Z1&, https://software.cisco.com/portal/pub/download/portal/
select.htm1?&mdfid=286312239& flowid=81422&softwareid=282088 12912 & & L £ 9,

Automation Tool Educational Content

For a free book on Open NX-OS architecture and automation, see http://www.cisco.com/c/dam/en/us/td/
docs/switches/datacenter/nexus9000/sw/open_nxos/programmability/guide/Programmability Open
NX-OS.pdf

collectd

collectd 1, ¥ AT L /RT o —~  ZADOMEHEREZ EHHITINE L, RRD 7 7 A V72 EDffi%
RAF T 2BEROFEZRIET 27 —F T, TNOOFFHEREZMEH L T, BIIEDO/ T +—
VUADR MRy T EROTIZY (ONT p =< U AGHTR E) | ROV AT A A T
LD TEET (DFY, I v T4 FT70=27)

FEHIIZ DUV TIE, https://collectd.org B L TL 72 &0,
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Ganglia

Iperf

LLDP

Nagios

Ganglia .

Ganglia |, 7 7 AXRLT U v RIpEDNANRT p—< L A A Ea—T 47 VAT AT
DA —=F TNIRFHE=H VT VAT ATT, ZiUE, VIAXDT7 =T L— g &%f
G o LTEMEBRFHIE S TWET, T —FRBLOZDDO XML, a2 /37 N THR—Z 7 )V
T—HEEDTHD XDR, T —X% Ak L— L AU ED 725 D RRDtool 72 £, A< i &
TWAHT 7 /Y —EEHLTWET, RitSNeT—2iEE 7T L% EHL T,
)= RBTOOF— "=~y RER<IMA, RREETHEL®EDET, ZOFEFEET, L
ANV =T 4 VAT LTy T =X T VT IIB I TR0, BlE, AT
MIFHDr IAXTHHAISNTHET, HRFOREX Y R Tr IT2AXE) 7T 57
DITHEH SN TEY, 2000 /— RFDOY 7 AKX ZNET 5 L )RR TE £,

FEHIZ OV TIE, http://ganglia.info 2SR L T 72 &0,

Iperfid. TCP 3 L NUDP D KHHSNE X7 4 —~ o A & HET 5 72 I NLANR/DAST (2 L -
TR INE L, Ipef ZEHTHE, SESERNRNTA—F L UDP fpfh 2 cx £,
Iperf 1, G, BEY v ¥ —L T —X 7T MELKEZRE LT,

FEARIZ DUNTIE, httpy/sourceforge.net/projects/iperf/ & 7= 1 http://iperf.sourceforge. netz 2 ff L C <
720,

V@7 a =2 (LLDP) 1%, EDPRCDPAREOMBEDY 7@ 7a haicfbb
LR E AN EMERE ST F 2T, LLDPOBWIL, BT ARy hU—2 F81 R
W2V U R ERET D200, XX HEHBIEOH D A T =X LT 5 2 LT,

FEHBIZ DUV TIE,  https://vincentbernat.github.io/lldpd/index.html &M L CT< 72 &0,

Nalios /. Nadios Remote Plug-in Executor (NRPE) 33X OVSSH F 721X SSL b > /L% L TLA
TaE=H—TFT o4 —T V=AY T Ny =T TT,

« ICMP. SNMP. SSH. FTP, HTTP 2 X2 LBy NV —7 $—E X
«CPU AT, T4 AZHERR, VAT 0T EEDKRAR Y Y—2R
o —N— AAvF, TTIVr—arDTT—hHP—ER

o [—E A (Services) ]

FEHIZ DUV TIE, https:/www.nagios.org/ &S L TL 72 &0,
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. OpenSSH

OpenSSH

Quagga

Splunk

tcollector

7Iu—vav |

OpenSSHIZ. WHE, BiinA Vv v 7, BLOZOMOBEEZ PRI H7-DIZ, T XCTH T
T4y (ONARU—REET) EEEEBLT D SSHEERY —LOA—T 2 Y —A NRX—V 3 T
7. OpenSSH (X, X 2772 bV v 7 HERE L ORI E ML, 37X TD SSH 7
0 hal =g EYR—MLET,

FEHELZ DUV TIE, http://www.openssh.com Z S L T 72 &0,

Quaggald, SFEIXFRN—T v 7a harzFEFTr 15y NI—I V—FT 47 V7 h
V=7 AL —FTYT, Quagga7 —F L, Xy FU—2 77 EAAECL ( Ivty] £019)
AL TR TEET,

\)

() Quagga BGP OANBRFEI N TV ET,

FEIZ DWW CIE, http://www.nongnu.org/quagga/ & 2 L TL 72 &0,

Splunk is a web-based data collection, analysis, and monitoring tool that has search, visualization, and
prepackaged content for use-cases. The raw data is sent to the Splunk server using the Splunk Universal
Forwarder. Universal Forwarders provide reliable, secure data collection from remote sources and forward
that data into the Splunk Enterprise for indexing and consolidation. They can scale to tens of thousands
of remote systems, collecting terabytes of data with a minimal impact on performance.

For additional information, see http://www.splunk.com/en_us/download/universal-forwarder.html.

teollector|L, B — /L AL 7 XML T—HEINE L, TOT —X A4 —T U RERIT —H _X—
A (OpenTSDB) (27> 2357747 MIlZaEXTT,

teollector |2 ITR DHEREN B 0 3,
T —H AL I EEFITL, T—HERELET,
« FERHIT — 4 _X—A (TSD) ~OzEE L £7,
s 2L 7 ZIZTSD a— REHDATLMEN 2 72 ) £9,
CHRDIRSNABEOEE LR L T,
e UAY 7 haAEEAUHE L ET,

FEMIZ DU TIE, http:/opentsdb.net/docs/build/html/user _guide/utilities/tcollector.html % 2 L C
STEEW,
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tcpdump

TShark

tcpdump .

tepdump IX, X hU—2 A % —7 = A A }® Boolean 2 —FT 537 » N ONEFIZET
LHEH T HCLIT 7 r—a T8, BAORNIY A LAY TRERRSNES, T
7 4V N TIEL, PRI O Kb ORFEL, 43, B, BRXOWNRLLTOR E LTS ET,

tepdump X, ROT7 7 7 2R L TEITTEET,
W BTHONT 72D Ty N T =27 7 A NMRFLET,

crl Ry NI—T AU H—T oA ANERT y M EGEAND DO TR, REINLEA
ro b 7 AN EAIY 97,

VI RFEENTZ ANy N T ANDY A R EGEHRID F9,

WTIOYE S, tepdump 1FHRUS~ v FT 587y MET 2L L ET,
FEARIZ DUWNTIE, http://www.tepdump.org/manpages/tcpdump.1.html ZZ M L T 72 S0,

TShark (X, CLIO®X Y NV —27 7a haLr 7 F 74P T3, TshakZEHTLHE. 714 7Ry
NI =y N =Xy 7T X Lz, AR LI2X Yy 7T v 7 7 A AR
Ty NEGAPRSTZD TEET, IN6ONTy hOT a— REINBREFEERICH T
DI, NTy NET A MCEZIADZ ENTEET, TShack DX AT 47 ¥ 7 Fx 77
AN T+ —~v ME, peap TT, TD7+—~ v MI, tepdump &> — W ST
UWVE 9, TShark (X, cap_net admin 7 7 A WEREZHIFR L7ci2, 7 A hv = VN THEATE £
D

setcap
cap_net raw=ep /sbin/dumpcap

\)

CE) Zoa<r FE, YAz VNTEITTILERDH Y £9,

FEAIZ DU TIE,  https://www.wireshark.org/docs/man-pages/tshark.html % 2 L T< 72 X0y,

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .


http://www.tcpdump.org/manpages/tcpdump.1.html
https://www.wireshark.org/docs/man-pages/tshark.html

7IUr—vay |

B shark

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)



s 11 =

Cisco NX-0S T Ansible M {3 FH

s BIERSRIE (133 =)
o T LTI HONT (133 X—)
¢ Cisco Ansible ¥ =—/L (134 =—3)

=i L k

Al 514
PR—=FEINTWDHIEBRED A > A b —/LEHZ OV TIE, https:/docs.ansible.com/ansible/
latest/getting_started/index.html Z &M L T 72 &0,

~ ~ d —

T TILIZDNT
AnsiblelX, 77U K7rbva=v7 HlEHR, 77U r—2a COER, Y—EARNA—
FARL—vary, BIOFOMDIT =— X2 BEbLT 54 —7 VY —2DIT B8k v
T,
Ansible IZ, Ansible Y 2 — /L EFREND/NE T 7T AL T/ — K~ API FEFOVH
L %47V, Playbook TiEF S L7tz M L E7,
7 7 4/ hTlE, Ansible (X, T X TOEFHINR~ U EZMBAIGRIN L7 V—TIZANLDH
MZRINI 7 7 A NVEFEA LT, EHEFRO~ E2RLET,

FEMIC OV T, Ansible 2B AFTE F 4,

Ansible https://www.ansible.com/

Ansible HEML Y U =—3 3 A » A b —/L7F | https://docs.ansible.com/
I, LA 7 w27 DOFIEEHF, £P2—1
AN EREENET,
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7Ir—vay |
. Cisco Ansible E¥ a1 —JL

Cisco Ansible €< 1—)J)L

WD 7 DFEIRT L DT, Ansible ([ZITEED Cisco NX-OS THAR— FINHEY 2—/L
LA T I RNHY ET,

NX-OSTF_u v /8—DF 7 ¢ |[FERE Y — L
YT N=

Ansible NX-OS 7L A 7 > 7 D

Ansible nxos Playbook @ U 7K kU
il

Ansible NX-OS %~ FU—72 E |nxos % NV —2 £V 2—)L
Ja—)b
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Puppet Agent

TOETIRD MY v T TSN TWET,

s Puppet {ZDW\T (135 %—2)

« BIfESRAT (136 ~—27)

s Puppet =— = > NX-OS 8855 (136 ~X—2)
» ciscopuppet € o —/b (136 ~<X—1)

Puppet [ZDULVT

Puppet Labs |Z & > TR & 417z Puppet ¥ 7 b 7 =7 Ny r—Ii%, = RZ OO EIE
WEERT 004 —TF 0 V=20 HE;EY —/E v b TT, Puppet Y 7 b =T X,
KR ER EDT A ZREEBEHATHZ LIk, =NV Y —2OEFHEEF L E T,

Puppet = AR —x > Mk, BEXSGRT A A (/—F) I L0 Puppet Primary (#—-3) E
TENET D Puppet =— 2 = RAGENE T, #H . Puppet Primary [ZEBIOFH Y — N T
FATE ., BEOT A AT —ERAZME L £ 3, Puppet =— = > h OEAETIL, Puppet
Primary |ZE MBI HEE T 2 LB H Y £9°, % LT, Puppet Primary [~ =7 = X F & =
YRANLTCE=V 2 MHELET, =— V=0 ME, /— FOBUEDRETIO~V =
T A NEREL, HERICESWTREZEH LET,

Puppet ¥ =7 = X NI, T/ ADRBERET D720 DT 0T 4 EROELETT, b
D7 T O REDOMERE LU EOFHMITIhR b SN TV D2, ~=7 = X MIEHDOA
RU—F 4 VTV AT AERIT STy N7+ — L THEATEES, v=7 =X MI, #@%,
REFOREE ERXTDHEDIHEHINETS, V7 =T r—VDAf LA M—)L, 77
ANDa— B —v2oBMBIcbEHATEET,

SR DU TIX, Puppet Labs 25 L TL 72& 0,

Puppet Labs https://puppetlabs.com

Puppet Labs FAQ https://puppet.com/blog/
how-get-started-puppet-enterprise-faq/

Puppet Labs R = A > | https://puppet.com/docs

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .


http://puppetlabs.com/
https://puppet.com/blog/how-get-started-puppet-enterprise-faq/
https://puppet.com/blog/how-get-started-puppet-enterprise-faq/
https://puppet.com/docs

7Iu—vav |

—_t ER
IR
Puppet =— = > M ORFERMFIZRD B T,

c B —ERADA A h—/L L Puppet Agent D BFHIZ LI/ T A AV A N L—V % T A
ATHHATE DMENH Y £,

e T — 7T v 2|l THEIK450MB DEEXT 4 AT KR,

* Puppet 4.0 LLFED Puppet 77 A < U Y — R— RN EETT,

* Puppet =— = > k 4.0 LABEN LB T,

Puppet T— = > ~ NX-0S IRiE

Puppet Agent 7 b =7 (X, A b =/ (CentOS % FATF 5 Linux =2 > 7 F ) DA
AYFIIA A=AV TDUERDYET, FAM Y=L, AR LEVEESNLZET
T =T U RFETRE R LT,

CiscoNX-OS U U —292 (1) LA, Puppet Agent @ Bash-shell (Cisco NX-OS DA & 72 5 3
A 7 4 7 WindRiver Linux B5%) A > A h—/W3HR— b &R £ L,

WRiZ, =™V N7 b =T OX 7 a—FR, A=), BILOEY b7 v 7127
HiEHRERLET

Puppet Agent : Cisco Nexus A »FTD- > |https://github.com/cisco/

Z b=ty T v (FEiky 7w ) | cisco-network-puppet-module/blob/develop/docs/
README-agent-install.md

ciscopuppet €< 1 —)L

ciscopuppet & ¥ = —/LE, Cisco W LA —F> V=X V7 U =T EV 2 — VT,
ZAUE, Puppet v =7 = A b OFIREIERIBAL L . CiscoNX-OS ARV —TF 4 T L AT L
BLOTT v b7+ —LOREDIEOFHEME DR OA o F—T oA ALV ES, ZOF
¥ 2 —/LX Puppet 7T A ¥ VIZA A F—/LE#, Cisco Nexus A A F TO Puppet =— =
v N ORI BT,

ciscopuppet € ¥ = —/ L%, Puppet Forge TR T& £9°,

Z Z T, ciscopuppet E ¥ = —/b A A M —/LREIZOWTOEMERZREE L ET

ciscopuppet € = —/LDIFT | Puppet Forge

(Puppet Forge)
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| 77us—vay
ciscopuppet E¥ 1 —)L .

VY —ZAOEOHZ s [Cisco Puppet £ F# D2 IR (Cisco Puppet Resource
Reference) |

ciscopuppet & ¥ = —/L : (57T | [Cisco Network Puppet & ¥ = — /L (Cisco Network Puppet
a—RKUKRI MY Module) ]

ciscopuppet € = —/L : & > | | Cisco Puppet <& ¥ = — /L ::README.md
7y 7L

Puppet Labs: &3 = —/L D1 > | https://puppet.com/docs/puppet/7/modules_installing.html
A h—)b

Puppet NX-OS ¥ =7 = A kD] | [Cisco Network Puppet <& = — /LDl (Cisco Network Puppet
Module Examples) ]

NX-OST R v/ 8—D T T 4 | FERRETLY — L
N/ St
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CiscoNX-0S TDO> 795472 bDIE
F

e T 7IZHONT (139 N—2)

o BEESRME (140 ~—2)

« Chef 7 7 A 7> b NX-OS Bg8f (140 2—7)
« cisco-cookbook (140 ~=X—<)

T 7[2DU\T

Chef %, ChefSoftware, Inc. IZL > TR INIZA—T L VY —R VT =T Ny r—TT
To YT RT=T R —VE, A VT TANT T YOV A RZEHR7L, WEL, RKAE, £
72137 0 ROGATNZY—NR_—=LT7 7 r—2 g U BEATEH, VATLABLIONI T RA
T7IANT IV FXYOHBELT L—LAU— 27 T, FHMIX. 12U DT =7 R TF—T 3
H—H—"—_ Chef 7 7A4 7V ERBRESNTWVT, #FESNTWVDETRTHD /) — R THK S
NEJ, £/ —FOREFIEIIOWT Chef 7 AT > MIIERT D201, 7 v 7T vtk
LY ERERESNET, 7XTCH —RIZA VA= LEINTWD Chef 7 74T > bM, &
BROREZITVET,

ChefZ v 7 7 v 713, REERY —DEAFAOIAREN T, 7 v 7T v 7 TlEyF I 4 %2E
FLIET, o, FOVFTIVFEYFR—FTBEOICHERTXTORAR (4770, L
. T ANRE) BWEENTWET, Chef LI B, TL ZADWREEAHRET A=D1
NTAEROELGTT, o7 a T ¢ REOHKEREL LOREOFHMIHE LI Tn5
72, LY BIREEOARV =T 4 VIV AT AERII T Ty b7 A THEATEET, L
ENL, W, WBREROREEERTATOICHERSNETS, Y7 b7y =04
VA=), TrANOa— BIOY—EROBMGREICHEHATEET,

WD) 77 L A, Chef 72 OFERMER AR L £3,

FEYY oy
Chef 75— A https://www.chef.io
Chef O https://docs.chef.io/chef overview.html
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FEYSY oy

Chef ® R¥ = A2k (F7) https://docs.chef.io/

-t Ex
IR
7 ORIRSEMII RO EBY T

« V7 DREBINIHERT A AT AR L —UNT AL A RCHESR TWARERH Y £
g

« 7= 7T v alliK 500 MB DZEE T 4 A KA

c U7 1241 LIED Y =7 Y= PN ETT,

e T ITIAT 1241 LIENRKETY,

Chef 7 5 4 7 > ~ NX-08 Izi%

chef-client YV 7 +F 7 = 71X, A b =/l (CentOS ZFEIT¢ 5 Linux 27 FTEEE) DAL v
FIZA VA RN—NTEHEUERHVEST, 2OV T T7=TIE, BRSO VEESN-RZET
=T U BRFETEREE R LET,

Cisco NX-OS U U —2 9.2(1) LAK&, chef-client ?® Bash-shell (NX-OS DAL 2D %A T 47
WindRiver Linux 8885%) 1 > A b— /L3R — &< £ L7,

WO RFa2 A ML, ==V =2 N7 y=2TOXa—R, A=, BLOF
EZ & DHA X2 AR HEHENTWET,

FEYY yoy

Chef 7 A4 7> b : CiscoNexus 77 v k cisco-cookbook::README-install-agent.md
TH—LTOA A =Nty T v (F
gty 7 v )

Chef 7 7 A4 7 > b : CiscoNexus 77 v b cisco-cookbook::README-chef-provisioning.md
TH—LTDOA A b—vEEy N T v T
(Chef 7w & a F2MH LIZHEIA > A b —
V)

cisco-cookbook

cisco-cookbook I, Chef L' > B DR Y V) — AH#pk & | CiscoNexus A A v FDRFEDEIEDFE
MEOMDO, YAAPEBE LA TV VA A H =T 2 A ATT, 207 v 7T v 7%
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cisco-cookbook .

Chef Server 121 > A h—/L &1, Cisco Nexus A1 > FTO Chef Client DY) 22 EWEIC MLBET

B

cisco-cookbook (%, Chef Supermarket {Zd V) F 7,
KD R =2 A2 MIIL, cisco-cookbook 38 L N—xi)7e s v 7 7 v 7 DA A h—/)LFHDFE

MRS N THET,

cEYY

>y

cisco-cookbook DI

Chef Supermarket Cisco 7 v 7 7 > 7

VY —Z2AOFEEOAZa )

VY —=2Bxuarz (77 /7wvv—H5)

cisco-cookbook: / — A IA— K URT [

Cisco Network Chef 7 v 7 7 > 7

cisco-cookbook: & v k7 v 7 L AFE A

Chef 7 w7 7Dy N7 v 7 LfEHTE

Chef Supermarket

Chef Supermarket

Chef NX-0S ¥ =7 = & ;D

Cisco Network Chef 7 v 7 7 v 7 DL v
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Nexus 7 7') 57— 3 V% : Yocto

* Yocto 122\ T (143 _—)
* Yocto DA A h—/L (143 X—)

Yocto [ZDULNT

CiscoNX-0S U U—2Z 10.1(1) ¥ 7 b7 = 7%, Yocto 2.6 (ZFESWTWET, Yocto2.6 X ¥
va—RL, BETLIHLWWY 7 hy=TE2Xyra— KL, Y7 =T %#HEL, Y7 b
VT AL v FIZA VAN NTHEN) FIEILLST, I0EL DT TV r—varad
VAR—LTEET,

Yocto D1 R +—JL

WOFITIE, Ubuntu 16.04 A8~ > T Ruby /N—V 5 222 Z /L R LET,

AT w71 Ubuntu 16.04 RAE~ > NZT R TOMEANR Y r—V% A VA M=V LET,
sudo apt-get install gawk wget git-core diffstat unzip texinfo gcc-multilib build-essential chrpath
socat cpio python python3 python3-pip python3-pexpect xz-utils debianutils iputils-ping libsdll.2-dev
xterm
ATY T2 Yocto2.6 XU m—RFLET,
wget http://downloads.yoctoproject.org/releases/yocto/yocto-2.6/poky-thud-20.0.0.tar.bz2

tar xjfv poky-thud-20.0.0.tar.bz2
cd poky-thud-20.0.0

ATFwF3 ce-init-build-env 7 7 A LEZEIEG L E T,

source oe-init-build-env

ATV T THRAF T 4 &AL T conf/local.conf ZHREL. ROITEEML £,
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. Yocto DA VX k—JL

ATvTH

ATvT6

ATy 717

MACHINE = "genericx86-64"
DEFAULTTUNE = "x86-64"

WDa<wy ReEATTLET,

bitbake ruby

EVRARETT5HE, RPM IJ tmp/deploy/rpm/x86 64/* . rpm [ZAK IV TWET,

RPM # AA v FIZabt—LE7,

Switch# copy scp://<username>@<IP_address>/ruby-2.2.2-r0.x86_64.rpm bootflash: vrf management
use-kstack

Switch# copy scp://<username>@<IP_address>/libyaml-0-2-0.1.6-r0.x86_64.rpm bootflash: vrf management
use-kstack

Bash &= /LG, ROa~<vy REAHLET,
AVA M= TaRERAOHLEEETRO NS, yEATILET,

bash-4.3# dnf install /bootflash/libyaml-0-2-0.1.6-r0.x86_64.rpm
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process
Examining /bootflash/libyaml-0-
Marking /bootflash/libyaml-0-2-
Resolving Dependencies

--> Running transaction check
---> Package libyaml-0-2.x86 64 0:0.1.6-r0 will be installed
--> Finished Dependency Resolution

6-r0.x86_ 64.rpm: libyaml-0-2-0.1.6-r0.x86 64

2-0.1.
0.1.6-r0.x86 64.rpm to be installed

0.
1.

Dependencies Resolved

Package Arch Version Repository Size
Installing:
libyaml-0-2 x86 64 0.1.6-x0 /libyaml-0-2-0.1.6-r0.x86 64 119 k

Transaction Summary

Install 1 Package

Total size: 119 k
Installed size: 119 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : libyaml-0-2-0.1.6-r0.x86 64 1/1
/sbin/ldconfig: /usr/lib/libboost regex.so0.1.49.0 is not a symbolic link

Installed:
libyaml-0-2-0.1.6-r0.x86 64
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Complete!
Install operation 2450 completed successfully at Fri Jul 27 18:54:55 2018.

[Hdhtdtddttaftd44e4] 1003

ATy T8 WD~ R, Ubuntu 16.04 (A~ > T Ruby /S—Ya > 222 2 BV R A6 &R LTWET,
AVAPN—N T ADOHLERTROONEDL, yEASILET,

bash-4.3# dnf install /bootflash/ruby-2.2.2-r0.x86_64.rpm
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
thirdparty/primary | 1.8 kB 00:00
thirdparty 2/2

Setting up Install Process

Examining /bootflash/ruby-2.2.2-r0.x86 64.rpm: ruby-2.2.2-r0.x86 64
Marking /bootflash/ruby-2.2.2-r0.x86 64.rpm to be installed
Resolving Dependencies

--> Running transaction check

---> Package ruby.x86 64 0:2.2.2-r0 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
ruby x86_64 2.2.2-r0 /ruby-2.2.2-r0.x86_64 32 M

Transaction Summary

Install 1 Package

Total size: 32 M
Installed size: 32 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : ruby-2.2.2-r0.x86 64 1/1
/sbin/ldconfig: /usr/lib/libboost regex.so0.1.49.0 is not a symbolic link

Installed:
ruby.x86 64 0:2.2.2-r0

Complete!
Install operation 2451 completed successfully at Fri Jul 27 18:55:23 2018.

[H#ff4attfaa4H4444] 1008
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Nexus 7 7') 5 —< 3 U BR% : SDK

¢ Cisco SDK (22T (147 ~=*—7)

*SDK DA > A h—/b (147 ~X—7)

o A A M=V EBRBEOHLOFIR (148 ~—27)

«SDK ZfE L7277V r—ya U OBE (149 X—)

cRPM ZfE L7727 7V r—a oy r—ofk (150 =2—2)

« RPM EVL REREEOER (151 ~—2)

o —fFH972 RPM BV RRIEOME (151 ~=—3)

AT ar DT T IA U EMEA LR collectd RPM DOFESES] (152 _—)

AT ard Curl 7T 7 A EEH L7z collectd ® RPM @ E /L Kl (153 ~X—7)

Cisco SDK [ZDUNT

Cisco SDK (%, Yocto 2.0 (23S < BAFE S~ FTJ, CiscoNX-0S U U —2 9.2(1) BNEMET S
CiscoNexus A A v F CTEITTHT IV r— 3 0 EN RTE7200T_RTOY — LR EE
NTWET, A R— NI, 2L DOTF U r— 9 o T—RIICHER NS Cr 1 X
a4 VA, FATTV BIXONy X —T 7 A0 TT, U A MIMEENTIERW
D, KEEDOT T r—a VN ERMKFERRE Y U o n— FLTENL R 52 ERNNnELE
HEENRHY ET, —EH DT 7V r— 3 id, Ciscodevhub Web %1 FnH X oo — KL
TIIMHEHTEDL LSR5 TNWT, ENVFOMETIHY FH A, SDKIL, AL v FITEEE
AV APR—=LTELRPM RNy 7 —V % EN KT A0 TE £,

SDKDA X +F—IL

UTICV AT 2 2R LET,

«SDK I, 1FEAEDEHD 64 £ b x86 64 Linux > AT LA TEITTEET, CentOS7H
X UM Ubuntu 14.04 THEFF AT, Bash /L TSDK A v A h—A L THEITLET,

SDKIZIE. REY RN T—FFTV7F v, 64y N T—X%F 7 F ¥ Dl FDONRAF VNG
FNTWDLeH, 28y N TAT TV HA A M—/LEA TS x86_64 Linux > A7 A
THEITTAVERDHY 77,
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NEYRNIATTUNRAL VA= LENTWENE I DEHRLET,
51 -

bash$ 1s /lib/ld-linux.so.2

DT 7 ANBFETIHEIE. REY " IAT T INRNTTIZA VA b= ENTWET, TS
Al ROEIHIITRNEY N TFATTVEAS A=V LET,

» CentOS 7 DA -

bash$ sudo dnf install glibc.i686

« Ubuntu 14.04 O%4

bash$ sudo apt-get install gcc-multilib

141 R =L EREBEDIEAIED FIE

SDK < https://devhub.cisco.com/artifactory/open-nxos/10.0.1/nx-linux-x86
64-nxos-rootfs-n9k-sup-toolchain-1.1.0.sh 7> H # 7 o — R TE £7°,

DT ATHCHET — A4 7T, SDKEEEDT 4 L7 MVIZA VA P—NLTEET,
SDK DA VA= FT 4 L7 FU~DRZADATIRRDSNET,

bash$ ./wrlinux-8.0.0.25-glibc-x86 64-n9000-nxos-image-rpm-sdk-sdk.sh
Wind River Linux SDK installer version 8.0-n9000

Enter target directory for SDK (default: /opt/windriver/wrlinux/8.0-n9000) :
You are about to install the SDK to "/opt/windriver/wrlinux/8.0-n9000". Proceed([Y/n]? Y
Extracting

Setting it up...done
SDK has been successfully set up and is ready to be used.

. environment-setup-corei7-64-nxos-linux
. environment-setup-corei7-32-nxosmllib32-1linux

source environment-setup-corei7-64-nxos-linux
source environment-setup-corei7-32-nxosmllib32-1linux

source environment-setup-x86-wrsmllib32-linux 3 & TF source environment-setup-x86_64-wrs-linux
Ay Reff LT, v =/VREICSDKEA D/ S A 2B L £$, SDK THMAT D TEDY =
N EIZ, SDK EHAD/ASRAZBMLUET, SDKEAGD/RAZEBNTLHZ E1E, BV R Y —L
LIATTIVDIELWA=V g 2T 2K 5ICSDK A2y N7 v 7T 5 CTEHETT,

ATYT1 AV AM=ETFT o7 M) ESRLET,
ATw T2 Bash 7o 7 hCROa<w REASLET,
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| 77us—va>
sok £EALET T r—v otz [

bash$ source environment-setup-x86-wrsmllib32-linux
bash$ source environment-setup-x86_ 64-wrs-linux

SDK #FRHA L7 TU5r— a3 o DiEE

— XA Linuk TOENL R Fatv2AD%< 1L, 20T U A THEEEL 3, WRRICKERFIE
EHL TS ZE N,

TIVr—yarRXylr—YDY—Aa—RiL, SEIFRGETREGETEET, =& 2,
tar 7 7 AN T —<v h T, F3 N U NFEET DGt VAR NI b Xy ra— KL
T, Y—Ra— RzHETEET,

Wit b — k722 r — A DO—HCT9,

(FTFTav) 7F7UT—2 32 \yr—IhMZE 0 configure/make/make install Z{EfH L T
EILRTEENEINERERLET,

bash$ tar --xvzf example-app.tgz

bash$ mkdir example-lib-install

bash$ cd example-app/

bash$ ./configure --prefix=/path/to/example-app-install
bash$ make

bash$ make install

YAl Lo TiL, . /configure A2 U7 MZBMOA T v a Ly EZETVLENHY £, T2&
ZIE, wHERA T aroarR—3rr N EEGFRRERET 25670 ETT, B4V a
VEETHEIMNL BETLT Y S — 3 VICEAIEFELET,

5l : Ganglia & DIKEFEFEFZEDIEE

ZORFITIE, ganglia &, MEeH— KX—F 1 T 475 U (libexpat, libapr, ¥ X U'libconfuse)
ZERCL 77

libexpat

bash$ wget 'http://downloads.sourceforge.net/project/expat/expat/2.1.0/expat-2.1.0.tar.gz’'
bash$ mkdir expat-install

bash$ tar xvzf expat-2.1.0.tar.gz

bash$ cd expat-2.1.0

bash$ ./configure --prefix=/home/sdk-user/expat-install

bash$ make

bash$ make install

bash$ ed ..

libapr

bash$ wget 'http://www.eu.apache.org/dist/apr/apr-1.5.2.tar.gz'
bash$ mkdir apr-install

bash$ tar xvzf apr-1.5.2.tar.gz

bash$ cd apr-1.5.2

bash$ ./configure --prefix=/home/sdk-user/apr-install

bash$ make

bash$ make install
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bash$ ed ..

libconfuse

N

GE)  confuse (21X, ./configure (ZIBIND --enable-shared 47> a V' BAMIE T, T 95 LRV E,
WEIRIEFETAT 7V ORDOVITEHNIC) V7 SNTZTA T T IUNRENL RENET,

bash$ wget 'http://savannah.nongnu.org/download/confuse/confuse-2.7.tar.gz’'
bash$ mkdir confuse-install

bash$ tar xvzf confuse-2.7.tar.gz

bash$ cd confuse-2.7

bash$ ./configure --prefix=/home/sdk-user/confuse-install --enable-shared
bash$ make

bash$ make install

bash$ ecd ..

ganglia

\ )

(B RERITXTDOTA 7T YOG . /configure IZEINE T,

bash$ wget

"http: //downloads . sourceforge . net/project/ganglia/ganglia%20monitoring%20core/3.7.2/ganglia-3.7.2. tar.gz"'
bash$ mkdir ganglia-install

bash$ tar xvzf ganglia-3.7.2.tar.gz

bash$ cd ganglia-3.7.2

bash$ ./configure --with-libexpat=/home/sdk-user/expat-install
--with-libapr=/home/sdk-user/apr-install/bin/apr-1-config
--with-libconfuse=/home/sdk-user/confuse-install --prefix=/home/sdk-user/ganglia-install
bash$ make

bash$ make install

bash$ ed ..

RPM 2R L7 IV 7r—>avnnyir—o4k

fmake] ZEALTCT 7Y r—a UREFICENL RENESH, RPMIZRy 7 —I LT &
D

\)

(£) RPMB&Uspec 774 JL

RPM RNy r— T4 —~<v ME, FFEDOT SV —a v DERRA VA N— VKR
RTCDOTZ7A4N (NAFV TAT7TV, M, R¥aX b ed) 23y 75—k T559
WICHREFENTWET, LER-> T, RPM 7 7 A NV EERRT 5 7 r & 212130 < SO FRIN
2320 £9, RPM BV R e R &2 ZRT D701, BV KT o RIZHT 59T a4
9% spec 7 7 ANBEHSIET,
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rem £ ks kR ]

\)

B OV —RKAA=TFT 4 W7 TV r— g iE, Ny r—IfbEhiz Y —% 32— R % tarball IZ
L7ZEAT, A2 =%y FDBAFTEET, ZLOHE, 26O tarball (21X RPM E /L
K7 vt RS spec 7 7 A VINEENTNET, FRERD L, ZTHHD spec 7 7 A /LD
Z <, FMETLT— FEKIZEHEBEIIERSN TOEEAL, EHITE N LT, spec 7 7 A
ARFE ST RNBEbHY ET, 20X RBE. RPM AR TX 5 X 51T, spec 77 A
NERET DD B OAERT 20BN H Y 9,

RPM E /L FIREDERK

SDK Z{#HFH L TRPM Z /L RTARNC, RRBM ELRF 4 L7 FUERER L. WD
DRPM ~ 7 02 ETHMENDHY £,

ATYT1 T L7 b UMEEERLET

bash$ mkdir rpmbuild
bash$ cd rpmbuild
bash$ mkdir BUILD RPMS SOURCES SPECS SRPMS

ATy T2

ATvT3

ETERRL7eT 4 V7 b UGS Z 4 & DI topdir v 7 B 2R E L £ ¢

bash$ echo " topdir ${PWD}" > ~/.rpmmacros

GE)

--define

ZOFNEIX, BAEDO L —H =3 TIZEEE S ATV D rppmmacros 7 7 A L& FF> T2 &
ZHiEE LTCWET, BEFD rpmmacros 7 7 A LV EE R T 5 ONNMERIGEIT, TXTO
rpmbuild =2~ > R 7 A IR AZBMTEET .

" topdir S${PWD}"

RPMDB #®#H LE 7 :

bash$ rm /path/to/sdk/sysroots/x86 64-wrlinuxsdk-linux/var/lib/rpm/ db.*
bash$ rpm --rebuilddb

GE)

SDK @ rpm 3 & O rpmbuild > —/Vix, RPM 7 —H X—2 L L CEE D /var/1ib/rpm O
VIZ /path/to/sdk/sysroots/x86 64-wrlinuxsdk-linux/var/lib/rpm ZfiH3 2%
IO EREENE L, ZOEFIZLY, SDK 2 L TWARWEAIZHA A RO RPM 7 —#
N2 LEATAHZ ENERESIL, toot 77 B ADMLEMNR/L 720 £, SDK DA > A h—
N, ZOTFNEIZHE S T SDKRPM 7 —F R— R &2 FHEL T 0LE R H Y 1,

—fi%#97% RPM EJL FFIED = F

—fi%#J72 RPM BV REIAIXKRD LBV TT,
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B 1722207551 2EmLAEL collectd RPM D EES

bash$ wget --no-check-certificate --directory-prefix=SOURCES http://<URL of example-app
tarball>

bash$ # determine location of spec file in tarball:

bash$ tar tf SOURCES/example-app.tar.bz2 | grep '.spec$'

bash$ tar xkvf SOURCES/example-app.tar.bz2 example-app/example-app.spec

bash$ mv example-app/example-app.spec SPECS/

bash$ rm -rf example-app

bash$ rpmbuild -v --bb SPECS/example-app.spec

FERIIRPMS/ ICIERREN DAL F Y RPM T, A v FIZabt—LTA VA =L TEET,
TV r—a DA A M= )V HEEERIITEL RN 2= a VBBV EET, IhD
DOFINEIZONWTIE, TV A —2a DR Ay FEERLTLIEE N,

ZOmpmEN REARL vy FA~DA A R=E, 7TV —2a e R— b 572D E
RIRTCOY T "= T Ny —UTUETT, SDKICELEGEENLTWHARWNWY 7 F T =27 ORK
TR AT 2 EDNMEREAE, V—Aa— RERE LT, KEBROHL Y 7 b =T
LELRTHMERH Y £T, BV ROV TR, Ny —Y2FBTEL FLT, K7
BIRZMGEST 2 Z &N TEET, WIT, Kb RURFIROHI 2R L ET,

bash$ tar xkzf example-lib.tgz

bash$ mkdir example-lib-install

bash$ cd example-lib/

bash$ ./configure --prefix=/path/to/example-lib-install

bash$ make
bash$ make install

INHDa<wr KL, EART7AN (A F U, ~vF— FATFTVRE) ZA LA h—
NT L7 NVICERELET, ZI0b, BEEOa L M Z7E )V 077 7 2FER LT, K
FREBREMT-TTOOFH LW EZRINTEET, FA4 77V REDT U H A La— Kb
X, ZFNHH AL v FITA VA M= T ERERD L0, LERT 4 A5 a— K% RPM
WXy =L L huiE7e v 8 A,

\)

6=

ZHH Y £,

Cisco devhub @ Web A MiZix, T TIZRPMERIZE LD ENTWAEYR—K T4 77 U R

AT2avnTZ54 0 %EERLAEL collectd RPM D1

151

Y —A tarball # ¥ 7 — KL, spec 77 A /VEHLET,

bash$ wget --no-check-certificate --directory-prefix=SOURCES
https://collectd.org/files/collectd-5.5.0.tar.bz2

bash$ tar tf SOURCES/collectd-5.5.0.tar.bz2 | grep '.spec$'
collectd-5.5.0/contrib/redhat/collectd. spec

collectd-5.5.0/contrib/aix/collectd.spec

collectd-5.5.0/contrib/slesl0.1/collectd.spec
collectd-5.5.0/contrib/fedora/collectd. spec

bash$ tar xkvf SOURCES/collectd-5.5.0.tar.bz2 collectd-5.5.0/contrib/redhat/collectd.spec
bash$ mv collectd-5.5.0/contrib/redhat/collectd.spec SPECS/
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+FL a0l TS5 4 L EER LT collectd d RRM D E L 1451 ]

bash$ rm -rf collectd-5.5.0

Z @ tarball (121X 4 DD spec 7 7 A VD3V £9, Red Hat D spec 7 7 A /Wdd b AfEHNTH
D, ELWcollectd N—Y a rEELeME—DT7 7 ANV TT, Znahlé LTHEHLET,

Z O 7 A VX, /sbin/chkeonfig Z{# H L T collectd &4 > A h—/L 3% X 92 RPM %%
ELET, 7L, AL v TFTiE, KPVIZ /usr/sbin/chkconfig ZFEH L E T, spec
T ANTUTOE I ITHRELET,

bash$ sed -r -i.bak 's%(”*|\s)/sbin/chkconfig%\1/usr/sbin/chkconfig%' SPECS/collectd.spec

collectd (IZIZZE DA T > a v FIZ 74 RHY £T, TDspec 7 7 A ML, T 74V FTE
KDTTTAL TGN ET, 2L DT T T A AUINBRIERBERENH D120, Zhbsn~
FTA L ERNIT DA arE rrpmbuild a2~ K T4 VZETHERHDET, 1 OD
EWa~r R IA4 02 ANT5R0VIZ, ROLXDIZBashfild| TAH TV a 2 EHTEET,
bash$ rpmbuild opts=()

bash$ for rmdep in \
> amgp apache ascent bind curl curl xml dbi ipmi java memcachec mysgl nginx \

> notify desktop notify email nut openldap perl pinba ping postgresqgl python \
> rrdtool sensors snmp varnish virt write http write riemann

> do

> rpmbuild opts+=("--without")

> rpmbuild opts+=(${rmdep})

> done

bash$ rpmbuild opts+=(--nodeps)
bash$ rpmbuild opts+=(--define)
bash$ rpmbuild opts+=("_unpackaged files terminate build 0")

Z D%, WD L D IZ pmbuild IZFE S, BV RBIORPM /Sy 7r— 7t A 2KH B4 S
ET,

bash$ rpmbuild "${rpmbuild opts[@]}" -bb SPECS/collectd.spec

WEE L LT, RPMS T 4 L2 FUIZ, collectd FIICHERRE & 472 RPM AT TWVWE T,

TNHEDRPM 7 7 ANEAAL v TFIZabt—L, AL vTFTDBash vz /VInHA A —)LT 5
ZENTEET

bash$ rpm --noparentdirs -i /bootflash/collectd-5.5.0-1.ia32e.rpm

AToardCurl 7554 %#FERALT= collectd D RPM

D EIL I

collectd curl 7*Z 7' A Zi%, #KFEFRE LClibeurl 3H Y £97,

RPM /L R 7t 291220 Y > 7 OEAFREE 27297121, SDK Teourl 2% 7 m— L
TEN T LDBERDHY £,
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bash$ wget --no-check-certificate http://curl.haxx.se/download/curl-7.24.0.tar.gz
bash$ tar xkvf curl-7.24.0.tar.gz

bash$ cd curl-7.24.0

bash$ ./configure --without-ssl --prefix /path/to/curl-install

bash$ make

bash$ make install

bash$ ed ..

)

GE) el ATV EFA4T7F VX, /path/to/curl-installllA YA F—LENET, ZDOT 4
L7 MU DBFELZRWGEIIER SN D T2 BUED 2 — W —DEF ZALFERDBLETT, K
I, Y—Rtaball ¥ 7 m—RL, spec 7 7 A /VEHIHLET, ZOFIRIZ, 777400
72NGE D collectd Dl & F ->7=< R LTI,

bash$ wget --no-check-certificate --directory-prefix=SOURCES
https://collectd.org/files/collectd-5.5.0.tar.bz2

bash$ tar tf SOURCES/collectd-5.5.0.tar.bz2 | grep '.spec$'
collectd-5.5.0/contrib/redhat/collectd.spec

collectd-5.5.0/contrib/aix/collectd.spec

collectd-5.5.0/contrib/slesl0.1/collectd.spec
collectd-5.5.0/contrib/fedora/collectd.spec

bash$ tar xkvf SOURCES/collectd-5.5.0.tar.bz2 collectd-5.5.0/contrib/redhat/collectd. spec
bash$ mv collectd-5.5.0/contrib/redhat/collectd.spec SPECS/

bash$ rm -rf collectd-5.5.0

ZDOfAERT 7 A Vi, /sbin/chkconfig Z{FH L Tcollectd -1 > A h—/L 3% X 9 IZRPM
Ay bT v LET, 2L, AA v F T, ROYIT /usr/sbin/chkconfig &3
HMBING DT, spec 77 A NVTIRD X D ITHREL £,

\}

GE)  Zdtarball 121X 4 2D spec 7 7 A /L&Y £9°, Red Hat ® spec 7 7 A /LT b ofEHTH
D, ELV collectd N— a 2 FLME DT 7 A LT, Zhahle LTHALET,

bash$ sed -r -i.bak 's%(”*|\s)/sbin/chkconfig%\1/usr/sbin/chkconfig%' SPECS/collectd.spec

ZORE, AIOFEES TWET, collectd rppmbuild 7 7 & A 1%, libeurl DT % 585k 9~ 5 W2
Y E9, collectd D spec 7 7 A N ZfmHE L T, LFZEBML ET,

SPECS/collectd.spec T FH%configure Z a8 L £ 7, Z D17 & ZUTHi<1T1E. rpmbuild
23 Jeonfigure A7 U 7 MIETH T a v EERLET,

WDOF T arwBMLET,

--with-libcurl=/path/to/curl-install/bin/curl-config \

WIZ, rpmbuild 2~ > K A7 a & ETr Bash 7 LA DNEHEMEINE T, ROBEBWICHEE
LTL7IEE0,

ccurl ZENV RENZWT T 7 A DU A RS HIER

« --with curl=force ™ 3B
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bash$ rpmbuild opts=()
bash$ for rmdep in \

> amgp apache ascent bind curl xml dbi ipmi java memcachec mysgl nginx \

> notify desktop notify email nut openldap perl pinba ping postgresql python \
> rrdtool sensors snmp varnish virt write http write riemann

> do

> rpmbuild opts+=("--without")

>  rpmbuild opts+=(${rmdep})

> done

bash$ rpmbuild opts+=("--with")

bash$ rpmbuild opts+=("curl=force")bash$ rpmbuild opts+=(--nodeps)
bash$ rpmbuild opts+=(--define)

bash$ rpmbuild opts+=("_unpackaged files terminate build 0")

ZNDEH ZHUFTRO X D I rpmbuild IZHE S 4L, BV KRB X ORPM /Xy 7 — 2 7o ARRN
Blts S ET -

bash$ rpmbuild "${rpmbuild opts[@]}" -bb SPECS/collectd.spec

RPMs 5 4 L7 N U NOFEED RPM 121, collectd-curl bEENDH L IRV ELZ, 2 b
DRPM 7 7 ANV AAL v FIZab—L, A v FTDBash> =/LnHA VA RN—LT5HT LR
T&FE7 .

bash$ rpm --noparentdirs -i /bootflash/collectd-5.5.0-1.ia32e.rpm
bash$ rpm --noparentdirs -i /bootflash/collectd-curl-5.5.0-1.ia32e.rpm
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« NX-SDK (22T (157 ~=—7%)

s ARy A (a—H)) TFVr— 902250 T (158 X—2)
57 4V k Docker £ A —3 (158 _X—)

« NX-SDK [ZBH T 2 iEEFHE L HRFE (159 ~—)

« NX-SDK2.0 {Z2W T (159 ~=—3)

« NX-SDK2.5 IZ2W\WT (160 ~<—3)

e VE—F T T =g 0250 T (160 =—3)
*NX-SDK &= U7 ¢ (161 ~<—)
*NXSDK20DEX=2UT 4 77741 (161 X—)

NX-SDK [TDLVT

Cisco NX-OS SDK (NX-SDK) %, BE#bLB L OB AZ L T 7V r—ya OFERR (I AH A
DR E) DTFDDAL T TARNT I F o ~DT 7+ A ESFT 5 Cr+ HiZ kB L O
FTA TATZY LAV TT,

* CLI

* Syslog

ARV NIRRTV T — T R—T ¥

TV r—a UG

oA TRAZEY T 4 (HA)

N e e
NX-SDK ZfEH L7=7 7V 7r—3 3 VBFEIZIE, C+H, Python, 7213 Go i TX £,

EPELEE:H
Cisco NX-SDK DFFAIZ DWW TCIE, RIZT 7B ALTLIEEW,
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* Cisco DevNet NX-SDK, #rAR—hr 32V U —R T L OfRE & FEMIZ OV T,
versions.md Y > 7 (https://github.com/CiscoDevNet/NX-SDK/blob/master/versions.md) %
ZRLTIEIN,

GoNNA VT4 VJICEET HEESIA

Go A UT 471, NX-SDK DV —RL TFURe—HNLTEITINTWHDNY T—
R CEITENTWVAENIEL T, SEIFERLNVTHR—FENFET,

eNX-SDK VE—F T U — a3 DF_XTONR—23 00 Go A T 4 7%, EFT
BIDSE TY,

e X — /L NX-SDK2.0 7 SV r— 3D Go A F 47 1%, EFTRITY,

e B—HINX-SDK .75 LUFTIDT 7V r—3a D Go A T 4 v TR R— K E T
F9,

FHEMICHOWTIZ, INX-SDKT7 77U A —2a DGO, T 407 #BBLTLLIEIN,

Ry IR (A—=A) 7TVr—2 322200 T

TRy I A (a—H)N) TV r— 3T, NX-SDK A A h—/L L, @ERLZY
R—bIRBREFETCT IV r—va2EVRL, AL v TFTWECA VA=V TED .xrpn 7 7 A4
NELTT TV BNy =L, AA v TFIT TV r—a el A=V LTHETLE
T o .rom 77 AMITFENTERT I L, HEVEKRT I b TEET,

TV r—a UBIFIE. NX-SDK Wt T 527 CitbivEd, ve—ha L 77U r—
valix, VE— TN a3 s ar ey — AR LET, FEMCo
WX, 574/ k Docker £ A —3 (158 X—3) ZZHLTLZEWN,

O—H) T FVr— a9 DOENL R, £ ML, BIOEITICOWTIL, Cisco DevNet
NX-SDK #Z&M L T &0,

T2 A4JL F Docker £ A —

NX-SDK iZi%, v—h LV Fid ) T— FTHEATIHZDDRD Docker £ A — &Y —ILnT
TN N TEENLTHET,
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| 77ur—va>
nx-sok (=¥ sxEEE s sEEE

ER7E =P/
2A v FDHGHE Cisco ENXOS SDK

7 a A a2 734 JLH® Wind River Linux
(WRL) Y—) Fxz—r

SN T AT =Xy b

NX-SDK 1.75 LAFE, Go =2 /34 F

7 AL vF (VE—1H) HANC EIL K &7z libnxsdk.so i 2 7-
NX-SDK Z 558/ VT 4 7 Y —/LF v b

Go /3 A Z
RapidJSON
UE— kK API 7R — F D72 D gRPC

FEAIZ DWW TIE, https://github.com/CiscoDevNet/NX-SDK#readme & 2 L T < 72X\,

NX-SDK [ZRH 9 %X EHIE L HIREIA
NX-SDK iZi%, 77V r—varvzu—hiL (FrRy7R) £RFVE—F (7R 7
A) TEATTHEOOMH EOREFHEHIRFELH D 97,

TEE I & HIREIEIZ OV Tk, Cisco DevNet NX-SDK @ {2375 A F| 2L TLFE
W,

NX-SDK2.0 [CDULNT

NX-SDK /3—¥ 3 > 2.0 i&, BAEEBNMERGHTCT 7 ) r— 3 Y &FATTE L RATHREED
FHMEAFREICLET, ZDONXR—T a0 D NX-SDK Tid, 77V r— g vidn|&kix o
TFTHNDOAAL v T A 7IC LT EINETN, 22X 7 70 Rl T, 77V r5—vay
BAA T EFFHIEAAL v FIHONT NN TIEITTEET,
NX-SDK 2.0 {213k D L 5 RS ndH v £,

« AA v T EBEROBRREICHBICHA TEET,

AL TFNT—HBLH— NIV JTR, TTA4A_X—K 7T KT —ALLA
WCENMETE B X 9T DR,

AL Y FLANADY Y —ATOEERT TV r—va VOERELITES R ZLTEL L
BWENZ, AA v F VI)—ZANGEET ) 280 EEL £,

TV = ar BN T BREDDENRCTWAPI A T-H—DT7 477, ZhiZ
L. A4 v FOMEERARGRILEN., TV r—va vz X IR IO
Ny 7 CTEDHEAKESFE TR TEET,
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B nxsokesizonc

7Iu—vav |

e JE— NP —ERADETIE, ARy I AT TV r—2 a3 L0 ELTT,

FEAMIZ DUV TIE, hitps://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in NXOS.md
ZZRLTLIEEN,

NX-SDK2.5 [CDULT

Cisco NX-OS Release 9.3(3) AR TlZ, A b U —=3 7 Syslog e B E N TWET,
SRR DWW TIE, CiscoDevNetZ 2 L CL 72 &0,

= 5:syslog 4 N> k

HRe B30
syslog A X2 K * Cisco NX-OS syslog f X MIBERT 2 T
AB T Y r— 3 VAT OBRET
—?—O

SRR OV TIE, nx_trace.h @ watchSyslog
B L O postSyslogCb API & L CTL 72
0,

JE—kT7T)H5—23 2220V T

VE— kK 77U r—3 3 0&, CiscoNexus AA v T TIHRWEIDO A A wFITELS ZENTE
F9, VE—bERBFA TRy 7 2OT7 7Y r— 3 0%, NX-SDK LA ¥ &5 L THOH
L. A v F Exf56 L TREHROGARY  (BSF) F3EROEZBEAL RE) *LET,
a—HAnE U E— MO FTDONX-SDK T 7'V &r—3 3 EE CAPI A4 5728, NX-SDK
TV —varvid Ry 7 AL A TRy 7 A TERIICEBETX £,

VE— N TETTHITIT, TV r—>a UBNEEOEEEZE L TWAKERNL Y £, 3F
FHIZ-DUWNTIX, https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in NXOS.md
FHRLTLEE,

20 L YRIDONX-SDK 7 T r—> 3 oDk AR M

NX-SDK 2.0 {21, NX-SDKv1.757 7 U /r—= 3 » OB FIEICSE U T, &I X 0% )7 Hif

PERH Y £,
« @ . NX-SDK (%, NX-SDK 2.0 XV EHZ/ER L7=T7 7V DV E— hFIT7E2 ¥ HR—F LT
By, 77V EREEBICEEIETLEIHY A, RDVIZ, APINFOE LEZEET I 57-
OIZEFETIC, WUT7T 7Y EFHAATEET, HLWVWNX-SDK2.0 EF/LTHWT 7Y
VAR — T BH12iE, APINFOHE L TIPB IR — FDORT A= g5 2 0 RH D
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| 77us—vay
nx-sok %207+ [

£9. INHEDO/RT A—=HFINX-SDK 1.75 I CIIEH TE /AN, 77U 23 SDK
P NCm 7 AR— P TELRFEEK L LTIP 7 FLALR— MERZBINTE 7,

« 7272 L. NX-SDK 2.0 XV FiDOT 7V O FAHEBIERY R — SN TORWEERH Y F
T, HEWT TV O—HOAPLL, UE—FTOEITEYR—F L TR, FEITTER
WHREMERH D £, ZOHE, APLIRfISNNEZ A —T&Ed, TOT TV r— 32
KT HHEINLERDOTEEME EBEMEIC L > T, 77V =2 a R TP LV EiEEL 3%
AHEMNDH Y . HEOBE., 7T v 2T AR £5,

FEAMIZ DUV TIL, hitps://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in NXOS.md
EZRL TSN,

NX-SDK &2 ') 7«

NX-0S8 9.3 (1) LIFE, NX-SDK 2.0 1ZXkDEX =2 U F ¢ #iEE2 R —F L TWET,

ety varexa VT4, VE—NT VS —va ik, NTUVARFR—F LA —F—
B A (TLS) #Jr L CAA v F EONXSDK h—NZ#fe L, 77V r—varv Al y
F® NX SDK — i b anit vy v a v 2Rk cx 7,

o — EEHEDOE X 2 U T 1, CiscoNX-0893 (1) ZERALZZH LWA AL v F RO
A, NX-SDKH— X1 HIRY O—FRFFEAELZERKR LT, D AZ LFEHEEZ A VA b—/b
TBOIHo R 2R L E 9,

72& 21X, LRI NX-SDK /83— 5 235 NX-SDK2.0IZ7 v 77 L — KT 35874 Y,
NX-SDK $— N A H AFEHENT TIZA VA F—=LENTWAEA, BFEOGEHET
Ty T — gL, FHESNET,

o API E X IALIEONMH LM, NX-SDK2.0 TiZ, EX=2V 74 a7 7 A AREAINT
WET, ZHICEY, 77U F—3 9 0 NX-SDK H— 3% EOFLEFIETX 5 0%l
T DD OEFMERSINIZAR) —2RIRTEET, EX2VT 4 Tur7rA0CH
T LHEMIERAE AT THITIE, NXSDK2.0DEXF=2UF 1 777 A1 (161 <—)
EHRLET,

NXSDK20 DtE*x)T4 JBIT7AIL

VFIOY U —ATiEX, SDK/X—Y 3 1.75 D APLIX, A X hDOTF—X DFiHHY & B
HMFHFR SN TWE LTz, CiscoNX-0S U U —2 9.3(1) LAFE, NX-SDK 2.0 I3 & iAAL a2 —/1
EELIEFIERIATOBREEYFR—FLET,

TTVNAL v F it EBXTHEEIL EX2V T4 Turr A a0 LCHIcE £,
X2 VT4 BT AME AL v TFTIITINTWDLT U r—a o —E XA
ENDHZATarDF T2l FTT, ¥ X2 UT 4 TaTrAME, AL v FICEZALT
U= a rOREERIE L, A4y FHEEEZAT, Bk, kT 567 7Y r—v a3
COMREERIELET, TNV ENTIE, T U r— 3 VOEBXGARFTHFAT IR TV RN
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7Iu—vav |
B wsokzontxau54 7nz740

O, TFVr—varlEll, AA v TF~OEZIALT JEAZEINITHE8X2Y T 4 7R
T ANVEERT DHLERH D T,

Cisco D NX-SDK (L, kOt Xx=2UT 4 a7 7 A VEHRELET,

JOoJrAIL Bl fi&

SiER CLI ®BMMZFE, APIMOHLY | 2T 7+ a7 7 A
A yFICETRAEN NI S ICL | VTT,
7,

=R ¥ AA v FHERTHAPLEFFR LE | AT v M50 E D APIFEOY

TR, BESNTZEOMORHLET|HLTHY, Ary MUES
DHFRILET, ZOEX=2UT 4 | BRIV EY FERET,
a7y A NI, Aay N T %
1 H LT APIFFOVH L %% il L
ESc

T = a ATHIRE TEXA
TeZ ENTEETN, HIREZEZD
LEXALMELEL, AT T —
Ave—UREEFEINET,

) AA v FHEET D APLITHIRZ L
THAShET

NX-SDK Dt ¥ = VU7 4 a7 7 A VOFEMZONTIEL, [NX-SDKT7 7V r—a D%
U7 4 7'a 75 A/ (Security Profiles for NX-SDK Applications) ] # S L T 72 S0,

TV r—a  OME, 4 VA M=, BIOFETOFEMOWTIL, CiscoDevNet NX-SDK
W7 7 EALTL &N,
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Cisco NX-0S T Docker M {# FH

» Cisco NX-OS T® Docker IZ2W\ T (163 ~<—)

* Docker Dy EFIH & HlRFHIHE (164 <X—)

* Cisco NX-OS NC Docker =1 > 7 F # X ET D= O DOHIHERM (164 ~—)

« Docker 7 —F > DEIE (165 ~<—)

« BEIIZHEENT 2 X 9 12 Docker #1925 (165 ~—7)

* Docker = 7 FDRh: RA ~ Ry FU—27 FT L (166 ~—2)

 Docker 2 7 FDBRMG: 7V v PRIy NU—7 TV (167 X—Y)

*Docker 2> 7T TCOT—F 7T v aBLOERMEN—T s ard~vr b (1683—
V)

o JEAR ISSU A A F A —/3—"TD Docker 7 —F > DAKFEDOH L (169 ~—)

« Cisco Nexus Platform Switches Switchover R (Z Docker 7 —& > DKttt 2 AT 5 (169
)

«Docker A h L= Ny 7 ROPA XEH (170 ~—7)

* Docker 7 —E » DfEIE (172 X—)

*Docker 2> 7+ X2 VT 1 (173 3—2)

sDocker D N7 TNy a—T 47 (175 =)

Cisco NX-0S T® Docker [TDLYT

Docker X, T XTOKFREGRE T A 7TV LIy r—IfbEhiz, a7 —HNTLAI
DRESNIZT TV =y a Y EFEITT D )R E R L £ Docker DRI 2 ERINT H T2
https://docs.docker.com/Z S L T 72& 1y,

CiscoNX-08S U U —=292 (1) LIfE. AA »F D Cisco NX-OS N T Docker Z #4572
OV AR— R EMENE LT,

AA v FITEEND Docker D/X—3 3 1% CE 18.09.0 T4, Docker 7 —F (LT 7 4/ b T
IETEINTOERA, FEITEEIT S, AL v FOREIICHEWICHEER TS L 510
ETHMLENHD 97,
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7Iu—vav |
B ok orssEesiREE

OB a T, AA Yy TFEREORED 27 % 2 T Docker ZHENZ LT %)
HEICOWTHA L E3, %1972 Docker D 715 & BERE D FEMIZ DUV T,
https://docs.docker.com/ {Z& % Docker D K = A ¥ =B L T 7E &0,

Docker M;FEFE1H & FHIEEIE

Wiz, AA v F LD Cisco NX-OS T Docker ZEATH72DDH A KT A EHIREEEZRL
F9,

» Docker TH— R 3—F ¢ @ DHCPD #— \—%E/T L CWH A, SVI & —HEICEAT S

&L IIAT 2 MIRET L4 7 7 — CRIBENEAET DRt dH v £9, rIRe/eEhEER
X, 7r—RFEy X MEEEHEMNT L2 L TT,

e Docker #fE1%, D72< L H 8GB DL AT ARAM 27~ AA v F THR—FENTW
S

Cisco NX-0S [N T Docker 2 > T+ Z#HTET 2= DRIIE
E 3
AA wF D Cisco NX-OS T Docker Z# T 57O DRIHRGLMFITRDO LBV TT -
o JRA N Bash V= VEFHNILET, AA v F D Cisco NX-OS T Docker Z 1 FH9 51213

AA N Bash V= /LD)—k 22— —THDHLERHD £ :

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature bash-shell

¢« AA v FBHITP 77Xy —N"EFHHTEHRxy NU—7 NICH DA, nhttp proxy &
https proxy ﬁ%fﬁilﬁéﬁ% /etc/sysconfig/docker ﬂ:*ﬁﬁkﬁﬁéﬂ\é‘gﬁ)&) ) iﬁ‘o WJ .

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

AL v TFDIy INELSRESNTWND Z L Z2MERLTIEIV, £oLARnE Kk
DTT— Ay —VRERINDGENRDHY £ :

x509: certificate has expired or is not yet valid

s RAAL VA ER—LH P — NN Ry hU—Z %L TN SN TWD Z &, BLO
Jetc/resolv.conf 7 7 A WIIMENTNWAZ L EMRLET -

switch# conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch (config-vrf)# ip name-server ?
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—

Docker T

Docker 7—E > D RA%A .

A.B.C.D Enter an IPv4 address
A:B::C:D Enter an IPv6 address

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch#

—E > DHLA

#1% T Docker 7 —E  ZBIAT 5 & FEVA XDy 7T F AR —Y AR—ZART —

7Ty ad dockerpart EMEEND 7 7 A ZEID &AL, RIZ /var/1ib/docker (2% 7
k éﬂiﬁ—o %‘gk—ﬁ; C . Docker ?*%V%fﬁﬂ&)fﬁﬁﬁéﬁ‘éﬁﬁil /etc/sysconfig/docker %
itk LC. ZOFEBDT 740 b YA AT Ed, BT T L1, RBEIIELT
DAL= AR—ADY A ZBESTLHILHTEET,

Docker 7 —% > ZBRAT BT -

AT w1 Bash ZitriAdr, A—/8—a2—P—(272 0 3,

switch# run bash sudo su -

ATy T2

ATvT3

Docker & —%F& > & #tE) L ¥ 3,

root@switch# service docker start

AT —=H A %F =y 7 LET,

root@switch# service docker status

dockerd (pid 3597) is running...
root@switch#
(GE) Docker 7 —E > ZE L7=2H, 7 — 7T v 2 @D dockerpart 7 7 A /VEHIFRLIZY, X

ALTZ0 LANWTL &, ZhiE, docker DREEEIZ & » TEHEETH D00 TT,

switch# dir bootflash:dockerpart
2000000000 Mar 14 12:50:14 2018 dockerpart

BEMIZEE T D K 512 Docker 1R 5

A A F ORENFIZF I B BN EIT 5 X 9 (2 Docker 77—V AAERTE 97,

ATFv7F1 Bashazn— RLTCA— —a2—H—2 Y £,

switch# run bash sudo su -
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. Docker 2 VT F DR KRR b 2y FT—9 EFIL

AT Y T2 chkconfig —T 4 U T 4 &fEH LT, Docker ¥ —t A% Kl L £,

root@switch# chkconfig --add docker
root@n9k-24

ATY 73 chkconfig L —7 4 UT 4« M L C. Docker ' —E ADOHEEEMR L F9,

root@switch# chkconfig --list | grep docker
docker 0O:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff
root@switch#

AT 74 Docker 25 HEIIZAZE) L 722w K 5 ISR Z HIFR 35121

root@switch# chkconfig --del docker
root@switch# chkconfig --list | grep docker
root@switch#

Docker A>T+ DB RA MRy FTJ—9 ETIL

Docker 27 FINT —Z R— FEFHEZZDTXTORA N Ry NU—=7 A F—Tx A A
T 7 BATED LT HEEIE, ——network WA b A7 v 3 & LT Docker 2> 7
FTEREEBLES, 27T FTHO—F —(X, ip netns exec <net namespace> <cmd> & L
C. /var/run/netns (CiscoNX-OS TiREIN/T-EEXIFEAR VRFIZHS) CTEFIFER xRy b
U— 7 AR AL N TEET,

AFwT1 Bashz o — RLTR— 8—a2—H— 27320 F9,

switch# run bash sudo su -

AT w2 Docker T FEBHBLET,

PLFIEX, AA »F T Alpine Docker 2> 7 F&#EEH L, T XTORXY NU—2 A U F—T oA A% FRKRT
LHTYT, arTHIE, T4 NTEER Y N —7 O4FIEMTER INET,

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cap-add SYS_ADMIN -it alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-x0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-rl)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-r0.post-install

Executing busybox-1.27.2-r7.trigger

OK: 7 MiB in 17 packages

/#

/ # ip netns list

management
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Docker 3 > 7+ 0Bth: TU v SBAy k7—2 5L ||

default

/#

/ # ip address

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever

inet6 ::1/128 scope host

valid 1ft forever preferred 1ft forever

2: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default

link/ipip 0.0.0.0 brd 0.0.0.0

3: gre0O@NONE: <NOARP> mtu 1476 gdisc noop state DOWN group default

link/gre 0.0.0.0 brd 0.0.0.0

#
# ip netns exec default ip address

lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/16 scope host lo

valid 1ft forever preferred 1ft forever

2: dummyO: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN group default
link/ether 42:0d:9b:3c:d4:62 brd ff:ff:ff:ff:ff:ff

3: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default

link/ipip 0.0.0.0 brd 0.0.0.0

/
/
1:

Docker A>T DB Ty oBIRY KDJ—9 ETIL

Docker 2 > 7 FITHNT R v U — 7 Hfe CBFIXERA X —T7 =— X% LC) OIHEFFA
L. BEDT—F R—FEIMUDAA v F A 0 F =T 2= ZA~OAEMEEZ LT L HEUT L
R EIE. T 7 4V RO Docker 7V v ¥ Ry kU —2 7 LT Docker 22T F & BLAT
TET, L. Xy MU AR OSEELIRIET 5720, mio® s v a TR LIER
Ak Fy NT—F 7 FFLEY HEETT,

AFv7T1 Bashzn— RLTCA—=——a2—H—2 Y £,

switch# run bash sudo su -

AT w72 Docker 2T FEBMLET,
PUFIE. AA » T T Alpine Docker = > 7 FZBHIE L, iproute2 2Ny 7 —TU% A VA =T 54 TT,

root@switch# docker run -it --rm alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-r0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-rl)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-rO.post-install

Executing busybox-1.27.2-r7.trigger
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B oocker a2 75T TI— ISV LA BLUERE A A—T 1 L3 DTN

OK: 7 MiB in 17 packages
/ #

/ # ip netns list

/ #

ATV T3 2P —AAIEMONHEERET 2 E I NERELET,

TV oV Ry NI—7 BT NVEEAT LT ORE, 22— —LARIERONHEZREL T, B%2V
TAEILICHESED L TEET, FFMICOVTE, T=2——[4A7ZE# (namespace) (D7 EfEIC
X % Docker 2T DEH#E (173 X—) | 2L TLEE0,

RHED Docker R — M A7 v a VEMEA LT, sshd’2ED2 T F =L —EXZAMRTEES, fi:
root@switch# docker run -d -p 18877:22 --name sshd container sshd ubuntu
IRCEY, 2T THROR =282 v FOR=MITTICVY vy T ENET, ROFNIRT LI I,
A= F 18877 2 L TH —EAISMENET 7 B ATEH L 51 £ LT,

root@ubuntu-vm# ssh root@ip address -p 18887

Dockera>TFTHDIT—FI7T5 v aBIUEHRKME/ —
TA4arDIVU bk
Docker 27 F @ run 2~ KT -v /bootflash:/bootflash I3 &L N -v /volatile:/volatile 4
TrarEETILET, 779 vva BRI USRS —T (a3 & Docker 1 T FICHKIRT
EET, ZHE FILOUNXOS VAT A A A=V ET = 7Ty vallabt—3572L, =

VTFTHNOT SV = a VIR A NEFET LT A NIT VB AT HMNEND DG
MHET,

\)

GF) Zovavwr A7 varvzZERTsE REOT L7 N EarTHii~vvy R T,
NX-OS ¥ AT LAOBEICHEE 5 2 5 AlHEMED $ 2 WK 2 W2 OO 7 7 & A3 4E
HAHEMENH D £9, TNE, NX-OSCLI #f#H LTI TIZT 7 & AR[EEZL /bootflash X
/volatile 72 EDY Y —AITHIR L 7,

Z%‘yj"l Bash 75:1:!— ]\\[_/"CX»—-/\"_.:L_.HS_@?:%CE D i'ﬁ—o

switch# run bash sudo su -

ATY 72 Docker = V?‘ﬁ‘@%??:’V‘/ RIZ -v /bootflash:/bootflash BN -v /volatile:/volatile A7 v a &

ELET,

root@switch# docker run -v /bootflash:/bootflash -v /volatile:/volatile -it --rm alpine
/¥ 1s /

bin etc media root srv usr

bootflash home mnt run sys var
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$EEE 1SSU R A » F 4 —/3—T 0 Docker —E w0kt EHE [

dev 1lib proc sbin tmp volatile

YhEE ISSU R A4 v FA—/N\—T® Docker T—E > Dk ix
M DEZE

Docker 7 —F > L FITH DO a T F O F 2R ISSU A A v F A — "—THifi S5 Z &N
TEET, TNV A[RER DX, Ny 7T RODocker A N L —UNEET AT — 7T v a
MERILTHY, TIT 4T A== NP LAF N A== A PO THREIND
7= T9,

Docker =2 > 7 7%, B10 &2 HIChlr (FFEE) Shd7ce, MRICEIT S EE A,

AFv7F1 Bashazr— RLTCA——a—H—2 0 £,

switch# run bash sudo su -

ATV T2 AA v FF—"—ZBIET BENI. chkconfigt—T 4 U T 4 ZfH L T Docker — ¥ 2 Z7kififb. L £,

root@switch# chkconfig --add docker
root@n9k-2#

AT T3 A v TF A —N"—%iZar T NEHBMICHEEE SN D X 91T, --restart without-stopped 4/ v 3 &
FRLCaryTraEE L £,

OB TIL, Alpine = > 7 F & B4G L, BARIZEILT 5Dy, Docker % FHEE) L7V R Y | FIZHEE)T
DXL ET,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2+

Docker =2 > 7 F (%, G102 HIChlr (FHEEE) Shd7co, MrICET SN EE A,

—

Cisco Nexus Platform Switches Switchover B [Z Docker 7 —
FEUDKGEEZERIZT S
Docker 7 —F & E{Thoa T o iz, HOT— 7T v a N—F 4 a xR

D2ODDEBDOYIRA —/S—= A FRID A A » FA—=N"—TFR S LN TEET, 272
L. CiscoNexus A1 v FDEPA. THDA— =SS FDT — T Fwia X—F 33
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B occkerx b L—C nvs T koY XZE

ATy T

ATvT2

ATvT3

ATv74

BB SN CWET, LEDR-> T, A v F A —"—%F(TT SR, dockerpart
T ANERAZ N, A—R=N_APICFETa —FTH50ENHY 7,

Bash Z i AI L CA— R —a—HPF— |27 ) £9°,

switch# run bash sudo su -

A F A== T T REBANCEHEE S5 XL 912, --restart without-stopped 47T 3 V%
FRHLCaryTraEE L £,

WOHITIL, Alpine = > 7 F &G L, WI/RAJIZE LT 5Dy, Docker % FEE) L7V R Y | FIZFEE)T
DXL X,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2+

Docker =1 7 3B 2 sl (FRESE) S o7z, MIcE TSN SICEREL T ES
Wy,

AA v F A — =% BEET D EIT, chkconfigt—T 4 U T ¢ ZfEH L CDocker — B A & 7kFifb L £

root@switch# chkconfig --add docker
root@n9k-2#

Docker N 7 22 R AR L= R—=TF 4 g VEBHARDOAZ N, A== RNAHF T — T T
Vallae—LFET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

root@switch# cp /bootflash/dockerpart /bootflash sup-remote/

root@switch# service docker start

Docker A AL— Ny O T KDY A RXEE

ATy T

Docker 77— U Z B E /=13 L=, SBZH U T Docker /8y 7 2 K A RL— A
NR—=ADY A A ELT N TEET,

Guest Shell #2302 L E T,
FAN VBRI LSRN E, A AEERGT 5NB RN S D 7,

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want to disable
the guest shell? (y/n) [n] y

switch# 2018 Mar 15 17:16:55 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2018 Mar 15 17:16:57 switch $$ VDC-1 %$$ $VMAN-2-ACTIVATION STATE: Successfully deactivated virtual
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ATvT3

ATvT4

ATy TH

ATy 17

ATvT8

Docker 2 kL— 13w s Lo K4 XzE [

service 'guestshell+'

Bash Z1— R L CA—/S—a2—H— {2720 7,

switch# run bash sudo su -

BUERIAATREZR A P L— VA RICET D HRE G L,

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use% Mounted on
/dev/loopl2 1.9G 7.6M 1.8G 1% /var/lib/docker
root@n9k-24#

Docker 7 —F v &I LET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

Docker /N 7 = K A b L— AX—2Z (/bootflash/dockerpart) DIFIED YA X235 % HL
BFLET,
root@switch# 1ls -1 /bootflash/dockerpart

-rw-r—--r-- 1 root root 2000000000 Mar 15 16:53 /bootflash/dockerpart
root@n9k-2#

Docker N 7 T K A ML —Y AR—=ZADH A XEEFELET,

T2l 21, ROz~ RidA X% 500 A A RECLET,

root@switch# truncate -s +500MB /bootflash/dockerpart
root@n9k-2#

Docker/ N 7 T R A hL—3 AXR—ZADH A RZEAT HRFIERE TG LT, VA AEH 22N
EFIZET L2 E &R LET,

=& 21X, O IE, Docker Xy 7 R A ML= D% A ZX98500 A T84 MEIM LT Z & e
l./\gz—gqo

root@switch# 1ls -1 /bootflash/dockerpart
-rw-r--r-- 1 root root 2500000000 Mar 15 16:54 /bootflash/dockerpart
root@n9k-24#

/bootflash/dockerpart D7 7 A ) AT LDV A &R L ET,

root@switch# e2fsck -f /bootflash/dockerpart

e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/122160 files (0.6% non-contiguous), 17794/488281 blocks

/bootflash/dockerpart D7 7 A )V AT DY A X EH LET,

root@switch# /sbin/resize2fs /bootflash/dockerpart
resize2fs 1.42.9 (28-Dec-2013)
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Resizing the filesystem on /bootflash/dockerpart to 610351 (4k) blocks.
The filesystem on /bootflash/dockerpart is now 610351 blocks long.

7Iu—vav |

ATv 710 /bootflash/dockerpart D7 7 A ) VAT LDV A REHBEF 27 LT, 774NV VAT LDV AR

WIEFICERE SN Z L 2md LET,

root@switch# e2fsck -f /bootflash/dockerpart
e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes
Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/154736 files (0.6% non-contiguous), 19838/610351 blocks

ATv 71 Daemon T —F L ZHERL £,

root@switch# service docker start

Updating certificates in /etc/ssl/certs...

0 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

Starting dockerd with args '--debug=true':

AT 12 FRAFRERRA P L —UEEBORE S 2R LET,

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use$% Mounted on
/dev/loopl2 2.3G 7.6M 2.3G 1% /var/lib/docker

ATw 13 BASH Y = LVZKTLET,

root@switch# exit
logout
switch#

AT v 714  Guest Shell Z BN LET,

switch# guestshell enable

switch# 2018 Mar 15 17:12:53 switch %$ VDC-1 $$ %VMAN-2-ACTIVATION STATE:

service 'guestshell+'

switch# 2018 Mar 15 17:13:18 switch %$ VDC-1 $$ %VMAN-2-ACTIVATION STATE:

virtual service 'guestshell+'

Docker T—E > D{E1E

Activating virtual

Successfully activated

Docker Z 45 %M H L2 WEAIX, 20 M 7 OFNEIZHE- T Docker 77— > &5 1L LET,

Z7_"‘Jj1 Bash %EJ*— ]\‘\I_/"CX»——/Q\_.:L,__.H:\_a:/;E D i'ﬂ—o
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Docker a>F7F+ ¥ )T+« .

switch# run bash sudo su -

AT w2 Docker TF—F L FEIELET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

AT w73 Docker T—FUIMEIELTWAZ L EMERLET,

root@switch# service docker status
dockerd is stopped
root@switch#

GE) MBEIZ I U T, IORTT— 7Ty ad dockerpart TrANEHIRT A ELTEE
75

switch# delete bootflash:dockerpart
Do you want to delete "/dockerpart" ? (yes/no/abort) y
switch#

Docker a7+ X237+«

Docker 227 FDEFX =2 VT ([T HHREFIHIIKRDO LB T,
« ARETHIUR., BID 2 —V— (4512 (namespace) ] TEITLET,
« AIRETHIUIL, BIDFX Y MU —7 [14#1%M (namespace) ] TFEITLE T,

e cgroup ZfEH L CHAMEHRZHIR L 9, BEFD cgroup (ext ser) MEEKIAL, ARA B
ENTWATFVr—varvk, 77y 74 —LF—LNRAL v F TETINDEND
V7R =TICR L TRYEE B L2 b OIZHIFRE L £9, Docker Tlix, ZhafiA LT,
TS T EOENERAHIRTE T,

o REEZ2 POSIX #ERE A BN L 72N TL 72 &0,

A—H—[8&FIZER (namespace) 1D 78I K 5 Docker O > T F DR

3

TV Ry NI—7 FTNVEFERT 2T FHFO5E, 22— —LBIZEMONEEE % E L
T, BEX2 74 230IlmbEE&®bZ b TEET, FHMICONTIE,  Thitps:/docs.docker.com/
engine/security/userns-remap/] Z#ZM L T 7E &0,

AT T1 VAT AT dockremap 7\/1/*—7075§'§—VGK7I’?T£T%) MEIMMEER L FET,
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7Iu—vav |
. cgroup /N\—T 1 > 3 U DIEED

dockremap :L“"'j_““fj:\ 5:‘71‘/]/ ]‘VC‘:/X?‘AL:j—'(ﬁ:%hﬁéﬂfb\éﬂ‘gﬁ)% D iﬁ‘o dockremap 7“/1/’“
TISETAFE LW AT, IROFIMAIZHE > TERR L £,

a) WOza~< RuEAJ) LT dockremap 7V —7 Z B L 77,

root@switch# groupadd dockremap -r

b) dockremap :L—*}‘_%?ﬁfﬁkbiﬁ‘ (ifiﬁ@bfb\fib\%é\) o

root@switch# useradd dockremap -r -g dockremap

¢) dockremap T N—"F& dockremap L — W — N EFIC/ERR SN2 L AR L £7,

root@switch# id dockremap
uid=999 (dockremap) gid=498 (dockremap) groups=498 (dockremap)
root@switch#

ATV 72 B~ 77053/1/7;1%‘%/@ ID &%ﬁgf /etc/subuid & /etc/subgid (:JEjJD LSETO
i

root@switch# echo "dockremap:123000:65536" >> /etc/subuid
root@switch# echo "dockremap:123000:65536" >> /etc/subgid

ATFYT3 THAL T 4 &AL T, --userns-remap=default 47 9 % /etc/sysconfig/docker 7 7 A /LD
other args 7 A —/V RIZEML £9,

)

other args="-debug=true --userns-remap=default"

ATVl (-2 Fyh— [relstart (service docker [relstart) ] Zf#H L C. Docker 7 —% v & HilE)d 2 ),
EREFETINTORWEAITEE L ET,

Bl

root@switch# service docker [re]start

— P L HIZEM DB K D a T F O & OFERIZ DUV TiX, https://docs.docker.com/engine/
security/userns-remap/ C Docker ® K% = 2> M &SI L T 2S00,

cgroup /\0_7__ ’f :/ 3 >0)$§§)j

Y= K/X—7 4 =V AD cgroup /X—7 1 ¥ = L ext_ser T, CPU EHEEZaT B
25% \ZHIR L E4, 2D ext ser N—T 433 CTDocker 2T FHFEITTHZLEZBED
LET,

--cgroup-parent=/ext ser/ A7 a U EFETTIZDocker 2T FHFEITTHE . KK 100%
DARANCPUT 7 & ANFHREIZ/2 Y | CiscoNX-0OS D i OEEE 15T 2 AIREMEN B 0 £77,
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Docker d ST a—F4>4 |

ATYv 71 Basham— FLTA—=N—a—H—(Thy F7,

switch# run bash sudo su -

ATV T2 ext ser 7N—F 43 T Docker 2T FEFEITLET,
fi

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cgroup-parent=/ext ser/ --cap-add SYS_ADMIN -it alpine
/ #

Docker D cS T a—TF 424

INHD My 7 T, Docker = 7 - TRAT HAREMED & HREICHOWTHI L, £ 5
NDMRRR 2Rt L £

Docker DECENMNBERER £IZ74 5

[B7& : (Problem:) ]Docker DEENIRI L, RO X IR T— X v —UNRFRINET !

switch# run bash

bash-4.3$ service docker start

Free bootflash: 39099 MB, total bootflash: 51771 MB

Carving docker bootflash storage: 2000 MB

2000+0 records in

2000+0 records out

2000000000 bytes (2.0 GB) copied, 22.3039 s, 89.7 MB/s

losetup: /dev/loopl8: failed to set up loop device: Permission denied
mke2fs 1.42.9 (28-Dec-2013)

mkfs.ext4: Device size reported to be zero. Invalid partition specified, or
partition table wasn't reread after running fdisk, due to
a modified partition being busy and in use. You may need to reboot

to re-read your partition table.

Failed to create docker volume

[EZ 5N BEE : (Possible Cause:) Jroot t—H—Tix7<, HFHa—+%—L& LCBash &%
ITLTCWBHEEERH D 77,

[f2R%E : (Solution:) Jroot=—H#—Tid7e<, BHEH—¥ —L L TBashZFETL TV HMNE
DR L ET,

bash-4.3$ whoami
admin

Bash ##& T L, W—h 2—%—L L TBash #FE{TLET :

bash-4.3$ exit
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B < rL—SnFRLTLBE0. Docker HEBIZXKT 5

switch# run bash sudo su -

ARL—UHATRELTULVST=6. Docker NEEENZKELT B

ffE: 7 —F 77 v Y2 AL —URRELTWAZ®, Docker DERENZRILL ., IRD X D
RTT— Avb—UNEKRINET,

root@switch# service docker start
Free bootflash: 790 MB, total bootflash: 3471 MB
Need at least 2000 MB free bootflash space for docker storage

BEAONDRA : +HREET - 7T v va AN —URRWARERDH D £,

ﬁgij{% P AN— A %ﬁ?ﬁ&ﬁ—é 73\ ‘JZ\%KF{S T /etc/sysconfig/docker DI _dockerstrg ﬂﬁ;’i’
LT D, Docker 7 —FE L EHEEILET,

root@switch# cat /etc/sysconfig/docker

# Replace the below with your own docker storage backend boundary value (in MB)
# if desired.

boundary dockerstrg=5000

# Replace the below with your own docker storage backend values (in MB) if

# desired. The smaller value applies to platforms with less than

# Sboundary dockerstrg total bootflash space, the larger value for more than
# Sboundary dockerstrg of total bootflash space.

small dockerstrg=300

large_dockerstrg=2000

Docker Huh M S DA A — D TILDKEL (B0ISEBHELR TS5 — A v

t—2)

B8 : AT LM Docker NTMMHA A=V HTIVTET, ROLIRTT— A obB—UNRE
RENET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1.docker.io/v2/: x509: certificate has
expired or is not yet valid

[EZONBREE : (Possible Cause:) ]2 AT A 7 1w 7 NE L f&E STV ATREMEAS
HoET,
[fERZ% . (Solution:) 17 v 7 BRIELLEEINTWDENE I DEHRLET,

root@n9k-2# sh clock
15:57:48.963 EST Thu Apr 25 2002
Time source is Hardware Calendar

VRIS U T, B2 Yty PLET

root@n9k-2# clock set hh:mm:ss { day month | month day } year
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Docker Hub /5D A A—SDTLDRE (954F v b 84679k 15— 2vt—3) |

il

root@n9k-2# clock set 14:12:00 10 feb 2018

DockerHub M5 DA A —PDTILDKRER (95ATF7 2L LTI R
IS— Ayt—)

FARE : > AT L0 Docker "I IMBA A=V HTILTET, ROLHIRTT— A vbB—UNE
RENET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1.docker.io/v2/: net/http: request
canceled while waiting for connection (Client.Timeout exceeded while awaiting headers)

EZAONBHRE: 7 X U ELIIDNS RENIE L SRE SV TWZRWAREMENRH Y 97,

AR o URTEEAMERE L, LEIZLSETEIEL TS, Docker T—F U HEE LE
7,

root@switch# cat /etc/sysconfig/docker | grep proxy
#export http proxy=http://proxy.esl.cisco.com:8080
#export https proxy=http://proxy.esl.cisco.com:8080
root@switch# service docker [re]start

DNS REZMER L., NEIZS U TEEL TS, Docker 7 —F 2 HER L E9,

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch# # conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch(config-vrf)# ip name-server ?

A.B.C.D Enter an IPv4 address

A:B::C:D Enter an IPv6 address
root@switch# service docker [re]start

AAYyFND)O—RKFEREIFRASA v FA—/\—TDockerT—E > F =&
AT FHMNEITINAL

BISE : A A v F DY n— REFIEAL v FA— =2 HAT LI, Docker7—E L E/ldm>
T —NIAT SR ER A,

ZZONBREE : Docker T —F LM, AL vTFDY u— RNERIFAAL vF A ——THikiT 5
LT SV TR WA[RRMEN H D 5,

ﬁz’é;’k% : Docker 7 —F 3 chkconfig A~ FEFEHLTASL, v TFOYa— RREHIZAAL vF
Z“‘—/\‘—Tﬁf(ﬁfﬁ‘é J: 5 GC%E}ZéﬂTb\é Z k %Eﬁ%}g\ sz))%‘ --restart unless-stopped 7‘“
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B ooccker 2 b L— Ru s T ROY A XEEREKT B

Ta o EMHHA L THE Docker 27 TR LET, 72 & 2L, Alpine =2 T F & BRA
ERS e

root@switch# chkconfig --add docker

root@switch#

root@switch# chkconfig --list | grep docker

docker 0:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff

root@switch# docker run -dit --restart unless-stopped alpine

Docker R FL—U NN O T FDY A XEBENELKRT S

f%E : Docker N 7 T R A ML=V DOV A REZEFLLHY) L TERKLE L,
EZZADNBRRA : ¥ A b vz VNN TORWATEEMERNH Y £,
ARE - kOa<vw  FEFEALT, YA MYz VRNEC > TWNBENE I AR LET,

root@switch# losetup -a | grep dockerpart
root@n9k-2#

AR VRN o TV DA, a~vr RidHTER R LERA,
MBS T T, ROa<r REANLTHF AN vV EERCLET,

switch# guestshell disable

FNTHDocker’ Ny J = RA R L—20OY A XZ2BHTERWIESIT. /bootflash/dockerpart
%ﬁ'”gé‘i L\ /etc/sysconfig/docker D] [small ]large dockerstrg %?)ﬁ% Lfﬁ‘%\ Docker %ﬁ
FERCEN L C, B A XDH LU Docker /8—F 4 > a U ERELET,

Docker A>T FMNAR—FTEEMTI T4 v I Z2ELLEL
f%8 : Docker 2T FTNHR—FTERB NI 74 v 7 2ZELET AL

ZZ2bNBEA : Docker = 7 F M kstack iR — b TlL 72 < netstack A" — b Z{#FH L T\ 5 1 HE
MNdH Y £,

fZRE - Docker 2T HIC ko THEHEIND T T = X T )L IR— R kstack OFHNIZH 5 =
LERMERLET, oLt HEASATy MR —ERADEHIT netstack IZIEE S, K
0y 7 ENDAEEENH Y T,

switch# show socket local-port-range

Kstack local port range (15001 - 58000)

Netstack local port range (58001 - 63535) and nat port range (63536 - 65535)
switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # sockets local-port-range <start_port> <end port>

switch# run bash sudo su -

root@switch# cat /proc/sys/net/ipv4/ip_local_ port_range

15001 58000

root@switch#
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Docker 125+ TF—4 R— k& | EHEEES 8 —T 1A RERTTEEEA ||

Docker A>T F TCT—3  HR—FrE/FRITEBA VA —T M REX
RCEEHA
fR8 : Docker 2T FHIZT — & R— b ERITEHA VX —T 2 —ARFRINETA,
BAFE

* -v /var/run/netns:/var/run/netns:ro,rslave --network host F 73 V’E{fﬁﬁ LT, T
NTCOFRA MFIZEBN~ Y T ENTZRA N Ry 8T —27 Z4Hi7%2[] T Docker =2 7 F 8
Blth SN CVWD Z L ZfB L ET,

ca T HIZADE, TN NTEHLRY N7 OAFIZEBIZAY £9, ip netns T—
TAVTA&EHALT, 7= R—b A X —T =2 A%FOT 7 4/L ; (init) R

U — 7 ZETZEMNCBE T& £97, ip netns2—F 4 U T 4%, dnf, apk72 E &ML T
T FIEA VA N—NTIEUNENGDIHGENDY £,

— A PSS I Aa—TF a5 DEY R
[ER8 : (Problem:) D N T TNy a—T 407 TR EH L THEI N7
Docker = 7 T IZEHT A IEAH Y 97,

fRRAE
* /var/log/docker < dOCkCI’d?j/{ b4 7|_Iujj:) 755}‘77!3 LT\ {ﬂﬁ§ ﬁﬁ%fi@ﬁ!@iﬁl‘ﬁi @ %E‘OH‘T
<TIEEWY,

¢« A v FIZ8GBLLED RAM 3% 5 Z & # i@ L £ 7, Docker #6E1X. RAM 7’ 8 GB £
DAL o FTIEAR—FINTWETA,
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NX-API

« NX-APICLI (183 ~X—7)
« NX-APIREST (217 ~<—%)
« NX-API BHZEH v FAR v 7 2 (223 2X—3)






=10

i

NX-API CLI

« NX-API CLI {Z>WT (183 ~<—3)

« NX-APICLI Offi (185 ~—)

« H—F)b AH v 7 ACL (210 ~<—)

* NX-APIJ5&a— RoFE (211 =*—)

« JSON 5 L O XML fEE b ) (213 X—)
e T IUNX-APL A2 U7 b (216 X—)

NX-API CLI [ZDINT

N X
‘I =
An my oy

NX-APICLI X, XML /1% ¥R — F9° % CiscoNX-OS CLI > AT A DILIEMFE T4, NX-API
CLIIZ. HEDa~ L FOISONHI 74—~y bbb HR—FLTWET,

CiscoNexus A1 v F T, a~ RIA A X —TxAA (CLD) IZAA vF ETOLIFELT
SN x4, NX-APICLI /X HTTP/HTTPS Zffi > TAA v FDOIEBT CLI ZEHTE 5 L oI
THZET, ZNOHD CLI O —HF—iBh2dGE LET, Z OIEKEZ X1 v T OBEFD
Cisco NX-OS CLI ¥ A7 A T& £9, NX-API CLI I% show ==~ > K, # 5% & Linux Bash
ZYR—FLET,

NX-API CLI }Z JSON-RPC %R — F L TWET,

FIA L HNEIR

NX-APICLI /X, AA T T CiscoNX-OS CLI % 179 572 DIZ VSH #/EK LEF, VSH D
A LT 7 MME 54T, Cisco NX-OS CLI DFEATIZ S 3Ll Edsinn & <2 Rk L.,

Back-end processing error.| &9 A v bE—UNFERINET, TiE, NX-API 2~ RO
HALT T MIEoTHIEESNET, ZHd, NX-API 2/ L CERSNma~> REFETT
X LR ZHIE L ET, ZOMIE 300 ICEESNTEY, BETEXERA,

NX-APIIE. #2609 ICHTTP £7-1X HTTPS #{#f L £, CLI|%. HTTP/HTTPS POST A&
Xz a—RNEnET,
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NX-API |

Cisco NX-0S U U —2 9.2(1) LARE, NX-API #6EIEL HTTPS AR — | 443 TF 7 /L F THRIZ
725 CWET, HTTP A— b 80 1T ELh T,

NX-APIIZ., RA M ETHXAT 47N, FEF AN =2 VN TCETENDBT ) r—a v
D, UNIX KAAL YV Iy bEILTHR—FENET,

NX-API /N 7 = R{INginx HTTP =2 L £9, Nginx et A& 203 _XToOF7
vt AL, CPU & A€ U OfFEHEIHIE X4 TV 5 Linux cgroup fri# FIZH Y F£7°, Nginx O
A U S cgroup DR AR Z 5 & . Ngink 7 1 & A LFEREI ST, NX-APIHRL (VRF
A— b, GEAERR) BNETTINET,

Ayt—URR

\)

G¥) « NX-API XML HH13. [EREHFENLT W T +—< >y N TRRELET,

ttXal)Tqa

« NX-API XML (%, Cisco NX-OS NETCONF B A |CEHE~ v BV 7 ENEH A,

* NX-API XML H )i, JSON (A TX £97,

« NX-API [Z HTTPS %" R— h LE4, HITPS T3 & . T34 2~DFT X TOEE
NEF b S ET,

e NX-APIiX., T 7 #/V FTiIdEtEFx =27 HITP 2R —F L TWEH A,
*NX-APL X, 7 #/L FTITFHWTLSVI 71 ka2l Z2HR—F L TWET A,

NX-API L, T34 ADWFEL AT MIHAEINTWET, =2—HF—X, NX-API 2/ LT
INA AT IR ATHIZOOMYIRT v o TWARLENH Y £9, NX-API TIiX

HTTP basic FBFEN SN ET, T XCTHOY 7 =X MZiE, HTTP ~» X — |l —HF—4 L3
A= RNEENTHEILERH Y 7,

\}

GF) a—V—oulA( o ERIERZIEET DT, HTTPS DA 2 Bar+ 2 LERH Y £97,

[B8E (feature) | ¥ — V¥ CLIaZ~Y REFEH LT, NX-APIZANCTHZ ENTEET,
NX-APL (%5 7 4V b CTENIZ 2> TWET,

NX-API %, —W—DEAINBFEIIKRPI LI & 212, By v 3 ~X—RD Cookie, nxapi_auth
%%&Liﬁot//a/QMm%ﬁﬁﬁék\?ﬂ%xmiﬁéhéﬁﬁ@ﬁ&f®NXMﬂ
FORIC—F—H XA = FREFENE T, =2 —PF—H N RT—RNL, EBERHIET 0t
ADFETHENNANATHEDIC, By 3 Cookie THEHAINET, v 3 Cookie 3
Bl DERIZE N TWRWEEIL, BldE v a v Cookie PMLETHY | FBIET BRI
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nx-api e o |

FoTRitEnE S, IET B ADOARUBERBER 2T HZ LT, TM ADY =27 n— R
AR T ET,

\}

(G£)  nxapi_authcookie |3 600> (1043) THIRRGIALIZZ2 D £3°, ZOEIXEE SN TEY, T
XFEHA,

N

() NX-API (X, AA v F LD Programmable Authentication Module (PAM) % {# ] L CTREFEZFTV
%9, cookie Z /] L T PAM ORBGEE A S L, PAM DA EI S LET,

NX-API CLI o) {3 FH

Cisco Nexus 9000 >V — R A A v FDa<vw L N, a~v R ¥A47, BIOH 1% 4 7%, CLI
% HTTP/HTTPSPOST DAY IZy a— RT5Z L1k VY, NX-APIZfEH L CAHLESNET,
BRI AR IE, XML £7213 JISON H AR TR EN £,

\)

GE)  NX-APUSZ=z— ROFEMICOWTIE, NX-APSEa— Rk 2115—) 2L TP
éb\o

NX-APICLI X, v—Hh /L 77 BRI LTCULIT 7 4V b THEGIZR>TWET, UE—F
HTTP 7 7 ¥ A L CILT 7 # /L h THERIZ /2> T ET,

WwDOBNIL, NX-API CLI %k L g4 5 kA2 R LTV E,
EHA X —T oA ZAEANTLET,

switch# conf t

Enter configuration commands, one per line.

End with CNTL/Z.

switch(config)# interface mgmt 0
switch(config-if)# ip address 10.126.67.53/25
switch (config-if)# vrf context managment

switch (config-vrf)# ip route 0.0.0.0/0 10.126.67.1
switch (config-vrf) # end

switch#

NX-API nxapi #re 4 A0 L £ 7,

switch# conf t
switch(config)# feature nxapi

WOHNE, VI/IZAREFDOLARL A% XMLERTRLTWET,
TR

<?xml version="1.0" encoding="ISO-8859-1"?2>
<ins_api>
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<version>0.1l</version>

<type>cli show</type>

<chunk>0</chunk>

<sid>sessionl</sid>

<input>show switchname</input>

<output format>xml</output format>
</ins_api>

<?xml version="1.0"?2>
<ins_api>
<type>cli show</type>
<version>0.1</version>
<sid>eoc</sid>
<outputs>
<output>
<body>
<hostname>switch</hostname>
</body>
<input>show switchname</input>
<msg>Success</msg>
<code>200</code>
</output>
</outputs>
</ins_api>

WOHIL, JISON IEXDFER &L ZDIREE L TWET,
TR
{

"ins api": {
"version": "0.1",
"type": "cli show",
"chunk": "0",
"sid": "sessionl",
"input": "show switchname",
"output format": "json"
}
}
/[:\%S .
{
"ins api": {
"type": "cli show",
"version": "0.1",
"sid": "eoc",
"outputs": {
"output": {
"body": {
"hostname": "switch"
} r
"input": "show switchname",
"msg": "Success",
"code": "200"

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)
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\)

NX-API CHERR% root 2 T2 HL—2 3273 |

6=

SNDEWVSBEHMOMERH Y £7,

user delete failed for username:userdel: user username is currently logged in - securityd

ZOMEIE, NX-APIZ N LTCAASL v Ficu /L L TWAa—F—%HIRL LS & LS
WCRETLHRREENRS Y 3, 204, koa~vry REALT, kPlila—F—or 77

v b ERITLET,

switch(config)# clear user username

Z D%, 22—V —OHIBRZFRIT L3, R 2R TH RBEN R L72WEE13, Cisco

TAC ~BHWEbELZE W,

A—P—ZHIBRL LD LT D ERIML, ROLI T T — A vE—UNK 12 K I L ICRR

NX-APl CH#EEZ root [C T XA L—2 309 5

NX-API Cl., EHE 22— — DR root 77 B ZADHERICZ A L— a3 TXF7,

PRI, HERE T2 L= a v BN A KIA 2 TF

« FitE% root ICZ A L —2 9 U TELOIFERE L —F —DHTT,

er00t ~DTAH L — g NIRRT — NTREINTHET,

KOHNT., EHEOHEREZ oot |IZZ AT L —3 a3 5 5EE, m AL — 3 L 2HRT A
FiEERLTOET, root iZ72-> T, whoami =~ K234 5 L admin & L TEREN
HZLICEBELTLEE Y, 727710, admin 77 7 > MIE$_XTD root HEMRNH Y 4,

DB

<?xml version="1.0"?>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo su root ; whoami</input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"7?>
<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>
<body>admin </body>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

Cisco Nexus 9000 Series NX-0S Programmability Guide.
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2F&B DOH

<?xml version="1.0"?>

<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>

<input>sudo cat path to_file </input>
<output format>xml</output format>

</ins_api>

<?xml version="1.0" encoding="UTF-8"?>

<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>

<body>[Contents of file]</body>

<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

NX-API o< > F

WORIZY A FEINTWSHCLI 2~y REHA LT, NX-API ZHZNI L CEHETE £7,

& 6:NX-APIEEI<T U R

NX-API |

NX-API EEEa< > K

it EA

feature nxapi

NX-API B2 L F9,

no feature nxapi

NX-API % 50 L £ 7,

nxapi {http | https} port port

R— MR ELET,

no nxapi {http | https}

HTTP /HTTPS %84k L £,

show nxapi

R— b LREER Rz R LET,
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| NX-API
nx-apigEav ok

NX-API EEa< >k B
nxapi certificate {httpscrt certfile | |7 v u— REHEELET :
httpskey keyfile} filename ) ~
« httpsert M EE STV DA D HTTPS FEAE,

» httpskey 2348 E STV 554 O HTTPS F—,

HTTPS FEIEDHI
nxapi certificate httpscrt certfile bootflash:cert.crt
HTTPS F— D :

nxapi certificate httpskey keyfile
bootflash:privkey.key

nxapi certificate enable AEAEEZ AL £,
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NX-API |

NX-API EEa< >k

Bl

label>

nxapi certificate trustpoint <trustpoint

CiscoNX-0S U U — 2 102(3)F LA TIEZ, FT A FaRA
v b AT TR LTNX-API OFEHEEZ A R —
M AN EZIFXCATEREEZFEHTEL LT EL

776
GE)

GE)

GE)

G¥)

G

BANCREAEZ A AR — b3 5 K 5 Zerypto
caimport b 7 A hARA ¥ M EFRET DHITIL,
CiscoNexus9000 & 3 = ) 7 4 # i A K%
ZH LTSN,

BFE, Z DA T pkesl2 GEAED A
AR—FDOHBPY R —FSNTWET,
NX-APIGEED HZHE/NX-APLZEE D K
Z A MARA > b & NX-APIZERAE D SUDI I
FHIEIZHEMN TH VD . 2 E N OMERRILGE
HE/ X —% EEXLET,

NX-APLGEHIEOH ML TH AR — h SN BHEE
HE/ X — DR KT A L8k T, P14 AN
8k # B 2 DAL, NX-API iEHE K 7 2
RA > MR L CGEHEEZA VR — b
LT,

NFZARNKRALV N A T7T%ERALT
NX-API CH A ¥ LAFERHEZ R L7854,
reload ascii =~ > K& A9 5 &, #kix
SebiVET, 774/ kO day-1 NX-API ZF
BAENEITC S E T, reload ascii =2~ K
EANNTHE, AAfvTFn)a—RFIhE
To AA v T HFORE L7725, NX-APIGE
HE N T X MR A o b OERE EHER TS
MENDHY F7,

BUEDFITHMIC P T A PARA o F LA v
N— b ENTREAENRE TRV,
S —5y MERKIZ N T A FARA > & Terypto
ca trustpoint <trustpoint name>| D{ERK &
I'mxapi certificate trustpoint <trustpoint-name> |

CLI NG ENTWDHA . MERE IR
LET, FTAMRA Y FBFELRVG
A1, Inxapi certificate trustpoint
<trustpoint-label>] Z#ITT HENZ, FT A
FARA M EAERCL CREEZ A AR — |
TLOMENRDHY T,

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)



| NX-API

nx-apigEav ok

NX-API EEa< >k

Bl

nxapi certificate sudi

Z® CLI &, Secure Unique Device Identifier (SUDI) %
R L TT A A LIRS D Fika Rt L7,

nginx @ SUDI _X— 2 OFGEIL, CISCO SUDI #EHLod =
Yhr—ZlkoTHERASNET,

SUDI %, X.509v3 FERAEIZE £ 415 IEEE 802.1AR L

DEFX 2T T3, AFHBIF T, CiscoT /3A A DI L%

Bl LU T NETEHERF L ET, ID IXRLERZ 53
. APZERIFTRE 72V — RRBRERIZ D72 v E T,

GE) NX-API 7% SUDI GERZE A L T\ 54
. 77UV, curll R EDOY— K—F 4
TV =2 armbiET 7 BERATEEHR
oo

G¥) Inxapi certificate sudi] (X, Hp SN2 & D
AR NGEE/ X —% EEEXLET, DRAH
LAEHE/F— 2 LIRS D £
Poe

G¥) Inxapi certificate sudi| & [nxapi certificate
trustpoint] & [nxapi certificate enable] [HE
i TH Y . WT AT 5 Lo
BUFHIBRE N E T,

GE) NX-API (%, SUDIFFAESR—2AD T T4 T
v MERAERGEA YR — M L TV ERA,
747 v N EFRREN LB ARG AT,
TAT T AT A EEEZFEHT 5 MEHR
HoET,

GE) NX-API FERAE CLI iX show run @ H 71247
TEL7Z2W 7z, BIED CR/m—/b/Ny 77 C
X, Inxapi certificate sudi] 47 3 Tk
EXLEEA. DAXLNEFREBICREEE
Moo

no nxapi certificate sudi

Zhick v, SUDLIZERC Y £4, NX-APIIZIET
7V b0 B CEBLIEHENTE L TV ET,
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NX-API EEa< >k B

nxapi ssl-ciphers weak CiscoNX-0S U U —29.2(1) AR, B5WKF 1T 7 4V
FCTHERS>TWET, Z0a~vr REFETTH L,
T 7 AV N OBENRETL IHL, NGINX QWK 523
TR0 ET, Zoa<wr Fono BRAFHT 5 L.
F 7V MIRERD £9 (F 7 44 b TIEHORF 513 HES)
<) .

nxapi ssl-protocols {TLSv1.0 TLSV1.1 | Cisco NX-OS U U —Z 10.2(4)M LAKE, TLSv1.3 73 Cisco
TLSV1.2 TLSv1.3} Nexus9000 > U — X 7T h 7 4 —h AL »F THE—
FERTWET, Zoa~vr REEITTLHE. XTFHIT
BESHE TLS N—Y a3 UNAZNC 2 W £, Cisco

NX-OS U U —29.312) LA TlX, TLSVI.2 OARNT 7 +
VR THEIZR S TWET,

oAy RO BRAEEMAT S L, TLS N—Va v
Z)§5j77j_/l/ ]\O)/\\‘_‘:‘/\\E ?/&\:ED i‘j_o

G¥) s TALEBMEDZDIZ, TLSvI2 B LW
TLSVI3 Zfiffi4+ 52 L2 BED LE
7,

RITHI 2R L ET,

switch (config)# nxapi ssl protocols
TLSv1.2 TLSv1.3

» TLSv1.3 243 B EilZ, TLSv1.3 &4
R—= ROV — =L 7747
¥ FOGEHAEEZRIEL £,

* NX-API ¥ — 3—4ljo> SUDI FiEBH 13,
TLSVI3 TV AR — F N TWEH A,

nxapi use-vrf vrf 77 4V~ VRF, &I VRF, F7-13400fF& VRF 245
/\':.E_’L/iﬁ‘o

system server session cmd-timeout Cisco NX-OS U U — % 10.2(3)F LA, NGINX H—/X—
<timeout> Tk, a~ Y REFITTLH20ODOT 74V DXA LT
7 MISHTT, 2= =%, HEIZSL, BXO=a~
Y ROFATIZO DRSS T T, A4 L7 7 M 60
B (147) 7753600F (18FH) O OAEE OEIZHESR
FTIENTEET,
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nx-apigEav ok

NX-API EIEa< > F =5 BA
ip netns exec management iptables | 7 7 & xR & FHE L7~ 9 2T, ¥ VRF CE/TTX
£,

GE) feature bash-shell ZF%hZ L CT2>5 ., Bash
Vb avwy REETTHHLERDY
%7, Bash ¥ = /LOFEMIZ DUV TIL, Bash
DEEZSRLTLIEEN,

Iptablesi®, WU —Fxz—ZFHLTRT 7 4 v
EHAETIIEIET A a~r RIA Ly 77 AT Ut —
Na—T 4 VT4 THY, IFEAEDLINUXT A A RV
Ea—2a il VA A= LI THWET,

GE) iptables % bash ' = /L CAH L7, U nr—
R1% % iptables A 7kt b9~ 2 J7iEDOFEMIZ D
WL, U r— R[E T Iptable & Kk b3 5

(209 X—2) ZZRLTIZIV,

nxapi idle-timeout <timeout> U U—293(5) LIETIL, 74 R/IRAED NX-API & »~
Ta VNN S E TORMARETCEET, HBET
& DT 1~ 144053 T, 7 7 40 b ORFNIZ 10 57
T, T 7 /b MEIZETIZIE, no nxapi idle-timeout
<timeout> =~ > KD no B A H L £,

&Iz, SUDI @ NX-API B /1o H % ~x L £,

switch (config) # nxapi certificate sudi
switch# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=CN = High Assurance SUDI CA, O = Cisco
Expires: Aug 9 20:58:26 2099 GMT

switch#

switch#

switch# show run | sec nxapi

feature nxapi

nxapi http port 80
nxapl certificate sudi
switch#

W, RIARRA v OB Z R LUET,

switch (config)# crypto ca trustpoint ngx

switch (config-trustpoint)# crypto ca import ngx pkcsl2 bootflash:server.pfx ciscol23
witch (config) # nxapi certificate trustpoint ngx

switch (config)# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

Trustpoint label ngx
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B warzEmELE 0859707 a3 RO

HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=C = IN, ST = KA, L = bang, O = cisco, OU = nxpi, CN = suprss@cisco.com,
emailAddress = suprss@cisco.com

Expires: Jan 13 06:13:50 2023 GMT

switch (config) #

switch(config)# show run | sec nxapi

feature nxapi

nxapi http port 80

nxapl certificate trustpoint ngx

AN, HTTPS sFFAED ER 2T v 7 a— ROBITY

switch (config)# nxapi certificate httpscrt certfile certificate.crt
Upload done. Please enable. Note cert and key must match.
switch(config)# nxapi certificate enable

switch (config) #

\}

CE)  FEAFZ AT DN, FEHEL X — 2T 20 E DD 7,

AN, HTTPS $— D EF R T v 7 a— RO TT .

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.

switch (config) # nxapi certificate enable

switch (config) #

NX-API R LT=4 V259747 a3 FDiEE

Mo~y ORI o 7 FEEHICL, =T —a— 50010k 2 %4 L7 0 b &k
BHAZiE, *EER o~ > RORNZ[IHEKD dont-ask (terminal dont-ask) |1 ZBML £3, ZfE
. BROFMER T FERYBICIE, TnENR, FH—OT7 T 7 LFTHENTNE
D

TT7— a— K500 COXA LT D NZEGETS7Z0OICEHARD dont-ask 2 H T 5 %560 =~
¥ ROEEZ W ORI R LET ¢

terminal dont-ask ; reload module 21

terminal dont-ask ; system mode maintenance

NX-API U 5 4 7 > 5L

NX-API Client Basic Authentication

NX-API clients can authenticate with the NGINX server on the switch through basic authentication over
SSL/TLS. This authentication method is supported by configuring a username and password that is saved
to a database on the switch. When the NX-API client initiates a connection request, it sends the Hello
message which contains the username and password. Assuming the username and password exist in the
database, the switch responds by sending the Hello response, which contains a cookie. After this initial

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)
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NX-API DY 547 > I“HEHEEI:W: .

handshake is complete, the communication session is open, and the client can begin sending API calls to
the switch. For additional information, see £ = Y 7 1, on page 184.

For additional information about basic authentication, including how to configure the username and
password on the switch, refer to the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX-API DU 5 4 7 > MEEBAERREE

NX-0S 9.3(3) LARE, NX-APLIL2 74 7 > b HAGT HAEHER—ZADORGEE AR — F LT
F9, FEAER—RADORFETIL, TLS N> Ry oA JEHEHETE 23R E. o 0V RGER
(CA) Z#HEHLTIIAT LV M —N"—DOMGEMAEIZRIETHZ LT, X2V T 4%
ik LEd, FEHER—ZRDOIFETIE. NX-0S AA v FIZT 7B AT H-0D~ 2 U 3RGEE
<, ARBIC X ZF8RED AIRETT,

7?4?ybﬁ%%ﬁni B2 CA GRFER) N L CE VY THN, NX-APIZ 947
’%ﬁénfw6XW9$L£%%%@%LT%T—béhi?oﬁ%%i\%Nxmn
n~ﬁ~% BB ToHnET,

NX-API 7 A4 7 h Hello A vy E—%FH L THEHREREZHBET D & —3—0 Hello
INEIZEH R CADI A IREOLNET, 77472 FOIGEITIL. NX-AP1 7 7 A 7 > bk
PERALTCWARHED 22—V —ZOFFERER Y, BMOEREZENEGENET,

NX-API 7 T A 7 o MIIEARZEFE. FEAEREOWT N EZHEAT S L 91 %&Té’&ﬁf
EFT, FRFEAEAELT 2L 00, GEHERGE S NMEH T 2 WA I R AGRGE
T =Ry 7 FTBEIHERTAEZ L TEET,

FEFIEEFINEIR

FEERRREIC IR OIFEEFH EHNFERH D 77,
*NX-AP1 7 7 A4 7> ML, 2—W—H L NRAT—RERXETLHLERDD £77,

eNX-API 7 AT v b AL FIL, T7H/NVBFTT /L) T R—FTHTTP ZA LT
WELET, RHMEEZEDDLZOIC, HITP IV =L/ U R— b THYR— &N F
T, 2L, BNMOR— ERETLHIZELTEET,

« 7 74T v MEAEFRGED Python 227 U 77 4 VMY AR—FINTWET, 7747
¥ RREBEN SRR 7 L— X TR L STV DA, python (X327 L— XD A ) %@
EBVERLET, 72720, PythonZERT7 A 77 U DBIEOHIRIZE D, NAT7L—X%
A7 YT MIETZLITTEEEA,

eNX-APL1 7 FA T b EAAL v FiE, BICRTA MRSV FEERATILERNDY £,
e R—PFEND FTRABIRA LV NOFRKRENL, AA v F T LI226 T,

AEHTXACADY A NI, TRTONXAPLZ FA T he AL v FTRIUThHME
NHYFET, EEHTED CADOEBIDY A MIVFR—FZNTWERHA,

« FERAEFRGEIZ, NX-API > KR v 7 A TEYAR— SN THERE A,

e MDFAIZ L T, NX-API V> FR v 7 ANAAL v FICa— RENDIZNE IR REY
iﬁ‘o
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NX-API |
B sssmranss

* NX-API %> R7R » 7 X%, nxapi client certificate authentication optional & 7=1% no
nxapi client certificate authentication 23 S TV AL G A IZDH T — REIET,

* NX-API ¥ KR v 7 AL, BEREOMSIRHCA B2 7 T4 T > habHIEN T 7 Ui
R SHZRVIRY | strict 5 KO two-step FBAEE— P2 — FLE®A,

o 2AA Y FITIENGINX = _R—PHAAENTWET, EHHDO N T A MR A U FRRES
NTWTH, FERAELRZY A M (CRL) B1OD T A MRA 2 MEFIZA VA =L &
NTWDHEAE, NGINX OFIRICE Y NX-APL 7 74 7 FiEHERGHTIER L £, =
DOFIRZ AT D I21E, _XTD hT7 A hARA > MZ CRL 2k L £97,

FEMIEITHIR IS R o720 . BIREIAIC 22 572 0 T A ATREMD B Y . CA (R T A R
AV R) Lo THESNI CRL OFBWEICHEEZ 52X 5 HERH Y £+, A1 vF
DHMRCRLEFHTES L2, ESINTNDLTRTO T A MKRA > MMIHT CRL
EALUAR=LLTLEEY, FTXMRA Y ML o TR LI iEHENEE LRV
AlE, ZEOCRL #4EK, A VA =L, EHTH2HER’HY 3, 2l & 23R
W21 EFTVET,

K554k CLI Z{# ] L C CRL % ¥ L7=#. nxapi client cert authentication Z %17 L T, #r
LS EH SN/ CRL ZH#MA L £,

NX-API 7 A 7 > FEIERRER AT/ > T\ D L EITASCL Y v — REHT 555
A%, U r— RD58 T2 nxapi client certificate authentication #3179 2 LR H 0 £
_a‘o

AEPAE AN ZIEIEE A CAREHE TR T LTV OLERH Y 7,

TLS AIZ#ER S5 — N —FEBEIZ L, extendedKeyUsage 7 ¢ — /L RIZH— N—FGEH
# (OID 1.3.6.1.5.5.7.3.1 ®id-kp 1) 2NH%E T,

* TLS HIZi#gmanb 27 74 7 2 FEAEIZIZ, extendedKeyUsage 7 « — /L RIZH—/—F&
FEHAY (OID 1.3.6.1.5.5.7.3.2 @ id-kp 1) 2AME T,

o« Z DOIEBEIXZ CRL GEHERZHY A bN) 2V R—bMLFET, A TA VIEHERAT—H R
7 ka (OCSP) X AR—hEhTWEHRA,

e INX-OStXx=VUT 4 HA K] OBMOEEFE L HHFHEIZHES T E I,

« RERE & EAGBREOM S 2 L £, £5 4252 & T, GEAER IS0 OHH TR
FEINEHETH, ELVLa—F =& 20— FRZERSNET,

« EF—ITREIC L TBEET, Y—"—DRHF -T2 AL TN TO2—
P—=RT 7 EATELNHTY,

* CRL IZHF R CAMNLHX T a— KL, FHIOREIZHEOMERDH Y £7, H\ CRL
X2 VT4 U RTIZORNRLAREENH Y 97,

. I\?X FARA > MIECHTORBIZHR B £, FT A MRS FEE i#‘%ﬁl‘w)”ﬁ%ﬁ?ﬁ
W RRAERERE IS N A D L2 Bld, sz ) v — R 4570012, ZOkE
Z IR ?ﬂ%&ﬁ@:b’(#%ﬁfﬁxﬁ LET,
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| NX-API
NX-API Client Certificate Authentication Prerequisites .

» nxapi certificate httpscert certfile bootflash:<> [CLI] C NX-APIL ([ZBS#FIFHND 7 T A
TYNERAETAT T AT 4 77 AT, K8K LD 7 7 A LY A XOHIRRA &
V¥9, ZhiE Day-1 OHIFR T,

* NX-API BH o< RDOF 1 IZBWT, =<2 N nxapi certificate {httpscrt certfile | httpskey
keyfile} filename |[ZB#fHT HAL DT T, YA — FSNDFEHAET 7 A L OFR KA X
8K il T4

NX-API Client Certificate Authentication Prerequisites
Before configuring certificate authentication, make sure the following are present on the switch:

1. Configure the client with a username and password. For information see Configuring User Accounts
and RBAC.

2. Configure the CA(s) (trustpoint) and CRL(s) (if any).

If no certificates were revoked by a trustpoint, create a blank CRL for each trustpoint.

For information, see the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX-API 7 AT I‘nIEEﬂ = nu..\nIEO)*ﬁﬁk-

nxapi client certificate authentication =~ > FZ&fH L T, NX-API iEFIERGEZ X ETE £
—’91*0 av }‘ N utu\nﬁﬁff%%u1ﬁﬂj«5%UBEj‘7 va /%"j‘j‘*‘}‘bi—;«

Z OBEBEIZ. no nxapi client certificate authentication Zff f L THEhc 425 2 LN TE £,

NX-AP1 7 Z A 7 > s OFEAEBIEZHERL T 21213, RO FINAZETLET,
FIEDHE
1. ZOBRRORMHRSRENHIZ SN TND Z 2R LET,
2. config terminal
3. nxapi client certificate authentication [{optional | strict | two-step}]
=3 k2t
ARV REREETIVa Y =LY
ATV T | ZOMREDRTHREMENHT- S T\ D Z & 2R L | TNX-API Client Certificate Authentication Prerequisites
£ (197 X—=2) | 2BRL TS,
AT 7 2 | config terminal 2y 7 4F¥al—ary E—RIZAD ET,
fl
switch-1# config terminal
Enter configuration commands, one per line. End
with CNTL/Z.
switch-1 (config) #

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x.html

NX-API |
. _IEE.E = uquFﬁ(D Pythﬂn A9 j FU)W']

ARV KRFERIETI Va3 BHY
Z T 7 3 | nxapi client certificate authentication [{optional | strict | yk D\ D F— R CIEAEFILZ B IIC L E
| two-step}] +,
B : - optional 137 51 7> hEMEE TR L £,
switch-1# nxapi client certificate authentication| ~
strict c VT A TV NGEAERRMT AL, 7T
switch-1(config) # A7 v b &Y= =D THAEMGENTD

NET,

o7 54’7‘/ k2NN 70 RE B S A fR AL L 72
é}\ AR L, BATIE~D 7 4+ — )b
Ny ZIH T ER A,

4 '7/1’7‘/ N FEEZ TR L2 o T2
B, RIRTEATGE (22— —4 L /tX
\—‘]\) L771‘*‘/1//§‘)7 Li’g‘ﬂo

estrict 1Z. 7 T4 7 v FEAFBAEORKREF A BN
L., BREDT=DIZEN /27 T4 T v MEBHED
ToREFER LET,

. tWO-Step (Z]Z\ %ﬂi?ﬂ\gﬁjﬁiﬁ L DE% = munEﬁtO)
W5 3BT 2 BePERRRE A AN L E T,

G AA v FIThT A l\“l‘/]’/%ﬁ’fﬁﬁkézh
TWRWEEIE, ZOEEEZ AT
ZliFTEd, A “/?"ODT@T@KI?—
Ayb—URFRINET,

No trustpoints configured! Please
configure trustpoint using 'crypto ca
trustpoint <trustpoint-label>' and

associated commands, and then enable
this feature.

SEBAZE RS ® Python X9 1) 7 ~ D45l
WOBNL, REEHDOZ 747 FEAEAMEH L7z Python 227 U 7 M &R L TWET,

import requests
import json

wun

Modify these please

switchuser='USERID'
switchpassword="'PASSWORD'

mgmtip="'NXOS MANAGEMENT IP/DOMAIN NAME'

client cert file='PATH TO CLIENT CERTIFICATE'

client key file='PATH TO CLIENT KEY FILE'
ca cert='PATH TO CA CERT THAT SIGNED NXAPI SERVER CERT'
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curL sz EROH [

url='https://' + mgmtip + '/ins'
myheaders={"'content-type':'application/json-rpc'}
payload=|[
{
"jsonrpc": "2.0",
"method": "cli",
"params": |
"cmd": "show clock",
"version": 1
}I
"id": 1
}
]
response = requests.post (url,data= json dumps (payload),
headers-myheaders, auth= (swi tchuser, switchpassword) , cert=(client cert file path,client key file),verify=ca cert).json()

VEZIRUT, A7 VT NEaEETXET,
« 7 TA T MEHERIET— R > TiE, AA v F RAT— REIJVEICHRET S 2
T (switchpassword=) . AA v F INAT— REAMTEET,

« optional 33 X U strict &— RDOHA | switchpassword= (FZEHDE FICTEET, 20D
B, NX-APLIZ2—H—4 L 7 74T 2 FEAEORIZE ST T4 T v F &R
AELET,

.

two-step &£— ROGE . 7NATU — RINUEZR 72D, switchpassword= DIEZHET D
VENH Y FT,

*POST =~ KT verify=-False ZFXET H I & T, NX-API Vr— ROFEHAENFZITH 5
L DMERENANATEET,

cURL ZEEAE ER D
RIZ, NX-AP1 7 A4 7 > FRFEHDIE L < #id&E{l 4172 cURL GEAEEROH 2R L £7,

/usr/bin/curl --user admin: --tlsvl.2 --cacert ./ca.pem --cert ./user.crt:passl23! --key
./user.key -v -X POST -H "Accept: application/json" -H "Content-type: application/json"
--data '{"ins_api":{"version": "1.0", "type": "cli show", "chunk": "O", "sid": "1",

"input": "show clock","output format": "json"}}' https://<device-management-ip>:443/ins

BXER

ROFIE, ZOERTHMESND/NT A—=Z 2R L THET,

INTA—4H B
--user a—P—pu A T LWL EIEL

F9, ZhE, usercrt DILBL ERILCTHD
VBN S ET,

=P —D/RAT— RERETHITIE, an
VDB AT— RERRELET, #:

——11sez:11sexulanua:puassvu1rd
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NX-API |

INTGA—4H

B

--cacert

NX-API Y — "—FEFIZEA L7 CA~DN
AEFEHLET,

P N —FERAE A AT D BN IR WIGATE.

-k (insecure) A7 3 »Zf#H LT cURL %
FBELET, #l: /usr/bin/curl -k

--cert

7 FAT v MEHEADOSAEZRELET,
7747 v MEERE LSRN TV D56
i, an DRI AT—FEEELET,
5] : --cert user.crt:passl23!

--key

7547 MEBHEOME X —~D /A & FF
ELET,

HILEE SO -

ELLS R INTWDEE., REFER

ATEET,

FEDMTDAIL, NX-AP1 7 A4 7 2 NMIAAL v TFIZT 7k

NX-AP1 7 A4 7 > bINAA v FIZT 7 B ATERWEARIT, ROTA RITA4 -~ THT
TN a—T 4 T EITHIZENTEET,

3. =T —2%RAELEEIL. nonxapiclient certificate authentication . Z #1725 nxapi client
certificate authentication Z%{7LC, ~FZ7 A A1 k. CA, CRL, F72/L NX-0S iEtH

FlEDHE
1. 22—V —F737 v F—D T — %R L E T,
2. FFBHEICERY DR WVDHER LT E &0,
EHEICTAEEEZ) e — FT5X9 1Tz v 7 LET,
FIED A

ARV RFERERTI VI Y

E:)

ATy TN | a—Y—FH37 vF—D T —Z2ERLE T,

IRDOWT IO T —NHAEL TV, FERL
ESC S

BFEN Y X =l —F =4 BB EESNTED
I BRI v X —BEEINLTHARN

RFENY X —THRESIN2—YF—NRELL R
l/\

« BEW 2 v RSN
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sz ]

AU RFERETIVa Y

B8

PEE~Ny X —Da—H—4 L7 T 47 FEHA
EZDCN 74—V FO2—HF—LZ 05— L7

RSN TWANX-APL RIS U T, FFED=T —
DERRINET :
* JSON/XML DA, 401 #iExT— : a—F—3 57
OSMLRNWT T —RNRELET, RIZHERLE
R
({1

"code": "400",
"msg": "Authentication failure - user not
found."

11}

JSON RPC 2.0 DA, -32004 Hh7er—F—4 %
72T — T —NRE L FET, WITHZ R
LEJ,

{{

"code": -32004,

"message": "Invalid username or password"

+}

ATvT2

REREICRR D 372 ViR L T 72 &0y,

WDONRKZRT HTTPs 400 =5 — AL £,

AN FEIITR L2 TA T v FEEBAEN AL
Y gt 2

o« A FITHERR STV D CRL DA SRR 2387
NTWBEE,

Wiz~ LET,

<html>

<head><title>400 The SSL certificate
error</title></head>

<body bgcolor="white">

<center><hl1>400 Bad Request</hl></center>
<center>The SSL certificate error</center>
<hr><center>nginx/1.7.10</center>

</body>

</html>

ATvT3

T T —NRELT=8ETEX. nonxapiclient certificate
authentication . =#172>% nxapi client certificate
authentication Z %17 LC, hZ7 & FaARA  k, CA,
CRL, F72(T NX-OS it EHREICK T 2L H 2 Y
= RTLEIHEE YT v T LET,

AEEREREZ NI LT D, BEAMICLET,
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NX-API |
B vxaryozzrEn

NX-API )V TR FEFHR

NX-API U 7 =X FEEFRIT, XML 74—~ v FE72IXISON 7 4 —~< v FTT /31 AT &
NET, VIZZAROHTTP A~y X —%, VIR a2 A4 T EENT50END
D E£9,

WDOFIZY A FENTWD NX-API EE#FHL T, CLIa~> FERELET,

N

GE)  =—¥—{Zi%. [configure terminal] =~ F&FATT D MRS LEETH, JSON-RPC 23 A7)
U7 xA K 73—~ hOEA, [lconfigure terminal | =~ RiX, #iZ, A/ B— KAND=
< RMFATENDANIFEI TS NET,

KT XMLESILJISON 7+ —< v D NX-API') ) TR N ER

NX-API 1) 2 TR &R ER

version NX-API X"— g U AFRELET,
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NX-API ) U TR FEHR .

NX-API )Y T X FEFH

Bl

type

FITTHav s FOXA TEFRELET,
WDHEATDa~y KR R—FEnTWnET,
* cli_show
Stk nE. Clishow =2~ K, o<
¥ R XML tHh &R — ML TOWARWEEIT, =
TF— RAob—UNIRINET,
« cli_show_ascii
ASCII B 230827 CLIshow =<2 K, Z#Uid,
ASCH 1 &t 4 2BEfFD A7 U 7 M & —8 L &
T, 22— —iE, RDROEETBEFDOAZ YT K
PEHTEET,

* cli_conf
CLI a2~ N
* bash

Bash =< K, 1F& A DI EXREER Bash =~ K
X, NX-API THR—hrINTWET,

GE) o Ko< NiX, BIED2—F —DERT
DIHFATA[EETT,

A=V XA TRASCUDEE, )
TS TEENRYR— S x4, B
DXMLIEX DG E ., 7~ THEAEI TR —
FZTWERA,

s K 10 DfE T 5 show =~ > KA
AR—=FENTWVWET, showa~> RO
W10 2556, 11 FAUBKEOa~
Y RIEER I ET,

cxfER A~ s NEYAR— S TWELE
Ao
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NX-API |
B vxaryozzrEn

NX-API )V TR +EFR B

F vy —#iDshow 2~ Fid, REOH N ZRTHENH Y £
T, Avy REENETTHRNCNX-API 7 747 k
DI T DM & B4R 2 72 D1, NX-API |Z show =1~ >
RO DF v 7 PR —KrLTNET,

WROBREELHNE T ITENCTE ET,

CE) 0 Frr 7O LEEA,

1 T 7 i,

G¥) c F ¥ U Y HR— T BHDiLshow 2+
¥ RZTTY, —#oO show =~ F73
ANNans &, &oa~y RIETN
Fyr o7 INTRINET,

« XML /1 A v —UROE (XML
DT 7HNVRTT, ) <FliE>RED
FRR ST, A XML A v —U%
T 270 RmEINET (<ix<ic
TSN ET > I1F &gt BB EINF
7).

XML SAX #fEf LT, Fv 7 &hi-
WD EfATCE £7,

G¥) T TN E, Ay E—UERAT
XML IZHIRENE T, Fv¥ 7 BDEN
A, JSON HAERIT Y R— S EH A,

sid tyTa VIDERIL, BEAvE—UNRT Y7 ENT
WA ARIZDRENTT, AvE—VDROF ¥ 7%
PS4 212, fionEAyE—0dd & —7 5 sd
ERRETHLENRDY 7,
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NX-API ) U TR FEHR .

NX-API )V TR +EFR B

input ANF 1 oDawy FERFEEDa~< > R T, 272
L. B2 A0tV XA TR T D~y RERIES
TR FH A, 72& %X, show =< Ridcli_show
A=V HZATTHY, cli confE— RTIEHA— KX
NEHA,

G¥) bash #fr&, o a~ X ;) TKRY)
DET, GIE, B—07 7070 ETHTe
PVERHY FT, )
TT—a—R500THA L7 T FLRVED
2. 22 ROHIT terminal dont-ask &7

mLES, RiTHlEZRLET,

terminal dont-ask ; cli conf ; interface
Eth4/1 ; no shut ; switchport

bash DA, BHEOa~> L ;] TXY)
DET, GIEE—OT T XFTHER
TWEEA, )

LT, #Eoa~r Foflct,

GE) cli show | show version ; show interface brief]
o ; show vlan

cli conf|interface Eth4/1 ; no shut ;
- switchport

bash cd /bootflash;mkdir new dir
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NX-API |

NX-API )Y T X FEFH

Bl

output_format

BRI RTAE A2 ) A & — DTBRILR D & 350 T,

GE) xml XML Bz f5E LET,
json JSON EXCH A EEL £
TO

GE) CiscoNX-OS CLIIZ XML H /12 R— K LT
WET, DF Y, JSONH JIE XML 7> & 25 #a
INFET, BHIIAAL v F TUEINET,

RO — =y REEHT 57201,
JSONH NI &Iz L > TRIESIVE T,
tH1728 1 MB 2 2 2%6 . X XML 2
XTRENET, HINRTF vy 7 ENTND
BE. XML W OBBYR— S Ed,

HTTP/HTTPS ~~ »» % —® content-type ™~ % —
%, B (XML 7213 JSON) O A 7
ZRLET,

NX-API [ EEH

CLI ==~ RIZ&9 5 NX-APl EE A ROFIZ R LET,

% 8:NX-APIGEESR

NX-API [G B EH

Bl

version

NX-API " — 3

type ETTHav ROEA T,

sid WWEDY v a VA, ZOEFET, NERA v E—URF ¥
VI ENTWAGRIZOHREZTT,

outputs TRTCOavy ST & 7,

HED 3~ R cli_show E 721X cli_show ascii IZdH H5H . 4
a~vy FEITE—OM A2 7 THENE T,

A v—T ZA 7N cli_conf £ 7213 bash DA, cli_conf 35 X
Wbash 2~ FIZZar 7 F 2 FRBERZD, $_XTDa~
Y RIZHE—DWhZ 7h3H 0 £,
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Nx-API~07 2 2 Z20#E [}

NX-API [G & E R B

H H—pa<ry NHHhoHhaHETrZ 7,

cli conf & bash X vt — ¥ A4 7DHAE, ZOERITITT T
Dawy FOHITIREENET,

input U7z ARNCHRESNZ 1 20a~y ReieX 7, ZOEFR
(T BESRANER 29708 BRI BEREM T D DITRAL
LET,

AL A< FISEDAIL,

a—F awy ROETHLIRSNIEFER = — 1,

NX-APLIE, NA /=7 F A gk 7' b =/L (HTTP) A7 —

FAA—=RLYARD
(http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml)

T SN TV SRR O HTTPJR IR =2 — RZ2HEH L £ 9,

msg RENTEIK 2 — FICBEEMIT bz T— XA v'—,

NX-API ~D7 U £ XA DHIR

iptable 0D 5 %7

TS A~O HTTP 38 L OVHTTPS 7 7 £ 2 & HllR3 2121%. ACL & iptable D 2 DD kLR &
D iﬁ‘o {iﬂ%ﬁ‘éjﬁffbi\ nxapi use-vrf<vrf-name> CLI =z~ ]\%fﬁﬂq LT\ NX-API @1%0)
VRF 2L T E I M U TR E Y £,

BFE D VRF 242 X 9 ICNXAPL 24 L CW AR WIEEIZD I, ACLEEH L TTF /31 A
~@ HTTP £721X HTTPS 77 B A ZHIR L £9, ACL DIERDFEMIZOWTIX, EH L TW
HAAL v F 77 IV DCiscoNexus> J —ANX-OStF 2 UTF A HERTA FEBR LTS
v,

7272 L. NX-API#15 FIZ VRF #3% € L7234 . ACL X HTTP £ 721X HTTPS 7 7 & X & H#l[R
LEHA, V1T, iptable D/L—/LZAER L E T, L— /L OIERDFERIZ- OV TIX, iptable
DOFEH (207 X—) BB L TN,

iptable Z 3% & . VRF 25 NX-APLIBEHICHE SN TW A HEIZ, 731 A~O HTTP &
TZIZHTTPS 727 B A ZHIRTE £, 2Dk r v a Tk, BEFED iptable |2 HTTP 38 L O
HTTPS 7 7 B A&7 v v 7§ 50—V a8, fEd, HIRT 2 5EE R LET,

ATFYw 71 HTTP 77 A% 70 v 7T ALV—NVEERTBI2IE. WOFIEEZETLET,

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 80 -3j DROP

ATy T2 HITPS 7/ 2% 70 v 7+ 5 )— LBk T 5I12i%, ROFIEAZFEITLET,
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. iptable D E #

ATy T3

ATy T4

ATy T5
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bash-4.3# ip netns exec management iptables -A INPUT -p tcp

BH SN =NV fER T 2123, ROFIREZFEITLET,

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP tcp -- anywhere anywhere
DROP tcp -- anywhere anywhere
Chain FORWARD (policy ACCEPT)

target prot opt source destination
Chain OUTPUT (policy ACCEPT)

target prot opt source destination

NX-API |

--dport 443 -3j DROP

tcp dpt:http
tcp dpt:https

10.155.0.024 97 % hDR—=F 8O ~DTXTCD T T 4 v &7 0y 7T HL—VEIERL THERTD

Wik, ROFNEZETLET,

bash-4.3# ip netns exec management iptables -A INPUT -s 10.155.0.0/24 -p tcp --dport 80 -j DROP

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP tcp -- 10.155.0.0/24 anywhere
Chain FORWARD (policy ACCEPT)

target prot opt source destination
Chain OUTPUT (policy ACCEPT)

target prot opt source destination

tcp dpt:http

LIRMZIE ] U7z — v 2 HilER U CRERE T 21213, IROFIHEZFAT L E T,

ZOFITIE. IO —/L% INPUT 7> S EIE L E9,

bash-4.3# ip netns exec management iptables -D INPUT 1

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination

RDBERY

iptables /L —/L % bash ¥ = /L CEE L= 4
AIZ T 52t U v — R Iptable % 7K iefb 35

Uno— RBIISREESNEE A, L—L %7K
(209 X—) 2L TLTESN,



| NX-API
1) O— R T Iptable Zk#tiLd % .

|) O— KRS T Iptable Zk#R1E 3 %

iptable D /L —/L % bash ¥ = /L CTAEE LI2E, Ve— FRIIRFESNEEA, 2Ok V3
VTCIE, U u— RE B A HE ST iptable & ki b3 2 HIEICOW T L £,

188 BRI
iptable #ZH L7z & LET,

AT w71 iptables initlog & \VNHLETDT 7 A V% fetc 74 L7 R UITIERR L ET,

bash-4.3# touch /etc/iptables init.log; chmod 777 /etc/iptables init.log

AT w72 iptable DT Z{-T73 % /etc/sys/iptables 7 7 A L& ERR L 7,
bash-4.3# ip netns exec management iptables-save > /etc/sysconfig/iptables

ATV T3 kO—HEDa~vr REMHA LT, fetc/initd 7 4 L7 kU Tiptables_init] &\ 5 EIAZ U7 b E2{ERk L
i—a‘o

#!/bin/sh

### BEGIN INIT INFO

# Provides: iptables_init

# Required-Start:

# Required-Stop:

# Default-Start: 2345

# Default-Stop:

# Short-Description: init for iptables

# Description: sets config for iptables
# during boot time

### END INIT INFO

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin
start_script() {
ip netns exec management iptables-restore < /etc/sysconfig/iptables
ip netns exec management iptables
echo "iptables init script executed" > /etc/iptables_init.log
}
case "$1" in
start)
start_script
stop)
restart)
sleep 1
$0 start
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RTvT4

ATy TH

NX-API |

echo "Usage: $0 {start|stop|status|restart}"

EIA 7 V7 MY 7R EZ R E L ET,

bash-4.3# chmod 777 /etc/init.d/iptables_int

chkconfig =—7 1 U7 ¢ 2 L, [liptables int] fE) A7 V7 h%& T4 IZRELET,

bash-4.3# chkconfig iptables init on

liptables_init] #ENZ 7 V7 ME, Ve — FE2FATTLH72OICIATINET, T4 T iptable /L— /L% 7K
PN T D2 EMTEE LR,

Hh—=xxIL X432 ACL

H—F NV AH 7 ACLIZ, A v XV RaviR— heT 7 MR FaviR—xr haEH
572D ACL 2T 2720 D0— 72 CLIA > 7 7 A NT7 7 F % TT,

H—F ) AH 7 ACL L, NX-OSACLCLI #fH LT, EEHBI O 7 b 2SRV R— b
LoEET IV —a A RELET, B—D ACLAZRETHZ L T, NX-08 o4 _T
DEBET TV r— g VR RETEXINERDHY 7,

N—F)v AL 7 ACLIX, 22— —DFENMTAZEEL, ACL 23 mgmt0 ¥ —7 = A R
WCHEA SN D & ZiTiptable = MY A HBIC T 0 VT AT Ha AR —Ry N TT,

LR, B—x/v 2% w7 ACL #9561 T9,

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# ip access-list kacll

switch (config-acl)# statistics per-entry

switch (config-acl)# 10 deny tcp any any eq 443

(
(
(
switch (config-acl
#

)
switch (config-acl)# 20 permit ip any any

) # end
switch
switch(config-if)# interface mgmtO
switch (config-if)# ip access-group acll in
switch (config-if) # ipvé traffic-filter acl6 in
switch (config-if) #

switch# sh ip access-lists kacll

IP access list kacll

statistics per-entry

10 deny tcp any any eq 443 [match=136]
20 permit ip any any [match=44952]
switch (config) #

PURIE, FERIZEE DTz iptables = Y DI — )V A Z v 7 T4 VE Y 7T,

bash-4.4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
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num pkts bytes target prot opt in out source destination
1 9 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443
2 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0

3 0 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination
bash-4.4#

=N AZ 7 ACL ¥7R— hOHIRITIRD &1 T,

« ZOMREIE, mgmtOAf X —T = A ATOHYR—FSh, oA R R 2 —T =
AATIEFYR—FShEEA,

cACL=> KU ®D 520 % 7L (protocol, source-ip, destination-ip, source-port, 33 &
destination-port) |, iptables (712 7T LS TWET, ACL=> bV TR 55D
DA 7 a vidiptables TR T T AINTELT, Z0O XI5 BRGEITEE D syslog & A
n—LE7,

7Lz, [#Ed&. 3o ACL A7 3 idkstack TIIHAR— FENTWER A, 5
IV —NVDIINA A=V EINFET, |

« TNA A 2—W =R A K bash 77 B AL FF > TV D %G, = — P —1LFH) T iptables
EREHCEXET, ZOFEHLY, v s T AZH TS iptable b— /LM 3 % FIHENE
B0 ET,

« RAE S 4D ACE O REIL, IPvd N T 7 4 v 7 OFAEIX 100, IPv6 FT 7 1 v 7 OEE
IIMATESBIZI00TT, ZOAr— AU EZREATHE, ZAV—Ty MIEBELZ 52 5
AREMENRH D F 9,

NX-APl [5ZE O — FDR
N\

GE)  FHEO HTTP =7 — 22— RiX, "M /=7 F X MNgiE7'm f 2L (HTTP) A7 —H# A a— R
LA U (http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml) (2 & ¥ F 97,

% 9:NX-APIEZ&3— K

[NX-API 5% (NX-API Response) ] a—FK | AytE—

Rl ) 200 i,

CUST OUTPUT PIPED 204 FRICE D . HAERIOEFHC A X
7

BASH_CMD_ERR 400 Bash =¥ K =5 —
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CHUNK_ALLOW_ONE_CMD_ERR 400 Fy 7%, 1o0a~vy RETFEZITA
ET,

CLI_CLIENT_ERR 400 CLI DT> T —

CLI_ CMD_ERR 400 CLI 2~> KR =5—DAT,

IN MSG _ERR 400 BEA =N ER T,

INVALID REMOTE IP_ERR 400 gRkD Y E— FIPEZRETE 8 A,

NO INPUT CMD ERR 400 ANa<r Kby 8,

PERM_DENY_ERR 401 HERDMER Sk L7z,

CONF_NOT_ALLOW_SHOW_ERR 405 HipkE— FI% [RRE (show) 1 Z#FA L%
REWUR

SHOW NOT ALLOW_CONF ERR 405 FRE— RCIIMERTE EE A,

EXCEED MAX SHOW ERR 413 W5 T 5 show 2~ RORKEABZF
L7z, SmRAEIE 10 T,

MSG_SIZE LARGE ERR 413 JREA ZXBRETEET,

MAX_SESSIONS ERR 429 BREy v a UEICERELE L, HLw
2=~/ T4 T DA, LIES
KLTbs ) —ERBRHLIZIN,

BACKEND ERR 500 Ry sy RET 5 —

CREATE_CHECKPOINT ERR 500 F v I RA Y NOEKRET LT —,

FILE OPER_ERR 500 VAT AN T 7 A M ET T —,

LIBXML NS ERR 500 VAT AOWNHELIBXMLNS =7 —, Z i
FER T+ —~ v PO T —TT,

LIBXML PARSE ERR 500 VAT AOWHES LIBXML fiffr =7 —, =
NFER 7 4 —~ v hOTT—TT,

LIBXML PATH CTX_ERR 500 VAT LOWNHE LIBXML /XA 2227 % A
P TTI—, THEFERT+—~ v hOx
:i — "C‘ﬁ—o

MEM_ALLOC ERR 500 VAT AOWNE ATV EID YT —,

SERVER BUSY_ERR 500 P N—=PEV—REDTZD, U7X b

THER S E L,




| NX-API

asoN s vxmLsietn ]

USER NOT FOUND ERR 500 ANFEFITF Y v adba—F—RNH-
N EHR A

XML TO JSON CONVERT ERR 500 XML 75 JSON ~DZEHLT 5 —_

BASH CMD NOT SUPPORTED ERR 501 Bash =~ RiZV R —FrENTWEHA,

CHUNK ALLOW_ XML ONLY ERR 501 Fx I XML OB EIZFRLET,

JSON_NOT_SUPPORTED_ERR 501 REOHAO RN & D72, JSON I
FAR=—FENTVEREA,

MSG TYPE UNSUPPORTED ERR 501 At — XA TV FE— IR TWE
MY

PIPE XML NOT ALLOWED IN INPUT |501 Tawy R~ 7 XML IZA ST
TSN THER A,

STRUCT NOT SUPPORTED_ ERR 501 G I R— PSR TV ERAL

ERR_UNDEFINED 600 R T —,

JSON £ & U XML #8:& 1k H 7

NX-0S 1%, kotEEbSNT-H 7 r—~ v F T, SEIE 2 show 2~ > ROZEMERE T
DYVEAL VLT "ethR—FrLTWET,

« XML
« JSON, JSON 1™ ERIZ 60 MB T,

* JSON 7 4 —~ v MHITOERERE 7 10 v 7 w5t 09 < L72 JSON Pretty HH 0D 97,
JSON /@ F[RIZ 60 MB T,

NX-OS CLI T, fZ#ED NX-0S /)% ISONFE /21X XML A v ¥ —7 ) X —IT (31 T8t )
L, INHDOTF—~y hA~DOEBENTONET, 72& %I1X, show ip access =~ > K&
ITT DB, M AA 7 () & T, 20RICHIEAEATRETEET, 2575HL. NX-0S
a~vr ROMAnEgcEElb s, 2o Tcora—FashEd, ZoKEICEY, 7o
TN L DT =X ONNAREIC Y, Y7 b7 AR =07 FLANIZNLEE
AA Y TFDEDARN) =T F =N R—FEZNET, CiscoNX-OSDIFEAEDa~
Ri%. JSON, JSON Pretty, BL O XML i h&xHHKR—hLTWET, EEHEFz v h— a~
Y RpE, —Eoa<r Rt TRTORLEZYR— LTIV EYA, BEET =y b —2
<2 RIZXMLZYAR— KL TWETA, JSONDARY 7o MIEhbPR—FLTWEREA,
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B ssonomE GavascriptA 70 x4 bR

A\

GE) MiF= 7 —ZERET D120, 77 ANV I EA L7 FEFEHALTISONE 1 Z 7 7 A Vi) A4
L7 hL, EO7 7 ANVHOEHERHLET,

1)

Switch#show version | json > Jjson output ; run bash cat /bootflash/json output

COREEOBRIRSN M Z L TICERLET,

JSON OHE (JavaScript A T ¥ FREE)

JSONIZ., HIFEA[RE/R T — X D= OISR ET FA N RXR—ADA—T L AX U — K
T, XML OfRERIZ72 0 97, JSON T H &b & JavaScript 2> Bkt SvE L2y, SREIIRST
LARAWTF—HER T, 2~ FHEATIE, JSONBLEWISON 7V T 4 74—~y Y
A= hFZINTWET,
FETRTORMOT 07T I T EHETMODPOIETYR—FENTND 2 2OEHER
F—AEEIRO LB T,

o JIEFEfTE U A b o EEF

JEFRAT N T RWNWY A N (LRIMEDRT) A7 V=7 b

show =<2 R®D JSON 721X XML /7121, NX-API V> KRR v 7 AL HE T 78 ATEFE

D

CLI D547

switch-1-vxlan-1# show cdp neighbors | json

{"TABLE cdp_neighbor brief info": {"ROW_cdp neighbor brief info": [{"ifindex": "

83886080", "device id": "SW-SWITCH-1", "intf id": "mgmtO", "ttl": "148"
"capability": ["switch", "IGMP cnd filtering"], "platform id": "cisco AA-C0000

S-29-L", "port id": "GigabitEthernetl/0/24"}, {"ifindex": "436207616", "device

_id": "SWITCH-1-VXLAN-1(FOC1234A01B)", "intf id": "Ethernetl/1", "ttl": "166

", "capability": ["router", "switch", "IGMP cnd filtering", "Supports-STP-Disput

e"], "platform id": "N3K-C3132Q-40G", "port id": "Ethernetl/1"}]}}

BLR-VXLAN-NPT-CR-179#

XML £ & U JSON H A D4l

o7 a T, XMLEBEIOJSON H 71 L THRREZILD NX-0S 2+ ROFNZ DT
SAL £,

WKOFNE, "— R Y27 T—TNLDI=F ¥ A NBLIOYALFXY AN L—F 47 T K
U % JSON JETHERT D HEZRLTWET,

switch(config)# show hardware profile status | json

{"total lpm": ["8191", "1024"], "total host": "8192", "max host4 limit": "4096",
"max host6 limit": "2048", "max mcast limit": "2048", "used lpm total": "9", "u
sed v4 lpm": "6", "used v6 lpm": "3", "used v6 lpm 128": "1", "used host lpm tot
al": "O", "used host v4 lpm": "O", "used host v6 lpm": "O0", "used mcast": "O", "
used mcast oifl": "2", "used host in host total": "13", "used host4 in host": "1
2", "used host6 in host": "1", "max ecmp table limit": "64", "used ecmp table":
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xmL s £ U asoN o ]

"0", "mfib fd status": "Disabled", "mfib fd maxroute": "0", "mfib_ fd count": "O"

}
switch (config) #

WIZ, =R =T T—TND2=F% Y A MBIV TFHFY AN V=T 4T = ) %
XML X CERRT L6 2R LET,

switch (config)# show hardware profile status | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:fib">
<nf:data>
<show>
<hardware>
<profile>
<status>
< XML OPT Cmd dynamic_ tcam status>
< XML OPT Cmd dynamic tcam status__ readonly >
<_ readonly >
<total lpm>8191</total lpm>
<total_ host>8192</total host>
<total lpm>1024</total lpm>
<max_host4 1imit>4096</max_host4_ limit>
<max_host6_1imit>2048</max_host6_ limit>
<max_mcast_ 1imit>2048</max mcast_ limit>
<used lpm total>9</used lpm total>
<used v4 lpm>6</used v4 lpm>
<used v6_ lpm>3</used v6 lpm>
<used v6 lpm 128>1</used v6 lpm 128>
<used host lpm total>0</used host lpm total>
<used host v4 lpm>0</used host v4 lpm>
<used host v6 lpm>0</used host v6 lpm>
<used mcast>0</used mcast>
<used mcast o0ifl>2</used mcast oifl>
<used host in host total>13</used host in host total>
<used host4 in host>12</used host4 in host>
<used host6 in host>1</used host6 in host>
<max_ecmp table limit>64</max ecmp table limit>
<used ecmp table>0</used ecmp table>
<mfib_fd status>Disabled</mfib_ fd status>
<mfib fd maxroute>0</mfib fd maxroute>
<mfib_ fd count>0</mfib fd count>
</ readonly >
</ XML OPT Cmd dynamic tcam status_  readonly >
</__XML__OPT_Cmd_dynamic_tcam status>
</status>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZOBITIL, JISON B TAA vF FIZLLDP # A ~— &2 FR_T 5 HEEZRLET,

switch(config)# show 1lldp timers | Jjson

{"ttl": "120", "reinit": "2", "tx interval": "30", "tx delay": "2", "hold mplier
": "4", "notification interval": "5"}

switch (config) #

ZoHITIE, XML IERTAA v F FIZLLDP # A ~— % FpR_1T 2 HEE R LET,
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switch (config)# show 1lldp timers | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:11dp">
<nf:data>
<show>
<1lldp>
<timers>
< XML OPT Cmd 1lldp_show timers  readonly >
<_ readonly >
<ttl>120</ttl>
<reinit>2</reinit>
<tx interval>30</tx interval>
<tx delay>2</tx delay>
<hold mplier>4</hold mplier>
<notification interval>5</notification interval>
</__readonly_ >
</__XML__OPT_Cmd_1lldp_show_timers__ readonly >
</timers>
</1lldp>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

O O
H2TJILNX-APL RS ) T k
Z—P—INX-API TR 2 U7 N &M AT 5 kR T T A7 VT MIT 7B ATEE

T WO TNAT VT NMIT 78 AT HICE, ROV 27 %2 v 7 LT, RERY T Y =
T VY —=RZHIETDHT 4 L7 b U &R L F 9 : Cisco Nexus 9000 NX-OS NX-API
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i

NX-API REST

TOETIRD MY v T TSN TWET,

¢ NX-APIREST IZ2WT (217 =—73)
« REST {Z X 5 DME fkiEfa (218 ~—7)

NX-APIREST [CDLVT

NX-API REST

CiscoNexus A1 v FTiL, #ifiia~r RIA4 A4 —T7 x4 A (CLI) #EHL TEmL
F9, CLIIE, YEAA v T ETLOFEITTEEH A, NX-APIREST (%, HTTP/HTTPS API %
Tt 5 2 L2 &V, CiscoNexus kD7 72 B 7 4 ) LSHET,

cHFED CLI 2~ &AL v T OG5 FEITAEETT,

« 28D CLI 2~ RERITTHMLEND HEKE ., igr)/0 5@ HTTP/HTTPS #/E D
KT 7y arvEBREbES L TERLET,

NX-APIREST i%., show =<2 K, EARBIOFEMAA v F#EELE Linux Bash V% 3R— F LF
7,

NX-APIREST /X HTTP/HTTPS # h 7 > AAR— b & LTHEMA L EJ, CLIIX, HTTP/HTTPS
POST ALz 22— K& FE T, NX-APIREST /N 7 = KX Nginx HTTP H—/3— % {i |
LET, Nginx 7B REZDTRTOFF kAL, CPU & AFE Y O HAED ERNBED 5
LTS Linux cgroup DPi# TIZEM E T, Nginx D A U &2 cgroup DRz 2 %
&L Nginx 7’2 2 IFEE ST, NX-APL AL (VRF, A— k, GEFERER) NETsh
£7,

Cisco Nexus 3000 35 K TV 9000 2 U — & NX-API REST SDK D FEMIZ ST,
https://developer.cisco.com/docs/nx-os-n3k-n9k-api-ref/ M L T< 72 &0,
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B resticsz OMEHRES

REST (= & % DME #& i & #

REST Put (2 & 5 DME 7 JLERREHRIZDINT

Cisco NX-OS U U —2 9.3(1) LAK&, Cisco NX-OS % REST PUT #{EIC L 5 ET N _— 2 D554
REREEAE TR — N LET, RELZEESHZ D ZOHETIL, CiscoDMEET VA L &
o

DME 7 /KRR E WS REZ T 5 &, REST 70 VI b A v 2 —T A Z&MHLTAAL v
FOFEITHER ZBEEHZ 5N ET, DME 7 /UL EHBERE I, BEH% PUT #EIC Xk - TYT
ZHEVIBEMOAY v EBRHY EF, REY IV —DFTRCOEY (VAT ALV, T
J—. BLO®YU—7) 23, DME 7 /UiRkES AR — R LET,

« AA y FHERR D BT 1L RO Y AR — b
« HEMED YR — b

c LOBERESC T ORI E 525 2 L7a | HEREEZERMICEE T Szt L £
j—o

« BB R AFRETE 2 X 012752 & T, AR 2R L. AT —24k
BRLET, A v FIIEDEZFE L, MY ) —ORBELZ T 55Ty a2 LET,

)

GE) Tmal oLk F—TxA ABFEHLTETT LI EIFTEEHAMN, config replace
config-file-name Cisco NX-OS CLI =~ > FIZ L V| 7/UERE#R A FITTH2 &b T E T,

Guidelines and Limitations

The following are the guidelines and limitations for the DME full config replace feature:

* For information about supported platforms, see the Nexus Switch Platform Matrix.

« It is important for you to know the tree and know where you are applying the config replace. If you
are using the Sandbox for the config replace operation, the Sandbox defaults to the subtree, so you
might need to change the URI to target the correct node in the config tree.

* If you use the NX-OS Sandbox to Convert (for Replace), you must use the POST operation because
of the presence of the status: 'replaced' attribute in the request. If you are using any other
conversion option, you can use the PUT operation.

* If you use the REST PUT option for this feature on a subtree node, config replace operation is applied
to the entire subtree. The target subtree node is correctly changed with the config replace data in the
PUT, but be aware that leaf nodes of the subtree node are also affected by being set to default values.

If you do not want the leaf nodes to be affected, do not use a PUT operation. Instead, you can use a
POST operation with the status:'replaced’ attribute.
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RESTPOST =& 5 7 0/57 « LALo#mER ]

If you are applying the config replace to a leaf node, the PUT operation operates predictably.

RESTPOST (2L 2 70O/8F 4 LANJLDIER B 2

A @®DME E£7 /L%, RESTPOST#EIZ X D CLIR—RADERED 7' 11 /7 4 L UL DR
EEYAR— L TWET, RS m— RE4AR L, REST POST #/EA4 I L TAA v FIZ
EETHZEICED, NX-OS YRRy 7 20 L THREEO 7 a 8T ¢ DI BEE#HZ D
ZENRTEET, NX-OSH > KRRy 7 ZDOFEMIZOWNTIL, NX-APIBHHE T Ry 7 A%
ZHRLTLEEN,

RATvF1 HTTPS #/- L, NX-OS > KR v 7 2% LTCAAL »FICBfi L, n 7oA U IEHREATILET,
ATy T2 EE VT T, BETHHEDCLIZ AT LET,
RT9T3 EETVTOTOT 4 —/L KT, #KT 28T 2V U —NO MO ~O URI #&%ELE7, 2D MO
L~ E Put ZER OEFEHETT,
ATw 74 [FiE Method) | G, NX-API (DME) &R L £,
AT9 TS5 [AS1# A7 (Input Type) ] C. [CLI] ZE4R L £,
ATv 76 [£H#: (Convert) | K7 X 7Y A2 KRS Convert (for replace) Zi®RL T, [ER (Request) ]
AT Afu— REEKRLET,
ATV T AA v F~OPOST #@lEEEHTHEREZ 7 U v LET,
GE) T aRT 4 LUV ORERRE R, BT 7 4V MEROB AT SRR H Y FF,
ZhiE, BEEEIITANTOFMOZHIBRL, $ X TO7 a7 42774V MUty b L
£ ERBLLNETT,

REST PUT [C K SHBEL NIL DI E R
Cisco DME (%, REST PUT #/EIZ L DHERE L~V O EHLZ VR — M L CWET, T /LD
HAEL L TCPUT (12T D2 L T, BEDHEEDHERAZEXHZ DI LN TEET,
WOFNEZFEH L 9,

RTYT1 7747 "inb, BEEOET VA7V =7 b (MO) TRESTPUT ##/EZ%{T L £7,
a) Putid, AL AT AL BLEERED MO ~@D URL 28 ET 2L ENH Y 7,
72 & 21X, BGPOHA . /api/mo/sys/bgp.json DL H 720 £9,
AN v— RIED R THLLERH Y . HERED DN CGET 2817752 & T, WOTHAAL vF
MORERETG TE DRERNH Y £7, 72L& 21X, BGP D5
/ﬁ\\ /api/mo/sys/bgp.json?rsp-subtree=full&rsp-prop-include=set-config-only K 5 2720 iﬁ_o
b) HERED~A B— FiX, WEMZD MO (2l AlFbe) CHEDLERDY T,
R R L ET,
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"bgpInst": {
"attributes": {
"asn": 'llOO"’
"rn": "inst"

}I

"children": [

. content removed for brevity

{
"bgpbom": {
"attributes": {
"name": "vrfl",
"rn": "dom-vrfl"
}I
"children": [
{
"bgpPeer": {
"attributes": {

"addr": "10.1.1.1",
"inheritContPeerCtrl": "",
"ent s

"peer-[10.1.1.1]1"

"bgpbom": {
"attributes": {

"name": "default",
W,

rn": "dom-default",
"rtrId": "1.1.1.1"

ATY j 2 /api/mo/sys/bgp.json?rsp-subtree=full&rsp-prop-include=set-config-only %{ﬁﬁﬁ L. *%EEO)%TQ@:{%
F L7- DN T GET Z%f5 L £,
ATvT3

(A7 ay) BELEMe—FE, BX#27-DNOGET L LET, GET DA 12— N, 2%/
LA a—KREFEILTHILENRHD £3°,

pall

RESTPUT DEREBRD FS TV a—TF 409

PLFiX. REST Put #/EIZ L AHEREE N L2 WGED T TNy a—TF ¢ v TS
FNETT,

YAS®)

ATV TN BRPAENNE S D EfER LET,
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ATy T2

ATv73
ATy T4
ATy TH

REST PUT MR ERD F 5Ty a—F 125 [

URL., #fE, BLOXAS o — KB THLILERSH D £3, 72L& 2I1E, URL 2 api/mo/sys/foo.json D
WE. A 8— R foo THRELIVLERH Y 97,
A= RKRHEHTHY, WOL IR T O XT A OHLNEENTWNWDLZ 2R LET,

« EFICRESNTZHD

c B2 T ™A AEENOEHF LI D
W7 0 X7 4 DI EFT HITIE. rsp-subtree=fullsrsp-prop-include=set-config-only & 7 A /L& U
Y795 GET 2R LET,
A v— RERREET 521X, DME POST #{EZ I L CAf m— RZ A A v FIZHELET,
TI7—%Fxvy 7 LT, MODAHTE T 0T 1 R3obHZ LaRLET,
N = RIZH MO DARTE T NT A REENTVWDLZ EEMERLET,
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B restrurompEREO FSTLYA—F LY
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NX-APIGAFEES >V FARY I R

o NX-API BHFEE V> R v 7 2:92 (2) KVRETONX-0S VU —A (223 X—)
e NX-API BHFEEH > FAR v 7 2 : NX-0S UV U —2%92 (2) LIE (236 <—2)

NX-APIFAFREEY > KRy P X:92 (2) K YAITDNX-0S ')
1) — X

About the NX-APl RO w/s—H Y KRy I R

NX-API Developer Sandbox (%, AA v F THAFEILDH Web 7 +— LT, NX-OSCLI =~
¥ R[50 XML £7213 JSON ~A 1 — R,

BUZRT L2912, Web 7+ —A1E32DO_A Y (a~vwr K (B 1y) | Bk, B
Y EEO 1 OOBEHE T,

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .
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. Guidelines and Limitations

1: ) IRNEHDEEDHEEL NX-APITRAO Yy /A—H 2 RRy I R

dits’ NX-API Developer Sandbox

(-}

=
R .o

a<v R _frvoaryibe—nLE2FHTHE, YR—FINTWBEAPIDOA vt~ 7 54—
<~ v b (NX-APIREST 72 ¥) o~ R ZA47 (XMLXCJSON 72 &) ZERCc&x£4, HiH
RO~ RAA T F T a g, BRLIEA v E—Y 7 p—< v ML TRARY F9,

av L RN U1 DU EDCLI a2~ REATNTLHNE0 1T 5L, Web 74— AT~
Y REAPINA B — RICEHR L, T —%2TF =7 L, EROSA 12— REERA T
FRLET, KIZ, a2 FXM UOPOSTRZ U EHHALT, XM u—K&H > Ry 7 &
WHAAL y FICEBEEFET H 2 L 2RI LIZGE, IWES VI APLIGENERINET,

Guidelines and Limitations

Following are the guidelines and limitations for the Developer Sandbox:

* Clicking Send in the Sandbox commits the command to the switch, which can result in a configuration
or state change.

* Some feature configuration commands are not available until their associated feature has been enabled.
For example, configuring a BGP router requires first enabling BGP with the feature bgp command.
Similarly, configuring an OSPF router requires first enabling OSPF with the feature ospf command.
This also applies to evpn esi multihoming, which enables its dependent commands such as evpn
multihoming core-tracking. For more information about enabling features to access feature dependent
commands, see the .

« Using Sandbox to convert with DN is supported only for finding the DN of a CLI config. Any other
workflow, for example, using DME to convert DN for CLI configuration commands is not supported.

* The Command pane (the top pane) supports a maximum of 10,000 individual lines of input.

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)
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Ayt—S Tr—wyreavokaqsTomn ]

Awt—T JF—Iy AT KR R A TOHERK

[AvtE—2 T+—< v b (Message Format) [&[a< > K 24 7 (Command Type) 1iZ, =
<~ RS (B Y) OFf BTl ENE T, [AvtE—Y 74—y b (Message
Format) ] C, fEHT2API V'R ha D7 +—~vy FE@RIRLET, BARES L FRy 7 X
I, DO API 712 b 2L &EHR— KL TWET,

% 10:NX-0SAPI 70O 2L

Jakal Bz

Json-rpe JSON ~2Af B — R TNX-OSCLI 1~ > REEUET B 72 DI T DYk
OWREYVE—hK Yo —Y% a—/)L (RPC) 7’z k=)L, JSON-RPC 2.0
FEARIZ, jsonrpc.org (2 X - THERL &L TV E T,

xml XML A @ — R TNX-OSCLI #7-1Zbash =~ > F&HEHMET B 72D Cisco
NX-APIME D71 k2L,

json JSON A 12— RTNX-OSCLI % 7=i%bash 2~ RZEUET 5 7= D Cisco
NX-APIE DO 1 k=)l

nx-api rest WNEENX-0S 7— 4 EFHx= Y (DME) €7 /VCEBMNGA TV 27 k

(MO) & 207 m/3T ¢ ZfFE L OFEAIS 72 D Cisco NX-APLH H
D7'va k=3jb, Cisco Nexus 3000 35 L TV 9000 2V — X NX-API REST SDK
DFEMIZDUVNTIE,  https:/developer.cisco.com/site/cisco-nexus-nx-api-references/
EHRRLTIEIN,

nx yang ekl L OvkAET — & D YANG ( 'Yet Another Next Generation| ) 7 —
22T T ERE,

[AvE—2 7+—< v b (Message Format) | #ER4 5L, [AY Y K 247 (Command

Type) 1A 7> ar oty hBR[AvE—D T4+—< v b (Message Format) ] = k2 —/L®
T TFICFERENET, [AYY K 247 (Command Type) | DF%EIX. AJ) CLI ZHi|[R T

&, [ER (Request) J&[I6%E (Response) |7 +—~ v hERETEET, 47 a 03,

HRLE[AvE—D 74—< v b (Message Format) [IZ K-> TRV 4, HK[AvE—D
T#—< v k (Message Format) 122\ T, RDOET[AT K B4 T (Command Type) ]
FF o a OV TRALET,

®#M:a<7 K447

Awt—IHR =l AV NI 3
Json-rpc e cli—show £ 723K =~ F
e cli_ascii — show £ 723k =~ N, 7+—~ v T
W H T

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .


http://www.jsonrpc.org
https://developer.cisco.com/site/cisco-nexus-nx-api-references/

B ot or—<vreazor g Tomm

NX-API |

Ayt—CHR

aAvo k847

xml

sclishow — 2~ FE2FRLET, 2~ N2 XML H
HaEYR—=FLTWARNGEA, =T7— A vbE—URRE
NEJ,

e cli_show_ascii— a3~ REHRR, 74—~y FEFITH
Vi)
e cli_conf—#&RL =~ N, MEER O A~ > NI R—
FENTWERA,
s bash—bash =~ N, 1F& A EDIERFEFM bash a2~ K
N HR—FENTHET,
GE) AA v F Thash ¥ = /L EHINTE MR H
@ ij_o

json

eclishow — a2~ FEZERRLET, 2~ N2 XML H
NP R—=FLTORWESR, =7 — A vybE—URRS
NET,

e cli_show _ascii— A~ FEZFR, 74—~ v MEFITH
]
« cli_conf—#Epk =~ N, RFER O 2~ > Fi3R—
FENTWEREA,
s bash—bash =2~ K, 1T & A EDOIEXRFER bash 2~ K
DY R — RSN THET,
GE) AA »F Thash ¥ = /L2 HINZT 2 MR H
DET,

nx-api rest

scli—fpia~2 R

nx yang

* json — XA 17— N|Z JSON &2 M &4
o xml — XML &R~ A v — NZfEH S ET

HAF¥ 2y

K&ED show 2 <> NHAHEWRIET 572012, —H#D NX-API A v&— 74—~ F T,
show 2~ FOMIF ¥ o 7 BHR—Fr S TWET, ZOHA, [Fyroy E—FEHMIC
9% (Enablechunkmode) |F = v 7Ry 27 AN, £y g IDSID)ANRy 7 2L L BT
[A<Y > K247 (Command Type) ] 2> ha—Ld FIZFREINET,
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Fravi—4o kv 2258 ]

F v I BANIREE. IWEITEED [Fx o7 THEEESN., BYIOF v o7 BNEIFDa~<
VRIBETREEINE T, IEEAvE—VOROT v 7 HEET A, BIOSEA vE—
POEvi g IDICEREINTSID 2 L TNX-API EHRZEETAHLERH Y £,

TROAYN—H U KRRy REFEH
TROYN—H U KRRy REZFALTCLU Y KERESTRA O— RIZEHRT S
je

EXh FTA AR U RRY I AT 4 U RUDEEMICH D [V4v9 A2 — T (Quick
Start) 1227 Vv /35 LFHTEET,

VARV A a—FRRoeF 2T 4 AV v KRR EOFMIZHOWTIL, [NX-APICLI] O#E %%
LT 7EEN,

o~y RIZR—FENTWER A,

AT 71 AT DHAPI 7o faLo[rvE—UHRA (Message Format) 1&[a~< > K 24 7 (Command Type) ]

FRER L ET,
MR FIEIZSOWTIE, AvE—V T —<v heavwr R¥ATOREKR 2252—) #2RL L7
él/\o

ATFv T2 FH_ADTFA =Y Ry 7 A2, NX-OSCLI# o~ R&2 14712 1 DT OAST 50050
O

SO THICHL[VEY b (Reset) 1227 V7358, 7FARNZ M) Ry A (BLO [E
K (Request) 131 > & [I5% (Response) 131 ) ODNAEEHETEET,
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B =rovs—vorRy s EERLT O IT Y FEREST R f O— FIZE#RT

'.';!.'s'élcl.' NX-API Developer Sandbox Quick Start | LogoutGe

Message format: @

json-rpe xmil json

m REy

Command type: @

Copyright © 2014-2016 Cisco Systems, Inc. All rights reserved. NX-AP version 1.1

ATV T3 by T XA U ORTEHICHD [EH (Convert) 127V v LET,

CLI 2= RIZHER = 7 —RNEENTWRWEGEE, <4/ a— FIX[ER (Request) 1A VZFRINE
T, TT—DFETH5EAIE. SOOI — A v E—U N 6% (Response) ] XA VIR RINET,
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FROYA—HY PRy Y REEALTOU I KERESTA( 0— KIcz#d 3 ]

"cl\'s'c'lg'.' NX-API Developer Sandbox Quick Start | LogoutCe

Message format @
api /mo/sys. json
{

"topSystem”: {

attributes™: { e -
“name”: "REST2CLI"
}

} Command type: @
} 2

|

_
| hostname REST2CLI Copy

Copyright @ 2014-2016 Cisco Systams, inc. Al rights reserved. NX-AP1 version 1.1

Waiting for bam.nr-data.net..

ATv74 [V TR (Request) ] <A VNTHLRANA v— FBFRENTVLHEAIE, POSTZ2 U v 27 LT, ~
AB—R&ZAPIMOH L E LTAL v FICTEEFTEET,
ZA wFNHD L AR AL [Response (&) 134 SIERENET,

2L POSTA#7 Vv 27 35&, avy RRAL vy FIZaIy I, WRELITREPEEIND
AREMEDN DV £,

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .
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B 70—y o rRy s REEALEREST R O— FA3 CL I FADEH

-

wfan Quick Start Logout G»

cisco NX-API Developer Sandbox

Message format: @

Command type: ©

logging level netstack 6|

Response |

"imdata®: []

ATy TE XA T[AE— (Copy) 1227V v r35E, [EXR (Request) 1A > F721E [IHE (Response) ]34
YOMNT yANE I v THR—RiZat—T& £,

ATy 76 [V TR (Request) 1A > TPython 227 Vv 7 32%&, 7V v 7 R—=KEDY A O Python &
ARG TEET,

FTRAYN—H U RFRYy O REZFHALRESTRA O— KNS CLIaT Y FADEH
Je

Evb FTA L AVTE VU RRY I A T4 U RO EMICEH S [V4 99 B — Tk (Quick
Start) 1227 Vv /35 LFHTEET,
LARV A a—RReX2 T4 AV y R EOFEMICHOWTIE, NX-APICLI] O&E4*%
LT 7EEN,

FIRDHE
1. Ayt—2 IJ4—T v bE L Tnx-api rest ZEIR L, AY 2 K 44 T L L Tmodel
BEIRL 9,
2. EHRAOTHFAMATRY 7 ZAZDN EXfu— RE AN LET, KIZ, EEHA2A
DFICH D [ZEH (Convert) | RZ %227 Y v LET,

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)
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FAROw/— S Py s R L1 REST <f O— Find el av > K~z [

F IR D

ATY Tl AytE—2 T74—T v rE L Tnx-api rest ZiER L, ATV K 24 TL L Tmodel iR L 9,
i -

'él.'s'élcl.' NX-API Developer Sandbox Quick Start | LogoutG>

Message format: @

Command type: @

cLl .

Copyright © 2014-2016 Cisco Systems, Inc. All rights reserved. NX-AP version 1.1

AT T2 EH_AVDTHFARNANR Y 7 AIZDNEX_A B —RFEANLET, KiIZ, EESA O TFICHD [Ef
(Convert) 1R &# %2V vy 7 LET,

1 -
Z OfITIL, DN X /api/mo/sys.json TH Y, NX-APIREST <A 2 — RFRDOE LY T :
{

"topSystem": {
"attributes": {
"name": "REST2CLI"
}
}
}

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .
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. FROYN—H U KRRy RAZFERLERESTRAO— KA S CLOTY RFADEH

'El.lg'.:_lc;' NX-API Developer Sandbox Quick Start | LogoutG>

Message format: @
api/mo/sys.json

{ json-rpc xml json
“topSystem": {
“attributes”: { nx yang
“name”: "REST2CLI"
}
T Command type: @
}

cli

Copyright & 2014-2016 Cisco Systems, Inc. Al rights resarved. HX-AF1 version 1.1

Waiting for bam.nr-data.net...

[ (Convert) | RZ %27 ) v 45, RORICFRTE S0, A0 CLIA CLI A cFREh
7,

. Cisco Nexus 9000 Series NX-0S Programmability Guide, ') ') —X 10.2(x)
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cisco NX-API Developer Sandbox

FROYA— YL PRy s REERA LI REST <A O— knb el avy kanzi ]

Quick Start LogoutG»

api/mo/sys. json
{
“topSystem”: {
“attributes”: {
“name”: "REST2CLI"
}
}
}

Message format: @

jsen-rpc xml json

nx-api rest nx yang

Command type: @

cli

hostname REST2CLI

ERROR:

Copyright & 2014-2016 Cisco Systems, Inc. Al rights resarved.

Waiting for bam.nr-data.net...

HX-AP version 1.1
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. TAOYNR—HY U PRy REEALT-RESTRA O— K CLI3I XY FADEHR

GE)
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TAOYNR—HY U FRy I REFER LT REST R4 O— KA 5 CLI AT FADZEH .

FRa =B RARy 7 A%, H v RAR > 7 ZH CLI & NX-API REST ~2A 17— R{TZ5H# L
FFEATYH, TRTONA B— RERZEOCLICEWT A Z LITTXEHA, DT, fa—
R CLI 22~ RIZERICEWT 505 5F 5RO H 57 —DFRKD Y A hTF,

# 12: REST2CLI T 5 —DREA

R4 AO— KDMERE

R

AN m— RIZ, MOIAHE LW BN E £
TVET,

i -

api/mo/sys.json
{
"topSystem": {
"children": [
{
"interfaceEntity": {
"children": [
{
"11PhysIf": {
"attributes": {
"id": "ethl/1",
"fakeattribute":
"totallyFake"

[T5— (Error) 134 0%, BHEICEET S
TI7—%IRLET,

i)
CLI

% (1PhysIf] ORBHZ BN
[fakeattribute] O[T S— (Error) ]

A m— R, BEAEEZYR—PEhT
W2 MO B ENTVET,

Bl -

api/mo/sys.json
{
"topSystem": {
"children": [
{
"dhcpEntity": {
"children": [
{
"dhcpInst™: {
"attributes": {
"SnoopingEnabled": "yes"

[T5— (Error) 1A %, ¥HR—FrENT
WRWMO ICB# T 2 =7 — &KL E7,

il

CLI

[T5— (Error) ] [ lsys/dhcpl O¥ T
V—2RKNEHRINTWEEA, (The

entire subtree of "sys/dhcp" is not

converted.) ]
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B varmssss kR sz N0S U Y—292 @) LB

A O— FDOEE =R

NX-API BiEEY > KRy X :NX-0S 1J1)—X92 (2)
ARG

About the NX-APl 7RO v/ A\—H 2 FRvy Y R

Cisco NX-API Developer Sandbox %, A A »F THRA M ZiLDH Web 7 +— A T7, NX-OS CLI
o< RZ[E% D XML F 7213 JSON ~2A 1 — N{ZZ# L, NX-APIREST <A 17— K& [6% D
CLIIZA# L £,

Web 7 +— A%, WOMITTRT XL HIC, a~vwr R (EEoLqy) | sk (hloqy) |
BIORE (FEDOSAL ) O3 ODONA o &2FFO 1 DOEETY, fHE4 (DN) 74—/
RiZ, a~r XA U7 AR XS OfIcHD £9 (FRIO POST EEEAF TV a v
OFEizHY £9)

VI ZARNSAL NS —HOX T RH Y £7, &¥ 71, Python, Python3, Java, JavaScript,
Go-Lang D#7e D 5iEAR LET, £X 7 TlE, TNENOEETY VA MERRTEE
9, 72& X, CLI 2~ K% XML %7213 JSON ~A v — RIZEH L7, [Python] % 7 %
7Yy LT, A7 U7 NOVERKRICHEACTE % Python TOVU 7 A M EFRRLET,

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)
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Guidelines and Limitations .

B2:VI IR MEHNEEDHEED NX-APITRO Y /RA—H 2 RRy I R

'Icl.ls'::ls' NX-API Sandbox Quick Stat  Command Reference | LogoutG»
show version Method: @
Message format: @ [jsonope ¥
Input type: @
st JNIERR)

Request Python Python3 Java JavaScript Go-Lang

Response:

Jsenrpc™: 2.7,

av s RS rpay ha— L EFHT S E, NX-APIREST 72 E DA — F LTV 5 APL,
FF) (XA a—FK) RCLIREDATZA T, BEIOXML R JSON 2 ED A v —IER
FRINTXFET, FRHEERA S a3, BIRLEHECE > TR 97,

NXAPI-REST (DME) A YV v RZERL, 1 DL EOCLIZ~ >y REa~w s KA VAT
LR AT, [ A2V v 7T HE, Web 74— LAk~ K% RESTAPI %A 1 — K
WCE#H L, BRI —%2F o7 L, ERSSL VITHEROS 0 — FEFRLET, KIZ, 2
A= REV U RRy 7 APD AL v FICEBEET 52 L2 RINLTZGS (POSTA 'Y 3
VEBRINLC[SEND]l 27 VU v 7)) | &) A VI APLSEREREINET, sl OV T
X, TRy =P RRy 7 A& L TCLIa~> K& REST<A 12— RIZE#HT S (241
N=) AL TN,

WZ, CiscoNX-API Developer Sandbox (3~A 2 — FORET T —%F = v 7 L, ®ixd % CLI
T B A ZFRLET, SOV TIR, [T Re vy =Y RRy 7 A& L
REST <A m— R726 CLI A~ R~DOZEHE (244 ~—) | BB LTI ZI0,

Guidelines and Limitations

Following are the guidelines and limitations for the Developer Sandbox:

* Clicking Send in the Sandbox commits the command to the switch, which can result in a configuration
or state change.

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .
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* Some feature configuration commands are not available until their associated feature has been enabled.
For example, configuring a BGP router requires first enabling BGP with the feature bgp command.
Similarly, configuring an OSPF router requires first enabling OSPF with the feature ospf command.
This also applies to evpn esi multihoming, which enables its dependent commands such as evpn
multihoming core-tracking. For more information about enabling features to access feature dependent
commands, see the .

* Using Sandbox to convert with DN is supported only for finding the DN of a CLI config. Any other
workflow, for example, using DME to convert DN for CLI configuration commands is not supported.

» The Command pane (the top pane) supports a maximum of 10,000 individual lines of input.

Ayt—D TH—I Y REANZA TOERK

AV R, Ayt—UBR, BLOAAZA T X, a~v K A2 (EHOXAY) OfFE
BCHERESnET, [AYy R] T, #HATSAPI 70 b a2 LD EZEIR L £4, CiscoNX-API
Developer Sandbox 1%, K™D APl 7'v k2L ¥R — KL TWET,

£ 13:NX-0SAPI 7O k)L

Jakal

B8

NXAPI-CLI

XML F 721X JSON ~2A 17— FTNX-0S CLI £ 721 bash =~ > FZ&EMET
H728® Cisco NX-APIJEH D712 k=1,

NXAPI-REST
(DME)

NEINX-0S 5 —Z&Hr Y (DME) EF /L TEENSRFT 77 |k

(MO) &ZD7 3T 4 ZEER L O A ELS 72 D Cisco NX-API L H
D7 v kb, NXAPI-REST (DME) 7'm& b =/Lid, RO FGIENHRIRT
XH Ry rHy YA NERRLET,

- POST
- GET
- PUT
- DELETE
Cisco Nexus 3000 33 J T8 9000 2 U — X NX-API REST SDK D Ffiliz Su T

IZ. https://developer.cisco.com/site/cisco-nexus-nx-api-references/ % 28 L T

<TZEW,
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Ayt— 7xr—vy reANs 1 ToMR [

Joral H =1z
RESTCONF Rk L ONRRET — % 1D YANG ( [Yet Another Next Generation] ) 7 —
(Yang) AN A1

RESTCONF (Yang) 70 b a/LiE, IROFENGEIRTED Ru vy 740
Y UAMERRLET,

* POST

« GET

*« PUT

* PATCH

*« DELETE

AYYREERT DL, A yvE—SBRAELIZIADZATOF T a0y MRy 74
7y URANMIFERENET, AvtE—UHHKIX, ATICLIZERK L, BREBRBEOER AT
ETEFET, A7 aid, BIRLEAYY RICE->TERY F4,

KDOETIE, EAVvE—CEAXOAN ARV R A4 T A a oV TEHALET,

R14: a7 K447

ik

Ayt—IK AAARVEZA4T

NXAPI-CLI

json-rpc o cli— show £/ 13~ R

e cli_ascii — show E72I3ME =~ K|
T x—<v M

s cli-array — show =2~ > K, cli (2L T\ &
TA, cli_array AT 5L, 7—X1%
1 OOEFROY A M, EIFAFEIN[] T
FHENZT LA L LTREREINET,
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ik

Ayt—IHR

ARARVEEZAT

NXAPI-CLI

xml

ecli show —a~v > FNE2RRLET, v
¥ RBXML )% %A — K LT
B TT— A=Y REINET,

e cli_show ascii— 2~ REFR, 74—
<y METICHN

e cli_conf—#pk =~ N, *tEEH O R
a=y REYFR—hFENTHERTA,

e bash—bash =< K, & A EDIEXRES
B bash 2= RV HR—FINTWE
ﬁ—o

G¥) AA wF Thashv = /VEER
T DHERH Y £,

NXAPI-CLI

json

ecli show — I~ REFRLET, <
¥V RBXML A Z VR — K LT
B TT— A vb—UNKINET,

() Cisco NX-0S U U — % 9.3(3)
PIBETIE, cli_show =<2 K
£ 0% cli_show array ==~ >

RO S E T,

* cli_show_array — show ==~ Rcli_show
WL TUWET A, cli_show array % fif FH 3~
HE, TAIIAFEIN[] CHENZ LD
DEFDY A MEIFRSNE LTRSS
£

s cli_show ascii— 2~ R&EHRR, 74—
~ v MEFICH D

e cli_conf —#ipk =~ N, XIEERIORERL
awy REYFR—FENTHERA,

e bash—bash =~ K, & A EDIEXES
Flbash 2~ RV AR—FENTWE
‘a—o

GE) AA wF Thash v = /L EZHZ)
T DHERH D £,

NXAPI-REST (DME)

o cli— CLI 7> 5 FEF /L ~DZEH

e model — EF /L7 8 CLI ~DZEH,
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| NX-API
FrayA—4o Ry 2xEA ]

Ak Ayt—UBH ANBARERAT
RESTCONF (Yang) e json—Af B— R

\Z JSON H§i&E A3

HanEd

o xml — XML ##i&E
M m— Rl
HAEnE+

HAFv Y

KED show 2~ REDZWUET B2, —FD NX-API A v&—2 74—~ v FTiL,
show 2~ RO DT ¥ 7B FR—FSInTWET, ZO%HE, [Frry E—FEZEMIC
T3] Ty /7 Ry 7 AN[AIR VR4 T]arbe—LDOFIZ, vy = ID (SID) DA
Ny 7 AL EBITFRRENET,

F ¥ I WENRGE . WEITERD [Fx o7 TEESIN. BYOF v o 7 B a<
VRIREATERENET, WERA v —YOROF ¥ 7 ZBET HI21E, AIOREA v E—
TOE v a IDIZEE I L SID 2 LT NX-API ZXRZXETIHILENH Y £,

FARAAYN—H U RFRy Y X &E{FEH
FROvIS—HY KRy Z&EFEALTCL a7 K% REST R4 O— RIZZ#d 2
Je

Ev bk « CiscoNX-API ¥R w /X — H U RR Y 7 2 W 4 v RO ERBICH D 7 1 —L R4 DR
WZhHD~NT TAary (2) 7 Vv 3L T4y ~NVTEFIHTEET,

B a— R XR 2 VT 4 A Yy R EDOFEMIZ OV TIEL, NX-API CLI OELZZM LT
TZEW,

M~ FIZgAR— ST EHEA,

Cisco NX-API Developer Sandbox i 145 & | CLI 2~ R% REST <A B — NIIAEWTE E
D

ATv 1 [AE (Method) | key 7 X UAREZ7 U w7 L, NXAPI-REST (DME) % #84R L £,
[AAZA T ke FZ oy VR NREREINET,

AT97T2 [AH Unput) 1 #A 7 Ruey 77X VA E7 Y v 7 L, cli Z@#RLET,
ATY T3 EXADTFA = b Ry 7 A2, NX-OSCLI# =~ K& 1172 1 DT O AT 50050
HFE9,
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NX-API |
B 7 xovi—9o rRy s REERLTOU DY K REST Xf O— RICE#RT B

LERA O TFEHICHD Uy b (Reset) 27 Vw7358, 7FAF M) Ry 7 A (BLIO [E
K (Request) 131 > & [I5% (Response) 131 ) ODNAEZHETEET,

-‘I:IIIS-‘I:I‘;- NX-API Sandbox Quick Start DME Documentation Model Browser  LogoutGr
Method: @
Input type: @
‘apiimo/sys json
Request Python Python3 Java JavaScript Go-Lang
Response:

ATy T4 [ZH (Convert) 1227V v LET,

CLI 2~ RIZHER = 7 — RN EEN TV WS, </ 72— RIX [ER (Request) | XA SR RINE
T, TIT—BNEETIEAIR. O T — X v —UN 6B (Response) ]34 SZFRENET,

AT9TS (A7 a G074 a— K& APIFFOH L E L TAL v FIZEET DL, [EE (Send) 1227 U »

7 LET,
AA v FNHDO L AR AL [Response (JHE) |31 ZFRENET,
2L [EE (Send) 1227 Vw27 95E, a<wy RBAL vy FIZaI vy bEi, WRELIDIRENE

HINDAREERD D £,
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| NX-API
FROYA—HY PRy Y REEALTOU I KERESTA( 0— KIcz#d 3 ]

-lclllswcllcl- NX-API Sandbox Quick Start DME Documentation Model Browser Logout G
g Tevel perstack 6 Method: @
Input type: @
Request Python Python3 Java JavaScript Go-Lang

Response:

AT 6 (AT ar)y~fma—KNDMO ® DN ZH&ET 5121 :
1. [W2 TR+ (Request) ] <A 726, POST 2R L £,

2. [ZE#: (Convert) | ey X o YR L&227 Y v 7 L, [E# (DN #{&H) (Convert (with DN)) ] %
BIRLET,

N a— KL, X/ 2— FNDOE MO IZxT5 DN Z&Tedn 7 4 —/L FE EBICERENET,
AT9T1 (A7 a3 )H LW CHRIEORH K Z FEXT A

1. [ZE# (Convert) | Fry X YR N2 Uy L, [E# (BHFA) (Convert (forReplace) ) ]
ZBIRLET, [VY TR (Request) ]3A Zid, [RT—H R (status) | 7 4 —/L RO [EH#
(replace) J&L D ICERE I NT=A v — RBREREINET,

2. [V TAF (Request) 1A 726, POST ZJEIR L 7,
3. [#E (Send) 127V v Z LET,

BUEOHEIE, B SNIHERICESB|AONET, LT, ROMETHRAT 2L LET

interface ethl/2
description test
mtu 1501

Wiz, [ZE#: (B#:A) (Convert (for Replace) ) 1%/ LT, kDO#HERL%Z POST L £,
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NX-API |
. TAOYNR—HY U PRy REEALT-RESTRA O— K CLI3I XY FADEHR

interface ethl/2
description testForcr

meu AN HIBR S AL, B LWEH (testForer) DBRNBA U H —T7 = A AD FIZFREINET, TOEHIL,
show running-config & A )3 2% LR SV E T,

ATy T8 (A7 a)[UI TR (Request) ]34 > [i5% (Response) ]34 V72 XAV ONEE 2 B —F
AHIZIE, [3E— (Copy) 1227V v 7 LET, TNENORAL L ONENRZ Y v 7R —Rilavt—3iE
ﬁ—o

ATFVTY (AT a )Y 7R RNEUTFTOWTIND T +—~ v MIEBT 5121E, [VZ TR+ (Request) ]1
YOWER 2 T2 ) v LET,

* Python

* python3
 Java

« JavaScript

» Go-Lang

TARAYN—H U F Ry IR EFALIZREST R/ O— M5 CLIOTY FADEH

Cisco NX-API Developer Sandbox Zffi 1925 & | REST A v— K& %}HLT 5 CLI 2+ RIZE
aCxEd, ZDOA 7 3 k. NXAPI-REST (DME) # Y v RCTOAEHATE £,
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| NX-API
FRAYA— Y FRy Y REMEALEREST A4 0— i el avy Aoz ]

Je

Ev bk » Cisco NX-API Developer Sandbox D 7 - —/L RADREIZ S H~NVT T A2 (?) 227V
7¥HE AVITA ST EHMMATEEY, ~NT TA 227 ) v LT, TRE
NoO7 44—V FICET B REBS LET,
JEE A= Rt X2 VT 4 AY v R EDFEMIZ OV T, NX-API CLI OEZZM L T
KTEEW,
* Cisco NX-API Developer Sandbox DA _ERBIZIX, i BMERA~DY 7 BNEENTWET,

FoREND Y 7 0F, BN LZ[AiE (Method) 12Xk » TR Y £9, NXAPI-REST
(DME) A Y v RIZRRSNDY 7

« [NX-API 1) 77 L2 X (NX-API References) ]— B NX-API R = A > NZIT 7
EATEET,

+[DME K& 21 A >k (DME Documentation) ] — NX-APIDME €7 /L J 7 7 L > &
/\O—‘\/“QC77’YZ7\/G‘% i‘j—o

«[ETIL TS5 94 (Model Browser) | — &5 /L 77 7% T b Visore ([T 7 AT
EFT, Visore XS—VIZT 7 AT HINF., AL v TFDIPT FLAEFETAIT
DVHENSDGERDHD T LITER LT EEN,

https://management-ip-address/visore.html,

ZF7vT1 [HE (Method) | K v 72w UZ k%27 U v L. NXAPI-REST (DME) %851 L 3,
1 -
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NX-API |
. TAOYNS—H U FRy I REFER LT REST R O— KA 5 CLI AT FADZEH

I:ZIIISItI:O NX-API Sandbox Quick Start DME Documentation Model Browser  LogoutGr

Method: @

Input type: @

‘apiimo/sys json

Request Python Python3 Java JavaScript Go-Lang
Response:

AT T2 [84T%EAHA (nputType) 144 7 Ky Xy VA&7 Y v 7 L, [ETI/L (model) JZEINL E
bdéo

ATV T3 BRA VD EIZHDT 4 — RIZ, A v— RiZxteT 5 ESL (DN) Z A LET,
ATy T8 avr RN/ e—FEANLET,
ATw 5 [EH#: (Convert) |27V v/ LET,

i -
ZOHFITIE, DN X /api/mo/sys.json TH U, NX-APIREST <A 12— RNIXD LY TT,
{

"topSystem": {
"attributes": {
"name": "REST2CLI"
}
}
}
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| NX-API

el NX-API Sandbox

apilmafsys json

Request Python

Response:

Python3

Java

JavaScript

TRAYN—HY U FRY I REFEALEREST R/ O— M5 CLIaT Y RADEH .

Quick Start ~ DME Documentation  Model Browser  Logout G
Method: @ NXAPLREST (OME) ¥
Input type: @ [roce ¥
Go-Lang

[ (Convert) 1 R¥ %2 U v/ +5 &, ROBITRET LI, %0 CLI A CLI <A vicERSh

i'@"o
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NX-API |
B 7xov =Y FRy s REEALERESTRA O— FAv 5 CL 2T Y FADEHR

el NX-APT Sandbox Quick Stat  DME Documentation  Model Browser | Logout G

Method: @ NXAPT-REST (OME] ¥

Input type: @ model ¥

fapiima/sys json Send

Request Python Python3 Java JavaScript Go-Lang

Response:
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| NX-API
TAOYNR—HY U PRy REEALT-RESTRA O— K CLI 3 XY FADEHR .

GE)
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NX-API |
B 7rovs— 9o PRy REEA LI REST R4 O— KAvS CU AT Y FADEH#

Cisco NX-API Developer Sandbox 1%, ¥ KA v 7 A3 CLI % NX-API REST XA 1 — R{ZZH#
L7EBETH, TS 1 — RZR%O CLLICEHRTE EH A, UTIE, A a— k)
CLI ==Y RIZERICERT 50 %15 F 580 H 5 =7 —DFRKRO Y 2 hTH,

% 15: REST2CLI T 5 —DREA

R4 O— RO R
A m— RIZ, MOIZEIELBRWBMERE EN [[TF— (Error) ]34 %, BIEICEET S
TWEJ, T7—xRLET,
il 1 -
api/mo/sys.json CLI
{
"topSystem": { & MNirhysIf)] OARBALRENME
"children": [ —
( [fakeattribute] D[ZS— (Error) ]
"interfaceEntity": {
"children": [

{
"11PhysIf": {
"attributes": {
"id": "ethl/1",
"fakeattribute":
"totallyFake"

A= R, BEEBEESR— ST [[T5— (Error) 151 »iE, ¥R—bERT

W2 MO B EENTWET, WRWMO ICB# T 2 =7 — &KL E7,
% il
api/mo/sys.json CLI
{

"topSystem": { [T5— (Error) ] [ lsys/dhcpl O¥ T

"children": [ N N
{ V—2RKNEHRINTWEEA, (The
"dhepEntity": { entire subtree of "sys/dhcp" is not
"children": [
; converted.) ]
"dhcpInst™: {
"attributes": {
"SnoopingEnabled": "yes"
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| NX-API
FAAw/— 4> KRy 5 R % LT RESTCONE 5 5 json F 7= (2 XML 1= %25 3

A O— FDOMEE RS

FAOw/—H > Ry 4 X % L T RESTCONF i 5 json E7=(E XML [ZEH#d 3
Je

Bk * Cisco NX-API Developer Sandbox 7 -t > R Of7 LMcH D ~VT T A2y (2) 27V v
IFBHL, ArTA v VT EFATEET,

s [P Ry 7 AU 4 v RuOf EBIZ&® % Yang Documentation V > 27 %27 U » 7 LT,
Model Driven Programmability with Yang ~<— 28 L £7°,

[V FRY 7 AU 4 RO ERBIZH D YangModels V> 7 %27 U w7 LT,
YangModels GitHub 1 ~MZ7 7 A LE7T,

AT T [AVYY Rl Fey ¥y YA a2 ) v 27 L, [RESTCONF (Yang)] Zi&R L £,

i
| IIC'IIS.C"OII NX-API Sandbox Quick Start ~ Yang Documentation  Yang Models | LogoutCe
Tevel perstack 6 Method: @
Message format: @ [json v
resteonfidata/Cisco-NX-05-device: System/
Request Python Python3 Java Scrip Go-Lan:
oy
Response:
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NX-API |
B 71ov/s— 9> FRy o R EEMA L TRESTCONF £ 5 json = 7= (& XML IZZ#T 3

AT9 T2 [AyvE—CHK]1E227 Y v L, json £72id xml 23R L E 5,
ATV T3 LA DT XA NANR Yy 7 AZa~wr FEANLET,
ATy T8 Ay —VRREBIRLET,
ATy T5 [£H (Convert) 127V v LET,
i
ZOFITIE, 2~ KiZA4Y LARJL netstack 6 T, * v t—I AT json TI,

"cll's'c'lc',' NX-API Sandbox Quick Stat  Yang Documentation  Yang Models  LogoutGe
ing lével perstack 6 Method: @
Message format: @ [json ¥
restconfidata/Cisco-MNX-0S-device: System/
Request Python Python3 Java JavaScript Go-Lang

Response:

&1
ZORITIE, avwr FixAaYd LARJL netstack 6 T. A vE—I XL xml T,
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| NX-API
FAO /A= 4> FRy Y R %A LT RESTCONF 41 5 json %72 XML I=Z#3 5 ]

':;l.'_e,'.;lol' NX-API Sandbox Quick Stat  Yang Documentation  Yang Models  LogoutGe
logging level petstack &

Method: @

Message format: @

POST~ resteonfidatalCisco-NX-0S-device: System/

Request Python Python3 Java JavaScript Go-Lang

Response:

RTFYT6 [VIITRMN A LD 7% 270 v/ LT, VI/TANROBRICERT L2 L TxFET,
* Python
* python3
* Java
* JavaScript
» Go-Lang
GE) [V AN ETOLOEBICHD Ruy T X7 A=a2—n6 [PATCH] A 7Y a U &2EIRL

7ot Java THERSNIZAZ U7 MIKEELEE A, TiudJava DEEFIOHIRTH Y . T
SNDEIETT,
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NX-API |
B 71ov/s— 9> FRy o R EEMA L TRESTCONF £ 5 json = 7= (& XML IZZ#T 3
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s 1V o

ETFILEFHE TOFSTEY F 4

«NETCONF =— = > b (257 ~—%)

« RESTCONF =— = > (285 —2)

e HAFI v uH— (293 =)

« gNMI-gRPC v N —ZVEHA L Z—T =4 A (301 _X—2)
* gNOI-gRPC 1 v U= #ffEA  Z—T = A A (347 X—2)
e AT TANT I F ¥ OME (355 X—)

« ETVERENT L A R Y (359 ~—3)

» OpenConfig YANG (445 ~—7))






21

NETCONF T—> x> k

i

COEITRD Ny 7 THEINTHET,
* NETCONF =— = MZOWT (257 *X—)
« NETCONF (2R3 2 {FEFIH & filRFH (258 ~—2)
« NETCONF = —< = > F Ok (260 ~=—2)
*« NETCONF & v > 3 »Ofifsr (261 ~_X—)
« NETCONF Ot 8 L OVEZIALMER (263 =—)
« NETCONF DFET (272 ~—2)
« NETCONF %1 (275 =—72)
« NETCONF Of] (279 ~=—)
*NETCONF == = "D T TNy a—T 47 (283 X—)

NETCONF T—> x> FZDOWT

NETCONF (Network Configuration Protocol, > bV — 27§71 k@/L) |%, RFC 6241 |Z
LoTEEINTWARY NU—7 &M 7o k2L T9, CiscoNX-0Six. 7547 MAld
A H—TxA ATHDHNETCONF =—V = b &L TRBY, XML Tz a— RK&h
YANGET VDK T, 7747 hOEREY—N—DIEEDT=H, SSH ED& ¥ o7 7oiis
EAEEAE L ET,

NETCONF |L, T —# A T &, ZNHDOT—HANT TORELE 7 =) ZA[EICT 5 —
HWOER, B Y ., B, BLOHIEE (CRUD) #{EZ2E#R L TW\WEJ, NX-0S TiE, &£
1T, BE, BEHO3>OFT—Z A R T R R— SR THET, FR— b EN TV DL EEDH
BB ZRIRLET,

& 16:97R— b ShHEBE

Bk 5088

get SRR & B EIRIE A S L £,

get-config B ST — 2 A R T R A S L %
+,
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http://tools.ietf.org/html/rfc6241

EFLEHETOSS5TEY T4 |
B nerconF cET 2rESELSIREE

B B

edit-config fBESNZ—Fy N T—2 A MTIZ, /E
SN A — RFLET

close-session Ty la rOEYIRKRTEERLET,

kill-session Ty va el T LET,

copy-config MOT =2 A RNT ONETT —H A N7 %AE
T D0, BEEMZET,

= T—HARNT w7 LET,

unlock F—BANT OOy 7 EBERELET,

WRRE FBE SR ONEEZHRGEL £,

commit BRHER A BT LW BUTOF TR LTy
FLET

cancel-commit EITHOEMR = Iy ¥y BV LET,

discard-changes AR A & BUAT O FEITHERRIC R L E 7,

NETCONF [CBi9 5 FEFH L FIREIR

NETCONF =— ¥ = > MIlE, ROEBEFHEFIRFEADH D 77,

« Cisco NX-OS (X, NETCONF i#%1C Cisco 7734 A YANG “E 7 /L' & OpenConfig €7 /L D
WG AR—KMLET,

¢« TNAAYANGET MEIL T = ATV T =2 % EFRK LET, ZiubiE [//Ephemeral data)
LWHar s hCy—r3nEd, INODOHKFENRRERT —ZI1E, ET VDK D
%Bﬁj\& biﬁﬁéﬁ(ifﬁ&ﬁ%éﬂiﬁ‘o :ﬂ%fj:\ <get> == U D <filter> /\05 A—X ﬁ§\
AL NTY—7 SNTEREDERZ BRI L TV A GBICORINET, R
BEOFEIZONWTE, =27 2 ATANT—=FHR—FDFFa AL FESZRLTIEIN,

* CiscoNX-OS U U — 2 9.3(3) LAFE, NETCONF |L RFC 6241 ([ZHEHL L TWET A, kOFIF+
N0 ET,

char Ty <y F J— Rk, TAND] X Tix7e< TOR) X TimFIMICHA SR
9, (71 3625)

T — 2 A N7 AL LTI, RU 7 X7 ¢ OFATHRZ fRE LR T 7EE
Uy,

1 OD Get B RTHR—FENDA 7V x=7 b 250,000 TT, RO T —RNFRE
NEEAIE, ERENZT —F03250,000 52 CWAZLExERLES, 2O T—%
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| EFLBBHRITOTIS<EY T4
NETCONF (<7 ZxasmEesRFE ]

EEET 2IZIE, T— 22 S BITRVIAATI 2 T57200D 7 4V Z 2l L CTER A %

too many objects (459134 > 250000) to query the entire device model.

« NETCONF (%, RFC 6536 CTHREIN TWAILER —L_X—X T 7 A o ha—)L
(RBAC) #¥AR—bFLTWEHA, [network-admin] 7 —/LZF DO >Z—F —DHn
NETCONF =— = > h~DT 7 B AZHF R ENFE T,

e <edit-config> O [EHL] BEIL, MELEZZTHVAT L aR—F3 Mo THEESX
NTWBETHET 7 40 ME EBIENRIN T, RELARWEARH Y £9, LEn-T,
NX-API BHREE V> FAR v 7 20ROV IZ, <get-config> 7 T VIZ K - CTHIS L7-#Rk b
T, BEEIT O 2O O E B &35 @Y T,

¢ Cisco NX-OS NETCONF ¥— L, | K520 T 27V Fay (V5478 ky
varZliclooy T A Y Frgy) Y AR—MLET,

« RFC5277 12 ki, BfmmMmiL, X F Y —ADONETCONF. SYSLOG. ¥ JUISNMP
ZRY—LEYR—FLET, ZDOY U —ZXTIL, CiscoNX-OS {ZNETCONF & U — A
DI FEYHR—k LET,

* CiscoNX-0OS X, 7 A7 U7 a D [fF4AE (Replay) |47 v a &R —hLT0E
A, [BALAREZ] (Start Time) 147> a > & [ THEZ (Stop Time) |4 7'> =3 IIHAE
D—HToH LD, AR—FINTHERA,

ANV ALY TRV T ar T4 NEZ ) TTEH, YTV — T4 H T TDH
N R—FEINFET, XPath 7 4 L HZ U o ZIIHR—FENTWERA,

* Cisco NX-OS NETCONF —— = & F 3 A TEIEL TWAGA, —HoA X M@k
MRy F7ENDAREENRH Y 7,

* CiscoNX-OS [, Cisco 7 /34 A YANG £ 7 /\ & OpenConfig €7 /L Dlj Ji & ¥ HR— K L%
7", NETCONF jf 1T OpenConfig €7 /L& AR — h 32 DI%, CiscoNX-0S9.3(5) V U —
ZLARETT,

«102()F V U —RALDIETIE, BfEF = 7 RA U, v— Ny T A4 A F—)L CA
FEAEDOA VAR— b, FEVa2— 0 a— K fHrx0EYa—n1oVae— R BLORT7 7
ANDIE—=NFHR—FEINTWET,

*L2MAC Y —7 7' 37 ¢ fliz AJ1& LT, openconfig-acl NETCONF GET #:{E % 51795

BA1E. MAC T RLADOXF % RUFHNRN (AAAA: AAAAAAAA) TANT5Z L%
BEIH LET, 7=& 21, source-mac: 0A:0B:0C:0D:0E:0F T4,
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EFLEBBEIOIS5TEY T4 |
B nercone - ot

NETCONF T—> T > FD#ERL

Cisco NX-0S 9.3(5) LI[&® SSH 24+ L 7= NETCONF T—> = > FDERTF

ZOFNETIE., SSHZN L TNETCONF=— = > & AN U THERL 5 HiEIC DWW CELA
L/iﬁ‘o

)

G¥) ZoOFNEIE. CiscoNX-0S U U —293(5) LIETHEHALET,

1R BRI

NETCONF ZfH L CAA v F L@ET DHHIIC. NETCONF =— = N ZHNTT 5 LEN
HV FEF, NETCONF =— = > M & FhE 721327 5 1iX,. [no] feature netconf ==~ >

REATLET,
FIEDOHE
1. configure terminal
2. feature netconf
3. (EE) netconf idle-timeout it-num
4. (f£&) netconf sessions num-sessions
FED M
ARV RFEEETIIa Y B8
R 71 |configure terminal Ja—r ) ar7 4 X¥al—3 gy T— RaBth
51 - LET,
switch# configure terminal
AT 7 2 |feature netconf NETCONF #— bt 2% Hhz LE T,
1 -
switch (config)# feature netconf
ATvF3| ({EE) netconfidle-timeout it-num (F7Fvay) 74 RVIREED I A4 T &Y
) - a N ENAETOXA LT U MEISFHENT
,;M fio)s metcont idle-timeout S FREL£T, it-num OFPHIZ 0 ~ 1440 53T, 7
w1l nri netctcon 1 e—-timeou -
switehfcontig THLRDEA LT T MESHTT, HE 0ICRE
THEXALT T NBERT/RY FT,
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| EFLBBHRITOTIS<EY T4

Cisco NX-08 9.3(4) L131@ NETCONF =— = > kit ]

AU RFERETIVa Y

AFv 4| ((EE) netconf sessions num-sessions

1

switch (config)# netconf sessions 5

R SA T Ny aryORREEFEELE
3, numesessions DEEPHIZ 1 ~ 10 T9, T 74/ b
fEiXSstEy>a T,

Cisco NX-0S 9.3(4) LRI NETCONF T—> = > FD#ERK

Y

(GE)  CiscoNX-08 U U —29.3@) LLRiDOHEIL, IROFIEIZHES TS0,

NETCONF = —> = > ~ME, #7741/ (Jetc/mtx.conf) D [netconf] 7 I a3 T,
WROF TV a O/ NT A—Z2 &Y R— s LET,

ING A—4

AEA

idle_timeout

(AFvayv) 74 RVIKRRED Y A4 T 2k
By varpgrEnsEToOX A LT U b
FOBMTHRELET,

7 7 #/V MEIX 555 TY,

EZ QIZRET D EHFA LT U FHPNENT 7
D FET,

limit

(A7vav) A7 7470y vay
DERERBEFRELET,

SNV MEZS®EY 3 T,
FEETE AHpHIZ, 1~ 10 T,

WIZ, H 7 7 A VD [netconf] B v a v OBERLET,

[netconf]

mtxadapter=/opt/mtx/lib/libmtxadapternetconf.1.0.1.s0

idle_timeout=10
limit=1

I LUIAER T 7 A VEARNCT 5121, CLI =~ > F[no]feature netconf Z{# il L C NETCONF
TV FPEERICLTHOHEANILT, BEESTLILNERHY £,

NETCONF = 3 3 > DHEIL

NETCONF I%, 7 747 K & — "—[HOkfEr /e & L &3 d8kfamo 7a ha
T, AA v F EONETCONF =— x> M, BHA—FIP T FLADOKR— 1830 TV v
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B verconr v a v omen

A LET, 7T4 7 ME. SSH ZJ L C NETCONF %7 2 AT A L OBl ML T&
Ty 7 TFA4 T FINETCONF=— = MDY v a V2Nt T 5L, — =T <hello>
A —=VE7TAT U MIERFBLET, BERIZ, 77472 ME<hello> A v =% —
N—=TEF L ET, <hello> A vE—U0F, BERNPH ERRHIAZBINE T, & <hello> A v
=i, FEAETOTa hal =g VEBREO Y X R EERTVWET, ZhbD
AvE—UiE, 7u haro M EEEZ KT A 72O S E T, W7D NETCONF
7L, lHFED <hello> A v E—U T, WO T T hal X—T g U RNT RARAZ A XEZ =0
E ‘5 75>%Eﬁ§ﬁ‘5d‘é\%7ﬁ>&b D i‘a_o ifl\ “ﬁ“_‘/\‘_‘@ <hello> A /Jz~“/&:6i <session-id> %—L’
EOLUENHY ETN, 7 TAT 2 FD<hellor A v —VICITEDD LN TXER A,

Wiz, ssha~>y REFERALEY Yy Y a VOB EZ R LE T, RAID <hello> A vE—IR
PN OZEIN, 2FBBOA =V RN I T4 T bR ESINET, —1—0D

<hello> A v E—UICiE, v ha X—T 3 TH D lTum:ietf:params:netconf:base:1.1] &
CiscoNX-0S U U — % 9.3(4) THAR— F &N TV 5 NETCONF OEAENEGD SN E T, £
7oo =" =D <hello> A v E—VIZIE, PHR—FENTNDET—F ETABREOOLNET,
Bk, BIFED CiscoNX-0S UV U — A THAR— I TWEHET /L EIT B LRWGERH
D ET,

\)

GE)

JIZFEObhEREA,

P — =D <hello> A V'E”y@lﬂi <session-id> 2)‘{?.\?5{) %ﬂi'ﬁ—i’\ TIAT 2 FDA v —

client-host % ssh admin@172.19.193.166 -p 830 -s netconf

User Access Verification

Password:

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>

<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:candidate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>

<capability>urn:ietf:params:netconf:capability:confirmed-commit:1.1</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=report-all</capability>

<capability>http://cisco.com/ns/yang/cisco-nx-os—device?revision=2020-04-20&module=Cisco-NX-OS—device</capability>

<capani lityPhitp: //quenconfig.ret/yang/acl 2revisiar2019-11-2 7srod ile=qpenamnfigacl sdeviations=cisco-rre-quenonfigacl-deviations</cgeaoi 1>

</capabilities>
<session-1d>1286775422</session-id>
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</hello>
11>11><hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.1</capability>
</capabilities>
</hello>
11>11>

RFC 6242 (SSH L@ NETCONF 7’1 f a/LDfEH) bbb B0, Avytk—Y 71—3
VI BEMECH BT, ssh 2~ FCNETCONF 242 Z L 3R] TlEa<, =T —»
HAELLT L e 9, LiLof<cix, #iHOAEZHIE L Tssh a2~ REHEHLTWE
9, NETCONF FICIZ S £ FER7 T4 T2 MIMERSNTEY, ssha~vr REHHAT S X
D HHELEINTWET, neclient (ZFD LI 2D 1 >THY., MEAHF O&vY > a Tff
MHEZRALET,

NETCONF |%., Bv I a v TT 572012, <close-session> B LN <kill-session> &V 9
2ODOEEE YA — b LTU\iTO P — X — %, <close-session> BREZZ(ETHE, By =
AEEAM T O TV ry 7 LY Y =R BRI, 77T v M EDEREMALT, By
Va raREPIRTIETHR T LET, <close-session> BR EISE MR LTl 2RI L E T,
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<close-session/>
</rpc>

<rpc-reply message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

<kill-session> BRFBIDE v v a U EZMHIMICK TITHHDT, BRA vE—TYHNT
<session-id> f&jﬂaﬁﬂ_é%\gﬁ‘% ) i’é—o 4j“—/§‘—ﬂi\ <kill-session> %*%%1%?5 & N JI—ﬁ‘
EOBEEKT L, fiEshiztyyaIDICEE Ly 7 L) Y — A% L., $is
Eﬁ Liﬁo <kill-session> %?k & FS%Z’)E}Z% L?‘dﬁﬂ’i’/ﬁd:ﬂ? biﬁ‘o
<rpc message-id="2" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<kill-session>
<session-i1d>296324181</session-id>

</kill-session>
</rpc>

<rpc-reply message-id="2" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

<close-session> j;SJ:U\ <kill-session> %:;k & §i}%[H:\ 7 5/]) 7 ]\ ﬁ)*iﬁ#?ﬁﬂ%k %%E L

oG E, By a IFEEMICK T LEY, TNV MISHTT, T4 VXA LT
Y N OMERRIZ DWW TIZ. NETCONF =— = > FO#EL | 2B L TLE &0,

NETCONF DAY B X UVEZFAHERL

OB varTiE, THARNTOEREL 7 ) OO R—FENTWAEAT R ho
NEEIZOWTHIALET, 7 IA4 7> M, NETCONF=— =0 Dt v g V& fifEsr
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L%, 2O DEEDTDD RPC A v —U5BETXET, 2 2 CIREARMARSEH FiE
WIZCHOWTHB LET, EHMIZOWTIZRFC 6242 #Z B L TL F &V,

<get-config>

ZOBEIZEY FBELET —H A NTOWET — 2 2B LET, YAR—-FINDHRT A—
Z X <source> & <filter> VC“?‘*O <source> [, (ﬁﬁ?y?/]' 7&?1‘%52%1%% LTuW5)
<running/>@c]: 5 ftﬁ\ 7:': U ;d‘%@?*‘&x FT%?E‘H/?EL/SE?FO <filter> 5:1\ jﬂé‘/ﬁiﬁéﬂfl?*‘
FART DL EDMIERFFT o0 afiELET,

/k(:ﬁ_\‘—g—@fi\ <get-config> Eik km%} /-{Z“‘f/@{ﬂ(j—o
o <system> PV Y —KEZEBISELET

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device"/>
</filter>
</get-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
</System>
</data>
</rpc-reply>

cFFEDY A FHAZIRGLET

<rpc message-id="102" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>

<running/>
</source>
<filter>

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">

<bgp-items>
<inst-items>
<dom-items>
<Dom-1list>
<name>default</name>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>

</System>

</filter>
</get-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="102">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
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<dom-items>
<Dom-1list>
<name>default</name>

<rtctrl-items>
<enforceFirstAs>enabled</enforceFirstAs>
<fibAccelerate>disabled</fibAccelerate>
<logNeighborChanges>enabled</logNeighborChanges>
<supprRt>enabled</supprRt>

</rtctrl-items>

<rtrId>1.2.3.4</rtrId>

</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</data>
</rpc-reply>

<edit-config>

ZOEMEIL, BBESNIMRE X —7 > N T =X A NTIZEZARET, <target> /3T A —H
I, <running/>F 7= X<candidate/> 72 £, fRET HT —H A NTHIEELET, BT —X A b
I, BENRaI Y FSNDHET, ETHOT—FANTICEEEHE 25 L7 {#ffTxF
T, FEMZOWTIL, <commit> DE 7 2 g LV EBR LT EEV, <configs /3T A —HF 1%
B—0y N =2 A MTICEZRAENDIET MESN T —2ZELET, 7 /4T [xmlns)
BErEclESNET, Toperation] BEIEIX. <configs T TV V—DIEEDOHDOERIZED D Z
EMTEET, EROBMEZ. H LW loperation] BYEIZ L > TAH— =T 4 FENDHFE T,
ZTOFREFIHERINE T, PAR—FENTODEEIEX. (merge] . [replace] . [create] .
ldelete] . L Tremove] TT, [removel #RIEIL., BRET — ¥ BPHEELBRWEAIZZT —
PRI EWD JT ldelete] &38R 7Ze0 £9, [loperation] EMEDEE IN TW R WSS
%, Tmerge] BAENRT 74V M ERRENET, 774V NOBEX, 7V a D
<default-operation> /37 A—% ( Imerge] . [replace] . F£721L Inone] BH Y £7)
DA —N—F 4 RTXET,

/ﬁ(&:%ﬁ‘@&i\ <edit-config> %*&FE%@)‘ /“‘Z‘_‘:/@ﬁdfj—o

« MTU 28 9216 TH 5 [po5S| WV IHARIDOR— hF ¥ Fb%, EITHEROHIIZIE SN T
TERZ L £9,

<rpc message-1d="103" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<aggr-items>
<AggrlIf-list xc:operation="create">
<id>po5</id>
<mtu>9216</mtu>
<descr>port-channel 5</descr>
</AggrIf-list>
</aggr-items>
</intf-items>
</System>
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</config>
</edit-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="103">
<ok/>
</rpc-reply>

e R— hF ¥ FNVDOTXTORRKEFH LUVER CE Xz £7,

<rpc message-1d="104" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<aggr-items>
<AggrlIf-list xc:operation="replace">
<id>po5</id>
<mtu>1500</mtu>
<adminSt>down</adminSt>
</AggrIf-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="104">
<ok/>
</rpc-reply>

e R—FF ¥ XV ZHIBRLET :

<rpc message-id="105" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<aggr-items>
<AggrIf-list xc:operation="delete">
<id>po5</id>
</AggrIf-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="105">

<ok/>
</rpc-reply>
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<copy-config>

OB, ¥—F v NOBEERT — XA NT &, VAT —H A NTEIKOa TV
FoTEEMET, YV—AT—HAINTLEHZ—F 9 b T—HARTONRTA=HIENZE
il/<source> & <target> 7?7ro

WIZRT DL, <copy-configs IR EJRE A v —TOH|TY,
o FITHERRE A X2 — N T v I ERICa e —LET,

<rpc message-id="106" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<startup/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="106">
<ok/>
</rpc-reply>

« EATHERR Z IR RIC = B — L £,

<rpc message-id="107" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<candidate/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="107">
<ok/>
</rpc-reply>

<lock>

<lock> BMEEBMT 2L, 7 74TV NARET —F AT 2Ry L, 07 747 2 hid
T—HAANTZ0y VP EFERT L0 ZENTEET, 7747 MBRRFLTWD
7w 7 1d, <unlocks BMEZFEITTHM, By v a BN TI D L. ﬁ@&%éﬂifo <taufget>/\O
TA=ZE, vy T 5T —FANTERELET,

WITTRT DL, <lock> BR EIREA v 2= OH T,
o 2y 7 DESFIZHREY LIZHA

<rpc message-id="108" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
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</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="108">
<ok/>
</rpc-reply>

cHIDE Y g TTTIERENTWE), 2y 7 OBSICEKRLIZSEES

<rpc message-1d="109" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<candidate/>
</target>
</lock>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="109">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">Lock failed, lock is already held</error-message>

<error-info>
<session-1id>1553704357</session-id>
</error-info>
</rpc-error>
</rpc-reply>

<unlock>

<unlock> E’?@ﬁzbi\ PLRTIZ <lock> T;T'gﬁi&: £ > THS Lf:*%ﬁ@ =4 %ﬁ@ﬁ% LFET, <lock> {I‘Sté
EEFRITLIZO LRI LYy g TORI, <unlocks BEZHHTE F9, <target>/XT A —#
X, By 7RG H5T -2 A NTEEELET,

/k&:/%ﬁ‘@&i\ <unlock> %*&FE%@)‘ /“‘Z‘_‘:/@ﬁﬂfj—o
o 1 7 fiEbR

<rpc message-1d="110" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<candidate/>
</target>
</unlock>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="110">

<ok/>
</rpc-reply>

<get>

<get>HRIEIX. FEITHOMKE T ADOREFHREESE LET, VAR —FINTNDHRT A —
A <filters T, <filter> /X7 A —Z %, FETHROEIERET —Z D55, FoEn%E
ST 20T LET,
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WITRT DI, <get> BR EJEEA vB—TOHITT,
o URA NEHHOFETHER EBERET — X 2B L E T,

<rpc message-id="111" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<get>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
<Dom-1list>
<name>default</name>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>
</get>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="111">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
<Dom-1list>

<name>default</name>
<always>disabled</always>
<bestPathIntv1>300</bestPathIntvl>
<clusterId>120</clusterId>

<firstPeerUpTs>2020-04-20T16:19:03.784+00:00</firstPeerUpTs>
<holdIntv1>180</holdIntvl>
<id>1</id>
<kaIntvl>60</kalIntvl>
<mode>fabric</mode>
<numEstPeers>0</numEstPeers>
<numPeers>0</numPeers>
<numPeersPending>0</numPeersPending>
<operRtrId>1.2.3.4</operRtrlId>
<operSt>up</operSt>
<pfxPeerTimeout>90</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnIntvl>60</reConnIntvl>
<rtrId>1.2.3.4</rtrId>
<vnid>0</vnid>

</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</data>
</rpc-reply>
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<validate>

ZOBAEIX, ERT —F A NT OBRNEZBRGEL £7, ZiuE, Ef775—F A M7=
ﬁ—é HiflZ 1515*%7“—5;( k TT??bﬂf_*%ﬁkwﬁ%*ﬁuﬂfTé@ IS HE T, <source>/XT
A —H | <candidate/> VAR — k LET,

WITRT DL, <validate> BR EINE A v E—TOH T,
cMEMRHT —H AN T ONKFERIEL £ :

<rpc message-1id="112" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<validate>
<source>
<candidate/>
</source>
</validate>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="112">
<ok/>
</rpc-reply>

<commit>

Atz ETHRIC 2 Iy FLET, NI A—FZMFITTITEIET 5 &, Fkpebo L i
REI. TICRETIEIFITEERA, <commit> & <confirmed/> /3T A —H ZfH1F THITT S
b, BEER =R ‘) ] ThHERLRINET, BID, <confirmed/>/XT A —& ZAHF 7320 <commit>
BAEZ R T T2 BT DI, = 3 V%i774f7423ﬂi? ZOXOIZLT, MR Lk
TaIy ]\“C‘é“iﬁ"o FhERE = X > M TlX. <confirm-timeout> & <persist> £V 2 DD/RT
A—FEHEHTEET, <confirm-timeout> X, BRI I v MATLICRSND E TOMET
T ZORFHFET D & ETHMAIIERR 2 I v FAITINSETOREICE TSN E
., <confirm-timeout> MFETE SFLTWRWEE FITFILVNDEA LT T ML 600 T,
Ty alrNKTTHE, BRI Y MIKIZREY £9, <persist> /NT A—X EFHT 5
k w3 /ﬁ)‘fkT LT %%Eﬁu}j:{ IV F75>1%ﬁéhiﬁ“o <persist> INT A— 50)1ﬁ
EEOE Yy v a P bOEMR A I vy FE#T SOl SNET, £ L’C?ﬁfff@gﬁﬁm
a3y MEEFINN %Eﬁu ?6-’—' N NP <persist-id> @1 L L’Cﬁﬁﬁfézgﬁﬁpb ES
R

WITRT DI, <commit> BR EIGE R v 22— OHITT,
AERT—H AT ORRE2I v b LET:

<rpc message-1id="113" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="113">
<ok/>
</rpc-reply>

e BALT U MRRE LT BRI v b
<rpc message-id="114" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<commit>
<confirmed/>
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<confirm-timeout>120</confirm-timeout>
</commit>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="114">
<ok/>
</rpc-reply>

KM BRI Iy 2L, 20%, KM EER T Iy M2ERICHERLE
SRR

<rpc message-1d="115" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>
<confirmed/>
<persist>ID1234</persist>
</commit>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="115">
<ok/>
</rpc-reply>

<!-- confirm the persistent confirmed-commit, from the same session or another session
-—>
<rpc message-id="116" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>
<persist-id>ID1234</persist-id>
</commit>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="116">
<ok/>
</rpc-reply>

<cancel-commit>

OB, EBITHTOERRaI v bEXv A LET, OBy a v b OEER S
SV b EXYUBATHMENS LA, BRI v PO <persist>/NT A—X THRELT-
DOLEFEUMEERELT, <persist-id> /N7 A —X PHERHTOLERSH Y T,
cFCEyva DRIy bRy L LET
<rpc message-1d="117" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<cancel-commit/>
</rpc>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="117">

<ok/>
</rpc-reply>

<discard-changes>

ZOBEIL, FATHRORNFIZY By 52 LIk o T, BRIz 6y b E
NTORWERZBIELET, T A=—FIBEDHY FH A,

I RT DI, <discard-changes> BSR L INERA v — O/ T,
cERT —H A RNTICMA DN AT EHELET,
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<rpc message-id="118" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<discard-changes/>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="118">

<ok/>
</rpc-reply>

NETCONF D =17

NETCONF T E T I/LEREIRUHR/EICDUNT

% 17:NETCONF TOE T ILERBIRUREIC DN T

install_add
install_activate
install _deactivate
install_commit

install_remove

FRL— 3y NETCONF RPC CLI

F v IRAL b checkpoint checkpoint <name>
checkpoint <file>

a—jLNy 7 a—jLN 7 rollback running-config
checkpoint <name>
rollback running-config
checkpoint <file>

A VA R—LTHED install all nxos install all nxos <image>

install {add | activate | deactivate
| commit | remove} <rpm>

B EALEER O A R — k import_ca_certificate

crypto ca import <trustpoint>
pkes12 <file> <passphrase>

AA v F OV a— RKEiiFE |reload
Va—/DYa—F

reload [timer <seconds>]

reload module <module number>

T A LD — copy

copy <source> <destination>

ETIVERE RURME DI

ETILERSHE R EDHI
TrANKT T a A LTF =y 7 RA 2 FOVERL :
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RPC:
<rpc message-id="checkpoint-3" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<file>bootflash:my checkpoint2</file>

</checkpoint>
</rpc>
FrxvIRA M, SHEZER LT =y 7 KA FOER
RPC:

<rpc message-id="checkpoint-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<action>create</action>
<name>my checkpointl</name>
<description>test checkpoint one</description>

</checkpoint>
</rpc>
Tz IHRA L "N EFRALET =y 7 RA > FOHIEE :
RPC:

<rpc message-id="delatecheckpoint-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<action>delete</action>
<name>my checkpointl</name>
</checkpoint>
</rpc>

a—)LNy 7

\}

GE) WoA7Fvar27iF, 7T hIvr, BPOTT—TEIE, RA 73— L THHATE
iﬁ‘o

<rpc message-id="rollback-cfg-optionl" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rollback xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<name>my checkpointl</name>
<option>atomic</option>
</rollback>
</rpc>

TrANFTTrarEFALIZa—n "y

<rpc message-id="rollback-cfgl" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><
<rollback xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<file>bootflash:my checkpoint2</file>
</rollback>
</rpc>

Ty AI)LDat’—

JE—F P —NR=DHXA v F AN —VIEEDOT A VEabt—LET fl: 77— 7
Fva)

Kerry tftp DA : 700 /L7 7 A Va2 R — F LE9,

<rpc message-id="copy-file-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<source>tftp://172.27.xxx.xxx//<file location?/tlsl-server.pfx</source>
<destination>bootflash:</destination>
<vrf>management</vrf>
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</copy>
</rpc>

CAGEFED A A — |
ATFESRIE © A4 > F T my_truspoint T TIZIERR SNV TWARERH D £,

<rpc message-id="import ca certificate-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<import ca certificate xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<trustpoint>my trustpoint</trustpoint>
<pkcsl2>tlsl-server.pfx</pkcsl2>
<passphrase>xxxxxx</passphrase>
</import ca certificate>
</rpc>

RPM I\ r—2 £ VX F—)JLEXECRPC 27 K.

Install <add>

<rpc message-id="install-add-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<install add xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<add>rpm_packagenamehere from bootflash</add>

</install_add>

</rpc>

Install <activate>

<rpc message-id="install-activate-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<install activate xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<activate> rpm packagenamehere from bootflash</activate>
</install activate>
</rpc>

Install <deactivate>

<rpc message-id="install-deactivate-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<install deactivate xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<deactivate>rpm packagenamehere from bootflash </deactivate>
</install deactivate>
</rpc>

Install <remove>

<rpc message-id="rpc-install remove-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<install remove xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<remove>rpm packagenamehere from bootflash </remove>

</install_ remove>

</rpc>

FTRTOnx-0s f A—T DA LA R—)L

<rpc message-id="rpc-install all nxos-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<install all nxos xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<nxos>nxos.image.bin.upg</nxos>

</install _all_ nxos>

</rpc>

EFVa—NLEEOYu— R

<rpc message-id="reload-module-pyldl" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<reload xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<module>29</module>
</reload>
</rpc>
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HatAiAA (Reload)

\}

GE) 7747 bPRORPC ZEBRELITIEETDH L, exec I~V RIZAAS v FDY n— R&EE
TTLEST, Tl E, Netconf 7 74 7 > MI<ok> JoEE2ZELEH A,

<rpc message-1d="563" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<reload xmlns="http://cisco.com/ns/yang/cisco-nx-os-device"/>
</rpc>

NETCONF ;& 0

NETCONF ;@ XN(ZD LT

NETCONF i@ %1%, NETCONF 7 A 7 v bWV AT LA X MY T A7 547 LT,
NETCONF =— = F D N H DA Ry MIET2EMESZETE LT HAN=X
ATT, ZHOHOMEREIX, RFC5277 TEHRINL TV ET, CiscoNX-0S U U —29.3(1) LAKE,
RFC 5277 TSN TW5 X 512, NETCONF @DV AR — MARBB S E Lz, T,
NETCONF hello A v &—UTT RRZ A XENDHA TV a OEETT,

NETCONF 7 7 A 7> X, Deviceyang % 7% OpenConfig €7 /L& H LT, @Izt~ A
7 A4 7 T& %9, NETCONF i#a%1 C® OpenConfig €7 /L DH R — hid, CiscoNX-0S U U —
A 93(5) LB ESE L,

ZOYAR—FIZEY, NETCONF 7 A4 7 > MIRDZ LB T2E T,
o« ARy NEINA~DY T AT ST

KV T A7 YT aidi, NETCONF 27 74 7 b0y a0 Lz 1 ERY O
B3R T4, CiscoNX-OSNETCONF =— = o h A& L, NETCONF 7 Z A4 7> MM k-
Ty va BN RMICALONDE T, BT A2A2 VT a 3777 47T, 7%
7T vad, A v T OHEEHCAAL v F O NETCONFHEFED T b 7e K OB T 7
vallEoTHIULBNAZ ELHV ET, FT AT U TS a 0F, gL 725 NETCONF
Ty alNT I T AT THLROT VT 4T TT, TIHDBERERT 4 N FZITK LT
R ENTZARY ME, BHE LTI IAT Y MIEEESNET, 279472 MI, v &
TEANRY NOBEINIY T AT T4 T TEET, LExX, TR TAHATH, A—
MREEBOET, 77 VEEOEE, 7o AAFVOEERERH D £9, £7-. A&
725 TV DT RE e E ORI X bbb B £,

EEA N bEmEZELET,

ARy MBI, AA v TFORREA X2 N FERITEEA X2 MCBET D ERE G, B
DEES7= XML RF =2 A FTT, NETCONF 7 54 7> ME, 7227 ) 7 g VR
TIANZ ) T HEEEZREFE LT, T_XTOA R FTERLARV OV Ty bR
ETxET,

M DOBIETA Ry h@mE A X - —T LET,
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ARV R

EFLEHETOSS5TEY T4 |

CiscoNX-OSNETCONF =—> = > M, T T 4 7RV T A7 U T a oty
3 T, NETCONF EXR%Z=ZfEFE L, MHE L, JSETEET,

NETCONF /N> R = A 7 12, Cisco NX-OS NETCONF #—/3—|X<capabilities> 235 & ¢
LTWANETCONF 7 A4 72 MIREELT, — "= TX 2R AR LET, HD
—#E LT, == IROFAFE2EZDET, b OMRFIE, Cisco NX-OS NETCONF
P R—=RHIE A =) =T OE G EYR— ML TNWDI &2 T4 7T MI#EFHLE
D

O RERA £

urn:ietf:params:netconf:capability:notification:1.0

A B — ) — T ORERERRRI T

urn:ietf:params:netconf:capability:interleave:1.0

) — LDEH

7547 ME, A AREZR TR T D <streams> |Z%F L NETCONF 0 <get> #ffEZff ] L T
CiscoONX-OSNETCONF H— R—3\ ¥R —F L TWNH A M —2 &2 TX %9, CiscoNX-0S
I NETCONF A b U —2LDHZHR—FLET, A XN AN —LAOMHIE, BREINE
Dy—lr o R E > THThIVET,

R ATREZR A B Y — L Z UG T D72 DK

fEEDNETCONE 7 74 7 2 ME, TR TOYVR—=FENTWD A R —AZFAIT 5720,
<streams> [Z#k}$ 5 7 4 L HZ & L {12, NETCONF <get> ZsRA((FC&E £4, koHlL, 77
ATV FERA =D B — RERLTWET,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf xmlns="urn:ietf:params:xml:ns:netmod:notification">
<streams/>
</netconf>
</filter>
</get>
</rpc>

I

Cisco NX-OS NETCONF #r—/_R—|%, 7 5A T v "BV T RS54 7 TE S, HAAGERT
TOAR R AR —ATIZELET, CiscoNX-OS IZNETCONF 2 kU —ADH%E P AR— K
LET,

<rpc-reply message-id="101"
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xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>

<netconf xmlns="urn:ietf:params:xml:ns:netmod:notification">
<streams>
<stream>
<name>NETCONF</name>
<description>default NETCONF event stream </description>
</stream>
</streams>
</netconf>
</data>
</rpc-reply>

HIRT1) T a3 DER

NETCONF 7 7 A 7 M, <create-subscription> 712 h 2 /VEIfEIZ LY RPCZHE L TAA v
FLETARY FOY T2 Y T v 2fBRTE £7, Cisco NX-OS NETCONF #—/3—73
<ok/> BRTORISE LG, YT A7V Fva 3777 47 TY,

RO Get BEL O Set BEL 13820 . VT 27 U 7 g U idkEm 72 deRBEETT, W
T2V T ait, VATV BRI T A7 U o a L EAU S, By g R
FTTGA IR DETT VT AT REETT, 2 2E. AL vy IFnFE#FHTIE, By
ANIFTTA TR0 FT,

TIGAT oV IMARY NBRET T 27 74T LTWEbDOD, 7 T4 1> T84
X, ==Y TR 7 )T aroEKTL, By aryEHCET,

HT 27 g R LNTEES. TRTOARY MBI EZZET 512X, NETCONF 7
TAT VN CHEHERL T TR ) P g VEFHEERTALERH D 1,

Y= R— 3 YT R 7 ) T g UEBB LAWY, —H —7 <create-subscription> Bp{E%
G ITAT T a s T hEEILERSY T, RIL, NETCONF 7 74 7 > b3 EET
%)<create—subscription> O)ﬁﬂ’fjfo

<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>
<filter xmlns:nsl="urn:ietf:params:xml:ns:netconf:base:1.0" type="subtree">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<phys-items>
<PhysIf-list>
<id>ethl/54/1</id>
<phys-items>
<operSt/>
</phys-items>
</PhysIf-list>
</phys-items>
</intf-items>
</System>
</filter>
</create-subscription>

<create-subscription> ?Str"%{/lﬂi\ Vk@j‘7°:/ ERVAD) &hf%}‘ﬁ'ﬂ‘o‘— }‘ Li‘@—o
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e <stream> 1 VTAT UV MNP T AT TATFTHANR MDA RN —LZFELET, A B
U —AEFEE L7202 7284 . NETCONF A b U —LANDA XY "R F 74V N TY T4
T v MIEESET,
e<filters : ANV FETANEZY T LT, AR —=ATARY FOV Ty METIME
EEINDEIITTEET,
Cisco NX-OS NETCONF #—/3—%, #7227 V7V a v EIEFICERTE A, IWET
<ok> AvE—UEELET,
W\, 7294472 M0 <create-subscription> R AP — R — | EE L. Ek%ﬁﬁ%’%%% L7=
BlE R L ET,
7 3/])7:/ }\75)§1§ L?LT_\ <create-subscription> ’\@JIJ‘L;%Q :
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:6£f0bda6-d3f1-4288-9a7e-0£30581edbab">

<ok/>
</rpc-reply>

)

GE) VFVAERFER LY T A7 7o a 3R — I Tninicd, [BALARFE  (Start Time) ]
BLOKE TR (Stop Time) |47 v a VFfEHTEX EHA,

NETCONF 7 AT v "B T 22 ) Foa o RIEFEICERT 5 & . Cisco NX-OS NETCONF
P—=rNE, AL Y TFHOTRTDOA R MIOWT, EHENTZT7 4 V2 IZBE#ET H A4 X b
WHOBEZRE LUET, A MBEAIT. notification BHEAZ S TME D XML 7 4+ —~ v k
DRF¥=2AL NTY,

WIZ, 7T 47 > M) DeviceYang ET /VinHA X —7 =4 R operStIZH T A7 547 LT
WC, A=F Ry b A F =T =2 ANRF T LIZGEOBHOF 2R LET,
<create-subscription> (%, [ 7 227 U 7> a2 » OfERL (Creating Subscriptions) &7 ¥ 2 ZdH
D i‘a_‘o

<?xml version="1.0" encoding="UTF-8"7?>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-05-05T10:22:52.260+00:00</eventTime>
<operation>modified</operation>
<event>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<phys-items>
<PhysIf-list>
<id>ethl/54/1</id>
<phys-items>
<operSt>down</operSt>
</phys-items>
</PhysIf-list>
</phys-items>
</intf-items>
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</System>
</event>
</notification>

<notification> A v —IZIXRD 7 4 —/V KRG ENE T,
« <eventTime> |34 XV "RBAELTZHEFZ R T XA LAX T T,
» <operation> |[LET )V / — RDOA X FDOX A T TT,

s<event> 137 FA TV NNV T AT TATLTWDHET IV T —HTI,

IR ) T3 DT

Y7271 Fa 1%, NETCONF 7 T A 7 > R 2ANETCONF A & — DA 17— KT Cisco
NX-OSNETCONF % — R —|CFEDBIEZEETHEK T LET, YT RAZ7 VS a DT
1T, ROWTIDIDOFETHEAELET,

e TR UTarkyalE LS, <close-session> ErEIL., FEDOYT A7 S
var vy g Al L CNETCONF h— R— |2k ESnE T,

« NETCONF & v ¥ 3 & T35, <kill-session> #/EAS NETCONF $— R —|ZiEE &N E
KR

T_RTOY T 27 YT g%, 120 NETCONF & v ¥ a VCEEMIT O ET, il
xt1 OBRTT,

NETCONF 51
M

GE) o7 varoFXTORITIL, ncclient python 714 77 U ZfH L E 7,

ncclient {3 FA L 7= Cisco NX-0S D iE#k:

ncclient (X, NETCONF 7 7 A 7 > s ® Python 7 A 77 UV C¥, IKIZ, ncclient Manager API
16 Cisco NX-OS ~D i & ML d 5 ik DOFl 2R LET,

device = {
"address": "10.10.10.10",
"netconf port": 830,
"username": "admin",
"password": "cisco"
}
with manager.connect (host = device["address"],
port = device["netconf port"]
username = device["username"]

password = device["password"],
hostkey verify = False) as m:
# do your stuff

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



B nercone o

Yo Ry R%EHEHALT NETCONF R4 O— RDARL

ETFLBHEIOSS5IEY T4 |

HMZT DL, INXAPIBHRET > RR v 7 A O® 7 v a 2R LTS,

NETCONF O~ A 1 — R&ARKT HI21E, A Y v K% RESTCONF (Yang) [ZEHE L, A vtE—
V74 —vy NEXMLIZEE LET, BT OMLERS LA~V RETXA RN L RUIC
AT, [ZE# (Convert) 15227 U >y 7325 &, F%DONA a2 — KA [ZRK (Request) ] 7 F A

MRy 7 AZFRENET,
B 3: NCCLIENT

interface ethernet 174
sl tchport
switchport msede trunk
switchport trunk ollowed vian 109

restcont/datla Cisco-NX-OS-dovice: System'
Requost Python Python3 Java JavaScript Go-Lang
<intf-itemss

<phiys-itesss

AP

Cisco NX-08 » 5 DB T— 4% DEE

Method:-0

Message format: @ | = :

&Iz, neclient Zf#H L T Cisco NX-0S 76 BGP iR E & BST 2 FiEOF A2~ LET,

from ncclient import manager
import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco!"

# create a main() method
def main () :

bgp_dom = """

<filter type="subtree">

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">

<bgp-items>
<inst-items>
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<dom-items>
<Dom-list/>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>

wnn

with manager.connect (host=device["address"],
port=device["netconf port"],
username=device["username"],
password=device["password"],
hostkey verify=False) as m:

# Collect the NETCONF response

netconf response = m.get config(source='running', filter=bgp_dom)
# Parse the XML and print the data

xml_data = netconf response.data_ele

print (etree.tostring(xml _data, pretty print=True) .decode ("utf-8"))

if name == "'_main_ ':
sys.exit (main())

Cisco NX-0S " 5 DETHERAS L VERT—2 DEE

WIZ, CiscoNX-0S EOFT_RTOYBA v X —T 2 ADA LV H—T = A AN T Z E T
L& R LUET,
from ncclient import manager

import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco"

}

def main() :

intf ctr filter = """
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<phys-items>
<PhysIf-list>
<dbgIfIn-items/>
<dbgIfOut-items/>
</PhysIf-list>
</phys-items>
</intf-items>
</System>
</filter>"""

with manager.connect (host=device["address"],

port=device["netconf port"],
username=device["username"],
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password=device["password"],
hostkey verify=False) as m:

# Collect the NETCONF response

netconf response = m.get (filter=intf ctr filter)

# Parse the XML and print the data

xml_data = netconf response.data_ele

print (etree.tostring(xml data, pretty print=True) .decode ("utf-8"))
if name == "'_main_ ':
sys.exit (main())

NETCONF Z{#fH L 1=%1 L LMERLDERL

RIZ. neclient @ edit config ZfFEH LT, £ & D VLAN 100 ZERLT 5 HIEOHI %7~ L E
D

from ncclient import manager
import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco"

}

def main () :
add_vlan = """
<config>

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bd-items>
<bd-items>
<BD-list>
<fabEncap>vlan-100</fabEncap>
<name>inb mgmt</name>
</BD-list>
</bd-items>
</bd-items>
</System>
</config>

[IRIRT]

with manager.connect (host=device["address"],
port=device["netconf port"],
username=device["username"],
password=device["password"],
hostkey verify=False) as m:

# create vlan with edit_config
netconf response = m.edit config(target="running", config=add vlan)
print (netconf response)
if name == "'_main_ ':
sys.exit (main())
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NETCONF % {# F L 7-4#& sk D Hl ik
WIZ. CiscoNX-OS Mo —T RN 7 f v Z—T oA ZAZHIBRT 5020 E1,

from ncclient import manager
import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco"

}

def main () :
remove loopback = """
<config>

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<lb-items>
<LbRtdIf-list operation="delete">
<id>lol0</id>
</LbRtdIf-list>
</lb-items>
</intf-items>
</System>
</config>"""

with manager.connect (host=device["address"],
port=device["netconf port"],
username=device["username"],
password=device["password"],
hostkey verify=False) as m:

# create vlan with edit config
netconf response = m.edit config(target="running", config=remove loopback)

print (netconf response)

if name == "'_main_ ':
sys.exit (main())

NETCONFT—2 o D RS TILSa—TF4 05

BERO LS I a—TFTavyd

I TAT U VAT AING, ALy FOEEAR— M ping ZEITL T, A v FREE
MRETHDZ L MR LET,

« Cisco NX-OS “C, show feature |inc netconf =~> REZ AN L Co—V =2 hDOAT—HF A
gt LET,

XML BHA »#—7 = A A (xmlagent & HIFEID) EWVWIHI OB £9, Zhix
NETCONF = —V = b EiTF o< By F90n, L<ERERENET, ——N0NEL
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WNETCONF X v t—U TIRELRWGEAR, ELWR— b 830 1285 L T\ T, H—
SN—5TE LW <hello> A v E— ( INETCONF ® > g VOS] 733 VITRE
NTWELDOLEER) 2ZELTWVWAI LafRLET,
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RESTCONFT—> x> bk

« RESTCONF =— = > hMZHOWT (285 <X—73)

o FERE L HFE (286 N—)

« RESTCONF =— = > F O FE (286 ~<—)

*RESTCONF =— Y = bD T TNy a—TF 47 (287 =)
s LT AT T —H (288 X—)

« FATHME (289 ~—2)

RESTCONF T— x> MIZTDULVT

Cisco NX-OS RESTCONF (%, NETCONF CTEZEIN/ZT —X A T A L T, YANG /X—
Valr | CEBINET —HEWKT A0 HTTP X—AD 71 b a1,

NETCONF I%, #T —Z A FT &, ZNMHDTF—Z AT ~DOT 7B AHHTE 5 —HEHD
TERR. EUfS. ®Hr, BXOWIER (CRUD) #iEZEHXZLET, YANG SiEld. 7—HX A M T#
W77 AN, BHT—X, 70 haEE, A Xy MREOL YT A AERTEERLE
—§*O

Cisco NX-OS RESTCONF %, HTTP #fEZ il L T, YANG EEDT — & ZaefllaT — 4 A
7 CTOCRUDEZAIREIZ L E T, ZDF —XiF, NETCONFTF —# A b7 % FEitET+ 59—
N—L HHMERH D F9,

RESTCONF 7122 k =t/LjZ, XML & JSON O D~ f u— K =y a—F ¢ v %% HR— kL
. o IET. HTTP AR & - T b

WDFIT, CiscoNX-OSRESTCONF =— = > MY AR— 570 ha VifEZ R LET,

RESTCONF [E1% @ NETCONF

FFa v NETCONF : 72 L

HEAD NETCONF : 72 L

GET NETCONF: <get-config>, <get>

POST NETCONF: <edit-config> (operation="create")
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RESTCONF [E1% @ NETCONF

PUT NETCONF: <edit-config> (operation="create/replace")
PATCH NETCONF: <edit-config> (operation="merge")
DELETE NETCONF: <edit-config> (operation="delete")

TIEFHEEFINER

RESTCONF =— ' = > MZid, ROEEFHEEHHNFENLNDY £,

» Cisco NX-OS RESTCONF &, RESTCONF Protocoldraft-ietf-netconf-restconf-10 & &3~ % RFC
KZ 7 MZHSWTUVWET, https://tools.ietf.org/html/draft-ietf-netconf-restconf-10 % 2 & L

TLIEENY,

« RESTCONF /&, RFC 6536 THiE SN TWDHILER —/L_X—ZX T 7R a2 ta—/L
(RBAC) #H¥ R —FLTWEHA, Inetwork-admin] @ —/L &> —HF D LT,
RESTCONF = — = b ~DT 7 & AN HEENFE T,

«102(DF V U —ALUE, 8EF = 7 RA b, m—=n Ny 7 A A =)L, CAGEH
EDOALVHR—F, AL vTFDOVa—K, filxDETa2—1DVn—K, BLOT7 741D
IE—RHR— R SATHET,

RESTCONF T—> = > FDERAFE

—fEMEaT R
« HTTP /21X HTTPS 77 B A ZH T DI, kD a~ v REMRLET,
- feature nxapi
* nxapi http port 80
* nxapi https port 443

— MM EIE T R
RESTCONF = — = k™ [no] feature restconf =~ > R&2Fh £ 7213 Bhiccx £,

I—Cx VM RART—RADERT
RESTCONF =— 3 = kD AT — X A% FKR T HIZiL, showfeature 2~ REfEAHL., X

restconf & & O F 7,

switch-1# show feature | grep restconf
restconf 1 enabled
switch-1#
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Curl Z#E A L= —/\—A~0) POST ERD%(E

[

client-host % curl -X POST -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Content-Type:
application/yang.data+xml" -d '<always>enabled</always><rtrId>2.2.2.2</rtrId>'
"http://192.0.20.123/restconf/data/Cisco-NX-OS-device: System/bgp-items/inst-items/dom-items/Dom-1list=default"
-i

HTTP/1.1 201 Created

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:25:31 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: nxapi_ auth=admin:147500853169574134

Status: 201 Created

Location: /System/bgp-items/inst-items/dom-items/Dom-list=default/always/rtrId/

Curl ZFA L =Y —/\—A~® GET ERDEE

client-host % curl -X GET -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Accept:
application/yang.data+xml"
"http: //192.0.20.123/restoonf/data/Cisco-NX-0S-device: System/bgp-i tems/inst-i tems /dom-i tems /Dam-1ist ?content=oonfig"

-1

HTTP/1.1 200 OK

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:26:03 GMT
Content-Type: application/yang.data+xml
Content-Length: 395

Connection: keep-alive

Set-Cookie: nxapi auth=admin:147500856185650327
Status: 200 OK

<Dom-list>
<name>default</name>
<always>enabled</always>
<bestPathIntv1>300</bestPathIntvl>
<holdIntv1>180</holdIntvl1>
<kaIntvl>60</kaIntvl>
<maxAsLimit>0</maxAsLimit>
<pfxPeerTimeout>30</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnIntvl>60</reConnIntvl>
<rtrId>2.2.2.2</rtrId>

</Dom-list>

o

client-host %

RESTCONFT— o D ST a—TFT4 09

BHEO LS IV a—TFTa0Y
« feature nxapi =~ R&HITL T, Web h— "—ZFHhZ L E7,

« HTTP IR — h B < X 91 nxapihttp port 80 =~ > KRR STV 5D Z & 2 HER L
£,
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« HTTPS 2R — R ZBE< X 912 nxapi https port 443 =~ > RAER SN TWDE Z L 25k
RLET,

« A v FOEMEAR— MIpingZFATL T, A v TFNEEARTHLZ L AMRLET,

ITJITAZILT—4

RESTCONFD T 7T AS )L T—HRIZDUNVT

COMREIX., TV 2 ATN T —H DT VB RAEFRELET, 27 AT AV TFT—H i, KE
DT —HTY, DMEIL, EXv TN ATV HEABEOBESNSEH ARV A X325 L 51,
F— A ERETHNNYF AN RLERE LT, Ny FoH A X, BET %5 MO 0T
7,

X7 w2 Tz Cisco-NX-0S-device.yang 7 7 A /L@ [Ephemeraldata] &9 22 A 2 hTC,
EOT—EZNET 2 AT N THLINIET HEREMRTEET,

U7z Z MO URIBU FZIELTWDEGEICDR, =7 =X T T —ZnbDOHTINIKRS
nEJ,

LT AT T=HDY —T
LTz AT N T —HEDFEFFoarTFEEIZU A
CHEEDODTZT T 2 ATNT—HDFEFEDOV AN T v T HEDIERASINSZEZED 2T )

VATALYULDGET 72V iE, 72 ATV T—HERLETA,

RESTCONFD I 7 = A S )L T—43 Dl

T =T = ATV T H G T LH6TT,
7747 ME RO GET 2R A v —V 2R EZT 0560760 3,

GET

/restconf/data/Cisco-NX-0OS-device:System//urib-items/tabled-items/Tabled-1ist=management/routed-items
HTTP/1.1

Host: example.com
Accept: application/yang.data+json

The server might respond:

HTTP/1.1 200 OK
Date: Fri, 06 Mar 2020 11:10:30 GMT
Server: nginx/1.7.10

Content-Type: application/yang.data+json

{
"routed-items": {
"Routed-list": [{
"prefix": "172.23.167.255/32",
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"flags": "O",

RITRME

RESTCONF DiE4Ea~< > FIZDL\T
Z ORI, AA v F CTETIVEREIRIEMEa -~ FEEITT 2 HEAREE L £9,

WIZ, PAR—FENTWDHIATRPC DY A MR LET, RPCIZET 2T, AIN T
V5% Cisco-NX-OS-device.yang 7 7 A /L CHERR T&E £,

%< 18: RESTCONF TDE TILEREIEURMEICDLNT

FRL— 3y RESTCONF RPC CLI

checkpoint checkpoint <name>

Fxy JRA B

checkpoint <file>

rollback running-config
checkpoint <name>

o—/LNy 7 o— LNy

rollback running-config
checkpoint <file>

install all nxos install all nxos <image>

A LVA =T DHED

install_add install {add | activate | deactivate

. . commit | remove} <rpm>
install_activate | | b
install_deactivate
install commit

install remove

crypto ca import <trustpoint>
pkes12 <file> <passphrase>

K5 LREAED A R — b import_ca_certificate

ZA4 vFDY m— RE7-|ELE |reload reload [timer <seconds>]
Va—rnyr—R reload module <module number>
T AI)Dar— copy copy <source> <destination>

RESTCONF £/~ > F Dl

FxvOiRA4 2k RPC DA

I3 A4T v ME, DKL H 72 POSTERA v —VEEETIHAENHY 7,
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POST /restconf/operations/Cisco-NX-0S-device:checkpoint
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"name": "checkpoint-1",
"description": "testing checkpoint through Restconf"

The server might respond:
HTTP/1.1 204 No content

A—JL/\v 9 RPC Ol
7 T7AT 2 MEL KDL DR POST ERA vt =V EEETLHERH Y £7,
POST /restconf/operations/Cisco-NX-OS-device:rollback

Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"name": "checkpoint-1",
"action": "create”

The server might respond:
HTTP/1.1 204 No content

4 R k—JL RPC D4l
II3A4T v ME, ROLH72POSTERA v —VEEETIHENHY T,

POST /restconf/operations/Cisco-NX-OS-device:install all nxos
Accept: application/yang.operation+json,application/yang.errors+json

Content-type: application/yang.operation+json
Body: {

"input": {
"nxos": "bootflash:nxos.10.1l.1-jcco.bin"

The server might respond:
HTTP/1.1 204 No content

CA SFFAZ RPC DA > ih— D
TI3A4T v MEI, WDOEH72POSTERA vE—V 2B ETLIHAERDHY 7,

The client might send the following POST request message:

POST /restconf/operations/Cisco-NX-OS-device:import ca certificate
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"trustpoint": "mytrustpoint",
"pkcsl2": "bootflash:server.pfx",
"passphrase": "mypassphrase"

The server might respond:
HTTP/1.1 204 No content
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IIA4T v ME, WDOLH72POSTERRA v —VEEETIHENHY T,

POST /restconf/operations/Cisco-NX-OS-device:reload
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json
Body: {
"input": {
}
}

The server might respond:
HTTP/1.1 204 No content

ETa—)LY)A— K RPC Ol
II3A4T v ME, ROLH 72 POSTERA v —VEEETIHENHY T,

The client might send the following POST request message:
POST /restconf/operations/Cisco-NX-OS-device:reload
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json
Body: {
"input": {
"module": "31"

}

The server might respond:
HTTP/1.1 204 No content

JE— 774 JLRPC O
AT ME ROE IR POSTERA v —V2RETLHERHY £,
POST /restconf/operations/Cisco-NX-0S-device:reload

Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"source": "tftp://10.1.1.1/users/myname/configl.txt",
"destination": "bootflash:",
"vrf": "management"

The server might respond:
HTTP/1.1 204 No content
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FA4FIv0 OH—

s BIPRSRE (293 X—Y)
« B (293 X—)

=] ‘SZ.
IR
EAF I uX o TEERATIHIC, A4 v FICROLONFEETHZ L 2R LET,

* libmtxlogmgr*.so 74 77 UM /opt/mtx/1ib/ T4 Y A F—/L I TNDH T &,
libmtxlogmgr*.so 74 77 UlE, mtx infra RPM D—H T,

emtx.conf 77 AN Jetc/ IZHDH I L,

[mtxlogger]
config=/opt/mtx/conf/mtxlogger.cfg

emtxlogger.cfg 7 7 A /LD /opt/mtx/conf/ IlHDH T &,

R T 7 A VOBEITRO LBV T,

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false"></leaf>
<leaf name="allActive" type="boolean" default="false"></leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES$ $COMPONENTIDS STYPES:
SMSGS$"></leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%$H3M%S"></leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
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<leaf name="format" type="string"
default="$CLASSS$: : SFCNNAMES ($SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false"></leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false"></leaf>
<leaf name="name" type="string" default="mtx-internal.log"></leaf>
<leaf name="location" type="string" default="./mtxlogs"></leaf>

<leaf name="mbytes-rollover" type="uint32" default="10"></leaf>
<leaf name="hours-rollover" type="uint32" default="24"></leaf>
<leaf name="startup-rollover" type="boolean" default="false"></leaf>
<leaf name="max-rollover-files" type="uint32" default="10"></leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>

<leaf name="id" type="string"></leaf>
<leaf name="active" type="boolean" default="true"></leaf>
</listitem>
</list>
</container>
</container>
</config>

<list> % 7'1%, <componentlD> 2L 25 v 7 4 VX EEHZLET,
WROETIE, avTFTE20) —T7DO—FIZOWTHALET,

&19:20T7FE—TDEHHA

avTr VT T DERKA EFENBHaTF EFEND)—T LA
logging T_RToOuX 75— | R enabled : @ ¥ 7N A
BB TBEENE | o VI T I ERET S
-, T, F 7
7T AN N EAT T,
GE) U4 allActive : 2 X 7 1
llogitems ) | |z g Xz =T
YEENE nxLrmEAET 2
7 F 4 ANt BT — Ul
<1, T 74V MIA
7TT,
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six ]

avT VT FDOERA EFENn5ar7F EFEND)—T LA
e a7 A t— O | component]D content : 27 A v t—
AN L ET. | dateTime VILEENDL T — 2
fype YU AN DHLFHIT
T, A
fen

* SDATETIMES : =&
7 Ave—UIT
H & 72 1300 %
EOET,

$COMPONENTIDS :
ny Ayt—v
I AR—x> b
HEEHET,

$TYPES$ : X v
v—UH AT

(", INFO,
WARNING.
ERROR) % &
£7,

$SRCFILES : V/—
A T 7 AIVDL
ﬁﬁ%ﬁ&bij—o

$SRCLINES : V—
A 77 A IVDET
HmreZbET,

$FCNINFOS ~V —
AT 7 ANIND
D class:: B4 %
EHET,

$MSGS : EfEo
T Ao—T T
XA NEEOE
7
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arvTFt VT FDOHRA EFENda2TF EFEND)—T LA

componentID =R Y A = A enabled : = 7" A v
A= NDOARHIT =Tt R—R
7, NIDZ&HBHNED

MERET DT —IVE
T, T 74 M
ltrue] CT¥, fE%
Mfalse] 2§ 5 &, 1
VR o= ™ K

FHN R L ET,
dateTime oy AyE—0ORM |4 L enabled : 27" A v
EXEt7 QR =TI H A FE TR
ANOTEREGDDHNE

I MDT —ETT,
T 7V MIA F—T
LTI,

format : =7 A v E—
DIZED DA TR
FHTY, 7A—~v

M
%y%em%d.%H%M%S T
To
dest P de o A — ORERRER | console : BEfgide v |RENSAR L
EERFFLET, V=)L T, RIS
DT 157 T T,
file : B&fede 7 7 A L
<Y, BT AR
TR iET,
oY —)L Bgi e a v ) —v ALY enabled : =12V —/L D

aX T WRERNE D

WERET D7 —/VE

Td, T 74N ME
[false] T
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avT+ AT DA EFENBaVTF EFEND)—T LA
77 A B 7 7 A VDFRIE | #5477 L
ZRELET,
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S A IVFFORE  |&FhEILTF  |EFNEU—TLHE

enabled : BEHCED A XD

IZSITWAENE DD

BRESTDHT—I/ET

T, T 74 ME
lfalse] T,

name : #Efeiem 7

77 A VR ST

TY, 774N MT
mtx-internal.log] C

R

location : #£ft5E 7 7 A
JV ISR B R T SES T
EI A i N

[ /mtxlogs] T,

mbytes-rollover : 2 A
T LR bHWT —#
ZbEEEZTLETOR
777 ANDES &k
ET 5 uint32 AT,
T 7 F N MET1I0M N
4 F T,

hours-rollover : FFfH]E
frcoa s 7y ANLD
£ I &PRET 5 uint32
ETd, 774 M
24 FEfH T,

startup-rollover : = —
VOB E -
ITHEEERFCe 7 7
A NVE T — )L — s —
THMNE D D EPRET
L7 —/ETY, T
7 /v MEX Tfalse]
<7

max-rollover-files : = —
VA —I"—T 7 A4 )LD
KRB AERET D
uint32 fE T,
max-rollover-files D
AL E RBEHW
77 A NVDHIBRSILE
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F. 7747 MEE10
<,

451
W, TTHNVEFTA VA R— L ENTVWEIREEGLHRET 7 AV E TR LET,

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="allActive" type="boolean" default="false">false</leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES S$COMPONENTIDS S$TYPES:
SMSGS">SDATETIMES $COMPONENTIDS STYPES $SSRCFILES @ $SRCLINES S$SFCNINFOS:SMSGS</leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%HEM%S"></leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="$CLASSS$: : SFCNNAMES (SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false">true</leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="name" type="string" default="mtx-internal.log"></leaf>
<leaf name="location" type="string" default="./mtxlogs">/volatile</leaf>
<leaf name="mbytes-rollover" type="uint32" default="10">50</leaf>
<leaf name="hours-rollover" type="uint32" default="24">24</leaf>
<leaf name="startup-rollover" type="boolean" default="false">true</leaf>
<leaf name="max-rollover-files" type="uint32" default="10">10</leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string">*</leaf>
<leaf name="active" type="boolean" default="false">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">SYSTEM</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">LIBUTILS</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-API</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
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<leaf name="id" type="string">Model-*</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-Cisco-NX-0S-device</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-openconfig-bgp</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-MTX-API</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-NC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-RC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-GRPC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
</list>
</container>
</container>

</config>
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« gNMI {22V T (301 ~X—2)

«gNMI #7227 747 RPC (302 %—7)

* Guidelines and Limitations for gNMI, on page 306

* Configuring gNMI, on page 308

o P NG EOMK (310 ~—)

« F—AERAFEDEROH (311 ~—=)

» Generating and Configuring Key/Certificate Examples for Cisco NX-OS Release 9.3(3) and Later,
on page 311

« gNMI OFEFE (313 ~<X—7)

« gRPC 7 74 7 MaEWEGRGE (319 =—2)

* Generating New Client Root CA Certificates, on page 319

« NX-0S /34 A TOER S LTz/b— b CAGERHEOHERL (320 <2—2)

« gRPC ~D kT A FiRA v b OREfFT (321 ~2—2)

AEAEOREMOREE (321 ~—)

EEDgNMI 2 74T D7 T4 7 v MEERIEZ I L7z #omat 322~—)

7747 (323 =)

DME #7227 U 7'+ 5 »®fl : PROTO = a—7 1 7 (323 X—7)

. FERE (325 X—)

AER (328 X—Y))

« RE (330 X—Y)

o« BEk (331 X—)

e AU —3 7 Syslog (336 X—2)

s "NTTNYa—T 4T (342 3—Y)

1Tl

A 23—Tx

gNMI 2D\ T

gNMILEZ, FT7 U AFR—bk 7m hand LTgRPC (Google Y E—h FrI—TVy a—)1)
R LET,
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Cisco NX-OS %, CiscoNexus 9000 >V —X A4 v F TEITEINDBT VAN 77U r—3
YANDEATXNA L YT AT YT a I gNML Y R—hLET, #mEDOY Y —ATiX
gRPCZENLIZT LA RY ARV IR R—FEINTOHE LN, AL v FIET LA RN T—
BT LAN) Ly—NZFya LTWE L, ZOFEEFA L T U RERETRTH
F L7,

eNMI ZEHT 2L, 77V r—va EAAL v TFhofERETVTEET, YAR—FENT
WDHT LA NYMSREZ B L, MERT LA N P—ERDOAREY T AT I 7452 LT,
BEDT VAR =RV T AT TA T LET,

% 20: 9 R— ~ &h B gNMIRPC

gNMI RPC HR— bR
B =N
(SRS A
BRE =
bk A

gNMI +J X4 5« T RPC

Cisco NX-08 9.3(1) V U —RALIFETIL, RD gNMI BT 27 ) 7o a UHRER Y R— h & T
WET,

R2HYTRISAT ATV ay

247 vk vl HYR—rOFE A A

[115] (Once) ] (= 2L v FIE, BESN
7= _ToRRITH L
THUEDfEA 1 [EI720
EELET,

AR—V 7 (Poll) A ALy FlL, A=Y
T Ao —VhZ 5T
LHIZONT, HRES T
FT_RTO/RADBLED
EEEFELET,
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onmi 552554 7rec [

247 HI84T

YR—rDFE

B

ARY—LA WAV

[EQ

AN —AY 7R
iz 1l|l, AA v
FITRE S NI=F T
DISADBFEDE % %
BFBLET, PAR—-F&
A7V
FHIE 1 ~ 604800 #>C
7

T 7 x N OV TN
bR 10 BT,

[A£ T FF (On Change) ]

T

AA - FIIOIHIRAE &
L CHIEDfEZ EE L
FTH, FHEI NN
ADWNTIHNAERL
EHE FITHIBRZ E
DIEFENIAE LIGE
WCOIMEEFEH LE
R

(=7 >y MEHE
(Target Defined) ]

=Y

S—0y MEFRE—R
ZHRELTCH T ALY
Ta v EERT 58
A, X—=7 v NI E
RN YA N
Ta DR EA T
EERTDOLLENRD D
E RN

\}

GE)  102(1)F UV U —ALI%, Target Defined V7 % A4 7OV T A7 T4 7 A7 v a B R— KX

NTWET,

Cisco NX-08 U U —Z 102(3)F LI TiZ, gNMI BT 227 U FoarDx—77 54 THE%
EHETLHH LWCLI 2~ RAEAIITWET, 5% E ATEZR R IX 600 ~ 86400 7V T3,

=< > Ri% "[no] grpc gnmi keepalive-timeout <timeout>" T3, 7= & %X, switch(config)# grpc

gnmi keepalive-timeout 600 & AJJ L %9,
RIZ, CLI 22~ > R+ bz~ L £7,

Verify in show statistics cmd

switch (config)# sh grpc gnmi service statistics
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gRPC Endpoint

Vrf : management
Server address : [::]1:50051

Cert notBefore : Feb 6 01:15:06 2022 GMT
Cert notAfter : Feb 7 01:15:06 2022 GMT
Client Root Cert notBefore : n/a
Client Root Cert notAfter : n/a

Max concurrent calls : 8
Listen calls

Active calls : 0
KeepAlive Timeout : 1000

CLI 2=y ROFEEFHEIIRDO LBV TT,

e gnmi P — =3 FESNMB I L ICHEDISELZY T ATV TFvar 7747 M
EELET,

s HIIX, RERBERSCESR 2 ERZRHEL T, 2 =T v 7 F5Z L TT,
« T 7 F IV NDX—TT T A 7 RHIEIZ 600 BT,

s Zawr N, BEE2—Y—HREDOMEIIEELET,

Jy

#7< 3> SUBSCRIBE 754

SUBSCRIBE A 7> 3 ' TClE, RIZV A SN TWOLA TV a U ~DINEEERT LA T 3
DT T T EMHTEET, CiscoNX-0S U U—R93(1) LI TIX, [EH DA (updates only) ]
F a7 MR- FINTOET, ZiUEL, ON CHANGE 7 27 U 7Y 3 T
AEINET, ZOT7T7I7PRREINTNDGE, A1 v FIREF R OISZE TEE S5 H1H
Aty Fvay b TF—4% (BUEDIREE) ZHfHLET,

ROT7 7 TIEFR— S THEREA,
«[ZA VT A (aliases) ]
« [HERIFF A (allow aggregation) ]
« (4538 (extensions) ]
* prefix
* [qos]
CiscoNX-0S U U —2 102Q3)F LI, RO T 7 7R HR—FSNTWET,
s [/»— hE— iR (heartbeat_interval) ]
o [JTUEH#H (suppress_redundant) ]
YTV T ENEZY T ALY T a TOTLEM (suppress_redundant) ] O @h{E% 2854

L7z, [/»— e — hillE (Heartbeat_interval) | Z#FETEE3, Zo%HA, ¥—F > b
I%. suppress_redundant 7 7 7 73 true (2% E ST D00 E D TR <, ~— b E— MR
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TEIT1ODOT VA P EHEERT SLERH Y ET, ZOMEIT, T/ BEMAO/ S L 64
vy MNEHKE L THEESNET,

BT A7 T g Ayg—TO suppress_redundant 7 —/L RiX, Y TSt
A7V Ty a NTRETEET, tue lCRESN TV DLHE, VR— S TW /3 2ADER
BMOEFNERSNTOLERISNTOARWVEY . #—F v MIT LA R EHA vE—
AR LTIERD A, THE, BRINCH T A7) S a v Nofco ) —7 7 —RIiZ
KL TCOBRERT HHENR D £7,

72221 B —F0opEd5)—7CLEDRHL/AB~DYT A7) T3 T, CD
ERELT SN THEDRERINTW WS, CORFHEERTILERHDLDIZRL, DO
EHAAERL IR ER AL

WIZ, YR—FENTWAHF T 3 D SUBSCRIBE 7 5 70l %= LET,

{
"SubscribeRequest":
[
{
"subscribe":
{
"subscription":
[
{

" comment" : "lst subscription path",
"path":
{
"origin": "openconfig",
"elem":
[
{
"name": "interfaces/interface[name=ehtl/1]"
}
]
s
"mode": "SAMPLE",
“heartbeat interval”: 30000000000
“suppress-redundant”: true
s
"mode": "STREAM",
"allow_aggregation” : false,
"use models":
[
{
"name": "DME",
"organization": "Cisco Systems, Inc.",
"version": "1.0.0"
}
1,
"encoding": "JSON"
}
}

VTR TAT T3 7DYR—F AR ZAFTROLFBY T,
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IR YToavsA47

[/\— k E— +EIFR
(heartbeat_interval) ]

[T R AN

(suppress_redundant) ]

[AFEE (On_Change) ]

FAEIL © T /31 A YANG,
OpenConfig YANG, DME

AP

Yo7

FAZIC : T34 A YANG,
OpenConfig YANG, DME

FAZIC : T34 A YANG,
OpenConfig YANG

Guidelines and Limitations for gNMI

Following are the guidelines and limitations for gNMI:

* Beginning with Cisco NX-OS Release 9.3(5), Get and Set are supported.
» gNMI queries do not support wildcards in paths.

* When you enable gRPC on both the management VRF and default VRF and later disable on the
default VRF, the gNMI notifications on the management VRF stop working.

As a workaround, disable gRPC completely by entering the no feature grpc command and reprovision
it by entering the feature grpc command and any existing gRPC configuration commands. For
example, grpc certificate or grpc port. You must also resubscribe to any existing notifications on
the management VRF.

When you attempt to subscribe an OpenConfig routing policy with a preexisting CLI configuration
like the following, it returns empty values due to the current implementation of the OpenConfig
model.

ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32
ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128

using the xpath

openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy: /routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config

Beginning with Cisco NX-OS Release 9.3(3), if you have configured a custom gRPC certificate,
upon entering the reload ascii command the configuration is lost. It reverts to the default day-1
certificate. After entering the reload ascii command, the switch reloads. Once the switch is up again,
you must reconfigure the gRPC custom certificate.

* Use of origin, use_models, or both, is optional for gNMI subscriptions.

* For Cisco NX-OS prior to 9.3(x), information about supported platforms, see Platform Support for
Programmability Features in the guide for that release.

* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.
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» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the 12
MB maximum, the collected data is dropped. Applies to gNMI ON_CHANGE mode only.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* Across all subscriptions, there is support of up to 150K aggregate MOs. Subscribing to more MOs
can lead to collection data drops.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The gRPC process that supports gNMI uses the HIGH PRIO control group, which limits the CPU
usage to 75% of CPU and memory to 1.5 GB.

* The show grpc gnmi command has the following considerations:
» The gRPC agent retains gNMI calls for a maximum of one hour after the call has ended.

* Ifthe total number of calls exceeds 2000, the gRPC agent purges ended calls based on the internal
cleanup routine.

* Beginning with Cisco NX-OS Release 10.2(3)F, on change subscription of Device YANG ephemeral
data (Accounting-log and Multicast) is supported.

gRPC functionality now includes the default VRF for a total of two gRPC servers on each switch. You
can run one gRPC server in each VRF, or run only one gRPC server in the management VRF. Supporting
a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the management VRF,
where significant traffic load is not desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server process requests independent of the other.
Requests do not cross between VRFs.

* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

The following are the limitations for gNMI:

» multi-level wildcard "..." in path is not allowed
» wildcard “*’ in the top of the path is not allowed
* wildcard '*' in key name is not allowed

+ wildcard and value cannot be mixed in keys

The following table shows the wildcard support details for gNMI:

Table 23: Wildcard Support for gNMI Requests

Type of Request Wildcard Support

eNMI GET YES
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Type of Request Wildcard Support
gNMI SET NO

gNMI SUBSCRIBE, ONCE YES

gNMI SUBSCRIBE, POLL YES

gNMI SUBSCRIBE, STREAM, SAMPLE YES

gNMI SUBSCRIBE, STREAM, YES

TARGET DEFINED

gNMI SUBSCRIBE, STREAM, ON_CHANGE |NO

Configuring gNMI

Configure the gNMI feature through the grpc gnmi commands.

SUMMARY STEPS
1. configure terminal
2. feature grpc
3. grpc gnmi max-concurrent-call number
4. (Optional) grpc use-vrf default
5. grpc gnmi subscription target-defined min-interval
6. grpc gnmi subscription query-condition keep-data-timestamp
DETAILED STEPS
Command or Action Purpose
R 71 |configure terminal Enters global configuration mode.
Example:
switch-1# configure terminal
switch-1 (config) #
R 72 |feature grpc Enables the gRPC agent, which supports the gNMI
interface for dial-in.
Example:
switch-1# feature grpc
switch-1 (config) #
R w 73 | grpc gnmi max-concurrent-call number Sets the limit of simultaneous dial-in calls to the gNMI

Example:

switch-1(config)# grpc gnmi max-concurrent-call
16
switch-1 (config) #

server on the switch. Configure a limit from 1 through 16.
The default limit is 8.

The maximum value that you configure is for each VRF.
If you set a limit of 16 and gNMI is configured for both
management and default VRFs, each VRF supports 16
simultaneous gNMI calls.
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Command or Action

Purpose

This command does not affect and ongoing or in-progress
gNMI calls. Instead, gRPC enforces the limit on new calls,
so any in-progress calls are unaffected and allowed to
complete.

Note The configured limit does not affect the

gRPCConfigOper service.

ATvT4

(Optional) grpc use-vrf default

Example:
switch (config)# grpc use-vrf default

Enables the gRPC agent to accept incoming (dial-in) RPC
requests from the default VRF. This step enables the default
VREF to process incoming RPC requests. By default, the
management VRF processes incoming RPC requests when
the gRPC feature is enabled.

Note Both VRFs process requests individually, so

that requests do not cross between VRFs.

ATy TH

grpc gnmi subscription target-defined min-interval

Example:

switch(config)# grpc gnmi subscription
target-defined min-interval ? <1-65535> Default
30

Allows the user to modify the default target-defined sample
interval from 30 seconds to other value.

ATvT6

grpc gnmi subscription query-condition
keep-data-timestamp

This command enables sample/once/poll subscriptions to
get timestamp from database when the data was last
updated.

Note * This feature is supported only for

PROTO and not JSON encoding.

* This feature is supported only for once,
poll, sample, and not on_change.

* This feature is supported for DME,
YANG, and OpenConfig data sources.

* Most of the other properties are
supported, but for the properties which
are not supported, this feature will
default back to the collection time
instead of last database change time.

Note This feature would generate verbose
responses for each timestamp. If the user
client is not able to consume the messages on
time, the switch may need to drop the

collection/messages.
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H—/\—EEBAEDERL

TLSREMEZRE L. AA v FITEFITA A — k L7=84H @ show grpc gnmi service statistics
a<r FOHAE 2RISR LET,

switch (config)# sh grpc gnmi service statistics

============= gRPC Endpoint
Vrf : management
Server address : [::]1:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT
Cert notAfter : Nov 5 16:48:58 2035 GMT
Client Root Cert notBefore : n/a
Client Root Cert notAfter : n/a

Max concurrent calls : 8
Listen calls : 1
Active calls : O

KeepAlive Timeout : 120

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 6

Max grpc message size : 25165824
gNMI Synchronous calls : 3

gNMI Synchronous errors : 3

gNMI Adapter errors : 3

gNMI Dtx errors : O

gNMIIZgRPCENLCHIE L, TLSZHEHA L TAL v F L7 T4 T MEIOF ¥ R B EF 2
TIZLET, T740 bDO/—Ra— RENT7Z gRPCIEHFEL, A4 v FICFES AL 22D
F L7, 7740 FOEHEIL, WITRTEIIC, A v F TERINLIAHIRP1IBOBAD
B4 F— LEEHETT,

FAFAEDOAIRBTINTWD D, EEHEICA VA F—ATERPSTEHBAE. 1HRY OF 7 4
JU REEBAENFE R S NE T, KIZ, show grpe gnmi service statistics =~ > RO &R L £
TO

#show grpc gnmi service statistics

Vrf : management
Server address : [::]:50051

Cert notBefore : Wed Mar 11 19:43:01 PDT 2020

Cert notAfter : Thu Mar 12 19:43:01 PDT 2020
Max concurrent calls : 8
Listen calls 1
Active calls : 0
Number of created calls : 1

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)



| EFLBBHRITOTIS<EY T4
s—prmzaEnon [

Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

AT A TR, ZO—RGEERFZEN LT A & HICIT R 9, REIICIE. ¥
LW —GEAEL AR T DLERHY 7,

F—/ELRAZ D E DB

X —/FEHEZ LT B IE, ROFNZHENE T,

* Generating and Configuring Key/Certificate Examples for Cisco NX-OS Release 9.3(3) and Later
(311 =)

Generating and Configuring Key/Certificate Examples for Cisco
NX-0S Release 9.3(3) and Later

The following is an example for generating key/certificate.

\)

Note This task is an example of how a certificate can be generated on a switch. You can also generate a certificate
in any Linux environment. In a production environment, you should consider using a CA signed certificate.

For more information on generating identity certificates, see the Installing Identity Certificates section of
the Cisco Nexus 9000 Series NX-OS Security Configuration Guide, Release 9.3(x).

AT w71 Generate the selfsigned key and pem files.
a) switch# openssl req -x509 -newkey rsa:2048 -keyout self sign2048.key -out self sign2048.pem -days 365 -nodes

AT 72 After generating the key and pem files, you must bundle the key and pem files for use in the trustpoint CA Association.

switch# run bash sudo su

bash-4.3# ecd /bootflash/

bash-4.3# openssl pkcsl2 -export -out self sign2048.pfx -inkey self sign2048.key -in self sign2048.pem
-certfile self sign2048.pem -password pass:Ciscolabl23!

bash-4.3# exit

AT w73 Setup the trustpoint CA Association by inputting in the pkcs12 bundle into the trustpoint.

switch (config)# crypto ca import mytrustpoint pkcsl2 switch (config-trustpoint)# crypto ca import
mytrustpoint pkcsl2 self sign2048.pfx Ciscolabl23!

AT v 74 Verify the setup.

switch (config)# show crypto ca certificates
Trustpoint: mytrustpoint
certificate:
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subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHAl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

CA certificate 0:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHA1l Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

AT w75 Configure gRPC to use the trustpoint.

switch (config)# grpc certificate mytrustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Thu Jul 2 12:24:02 2020
!Time: Thu Jul 2 12:24:05 2020

version 9.3(5) Bios:version 05.38
feature grpc

grpc gnmi max-concurrent-calls 16

grpc use-vrf default
grpc certificate mytrustpoint

AT 76 Verify gRPC is now using the certificate.
switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT
Cert notAfter : Nov 5 16:48:58 2035 GMT

Max concurrent calls : 16
Listen calls : 1

Active calls : 0

Number of created calls : 953
Number of bad calls : 0

Subscription stream/once/poll : 476/238/238

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
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o oz [
gNMI Synchronous calls : 10
gNMI Synchronous errors : 0
gNMI Adapter errors : O
gNMI Dtx errors : O
NMI O fE:%
g AL
eNMI FERC A TR T D 1TiE, Do a~wr RE AT LET,
av U R B
show grpc gnmi service statistics EHLVRF £72137 7 4/ h VRF (ks T

WEHIEE) DT—Vxr NEFAT =X AD
BELFRLET, £o, ROHEHLFERS
nNEJ,

EARD RN T D o H
AL O A 2 IR H

GE) AEBAE O A IR 23 814 T
DEpa, T—T ) MIER
EZIFAND I ENTEER
oo

show grpc gnmi rpc summary WDAT — B ANFREINET,
15 L 72#%HE RPC DK,

* BXHE RPC =7 —,

WA
pafTle

=12 L7~ Get RPC D,

GetRPC — 7 —,

Z{Z L7~ Set RPC D%,

Set RPC =7 —,

T — A AT T —H,
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B

show grpc gnmi transactions
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o oz [

avy kR

B

show grpc gnmi transactions =~ > Ridfx &%
EREL ZLOERBEERLTVET, =
AUE. AA > FHZAE LT H D 50 gNMI |k
SLHr v a DBy 77T, L
RPC NEET S &, REN LR G HTWIEET
Y RUDHIBRShET, I, RRAEICD
WCEB L ET,

* [RPC] : Zf5 L7= RPC D% A 7 (Get,
Set, Capabilities) Z/~RL £,

o [T —HX % A7 (DataType) ]: Get DIFE
DI T, fEiX ALL, CONFIG, LW
STATE T,

s[Evirar (Session) 1: 2D KT H

va sl TonTVnLI —EDE Yy
varID&ERLET, thowns 774
NWTHROMWS =T — % BT 5729
WEHTEET,

o [AJJIFE (Timeln) ]: gNMI/~NY> K723
RPCAZE LI EDIA LAK T %
A~LET,

s [ (Duration) ]: ZXRZZ(EL THH
WA AT E TORMZETT (R UYMH
)

[AT—H A (Status) ]: 7 TA T MT
WENTZBEDORAT—H A2 a—F (0 1%
RREN, 0 LSME=T—)

ok va sk, B0 gNMI 7
Ta VNORAZ LIRSS T —Z TT,
7= & z20E, B—0 Get £721% Set T,

o [ 7% A7 (subtype) ]: Set RPC D

B NAT LIZER SN DRFEOREE (HI
Br. B8, &) 2L ET, Get D
B, B TEALTIEHD EHA,

[dtx] : ZDO/XZANDTX D [Ek] /RAT
MHE I NN E I PERLET, Fvia
] Tz ZEKRL, 7TAZ U X
7 TR TiEv) 2B LET,

e[st]: ZORADAT—HF A, BERITKRD

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



B owiow:z

EFLEHETOSS5TEY T4 |

avw vk iER

LB TY,
s OK : RRIIEZT, 1 7712ko
TEFIUHE I E LT,
o ERR:XANEHTHHN, A 7T
ko T g — A& £ LT,
o NATFEFUFEINTWERA,
BRGE BN G AN E T
N, FEA T TITEEFEENTHNE
A,

* [path] : /XA

show grpc gnmi service statistics 0§l

Vrf : management
Server address [::1:50051

: Mar 13 19:05:24 2020 GMT
: Nov 20 19:05:24 2033 GMT

Cert notBefore
Cert notAfter

Max concurrent calls : 8
Listen calls : 1
Active calls : 0

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 5
Max grpc message size 8388608
gNMI Synchronous calls : 74
gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

show grpc gnmi rpc summary 045

Vrf : management
Server address [::]1:50051

Cert notBefore : Mar 31 20:55:02 2020 GMT
Cert notAfter : Apr 1 20:55:02 2020 GMT

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)




| EFLEBBRITOsSTEY T+

o oiez ]
Capability rpcs : 1
Capability errors : O
Get rpcs : 53
Get errors : 19
Set rpcs : 23
Set errors : 8
Resource Exhausted : 0
Option Unsupported 6
Invalid Argument 18
Operation Aborted : 1
Internal Error 2
Unknown Error 0
RPC Type State Last Activity Cnt Reqg Cnt Resp Client
Subscribe Listen 04/01 07:39:21 0
show grpc gnmi transactions 01§l
gRPC Endpoint
Vrf management
Server address [::]:50051
Cert notBefore Mar 31 20:55:02 2020 GMT
Cert notAfter Apr 1 20:55:02 2020 GMT
RPC DataType Session Time In Duration(ms) Status
Set - 2361443608 04/01 07:43:49 173 0
subtype: dtx st: path:
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]
Set - 2293989720 04/01 07:43:45 183 0
subtype: dtx: st: path:
Replace - OK /System/intf-items/lb-items/LbRtdIf-list[id=106]
Set - 2297110560 04/01 07:43:41 184 0
subtype: dtx: st: path:
Update - OK /System/intf-items/lb-items/LbRtdIf-list[id=107]
Set - 0 04/01 07:43:39 0 10
Set - 3445444384 04/01 07:43:33 3259 0
subtype: dtx st: path:
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10790]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10791]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10792]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10793]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10794]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10795]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10796]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10797]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10798]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10799]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10800]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10801]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10802]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10803]
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Delete
Delete
Delete
Delete
Delete

Set
subtype:
Update

Set
subtype:
Delete

Set
subtype:
Update
Update

Set
subtype:
Delete
Delete
Delete
Delete
Delete
Replace
Replace
Replace
Update
Update
Update

Set
subtype:
Replace

Set
subtype:
Delete

Set
subtype:
Delete
/operSt

Set
subtype:
Delete

Set
subtype:
Delete

Set
subtype:
Delete

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

OK
OK
OK
OK
OK

st:
OK

st:
ERR

st:

ERR

st:
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK

st:
OK

st:
OK

st:

ERR

st:

ERR

st:
ERR

st:
ERR

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

2297474560
path:

04/01 07:43:26

ETFLBHEIOSS5IEY T4 |

list[id=10804]
list[id=10805]
list[id=10806]
list[id=10807]
list[id=10808]

186 0

/System/ipvé4-items/inst-items/dom-items/Dom-1list [name=foo]/rt-
items/Route-list [prefix=0.0.0.0/0]/nh-items/Nexthop-list[nhAddr=192.168.1.1/32][n
hvrf=foo] [nhIf=unspecified]/tag

2294408864
path:

04/01 07:43:17

/System/intf-items/lb-items/LbRtdIf-

0 04/01 07:43:11
path:

/System/intf-items/lb-items/LbRtdIf-

/system/processes

2464255200
path:

04/01 07:43:05

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

3491213208
path:

04/01 07:42:58

/System/intf-items/lb-items/LbRtdIf-

3551604840
path:

04/01 07:42:54

/System/intf-items/lb-items/LbRtdIf-

2362201592
path:

04/01 07:42:52

/System/intf-items/lb-items/LbRtdIf-

0 04/01 07:42:47
path:
/System/*

2464158360 04/01 07:42:46
path:

/system/processes/shabang

2295440864
path:
/System/invalid/path

04/01 07:42:46
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list/descr

list[id=1o04]/descr

708 0

list[id=102]
list[id=10777]
list[id=10778]
list[id=10779]
list[id=10780]
list[id=103]/descr
list[id=1o4]/descr
list[id=1o5]/descr
list[id=103]/descr
list[id=1o4]/descr
list[id=1o5]/descr

14 0
list[id=103]/descr
35 0
list[id=lo1]
13

13

list[id=1l03]/lbrtdif-items

0 3
172 3
139 3
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ok 251 7> ramEzi [

Set - 3495739048 04/01 07:42:44 10 0

Get ALL 3444580832 04/01 07:42:40 3 0
subtype: dtx: st: path:

- - OK /System/bgp-items/inst-items/disPolBatch

Get ALL 0
subtype: dtx: st: path:
- - -- /system/processes/process[pid=1]

04/01 07:42:36 0 3

Get ALL 3495870472 04/01 07:42:36 2 0
subtype: dtx: st: path:

- * OK /system/processes/process[pid=1]

Get ALL 2304485008 04/01 07:42:36 33 0
subtype: dtx: st: path:

- * OK /system/processes

Get ALL 2464159088 04/01 07:42:36 251 0
subtype: dtx: st: path:

- - OK /system

Get ALL 2293232352 04/01 07:42:35 258 0
subtype: dtx: st: path:

- - OK /system

Get ALL 0 04/01 07:42:33 0 12

subtype: dtx: st: path:
- - -- /intf-items

gRPC 254 7F7 I‘_IEEE = I:IIL-\_IE

10.1(1) U U —ALIRE, gRPCIZIEMOFRRES A ML ES, 10.1(1) U U —R& X Vi gRPC
= RIE, PR —FEHEOLE TR — N L TWE Lz, 101D TIZ, 7747 > bk
HEOTAR— BB 5 X D ICRFEILIE S 4, gRPC TH——FEBEE 7 747 Mk
HEDOW FERFAETEDL LIRS TVET, ZOEEIEICLY, SESERIZTAT R
(2R T — K72 LOFEREN R S v E T,

Generating New Client Root CA Certificates

SUMMARY STEPS

The following is the example for generating a new certificate to the client root:

* Trusted Certificate Authorities (CA)

Perform the following steps when you use a trusted CA such as a DigiCert:

1. Download the CA certificate file.
2. Import to NX-OS using the steps in Cisco NX-OS Security Configuration Guide.
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ETFLBHEIOSS5IEY T4 |
B veos 7 q xcoEmEnL—  CATBREOHR

DETAILED STEPS

Command or Action Purpose

X w 71 | Download the CA certificate file.

A T 7 2 | Import to NX-OS using the steps in Cisco NX-OS Security * To create a trustpoint label, use steps in Creating a
Configuration Guide. Trustpoint CA Association

* To authenticate the trustpoint using the trusted CA
certificates, use steps in Authenticating the CA.

Note Use the CA Certificate from cat
[CA cert file].

NX-0S 7/ 1 A CTOER ENT-JL—F CASERAZEDHERL

7547 2 brootlZxT B LWRFAEN EFICAER I L&D, AL v F THEHEZ MK
THOOa<w RElEZEOHENERIRLET,

switch (config) # crypto ca trustpoint my client trustpoint

enticate my client trustpoint

switch (config-trustpoint)# crypto ca authenticate my client trustpoint
input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT

MIIDUDCCAJigAwIBAgIJAJLisBKCG)QOMAOGCSqGSIb3DOEBCWUAMDOXCZAJBgNY
BAYTA1VTMQswCQYDVQQIDAJDQTERMASGALIUEBwwIU2FulEpvc2UxDjAMBgNVBAOM
BUNpc2NvMB4XDTIWMTAXNDIWNTYyN1oXDTQWMTAWOTIWNTYyN1owPTELMAkKGAL1UE
BhMCVVMxCzAJBgNVBAgMAKNBMREwWDWYDVQQOHDAhRTYW4gSm9zZTEOMAWGALUECgWE
021zY28wggEiMAOGCSQGSIb3DQEBAQUAALIBDWAWGGEKACOIBAQDEX7qZ2EdogzU4
EWONSPpB3EjYOnS1FLOw/iLKSXfIiQJD0Qhawl6£fDnnYZj6vzWEaOls8cangHCXQ1
gUyxFOdGDXabneQFTqLowSA6UCSQA+eenN2PIpMOj fdFpaPiHu3mmcTI1xP39Ti3
/y548NNORSepApBNkZ1rJSB6CU9AIFMZgrZXFgDKBGSUOf/CPnvIDZeLcun+zpUu
CxJLA76Et4buPMysuRgMGHIX8CYw8Mt jmuCuUCTHXNN31ghhgpFxfriW/69pykjU3R
YOrwlSUkvYQhte fHUTHBmgym7MFoBEchwr1C5YTduDzmOvtkhsmpogRe3BiIBx45
AnzdtdilAgMBAAGjUzBRMBOGA1UADgQWBBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAE
BgNVHSMEGDAWGBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAPBgNVHRMBAf8EBTADAQH/
MAOGCSgGSIb3DQEBCWUAA4IBAQAZAFpc61RKZBGJIQ/ 7To0K1FNCcTX/YXkneXDk72 7
8WORSO0Khxgke97d2Cwl5P5reX027kvXsnsz/VZn7JIYGUVGS1xT1cCb6x6wNBr4Qr
t9gDBu+LykwgNOFe4dVCAv6edcMXNbH2wHBVS /NSOWnM2FGZ10VppjEGFM60M+N 62
8nd/rWslfWFbn7T7xHH+N10Ffc+8gq8h370pyCnb0ILj+adrnyus8xXJPQb05DfJe
ahPNfdEsXKDOWkr SDtmKwtWDgdtjSQC4xioKHoshnNgWBJbovP1MQ64UrajBycwV
z9snWBm6p9SdTsVI2YwF1tRGUgqpcI901lsBgH7FUVULhmHDWE

END OF INPUT

Fingerprint (s): SHAl
Fingerprint=0A:61:F8:40:A0:1A:C7:AF:F2:F7:D9:C7:12:AE:29:15:52:9D:D2:AE

Do you accept this certificate? [yes/no]:yes

switch (config) #

NOTE: Use the CA Certificate from the .pem file content.
switch# show crypto ca certificates

Trustpoint: my client trustpoint
CA certificate 0:
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GRPC~D 5 % kA4 > kot [

subject=C = US, ST = CA, L = San Jose, O = Cisco

issuer=C = US, ST = CA, L = San Jose, O = Cisco

serial=B7E30B8F4168FB87

notBefore=Oct 1 17:29:47 2020 GMT

notAfter=Sep 26 17:29:47 2040 GMT

SHAl Fingerprint=E4:91:4E:D4:41:D2:7D:C0O:5A:E8:F7:2D:32:81:B3:37:94:68:89:10
purposes: sslserver sslclient

gRPC ~D kTR b7RA > ~DREES T

TIAT v M — MZH LWVEEBREZ EFICER LIZSGEIC, ALy TFETRIAMKRA U b
% gRPC ([ZBAfH T 2 H il 2RISR L ET,

)

GE) 27747 v MBIEH O — FEIZE MR E72ITHIRT 2 &, gRPCT o ANHEE L ET,

# switch(config)# feature grpc

switch (config) # grpc client root certificate my client trustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Wed Dec 16 20:18:35 2020
!Time: Wed Dec 16 20:18:40 2020

version 10.1(1) Bios:version N/A
feature grpc

grpc gnmi max-concurrent-calls 14

grpc use-vrf default

grpc certificate my trustpoint

grpc client root certificate my client trustpoint
grpc port 50003

EEELOEES 0 [OF - Hi:

AA v FDgRPCIZ KT A MRA v & IEFICEEMN T ONEAE O, GEHEOE &2 MEET
LIS RITR L ET,

switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]1:50003

Cert notBefore : Mar 13 19:05:24 2020 GMT
Cert notAfter : Nov 20 19:05:24 2033 GMT
Client Root Cert notBefore : Oct 1 17:29:47 2020 GMT
Client Root Cert notAfter : Sep 26 17:29:47 2040 GMT

Max concurrent calls : 14
Listen calls : 1
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Active calls : 0

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 0

gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

EEDOINMIZSAT7 2 DY 5472 MERAERMLZE
A L - DR

7747 MEAER, BEX— (pkey) & CA Fx=— (cchain) ZfiH L TERZITVE
BUETIX, NATY—RNEA7va T,

Performing GetRequest, encoding = JSON to 172.19.199.xxx with the following gNMI Path

name: "System"

name: "bgp-items"

notification {
timestamp: 1608071208072199559
update {
path {
elem {
name: "System"
}
elem {
name: "bgp-items"
}
}
val {
json val:

}

wn

}

gRPC 15 T A MAA & FERZHIRT 21203 (no a3~ K) | ROa~y FE L%
ﬁ‘o

[no] grpc client root certificate <my client trustpoints>
switch (config) # no grpc client root certificate my client trustpoint

avY FiE, gRPCE=—V = bD R T A MRA Y FBRIZTZHIBRLES, BT A RRA
}‘ CA DE%E iﬁ'”i%éﬂ“biﬂ‘/v X/l) /%J:@ gRPC ‘*j——/\”—l\@y 7/])7/ l\uﬁwﬁawuum%
T 2 BRI SN EE AN, 22— —H LN AT — FIC L 2 AR EE L ET,
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\)

GE) 7747 bOEHERFHCAICE > TEL SN TWED, ERROFERNLA AR —FSh
Teb— bk CAIZ K » THEHEEAL SNVTOWRWES, gpe 7 747~ ME, =—%— Ffi] CA
REAE, BLOUL— b CAFEHEZ SRS ET = — 2T 20 E R H 0 £,

— -
23472k
eNMIY 7 27 ) 7Foa A2, ERATRER 2 T4 T bW DbV £, ZOX57k”

Z AT~ k@ 1213 https://github.com/influxdata/telegraf/tree/master/plugins/inputs/cisco_telemetry
enmi IZH VY £,

DMEY XS 1) T3 D : PROTOT>a—F 425

gnmi-console --host >iip> --port 50051 -u <user> -p <pass> --tls --
operation=Subscribe --rpc /root/gnmi-console/testing bl/once/61 subscribe bgp dme gpb.Jjson

[Subscribe] —--—-=-==-==-=—-=———————————
### Reading from file ' /root/gnmi-console/testing bl/once/61 subscribe bgp dme gpb.Jjson
Al

Wed Jun 26 11:49:17 2019

### Generating request : 1 —-—-————-——-—-
### Comment : ONCE request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {

subscription {

path {

origin: "DME"

elem {
name: "sys
}

elem {
name: "bgp"

}

}

mode: SAMPLE

}

mode: ONCE

use models {

name: "DME"

organization: "Cisco Systems, Inc."

version: "1.0.0"

}

encoding: PROTO

}

Wed Jun 26 11:49:19 2019

Received response 1 —-—-—-———-—-—————"—"——————"—-~————
update {

timestamp: 1561574967761

prefix {
elem {
name: "sys

}

"

"
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elem {
name: "bgp"

update {
path {
elem {

elem {

name: "version str"

}

}

val {

string val: "1.0.0"

}

}

update {

path {

elem {

}

elem {

name: "node id str"

}

}

val {

string val: "n9%k-tm2"

}

}

update {

path {

elem {

}

elem {

name: "encoding path"

}

}

val {

string val: "sys/bgp"

}

}

update {

path {

elem {

}

elem {

/Received ——-=-------mmmmmmm
Wed Jun 26 11:49:19 2019
Received response 2 ———=———=——=————————————————
sync_response: true
/Received —————————————————
(_gnmi) [root@tm-ucs-1 gnmi-console]#
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HERE(ZDINT

Capabilities RPC |X, gNMI % —ERADHEEED U 2 &K L F£9, RPC ZRIZKT HIEE A v
T—ITiE, gNMIV—EADNR—V g N—=Va VERINET—X ET /L, BXOY—
N—THR—-FENTNWDBF—F = a—F L IINEEhET,

Guidelines and Limitations for Capabilities

Following are the guidelines and limitations for Capabilities:
* For information about supported platforms, see Nexus Switch Platform Matrix.
» The gNMI feature supports Subscribe and Capability as options of the gNMI service.

* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the
12-MB maximum, the collected data is dropped.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* All paths within the same subscription request must have the same sample interval. If the same path
requires different sample intervals, create multiple subscriptions.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The feature supports Cisco DME and Device YANG data models.

* The gRPC process that supports gNMI uses the HIGH PRIO cgroup, which limits the CPU usage
to 75% of CPU and memory to 1.5 GB.

* The show grpc gnmi command has the following considerations:
* The commands are not XMLized in this release.
* The gRPC agent retains gNMI calls for a maximum of 1 hour after the call has ended.

« [f the total number of calls exceeds 2000, the gRPC agent purges ended calls based an internal
cleanup routine.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VREF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of 2 gRPC servers on each Cisco Nexus 9000
switch. You can run one gRPC server in each VRF, or run only one gRPC server in the management VRF.
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Supporting a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the
management VRF, where significant traffic load might not be desirable.

If two gRPC servers are configured, be aware of the following:

» VRF boundaries are strictly enforced, so each gRPC server processes requests independent of the
other, and requests do not cross between VRFs.

* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

WD 547 2 FH DA

ZOFHITIE, TP OpenConfig 7 /L RPM IR AA » FIZA VA =L EZHNTWVET,
Wiz, HRED 7 ZA4 T v M hoBlERLET,

hostname user$ ./gnmi cli -a 172.19.193.166:50051 -ca crt ./grpc.pem -insecure

-capabilities
supported models: <
name: "Cisco-NX-0OS-device"

organization: "Cisco Systems, Inc.
version: "2019-11-13"

>

supported models: <
name: "openconfig-acl"
organization: "OpenConfig working group"
version: "1.0.0"

>

supported models: <
name: "openconfig-bgp-policy"
organization: "OpenConfig working group"
version: "4.0.1"

>

supported models: <
name: "openconfig-interfaces"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-aggregate"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ethernet"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ip"
organization: "OpenConfig working group"
version: "2.3.0"

>

supported models: <
name: "openconfig-if-ip-ext"
organization: "OpenConfig working group"
version: "2.3.0"

>
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supported models: <

name: "openconfig-lacp"
organization: "OpenConfig working group"
version: "1.0.2"

>

supported models: <
name: "openconfig-1ldp"
organization: "OpenConfig working group"
version: "0.2.1"

>

supported models: <
name: "openconfig-network-instance"
organization: "OpenConfig working group"
version: "0.11.1"

>

supported models: <
name: "openconfig-network-instance-policy"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-ospf-policy"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform"
organization: "OpenConfig working group"
version: "0.12.2"

>

supported models: <
name: "openconfig-platform-cpu"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-fan"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-linecard"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-port"
organization: "OpenConfig working group"
version: "0.3.2"

>

supported models: <
name: "openconfig-platform-psu"
organization: "OpenConfig working group"
version: "0.2.1"

>

supported models: <
name: "openconfig-platform-transceiver"
organization: "OpenConfig working group"
version: "0.7.0"

>

supported models: <
name: "openconfig-relay-agent"
organization: "OpenConfig working group"
version: "0.1.0"
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>

supported models: <
name: "openconfig-routing-policy"
organization: "OpenConfig working
version: "2.0.1"

>

supported models: <
name: "openconfig-spanning-tree"
organization: "OpenConfig working
version: "0.2.0"

>

supported models: <
name: "openconfig-system"
organization: "OpenConfig working
version: "0.3.0"

>

supported models: <
name: "openconfig-telemetry"
organization: "OpenConfig working
version: "0.5.1"

>

supported models: <
name: "openconfig-vlan"
organization: "OpenConfig working
version: "3.0.2"

>

supported models: <
name: "DME"

organization: "Cisco Systems, Inc.

>
supported models: <
name: "Cisco-NX-0S-Syslog-oper"

organization: "Cisco Systems, Inc.

version: "2019-08-15"
>
supported encodings: JSON
supported encodings: PROTO
gNMI_version: "0.5.0"

hostname user$

group"

group"

group"

group"

group"

ETFLBHEIOSS5IEY T4 |

GetRPCOEMNE, 7 T7A TV MIXTHRA ANDLT—Z V)V —DAF v gy NS TE
HEFTHZETT, 1 DOERTHED NN AZERTEET, gNMI SZABRITHES T,
XPATH OfiFEATH D gNMI AF—~ /SR = a—F ¢ VT BKIBRSRIER S ET,

Get #EDFERIZ DWW TIX, gNMI OfEEETH S gRPC K T — 7 EFHA VU X —T = A A
(eNMD @ DIRFETHFHRO AT v v ay NG BZ v a 2SR TSN,


https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-path-conventions.md
https://github.com/openconfig/reference/blob/1cf43d2146f9ba70abb7f04f6b0f6eaa504cef05/rpc/gnmi/gnmi-specification.md
https://github.com/openconfig/reference/blob/1cf43d2146f9ba70abb7f04f6b0f6eaa504cef05/rpc/gnmi/gnmi-specification.md

| EFLBBHRITOTIS<EY T4
GeticB¥ axgEELsREE [

Get ICEHT 4 FEFHELFIREER

RIZ, Get BLU Set IZPHT 2 1EEFHLEHIRFEA R LET,
* GetRequest.encoding X JSON O A% AR — K LET,

* GetRequest.type D54, DataType CONFIG & STATE D473 YANG CHEB:OFHBIBEIR & K
ZFiHE£J, OPERATIONAL (Z¥ KR — & T\ EHA,

« 1 DOHERIZ OpenConfig (OC) YANG /XA & T /34 A2 YANG RADM FHGEDH Z &I
TEEHA, ERITIE., OCYANG RRAEITT /34 A YANG /RADIHH G0 D LENH
DET, MFTEEGEDDLZLITTEETA,

s b= kR (1] :FRTOETNALDOTT) O GetRequest [ LFF A SN TWVER A,

¢ gNMIGet [T XTOT 7 4 /L MEZIK L ET (RFC 6243 [4] D report-all E— K& HH)
« Subscribe 1%, EF /L Cisco-NX-0S-syslog-oper & A— k LET,

* Get IZE T /L cisco-NX-0S-syslog-oper & AR — F L TCWEHA,

¢ XX /systemMBHD 7 Y X, /XA /system/processes NHDT — X B LER A,
openconfig-procmon 7 — &% D7 T U IZIX, FFED/ A /system/processes AT
PVERDY £9,

cROA TV a HBIZYHR— IR TWERA,
e NRADT VT 4T A
e NRADTZA YT R

e NRARNDU ANV RH—F

« 1 D? GetRequest |ZIXIK 10 D/RXRAEEHDH LN TEET,

* GetResponse TIRIINLAHMET 4 —/V ROV A XN 12MB 22 52856, VAT AIFTT7—
AT —H A grpc: :RESOURCE_EXHAUSTED &K L £,

« XK gRPC ZfENy 7 7 A4 XX 8MBIZRESN TWVET,
+ Get DFRIFE v a VOEFHEIT S IZHIBS LTV ET,

o REUEILAERR DS AA > FITHHA I TV D & X1 Get BEZEITT 5 &, gRPC 7' rE R
PERTFTREZRR T R TCORAEY ZHET LN H Y 3, AEVBIRENREAET D
& RO syslog MAERRIILET,

MTX-API: The memory usage is reaching the max memory resource limit (3072) MB

Z OSENEEENE G L TR AET D & IROD syslog BAERK I IVET,

The process has become unstable and the feature should be restarted.

T DR AT gRPC B A FEHRE) LT, gNMI h 7 47 & 5 > Ol OB A $HT79 5 =
LEBED LET,
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s Get DEFHRIFE v & g VDR RENT, BRI LTV DR KFEIRFFEOH LD 75% T, 7=
& ZIE, MTX FIFFIEON LS 16 ICHERR SN TV B A, Get DA v v a v Dk
KEAL 1212720 £9,

* Get & Set DFIFE v v a U OEHEIL, BUEMHEK LTS gNMI DR KR KE S 1
Wb TT, o d 2iE, gnmi ORIFFFEOH LS 16 IR SN TV DEE. Get B
LU Set DEEIRIFFE v g v ORKRIKIT 151070 9,

o RFIBEZRAERN AA > FITHH SN TS & EIT Get BAEEZEITT 5 &, gRPC F'rER
MESREZWLIECTE R R D AREMERH Y £, TORET, ROZT—PIERINET,

There is insufficient memory available on the device to process the subscription.

=L

axX AE

Set [TDOUT

SetRPC 1%, 7/ ADERAER T 572D TA T MR- THEHENET, T34 X
T HIZH T E HEAEITHIBR, @, BT, IRERE T TIThivE T, H—0 Set ERD
FTRTCOEEZI N T o F 7 ard LTHRbNET, DF0 ., TXTOBRIENEI L2272
BEx, 7 ADBGOREIC e — Ny 7 SivET, Set #EIX, SetRequest THEE iz
NEFCEA SnE T, SABNEREIEESN TV DIHA, AVWe LEEX T2 Lk b L
ThH, BERHEASINET, 7 —FORKKREIL, NT7 P72 a COREKBIEIC X - THEEL
S ET, SetRequest:delete, replace, update 7 4 —/L R CHE Z 72T X TD/NA L CONFIG
T—=HNRATHY, 7I7AT 2 MIESTEZIARARETHD LAEINTWVET,

Set HEDFEAIZ OV TIE, gNMI AR,
https://github.com/openconfig/reference/blob/ 1 cf43d21469ba70abb 7f04f6b0fbeaaS04cef05/rpc/gnmi/gnmi-specification.md
@ [Modifying State] D7 >3 VS LTI,

Set [CBHI HEEFHIE L HIREIE
WIZ, Set IZBT HEEFHEFIRFHEZRLET,
* SetRequest.encoding (% JSON O ZH %R — Kk LET,

« 1 DD ERIT OpenConfig (OC) YANG 7SZ & F /314 2 YANG R ADMW A& 5 Z &%
TEFEHA, ERITIEZ, OCYANG /N R ET2ITT /31 A YANG /XA D% 5 6D 5 BN &
DET, MFEEDDLILITTEERA,

« Subscribe 13, 5L Cisco-NX-0S-syslog-oper & R— b Ljﬁjﬂo

o )RR /systemMHD 7 TV X, /3R /system/processes NHDT — X ZIR LEHF A,

openconfig-procmon 7‘_‘& Y/ =) 12, 4‘1'%73”0)/\"2 /system/processes %fﬁﬁﬁ‘é—é
VENH Y £,

RO T a VEHBIZVAR—- PSR TWEEA,
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zz W

e RADT VT 4T A
e NRADTA YT A

c NZANDT AN RI— R

« 1 D® SetRequest (21T K 20 D/XAEEDHDH I ENTEET,

« kK gRPC Z/5 /3y 7 7 94 R T SMB IZHE SN E T,

« Get & Set DFIRFE > 2 g VOGFHIL, BUEMBK I LTV D gNMI O RIRFR KIS 1

%a%k%@ffokkiﬁ\gmﬂ®ﬂﬁWUﬁLﬁﬂ6; REINTVDHEHA, Get B
L Set OAFFEIFFE v v a v OBRREIZ 1512720 £9,

* Set::Delete RPC T, #{ERROMBERNKE T T D AEEMERH 255G, MTX 27 A vt —

DNIEENRERSNET,

Configuration size for this namespace exceeds operational limit. Feature may
become unstable and require restart.

Guidelines and Limitations for Subscribe

Following are the guidelines and limitations for Subscribe:

« If you configure a routing-policy prefix-list using the CLI and request gNMI Subscription for the

routing-policy OpenConfig model, it is not supported. For example, when you attempt to subscribe
an OpenConfig routing policy with a preexisting CLI configuration like the following, it returns
empty values due to the current implementation of the OpenConfig model.

ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32

ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128

Using the example paths,
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config

For information about supported platforms, see the Nexus Switch Platform Matrix.
The gNMI feature supports Subscribe and Capability RPCs.

The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the 12
MB maximum, the collected data is dropped.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.
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* All paths within the same subscription request must have the same sample interval. If the same path
requires different sample intervals, create multiple subscriptions.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The feature supports Cisco DME and Device YANG data models.

» The gRPC process that supports gNMI uses the HIGH PRIO cgroup, which limits the CPU usage
to 75% of CPU and memory to 1.5 GB.

* The show grpc gnmi command has the following considerations:
* The commands are not XMLized in this release.
» The gRPC agent retains gNMI calls for a maximum of 1 hour after the call has ended.

« If the total number of calls exceeds 2000, the gRPC agent purges ended calls based an internal
cleanup routine.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VREF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of 2 gRPC servers on each Cisco Nexus 9000
switch. You can run one gRPC server in each VREF, or run only one gRPC server in the management VRF.
Supporting a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the
management VRF, where significant traffic load might not be desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server processes requests independent of the
other, and requests do not cross between VRFs.

* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

gNMI R4 O—
eNMI 1T, FFEDXA a— REXZHEH L TROLDIZY TR T4 7 LET
*DME A U — X

* YANG A U —A

VTR T4 TEAEILZ. WOEFE—RTHAR—FINTWET
*ONCE : 57— % 1 [BYV TR IFATLTZIEL, By ary2HUET,

*POLL : 7RI T4 T LTy aralniExicLEzd, 77947 MITFT—4N0
WMEZR AR =Y VT EREZRE L ET,

« STREAM : B EDHETT — 22 YT 20547 L, ZELET, A u—RI) / PH
AL CHEZSZ T ANET, 1 £ =1000000000 F /T3,
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«ON CHANGE : W7 A7 FA 7 LCAF v Fvay " aZELET, YU —CApnER
SNTEGAICOBRT =2 EZELET,

« TARGET DEFINED : B C& 297 A7 U 7P a v O #A 72 RELET,
REE— I

« KE— FIZE, RESY 7 LAY 7 D 2 SORENLETT,

* ONCE : SAMPLE, ONCE

* POLL : SAMPLE, POLL

* STREAM : SAMPLE, STREAM

* ON_CHANGE : ON_CHANGE. STREAM

« TARGET DEFINED : TARGET DEFINED, STREAM
Origin

*DME : DME €7 /L ~DHT A7 T A7

e device : YANG ET NV~DYT A7 T 47

» openconfig : Openconfig ET /L ~DH T X7 Z 47
Eai]

« DME=DME €5 /L ~DYV T AT T34

« Cisco-NX-0S-device = YANG EFT /L ~DHV T 27 F 47
Tra—7 47

«JSON = 2 | U —AJF JSON JEUCTIE S E T,

« PROTO = A k U — AT protobuf.any e T E SN E T,

DME X k1) — L. gNMI R« O— KD

\)

GE) 77947 FZEITMBOANERARH Y £7°,

"SubscribeRequest":
[
{
" comment" : "ONCE request",
" delay" : 2,
"subscribe":
{
"subscription":
[
{
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"

_comment" : "lst subscription path",

"path":
{
"origin": "DME",
"elem":
[
{
"name": "sys"
}I
{
"name": "bgp"
}
]
}I
"mode": "SAMPLE"
}
]I
"mode": "ONCE",
"allow_aggregation" : false,

"use _models":
[
{
" _comment" : "lst module",
"name": "DME",
"organization": "Cisco Systems,

"version": "1.0.0"

Inc.",

] r

"encoding": "JSON"

gNMI X« B — K YANG R k1) — LD

"SubscribeRequest":
[
{
" comment" : "ONCE request",
" delay" : 2,
"subscribe":
{
"subscription":
[
{
" comment" : "lst subscription path",
"path":
{
"origin": "device",
"elem":
[
{
"name": "System"
I
{
"name": "bgp-items"

"mode": "SAMPLE"
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"mode": "ONCE",
"allow_aggregation" : false,
"use _models":

[
{

"

comment" : "lst module",
"name": "Cisco-NX-0S-device",

"organization": "Cisco Systems, Inc.",
"version": "0.0.0"
}
] r
"encoding": "JSON"

Openconfig X O— F D4l

{

"SubscribeRequest":
[
{
" comment" : "STREAM request",
" delay" s 2,
"subscribe":
{
"subscription":
[
{
" comment" : "lst subscription path",
"path":
{
"origin": "openconfig",
"elem":
[
{
"name": "interfaces"
}
]
I
"mode": "SAMPLE",
"sample interval": 10000000000
}
1,
"mode": "ONCE",
"allow_aggregation" : false,

"use models":

[
{

1,

" comment" : "lst module",

"name": "openconfig-interfaces",
"organization": "OpenConfig working group",
"version": "0.8.1"

"encoding": "JSON"
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A k1)—Z= > 7% Syslog
gNMID X ~1)—= > % Syslog [TDUNT

eNMI YT 27 A4 71, eNMI YT R7 T A TERICHE - TREE(LT — 4% 7 v ad b
ET, VAT ATMABEZ > TWDLDONEY T NVEA LTERRTDH, Xy NT—T 2E=HF—

THHLWHIETT,
CiscoNX-0S U U —2 93(3) LTI, gNMI V7 27 T4 THREDOHIA— MR BEMEhEL
7o

eNMI T 27 F A7 HR— kDO
» Syslog-oper ET /LD A~ —3I

* stream_on_change

Z OMBEIL. 8GB LA LD A E Y Ak L 7= Cisco Nexus 9000 'V — X 24 v FICHA SN E
j—O

A MY)—= 2% Syslog ICRET HFEHIE L HIREIE : gNMI
A U= 7 Syslog [CBHT % ER FE L HIRFEITRO L B0 TT,

« B2 syslog (TP AR—F S TWERHA, L&, 74V F2EIT7 =) FEx2F>
syslog T,

cRDNALZT PR R—bFShET
* Cisco-NX-OS-Syslog-oper:syslog
* Cisco-NX-OS-Syslog-oper:syslog/messages

e RDE— RKIZVR—FENTWERA,
e AN =AY T

-

¢ TRIT YANG EF/V 74—~y NTHAVERH Y 5,

T TV r—varefildTol b, MBOT TV r—yva v EERTHI LB TE
ijﬂo

e~ u—RIar be—InbEES, gNMUFSEZEELET,

il

ey a—7 47 74—~ MIISON & PROTO CT7,
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Syslog * 1 7« 7 YANG ET /L

YangModel 1= Z2H Y £,

\}

GE) XA LY—2 74—/ RIL, clock format show-timezone syslog 73 A J] 7= 512 DA%
ENET, T7AN P TEHRESNTORNED, Z ALY —2 T =)L FIFZETT,

PYANG Tree for Syslog Native Yang Model:
>>> pyang -f tree Cisco-NX-0OS-infra-syslog-oper.yang
module: Cisco-NX-0OS-syslog-oper

+--ro syslog

+--ro messages

+--ro message* [message-id]

+--ro message-id int32

+--ro node-name? string

+--ro time-stamp? uint64

+--ro time-of-day? string

+--ro time-zone? string

+--ro category? string

+--ro group? string

+--ro message-name? string

+--ro severity? System-message-severity
+--ro text? string

B ITRY 54 TERDH

I, TR T THEROFZRLUET,
{

"SubscribeRequest":
[
{
" comment" : "STREAM request",
" _delay" : 2,
"subscribe":
{
"subscription":

[
{

" comment" : "lst subscription path",
"path" .
{
"origin": "syslog-oper",
"elem":
[
{
"name": "syslog"

}!
{
"name" :"messages"
}
]
}!
"mode": "ON_ CHANGE"
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"mode": "ON_CHANGE",
"allow_aggregation” : false,
"use _models":
[
{
" _comment" : "lst module",
"name": "Cisco-NX-0S-Syslog-oper",
"organization": "Cisco Systems, Inc.",
"version": "0.0.0"
}

] 4
"encoding" :"JSON"

PROTO & 1 D15

Z UL PROTO H /D% 7T,
FHEHAR AR

[Subscribe] ——=—==—==—————————
### Reading from file ' /root/gnmi-console/testing bl/stream on change/OC_SYSLOG.json '
Sat Aug 24 14:38:06 2019

#4## Generating request : 1 —-—-——————-—-

### Comment : STREAM request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {

subscription {

path {

origin: "syslog-oper"

elem {

name: "syslog"
elem {

name: "messages"

mode: ON_CHANGE
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use_models {

name: "Cisco-NX-0S-Syslog-oper"

organization: "Cisco Systems, Inc."

version: "0.0.0"
encoding: PROTO

Thu Nov 21 14:26:41 2019
Received response 3 -—-—-—-———————————————————
update {

timestamp: 1574375201665688000
prefix {

origin: "Syslog-oper"
elem {

name: "syslog"

}

elem {

name: "messages"

}

}

update {

path {

elem {

name: "message-id"

}

}

val {

uint_val: 529

}

}

update {

path {

elem {

name: "node-name"

}

}

val {

string val: "task-n9k-1"
}

}

update {

path {

elem {

name: "message-name"

}

}

val {

string val: "VSHD SYSLOG CONFIG I"
}

}

update {

path {

elem {

name: "text"

}

}
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val {

string val: "Configured from vty by admin on

}

}

update {

path {

elem {

name: "group"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "category"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "time-of-day"

}

}

val {

string val: "Nov 21 2019 14:26:40"
}

}

update {

path {

elem {

name: "time-zone"

}

}

val {
string val:
}

}
update {
path {
elem {
name: "time-stamp"
}

}

val {

uint _val: 1574375200000
}

}

update {

path {

elem {

name: "severity"

}

}

val {

uint _val: 5

}

}

wn

console0"
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}

/Received ----------------------———————————————

JSON H A D5

Z A JSON A1 o 5T,

[Subscribe] —--—=-==------—-————————— - ——
### Reading from file ' testing bl/stream on change/OC_SYSLOG.json '

Tue Nov 26 11:47:00 2019

#4## Generating request : 1 —-—-——————-—-
### Comment : STREAM request
### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE
subscribe {

subscription {

path {

origin: "syslog-oper"

elem {

name: "syslog"

}

elem {

name: "messages"

}

}

mode: ON_CHANGE

}

use models {

name: "Cisco-NX-0S-Syslog-oper"
organization: "Cisco Systems, Inc."
version: "0.0.0"

}

}

Tue Nov 26 11:47:15 2019

Received response 5 —-—-—-———=—-———————"——————————

update {

timestamp: 1574797636002053000

prefix {

}

update {

path {

origin: "Syslog-oper"

elem {

name: "syslog"

}

}

val |

json val: "[ { \"messages\" : [[

{\"message-id\":657}, {\"node-name\" : \"task-n9k-1\", \"time-stamp\": \"'1574797635000\", \"time-of-day\" : \"Nov
26 2019

11:47:15\", \"severity\":3, \"message-name\" : \"HDR I2IEN ERR\", \"category\":\"ARP\", \"group\": \"ARP\", \"text\":\"arp
[30318] Received packet with incorrect layer 2 address length (8 bytes), Normal pkt

with S/D MAC: 003a.7d21.d55e ffff.ffff.ffff eff ifc mgmt0(9), log ifc mgmt0(9), phy ifc
mgmt0 (9)\", \"time-zone\":\"\"} 11 } 1"

}

}

}
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/Received ----------------------———————————————

A—Ta4 5

™ FL—X OYDINE

1. tmtrace.bin -f gnmi-logs gnmi-events gnmi-errors following are available
2. Usage:

bash-4.3# tmtrace.bin -d gnmi-events | tail -30 Gives the last 30

}

}

}

[06/21/19 15:58:38.969 PDT £8f 3133] [3981658944] [tm transport internal.c:43] dn:

Cisco-NX-0OS-device:System/cdp-items, sub id: 0,

sub_id str: 2329, dc_start time: 0, length: 124, sync response:l

[06/21/19 15:58:43.210 PDT £90 3133] [3621780288] [tm_ec yang data processor.c:93] TM EC:
[Y] Data received for 2799743488: 49

{

"cdp-items" : {

"inst-items" : {

"if-items" : {

"If-1list" : [

{

"id" : "mgmtO",

"ifstats-items" : {

"v2Sent" : "74",

"validv2Rcvd" : "79"

[06/21/19 15:58:43.210 PDT £91 3133] [3981658944] [tm_transport internal.c:43] dn:
Cisco-NX-0OS-device:System/cdp-items, sub id: 0,

sub_id str: 2329, dc start time: 0, length: 141, sync response:l

[06/21/19 15:59:01.341 PDT £92 3133] [3981658944] [tm_transport internal.c:43] dn:
Cisco-NX-OS-device:System/intf-items, sub id:

4091, sub id str: , dc_start time: 1561157935518, length: 3063619, sync response:0
[06/21/19 15:59:03.933 PDT £93 3133] [3981658944] [tm_transport_ internal.c:43] dn:
Cisco-NX-0OS-device:System/cdp-items, sub id:

4091, sub _id str: , dc_start time: 1561157940881, length: 6756, sync response:0
[06/21/19 15:59:03.940 PDT f94 3133] [3981658944] [tm_transport internal.c:43] dn:
Cisco-NX-0OS-device:System/lldp-items, sub id:

4091, sub _id str: , dc_start time: 1561157940912, length: 8466, sync response:l
bash-4.34#

MTX R&ER B U DUREE

1. Modify the following file with below /opt/mtx/conf/mtxlogger.cfg

<config name="nxos-device-mgmt">
<container name="mgmtConf">
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<container name="logging">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="allActive" type="boolean" default="false">true<
/leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES
SCOMPONENTIDS STYPES: SMSGS">SDATETIMES SCOMPONENTIDS STYPES
SSRCFILES @ S$SRCLINES SFCNINFOS:S$SMSGS</leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%HSMSS"><
/leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="$CLASSS$: : SFCNNAMES ($SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="facility">
<leaf name="info" type="boolean" default="true">true</leaf>
<leaf name="warning" type="boolean" default="true">true<
/leaf>
<leaf name="error" type="boolean" default="true">true</leaf>

Note: Beginning with Cisco NX-0OS Release 9.3(4), the following default configuration is
changed from
default true to false. To investigate an issue which requires the debug messages,
edit
the following configuration and toggle it to true.

<leaf name="debug" type="boolean" default="false">true<

/leaf>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
<leaf name="name" type="string" default="mtx-internal.log"><
/leaf>
<leaf name="location" type="string" default="./mtxlogs">
/volatile</leaf>
<leaf name="mbytes-rollover" type="uint32" default="10"
>50</leaf>
<leaf name="hours-rollover" type="uint32" default="24"
>24</leaf>

<leaf name="startup-rollover" type="boolean" default="
false">true</leaf>
<leaf name="max-rollover-files" type="uint32" default="10"
>10</leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string">*</leaf>
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<leaf name="active" type="boolean" default="false"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-EvtMgr</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT-JSON</leaf>
<leaf name="active" type="boolean" default="true"

>false</leaf>
</listitem >
<listitem>
<leaf name="id" type="string">SYSTEM</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">LIBUTILS</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-*</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-Cisco-NX-0S-
device</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-openconfig-bgp<
/leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-NC</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-RC</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
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</listitem>

<listitem>

>true</leaf>
</listitem>

</list>

mxmn s o [

<leaf name="id" type="string">INST-ADAPTER-GRPC</leaf>
<leaf name="active" type="boolean" default="true"

</container>
</container>

</config>

2. Run "no feature grpc" / "feature grpc"
3. The /volatile directory houses the mtx-internal.log, the log rolls over time so be
sure to grab what you need before then.

bash-4.3# cd /volatile/

bash-4.3# cd /volatile -al

total 148

AXrWXIrWXTWX
drwxrwxr-t
“TW-YW—rw-

-rw-Yr—-r--
-rw-Yr—-r--
-rw-Yr—-r--
-rw-Yr—-r--
-rw-r—-r--
-rw-Yr—-r--
-rw-Yr—-r--
-rw-Yr—-r--
-rw-Yr—-r--
-rw-r—-r--
“TW-YW—rw-
“TW-YW—rw-
ArWXIrWXTWX
AXrWXIrWXTWX
bash-4.3#.

4 root root 340 Jun 21 15:47
64 root network-admin 1600 Jun 21 14:45

1

NWR R PR PR PP BP P

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

103412 Jun 21 16:14 grpc-internal-log

24 Jun 21 14:44 mtx-internal-19-06-21-14-46-21.1log
24 Jun 21 14:46 mtx-internal-19-06-21-14-46-46.1log
175 Jun 21 15:11 mtx-internal-19-06-21-15-11-57.1log
175 Jun 21 15:12 mtx-internal-19-06-21-15-12-28.1log
175 Jun 21 15:13 mtx-internal-19-06-21-15-13-17.1log
175 Jun 21 15:13 mtx-internal-19-06-21-15-13-42.1log
24 Jun 21 15:13 mtx-internal-19-06-21-15-14-22.1og
24 Jun 21 15:14 mtx-internal-19-06-21-15-19-05.1log
24 Jun 21 15:19 mtx-internal-19-06-21-15-47-09.1log
24 Jun 21 15:47 mtx-internal.log

355 Jun 21 14:44 netconf-internal-log

0 Jun 21 14:45 nginx_logflag

60 Jun 21 14:45 uwsgipy

40 Jun 21 14:43 virtual-instance
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gNOI-gRPC v T —V#{EA V3 —Dx
1R

* About gNOI, on page 347

« IR— h &N D gNOIRPC (347 ~—2)
o AT A proto (348 ~X—7)

«0S 7'm bz (350 =X—7)

« GEBAE Proto (351 X—7)

« 774V Proto (351 X—)
 EEFHEARFEHE (352 X—)

« gNOI DOffgg8 (353 ~X—)

About gNOI

gRPC Network Operations Interface (gNOI) defines a set of gRPC-based micro-services for executing
operational commands on network devices. The operational commands supported are Ping, Traceroute,
Time, SwitchControlProcessor, Reboot, RebootStatus, CancelReboot, Activate and Verify.

gNOI uses gRPC as the transport protocol and the configuration is same as that of gNMI. For details on
configuration, please refer to Configuring gNMI.

To send gNOI RPC requests, user needs a client that implements the gNOI client interface for each RPC.

In Cisco NX-OS Release 10.1(1) the gNOI defines Remote Procedure Calls (RPCs) for a limited number
of components and some of them related to hardware (like optical interfaces).

Proto files are defined for the gRPC micro-services and are available at GitHub.

#7R— k15 gNOI RPC

HAR— b ZHTWD gNOIRPC (FRD LB TT,
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EFLEBBEIOIS5TEY T4 |
. < X T L proto

RAU:
Jokraln gNOI RPC HR— b3
System ping O

FL—ZL—k (A
F ] (=4
SwitchControl 7' 1 & » ¥ =S
77—k (=4
RebootStatus M
CancelReboot v
(0N 77T 474k =y
A H =Tz AR (YA
Cert LoadCertificate A
File get =4A
Stat EA
HilBR (A

v AT L proto

VAT Aproto —E R T, HEBIOT VAN XL T T4 OHNETH—F v NEEFEHT
EDH LT AEAEFBER RPC DL 7 2 a3 »TF,

WIZ, AT Aoproto D RPC AR — FOFEME R L E T,
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© AT L proto .

RPC

HR— bk

B

HfR=1H

ping

ping/ping6 cli =~ K

X —/%" K Cping 2~
Y REFATL, MR%E
AR —ATRLE
T, —HEkD X —4 > b
T, TXToORERERN
FIFFTREIZ 72 5 & TH
BNRA RN —I 7
NRWGERH Y F
T Ty MEDBHPR
HUZHEE STV
LA, S»ERAS
E AN

do_not_resolve 47
vaiItAR—hrEh
TWERA,

FL—Z)b— |k

traceroute/traceroute6 cli
a2 K

4 —7%" > | C traceroute
avy REFEITL, #
RAEAPN)—LATRL
7, —HOr—F v
FTiE, X ToORER
PMEFHFREIC /R D5 £ T
FERNA N —I 7
SNBRWEERH D F
T, KB T T
k30 MEM S E
7T

itial ttl, marx_ttl,
wait,

do_not fragment,

do not resolve, LN
l4protocol 47> 7 v
I AR—hFEnTE
B A,

e ]

o — 77 LI

H—7y N OBITEDKE
AERLET, EE.

2=y NMSE LT
WBHMNE D InET A
THEOIHERSE
7T

SwitchControl 7' 7t »»
_H—

system switchover cli =X
<> K

HAEDONL— N T atk v
B IEE S L—
N =t I =
AET, A v FA—
AN IR I A L
T, BRI TAT
UMIREND & iER
FEESNWGAERH D
*9,

AA o FA—N— TR
BEZRAELET, O
R IRBENTTAT
v MZIRES D & IR
AES N WIEERH D
7
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RPC HR— b+ SRER HIFREIE
J 7 — k reload module X —2 > N& U 7 — b |message 47 = UiF
LE1, FR—hEINFEEA,

delay 7> a3 F A

A yFOYu—KFTH
RN—h L E T, path
F 7 a T oO0E
Va— VK5 EZII N

nET,
RebootStatus show version [module] | % —4 v DY 7 — k|-
ci <~ R DAT—H A& LFE
‘é‘o
CancelReboot reload cancel oY 7 — pEEK -
Xy LET,

\)

() SetPackage RPC |EH AR — h STV EHA,

0S o ko)L

OSH—t AL, F~F v P EDOS A VA F—JUZHTBHA L FZ—T = AU LE T,
OS R lr—VD7 74N 74—~y bME, 77y b 7H—LlIlkoTHREVES, 7T v b
T A —AF, BRSNS RNy =V RATT — AR THDH Z L A MRGEET D ERH Y
F9, AT, BEROELWAY Y2l T 5Ny a Tz I/ G0 0LENRH Y 7,
Ny a2lZ 0S Ny r—VIRDIAT Z LR BRI LET,

H—y ME, MEADKFA L —E0SA VA M= 7t AEEHLET, —EHOE5]
DOS Ny Tr—VEEAF L, FL0OS Ny 7 —Unm < GEIi A T, TR A= Zfif
HMUET, #—7 > M, A7 FHLWO0S Xy r—VHO+ 5370 AR—ANFILHDH Z &
MMEFESNE T, BEFEITTO 0S Sy r—IFHIBRLARNTLSEE Y, 7947 v M, &
BIZIEFIZA VA M= SNy r— U RNMERARECH D Z L 2 BE L CEET 520156 T
7T

RIZ, OSproto @ RPC #7R"— FOFEfMZE R L E T,
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SEEAZE Proto .

RPC HR— bk A A

HfR=1H

install all nxos
bootflash:///img name

RS2 08 N—
YarwE, KElDY
7 — MRRZEH D
N—=Va & LTRE
LEd, ZDRPC
X, ¥—5 v hEY
7—hrLET,

77T 474k

U7 — NIk LT85
BBy s E
IZEEITTEEY A,

FRFIE show version [#iE (Verify) 1.

FEITHD 08 N— =
VEMRELET, IO
RPCiZ, #—%7 v +®D
BN T 5 E T
BERIEOH S 55

BNRHY £,

)

GE) AV APF—=/LRPCITVR—FEINTWVERA,

2 BHZ Proto

SERREEHY —E R X, ¥—F v MLk Tz 7 AFR—rENET, e—F—T 3, AR

F—/b, B LOZE DA DFEEHE Proto RPC XY AR — F S TWEH A,

WUz, FEHE proto ® RPC YA — M DOFEMAZ /R L E T,
RPC HR— bk BL)] HREIR
LoadCertificate crypto ca import CA GFFAED AN FL |-
<trustpoint> Zo—RFLET,
pkes12 <file>
<passphrase>

7 741 )L Proto

- -

7 74 /L proto I&, file.proto RPC DEREIZIHEASNWT A v —VEZA MY —I 7 LET, T2
ICRHEH SN TV 2RV Put B OZF OO RPC 1%, 7 7 A /v Proto TIIHA— S TWnER

/UO
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Get, Stat, 3 X UF Remove RPC [&, bootflash, bootflash://sup-remote, logflash,
logflash://sup-remote, usb, volatile, volatile://sup-remote, I LW debug D7 7 A /)L VAT L%
PAR—KFLET,

WIZ, 7 7 A /L proto ® RPC H7R"— K OFEMZRLET,
RPC E: HIPREIE

it Getix# —7 EB 77 AN 77 AN YA XD EFRIT 32
ONE &= . A Y — |[MB T,
IV LET, T AViTE
LA vE—VIcko TR
M) —v7anEd, %
A =N iER K 64 KB O
T—HNEGEENET, &ED
A = UNRE Ik,
EEEINTET DNy v a
MEF S, A MU —A00
UBbNET, 77 A NVDIEE
L7aWiGEe., F2i37 7140
DFAIY FUZT T —H3 54
L7=5E1E, =7 =03
N

Stat Stat 1%, ¥—45 v b kD77 |-
ANWVICEAT DAL T =2 %K
LET, 77 ANVDBHEELR
WIS, EET7 7 A VDA
HTF—=H~DT 7 Az
T—RREAELTSEAIT, =

Z— ﬁ)ﬁéhiﬁ}
ElIES RemovelX. Z—4 > b bia|-
ESINT=7 7 A VEHIBRLE

To T 7 ANDEE LRV
é\?4v&kUT%é%

. ETTHIBREEC T —
ﬁ@&fb% B, =7 —n
EENET,

TIEFRIHELEHIWNSEIA

gNOI BEREIZIE, ROFEEFHEHIHNFELIH Y £7,
K16 DT 7T 4 772 gNOIRPC 3R — b & ET,
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¢ Cisco Nexus 9000 +' U —RX ZA v FIX, 1 DO gNMIH—E R L 22D gNOl~A 7 12 H—
ERAEFFO 1 DO RARA » M EFEITLET,

«10.1(1) U U — A Ti. gNOIRPC (Z[F%% D CLI Zffi [ L TEE SN ET, BEFED CLIHIR
FdAS ATV a o EFHEASNET,

«102(1)F U U —ALIFE, file.proto 33 & N cert.proto RPC 23 H AR — K I TV ET,

gNOIl DFEER

gNOI DR A MR T D121%, RO =a~vr RE AT LET,

avU R EBA

clear grpc gnoi rpc AR EREFFOCHLE Y ) =7 v 7T
DIz S ET,

debug grpc events {events|errors} ARy NERENSAR P S—5FT Ny
show grpc nxsdk event-history {events|errors} 7LET,

show grpc internal gnoi rpc {summary|detail } RO linternal | F—V— K a<w
Ko maEingE L,
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A2VISRAMIVFrDBE

cBTABEI T 0 7T )T 4IZONT (355 =)
T T T LWRERA E =T 2 A A AT TANTIZFHITONT (355 ~—7)

ETILERER AT STEY T 4I2DULVT

NX-0S T4 ZDETFTNEER 70 7T < U7 012k 0, T80 2D & filiE 2 B 8k
TEET,

F—REFYLY

T—HET VT, FEEOHKT oAbV, 707 T LEHEH LIEES—X
DHETHF Y NT—7 TR AOHRERR LET, T—F% TT/LE, ERTERESIN-E
WESE TR ENET, CLIZHEALZREDIZ I BNDONY 0T WTTN, T—F T L&l
AL CRELXHELT D LIRS M ELET,

CiscoNX-OS ¥ /34 ZIZYANG T — % 7V V' EFE LA PR —F L TWET, YANGIZ, R
NO—27 TR AOHERT —% LERT—%, VE—F 70— OH L, B OSEmM
ERHRTAEDICHAWLNE T —F =TV T SEETT,

TS LARERA VA —T AR

NX-0S TiE, 7—% ET NV CTOEEDT-DIZ 3 DOEER—2DT 0 T T~ T )V A F—
7 = A A (NETCONF, RESTConf, # XU gRPC) ¥ AR—FINTWET,

JOSSLRELRA VA —DT A ARAVITISARNSY
F 2D\ T

TITIENXOS a5 TN A E—T A AL TTFTANT T F ¥ OBEIZOWTEH
Bﬂ L\i—gﬁo
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NETCONEF Clients RESTCONEF Clients gRPC Clients

A A k

3 g ¥

SSH Web Server

gRPC Framework

y ’ x

3 . ¥

gRPC Agent

NETCONF Agent RESTCONF Agent

NX-OS

Datastore

501147

NETCONF, RESTConf £721%. gRPCfEH TOWWTNIDFETRESNTHERIL, #his
Ay =V AT V2 MIEBENET, ZORA v —UF T V=7 ME, ERNOLRTZEM
WCHESWTHEBEERDIETNAA LT TA NIV FXIChMINET, HRIEMEEHT L &,
WY T APNRIRES N, ERITUHEDO-DIESNET, ETFTAA T T AT I F i,
TNA AT —H A RNTCER (FEARY £33 EZIAL) 2FETLET, BRITER O —
TVl MRS, BRILDT T4 T 2 MUSERERFSINET,

NX-08 o5 5<TILA VB —DIARI—CT Vb

T—Vxz VNI, TARETTAT U MDA U F—T = A AR LET, TARALED
WEDRNIUVAR—=F, Fubar, BIOxzra—7F4 0 7%BELET, NX-08S 7
T~ )N A H—T A AL, NETCONF, RESTConf, 8L WgRPC D3 ODDT—V x> %
PR—=FMLET, ENENURYANGET VEZN L TT A ZAOERERICRR DA 2 —T =
A XL £,

\}

G¥)

£ CiscoNX-08 U U — A TH AR — h LTS YANG E T /WZ DUV T, https:/devhub.cisco.com/
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destination-group num
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destination-group 100
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uint8 t secure;
uint8 t padding;
} _attribute  ((packed, aligned (1))) tm pak hdr t;
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Guidelines and Limitations

Telemetry has the following configuration guidelines and limitations:

* For information about supported platforms, see the Nexus Switch Platform Matrix.

* Cisco NX-OS releases that support the data management engine (DME) Native Model support
Telemetry.

* Support is in place for the following:
* DME data collection

* NX-API data sources
» Google protocol buffer (GPB) encoding over Google Remote Procedure Call (gRPC) transport
* JSON encoding over HTTP

* The smallest sending interval (cadence) supported is five seconds for a depth of 0. The minimum
cadence values for depth values greater than 0 depends on the size of the data being streamed out.
Configuring any cadences below the minimum value may result in undesirable system behavior.

* Telemetry supports up to five remote management receivers (destinations). Configuring more than
five remote receivers may result in undesirable system behavior.

* Telemetry can consume up to 20% of the CPU resource.

Configuration Commands After Downgrading to an Older Release

After a downgrade to an older release, some configuration commands or command options can fail because
the older release may not support them. When downgrading to an older release, unconfigure and reconfigure
the telemetry feature after the new image comes up. This sequence avoids the failure of unsupported
commands or command options.

The following example shows this procedure:

* Copy the telemetry configuration to a file:

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)


https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html

| EFLBBHRITOTIS<EY T4
Guidelines and Limitations .

sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

» Execute the downgrade operation. When the image comes up and the switch is ready, copy the
telemetry configurations back to the switch.

switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

"switch(config) # telemetry’

"switch(config-telemetry)# destination-group 100°

"switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
"switch (conf-tm-dest) # sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

“switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC Error Behavior

The switch client disables the connection to the gRPC receiver if the gRPC receiver sends 20 errors.
Unconfigure then reconfigure the receiver's IP address under the destination group to enable the gRPC
receiver. Errors include:

» The gRPC client sends the wrong certificate for secure connections.

* The gRPC receiver takes too long to handle client messages and incurs a timeout. Avoid timeouts by
processing messages using a separate message processing thread.

Support for gRPC Chunking

Starting with Release 9.2(1), support for gRPC chunking has been added. For streaming to occur
successfully, you must enable chunking if gRPC has to send an amount of data greater than 12 MB to the
receiver.

The gRPC user must do the gRPC chunking. The gRPC client side does the fragmentation, and the gRPC
server side does the reassembly. Telemetry is still bound to memory and data can be dropped if the memory
size is more than the allowed limit of 12 MB for telemetry. In order to support chunking, use the telemetry
.proto file that is available at Cisco's GibLab, which has been updated for gRPC chunking, as described

in7 LAY a3 R—xMETBER, onpage 359.
The chunking size is from 64 through 4096 bytes.
Following shows a configuration example through the NX-API CLI:

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
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destination-group 2

ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB

use-chunking size 64
sensor-group 1

path sys/intf depth unbounded
sensor-group 2

path sys/intf depth unbounded
subscription 1

dst-grp 1

snsr-grp 1 sample-interval 10000
subscription 2

dst-grp 2

snsr-grp 2 sample-interval 15000

Following shows a configuration example through the NX-API REST:

{
"telemetryDestGrpOptChunking": {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

The following error message appears on systems that do not support gRPC chunking, such as the Cisco
MDS series switches:

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API Sensor Path Limitations

NX-API can collect and stream switch information not yet in the DME using show commands. However,
using the NX-API instead of streaming data from the DME has inherent scale limitations as outlined:

* The switch backend dynamically processes NX-API calls such as show commands,
* NX-API spawns several processes that can consume up to a maximum of 20% of the CPU.

* NX-API data translates from the CLI to XML to JSON.

The following is a suggested user flow to help limit excessive NX-API sensor path bandwidth consumption:

1. Check whether the show command has NX-API support. You can confirm whether NX-API supports
the command from the VSH with the pipe option: show <command> | json OF show <command> |
json pretty.

\}

Note Avoid commands that take the switch more than 30 seconds to return JSON output.

2. Refine the show command to include any filters or options.

* Avoid enumerating the same command for individual outputs; for example, show vlan id 100
, show vlan id 101, and so on. Instead, use the CLI range options; for example, show vlan id
100-110,204 , whenever possible to improve performance.
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If only the summary or counter is needed, then avoid dumping a whole show command output
to limit the bandwidth and data storage that is required for data collection.

3. Configure telemetry with sensor groups that use NX-API as their data sources. Add the show
commands as sensor paths

4. Configure telemetry with a cadence of five times the processing time of the respective show command
to limit CPI usage.

5. Receive and process the streamed NX-API output as part of the existing DME collection.

Telemetry VRF Support

Telemetry VRF support allows you to specify a transport VRF, which means that the telemetry data stream
can egress through front-panel ports and avoid possible competition between SSH or NGINX control
sessions.

You can use the use-vrf vrf-name command to specify the transport VRF.
The following example specifies the transport VRF:

The following is an example of use-vrf as a POST payload:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"

}I

"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"

Certificate Trustpoint Support
Beginning in NX-OS release 10.1(1), the trustpoint keyword is added in the existing global level command.

The following is the command syntax:

switch (config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

Destination Hostname Support
Beginning in NX-OS release 10.1(1), the host keyword is added in destination-group command.

The following is the example for the destination hostname support:

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



. Guidelines and Limitations

ETFLBHEIOSS5IEY T4 |

switch(config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only
GPB Set encoding to GPB only
GPB-compact Set encoding to Compact-GPB only
JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

Support for Node ID

Beginning in NX-OS release 10.1(1), you can configure a custom Node ID string for a telemetry receiver
through the use-nodeid command. By default, the host name is used, but support for a node ID enables
you to set or change the identifier for the node id str of the telemetry receiver data.

You can assign the node ID through the telemetry destination profile, by using the usenode-id command.
This command is optional.

The following example shows configuring the node ID.

switch (config) # telemetry

switch(config-telemetry)# destination-profile

switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

The following example shows a telemetry notification on the receiver after the node ID is configured.

Telemetry receiver:

node id str: "test-srvr-10"
subscription_id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection id: 3896

msg_timestamp: 1559669946501

Use the use-nodeid sub-command under the host command. The destination level use-nodeid configuration
preceeds the global level configuration.

The following example shows the command syntax:

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112
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The following example shows the output from the Telemetry receiver:

>> Message size 923
Telemetry msg received @ 23:41:38 UTC
Msg Size: 11

node_id str : session 1:18112
collection_id : 3118

data_source : DME

encoding path : sys/ch/psuslot-1/psu
collection_start time : 1598485314721
collection _end time : 1598485314721
data :

Support for Streaming of YANG Models

Beginning in NX-OS release 9.2(1), telemetry supports the YANG ("Yet Another Next Generation") data
modeling language. Telemetry supports data streaming for both device YANG and OpenConfig YANG.

For more information on the YANG data modeling language, see -f > 7 7 A kT 7 F % O and
RESTCONF =—3 = > .

Support for Proxy

Beginning in NX-OS release 10.1(1), the proxy command is included in the host command. The following
is the command syntax:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc json
switch (conf-tm-dest-host) # proxy ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of proxy server
<1-65535> Proxy port number, Default value is 8080
username Set proxy authentication username
password Set proxy authentication password

gRPC Asynchronous Mode

The gRPC asynchronous mode is available only under the host command. In normal stream condition,
this mode allows the receivers to stream data in mdtDialout call without exiting or receiving WriteDone()
call.

The following is the command syntax:

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1(conf-tm-dest-host) # grpc-async ?

CLIZEARALI=TLA M) DFERK

NX-OSCLI ZfERA LT L A ) DIERK

WOFIETIE, ARV —=I 7 FTLAMIEAIZL, T—% A M —ADEETT & BT
PR L ET,
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B nxoscuzmmLETLA MY R

FIEDHE
1. configure terminal
2. feature telemetry
3. feature nxapi
4. nxapi use-vrf management
5. telemetry
6. (f£&) certificate certificate path host URL
7 sensor-group sgrp_id
8. path sensor_path depth unbounded [filter-condition filter] [alias path alias]
9. destination-group dgrp_id
10. ({L%E) ipaddress ip_address port port protocol procedural-protocol encoding
encoding-protocol
1. ({E&) ipv6 address ipv6_address port port protocol procedural-protocol encoding
encoding-protocol
12. ip_version address ip address port portnum
13. (&) use-chunking size chunking_size
14. subscription sub_id
15. snsr-grp sgrp_id sample-interval interval
16. dst-grp dgrp_id
F gD FEH
AU RFERIETIVa Y B#)
2T w71 |configure terminal Ja—)URERE— REBtA L F 9,
11
switch# configure terminal
switch (config) #
AT w2 |feature telemetry AR =7 T ANIERBREADZLET,

2T w73 |feature nxapi

NX-API # BN LET,

R 74 |nxapiuse-vrf management NX-APLEFICEH T 25 VREEEEZ AN LET,
£ G¥) ACLIZHR Y NARFZ v IRy DI %
switch (config) # T4 NVEETE A7, 102 3) F
switch (config)# nxapi use-vrf management Jl@ ﬁﬁo)])IJ‘—JK'GGiKKODEigkO)égég

switch (config) #

WFERSNET

Mgt MRk S - EACL X, HTTP
F—ERATIIHEICRY FHA,
iptables #fEH L C7 7 A ZHIR L T
<TEEW)
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Nx-0s el 2 A L7 L+ ko ]

ARV FFEREETIVa Yy

E:)

GE) 10.2(3)F LAKE, ACL 1L, HHE viflZH(E
95 netstack /X7 > b & kstack /X7 >
NOW %27 4 NE ) T TEET,

ROBERDOELENFRINET

[krs - JEA PR VREF CTRERR S 4172 ACL
1. #® VRF ® HTTP —E X Tl3H
D FHA .

ATy 75 |telemetry ARV =07 FL AN ORE— RIZAD F
£ kK
switch(config) # telemetry
switch (config-telemetry) #

ATvT6 (fE&) certificate certificate path host URL BEA7 0 SSL/TLS GEIEZEH L 9,
i EOR 7 /31 ADG4, GE#E S A ¥ /31 SUP 12
switch (config-telemetry) # certificate A —FTHMERH D ET,
/bootflash/server.key localhost

AT 7 |sensor-group sgrp_id IDsrgp_id & Kok v Hh— Z—TEAE L, v
Bl Y I =TT — FEPA L E T
switch (config-telemetry)# sensor-group 100 e, HFOIDEORYFR—FENTWET,
switch (conf-tm-sensor) # + ‘/"j‘** 7\‘/1/_‘7"—(“&1 F LA }\ U 1//—‘1{’_* }\ DF

=Z2 VTG ) — REERLET,
RTw 78 |path sensor_path depth unbounded ZZTCOHIRZR L &I, HACTFEENGE STV =

[filter-condition filter] [alias path_alias]

1 -

« WD =~ RiX, NX-API CTiZ72 <, DME %
71X YANG I S E T -
switch (conf-tm-sensor)# path

sys/bd/bd-[v1lan-100] depth 0

filter-condition eq(12BD.operSt, "down")

LT O EfMA L, RES—ADT 4 V4
V> 7 %EHL T, operst 7 up 705 down
CEE LT L EIZDHB Y H—F DX oL
9, MO PEEL THEMmL £t A,
switch (conf-tm-sensor) # path
sys/bd/bd-[v1an-100] depth 0

filter-condition
and (updated (12BD.operSt) ,eq(12BD.operSt, "down"))

7 r (MO) 25052 LHEEWLET, LIzno
T, POLLT VA FU A MU —LDEE, FD/NA
& EVENT O3 T DT MO NF MO TIiThivi- 2

FERELET,
G¥) ZiuE, T—H%ETE DME /XA 2D
A SN ET,

v — N —FlIcE Y — RAEZBIMLET,

+ Cisco NX-0S 9.3(5) V U —ALIR& T, alias

F—U— RPREAINTWET,

e depthRETiL., Br ¥+ — ZDOEEL L%
FeE L9, 0-32. unbounded O ZFREMN
PAR—FINTWET,
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ARV FFEREETIVa Yy

S

UTR D A Z KR4 H121d, RO 2 il
MALES,

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

s kD~ Rit, DME Tl372 <. NX-API £
721X YANG I S nvE T -

switch (conf-tm-sensor)# path "show interface"
depth 0

s RD < KiE, T3 A YANG IZHEA &S
Er

switch (conf-tm-sensor) # path
Cisco-NX-0S-device:System/bgp-items/inst-items|

« RO~ KL, OpenConfig YANG (Tt ] &
NET

switch (conf-tm-sensor)# path
openconfig-bgp:bgp

switch (conf-tm-sensor)# path
Cisco-NX-0OS-device:System/bgp-items/inst-items|
alias bgp_alias

e RO~ Fid, NX-APLICEHA SN ET -

switch (conf-tm-sensor)# path "show interface"
depth 0 alias sh_int alias

« D=2 RiL, OpenConfigZiH X Ed :

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp alias

GE) depth0 7 7 # /L h DIERSTT,

NX-API X—Z2 D& P — R AL,
depth0 DA ZEFEHATXE T,

A S MUED AR T A7 F
AT ENTVWEEA, EXIT0 &
N R LOREYR—FLE
T, TOMOEIX 0 & L THbi
e

o I 3 o filter-condition /85 X — X ZIEE
LT, ARV IR—ZDOYTR7 ) 7 g
DEEED T 4 VE EVERRTE F97,

WEENR—AD T 4 VE DS 7 4 L2 AL
UL, RENEB L LI L& &, FRESh-IREE
TANY MRRELIZEEOMFEZRLET,
2% Y| eq(l2Bd.operSt, ""down’") ™ DN
sys/bd/bd-[vlan] ® 7 ¢ L% ZfE1%. operSt 2328
a7 & &, B WoperSt A3 down TH %
ICDNO T u /T REF Iz & & (VLAN
NENE | down T & % [#1Z no shutdown =2~ >
RBFITEINTEHZERE) NI T—3E
R

* YANG ET VDL, B — RAD 7 4 —
~ v hiZ module_name: YANG_path ¢,
module_name (% YANG E5 /L 7 7 A L DA Ril
TY, WiZHlzRLET,

« T /NA A YANG D45
Cisco-NX-OS-device:System/bgp-items/inst-items
» OpenConfig YANG D5 :

openconfig-bgp:bgp
GE) depth, filter-condition, X
query-condition /X7 A — & %, i
£ YANG TiI#HR— b & T E
A,

openconfig YANG &7 /L DA 1T,
https://github.com/YangModels/yang/tree/master/
vendor/ciscomx [IZBEN L T, &H YV U —ADiH
Bl 7 A N Z BB L E T,
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| EFLBBHRITOTIS<EY T4

Nx-0s el 2 A L7 L+ ko ]

ARV FFEREETIVa Yy

E:)

FEDET NEA LA N—=LTDHRDYIC, T
T D OpenConfig &7 /L % 14 {¢ openconfig-all
RPM %ZA A =L T&E £ T,

Wiz &~ LET,

install add
mitx-openconfig-bgp-1.0.0.0.0-7.0.3.1HD8.1.lib32_n9000.rpm
activate
A7y 79 |destination-group dgrp_id el e 7 N — T AER LT, B SR 7 v — TR
i E—NEBBLET,
switch (conf-tm-sensor)# destination-group 100 AL dgrp_idiZ, BFOIDEOHLZYR—K LT
switch (conf-tm-dest) # -
WET,
ATy 710 | ({EE) ipaddress ip address port port protocol | T2 =— RENZT LA R F—F 2%(5T 5 IPv4
procedural-protocol encoding encoding-protocol IP7 RLAER—FNEEELET,
i GE) gRPCIZIF 7 4V h D h T v 2K~ K
switch (conf-tm-sensor)# ip address 171.70.55.69 7 k) cd,
port 50001 protocol gRPC encoding GPB
switch (conf-tm-sensor)# ip address 171.70.55.69 GPBWXTF 7/ v DOy a—F 4 0
port 50007 protocol HTTP encoding JSON <t
ATy 71 | ((EE) ipv6address ipv6 address port port Tra— RSN T VAN T2 %%ET 5 IPv6
protocol procedural-protocol encoding IP7 RLAREFR—MEFRELET,
encoding-protocol . . _ .
G¥) gRPCIZT 7 AN FD N TV AR— |k
il : 7r kLT,
switch (conf-tm-sensor)# ipvé address 10:10::1 . . R
port 8000 protocol gRPC encoding GPB GPBRT 7 AN DT a—F (7
switch (conf-tm-sensor)# ipvé address 10:10::1 '(v—g"o
port 8001 protocol HTTP encoding JSON
switch (conf-tm-sensor)# ipvé address 10:10::1
port 8002 protocol UDP encoding JSON
AFw 712 |ip_verson address ip_address port portnum RIET =2 O 7 7 AV EER LET, =
i - Z Tip.verson i, ip (IPv4 OLFA) F7213 ipve
(IPv6 DEE) DWTINTT,
s [IPv4 DA :
switch (conf-tm-dest)# ip address 1.2.3.4 port i@é‘;ﬁfcﬁ'ﬁ7ﬂ/*‘z75”f‘7 A 7:‘) Tvaxicy {7 =X
50003 TWAEE, TVA N T—=XF, Zo7r7y
ANVTHRESNTNDIP T KL R LR— MIEE
« IPv6 DA -
SNET,
switch (conf-tm-dest)# ipv6é address 10:10::1
port 8000
ATwv 713 | ({E&) use-chunkingsize chunking_size gRPC F ¥ VAL T, Fx 7 A4 X%

1 -

64~4096 /S MIFRTELET, FEMHICHOWTIT,
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B e zxomEomE

aAv U RFERET7TIVaY B#)
switch (conf-tm-dest) # use-chunking size 64 ’—gRPC?"\’ VIDYR—N] BT arERRL
TLEEN,

R w714 |subscription sub_id ID 2OV T A7V Fary ) —ReERL, ¥
i - TR )Ty a AAERE— R LET,
switch (conf-tm-dest) # subscription 100 HIALE. sub_id /%, HEOIDBEOHLZYR— LT
switch (conf-tm-sub) # U‘i’g‘ﬁ

GE) DNIZH T A7 A4 TFDH551F, A4
VEPHERIZA RN I END K
912, @ DN M REST #fEH LT
DME THR— FZNTWNDLNE Sk

R L ET,
AT w715 |snsr-grp sgrp_id sample-interval interval IDsgrp_idDt v — ZN—FEBIEDOY T 27 Y
B - Tra AV LT, T20% 7Y v IR

(T UBHNLD) ZRELET,

FIROMED 0 DS, A X N X"—2DYT R
U7 va yMERESI, TV ARNY T, f&
EINT-MO TOLEERZOBREEESNET, 0L
D REVHRIEDOSS. TV A M) T2 EE
ST [EIRR CEMIMICIEE Sh IR Y 7
27V Ta rMERSVET, ok 2E, MEE
PR 15000 DA, TLA MY F—ZIF 15T

switch (conf-tm-sub) # snsr-grp 100 sample-interval|
15000

EEEINFET,
A7 716 |dst-grp dgrp_id IDAgrp_id Z B e S N — T % DT ALY
1 - Travizl s LET,

switch (conf-tm-sub) # dst-grp 100

YANG /N X DHEE DR TE

YANG N ADOHET, Gt AN —I V7RIV L EL T XLERSHY £, GFtA NI —
SUTHEM EBEENRE LRSI N T RWES, 7V A M) T—HOIUEIZA RN —I 7
FEED LR 20D ZIERHV ET, ZORIWTIE, ROZ ENDLNY ET,

e T UL AN FT=ENZEM~DA M) =710 HESEBEINDTZD, iz &
nN5HF¥ 22—,

* ﬁﬁ@ﬁﬁﬁﬁaﬁlgffiiﬁb\ﬁb\% L A ]\ U 7‘_&0

BRIA MU= IR LD & REVEIZHE 2Rk L £7,
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vane iz osEE0EE |

FIEDHE
1. show telemetry control database sensor-groups
2. sensor group number
3. subscription number
4. snsr-grp number sample-interval milliseconds
5. show system resources
FIED F%HH
OV RERETIVa Y B
AT w 71 | show telemetry control database sensor-groups LA N —I R EREE L E T,

1

switch# show telemetry control database
sensor-groups
Sensor Group Database size = 2

Row ID Sensor Group ID
Sampling interval (ms) Linked subscriptions

Sensor Group type
SubID|

1 2 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max) :
2444/2294/2460
Encoding Time in ms (Cur/Min/Max): 56/55/57
Transport Time in ms (Cur/Min/Max): 0/0/1
Streaming Time in ms (Cur/Min/Max) :
2515/2356/28403
Collection Statistics:

collection id dropped =0

last collection id dropped = 0

drop count =0
2 1 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection_id dropped =0
last collection id dropped = 0
drop_count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG

path /Cisco-NX-0S-device:System/procsys-items

BEA MY = 7RI, HErY— =T O
il %= DEAED A Y — I FRERIOAFH T, fHx
DARNY =7, I VPBEMAOR FY —3
VWM (Cur) ICRRENET, ZofITIE, A
FEA MU= T 2.664 7 (2515 2 U #4149
UM TT,

Bl Esh-HEEs e Y — I N—TDOEFHA MY —
RV ST e o D=

BEETY AR TR RINE T, ZORITIE,
GRtA M= TR (2.664 F) 3T A T A
(T 74V FD5.000F) K0 bEW=0H, HEX
ELSHERENTVET,
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ARV RFERETIVa Y ]3]
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-0S-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

R Ty 7 2 | sensor group number BitA DY = RN OMELL EOSE. M
i - Rz e LIz =7 =72 A LET,
switch (config-telemetry)# sensor groupl

AT 7 3 | subscription number oY — I N—T DY TR ) T a v ERELE
1 - KR
switch (conf-tm-sensor)# subscription 100

R T w 7 4 |snsr-grp number sample-interval milliseconds W o — T — I oONT, IR E
Bl AFA R = VWL D bR E OEICEE LE

ﬁ—o

switch (conf-tm-sub) # snsr-grp number
sample-interval 5000 ZOBITIE, I AR 5.000 FICERE ST
WET, ZHUE, 2664 POEFA MY —I U
WEvbEWED, A%1T1,

AT 7 5 | show system resources CPUDERPRILZHER L T I2& 0,
- ZOBNCFET X 51T, CPU— T —IRAEAS L Vi ]
switch# show system resources RERTLTWAEES, EHELA N —I U JENE

Load average: 1 minute: 0.38 5 minutes: 0.43 L<$§ﬁkéﬂf‘/‘i“@f/\/ - @ﬂEJlIE%@T%@i@L“C

15 minutes: 0.43

Processes: 555 total, 3 running &E}E%Eb<§£ﬁiﬂbij—o
CPU states : 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,
97.87% idle
CPUl states: 86.00% user, 11.00%
kernel, 3.00% idle
CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,

98.97% idle

Memory usage: 16400084K total, 5861652K used,
10538432K free

Current memory status: OK

CUZFERALI=TLA M) QOEBH

WOFIETIE, GPBZra—F 4 7 AL TI0MDOY XAATHE DT L A U DME A
h U — B EAER T B IFIEIC OV TR L £,
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switch# configure terminal

switch(config)# feature telemetry

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch (config-tm-dest) # path interface depth unbounded query-condition keep-data-type
switch(config-tm-dest)# subscription 1

switch (config-tm-dest)

switch (config-tm-dest)

# dst-grp 1
# snsr grp 1 sample interval 10000

ZOFEITIE, sys/bgp /b— kMO OF —# Z%556 1P 1.2.3.4 AR— |k 50003 12 5 Fp Z &2 A b
V=X 7925V T727 7 g w#ERLET,

switch(config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000
switch (conf-tm-sub)# dst-grp 100

WIZ, sys/intf OTFT—X & ST EIZ, %86 1P 1.23.4 48— K 50003 (ZA U —3I 7 L,
test.pem ZMHH L CTHRIESN/ZGPB = a—F 4 7 2FHLTCA N — L&k 5{bT 5
Y7270 T g OVERBIEZ R L £,

switch (config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000

switch (conf-tm-sub)# dst-grp 100

ZOBEITIE, sys/cdp DT —H R IP 1.2.3.4 R — |k 50004 12 15V LICA MY — v
TETHEYT AT YT g o EERLET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/cdp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 15000
switch (conf-tm-sub)# dst-grp 100

ZOBITIE, TS0 T L iZshow 2~ RT—H D7 AT AR—=ZADalLr7 v a w#ERL
ij‘o

switch(config) # telemetry
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switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest) # sensor-group 1

switch
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #

) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
depth

path
path
path
path
path
path
path
path
path
path
path
path
path

"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show

conf-tm-sensor# data-source NX-API

system resources" depth 0
version" depth 0

environment power" depth 0
environment fan" depth 0
environment temperature" depth 0
process cpu" depth 0

nve peers" depth 0

nve vni" depth 0

nve vni 4002 counters" depth 0
int nve 1 counters" depth 0
policy-map vlan" depth 0

ip access-list test" depth 0
system internal access-list resource utilization"

switch (conf-tm-sensor)# subscription 1
switch (conf-tm-sub)# dst-grp 1
switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

(
(
(
(
(
(
(
(
(
(
(
switch (conf-tm-sensor
(
(
(
(
(
0
(
(
(

ZOBITIE, sys/fm DA R b R=ZADH TR 7Y T a L EERLET, sys/fim MO (228
R LGOI, T—ZIFEREICA N —I 7 SnET,

switch(config) # telemetry
switch (config-telemetry) # sensor-group 100
switch (conf-tm-sensor) # path sys/fm depth 0

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest)# subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 0

(
(
(
switch (conf-tm-sensor)# destination-group 100
(
(
(
(

switch (conf-tm-sub)# dst-grp 100

FEIc, VYU MRELEETHZ LT, Bt — A — TR B R— A0 b A Nk
NR=RZEF LD, AR N R=ANL AN ACET L) TEET, ZOFITIE,
oY — TNA—TERIORNOHEER—RZERLET, kKOa~vr Kok, 7LA R T
TV =2 a LTI LT sysifm T — X ORI ~DA N — U7 BB L 9,

switch (config) # telemetry
switch (config-telemetry)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000

O Y — T N—TF e 1 DOV T A7 ) Py g 02 7 TEET, ZopoW
T2V aiFi, A=Y Ry N ABR— M/ DF—F % 4 ODORR LRI I1I0B T LI

AR)—=I 7 LET,

switch (config) # telemetry
switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-sensor) # destination-group 200

(
(
(
(
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
(
(
(

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
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switch (conf-tm-dest)# ip address 1.4.8.2 port 60003
switch (conf-tm-dest)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 10000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

I, BV — I N—TIERONR A G, Fiie 7V — T\ BB OER T 0 7 7 A V&
B, MTRI VT a v EEROE Y — =T LR SN — T 7 TE DH AR
L/i‘j‘o

switch (config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor) # path sys/epId-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor) # path sys/ipv4 depth 0

switch (config-telemetry)# sensor-group 300
switch (conf-tm-sensor)# path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch(conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest) # destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest) # subscription 900

switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 300 sample-interval 0
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 300

Z OFNZRT XL H 1T, show running-config telemetry =t~ > K& H L CTT U A N U KR E il
RTEET,

switch (config) # telemetry

switch(config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016
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B .7 rvonmesstERoRT

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

T LA M) DB EMETFBROKRT

’D NX-OS CLIshow =2~ > RABEH LT, T LA MU O, HEHEHR., =5

Ty va U ERERRLET,

—, BXOD

show telemetry yang direct-path cisco-nxos-device

TOawy Rt o RZR LD b 87 p—< 2 ANE LTS LS ICEET Y a— K& YANG
INAHEFR R LET,

switch# show telemetry yang direct-path cisco-nxos-device

)

PP PP OO0Jo b Wb
B WN R O— — — - — — — —

f

Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0OS-device:
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

Cisco-NX-0S-device:System/lldp-items

:System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos—-items/queuing-items/policy-items/out-items

System/mac-items/static-items
:System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipv6-items

show telemetry control database

WIZ, TV AN OERE XKML CWAIHNET —F _X—ADa~v REFRRLET,

switch# show telemetry control database ?

<
>
>
d
d
s
s
s

CR>

>
estination-groups
estinations
ensor-groups
ensor-paths
ubscriptions

Redirect it to a file

Redirect it to a file in append mode
Show destination-groups

Show destinations

Show sensor-groups

Show sensor-paths

Show subscriptions

Pipe command output to filter

switch# show telemetry control database

Subscription Database size

1

DME NX-API
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Sensor Group Database size =1

Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
100 Timer 10000 (Running) 1

Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
Zoa~wry NI, 7VAMIREDE Y =N AOFMEFRRLET, ZHUlE, =ra—
FArT WE, FTURAR=F, BEOA N =IO A NEENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter

1 No 1 0 Full sys/cdp (1) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107

Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

3 No 1 0 Full sys/bgp(l) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
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Collection Time in ms (Cur/Min/Max): 0/0/44
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self show version(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442

Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch (conf-tm-sub) #

show telemetry control stats

Zoa<wr R, TUA N OERICOWTONET —Z X— 2Dt E2FR R LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures

Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures

O O O O O OO OO OO OO OO0 OO0 0O0O0O0O0O00O0O00O0O0O0O0oOoooooo
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Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group
Failed to get encode callback

Failed to get transport callback

switch# Destination Database size = 1

O O O OO OO0 0OOoOoo oo

Dst IP Addr Dst Port Encoding Transport Count

192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoavwy NI T2 EICET SR L Lo E R FoR L E T,

switch# show telemetry data collector brief

show telemetry data collector details
Zoaxy NE, TR_XTORy = R2ADOFEME G T, 7 — 2 WEICBT 2322 5EHE R %
FRLET,

switch# show telemetry data collector details

show telemetry event collector errors

Zoa<wy RiE, A XY MUEICET AT —REHERE R~ LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures -0
Authentication Failures -0
Authentication Refresh Failures -0
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Authentication Refresh Timer Start Failures -
Connection Timer Start Failures -
Connection Attempts -
Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Event Subscription Refresh Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
Subscription Refresh Timer Start Failures -
Websocket Connect Failures -

O OO OO0 OOO0OO0o wOoo

show telemetry event collector stats

Zoawy RE, IXTOr Y= RZAONRZ G A N> MUEIZBE 2 MEHERZ IR L
=7,

switch# show telemetry event collector stats

Collection Count Latest Collection Time Sensor Path

show telemetry control pipeline stats

TDa<wrRiE, TUAR RSATTA O EHEREERLET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0

Event Collector:

Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0

Queue Statistics:
Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:
Info:
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Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0
Data Queue:
High Priority Queue:
Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0
Low Priority Queue:
Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

show telemetry transport

WIZ, RSN TWABTRCOEREY Yy a VOl ZERLET,

switch# show telemetry transport

Session Id IP Address Port Encoding Transport Status

o 192.168.20.123 50001  GB grec Connected
3= 26 : show telemetry transport &3 M 55 BA

i 59

show FTHFDOVAT LMERERRLET,
telemetry TULAMIEREFRRLET

kZ v AR—k

TLARNID T AR— ME#RERRLE

7,

session _id (AFvayv) EyiarID

stats (AFvay) ¥ _XTOT LA MY MHEHER
ERELET,

errors (F7Fvay) §XTOTLA M) =T —1F
HwERRLET,

IR Y H F7a )

TABLE transport_info

(A7 ay) T AR— MEHR
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BX &5 BA

session_idx (F7>ay) By g ID

ip_address (AFvay) FTUVAR—RFIPT FL A
port EE) FT o AR— R B—|

dest_info (A7 va ) HgkidklEd®

encoding_type (FF>ay) mva—F 407 247

transport_type

(A7 ay)

NG AR—K X AT

transport_status

(A7 a3 )

NI UAR—F AT —H X

transport_security cert_fname (AFvayv) U AR—bEXR2U T4
77 AN

transport_last_connected (A7vav) REICERSNTC N T U AR—
k

transport_last_disconnected (AT va) Z Ol i ICHIBR S
Pais37]

transport_errors_count (FFvav) hIFUAR—F =T

transport_last_tx_error (A7 ay) hT AR FORBEOERE
T —

transport_statistics (A7 ay) b7 AR— MEHE®

t_session_id (AFvarv) hTFUAR—bEYTaID

connect_statistics (7 ay) HEehat s

connect_count (X7 ayv) Bk

last_connected (AT var) REERHROZ A DAL T

Disconnect_count (A7 ar) Yk

last_disconnected (AT ar) ZORERRPREBZRIZHIERS
P53

trans_statistics (A7 ayv) T UAR— MREHER

compression (A7 ay) EMAT—H A

source_interface name (AT vary) FMExA v —7 A 24

source_interface ip (AFFvayv) B Z—7 x4 AP
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B Bl

transmit_count (A7 var) EEHK

last_tx_time (AT ay) REEERA

min_tx_time (AT va ) /s (ERER

max_tx_time (A7 ay) RREERR

avg_tx time (AT va ) PG

cur_tx_time (A7 ay) BHIEDOEEHRH

transport_errors (AF7Fvav) FIFUAR—F T —

connect_errors (F7vay) e —

connect_errors_count (A7 vav) BT —H

trans_errors (F7Fvary) FTZUAR—Fx=T7—

trans_errors_count (AFvary) RNTZUAR—F =7 —¥8

last_tx_error (AFvay) ZREDOINITVAR—FTT—

last_tx_return_code (A7 ay) EREORERY 23— R

transport_retry_stats (A7 ay) FTHEHE

ts_event_retry bytes (AT ay) AV FFRITNy 77 A
=

ts_timer_retry bytes (ATFvayv) 2A4A~—FR TNy 77 HA
=

ts_event_retry size (AFvay) AV FERITA v E—U%

ts_timer_retry size (7 ay) FA—HRTA v =V

ts retries_sent (FT7a ) H#E SN ERITEE

ts_retries_dropped (A7 ay) Fuyv7In-maiTaEk

event_retry bytes (AFvay) AV FFERITNy 77 A
2

timer_retry_bytes (F7vay) A4~—H/RT Ny 77 %A
=

retries_sent (A7 v a ) #E I mRITEE
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B % EA
retries_dropped (A7 ar) Fuyv 7S miaffTak
retry_buffer_size (A7vay) TNy 77 A4 X

show telemetry transport <session-id>

WD a<r KT, BEDEEEYE vy a v OFEMAEE Y Y 3 VIEBREREINET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected

Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224

Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235 Encoding: JSON
Transport: HTTP

Status: Disconnected

Last Connected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

Wiz, IPv6 = b OBl EZ R L E9,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]1:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: O

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: 0O

Dropped Retry Messages: 0

show telemetry transport <session-id> stats

WIZ, BEOEEE Yy a OO a~y RERLET,

switch# show telemetry transport 0 stats

Session Id: 0
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IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors

WOa~ 2 RTIE, FEDEEE v v a yOFMRT 7 —OfRGHEFRNBFRINET,

switch# show telemetry transport 0 errors

Session Id: 0
Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912 PST
Disconnect Count 0
Last Disconnected: Never
Transmission Stats
Transmit Count: 1225
Last TX time: Tue May 02 11:40:03.531 PST
Min Tx Time: 7 ms
Max Tx Time: 1760 ms
Avg Tx Time: 500 ms

show telemetry control databases sensor-paths

WORERRFNEIZ X D . kD show telemetry control databases sensor-paths =~ > K 235 5
ET,

feature telemetry

telemetry
destination-group 1
ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB
sensor-group 1
path sys/cdp depth unbounded
path sys/intf depth unbounded
path sys/mac depth 0
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 1000

a<r NI,

switch# show telemetry control databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)
Query : Filter

1 No 1 0 Full sys/cdp(1l) : NA
: NA

GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



B .7 rvonmesstERoRT

ETFLBHEIOSS5IEY T4 |

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 6/5/54

Encoding Time in ms (Cur/Min/Max): 5/5/6

Transport Time in ms (Cur/Min/Max): 1027/55/1045

Streaming Time in ms (Cur/Min/Max): 48402/5/48402

2 No 1 0 Full sys/intf (1) : N

A : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 66/64/114

Encoding Time in ms (Cur/Min/Max): 91/90/92

Transport Time in ms (Cur/Min/Max): 4065/4014/5334

Streaming Time in ms (Cur/Min/Max): 48365/64/48365

3 No 1 0 Self sys/mac (1) NA
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 247/247/247

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 1/1/47

Encoding Time in ms (Cur/Min/Max): 1/1/1

Transport Time in ms (Cur/Min/Max): 4/1/6

Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

wKDa<wy N, TR_RTOR T AR— vy arzL—71L, |20a<vy RTIEHRAZH

jj L/i‘a_o

switch# show telemetry transport
switch# show telemetry transport
switch# show telemetry transport
switch# show telemetry transport

Wiz, 7L A

sessions
stats
errors
all

Y RIUAR—=F By a rOflzRLET,

switch# show telemetry transport sessions
Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2
Last Tx Error:

Session Id: 4
IP Address:Port

Transport: UDP

TLAR) IZTZASILARY R

Wed Aug 19 23:32:21.749 UTC

172.27.254.13:50006

TT 2 ATV AR N R— 57012, FiLinver— "2 72U FERBEIMISNE
Lize THOUT 427 0 T ONRANR N AN = U T EFEBZTHITE, RO
SEAEFHLET,
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sensor-group 1
path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

TT 2 ATV AR NP R—= T 520D — AT KRDOEEY T,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

& FL—RIEBEHOIRT
o7k hL—REREFRRTHIIE, RONX-OSCLI 2~ R&EHALET,

TOZALYR—F TLA M) ERTE

ZDONX-OSCLIZ~= v R, 57=HL P R—bal "7 LA o JONEZINELE
T, ZOHITIE, a~r REANRT = 7T 92D 7 A M) XA VT PENET,

switch# show tech-support telemetry > bootflash:tmst.log

NX-API ZERAL=TL A M) DERL

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical
structure of objects as shown in the section "Telemetry Model in the DME." Following are the main objects
to be configured:

 fmEntity — Contains the NX-API and Telemetry feature states.
» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

» telemetryEntity — Contains the telemetry feature configuration.

« telemetrySensorGroup — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

« telemetryRtSensorGroupRel — Associates the sensor group with a telemetry subscription.
* telemetrySensorPath — A path to be monitored. The sensor group can contain multiple
objects of this type.
« telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

« telemetryRtDestGroupRel — Associates the destination group with a telemetry
subscription.
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« telemetryDest — A destination address. The destination group can contain multiple objects

of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.

* telemetryRsDestGroupRel — Associates the telemetry subscription with a destination

group.

« telemetryRsSensorGroupRel — Associates the telemetry subscription with a sensor group.

« telemetryCertificate — Associates the telemetry subscription with a certificate and hostname.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.

\)

Note
SDK User Guide and API Reference.

For detailed instructions on using the NX-API, see the Cisco Nexus 3000 and 9000 Series NX-API REST

Before you begin

Your switch must be configured to run the NX-API from the CLI:

switch(config)# feature nxapi

nxapi use-vrf vrf name
nxapi http port port number

Procedure

Command or Action

Purpose

The root element is fmTelemetry and the base path for

X5 w71 |Enable the telemetry feature.
this element is sys/fm. Configure the adminSt attribute
Example:
as enabled.
{
"fmEntity" : {
"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}
R w F2 |Create the root level of the JSON payload to describe the | The root element is telemetryEntity and the base path

telemetry configuration.

Example:

for this element is sys/tm. Configure the dn attribute as
sys/tm.
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Command or Action

Purpose

"telemetryEntity": {
"attributes": {
"dn": "sys/tm"

b

AT w73 |Createasensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class
Examole: telemetrySensorGroup. Configure the following
ple: attributes of the object:
"telemetrySensorGroup™: { * id — An identifier for the sensor group. Currently
"attr igutesié { only numeric ID values are supported.
" l " . " " ,
“rn": "sensor-10" * rn — The relative name of the sensor group object
}, "children": [{ . i
'] in the format: sensor-id.
} » dataSrc — Selects the data source from DEFAULT,
DME, YANG, or NX-API.
Children of the sensor group object include sensor paths
and one or more relation objects
(telemetryRtSensorGroupRel) to associate the sensor
group with a telemetry subscription.
XFw 74 |(Optional) Add an SSL/TLS certificate and a host. The telemetryCertificate defines the location of the
SSL/TLS certificate with the telemetry
Example: o -
subscription/destination.
{
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
X w75 |Define a telemetry destination group. A telemetry destination group is defined in
telemetryEntity. Configure the id attribute.
Example:
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
XFw 76 |Define atelemetry destination profile. A telemetry destination profile is defined in

Example:

"telemetryDestProfile": {
"attributes": {

telemetryDestProfile.
* Configure the adminSt attribute as enabled.

* Under telemetryDestOptSourcelnterface, configure
the name attribute with an interface name to stream
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Command or Action

Purpose

"adminSt": "enabled"

b

"children": [

{

"telemetryDestOptSourcelInterface":

"attributes": {
"name": "loO"

}

data from the configured interface to a destination
with the source IP address.

ATy T17

Define one or more telemetry destinations, consisting of
an [P address and port number to which telemetry data
will be sent.

Example:
{
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

A telemetry destination is defined in an object of class
telemetryDest. Configure the following attributes of the
object:

» addr — The IP address of the destination.
* port — The port number of the destination.

* rn — The relative name of the destination object in
the format: path-[path].

* enc — The encoding type of the telemetry data to
be sent. NX-OS supports:

* Google protocol buffers (GPB) for gRPC.
* JSON for C.

* proto — The transport protocol type of the telemetry
data to be sent. NX-OS supports:

* gRPC
« HTTP

* Supported encoded types are:
* HTTP/JSON YES

* HTTP/Form-data YES Only supported for Bin
Logging.

* GRPC/GPB-Compact YES Native Data Source
Only.

* GRPC/GPB YES
« UDP/GPB YES
« UDP/JSON YES
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Command or Action

Purpose

X w 78 |Enable gRPC chunking and set the chunking size, between | See Guidelines and Limitations section for more

64 and 4096 bytes. information.

Example:

{

"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}

}

AT w79 |Create atelemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class
behavior. telemetrySubscription. Configure the following attributes
of the object:

Example:

* id — An identifier for the subscription. Currently

"telemetrySubscription": { only numeric ID values are supported.

"attributes": {
"idv: "30", * rn — The relative name of the subscription object
"rn": "subs-30" in the format: subs-id.

}, "children": [{

} Children of the subscription object include relation objects
for sensor groups (telemetryRsSensorGroupRel) and
destination groups (telemetryRsDestGroupRel).

X w710 |Add the sensor group object as a child object to the

telemetrySubscription element under the root element

(telemetryEntity).

Example:

{

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
X T w711 |Create arelation object as a child object of the The relation object is of class

subscription to associate the subscription to the telemetry
sensor group and to specify the data sampling behavior.

Example:

telemetryRsSensorGroupRel and is a child object of
telemetrySubscription. Configure the following attributes
of the relation object:
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Command or Action

Purpose

"telemetryRsSensorGroupRel": {

"attributes": {
"rType": "mo",

"rn":
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

* rn — The relative name of the relation object in the
format:
rssensorGroupRel-[sys/tm/sensor-group-id].

 samplelntvl — The data sampling period in
milliseconds. An interval value of 0 creates an
event-based subscription, in which telemetry data is
sent only upon changes under the specified MO. An
interval value greater than O creates a
frequency-based subscription, in which telemetry
data is sent periodically at the specified interval. For
example, an interval value of 15000 results in the
sending of telemetry data every 15 seconds.

¢ tCl — The class of the target (sensor group) object,
which is telemetrySensorGroup.

* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.

* rType — The relation type, which is mo for
managed object.

* tType — The target type, which is mo for managed
object.

ATvT12

Define one or more sensor paths or nodes to be monitored
for telemetry.

Example:

Single sensor path

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"
}

Example:

Multiple sensor paths

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",

A sensor path is defined in an object of class
telemetrySensorPath. Configure the following attributes
of the object:

* path — The path to be monitored.

* rn — The relative name of the path object in the
format: path-[path]

* depth — The retrieval level for the sensor path. A
depth setting of O retrieves only the root MO
properties.

« filterCondition — (Optional) Creates a specific
filter for event-based subscriptions. The DME
provides the filter expressions. For more information
about filtering, see the Cisco APIC REST API Usage
Guidelines on composing queries. You can find it at
the following Cisco APIC documents landing page:
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Command or Action

Purpose

"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

"telemetrySensorPath": {
"attributes": {

"excludeFilter":
"filterCondition":
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

wn
’

Example:

Single sensor path filtering for BGP disable events:

"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

AT w 713 | Add sensor paths as child objects to the sensor group
object (telemetrySensorGroup).
X 714 | Add destinations as child objects to the destination group
object (telemetryDestGroup).
X T w715 |Add the destination group object as a child object to the
root element (telemetryEntity).
X w 716 |Create arelation object as a child object of the telemetry | The relation object is of class

sensor group to associate the sensor group to the
subscription.

Example:

telemetryRtSensorGroupRel and is a child object of
telemetrySensorGroup. Configure the following
attributes of the relation object:

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



. Configuring Telemetry Using the NX-API

EFLEBBEIOIS5TEY T4 |

Command or Action

Purpose

"telemetryRtSensorGroupRel": {
"attributes": {
"rn":
"rtsensorGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

* rn — The relative name of the relation object in the
format: rtsensorGroupRel-[sys/tm/subscription-id].

* tCl — The target class of the subscription object,
which is telemetrySubscription.

* tDn — The target distinguished name of the
subscription object, which is sys/tm/subscription-id.

R w 711 |Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format: rtdestGroupRel-[sys/tm/subscription-id].
"telemetryRtDestGroupRel": { L .
"attributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription", * tDn — The target distinguished name of the
: "tDn": "sys/tm/subs-30" subscription object, which is sys/tm/subscription-id.
}

X T w 718 |Create a relation object as a child object of the The relation object is of class telemetryRsDestGroupRel
subscription to associate the subscription to the telemetry | and is a child object of telemetrySubscription. Configure
destination group. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format:
"telemetryRsDestGroupRel™: { rsdestGroupRel-[sys/tm/destination-group-id].
"attributes": {
"rType": "mo", * tCl — The class of the target (destination group)
"rn": "rsdestGroupRel-[sys/tm/dest-20]", object, which is telemetryDestGroup.
"tClt: "telemetryDestGroup®, » tDn — The distinguished name of the target
"tDn": "sys/tm/dest-20", destinati bi hich i
NEType: Mmo™ ( estmatlon. grqup) 0 Ject,. which is
} sys/tm/destination-group-id.
}
* rType — The relation type, which is mo for
managed object.
* tType — The target type, which is mo for managed
object.
AT w719 |Send the resulting JSON structure as an HTTP/HTTPS | The base path for the telemetry entity is sys/tm and the

POST payload to the NX-API endpoint for telemetry
configuration.

NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json

Example

The following is an example of all the previous steps that are collected into one POST payload

(note that some attributes may not match):
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"telemetryEntity": {
"children": [{

Configuring Telemetry Using the NX-API .

"telemetrySensorGroup": {

"attributes": {
llidll: llloll
}

"children":

[

"telemetrySensorPath": ({

"attributes":

"excludeFilter":

"filterCondition":

"sys/fm/bgp",

"secondaryGroup":

"secondaryPath":
won

"path":

"depth":

"telemetryDestGroup"

"attributes": {
"id": "20"
}
"children": [{
"telemetryDest":
"attributes":
"addr":
"port":

"

"proto":

{

nn
’

nn
’

non
’

nn
’

:

{
{

"10.30.217.80",
"50051",

enc": "GPB",

"gRPC"

"telemetrySubscription": {

"attributes": {
llidll: II3OII
}

"children":

[

"telemetryRsSensorGroupRel": {

"attributes":

"sampleIntvl":
"sys/tm/sensor-10"

"tDn":

}
b
{

{
"5000",

"telemetryRsDestGroupRel": {

"attributes":
"tDn":

Cisco Nexus 9000 Series NX-0S Programmability Guide.
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NX-API ZERA L =T L A ~') DERI

BEADARY—ZI2F /WX

ZOFITIX, XA sys/cdp B LW sys/ipva AERAL1.2.3.4 F— b 50000 125 EITA b
V=274 T 2707y EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity":
"attributes":
"dn":
}l
"children":

"sys/tm"

"telemetrySensorGroup": {
"attributes": {

"io",

"sensor-10"

"children": [{
"telemetryRtSensorGroupRel": {
"attributes": {

"

rn": "rtsensorGroupRel-[sys/tm/subs-301",

"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}

oo Ao
"telemetrySensorPath": {

"attributes": {

"path": "sys/cdp",
": "path-[sys/cdpl",

"yrn

"excludeFilter":

"filterCondition":

"secondaryGroup":
"secondaryPath":
"depth" : "O"

}

oo Ao
"telemetrySensorPath": {

"attributes": {

H
}
e A

"path": "sys/ipv4",

"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetryDestGroup": {
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"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

}]
}
b A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",

"
’

"tType": "mo"
}
}
e A
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",

"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"
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BGP BHED 7 1 L2 &

KD A 17— FOBTiL, telemetrySensorPath MO @ filterCondition J&MEIZHE > T BFP f%HE
DN 7o TND X N Y H—Snb@MERENCLET, T —%1L10.30.217.80 F—F
50055 [CA R —I 7 SNET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
"id": "10"

}

"children": [{

"telemetrySensorPath": ({
"attributes": {

"excludeFiltexr": "",
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {

"addr": "10.30.217.80",
"port": "50055",
"enc": "GPB",
"proto": "gRPC"
}
}
}
]
}
}7
{
"telemetrySubscription": {
"attributes": {
"id": "30"

}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0O",
"tDn": "sys/tm/sensor-10"
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DME 7 L A

omenrL A by EFL |

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

FLARYEREDI=HDPostmana LY > 3 > DFEA

Postman = L' 7 > a > DfliL, 7L A b UBBEDOHEZ Bis3 27 HFiIETHY, 1 DD~
ABR—=RTTRTOT LA R CLIKHSET Db DEFETTEET, GFHDTHFA L =T 4
Z—uHLTARD Y 7 DT 7 ANEEFE L, XA n— Re=—XZH5DETHERL THh
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

K1) ETIL

TLARN) T r—a 0%, ROWEEEFSDME TET UL EE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| ——property
| @name:adminSt
@type:AdminState

----mo [name:SensorGroup]

| @name:SensorGroup

| @label:Sensor Group

| ——property

| @name:id [key]

| @type:string:Basic

|

| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| -——property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

----mo [name:DestGroup]
| @name :DestGroup
| @label:Destination Group

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| | -——property
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B < 7xvxt 70— zommn

@name:id
@type:string:Basic

—-—-—--mo [name:Dest]
| @name:Dest
| @label:Destination
| --property
| @name:addr [key]
| @type:address:Ip
| @name:port [key]
| @type:scalar:Uintlé
| @name:proto
| @type:Protocol
| @name:enc
| @type:Encoding

----mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| Q@type:scalar:Uint64
| -—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
|-—---reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry

TILFX YA 70— /NAOA[HEM

Z DHEBEIL. Nexus 3548-XL A A v F THATE 5, LERTRTOYALT Xy A MRELZT
JAR— T DFEEAZEMELET, =27 2AR—FTED, HF70—RNEETNDLEZEEET
T2 EDBNRADFELETEEEOFE W L —YE Y T o DR ENET,

Z OF%REIL, DME T~ TOMYRFHREART 22 L2 BMNE L TR, Ty vatT L
(V7 o277 FULARNY) £0T7ET (DMERESTZ =) oWFnng Lz
VVa—=/arybha—J T BATESLLIICLET,

ZOBBEOREIZRO LB Y T,
« 7 m— NRAD AL
cEEREOZOICT m—DOfE L IREEO T 7 AR — |k

e 2P =N T O — RRZ[ ST AL v F T eT Ny 7 a~vr REFITTEH LT
% Z LI K DRARIK D53 Hr
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TILFFrR b 70— RAOTRE .

MFDM (< /VF %+ & b FIB OHEFLOIE T, F LD aR—3%2 b b OIEREZTH
BL, SAVFXFXYAMERTLICA VTV Vo AR L THD, Ry a2 —~ s
ELET, Zhix, HWEEA DME & & bicdEasns a7y a U AR—x T3, MRIBIZL -
TSNS IEH & MFIBIC L - TIUE SN HEHERICE SN T, X TOVLFF v A K
REEA DME (287 w2 LT,

DME (%, vy a—~</ary ha—I0MEHATE 5 LT D2H0END DT X TOIEFRERF
TAHEODIEHINET, £/, ARV FR—2ADOBEANZYR—T5720, 77 w2
ERR. BBk, ZEESNDHT-NT, T LA R ~o@Edlpmdma Al L£7,

FL AN FatRI. DMEIZBREESN TWATRTOTF—F 5% ar 3 a—<ICA M) —=3
YITL, T2t T r—~y T AKREIEHWET,

TILFEXEYR L 70— /NROEREDT=6HD CLI

WIT, v LFF¥ A 71— NAO MO EHER R 2 RS 5 - 1T A S CLI %
ARLUFET,

e DME ~DIEHRO T 7 AR — N2 HNCT Bk~ K, 20O CLLE., VAT AMMIEE
THTRTONL— M LTI OMEEZ A LET,

switch (config)# multicast flow-path export
switch (config)# sh system internal dme run all dn sys/mca/config

« MFDM & DME (C/FfET DARBER DA M TF = v 7 % BT+ 2B EMETF = v 1 —D show
a<w R, Zoa<vy REFEHATDHE, BBty b7 v 7 TRESEZTIECL R
HTxFET,

switch# show forwarding distribution internal multicast consistency-checker flow-path
route

Starting flow-path DME consistency-check for VRF: default

(0.0.0.0/0, 230.0.0.1/32). Result: PASS

(10.0.0.10/32, 230.0.0.1/32). Result: PASS

(0.0.0.0/0, 232.0.0.0/8). Result: PASS

o« ' —/3)L72 show T~ R, ZOMEEEN S AT ATHDIR > TNDENE 5 a2l
THEDIERALET,

switch (config) # show forwarding distribution internal multicast global state
*x*x* MEFDM Flow PATH VISIBILITY INFO ***x*

Multicast flow-path info export enabled: Y
BE DME Handler: 0x11l7c3e6c
PE DME Handler: 0x117b955c

switch (config)# show forwarding distribution internal multicast fpv CC
PASS/FAIL (In case of fail, it will highlight the inconsistencies)
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B /svorcxr—nvormz7zFLAty

D20 FRT5—ILYIT o7 TLALY

D3O RT—=ILYVIT+2xT7 TLAR)IZTDONT

NX-OS UVU—AZ93(1) LI, Y7 b7 =7 7L A b VUL, Tahoe ASIC %f# 14 % Cisco Nexus
IITIRART—=N ALy FTHR—rahxzd, 2OV IV —AT, $#F7—hZNTNBHT T
U R R = AL v FIEL, ASIC & BEITHA Sz TCP/IP —_"—%Z KR A M LET, T
Wk, ZAL v FNEDT LA RNY F—=2DOLR— b2 A TE F4, ——%
TCPAR— R 7891 ZHLET, 7VA MY 77472 MIZOR— FTH——1THH L
T, HRKIOIVBTAN—Ro =T Do ¥ F—2 RS TE£7,

JT I RA—=V YT R T TLARNIZE, MBOY 74T 7 al T AE{ER LT
D, NX-OS U U—R931LIFEIZNY RLENTWDT 7AN DI FAT > N 7Tars T bk
HRLEZYTDFREMERHY £, 7 T4 T~ 7r 27 A%, Python2.7 LAFE, C, PHP 72
E. TCP/IP Y R— T HEEDO TV I7 IV VT SHETIERTEET, 7947~ 7y
TAE, ELWAYyE—Y 74—y NCTERTHZMERDH D 77,

NX-0S UV U—293() LIk, 75U R A7 —/L V7 ho=T 5L 4 b UHREIT NX-OS Tff
HAT&Ed, ZOMEEIZT 740 F TANT/R> TWAH T2, NX-0S89.3(1) LA A FEIT L T
LY R—FRBDOAAL v FTlE, ZOBREERHHATE £,

CloudScale V7 b x7 TLAKR) Avyvt—2DFK

CloudScale 7 U A M UIE, 7947 M AL vF LD TCPAP —"—f DOV R =A 7
THEVET, TOMIZIZTAT 2 MITCP V7Y "aN L CTHERERGLET, 7947
YhAvE—UE, 28y MEKTDOOTT, A vFIL, EOT 7 A —~vy hDOIT
HT—HraieAvb—UTRELET,

NX-08S U U—293(1) Tix, RDOAvt—Y 74—~y bR R—FSnTHET, HEHD
TIAT o NI T T LR T 2581E, 7 74T "G T 2 A vE—UNZD7 +—
< MIHEHLL TWD Z L 2R L T EEN,

RS BELET,

454 k A 1L N

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)



| EFLBBHRITOTIS<EY T4
Guidelines and Limitations for Cloud Scale Software Telemetry .

k< HELFET,
56 /34 K HER=NOT =2 Hit56* N1 b,

T =B DHK5634 K F v 7ix, ROLDOTHERENET,
24N, FDA U H—T oA AL
« 8N4 ROEE (TX) 7> bk
« 83 FDIEE (TX) /A b
*8 3 FDRAE RX) /7> b

« 831 FDXAE (RX) /A b

Guidelines and Limitations for Cloud Scale Software Telemetry

The following are the guidelines and limitations for the Cloud Scale software telemetry feature:

* For information about supported platforms for Cisco NX-OS prior to release 9.3(x), see the section
for Platform Support for Programmability Features in that guide.

* For custom client telemetry programs, one message format is supported. Your client programs must
comply with this format.

TLAR)NR SR

TLAR) IR SANVITDONT

NX-0S U U—293(1) LAKE, T /EREIARIT L A h V3R A TS R— Rk LE T, SR
TN EMRT D E, HEO Y —ANLT VAN T2 —EICHEICIETEET, 2o
BERETIX, INETHT LA N T—HDXA TEIEETDHE, T LA M UKREIC L » THEHKD
INRAINBEDT =EPIE SN ET, KIC, WREBIIEREZ | DOFE SNHET (XA T
V) IR LET, ZOMEEICLD . ROEENRREIZR2 D720, T LA M OMERANEFEL S
NET,

* Cisco DME £ 7 /W BE$ 5 7R < @R 2 ik 2 75 > TV R,

MR END AN FOBEBEDNT L RAERY 2D, BEO7 ) ZAEHK L, BT A
7 )Ty a NEEONRAEZBINLET,

c AL v TP T VA MUEROEROTF v 7 2L L, AAMEEZFLL T,
WA TE, FTNAADE LA T V=2 b ZATOEEDA P A2 A2 AT

AEFIFANR FEZIELTKLET, X2 FULT, ROT LAY TA—T %P R—
L/iﬁ—o
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B 7 soz=zrg i~ roziE

e T rL B BN, ARL— A= RSP S H— R IOy — A
FoZ Y L TT ABES,

TR TCDA LV E—T 2 A AT A =L AT —HADER TR ) U TTHA L H—
VA=

Z DT YLiE, query-condition 2 v REEH L TRSIND T —F 2KV IAT T2 D DEF
BHDX—U—R 7 4V H Y R—FLET,

e JV—Z, CPUBEHARSCAETVHEARLREDI AT L VY —RE2ET=HX ) 7 LET,

* VXLAN: VXLAN E'7, VXLAN# 7> % VLANA 74— BIUOBGP YT F—X %
&8 VXLANEVPN &8 =4 U 7' L %7,

T—RDEZEFRLIEFARY FDRIE

YoV —= TN —=T DY TR L 2T, TLA RN T=2NRA TYUIZEEENDTT
BEXAIVTRREDET, YU TNRERIZ. TV A N T—X 2 ERRICREST D, A
NRUMRBEAELEZEEIWZT VAN =2 FINET DL ITHERTEET,
e T LA NIV U TARBENEaUSNOMEICRESNTWEEES, TLA NS T
IVIEIRHICEREE, A v ¥ — 7 =4 A {FEHREIN, BEL R vxlan 7007 —# & EHHIC
EELET,
T NVMIRNRE R IZREINTWDIGA, BB, /¥ —7 =4 A, [HFHREIN. vxlan
F o)L TEEIRIEO T H, B X OMO OIERR L BIFRDB AT D ET LA R Y XA X2 i
MERELET,

T —H OREE T IIZEA R MIMAIZEHMBA T, R TV D LR EE 2 1F A X b
BRENFRLT L A N 2R CE £,

IR SRN)VFERIEEHNEIE
TULARY RR TAUUEREICIE, IROFEEFHEHKFEERI DD £7°,
« ZOREREIZ. CiscoDME 7 — % X5t AHEHHR—FLET,

cFAUESY— 7N —THOBEHFODME SR L a—HF ) 7 NAZBRESET I
HZEIITEFERA, f:&%\_ci\ sys/intf E (A H—T=xAA (interface) | XlE L&V
Y= TN —TIHERT A LT TEETA, £, sys/intf & [interface (£ v #—T7 = A
2) ] CRILE Y — NV —T MR T 52 LI TEETA, ZORUDBELTZGE.
NX-OS (Il M L £

* oper-speed X° counters=[detailed] REOZ—H— 7 AN —F—TU— KL, (v ¥—T=
A % (interface) ] NAIIK L TCOHZYR—FINFET,

o ZOOBEREIE. [BE (depth) 1017 4L H—4ME (fFilter-condition) 172 & DRLDE P — /3
AFTvarER—bFLTHERA,
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FoBEREARY FER—Y 25T o001 v 2—T 112 K20 [

e T LA RY NZFAULZIE, RA TV ICET AROEIERH Y £9°

« RFL/NLFENEBNEND T2, INLFOT VT 4 v 7 A show THIART 2 BN
%DETO

] : show version 13#F ] S E 7, 7272 L. SHOW version F 7= version |3/ H T %
¥ A,

CcRDOXFHEGHDHZ LITTEEHA,
* |

PRIl if:&i”

cROHEFFEZZWODL T LILTEEE A,
* telemetry

e conf't

TR FREFARVEER—Y 2 TT B0 03 —T 4 XXX
DIERL

AVE=T 2 A ANRR T, TRTDA L E =T 2 A A NG HERAT—ZADER %
F=H VT LET, RO E =T 2 A X I AT HYR—FLET,

- W
W T B =T AR
< B
=T Ry
* VLAN
e« R— K F¥ 3L
AVH =T o2 AN TVERR LT, EHICT =S 2R =Y v 700 A~V &

FETAZENTEET, [F—FOBEFELIZA X FOZE (4062—) | 2BMLT
<TZEV,

\}

GE) ZOETNVE, YTA U E—T oA A, V=T Ny FIIEIVLAN OO T o H e R— |k
LCWanwzd, AR —AT7T T FENFERA,
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FIRDEE

F IR D FH

configure terminal
telemetry

sensor-group sgrp_id

path interface
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©ENDGOHAWN

dst-group dgrp_id

EFLEBBEIOIS5TEY T4 |

snsr-group sgrp_id sample-interval interval

ARV RFERERT IV a Y

E:)

Z 5w 71| configure terminal a7 4 F¥al—varyE—ReANLET,
i
switch# configure terminal
switch (config) #
R T 72 |telemetry T LA N UBBEDRARE— NIZAD £77,
1 -
switch(config)# telemetry
switch (config-telemetry) #
R T 73 |sensor-group sgrp_id TLANY F=EDe Y — =T a2 L%
fi EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
27w 7 4 | path interface Lo BT e R SA T EHERR LT, 0
i - fHeDA B2 =724 A LTI DOTLARY
switch (conf-tm-sensor)# path interface ?_& 7 - U %jﬁ{%’(% é J: g < Li‘a‘o 7/\\;/1/
switch (conf-tm-sensor) # @i\ %Ed}i@/r N A I/r AD Y T U 75? 1 Oclﬁ/ﬁ\
LET, RIZ, TVAMVIET—F2EL, T
IR L ET,
A=V THROREFEISLC T, A ¥4 —T =
ARAT—=HITEHC, 72T F—T A4 AD
REENZLT D -NICEEENET,
R T 75 | destination-group grp_id TV ANV V-7 T E— RIZAD, Bk

1

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

T N—Ta R L ET,
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| EFLBBHRITOTIS<EY T4

ko novansva—7x42 K20

AU RFERETIVa Y

B8

R 7w 76 |ipaddressip_addr port port YT AN TFarDF LA RN F—2EREK L
i - T, BESNIPT RLAER—FMIA M) —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

R T w 71| subscription sub_id FLANY BT RZ YT g TE—RICAD,
i - TVARNY $TR7 YT g ek LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval o= I N—TERBIEOY T A7 Y S a Y
- YILT, FAOY T Y ORI (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)ﬁ %gﬁﬁgbi?—‘) Y7 \/?‘Fﬁ?[gl%{i‘ AL T
5000 MWTVARNY FT—4& %ﬁ%@ﬁ"]iléﬁﬁ‘é ZJ)\ A
switch (conf-tm-sub) 4 BT A AR B RRA LT b X ISR B

ERELET,
R T 79| dst-group dgrp_id Bt le S N—T 2 OV TR Y T gl vy

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, fET 28R v — 713,
destination-group =1~ > R TR L= #fide 7 —
TE—HTOINERHY T,

FEEA NI EDA B —T AR INZADIER

PrulSWDEERHoh U o 2 —DhZRTHEMERSNIEF -V =R 7o 22 LT, A
VE—T 2 AINRA TV FERR T X 357,}} 7 4 VA X counters=[detailed] '(“’J*o

DT ANEEFEHATHZ LI, A0 F—T oA XA XA IEHARERTRTOA ¥ —
Tz AR —%WEL, WELET —F %27 VAL Thrb, fEREZEMITEE
LET, 7402 EA T arTho, HHALRVES, ErfEh v o4 —2E503_XCToh
VRN HE—T 2 A A NRAIFREINE T,

FIRDEE

\}

GE) 74X OMERE, &R show interface mgmtO counters detailed & $EELL TV E4,
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. path interface query-condition counters=[detailed]
5. destination-group grp_id
6. ip addressip_addr port port
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7. subscription sub_id

EFLEBBEIOIS5TEY T4 |

8. snsr-group sgrp_id sample-interval interval

9. dst-group dgrp _id

FIED ¥
ARV KRFERRETI Va3 Y B
R w 71 | configure terminal a7 4 Fal—aryET—FREAHNLET,

1 -

switch# configure terminal
switch (config) #

ATvT2

telemetry

1

switch(config) # telemetry
switch (config-telemetry) #

T LA N UBREORERE— FIZAD £,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

TLA N F=ED Y — =T a2 L%
D

ATvT4

path interface query-condition counters=[detailed]

1

switch (conf-tm-sensor)# path interface
query-condition counters=[detailed]
switch (conf-tm-sensor) #

A B =T 2 ANRNATYLERER L, TXTD
AR =T A ANEDERUND T T B —D I
FHRELFET,

ATvTh

destination-group grp_id
{5

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

FLRANVEEREIV—T YT E— NICAY, P
BT N—TZ R L £,

ATvT6

ip address ip_addr port port
1 -

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

VTR VT a DT VAN T2 EMHR L
T, BEESNFIPT RLALR—FZA R —3
JLET,

ATy T17

subscription sub_id

1

switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

TLARNI Y TR TP g P TE—RIZAD,
FTLARNY) TRV T g 2R LET,

ATvT8

snsr-group sgrp_id sample-interval interval

1

oY — N —TEBREOY T AT Y g2
VLT, T—2OY Y M () B
fD) ZRELET, o7V IR, 2 A vF
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BrEEEDS v a—7 42 <20

AU RFERETIVa Y
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switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

WT VAN F=2 2RISR ET 0, 1>
HB—=Tx A AAX MRFAELTZ L ZITHEET DD
ZRELET,

ATvT9

dst-group dgrp_id
1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

Pl I N—T e OV T A VT a ) vy
LET, fBET D8RV — 713,
destination-group =~ > K Ca&iE L 7= #&#i e 7 /v —
TE—ETHVLERLY ET,

BEREDA VA —T 24 R INADEK

BESNEEEREDA L A —T 2 ADD T U A RS EBFHLDOFT—T — R 7 4 VX &fi
LT, A Z—T 2 AR T YULEER T ET, 7 4 IV L oper-speed=1] <9, kD
EEEE Y AR — F STV E T rauto, 10M, 100M, 1G, 10G, 40G, 200G, ¥ & 1400G,

DT ANBREFHTAZEICEID, A v FZ—T2— AR IEESNT-FHEDA X —T = —
ADT VA RN) T—2EIEL, TOMREZEMZEELET, 74 VXTI A T a2 T
T, A LARWEE, BIEEREICERARLS, TXTOAS U F—T =2 ADH T X NRFRREN

FIEDEE

£7,

TANFIE, HEOHELEZ <KUY DY A ML LTZIFANDZENTEET, 2Lz
lf\ oper-speed=[1G, 10G] lj:\ 11’5J:U‘\10 Gbps T@Jﬁzﬁq}:)/f HE—=T A ADT '7\/5 %E&?%
LET, KUV LFE L TEAZEH LRV T EE N,

\}

GE) AV B —TaARAZANT S TA L E—T A A, A—F v 7 BIOVLAN ([ZIFEEEE
TaRT A NN, TANZFTINEDA U E—T 2 A XA T Y ER—FLEREA,

configure terminal
telemetry

destination-group grp_id
ip address ip_addr port port
subscription sub_id

©WeEeNOOAEWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval
path interface query-condition oper-speed=[speed)]

snsr-group sgrp_id sample-interval interval
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F IR D

EFLEBBEIOIS5TEY T4 |

ARV RFEEETIVa Y

=)

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

a7 4FXal—varyE—RKEANLET,

ATvT2

telemetry

1

switch (config)# telemetry
switch (config-telemetry) #

T L A N UBREOREE— FIZAD £,

ATvT3

snsr-group sgrp_id sample-interval interval

1

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

oY= IN—=TRBIEOY T A7) T g Y
VI LT, T2V Y R (S U
) #RELET, Vo7V U TRRIE. AL v T
DT LA N T2 EEMICERET 0, AV
H—T 2 f AANR NPEAE LT EEIZHET DN
ERELET,

ATvT4

path interface query-condition oper-speed=[speed]
1 -

switch (conf-tm-sensor)# path interface
query-condition oper-speed=[1G,40G]
switch (conf-tm-sensor) #

AVHE—T A ANA TV EFHEL, HESN
T2 (Z OBICIE 1 Gbps & 40 Gbps D) & FAT L
TWAHA L E =T 2 A APLDR T o Z—H a1
e

ATy TH

destination-group grp_id

1

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

FTLA NI L—T T E— RIZAD ., 5
BTN —T %R LET,

ATvT6

ip address ip_addr port port
fi

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

YBTAI VT a DT VAN TR AL
T, BESNFEIPT RLAER—MIARY—I v
7 LET,

ATy T17

subscription sub_id

1

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

TLARNI Y TR YT g TE—RIZAD,
FTLARNY TRV g 2R LET,

ATv78

snsr-group sgrp_id sample-interval interval

1

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

o= IN—=TERBIEOY T A7) T Y
YILTC, TH2OY LTI IR (R UBH
fr) ZHRELET, o7V IR, A A v F
DT LA N T2 EEMICERFET 0, A2

. Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)



| EFLBBHRITOTIS<EY T4

U DI T T ey T |

AU RFERETIVa Y

B8

B =Tz AAX MRFAELTZ L ZITHEET D0
ZRELET,

ATvT9

dst-group dgrp_id
1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

Ble SN —T 2 YT A ) S gl v
L9, ET IR N—T1T,

destination-group =~ > K Ca&iE L 7= #&#i s 7/ /v —
TE—ETHVLERLY ET,

BEOIT)IZEBA3—T 4 R INADERK

AVHE =T 24 A NRAFTULDREI L7 ) R L TEEO 7 4 V2 2R T ET, %
DA, FEHTHEE D7 4 V21T AND THS S ET,

IV EHOKT 4 VFIX, 2w E2HEH LT £9, query-condition (Z1%, EEDOHD
TANAERECEETN, BT D7 4 V2R NNEE, BROBEADKOND Z EICER

FIEOHE

F IR D 8

LTLZENY,

configure terminal
telemetry
sensor-group sgrp_id

subscription sub_id

©WONDAAWN=

dst-group dgrp_id

path interface query-condition counters=[detailed],oper-speed=[1G,40G]
destination-group grp_id
ip address ip_addr port port

snsr-group sgrp_id sample-interval interval

ARV KRFERERETY VY

=)

ATy T

configure terminal

f5l
switch# configure terminal
switch (config) #

a7 4F¥al—varyE—RK2ANLET,

ATy T2

telemetry
1 -

switch (config) # telemetry
switch (config-telemetry) #

T VA N UBREOHERE— RIZAD 97,

ATvT3

sensor-group sgrp_id
1 -

TULAN) T—=2Ov Y — TN —TEER L E
-g‘O
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT 7 4 | path interface query-condition L7 CTHEEOREEBE L ET, ZofT
counters=[detailed],oper-speed=[1G,40G] X, 2V 3IROTH B2 ETFLET,

i - « 1Gbps TEITENTNADA v H—T = f ZATH

switch (conf-tm-sensor)# path interface = uﬂ@j] '7 f/& “‘%W% LTJ& Lij‘o

query-condition

co1lmters=[detailed] ,oper-speed=[1G, 40G] « 40 GbpS T;‘—éﬁé é ﬂfb V7 /f R —7 :r_/]» 2T

switch (conf-tm-sensor) # . .
Eulhon o o2 —EIEL TRLET,

R T 7§ | destination-group grp_id T LA NV N—T 7= RIZAD, Bt
" I N—T B LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port PTAI VT arDF LA N F—H R L
i - T, FBESNEIPT RLALR—FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

R Fw 71| subscription sub_id FLARNY BT RZ YT g B TE—RIZAY,
i - TUVARNY HTR7 YT a v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Z T w 7 8 | snsr-group sgrp_id sample-interval interval oY —IN—TEBEOY T A Y T a2
i - Y7 LT, TAOV T IR (R U
switch (conf-tm-sub)# snsr-grp 6 sample-interval {l)# %?ﬁﬁbi?‘o —]j‘ij Y V{Fﬁﬁgﬁ&i‘ AL T
5000 DT LA N FT—=FE2EMICEEGT D0, A
switch (conf-tm-sub) ¢ B—T = f ALY PSR LT b XICEIET B

ERELET,
R 79 |dst-group dgrp_id P I N—T % OV T AT VT gy vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fBET Dk 7 L —71%,
destination-group =~ > K Ca%E L 7= #&#i s 7 /v —
TE—HTOIMNERDH Y T,

—

T—R3FRIEFAREER—)TT BH=-0DRE/NXDERK

BRIFE/NSA UL, 770, BE, ER, AR L= ZA—=RX—=_AH T H—FKRED
oy —UEREE=F VT LET, TLA N FT=HEEPICR =D ST, AN
FFAE LI EXICT =X 2 RET 5 L) ICRE S AZHERCE 3, Sl VL, 77—

S OREETTA N FOXZAE

(406 ~—2) ZZMRLTIZE0N,
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FIEDEE

F IR D

F—8E kA Ry b ER—) V7 s ooBrE2omHE [

EHIR R = T EIFA R MZESWTI AT A U Y — R EREZIRT IO V—2A
NRAEBRECTEFET, ZONRRITANE) U TEYR—FLTOERA,

configure terminal
telemetry

sensor-group sgrp_id

path environment
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©WeEeNOOAEWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV RFERERTIVa Y

E:)

&

configure terminal

1

switch# configure terminal
switch (config) #

a7 4F¥al—varyET—RKE2ANLET,

ATvT2

telemetry

1 -

switch (config)# telemetry
switch (config-telemetry) #

T L A N UBREORERE— FICAD £,

ATvT3

sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—FDEB Y — TA—TEER L F
7,

ATv74

path environment

1 -

switch (conf-tm-sensor)# path environment
switch (conf-tm-sensor) #

BHOM» OBEAT V=27 hOT LA R T4
EIYUIZEETE D L0 TAREANA T~ LA
MRk LET, 700, BEOT—Z A% 1250
WA LET,
BTG U T, BET —XIdR—V > U
RIZHESNWTA N = 7 E&NDh, A R
R XITREESNET,

ATy Th

destination-group grp_id
fi

switch (conf-tm-sensor)# destination-group 33

switch (conf-tm-dest) #

T LA NV N—T T E— NIZAD | e
T N—T L ET,
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EFLEBBEIOIS5TEY T4 |

ARV RFERETIVa Y

B8

R 76 |ipaddressip_addr port port PTRI VT arDF LA RN F—R AR L
i - T, BEESNFEIPT RLRAER—FIAR)—I
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

A 77 |subscription sub_id FLANI B TR Y F a7 E—RIAD,
i - TLVARNY HTR7 Y TFoa ek LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY= IN—TERBEOY T A7 Y S a Y
- YILT, FAOY T Y IR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁ%{‘%fgéﬁéL/jij‘O f%i::7 Y >/ffﬁ?5%{jk AL T
5000 DT LA RN F—2 2 EMNCEET D0, BREA
switch (conf-tm-sub) # YRR LT L X ITRET A ERE LET,

R T 79| dst-group dgrp_id e I N—T % Z OV T A7) T a iz v

1 -

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, faET DHEkL 7V —71%,
destination-group =~ > K Ca&iE L 7= #&#i s 7/ /v —
TE—HTHMERDY T,

AR MFERIFET—322KR—=1)2T5FB=HD)V—X INZADERK

U —A A X, CPUFHERCA TV FEHFREOVAT LY V—AeE=X U T LET,
ZTORAERR LT, TV AN F—HE2TEHRNINEST 50, A_XV MRFELEE ZITX

FIEDHE

HETEET,

[F— 5 O EE 13 A N b OEAF

(406 ~—) | ZZHLTIIZSV,

ZDONRRAFIT 4 NE Y o TEaYR—FLTHEEA,

configure terminal
telemetry

sensor-group sgrp_id

path resources
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©CONDO RN A

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval
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ARy b EERF—5 'K 25T a000 v—2 2ot [l

FIED
AR EERRTIVa Y B
Z 5w 71| configure terminal av74Xal—varE—ReEANLET,

1 -

switch# configure terminal
switch (config) #

AT J 2 |telemetry T LA b UBSRROME— RIZAD £7,
1 -
switch (config)# telemetry
switch (config-telemetry) #

R T 7 3 |sensor-group sgrp_id TLA N F=EO Y — =T a2 L%
f1 EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

R T v 7 4| path resources BEOEA DY AT L) )—=ZADT LAY F—
Bl - BaTYNZEETEDL LT HY V—RA XA
switch (conf-tm-sensor)# path resources 7&}1/%*%521/?—?‘0 7/\“}14;1—\ %E%(@?ﬂ—&]\jj
switch (conf-tm-sensor) # 1 OOHDITHE LE7,

T ARMBE T, VY =R T —=Z IR =
THIBRBIZESWTA NI =7 ENdh, VAT
L AEUN INotOK| ICEF SN L ZICKESH
£

R T 75 | destination-group grp_id TLANVEREINV—T YT E— RICAY., B
5l - T N—T TR L ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

R 7 76 |ipaddress ip_addr port port YT AN TFarDF LA RN F—2ERERK L
i - T, BESNIPT RLARER—FMIA MY —3I
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/jiffo
50004
switch (conf-tm-dest) #

Ry 77 |subscription sub_id TLARNIYTRZY Fa P TE—RIAD,
B - TVARNY HTR7 YT a ek LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TERBEOY T A7 Y S a Y

1 -

VLT, T—AOY Y M () B
N ZRELET, oY IR, 2 A v F
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ARV RFERETIVa Y

B8

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

WT VA NY F=ZEEHISRET L0, VY —
AARY FPREAELTZEEITHET 20 ERELE
—é‘O

R w79 |dst-group dgrp_id
1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

Pl I N—T e OV T A VT a ) vy
LET, BET 28RN —T 1T
destination-group =~ > K Ca& & L,7”’ Pe e 7 n—
Te—HTOVENRDY 7,

VhFERIET—2%FR—1) 25T B0 VXLAN /N X DFERL

vxlan /82 F~ULE, VXLAN E'7, VXLAN # ¥ 4% — VLAN % 7> % —_ BGP £'7 5 —

IR L, AA v FORBILE LAN EVPN (2

BT oEREEMELET, 2O/ TV ERHEK

LT, IS, FRFARNCERRELZEEICT LA FUIERAINETEEY, [F—4%
OFEE 21T A X bOZAE (406 2—) | #BRLTLTEEN,

ZONRRFZTANEY T R—FLTHWERA,

FIEOHE

configure terminal
telemetry

sensor-group sgrp_id

vxlan environment
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©ONDO RN A

dst-group dgrp_id

F IR D

snsr-group sgrp_id sample-interval interval

AU RFEREET7TIVa Y

=)

X w 71 | configure terminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—varyE—RK2ANLET,

R w72 |telemetry
fAi

switch(config)# telemetry
switch (config-telemetry) #

T VA N UBREOEE— NIZAD £97,
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ARy M EEET—8 ER— 25T 500 AN <ot [

AU RFERETIVa Y

B8

ATvT3

sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—FDE Y — FTA—TEVERR L F
7,

R T 7 4 | vxlan environment BEOME % D VXLAN A7 2= hOT LA RY
5l - F— B T ATKEFETE S L5125 vxlan /82
switch (conf-tm-sensor)# vxlan environment ﬁj\ﬂ/;&*%ﬁkb(ij_o 7oV, %’%ﬁ(@i*&)\j}
switch (conf-tm-sensor) # % 1 O@Hjjjﬁr—ﬁ/ﬁ\ ]\/iﬁ—o "j_:/7 /l/Fﬁlﬁﬁl’?ﬂ:m L/

T, VXLAN 7 —Z 3R —Y 7RI SN TR
P = 730D, AR IRFEAELIZE X
EEINET,

A7 75 | destination-group grp_id TULA MR V=T T E— RICAD | Bt
5l - T N—THRER L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port PTRI VT arOF LA RN F—X %R L
i - T, BEESNZIPT FLARER—RMIA MY —3 >
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

R 77 |subscription sub_id TLARNIHTAZ YTy arH7E—RIZAD,
il - TLVARNY) TR7 YT a a2k LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TEBIEOY T A7 Y S a
B - Y LT, TAOFr T TR (LR
switch (conf-tm-sub)# snsr-grp 6 sample-interval 1il %Eﬁ‘ﬁfbiﬁ—o F7Y :/? %ﬁﬁﬁ‘ﬂi\ AT
5000 W7 LA N F =25 EWICEHET 5. VXLAN
switch (conf-tm-sub) AN IDPFEAELTLEXICEETINERE L E

-é‘O
ATy 79 |dst-group dgrp_id B /N —T OV T A Y T a i) v

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, faEd DHkek 7 L —71%,
destination-group =~ > K Ca&iE L 7= #&#i st 7/ /v —
TE—HTHMERDLY T,
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INR T

NI B TR

ETFLBHEIOSS5IEY T4 |

WOTH, NATLPHERSN TS Z MR L, FATHOT LA P UM EFR L TE

DI AR TE £7,
FIED#E
1. show running-config-telemetry
FIEDEEH
OV rERETIVa Y B#Y
A7 71 |show running-config-telemetry TUA N OBREOFTHR 2 Fom LET,

i :
switch (conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor—-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G,10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

ZOFITIEH, BV — I A—T7 4%, 1 BLT10
Gbps TEITSNTNDA U H—T = A AMBE L
DTy —FINET D LIRS TWE

T, B — N —T761%, 1 & 40 Gbps TEITS
NTWHAL LB =T A AMBT_XTOH T H—
ZIET D L O IR S IV TWET,

INR T

NIVIFHRD RR

IR SRR RATU KR

show telemetry usability =~ > RZfEiHT 5L, 72U ZFIT LI EITANR TR ED

% DNAZFRTEET,
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Rz sAuEgoRT |

AvE ERNE
show telemetry usability {all | environment | FTRTONRRAFULDTRTDOTF LA RY R
interface | resources | vxlan} Z . EIEEESN AR FAULDFTRT D

TULARNY RZA, Fi, HAZE, HSAR
mﬂ;ﬁﬂ’\]fcﬁf—)/ﬁif’ IA R MZESW
TT VA NY T—=F5EWETLH0E I DPIR
EhnET,

AH =T 2 A ARNATYVE, REL
XF—U— RN 74N EIT7 )RV EE
nEd.

show running-config telemetry T LA U IR SN TS 2R ERO FEITRERL,

avy Kol

\)

() showtelemetry usabilityall =~ NiZ, ZDO& 7 v a R ENTHWAHAxDa~vy RE3 R
THEFE LD TY,

show telemetry usability environment =2~ > KOH &2 RIZ R L £97,

switch# show telemetry usability environment

1) label name : environment
path name : sys/ch
query type : poll

query condition

HpfuIKE#Hu&p3ytﬂgi%MIKE&agifﬂxmeckSFap&askLe;ﬂ&&o@e}magskte;ﬂ@lap&teqt%mpnapﬂﬁﬂx

2) label name : environment
path name : sys/ch

query type : event
query condition :

show telemetry usability interface =~ > RO N ZRIZR L E7,

switch# show telemetry usability interface

1) label name : interface
path name : sys/intf
query_ type : poll

query condition

qﬂy‘a@aﬂﬂdﬂwmmﬁlrammﬂmﬁmﬂ; [beplsicers

2) label name : interface
path name : sys/mgmt-[mgmtO0]
query_ type : poll

query condition
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ETFLBHEIOSS5IEY T4 |

qeyHaos=s Hressgery-tarost-fi ltereg Myt Tf.adnir:, ") segoa oeefi il Srgo-a ree-Classsmu FrerSats, monlfn, oo, montiH T, moHf o

3) label name

path_name

query_type
query condition

interface

sys/intf
event

ethpmEncRtdIf.opersSt,"

4) label name

path_name

query_type
query condition

,and (updated (ethpmEncRtdIf.opersSt) , eq(ethpmEncRtdIf.opersSt, "up"))))

interface

sys/mgmt-[mgmt0]
event

qﬁyiarﬁzsbm@w@@t-ﬁlmtr@amo ,aested) oo prted T qres) eo (Mt TE g, ")) e ot (ot T gy et TE. g, 1 pY)))

switch#

show telemetry usability resources =2~ > KOH 2 RITR L E T,

switch# show telemetry usability resources

1) label name

path name
query_ type
query condition

2) label name
path name

query_ type
query condition

resources
sys/proc

poll
rsp-subtree=full&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

3) label name

path name
query_ type
query condition

resources

sys/procsys/sysmem
event

query-target-filter= and(updated(procSysMem memstatus),ne (procSysMem.memstatus, "OK"))

switch#

show telemetry usability vxlan =~ > KOF| 2 RIR L E T,

switch# show telemetry usability vxlan

1) label name
path name
query type
query condition
2) label name
path name
query type
query condition

3) label name

path name
query type

vxlan

sys/bd

poll
query-target=subtree&target-subtree-class=12VlanStats
vxlan

sys/eps

poll

rsp-subtree=full&rsp-foreign-subtree=ephemeral

vxlan

sys/eps
event
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2 T4 T
r*MT47T T

YT«
21747 7—5Ex 2 ||
query condition : query-target=subtree&target-subtree-class=nvoDyPeer
4) label name : vxlan
path name : sys/bgp
query_type : event
query condition : query-target=subtree&query-target-filter=or (deleted(),created())
5) label name : vxlan
path name : sys/bgp
query_type : event

query condition

qEqH3ms}&haaﬁmxﬁbsiUB%CBsﬁxplmbgﬂirbgﬂﬁﬁfhgiu@fb;RE@ﬁhﬂyngEﬂtirHBb}QEEU?ngEﬂtﬂhﬁyngE@ﬂId

switch#

T 51 L:jE/\;(

— B REET/RRIZDNT

NX-OS7 LA RV, FEDA T TA T I F X EETT =4 _XN—RARES RN =2 —
NN TF =2 EELTHDIAT 4T F—4 V—R&HFE—bFLET, KbVIZ, F14TF 4
T T EEREEATLE, a v R b ERET TV —va vk Ty LT, B
THMERET VAR AP —LIZHATEET, XA T 47 T —F FETLDONRRFTA 7
FALNT I FXITBI WD, ZOBRIIFHRMEZRILL, XA T4 777V r—2a i3
mum%vx%)&ﬁﬁféiﬁo

FAT 4T T—=H BEXAREBFEHT DL L, BFEOE P — R LT, BV ML
TVfb)T BEZIZTEET, ZOMEILINX-SDK EHEE L T, (RONXZNEDT LA
Y S5—=2DARN) = T HPR—FLET,

cIPL—FDT LA N F=FEXETDHRIB /A,
B L OEHMAC = R DT LA Y F—FE2EETDH MAC /SR,
«IPv4 & IPv6 (DT L A N Y F— 2 ZiR(E T 2 BERAfR N X,
YTRI N F g EERTDE, BRI AAZDOTRTOT LA R F— 2R EHEEE LT

ZEFICA NI —I 7 aNET, EBEEOH, A X MBEMOAPZEHICA N —I 7
EhExd,

FIAT 4T T—=H EEL/RADARN) = T1E, RO a—F 47 A4 TP R—1
LET:

+ Google Protobuf (GPB)
« JavaScript Object Notation (JSON)

s 22 7X7 K Google Protobuf (=2 >7X7  GPB)
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B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

2L T4T T—HREE

TTNRRAICRAMN)—=Z2TENBTLARY
T—4

ROFNT, KV —=ANRZHONT, T RZ VT a URRINER S E (R=2 T4
V) AN MEMPBRELTLEZICA RN =7 INLFERE L TVET,
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FAT4T FoARERARAIR kY —3v55neT LAY 7—4 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
RIB ATON— FDEE
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B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

EFNBHEIOISIEYT 4 |

Path Type

H$ITRY YT R—X3F
12

AR @ (Event
Notifications)

A X hOER, BE BE
OHIBRIZEET 5 A X Ml
ZIEELET, KROfEIL. RIB
RADT VA M) EZAHLTT
JAR—FENFET

c XJANFBY T N—T 4
AL E

cFRITARNKYTDT
NS

« X7 ARy T DR
BAVHE—T A A

e X T ANKYTD

VRF 4

« X7 ARy T D
HE

« XT AN Ry TS OE
S

e X T AN IR YT DR
FU w2
cFTANKRYTDH
y

XTI ANKyTDOR
7 A b i

« X T ANKYTD b
VeV TlEs
c XTI ANKYTDh
PAYIZ % v

cFITARKYT HA
TDTTTDEy b
L ®O0R

LAV 3IDOAN—T 4T
THH A MREET D
«/L'— ~® VRF 4

— KTV T 4w
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AT 4T FaAERARAIR =20 snsF LAY F—5 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
AT KL A

e — DA E

JL— DT A B
Ry 7T

o 4 X OFEE
s X I AN KT

MAC BB L O A F v 7 MAC | A X FoEhn, BB Lo
T FUIIZX L TDME 25 |BIBRICBET A1 X hdina
GETALL & FEITL £, EELET, ROEIR. MAC

INADT VAR EZ@EBUTT
JAR—FINET :

« MAC 7 L2 (MAC
address)

*MACT RLA ZAF
* VLAN%E 5
e AU H—T A AL
AN P

A Ry MEFITIE,

N EFALF Iy s = b Y

DGR IR—F SN THE
—a—O
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B sssacsnss

Path Type IR Y T3 R—X5 |4 R B (Event
A4 Notifications)

B 12 IPv4 33 X OVIPv6 BERERAGR (7 | A v R ooiB N, B L Ot
Vrytrv—) EEELE HIBRIZES 454 X M@
7, EELET, ROMER, B

BfR (7Vv kLI —) /32
DOTFTLVARN)EHBELTZ I A
A—hZNET:

«IP7 KL A
*MACT FL- A
AP =T A A
cWBERA B —T = A A
* VRF 4
YT F LA

s BREORE T

o BREERMR (T VvV
=) DT KL A 773
1

< BEREBALR T vk r
=) DARY N HAT

SR OV TIE, Github https://github.com/CiscoDevNet/nx-telemetry-proto % 2 L T < 7280,

N =
EEBRIELHINEIE
FAT 4T T —F FEETL SNAREICIL., ROFEEFHLHINFEERNH D 97,
*RIB, MAC, BXUBHEMEZR (TVxv vy —) ORAT 4 T FT—ZEETLAANLD A

M) = T O%E, Brh— 2 a7 ¢ OFEHIL, depth, query-conditiond 5\
X, filter-condition7e & DM A ¥ LHEHELZ V7 R— F LEH A,

W—T A VT BEBDRAT 4T T—REET/NADERK

URIBIZEENDTRTONL— MIBETHEREEET 2NV —T 4 V THERORAT 4 7 T —
HIEETANAZHER CE £, BT DL, REMITTXTOL— MEREXELE T, ~—
2G5 D%, A v FNYPR— T HV—F 427 Fr b aLon— FERFEIREECS
WCHEHMAEFE SNET, RIBEMTERFEINDGT —XIZOWTIEL, R T 47 T —FEET
NAFNZA R =T ENDBT VAR T—% (424 X—) ZERLTLEIN,
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| EFLBBHRITOTIS<EY T4

1R BHHIIZ

T LA MUBSREZ BN LTV AR WA

N—T 4 VIR A T 4 T F—atER 2o ]

. ZZTHEBNZLET (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id
FIED %
ATV RFEREETIVaY B

X5 w 1 |configure terminal a7 4 F¥al—arE—RFeANLET,
i
switch# configure terminal
switch (config) #

RTFwv T2 |telemetry T LA N UBREOHEE— FICAD £7,
i
switch (config) # telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id Yo — I N—FEERLET,
£
switch (conf-tm-sub) # sensor-grp 6
switch (conf-tm-sub) #

RTw 74 |data-source native FEEDETNRT —H RN— AT, KA
i - TFAT T TV = arNA Y =L F—F &l
switch (conf-tm-sensor)# data-source native fﬁ??%ffml Oﬂ:\ 5?_—57£§T§7E%E;F/r€?/f:7GZEQﬁ§
switch (conf-tm-sensor) # L/jz7fo

RTFwv 75 |pathrib N—bEN—bF T 7T = MEREA N —I
Bl - 9% RIB S AZHER L £,

nxosv2 (conf-tm-sensor) # path rib
nxosv2 (conf-tm-sensor) #
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EFLEHETOSS5TEY T4 |

ARV FFEREETIVa Yy

S

A7y 76 |destination-group grp_id TLUA RNV V—T T = RIZAY | #
Bl Bese s =T E R LE T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 7 |ipaddressip_addr portportprotocol { HTTP | gRPC |97 227 U FL a0 dDF L A N FS—F % BT
} encoding { JSON | GPB | GPB-compact } SNEIPT RLAER—FMIA MY =374 3
151 LolcHE L., 5 —F% A M) —2D7Fu hajLk
switch (conf-tm-dest)# ip address 192.0.2.11 port] =~ 1 FEBIEL £,
50001 protocol http encoding json
switch (conf-tm-dest) #
i
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
11
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A58 |subscription sub_id TLARNY YT Z7Y FvarPTE—RIIAD,
B - TLVARN) T2 Y TFva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
Z 5w F9 |snsr-group sgrp_id sample-interval interval oY= IN—=TEBIEOY T AT ) F g i
i - V7 LT, T—20Y 7Y oI (3 VE
L A== N ° YT » =3 N
switch (conf-tm-sub)# snsr-grp 6 sample-interval h{{A%EEXXEIJE%:rO %%Vii7 % «/5<E§Eﬂhi\ AL T
5000 MT VAN F—=F2EHRINCEET D0, A~
switch (conf-tm-sub) § B—T xR ARy R LT & FICEIET S
MEPRELET,
A7y 710 |dst-group dgrp_id Pt IN—T B DOV T AT ) T a Az v

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fBET 2807 v —7 13,
destination-group =2~ > KT E L 7= 7 v —
T =T LHNENRDHY ET,

MAC 1BERD R A T4 T T—EET/NADIERL

MAC 7—7NVDFTXTOxT L M VIZETHEREEET D MACITERDO R AT 4 7 T — 4 i
B /NAEZHERTEET, BT H L, EEHEIZTXTOMACEHRZEELET, LEED
%, MACT RL AN, B, BIXOHIBRBIEO®MENEE SN E T, MACHAITER S
NDET—HIZOWTIE, XA T 47 T—FEEITANARIZA N =7 SnbT AN

F—H (424 _—3)

EZRLTIIESN,
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FIRDEE

F IR D 8

MAC 5D+ 1 7« 7 F—2Em 20 [

\)

CE)  EHEIITHIERA ~ POBE, MACEAIL, 1P BEEMRZFFD MAC 7 R L AIZX LTO
HEE SET,

IR BRI
TUARNUEZ AN L TOWRWEEIX, 22 CTHMIZLE T (feature telemetry) .

configure terminal

telemetry

sensor-group sgrp_id

data-source native

path mac

destination-group grp_id

ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }

subscription sub_id

9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id

NOOAWN

o

ARV EFERETIVa Yy B &

ATy T

configure terminal Ay 7 4 Xal—varyE—R2ANLET,
i)

switch# configure terminal
switch (config) #

ATv T2

telemetry T L A N UBKBEORERE— RIZAD £7,
i -

switch(config) # telemetry
switch (config-telemetry) #

ATvT3

sensor-group sgrp_id oY — I N—TEERLET,
1)

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

ATvT4

data-source native BEDETFNROT —HZ_X— A2 VB2, %A
B - T4 T T TV r—varPNARN)—A T —H %l

- = 3 Y Y = S — Ry =
switch (conf-tm-sensor)# data-source native )EHT% CES o 7 5735’31.:.7[,6’7\/]) T A TISRGE
switch (conf-tm-sensor) # L/ji7fo
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EFLEBBEIOIS5TEY T4 |

ARV RFERETI3Y E]:g]
ATy 75 |pathmac MAC = kU5 X O MAC @A BT 2 w4 2
B - U =232 MAC S AZHERR L E T,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #
AT w76 |destination-group grp_id TUARNVEEREI VT P TE—RICAD, #
Bl Wise 7 L — T B LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 U FL a v dDF L A N) F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRER—FMIA RN —I 743
- EoTHE L, 7= AP —LaDFm hane
switch (conf-tm-dest) # ip address 192.0.2.11 port] ::;/:1»—]¢%a§%ﬁ§L/j£7fo
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
11
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A58 |subscription sub_id FTLANIHTR7 YT ar$7E—RIZAD,
i - TLARNY FTR7 YT a il LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
R w9 |snsr-group sgrp_id sample-interval interval ‘o — IN—TEBREOY T AT VT a
i - Vs LT, T—=20F 7 7 (2 URE
AN == ~ © N a = w
switch (conf-tm-sub) # snsr-grp 6 sample-interval ﬁf{A%EEXXEIJE%:fO f*«i:7 % «/5iﬁﬂﬁmfi\ AL T
5000 WT LA RNY F—=2 2 BHRNCEET D0, A~
switch (conf-tm-sub) # H—=T o f A AR IR ELZEXITHETS
MaEPRELET,
A7 710 |dst-group dgrp_id Pt IN—T R DOV T AT Y T a ) vy

&1

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, BET 28R 7 V—713,

destination-group =~ > R CE L 7= e 7 L —
TE—HTANENRDY ET,
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¥ RTHMACERD 1 7 1 7 F—2itlErw 2o [

FTRTHDMACIEERD KA T4 T T—FXET/AADIERL

LAY 3IBLRLA Y205, MACT—7NLDFTRTOT NICHETAIHEREEETS
MAC IO RA T 4 7 7 — 5 EEIL N AR CE E3, BT 5 &, REMEITTITO
MACTE# A2 XE L £, BUEHEDOHR, MACT FLADBM, FH., B L OHIFRERIED @A
EEENET, MACHEHMTEEESNDE T —ZIZOWTIE, R T 47 T—FEE T2 I
ARV =7 INDT VAN T—4% (424 X—2) SR LTIEIN,

)

CE)  BEHETZITHIBRA N bOGE, MAC AL, 1P BEERIRZF> MAC 7 R L AIZX LTO
HEEESNET,

188 BRI
T LA RNUBREEZ AN L T WESIE, 22 TAMC L ET (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path mac-all
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id
FIED %
ATV RFEREETIVa Y B
XFw 71 |configure terminal a7 4 FXal—YarE—FREALLET,
i -
switch# configure terminal
switch (config) #
ATy F2 |telemetry T LA N UBREORRE— FIZAD £7,
i -
switch (config) # telemetry
switch (config-telemetry) #
RT3 |sensor-group sgrp_id Yo — I N—FEERLET,
i
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B rccomactEmnr 15 7 F—oRERROBA

EFLEHETOSS5TEY T4 |

ARV FFEREETIVa Yy

S

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Z 7w 74 |data-source native BEEDET NRT — =R % S LI, A
il - TATTIVr—2a v BNA RN —A T —F%&ff
< N Y TRy s - 7 S
switch (conf-tm-sensor) # data-source native }ﬂ(% 5 J: ? L—‘ 7 53351;,75%2/]’7‘/( 7 AR
switch (conf-tm-sensor) # L/EEjro
A7y 75 | path mac-all FTRTOHOMAC =2 kU BLOMAC E@AIZBET 2
Bl - Tz A2 R Y—257 25 MAC SRR MK LET,
nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #
A7y 76 |destination-group grp_id TLARNVEE I N—T BT E— RIZAY | B
Bl ey N7 R L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
RFwvw 77 |ip addre_ssip_addr portportprotocol { HTTP | gRPC |7 227V FL g dDF L A N F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRAER—FMIA RN —I 743
5l - KO L, 7—% AP =07 m fhartk
switch (conf-tm-dest) # ip address 192.0.2.11 port] BLL/:I»—]Q%EEQﬁgL/jzirO
50001 protocol http encoding json
switch (conf-tm-dest) #
151 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT 78 |subscription sub_id TLANI Y TR F g 72— RNIAD,
i - TLARNY) FTR7 YT a2l LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
R w9 |snsr-group sgrp_id sample-interval interval ‘o — IN—TEREOY T AT VT a

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Yo7 LT, F—Z0% 7V o7 () BE
fr) ZFHRELET, Vo7V TR A v F
MT LA RN F—2EEMICEET D0, A
H =T f A AN IRREAELZE EITEETD
DEPRELET,
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PiEoR1 747 7—4 2o [

ARV RFERETI Y S

ATv 710

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

dst-group dgrp_id B SN —T R OV TR YT a4

LES, EETDERE 7V — 713,
destination-group =~ > KT E L=k 7 v —
TE—HTOINERDY T,

IPBEEDRA T 4T T—3 INADERK

AA v FOFTXTOIPv4 & IPv6 BEEICBIT D IEM ARG T 5 IP BRGSO A T 4 7 T—
HEETENAZRER CTE £, BT 2L, RUEMIT T X COBEEHZ2EE UL, AUEHE
D%, BEEEBRIEOBM, B, BLOHIBRICET 2 @MARE SN E T, BEEREM TEE
EINDT—HIZOWTUE, FAT 4T T—HEFILEANAMIZA NI —I T SnHT LA b

U F—s (@244—) EBBLTIES,

48O SRS

T LA MUBSBEEZ BN L TWARWEEIX

. ZZTHZNZ L% (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path adjacency
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
Flgn
ARV EFEREEFT7IV3 Y B#
Z 5w F1 |configure terminal Ay 74 Xal—varyE—FREANLET,
11
switch# configure terminal
switch (config) #
ATy T2 |telemetry T LA N UBREORKE — FIZAD 7,
1 -

switch (config) # telemetry
switch (config-telemetry) #
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EFLEHETOSS5TEY T4 |

ARV FFEREETIVa Yy

S

RFwF3 |sensor-group sgrp_id vt — I —T 2 ER L ET,
11 -
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
AFw 74 |data-source native AT AT TTVr—varNA R —L T —H
Bl - EHATE DL OIC, Py R_EREFA T A 71T
=g
switch (conf-tm-sensor) # data-source native mzﬂiL/EETro
switch (conf-tm-sensor) #
A7y 75 |pathadjacency IPv4 & IPv6 BEBAIC B 21582 2 R U — A 5B
. B AE R L ET,
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #
AT w76 |destination-group grp_id TUARNVEEREINV—T HTE—RICAD, #
Bl Wiy — T AR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
Z 5w 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |7 27 )V FL a0 DF L A N F—& % 5%
} encoding { JSON | GPB | GPB-compact } NPT RLREFR—RMIA RN —I 743
i : EOTHEK L, 7% ARV —LOTa bank
switch (conf-tm-dest) # ip address 192.0.2.11 port] j;>/:1h<]€%EEQiEIJEE7fO
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
i -
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A5 78 |subscription sub_id TVLVANIH TR Y Py a s 7E—RIAD,
il - TLARNY) TR7 YT a a2k LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
25w 9 |snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7) S a L

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Vo7 LT, T—20W 7Y iR (YK
) #RELET, Vo7V o THRIE. A vF
DT LAY FT—=2EEHNEET D0, AV
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w1747 7—4 v—2 K2 fEm0ET |

ARV EEEET7Ia Y =)
H—T A A ARV PPRELZEXICEET S
MERELET,
A7 v 70 | dstgroup dgrp_id Ve IN—T % DY T A ) T a ) vy

1 :

switch(conf-tm-sub)# dst-grp 33
switch (c

LET, BT DERLE T NV — 713,
destination-group =~ > KT E L=k e 7/ v —
onf-tm-sub) # 70&*ﬁj”5%\£7533?) Y ijﬂo

2 T4 T T—2 V=X NREHRODEIRT

NX-0S @ show telemetry event collector =~ > REFEH LT, XA T 47 T—4% Y —A )RR
DOFHEHRE DD ¥, FlFe T — 2R RTEET,

MEHFERORT

show telemetry event collector stats =~ > RZFITL T, FXA T 47 T —F YV —A /RADHE
FHERE DD B ERIRTEET,

RIB /S 2 D#EFHEHR DB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 4 Mon Jul 01 13:53:42.384 PST rib (1)
switch#

MAC 7S A DffEEHE R OB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 3 Mon Jul 01 14:01:32.161 PST mac (1)
switch#

Bt < 2 OFLEHE B OB
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch#

IS—HIVEDERT

show telemetry event collector stats =~ > R&ZEH LT, T XTORAT 47 T —% J—A N
ADTT—DHEFIERRTEET,
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EFLEBBEIOIS5TEY T4 |

switch# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
switch#

O O O O O o o o

> %7 Syslog

TLARYJEDR R1)—= 2% Syslog [ZDULVT

CiscoNX-OS U U —2933) LARE, EF AEREVT L A R UIX, YANGZT —4% Y —A &L LT
EFHT DsyslogDA RN =7 h2YR—FLET, YT7RAZ VT a2 ELTLHE, T
TO syslog WHEHEE L L TZEHICA M) —I 7SN ET, ZOMHRRIL NX-SDK &E#f L
T, WD syslog 7SANHDAN)—I 7 syslog7 —# &P AR—KLET,

* Cisco-NX-OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
FEMEE DRI, syslog A X MEHIOAZPZEEICA M) —I 7 SET, syslog 73AD A
M) =273, ROy a—=F 47 84 FeHR—FLET:

+ Google Protobuf (GPB)

« JavaScript Object Notation (JSON)

Syslog [EED 1=HD YANG T—45 V—RX INADIERK

FIRDHE

ALy FTHERINTT R TD syslog (ZBAT D15 H A 1515 T 5 syslog D syslog 7N A Z AR T &
F7T, YT R IATFTHELE, R=RT A EIT R TOBEFED sysloglF A EE L ET, ~—
AT A D%, WHEIEL, AA v T THERINTZH L syslog 1IZx L TOREEINET,

3B & BRI
T L A N UBBEEZ AT LTV 2041, feature telemetry =~ > RCTHIZ L £,

1. configure terminal
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Syslog D 1= YANG 7—4 v—2 K20 [}

ip address ip_addr port port protocol {HTTP | gRPC } encoding { JSON | GPB | GPB-compact

2. telemetry
3. sensor-group sgrp_id
4. data source data-source-type
5. path Cisco-NX-OS-Syslog-oper:syslog/messages
6. destination-group grp_id
7
}
8. subscription sub-id

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

=3 k2 i
ARV RFERRTO Y E]:g]

ZF w71 |configure terminal Ja—N)yar74Xal—vay E— Naefllh
i LETS
switch# configure terminal

ATy F2 |telemetry TV AN OWLE— FIZAD £,
i -
switch(config)# telemetry

RTwF3 |sensor-group sgrp_id Ut — I —TEER L LT,
£l -
switch(config-telemetry)# sensor-group 6

RTw 74 |datasource data-source-type T =X — A& YANGIZHTE L. X1 T 4 7 YANG
Bl - AN =T ETNVEMEH L Tsyslogh A b Y —
switch (config-tm-sensor)# data source YANG 7 VC% L& 2 i Li'@‘o

RTw 75 |path Cisco-NX-OS-Syslog-oper:syslog/messages ZA o F CTHERENT syslog Z A h U —3 74
Bl - % syslog /XA &% E L7,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

A7y 76 |destination-group grp_id TLUA NG I N—T BT E— RICAY | #%
Bl Wiy v— T TR LE T
switch (config-tm-sensor)# destination-group 33

ZFw 71 |ipaddressip_addr port port protocol {HTTP|gRPC } |47 227 ) FL a L DF L A N F—X % $55¢

encoding { JSON | GPB | GPB-compact }
i -

switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol http encoding json

1 -

SNEIPT RLAER—=MIANI—I 7T 5
koL, 57— A U —2D7Fa fhaid
T a—RERELET,
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B s ixorLaby F—52ry—325

ARV FFEREETIVa Yy E]:g]
switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb

A 78 |subscription sub-id FLANI ST 22 Y Foar b 7E—RICAD,
Bl - TLANY B TRZ YT a B LET,
switch (config-tm-dest) # subscription 33

Z T 9 |snsr-group sgrp_id sample-interval interval BT N—THEEDOT T AT YT a0l
1 YL, T=HF BTV T EOICERELT,
switch (config-tm-sub)# snsr-group 6 syslogi(/\“‘/ l\“ﬁi?ﬁi L/f:)& X|ZAA “/.?Z)ST LA
sample-interval 0 M) F—=FZ2EETHLIICLET, interval 12D

WL, 0 DBRDBZ T AN ATHEZRE T,

AT 710 |dst-group dgrp_id Ve I N—T % DY T A Y T g v

. LT, $RET 2L L — 71,

destination-group =~ > K CHEk L 7= ki e 7 v —
Ty TFTAHAMENRHY T,

switch (config-tm-sub)# dst-grp 33

Syslog \ADT LAY T—R RK)—22F

EETNAAT LI, WOT—T 0T, BT R YT a URROICIER SN D L&D [R_R—=
FA L] IZBWT, ZELTARY bOBRMNIEET D EXIT, EAREFEERNPA M) —I 7 X
NHMNERLTWNET,

INR HBIRD) T3y R=RF 4RV MEH
e

Cisco-NX-OS-Syslog-opersyslogimessages | 2 - F 23 BEEFO TR TD | AA » FTHA L= syslog D
syslogZ A R —X V7 LE |4 X MlHEEFELET,
EE » message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name

* severity

¢ text
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ason ho ]

syslog /X R FHRD TR

syslog S ADFEHER E 7 o5 FTZT T —%FK AT HITIE, CiscoNX-OS D show telemetry
event collector =~ > K& H L %9,

GRS
show telemetry event collector stats =~ > K& AJ19 5 & syslog /SR Z & OfaHE®RE 7
B FRTEET,

WIZ, syslog 7S A DFEFHEBMO B 27~ L £,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST
Cisco-NX-0S-Syslog-oper:syslog(l)

2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS—HAIVEDRT

show telemetry event collector errors =~ > R&fEHT 5 &, X TD syslog XADT T —DH
FERRTEET,

switch(config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -

O O O O O o o o

JSON H A D5l

Wiz, JISON oV Iz Rr LET,

172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0" 200 -
172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0"™ 200 -
>>> URL : /network/Cisco-NX-0S-Syslog-oper$3Asyslog%2Fmessages
>>> TM-HTTP-VER : 1.0.0
>>> TM-HTTP-CNT : 1
>>> Content-Type : application/json
>>> Content-Length : 578
Path => Cisco-NX-0S-Syslog-oper:syslog/messages
node id str : task-n9k-1
collection id : 40
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B «vers o nm

data_source : YANG
data :

"message-id": 420

"category": "ETHPORT",

"group": "ETHPORT",

"message-name": "IF_UP",

"node-name": "task-n9k-1",

"severity": 5,

"text": "Interface loopbacklO is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""

KVGPB O t 71451

IZ KVGPB O il 7R LE 9,

KVGPB Output:
---Telemetry msg received @ 18:22:04 UTC

Read frag:1 size:339 continue to block on read..
All the fragments:1 read successfully total size read:339
node id str: "task-n9k-1"
subscription id str: "1"
collection id: 374
data gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {
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name: "content"
fields {
fields {
name: "node-name"

string value: "task-n9k-1"

fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 _value: 1574293838000

fields {
name: "time-zone"

string value: "UTC"

fields {
name: "process—-name"
string value: ""
fields {
name: "category"

string value: "VSHD"
fields {
name: "group"

string value: "VSHD"

fields {

name: "message-name"
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string value: "VSHD SYSLOG CONFIG I"
}
fields {

name: "severity"

uint32 value: 5

}

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"

TOMDSEEH
Ehekeel

BEEIE B TZaTFILEA kL

VXLAN EVPN ®7 L A b U BB ORERKSF],  |[[VXLANEVPN Y U =2—32 5 OF7 L A KU &
B (Telemetry Deployment for VXLAN EVPN
Solution) ]
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520 =
OpenConfig YANG

« OpenConfig YANG (22T (445 ~—)

* OpenConfig YANG O H A KT A » EHI[REIE (445 =—2)
eBGP /L —FT 4 7 A L AZ L ZADHIERIZDONT (454 ~—0)
* YANG OFERE (455 ~—2)

« OpenConfig 7R — h DFE (455 <—)

OpenConfig YANG [Z2D(LVT

OpenConfig YANG (%, B ESMOMBCET VB OE I L #ER & BHOox >y hU—%
Y7 DJFAIZ AR — K LTWET, OpenConfigid, X NV —2 DI EE=F 1 T DI
IR A —IBTFE LW T— 2 T et LET, 72, 727V Fvar b f U ME
AN =072k, FVETANL T v va BT ANOBITEXELET,

CiscoNX-0OS U U —29.2(1) LAFE, MRIAVEERE= Y 7 IZbh7/c o THAR— FRBEMES N TWET,
ZBiziE. BGP, OSPF, A v X —7 x4 AL2 & 13, VRF, VLAN, TACACIN & ENF T,

OpenConfig YANG DOFEHIIZ DWW CiE,  TOpenConfig YANG (22T S L T2 &0,

Cisco NX-08 9.2 (1) @ OpenConfig &7 /MZOWTIE, [YANG EF/L92(1)] 2#BMLTL
72 &y, OpenConfig YANG E 7 /Ui CiscoNX-0S U U — R T 27 N —T b EN TN S 728,
CiscoNX-OS V UV —AFE S NELT IS &, URL ORBOHINELINET,

OpenConfig YANG D /i1 K54 > L HIREIE

OpenConfig YANG (Zi&, IRDOHTA RT7 A 2 LHIRFEL H Y 3,

cIPVvA BEXUIPV6 7 RLADEAE, IP T KL A 7 4 —/L K (oc-ipiip BL
oc-ip:prefix_length) DO HIER & HIERIZ R CHEZ AL 2 0BR3 H Y 7,

il

oc-ip:ip: remove
oc-ip:prefix length: remove
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B ovenconfig vANG 074 kS L L HIREE

ETFLBHEIOSS5IEY T4 |

«OSPFT7 7 v a A VU v 7 3BGPsetmed 7 2 /37 ¢ LV L8 & 5728, OpenConfig
NETCONF #/r L CRIC/L—F v~ 7RO A MY v 7 Z#EH L-set med & —#DBGP 7
73aryBELOOSPET 7 v a v ERETDHZ EIIHREINEE A,

2ODERHN—F vy TEMBEHLT, OSPF 72733 TA M) w7 2/ ELET, 8
Bo—h <y FZ2FEHALTBGP 77 >3 O F Tset-med 2 H L E9,
B—D~_XAfa— KT, BGPT77arDA M) v 7% OSPFT7T 7 v a  lEELTZY,
OSPF 77 v ava/l—h <y 7OBGP 77 a BB LEZY LEWZ E2BEO L

i—g«o

c BN BGP A L AX U AEMHTHI1E, AEBEVAT A (AS) B ERET HLERDH Y
F9, ASEFITT 7 4L MEDMELE L7228, NETCONF / OPENCONFIG THIFR L X

L5 E<asn>BGP A U AZ U AERHIBRLARWE, ROIR

VINFTRSNET,

764

WERSNTT— Ay E—

<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1lea09de2-605e-46aa-984b-9dfdad03354d">

<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>

<network-instances xmlns="http://openconfig.net/yang/network-instance">

<network-instance>

<name>default</name>

<protocols>
<protocol>

<identifier>BGP</identifier>
<name>bgp</name>

<bgp>
<global>

<config nc:operation="delete">
<as>100</as>

</config>
</global>
<neighbors>

<neighbor>

<neighbor-address>1.1.1.1</neighbor-address>
<enable-bfd xmlns="http://openconfig.net/yang/bfd">

<config>
<enabled>true</enabled>
</config>
</enable-bfd>
</neighbor>

</neighbors>
</bgp>
</protocol>
</protocols>
</network-instance>
</network-instances>
</nc:config>
</nc:edit-config>
</nc:rpc>

#4#
Received:

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1lea09de2-605e-46aa-984b-9dfdad03354d">

<rpc-error>
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OpenConfig YANG 075 1 K54 > &#iEEE [

<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">invalid property value , for property asn, class
bgpInst</error-message>
<error-path>/config/network-instances</error-path>
</rpc-error>
<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">invalid property value , for property asn, class
bgpInst Commit Failed</error-message>
<error-path>/config/network-instances</error-path>
</rpc-error>
</rpc-reply>

» OC-BGP-POLICY (Zi%, ¥K® OpenConfig YANG IR & U £7 :

e T vay XA 7L, community-set BILWas-path-set ([ZX L CTHEIZ AT
(permit) 1&M, WOarFHZHEHAINET,

* /bgp-defined-sets/community-sets/community-set/
* /bgp-defined-sets/as-path-sets/as-path-set/
OpenConfig YANG (Z/%, community-set 3L Was-path-set ® CLIIZH D L 5

BT vary XA TOWETIHY FHA, L7ZN-5 T, community-set BILW
as-path-set D7 7 v a v XA FILHIZ permit TY,

.

Z O T2k, RO OpenConfig YANG fillfR2N A S k4,
/bgp-defined-sets/community-sets/community-set/

CLI T/, community-list (Zi%, BEMELILIRD 2 SDDORRDHZ A TRDH Y £,
7272 L. OpenConfig YANG 7 /L Clt, community-set-name {2 D &L H 72X
LdH 0 E£H A,

OpenConfig YANG %l L C community-set-name Z{EfT 2 &, RO LN
HCRAELET,

« community-member MEE I (ASINN) DHE . community-set-name D
BT std VT 4 v 7 APBIMSRET,

s community-member MNEERX (EHFH) OBE. community-set-name
DIRIZ _exp 7 4 v 7 ZADBIMSNET,

<community-set>
<community-set-name>oc commsetld</community-set-name>
<config>
<community-set-name>oc commsetld</community-set-name>
<community-member>0:1</community-member>
<community-member> 1 </community-member>
</config>
</community-set>

=F2® OpenConfig YANG #51%, R CLIIZ~ v 7S ET,

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



EFLEHETOSS5TEY T4 |
B ovenconfig vANG 074 kS L L HIREE

"

ip community-list expanded oc_commsetld exp seq 5 permit " 1
ip community-list standard oc_commsetld std seq 5 permit 0:1

s ZOa T FIZiE, D OpenConfig YANG il BEA @A v E 3,

/bgp-conditions/match-community-set/config/community-set/

OpenConfig YANG (X 1 DD 23 2 =F 4 & v MOk~ v B 7 TExEF8, CLI
Xa3a=74 vy hOBEOA L AZ U AIZ—HTEET,

« CLI %4 -

ip community-list standard 1-1 seqg 1 permit 1:1
ip community-list standard 1-2 seqg 1 permit 1:2
ip community-list standard 1-3 seqg 1 permit 1:3

route-map To LC permit 10
match community 1-1 1-2 1-3

* %9 % OpenConfig YANG A 2 — R{ZRDO &Y T,

<config>
<routing-policy xmlns="http://openconfig.net/yang/routing-policy">
<defined-sets>
<bgp-defined-sets xmlns="http://openconfig.net/yang/bgp-policy">
<community-sets>
<community-set>
<community-set-name>cs</community-set-name>
<config>
<community-set-name>cs</community-set-name>
<community-member>1:1</community-member>
<community-member>1:2</community-member>
<community-member>1:3</community-member>
</config>
</community-set>
</community-sets>
</bgp-defined-sets>
</defined-sets>
<policy-definitions>
<policy-definition>
<name>To LC</name>
<statements>
<statement>
<name>10</name>
<conditions>
<bgp-conditions xmlns="http://openconfig.net/yang/bgp-policy">

<match-community-set>
<config>
<community-set>cs</community-set>
</config>
</match-community-set>
</bgp-conditions>
</conditions>
</statement>
</statements>
</policy-definition>
</policy-definitions>
</routing-policy>
</config>
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[EI3EE5 & LT, OpenConfig YANG Z /1 L CHBD AT — M AV FEFO1D0DaI
=7 4 ZAER L,

ip community-list standard cs_std seq 5 permit 1:1
ip community-list standard cs_std seq 10 permit 1:2
ip community-list standard cs_std seq 15 permit 1:3
route-map To LC permit 10
match community cs_ std

» X ® OpenConfig YANG Hl[BAZ a7z s Ed,
/bgp-conditions/state/next-hop-in

OpenConfig YANG Cl¥, next-hop-in ZA 71X 1P 7 KL AT¥ 23, CLI CiXIP 7
V74 AT,

OpenConfig YANG %Z I L C next-hop-in Z1E T DK, IP 7 KL A% CLI #%
[/32) ~A7 FV7 4 w7 AEHINET, f:

« LI'FiX. OpenConfig YANG <+ B2 — F® next-hop-in Of|T9,

i
il
A

<policy-definition>
<name>sc0</name>
<statements>
<statement>
<name>5</name>
<conditions>
<bgp-conditions xmlns="http://openconfig.net/yang/bgp-policy">

<config>
<next-hop-in>2.3.4.5</next-hop-in>
</config>
</bgp-conditions>
</conditions>
</statement>
</statements>
</policy-definition>

« UL FiZ. CLI TOlE Ui HoFI T,

ip prefix-list IPV4 PFX LIST OPENCONFIG sc0 5 seq 5 permit 2.3.4.5/32

route-map scO permit 5
match ip next-hop prefix-list IPV4 PFX LIST OPENCONFIG scO_5

» OC-BGP-POLICY (2%, kD NX-0S B2 H 0 £9°,

* /bgp-actions/set-community/config/method enum "REFERENCE" |3 " —
SN TWER A,

+ /bgp-actions/config/set-next-hop ?® OpenConfig YANG €7 /L CH AR — h &
T 5 enum "SELF" (I A — F SN TWER A,

* OC-BGP-POLICY D5
4. /bgp-conditions/match-community-set/config/community-set I,
match community <community-set> stdZDAHV Y FINLHDT, fEHEII 2=

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x) .



EFLEHETOSS5TEY T4 |
B ovenconfig vANG 074 kS L L HIREE

TADHPYR—FSNES, IEaIa2=7 4y b~ —FT¥HR—- S T0ERE
/\Jo

X Ty NOEFRFLE Y MIBEFEEIN TV RWZ®, match-tag-set OEHRITIE
HR2 & 0 F77,

HIfE, match-tag-set ZEXMHZ DL, HNBMEINET, match-tag-set ZE X #
ZDHWME, FNEHEBREL TS, b —EERLET,

« FIPS {Z1%. OSPF OpenConfig YANG D iE EFH I L ORI FHEAEH S v E T,

« OSPF T U 7HERL AR L CHIBRT 2 & HilRSh7z= V7T (Fvw=r F V) 25 &
ft& DME (CFRSNET, ThbDlnw=lY 7 = | Ui, OpenConfig YANG O
GETCONFIG/GET i JICFR S E T,

« OSPF A" U ¥*—match ospf-area A ? OpenConfig YANG THR—hrxito =Y
7112721 T3, CLI TlX. matchospf-area 100 101 72 &, #¥kpD =V 7ic—H+ %
EIOICHETEE T, 727 L, OpenConfig YANG TlE, 1 2O 7 DA EHETE
F9 (/=& Z21X. match ospf-area 100) ,

e YT I BLIONZ YT A F—T oA AMEHF_AM a2 — X, ALV 7 U
AROTIZEL ZEFTEFEREA, =T av T F XA a—FERLCM 72— KN
DIRABY 7 YT A B —T 2 A AT L LTHEILET,

« MD5 FBFESC74I%. OSPF OpenConfig YANG TIIMAL T& £H A,
OSPF £7 /L ClE, AR L CERAEY A TR ER SN TNET,

leaf authentication-type {
type string;
description
"The type of authentication that should be used on this
interface";

}
OSPF OpenConfig YANG (X, #BiE/NA T — ROA S a v R —KFLTWEEA,

« OSPF = V) 7RI IZ T R— F SN TWERA, 72& 21E. area 0.0.0.200
U

authentication message-digest %, OpenConfig YANG /L% E TE £ A,

T ITANIDRY NT—T A AX L ATTa halarTFEHRLTH, 77
JL R ® VRF (7= & z21Z. router ospf 1/router bgp 1) Z7%24 3 % OSPF/BGP A > A %
VAR ETHIFRSIVER A

« IZ, OpenConfig ~2A 17— K & Cisco Nexus 9000 1 > % —7 = A Af{]® VLAN &% &2
THEBEFHEFIRFEZSLET,

e NFL I E—RAUHE—T A AL T 27 VLAN %[A U OpenConfig ~4 72— K C
RIRFIZHERR L L 9 &3 L, BN ERIZET LERA, 7L, XA 2— F&2nE
LThI7v7 =R AU HF—T A ADRRINZEF v, RIZ KT 7 VLAN 3k
fganbd &, BRI ERICET LET,

CiscoNX-OS A v H—T =2 A ATlE, £ X —T = A A E— RDTF 7 /L ML access
Td, N7 V7BEORELFEET DL, BYIA X —T = A X F— R#& trunk
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WCEBLTHD, F72 7 VLANHIFAZRET HLERH D £7°, 2 b ORERKIL,

fERID <A 7 — R TITWET,

WoOBNE, FFr 7 F— K& VLANFHEZRET D720OOMEBIORA v— &R L

TWVWET,
B, fvF—T A AE NT 7 T— RNIZRETHIAM 21— ],

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<interfaces xmlns="http://openconfig.net/yang/interfaces">
<interface>
<name>ethl/47</name>
<subinterfaces>
<subinterface>
<index>0</index>
<config>
<index>0</index>
</config>
</subinterface>
</subinterfaces>
<ethernet xmlns="http://openconfig.net/yang/interfaces/ethernet">
<switched-vlan xmlns="http://openconfig.net/yang/vlan">
<config>
<interface-mode>TRUNK</interface-mode>
</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>
</edit-config>
</rpc>

%l 2, VLAN #i 2 #3521 v — K,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<interfaces xmlns="http://openconfig.net/yang/interfaces">
<interface>
<name>ethl/47</name>
<subinterfaces>
<subinterface>
<index>0</index>
<config>
<index>0</index>
</config>
</subinterface>
</subinterfaces>
<ethernet xmlns="http://openconfig.net/yang/interfaces/ethernet">
<switched-vlan xmlns="http://openconfig.net/yang/vlian">
<config>
<native-vlan>999</native-vlan>

<trunk-vlans xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"

nc:operation="delete">1..4094</trunk-vlans>
<trunk-vlans>401</trunk-vlans>
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<trunk-vlans>999</trunk-vlans>
</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>
</edit-config>
</rpc>
* OpenConfig YANG D% FHZ LY. VLAN 28R ET 5546, -1/ 2— FN® VLAN &
AVH =T 2 A ATTTILRESIN TS VLAN & OMICEERH - TIR YD £t
Mo F—3—=F v TRFET H8A . OpenConfig (2 L DRI AL ET, M —
7z A ATFRTE STV S VLAN 73, OpenConfig <A 17— K VLAN & #7225 = L
ZHER LTI, #EHNOBL VLAN ST VLAN IZRHCER L T &0,

* Hig (ii) A — FOHFFHDOF 2 — A » 73R — F ST ER A,

cA=FY AL YAFFY AL FEEFTe—FFY AN Fa—-—TLOx Ty b OE
723 A b, BRO Ry 737y MIFRRSNEE A, OCINEIZE RSN DR
qos-group = & @ ucast, mcast, ¥ X O beast ¥ = —DHFHTT,

« OpenConfig YANG (X, VLAN L~V T &5 QoS R Y —Dfiat AR — kLT
FH A

cOCENMLTIGETEDANFa— Fry 78T, 77y P 74— LIS L TRAT A R/
A= FFa— LUV TERRTETET,

« LLNIE, switchport, shut/no shut, MTU, 3 X' MAC 7 K L 2 ® OpenConfig % & D 7 A
FZ A EHlRTY,

e A4 v FR— b, shutnoshut, MTU, BLUOMACT FL AZRET HEAE1L. ASCI
Ve—RKRMNETT, XA FY Ua—FRafHT L, HlkpnkbiltEd,

s RORFEa T HIE, A F—T = A AB L UL D OpenConfig ACL IZFEHE SN T\ E
9,
eacl/interfaces/state 27D

/acl/interfaces/interface/interface-ref/state,

» read-onlyoc-if:interface Y —7®
acl/interfaces/interface/interface-ref/state/interface,

* read-onlyoc-if:subinterface Y —7®
acl/interfaces/interface/interface-ref/state/subinterface,

CROVAT DR T TR, RAL A, m T A A= B L Umotd- N — T L
ICEEINTVET,
* /system/config/domain-name for
/top:System/top:dns—items/top:prof-items/top: Prof-1ist/top:dom—1items/top:name
container
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* system/config/login-banner for
/top:System/top:userext-items/top:postloginbanner-items/top:message
container

* system/config/login-banner for

/top:System/top:userext-items/top:postloginbanner-items/top:message
container

« WOHF LWEIEIREE OpenConfig /XA NV R — N TWHET, —HD/ 2 2iE, KIDR
TIEMOFEEFHEHIRFEIH Y 77,

e /network-instances/network-instance/fdb/12rib/mac-table
e 2rib DL ~LD 7 = VUL, 2rib LV THR—FENTWET, =& 201,
network-instances/network-instance/fdb/12rib F T/ =) T& £

TN, fdb LD network-instances/network-instance/fdb TiZZ/ =
VU TEERA,

* /interfaces/interface/routed-vlan/ipv4/neighbors/neighbor/state
* /interfaces/interface/routed-vlan/ipv6/neighbors/neighbor/state
B ZIVDOEE, AT TANTIFXIETTAATOY A MNABDOT R TOXF—%
BAEL, Z60&E VA NEHOED OF — X &2 AT HERB NNy 7 R
FEEINET, 2EV. AT TFAMNTIZTF XTIy 7 FERLEY Y —
E o — BT,
e ZE AT ITANT I F XTI NI DORRHY, Ny 7 RIZ
FEAT S MY LB MU BRHDEE. VAN VA= TE A 7T A b
Z 7 F T N DL DERDAEEFET LD T, RERRT —HITY
£9, BEOV UV —ZATZORMIBRH 5 /3R
/¥, /interfaces/interface/routed-vlan/ipv6/neighbors/neighbor/state
BIW
/interfaces/interface/routed-vlan/ipv4/neighbors/neighbor/state
TY, EMERANADBIFESNTWDEE, 7 — ZIITER & I DM T O ARP
BLOND = FUMEENE T, BASAREES N TODLEEITFHFNT S
UDHPEENET,

* /retvodeinstances/retwark-instance Aarotomols/farctacal oo/ rilb/afi-safis/afi-safi/12vpremy/locrib/rates
* /network-instances/network-instance/protocols/protocol /bgp/rib/attr-sets
* /network-instances/network-instance/protocols/protocol /bgp/rib/communities
* /network-instances/network-instance/protocols/protocol /bgp/rib/ext—comunities
* /retwark-irstanes/retwark-irstance/caredtiarpoints/camedtionrpoint/ardpoints/andooint Axlan/erdsoint-esrs
* /retwork-instances/reareinstants/camectiarpoints/caredtiarpoint/ardoints/ardpoint Axlan/endooint-snis
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BGP IL— T 4 0 41V AZ D ZADEIBRIZDOLNT

OpenConfig YANG X NV —2 4 v AZ A (OCNI) ZfEH LT, BGPL—TFT 47 A
AH AR EYIRT A5 DO TR, T 74/ SO VRE O BGP M OAEZHIRLE Y L4 5
L. 7' b a/BGP LV T BGP EHAHIBR SN RN Z ERH Y £9, ZORWTIE, A
n— RICEBEV AT LAESEGT 7 1 b a)LE 721X BGP LUV THIBRDN T D & BGP/L—
TAUT A VAR ABEKRPEIREND D TIERL . T 74/ hD VRE OFREDHNPHIER S
nEd,

PUFiE, BGP OF 7 4 /v b VRF THEZHIFRT 272D N5 2A v — ROfITT,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<network-instances xmlns="http://openconfig.net/yang/network-instance">
<network-instance>
<name>default</name>
<protocols>
<protocol>
<identifier>BGP</identifier>
<name>bgp</name>
<bgp xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
nc:operation="delete">
<global>
<config>
<as>100</as>
</config>
</global>
</bgp>
</protocol>
</protocols>
</network-instance>
</network-instances>
</config>
</edit-config>
</rpc>

FHSNDEME BGP LV —T 4 7 A U AZ U AAERZHIRT 20BN H Y £, T,
no router bgp 100 & 74T,

EBRDENME : 7 7 4 /L b VRF O BGP RO AN S, RSO —0 CLIRKILSH V £8
Ao

HIFRIRAERT O FATHERIIR D L 80 T,

router bgp 100
router-id 1.2.3.4
address-family ipv4 unicast
vrf abc
address-family ipv4 unicast
maximum-paths 2

HIFRIRIERR O FATHERIIR D L0 T,
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router bgp 100
vrf abc
address-family ipv4 unicast
maximum-paths 2

YANG &3
YANG % E & MRAET D121, Roa~<w> REfEHLET,

%= 27: YANG 5L

avw >R Bz

show telemetry yang direct-path HPR—PFENTWVWEZRERRLET,
cisco-nxos-device

OpenConfig H7R— F DEHE

v 7<vve Y74 =—T = b (NETCONF, RESTCONF, # JU'gRPC) T OpenConfig H
R— M EEHNEIFENICT 5121E,  T[no] feature openconfig] ZFHE L E 3, #i :

switch (config)# feature netconf
switch (config)# feature restconf
switch (config)# feature grpc

( ) #

switch (config

N

feature openconfig

GE) LoV U —ATiX, mtx-openconfig-all RPM [ZfABNIZZ 7o m— KL TA A h—/L LT
FlL, ZOAY Y RiE, 1022) VUV —ATIEBEIEINTWET,
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529 =

XMLEHEA Z2—T 24X

o XML BHA X —T = A AIZDOWNT (459 L—2)

« XML HHA L X —T = A ZAD T A & ZEAF, on page 461

« XML BHA 4 —7 = A ZA&EAEHT 572D ORiHESA:, on page 461
« XML A % —7 = A A %AHH, on page 461

c YT IVXML A P AZ L ACET DR (476 ~—2)

o ZDOMDBFEEL on page 483

XMLEHEA VF3—TJ x4 RIZDWT

XMLEEAS VA —TJ 14 RZDOLVTODIEFR

XML EH A v H—T =2 ZAZHH L TT A AZHRTE £, A% —7 A AL XML
NR—=ADFy T —=I#E 71 k=2 (NETCONF) Z AL ET, Zhicky, 534 2%
FHL, AP —Tx2A AN LTXMLEHY =L EIZ7 v 7 I AE@BETEET,
NETCONF @ CiscoNX-OS HATiX, T XA AL D@EEICEF =27 =/ (SSH) Bty a v
EHEHTAMLENH D 7,

NETCONF (X, VE— bk 7By —U% a2—/L (RPC) A vE—TWICT /A AEREFREZE D
% Z LINT& D XMLSchema (XSD) #fH L TEASNET, RPC A vE—YHAND, T3
A RZFLTSH T a~vr ROF A 7IZ—59 % NETCONF#/ED 1 D% &R L £9°, NETCONF
EEHALT, N4 ATCLIa~vy RO® v MaREFHETE £9, NETCONF Off FIZ o0
TiX. NETCONF XML A > A % > ADAERL, on page 465 & RFC 4741 &ML T 12 & 0,

SSH %4 L 7= NETCONF Of# JHDOFEMIZ DWW TCiL, RFC 4742 25 L T2 &0,
TR a it RO Ny 7 THERENTHET,

NETCONF L 1 ¥

W®DF —7 LI NETCONF L' A ¥ DY A K TY :
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. SSH xmlagent

Table 28: NETCONF L A1

L1y !l

KNI AR—bF 7a ban SSHv2

RPC RPC. RPC-reply
R get-config, edit-config
arruY

show ¥ 7213 configuration =< >

PAFiX. 4 2@ NETCONF L A ¥ DA T4,
eSSHET v AR—FFa bha)l: 77347 kY —_—[HORSbEm 242k U E 9,

eRPCH 7V : VI ZAREZMNLOWHEa~ R, FIUIHIET D XML — 3035 O JRE %
BALET,

« NETCONF #/E# 7 : fEpka~y FOX A Th R LET,
KN T 7 A — T DHERED XML REBLZ R L E T,

SSH xmlagent

TNA A YT R =T, SSH/N—Y 3> 2 #4 L72 NETCONF % %7K — k3% xmlagent &
MEEN D SSH h— B R &4k L £47,

)

Note  xmlagent " —t A%, CiscoNX-0S V7 b7 =7 TiE XML H— LB En £,

NETCONF over SSH (%, 7 7 A4 7> b & XML % —3[{D hello A v — DN HIEE D F
To WRHDOKZEDY,, 7 74T MEXMLERZIXF L, = NIXMLIGE THRELE T,
IIAT v e —NE, LFV—F U ASTEREIEEEZKR T LET, ZOXTFr—F A
L XML TIXETIERWZD, 7747 eV —NF A v =R T T 50 % fif IR
T, WEORMINHEREINET,

EHTE 2 XML A v AX L AR TERT D XML A F—~< 122\ Cld, NETCONF XML
VRS ADVERL, on page 465 TRtBA I T\ ET,
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XMLEEA VA—TJ A ADSA U RAEH

s SAEUREH

Cisco NX-OS XMLE#A L Z—T 2 —R|TIT T4 B AT
VEHY FHEAL, TABVA RN Fr—JI0E
FNTW2RWEEREIL Cisxo NX-0S DA A —
WA PranTiy, ot Ez 7,
NX-08 7 A & v 2 HFROFEMIC OV TIE,
['Cisco NX-OSLicensing Guide] %z L T<
ZEWY,

XMLEBEA V23— A REERT 5=-HDRIHEEH

XML EHA VX —T = AEFEHT DI, ROFIHEERERH Y £,
« 77 A7 FNPCIZSSHV2 A VA M—/LT BNMENH D T,

7 A7 > b PCIZNETCONF over SSH ## 4~ — h9 2% XML F#HY — /L% A A h—)L
TAHLERDY 7,

e TNA AD XML — U A7 g VERETHDLEND D 3,

XMLEEA V3 —T x4 XAE&ER

DB a TR, XMLEHA VX —T7 oA AZFETHER L CTHERT 2 HIEICOWTEL
HLET,

A\

Note S A 2DF 74/ FBRETCXMLEBA L ¥ —T oA 2AEHHALET,

CLIICKDSSHE LU XMLY—/I—F T 3 > DERK

F 7 4V hTSSH — =0 FI > CWEd, SSH 2T 28815, 7 I9A4 7 b
PC TSSH v a BB ARNCAEDCTAMNERH D 9,

XML Y — =7 g R LT, Ry a v OBET 7T 47 2y a DX A A
TURNEHETEET, XML RK¥ 2 A2 PORIEZANCL T, XMLty a2 T35
ZEHLTEET,
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B cuicszssHBsLBMLY— 13—+ T 3 Lo

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy F1

ATvT8

ATvT9

ATv 710

\)

Note XML HF— 24 L7 NIT 2T 47 £oar P clics £,

SSH DR DFEMNZ DWW TIL, ZHEHADTZ v b7 4 —A D CiscoNX-0S ¥ = U 7 ¢ HERLA
A FEZRL T EEN,

XML 2= ROFEHZOWTCIE, ZHEADT T v b7 4 —2® CiscoNX-0S VAT A <R
AV NERRHTA RESRLTIIEEN,

Jo— ) ary7 4 FXal—ary E— REBBLET,

configure terminal

(A7 ay) XMLY—A_"—#lEBLOT7T 7T 4 7 XML Y —_—t v g BT AEREZFTFLE
T, avr FHEAOTEy Y a VBB LEHERTEET,

show xml server status
ESNEY—R"— kv arDXML R¥a Ay NefiE L1,
xml server validate all
FBELEXMLY— "ty g 28T LET,
xml server terminate session

(A7vay) F—2ARTEDHLIICSSH B—"—ZEHHICLET,
no feature ssh

SSH Y% — "N A 2—T NI LET, (TN FTITEDIR>TWHET, )

feature ssh

(A7 ayv) SSHY—"N—DARAT—H A5 FRLET,

show ssh server

HRENA XML F—_N—Dt v a VEERELET,

xml server max-session sessions

BN HHIX 1 ~8 T9, 7 7 4/V MEIL 8 TT,

XML ==ty a & TT5FETIFHETAREERELET,
xml server timeout seconds

AL 1~1200 T, T 7 4V ML 1200 B TT,

(A7 ay) XMLY—R—REBLIOT 7T 47 XMLV —_— o g AT IHEREZFETFLE
T

show xml server status
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ATYvIN  (EE) FT7ar 74 X2l —val 2 A — T v ary7 4 Xalb—ya VITRIELET,

copy running-config startup-config

Example

WROFNE, CLI Z# L T SSH & XML h—_— A7 v g Va2 HIEOHI %27 L
TWET

switch# configure terminal

switch (config)# xml server validate all

switch (config)# xml server terminate 8665

switch(config)# no feature ssh

switch (config)# feature ssh server

switch (config)# xml server max-session 6

switch(config)# xml server timeout 2400

switch (config)# copy running-config startup-config

SSHv2 = v < 3 > DEA

7747 NPCTSSH2 By va U ZBMET AR, ROLSssh2 a~vr REEHLE
7,

ssh2 username@ip-address -s xmlagent

RJA == TNAALADIPT FL A, #HT 50— 2% A LET, xmlagent ¥ —
AL, T A Y7 3727 T XML = N E MBI E T,

\)

Note SSH o~y RORSSCIZ, 7947 FPCOSSHY 7 h T =2 TICE->TRAEAZ LR F
—gqo

XML % =235 hello A v &=V E%Z(E LR T25G13, ROFMEHGEE L TS ZEW,
« T8 AT SSH = WA X =T M/ > TOET,

o XML H—/ 30 max-sessions 17> 3 L, TN A~D SSH #c O AR — 50
W+,

c TNAA A LEDOBHR XML =ty g rO—HAEH S THWERE A,

hello X v E— MiE(E

P =P O ER 2 BT SR, hello A vE—TZ&FEH LT, ——IZHGOKIEE T
RAREA RTAVERSY £9, XMLV —"—~DSSHE v a v Z2hT5E, — %
F<IZhello A v E—TTINEL, —"—0OEEEZ 7 FA 7 MZBEHMLET ZOA vE—
DN, = N—DREER 7 T A T2 MM L E T, XML Y — N T EEAERE D 2 & YR —
FLTWDHDT, 7747 MTRHLTEH, EREROLDOYR— FE2BEL THET,
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B ovxs—<zz xsp) 71 L0msE

UTE, == 7747 DO H 7D hello £ v E—I T,

\}

Note 4T XML R = A2 ~iE, J>]]> T T LT, SSH #H ¢ NETCONF TR YK — k
ENHEDITTHHLENRHY £7,

H—/—H 5D hello » vy E—

<?xml version="1.0"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:xml:ns:netconf:base:1.0</capability>
</capabilities>
<session-id>25241</session-id>

</hello>]11>11>

D9S5AT7 5D hello A ytE—2

<?xml version="1.0"?2>

<nc:hello xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:capabilities>
<nc:capability>urn:ietf:params:xml:ns:netconf:base:1.0</nc:capability>
</nc:capabilities>

</nc:hello>]]1>]1>

XMLRAFX—<TEE (XSD) 774 /LD

AT 71 switch# feature bash shell

AT 72 switch# run bash

AT 73 bash-3.28 cd /isan/etc/schema
ATV T4 LERAX—<EZRHFLET,

XML F&F a2 A2 bZE XML Y—NIZTEET S

A< RV TRWESSHE v a &/ LTXML R o A > b % XML 3 — N2k ET
DX, =T 4 X =5 XML 7% A ha2ab’™—L T, SSHE v g it £9, @
. XML R =2 A2 F &2 XMLY—NZEETHITEEMb SN A Yy REMH L E 308,
Zoav—LEREn fHFIic Xk A HEEFE X, XML —/3~0 SSH i 2 il T £ 9,
XML RF¥ = A2 h& XML B—NEETDIHEOHTA FIA4 3Rk EED T,

e v R Yz /L) THello A vE—Y THRAMEMALT, SSHE Y V3 U ZBHIEL
7ZEZIC XML — 3 Hello A v —V 2R E LI E2MRELET,
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NETCONF XML 1 > X & > R DYERK .

e XMLELRZE(ETAHINC, 7 TI7A T FDOHello XA v —Y %K ELET, 7947k
R Hello * vE—Y%EET DL, XML V— N3 Hello )0 EZEHIZEE L. BINOIGE
IFEE LN SICEELTL &N,

XML RF =AY MIFICLF—7 AP TRTLET,

NETCONFXML 1 > X & > ZAD1ERK

NETCONF XML A > A% > A%, RPC # 7' % L UO'NETCONF #:{E¥ 7 C XML 5 /34 AZEFHE
ZHTeZ LICEVIERTE £, XML 75 ABEHR L, MiHAFEZ: CLI =< K% XML
T x—<v D TCHDHBEERN—Z0D XML A% —<E#%H (XSD) 77 AL TERZBSINET,

PIFIZ, 7b—A2TU—27 a5 HF A RONETCONFXML V7 = A N CERAESND ¥ 7 TT,
BT FANFRDLE— a— R Ty —IF L TEINTHET

X — XML EE
*R—RPC UV AKX
« N — NETCONF #/E# 7

e D—FTNRARAHKT

NETCONFXML 7 L—LT—7®a TxFX b

<?xml version="1.0"?>

<nc:rpc message-id="1" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli”>
<nc:get>

<nc:filter type="subtree">

<show>

<xml>

<server>

<status/>

</server>

</xml>

</show>

</nc:filter>

</nc:get>

</nc:rpc>11>11>

W ZZ00UU0U0UuUououzZzZ ™I X

%

Note (LEDXMLTZFT A X FFITXMLEH A L X —T oA AV —)LEZFEHLT, XML A v A&
AEAERRT D HERH Y £,

RPCUHITRKAY

9T NETCONF XML A > A X AL, RPC Y 7 A N X7 <rpe> CHMAT 2 MLENRNH Y
FI, <epe> BHRITIL, A v E—TID (message-id) BENH Y F9°, message-id BT,
<rpc-reply> WIZHEHIZ L, U7 =R N EREZBEEMTHDIEATEET, <pe> /— K
HEL, KO XMLARTZEMES bEENLTVET,
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B orecuozzrsay

* NETCONF £ HijZEf1'E S : urn:ietf:params:xml:ns:netconf:base:1.0 £ HiiZEM
TEFEIN TS <rpe> & NETCONF # 71, netconfxsd A¥—< 7 7 A W IFELE
j—O

« TNA ADLRIZEMES : <tpe> & NETCONF % 7 (2L > ChH 7w ENTZT /A A H
70, MOARTEM TERINTWET, 73 ADOARTZERIFHREFS 7 TF, Cisco
NX-OSH§HE X 713, SE S ERAREMTER SN TWET, RPCYU V=& b ¥ 7 <rpc>
(X, NFCLI#REDMHE MBI TI, Tt 751 ZAD4HTZEM D
xmlns=http://www.cisco.com/nxos:1.0:nfcli THHILEZEHESLTWET,
nfcli.xsdlZid, ZTOAATZEROERNEZENTWVET, FEMITOVTIL, XML A% —
~iEF (XSD) 7 7 A /L DOHUFF, on page 4645 S L T 7230,

1

RPC) Y TRk A% <rpe>

<nc:rpc message-id="315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

</nc:rpc>]11>11>

BRI IR b+

<?xml version="1.0"?>
<nc:rpc message—-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<configure>
<__XML_ MODE__exec_configure>
<interface>
<ethernet>
<interface>2/30</interface>
< XML MODE if-ethernet>
< XML MODE_if-eth-base>
<description>
<desc_line>Marketing Network</desc line>
</description>
</ XML MODE if-eth-base>
</ XML MODE if-ethernet>
</ethernet>
</interface>
</ XML MODE exec configure>
</configure>
</nc:config>
</nc:edit-config>
</nc:rpc>11>11>
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A\

nerconrentes o [l

Note

XML _MODE # Z'1%, NETCONF =— = MZ k> THEICHE S Ed, —

HOX 71X, FFED XML _MODE O & LTORFELE T, AF—~ 77 AL
Z#RHE, XML TCLI 2~ RERTZZIZORNBLELWE— R X7 & ADF

HLIENTEET,

NETCONF &4 &

NETCONF %, RO EEA AL £,

Table 29: Cisco NX-0S 0> NETCONF %

NETCONF Ei1E

FiBA

1

close-session

XML Y —_—+F v g %
E\ijqo

NETCONF 7 m— X &y i3
VA AKX, on page 476

commit

AT AR O BUE O A % F24F
e LTRIELE T,

NETCONF @23 » |k A R H

VA AR RS RE, on page
481

confirmed-commit

FRE ST e A AR % e
THIZDDINT A —XEIRTE
LET, ZOBIEDOHD, fif
WA LT NN =
v MM T o izl
A WERRIT = 2y MR ERE
DORIOREEITHE Y 5,

NETCONF i+ =2 X >~ b
A ALK A, on page 481

copy-config

EE IR T — % A N T OW
BoeH—F v N T—HALT
Car—LEd,

NETCONF TOREREA v A Z
AD 3 B —, on page 477

delete-config

BERYR—hShTHEE
hoe

edit-config

TS ADEITHERL DR RE
MR LET., ZOEMEX
configuration =~ > RiZfli H
LET,

NETCONF Edit Config - > X #
~ A, on page 478

NETCONF Rollback-On-Error
VAKX, on page 482

get

TINA A SIERRIE A ZAE
LE7, ZO#EAfEILshow =~
YRIZERLET, 7—%0
V—AFEfTa 7 s ¥
L— 3 2T9,

NETCONF XML A > A& A
DYERK, on page 465
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TFINARBZY

XMLEEAS v2—Tx4R |

NETCONF E3{F B ]l
get-config R ORRE 1T 5% S |[NETCONF XML A > A X A
LET, DYERK, on page 465

kill-session FBE L7 XML #—/3— & v |NETCONF j&fli& Tt v a
varEMLET, BHO > A L AHK A, on page 476

tyvaryzZMLLSZLTT

EH A,

=4 TIAT v MINT /A ZADORE INETCONF 11 v 7 A LV AH
AT LEkm ey 7 TED LK | A, on page 480
I LET,

unlock Yo va UNITLIEMERE |NETCONF & v 7 g A o &

"y EfRLET, X A, on page 481

Tl WERR % 7 /3 A ZIZJE 9 2 Hif | NETCONF #RRERRE A o A &
2. HERERORESC= T —35 | > A, on page 482
I~ 7 47225 —%
?1‘)7 Li'g—o

XML 534 A8 AR/ 2 CLI 2~ K& XML 74—~ v hCELET, HiEES
DAF—~< 77 A NI, FOREDOKEED CLI 2~ RO XML # VR EENTWET,
XML A% —~7E## (XSD) 7 7 A /LD, on page 464] Z#HM L TL &V,

TDOAF—<ZMHH LT, XML AV AX L ALY 52 LN TE £7, NETCONF A > A
KU ADE I RIZEEH &7z nfclixsd Ax—~ 7 7 A /LOFEEES T, (NETCONF XML
A A B ADVERKL, on page 465 & )

xml TINARATERRLET,

<xs:element name="show" type="show type Cmd show xml"/>
<xs:complexType name="show_ type Cmd show_xml">

<xs:annotation>

<xs:documentation>to display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="xml" minOccurs="1" type="xml type Cmd show xml"/>
<xs:element name="debug" minOccurs="1" type="debug type Cmd show_ debug"/>
</xs:choice>

</xs:sequence>

<xs:attribute name="xpath-filter" type="xs:string"/>

<xs:attribute name="uses-namespace" type="nxos:bool true"/>
</xs:complexType>

Y—N—RT—BRXATNAR BT

<xs:complexType name="xml type Cmd show_ xml">
<xs:annotation>

Cisco Nexus 9000 Series NX-0S Programmability Guide. ') 'J —X 10.2(x)



| xmLg®s 2—0(4R
714257 |

<xs:documentation>xml agent</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:element name="server" minOccurs="1" type="server type Cmd show xml"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="server type Cmd_ show_xml">

<xs:annotation>

<xs:documentation>xml agent server</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="status" minOccurs="1" type="status_ type Cmd show xml"/>
<xs:element name="logging" minOccurs="1" type="logging type Cmd show logging facility"/>
</xs:choice>

</xs:sequence>

</xs:complexType>

TINARB T DIEE

<xs:complexType name="status type Cmd show_ xml">

<xs:annotation>

<xs:documentation>display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:element name="_ XML OPT Cmd show xml  readonly " minOccurs="0">
<xs:complexType>

<xs:sequence>

<xs:group ref="og Cmd show xml  readonly " minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

<xs:group name="og Cmd show_xml readonly ">
<xs:sequence>
<xs:element name="_readonly " minOccurs="1" type="_readonly type Cmd_show_xml"/>

</xs:sequence>

</xs:group>

<xs:complexType name="_readonly  type Cmd show xml">

<xs:sequence>

<xs:group ref="bg Cmd show xml operational status" maxOccurs="1"/>

<xs:group ref="bg Cmd show xml maximum sessions_ configured" maxOccurs="1"/>
<xs:group ref="og Cmd show xml TABLE sessions" minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

N

Note. [ XML OPT Cmd show xml readonly | #7347 a T, ZOXTHEEEZEL
FT, IEOFEMIZOWTIL, RPCIGNE X 7, onpage 474 ML T &0,

<get> BEE FATT D1 DIHEATEL X V2 RO 570D | XML AT v a v 2T %
T UTNIXIXMLA 7> a v OB T, ZOFITIX, ZOT A A THRIEEZFATT 572004,
AIZEMTFE X 778 http: //www.cisco.com/nxos:1.0:nfcli THY ., BEROENL K=
OiZnfelixsd 7 7 A NVEEHTE L Z &30 £,

NETCONF #/EX# 7L T /XA A X 7% RPC # 7 CHlte Z LN TE EJ, <rpe> & T X 7Dtk
I XML& TR — ARG X £,
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B i < 1 NETCONE Dt

XML D451

Switch#> show xml server status | xml

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli">
<nf:data>

<show>

<xml>

<server>

<status>

< XML OPT Cmd show xml  readonly >
<__readonly >

<operational status>

<o _status>enabled</o status>

</operational status>
<maximum_sessions_configured>
<max_session>8</max session>
</maximum_sessions_configured>
</__readonly >

</ XML OPT Cmd show xml  readonly >
</status>

</server>

</xml>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

PigE & 1= NETCONF D124k

Cisco NX-OS |, <exec-command> &\ 9 A RiD<rpe> FfEZ VAR — K~ LET, ZOEIEICX
D, 2I9AT s T7Vr—va I CLIO #Ra~y RERTaI~ U REXREL, Fhb
Dawy R~DIEE%E XML ¥ 7L LTRZETEET,

LT, A S =T =2 ADWRICER SND X 7 OFITY, 47 74 3ROV — a—
Rev—s %y 7 ESNTOET :

X — XML EZ
*R—RPCUVZxTANHXT
* EO — LR E

ROFIZ, BAEZ 7 OFEMeHHZ R L ET,

Table 30: %152 &'

29 A

<exec-command> CLI =~ FDOFEFT
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ek = nt- NerconF ozt [l

29 B

<cmd> CLIZz~Y FRFENTWET, a~r R,
RREFIIBRE o~ RO, EEOMK =
< R, BEIavy () BEHALTXYY
*94. B Oshow =~ RigVFE—rEn<T
WEREAD, HE O~ RERR D
<ecmd> Z 7 EHT, RLERD—FLE LT
EETLZEIFTEET, FEMIC O VT,
<exec-command> % i L C 415 S DMk CLI
a<vy FORIEZR L TTEIN,

ENLCEE SN T~ FADIRE <emd> # 713K D L B0 T,
« <nfiok> : T configuration =~ > RN IEFICEITSNE LT,

« <nfirpc-error> : —#D A~ RBKM L E L7z, BIEITRMO=T —TEIL L ET,
<nfirpc-error> %7 U —{X, KL LTI DWW TEEMIER A2t LEd, KL=~
v FORNTET SMARIE, EITERICEH SN THD Z EICEEL T EE N,

<exec-command> Z@ L TEESNBERCLaT UK

show =< RiZ, ROBNIRT XL DI, N HMKED <exec-command> 1 > A ¥ > AT
GHOTEETHILERDY £,

X <?xml version="1.0"?>

R <nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
EO <nxos:exec-command>

EO <nxos:cmd>conf t ; interface ethernet 2/1 </nxos:cmd>

EO <nxos:cmd>channel-group 2000 ; no shut; </nxos:cmd>

EO </nxos:exec—-command>

R </nf:rpc>11>11>

<exec-command> & L TEEFE SN CU I FADIEE
EEEREICKTT 2ISEITRO LB Y TT,
<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">

<nf:ok/>
</nf:rpc-reply>
11>11>

<exec-command> & L TEESIN=FRKCLUaTF

W DOFNL., <exec-command> Z il L TEE &N 5 show CLI =< RKiIZk»ToF—4 %
BT 5 HEERLTOWET,
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<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show interface brief</nxos:cmd>
</nxos:exec-command>

</nf:rpc>]11>]11>

<exec-command> #if L TEESNRRCLU I Y FADILE

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0"
xmlns:mod="http://www.cisco.com/nxos:1.0:1f manager" message-id="110">
<nf:data>

<mod:show>

<mod:interface>

<mod: XML OPT Cmd show interface brief  readonly >
<mod: readonly >

<mod:TABLE interface>

<mod:ROW_interface>
<mod:interface>mgmt0</mod:interface>
<mod:state>up</mod:state>

<mod:ip addr>192.0.2.20</mod:ip addr>

<mod: speed>1000</mod: speed>

<mod:mtu>1500</mod:mtu>

</mod:ROW interface>

<mod:ROW_interface>
<mod:interface>Ethernet2/1</mod:interface>
<mod:vlan>--</mod:vlan>

<mod: type>eth</mod:type>
<mod:portmode>routed</mod:portmode>
<mod:state>down</mod:state>
<mod:state rsn desc>Administratively down</mod:state rsn desc>
<mod: speed>auto</mod: speed>

<mod:ratemode>D</mod: ratemode>

</mod:ROW_interface>

</mod:TABLE interface>

</mod: readonly >

</mod: XML OPT Cmd show interface brief readonly >
</mod:interface>

</mod: show>

</nf:data>

</nf:rpc-reply>

11>11>

HRET 2 DR

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nxos:exec-command>

<nxos:cmd>configure terminal ; interface ethernet2/1 </nxos:cmd>
<nxos:cmd>ip address 192.0.2.2/24 </nxos:cmd>

<nxos:cmd>no channel-group 2000 ; no shut; </nxos:cmd>
</nxos:exec-command>

</nf:rpc>11>11>
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<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Ethernet2/1: not part of port-channel 2000
</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

aw ROETICEY, A F—T 24 ADIPT FLRAITHRESNE T2, EFHIRGE
FEFEENETA (noshut =~ RIIETINETA) . FEREIEE IRV
HZ. no port-channel 2000 =~ > KRR T —|Z7/2 57 TT,

Z @ <rpe-reply> 1X, &5 show =~ KA, ZdD show =~ KO XML H % & i
<emd> ¥ 72 X o TEE SRR T,

Mo~y FeFRa~sy ReR CICHAGDED 2 &13TE £ A<exec-command>
A VAL A, WiE, AL A v AZ AT eonfig 2~ > K& show =~ KBRS
banlzflzrLTHET,

BRI FERTATY FOBAEDE

<?xml version="1.0"?2>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>conf t ; interface ethernet 2/1 ; ip address 1.1.1.4/24 ; show xml
server status </nxos:cmd>

</nxos:exec-command>

</nf:rpc>]1>]11>

<?xml version="1.0" encoding="IS0O-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Error: cannot mix config and show in exec-command. Config cmds
before the show were executed.

Cmd:show xml server status</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

<exec-command> @ L TEESIN-RRCLUIaT U F

<?xml version="1.0"?>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
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RPC &5 Y

XMLEEAS v2—Tx4R |

xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show xml server status ; show xml server status </nxos:cmd>
</nxos:exec-command>

</nf:rpc>]1>11>

<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>

<nf:error-message>Error: show cmds in exec-command shouldn't be followed by anything
</nf:error-message>

<nf:error-info>

<nf:bad-element><cmd></nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

II3AT v ML TEREENDTTO XML ERIZx LT, XML $#—/3—{X RPC L& #
7" <rpc-reply> THHE 72 XML & %55 LE T,

WOFE, RPC ILEH 7 <rpe-reply> %7~ L CUWVET,

RPC 5% 2 7 <rpe-reply>

<nc:rpc-reply message-id="”315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

<ok/>

</nc:rpc-reply>]11>11>

RPCIEETL Ak

<ok>, <data>, & L C <rpc-error> D H 3 |I RPC ILEICE RS NDAREMERH W £5°, ROFE
L. <rpc-reply> # Z\ZHLiL D AIREMED & % RPC IGEEFZEIZHOW T L CWET,

Table 31: RPCIGET L AV +

L A

<ok> RPCERIFIEEFIZE T LE Lz, ZOHEFEIL,
JSETT — 2P I N2 WA IERA S E
TO

<data> RPC ERIFIERIZ52T LE L7z, RPC BERI|Z
B#E 55— Z %, <data> EHEEE-> T\ E
7,
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—

>F—

F—a agizhFunteshr-2souR [

CE S EHEA
<rpc-error> RPC ZRMNWKM L F Lz, =7 —FHiL,

<rpc-error> B3,

B RTIZhTEEENT=52 T DER

<data> % T NIZH 7B MESNT=T A A 2 7021%, BREZCRESISEREENET,
WOFNCETRINTWD LI, 7 FAT L N 77U r— 3 id, <readonly> % JHID X 7
ERTERICEHATEET

RPCCET—4

<?xml version="1.0" encoding="IS0-8859-1"7?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager">
<nf:data>

<show>

<interface>

< XML OPT Cmd_show interface brief  readonly >
<__readonly >

<TABLE interface>

<ROW_interface>

<interface>mgmt0</interface>

<state>up</state>

<ip_addr>xx.xx.xx.xx</ip_addr>

<speed>1000</speed>

<mtu>1500</mtu>

</ROW_interface>

<ROW_interface>

<interface>Ethernet2/1</interface>

<vlan>--</vlan>

<type>eth</type>

<portmode>routed</portmode>

<state>down</state>
<state_rsn_desc>Administratively down</state_rsn_desc>
<speed>auto</speed>

<ratemode>D</ratemode>

</ROW_interface>

</TABLE_interface>

</ readonly >
</__XML__OPT_Cmd_show_interface brief  readonly >
</interface>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

\)

Note

< XML_OPT*> & < XML BLK*>[ZV AR RIZRRSN, VI =X NTHEH
SINHZEEHVET, TNHDOX ZIEINETCONF =— = MI o> TEH 4,
< readonly > % 7 OHDIGEITHFELET, ZHHITERNTUHATHY, A% —
~ 77 AWNHES TEBM LT, CLI 2~ > RERT XML ¥ 7 &6l 2 08X H D
E3u e
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B v xsoxizmy siEa

HOTILXMLA D RA D RIZEET B1EHR

XML A VX5 2 XD
ZOk7varTIE, RO XML A AL ADHZRLET

*NETCONF 7 o —X Ev i 5 A AKX A, onpage 476
* NETCONF W#&ilif& T8 v a v A A X 2 X, on page 476
« NETCONF TR A o A & > A D =1 °— on page 477
« NETCONF Edit Config A > A % > A, on page 478
* NETCONF @ Get Config - A X A, on page 479
* NETCONF & 7 A A X A, on page 430
« NETCONF 7 v 7 fifixA o A % A, on page 481
«NETCONF =13 v | A A K A MRS FEBE, on page 481
* NETCONF a2 X v b A 2 A X 2%, on page 481
« NETCONF Rollback-On-Error - > A # A, on page 482

« NETCONF HRFFHEREA » A # A, on page 482

NETCONF/V O—X £y a VA VAREZ VR
WDBL, close-session Z3R & ZFUIZHE< close-session )i &K L CWVET,

so0—X+tyvd g ER

<?xml version="1.0"?>

<nc:rpc message—-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:close-session/>

</nc:rpc>]11>11>

oP0—X vy a v’
<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>
</nc:rpc-reply>]1>]11>

NETCONF 2%l Ty a3 A VXAF VR
ROBIE, BHETE Y > VERE, BEK Ty Y a VIREERLTOET,
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NETCONF To#R A > 24 > 20atE— [

BEETEY Y 3 VEKR

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:kill-session>

<nc:session-i1d>25241</nc:session-id>

</nc:kill-session>

</nc:rpc>]11>11>

BERTEY a3 VIEE

<?xml version="1.0"?>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>

</nc:rpc-reply>]11>11>

NETCONF TO#MA VA2 VAN E—
Y

Note <startup/>(, YV —AE7FH—7 v hOF—F AT L LTHR— SR T EH A, copy
running-config startup-config =~ > K& AJ)7 %72 & L T startup-config T = & —#{E 4 F4T
T 5HIZ1E, <exec-command>A YV v RIZT7 +— Ny 73T HMERH Y £,

WIZ, MR a B —DER E TUTHES MK =2 E—DISE D 2R L £ T,

BRaOE—DER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>

<target>

<running/>

</target>

<source>
<url>https://user@example.com:passphrase/cfg/new.txt</url>
</source>

</copy-config>

</rpc>

BRIE—DBE
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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NETCONF Edit Config 1 > X % >
N

Note ftiis — & 2 b7 Z{H 19 % XML edit-config |£, /S— = > 1.0 O XML B3R TIEH AR — h &
NTnEFA, V= Txml ZFEHLTERTEZLIH LWV 3 VTORYFR— FERE
—g—o

W OHIIE, NETCONF edit config Dffi Fl 5152~ L CVET,

Edit Config 3K

<?xml version="1.0"?2>

<nc:rpc message-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>

<nc:target>

<nc:running/>

</nc:target>

<nc:config>

<configure>
<__XML_MODE__exec_configure>
<interface>

<ethernet>

<interface>2/30</interface>
<__XML_MODE_if-ethernet>
<__XML_MODE_if-eth-base>

<description>

<desc_line>Marketing Network</desc line>
</description>

</__XML_MODE_ if-eth-base>

</__XML_MODE if-ethernet>

</ethernet>

</interface>
</__XML_MODE_ _exec configure>
</configure>

</nc:config>

</nc:edit-config>

</nc:rpc>11>11>

Edit Config i5&

<?xml version="1.0"?2>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager" message-id="16">

<nc:ok/>

</nc:rpc-reply>]11>11>

edit-config O operation JEMEIL, 5E SNTEBIENETIN DML DO R A » P ZFEEL
£9. BIERMEDBIEE S TWARWEE | MRIIBEFOET —% A hTICv—V &
NWET, BERECIE, ROMEZHEETEET,

* create

* merge
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NETCONF > Get Config £ > 22 > % [

* delete

Edit Config : HIFRIEIEER

WOHNE, FATHERR DS A Z—7 = A X Ethernet 0/0 DAERL Z BT 5 HiEE R LT
b\i‘a—o

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<default-operation>none</default-operation>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://example.com/schema/1l.2/config">
<interface xc:operation="delete">
<name>Ethernet0/0</name>

</interface>

</top>

</config>

</edit-config>

</rpc>11>11>

Edit Config I&Z : HIIBRIEME

WOFNL, FATRERR DA > % — 7 = A A Bthernet 0/0 DREFR A M4 % HiEZE R LT\
ij‘o

<rpc-reply message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>]11>

NETCONF @ Get Config 1 > X2 > X
WOBE., NETCONF @ get config D i ik~ L CTWET,

YTV —2EEIIFT 518D Get Config E3K

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>

<running/>

</source>

<filter type="subtree">

<top xmlns="http://example.com/schema/l.2/config">
<users/>

</top>

</filter>

</get-config>

</rpc>]11>11>
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B veconeous rozsx

91 OFERZEETD Get Config [H &

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>

<top xmlns="http://example.com/schema/l.2/config">
<users>

<user>

<name>root</name>

<type>superuser</type>

<full-name>Charlie Root</full-name>

<company-info>

<dept>1</dept>

<id>1</id>

</company-info>

</user>

<!-- additional <user> elements appear here... -->
</users>

</top>

</data>

</rpc-reply>]1>]11>

NETCONFO v o 4 VX2 R
WL, vy 78R, RODIEE, BLXOKKLEZRIT~DIEE 2R L CWET,

Ay EKR

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>

<target>

<running/>

</target>

</lock>

</rpc>11>11>

Ay OREICHRNLEEEDLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/> <!-- lock succeeded -->

</rpc-reply>]11>11>

Ay DREICKBLESEEDGE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error> <!-- lock failed -->
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message>

Lock failed, lock is already held
</error-message>

<error-info>
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<session-id>454</session-id>

<!-- lock is held by NETCONF session 454 -->
</error-info>

</rpc-error>

</rpc-reply>]1>]11>

NETCONF O v & fZfRA VA2 VR

W DFIL, NETCONF v v 7 fiifrDER FiEEZ R~ L TOET,

A 7 ERER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>

<target>

<running/>

</target>

</unlock>

</rpc>

Ay REERANDLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF O X v b 4 VR A2 VR {RAHIE B EE

WO, 2y MfEE Iy MNEEEZRLTWET,

BEEZazv K

<rpc message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>

</rpc>

RIEEFaI Yk

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF ##ERRFAIZI v A VX AZ VR
WOBIE, WRHHD =X MRELHRHEHD = <y NEEERLTOET,

NETCONF 0 v 2 i1 v 2522 [}
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B neTconF Roliback-On-Error £ © 2 2 > 2

HRINn-a3Iv YU ITRX b

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>

<confirmed/>
<confirm-timeout>120</confirm-timeout>

</commit>

</rpc>11>11>

HREIna3y b RBE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

NETCONF Rollback-On-Error 1 > X2 > R
woOBL, =T —oa—nL Ny 7l ZOER~DOISEEZHENRT D TEERLTONET,

Rollback-0n-Error D #%EE

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<error-option>rollback-on-error</error-option>
<config>

<top xmlns="http://example.com/schema/l.2/config">
<interface>

<name>Ethernet0/0</name>

<mtu>100000</mtu>

</interface>

</top>

</config>

</edit-config>

</rpc>]11>11>

Rollback-On-Error ~D &%

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>]11>

NETCONF #REEH4REM A2 VR

ROBFIIL, NETCONF BREBED 2R L TWEd, U751
urn:ietf:params:netconf:capability:rollback-on-error:1.0 (%, NETCONF fRilfrE A 5 E L £,
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REEZE K

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<validate>

<source>

<candidate/>

</source>

</validate>

</rpc>11>11>

BREEERANDEE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

T DhDSE &R

ZIZTIE, XML B A ¥ —T oA AOFEEEICEET 2 BMERICOWVTHALET,

RFC

RFC 24 ML

RFC 4741 NETCONF Configuration Protocol

RFC 4742 ¥ 27 =/ (SSH) #H D NETCONF 4#
D= =YY !
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XML EEAva—Tx(4 R |
B otos=as
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A= T TLAM)DEER

AN =T TLAPUIZONT (485 <—2)
* Guidelines and Limitations, on page 485
« 7 LA LY THMARERT — 4 (485 ~—2)

AR)—=25FLARMYIZDOT

CiscoNexus A A v F DA M) —I 7 7L A FUEREIZ. Xy b —7 b5 —X ZfkRY
WA RN =S LTIIAT v ML, E=Z U v I F—F~DIZEY TILEZA LDT
AR LET,

Guidelines and Limitations

Following are the guideline and limitations for the streaming telemetry:

* For information about supported platforms, see the Nexus Switch Platform Matrix.

* Cisco Nexus switches with less than 8 GB of memory do not support telemetry.

TLAKN)THRARELGET—4

aVR—=R N IN—TF T L2, NX-APIDME®5/V U 7 7 L > ADFHRICH 554 (DN)
X, —BRREINETaRNT 45T LA RNIOT =X L LTIRETE 4,
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RARY—SUH FLAN)DREET
B -4 ucnmaenr—s
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Websocket 7 X9y T g

« WebSocket 7 A7 ) 7'irg v (487 ~X—)

WebSocket X5 1) T 3>

CiscoNX-OS i%, BRIV T AT TANAAL v FBBHNET v 2aTEHLHCTHA
B —T7 = A AKEREZHRMIE L E4, NX-API WebSocket f % —7 =A A& LT, 707 T L
Loy Fa—HF—3AAS v FOSIEIERREEICET 2@ E2ZETE 570, EMIA
K=V T OMENRL 72D £,

CiscoNX-APIREST A > ¥ —7 = A AZfEH L TAPI 7 =V #7956, FFEOZ/ =YD
FERICBUT A EROEE T2 T A7 U Py a v 2ERT A4 7 a v RNby £, 22—
P—FII AT AL VBBENTET 7 a ko T, ATV 227 b (MO) 2MERL.
EHE FREHBRSND E, AV IRERESNET, ZELEARXVIRY TR T4 T
HBDU T DFEREZEFESLHE, AL v FIIVTRA2 VP a U EERLIZAPLY 947 2 b
~DT v ai@iE AR LET,

WehSocket % Ff <

APL %7 27 U 73 g UKEREIL. WebSocket 712 k =1/ (RFC 6455) ZfH LT, API 7 54
Ty heOREMEERRAEFEELET, ZOXOITL T, APHFIEETEROEBEMA v —T %
7747 v FARICEHETEET, BT ¥ RLEHILT DL, ETEREND APL O
WebSocket #fii & 4 — 7 L T HUERH Y 5, FAA v TFNTEEO I/ =) 727 VT
VavEYR— T BTN ET WebSocket #55i1E 1 D721 T3, WebSocket #5#t1% (b —
JURREEIC L 2 TC) APL By v a VEERICIKTEL TBY ., APy v a UK TT LML E

D

WebSocket #f5t & B < HIEIZW L D& D £9°, Python” 74 7 & MIKD L D IZFIRTE %
D

from websocket import create connection

connection string = "ws:// 10.1.2.3/socket{0}".format (token)

ws = create connection(connection string, sslopt={"check hostname": False})
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. Websocket TR 45 1) T3>

URI TliL, F—27 VIFBEDAPIE Y3 bh—2 2 (7 v¥x—) TT, ®IT., h—2 A4t
X ® URI DB &R LET,

ws://10.1.2.3/socketGkZ15NLRZJI15+jgqChouaz9CYjgE58W/pMccR+LeXmdO0obGIONB
IwolVBo7+YC1oiJLImS6I9gh62BkX+XddheO0JYrTmSG4JcKZ4t3bcP2Mxy3VBmgoJjwz76Z0uf 9VIADGX
1831yoR4bLBzgbSSUIR2NIgUotCGW]jZt5IX6CIFO=

YITRY YT a vDERK

VNI T A7 YT a U EERT DX, 47> 3 > [subscription=yes| T2 =V %37
LET, ZoOfITiE, JISON XD sys/intt/phys-[eth1/1] D7 TV ~DH T A7 ) 7L g o &1fE
E‘Zl./\iﬁ—o

GET http://10.1.1.1/api/mo/sys/intf/phys-[ethl/1].json?subscription=yes

JZVIREIZIE, YT ATV T a 0T THD subscr1pt10nId73>.z.i7}’L“Cb\iT WA
7Ty arEEHL, FEOYT A7 U Ty a inbOAS%OBMEBRNT 5 oI HT
=FET,

{"totalCount":"0", "subscriptionId":"18374686685813276673","imdata":[]}

ZiE @A

YVITAT VT arPbDA Xy MERTE, 37 A7 Y7 21D &EMODOHAZETLT —
ZEEN RS IVE T, ZDISON OFITIX, sys/intf/phys-[eth1/1] DFEHIAS Ttest] 1T I
T 1/ A i hd‘o

{"subscriptionld":["18374686685813276673"],"imdata":[ {"11PhysIf": {"attributes": {"childAction":

" "descr": "test","dn": "sys/intf/phys-[eth1/1]","modTs": "2019-10-18T19:42:29.446+00:00","rn
" "status": "modified"}}}]}

BED T I L TCEBOT 7T 4 7R T A7) 7 a UNFET DAREMNH D12
BENCIT FRROF L RIEERY T 227 ) o a v IDZBEBOEDHZ LN TEES, BT
JSON F721E XML 74—~ v b THAR— M I TWNET,

YITRO YT avDEH

A Ry MEMEZE LRI BT, APIE v g VHICAY T R0 U Y g v a2 EIRICE
THBRENRHY ET, YT R7 VT a 2884512, Bl X 912, subscriptionId (256
LUWWRT A—H iq ;&{fﬁﬁ L . HTTPGET A vt&— /%f API A YV v R subscriptionRefresh e
EELET,

GET http://10.1.1.1/api/subscriptonRefresh.json?id=18374686685813276673

YT 27N T a UHRBIREINIC > TR, APHIZY 7Ly o A v bB—UIZZED
EERLET,

\)

=)

WebSocket ' 727 Vv a DX A LTy MBI, T 740 T KBTI, W@EINKD
NAENEITTAHICEL, 727V P a3 DV 7 yia Avbe—T%0R< 0908
CIWCEETHILELRDH Y 7,
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| Websocket TR 1) T3>
Websocket 5 T X 5 1) T3y .

295 & WebSocket 1. NX-OSRESTAPINTA XU M VT R7 YT a7 )y
V=LV T R TANEOBEEFRRICTA® Y — N R0 EET,
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. Websocket TR 45 1) T3>
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1 % c

JO495<EY) 74129 % RFC

s IV T IZT D RFC (491 =X—7)

JO455<EY) T 4129 % RFC

WDFIT, RFC HERUEHEA /R L E T, 4 RFC OFFMIZ OV TIE, www.ietforg #5 M L TL 72
él/\o

5 32: RFC R HE

RFC 4 ML

RFC 5277 NETCONF A X g

RFC 6241 F v hU—27#%E 71 k2L (NETCONF)

RFC 6243 NETCONF @ With-defaults #4E (report-all TO AR — 1)
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