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¢ Bash |2\ T (3—)
e Bash ~O7 7t & (3—)
HERAENL— MCZABL—La0F D (4a—)
*Bash == FOfi] (5 ~—2)

Bash [ZTDUL\T

Cisco NX-OS CLI {2/l 2T, Cisco Nexus 3500 77 > N 7 #+— 2 A4 v F % Bourne-Again SHell

(Bash) ~DO7 7 A%HHR—hKhLET, Bashidx, =—VF—NANLica~vr FERFv=v
AT VT Ibgisr b za~vy REMIRLET, BashzfHT5E, 734 A LR L
2% Linux Y AT AT VB A LTV AT AEEHTE £,

Bash ~D7 U X

Cisco NX-OS T, Cisco NX-OS dev-ops = —/LF 721% Cisco NX-OS network-admin & —/L{Z
T STz —F T AT b Bash IZ7 7 B ATE £,

WOHNE, dev-ops ©—/b & network-admin 7 —/LOMERZ /R L TV ET,

switch# show role name dev-ops

Role: dev-ops
Description: Predefined system role for devops access. This role
cannot be modified.
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin
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Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#

featurebash-shell =2~ K& E4T79 5 &, Bash RAEMI 2V £,
Z ®runbash =+ Rid Bash 5t iAH, 2—HF—DFR—LT 4 L7 MU DGR LET,
WOBENL, Bash v = /VHSBEZ AT 5 5L, Bash T35 HEEZRLTHVET,

switch# configure terminal
switch(config)# feature bash-shell

switch# run bash
Linux# whoami

admin

Linux# pwd
/bootflash/home/admin
Linux#

)

GE)  runbash<[=~> K (command) ] > =~ RCBash 2~ REFITTHILHTEE
‘j‘o

LRl runbash<[22<> K (command) | > 2~ ROFITT,

run bash whoami

MERZIL—MZIRAL—320F 5

EHEL—Y—ORHEIL, V—F T2 B ADOKEET AT L — g o TEET,
LT, HREZ = AN L—ya v d 5720004 KT A4 TY
« FiHEZ root ICZ A L— 3 U TE LZOFEHEL—YF —DHRTT,
HMERAEZAH L— 3 U DRI, Bash 2T H2MERH D £7°,
croot ~DT AN L—3 g NIRRT — ROR#ESNTOET,

A A —T 2 A AH I LT root =T —Z HHH L= A A v F~DSSH Tli, root
Z—HF—@ LinuxBash = /V ¥ A X TV EART 74V M2V ET, NX-OST =)L 7
IR RCREBTEDIZvsh AN LET,

WROHIL, FHEZ rootiCT AT L —a T 5 HEE, AN LV—ra U ERT D HEEFR
AL TWET,

switch# run bash
Linux# sudo su root
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We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

Password:

Linux# whoami
root

Linux# exit
exit

Bash a7 > KD

Ok v aiZit, Bash a~y REHAOFINEENTWET,

AT LfEHERO R

RIZ, VAT DIEHERORTR T EOPIZ R L ET

switch# run bash
Linux# cat /proc/meminfo

MemTotal: 3795100 kB
MemFree: 1472680 kB
Buffers: 136 kB
Cached: 1100116 kB
ShmFS: 1100116 kB
Allowed: 948775 Pages
Free: 368170 Pages
Available: 371677 Pages
SwapCached: 0 kB
Active: 1198872 kB
Inactive: 789764 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 0 kB
Writeback: 0 kB
AnonPages: 888272 kB
Mapped: 144044 kB
Slab: 148836 kB
SReclaimable: 13892 kB
SUnreclaim: 134944 kB
PageTables: 28724 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 1897548 kB

Committed AS: 19984932 kB
VmallocTotal: 34359738367 kB
VmallocUsed: 215620 kB
VmallocChunk: 34359522555 kB
HugePages Total: 0
HugePages Free: 0
HugePages Rsvd: 0

Bash 3 < > KD .
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bash |

HugePages_Surp: 0
Hugepagesize: 2048 kB
DirectMapédk: 40960 kB
DirectMap2M: 4190208 kB
Linux#

CLI A* 5 @ Bash MET

wOHIE. CLI A5 run bash <command> =~ > F&H LT bash =~ RE2FEITT 5 HEE
KL TWET,

switch# run bash ps -el

F S UID PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD

4 3 0 1 0 0 80 0 - 497 select ? 00:00:08 init

58 0 2 0 0 75 -5 - 0 kthrea ? 00:00:00 kthreadd

1 s 0 3 2 0 -40 - - 0 migrat ? 00:00:00 migration/0
18 0 4 2 0 75 -5 - 0 ksofti 2 00:00:01 ksoftirgd/O0
58S 0 5 2 0 658 - - 0 watchd 2 00:00:00 watchdog/0
1S 0 6 2 0 -40 - - 0 migrat 2 00:00:00 migration/1
18 0 7 2 0 75 -5 - 0 ksofti 2 00:00:00 ksoftirgd/1l
58S 0 8 2 0 58 - - 0 watchd 2 00:00:00 watchdog/1
1S 0 9 2 0 -40 - - 0 migrat 2 00:00:00 migration/2
1S 0 10 2 0 75 -5 - 0 ksofti 2 00:00:00 ksoftirqgd/2
58S 0 11 2 0 658 - - 0 watchd 2 00:00:00 watchdog/2
1 s 0 12 2 0 -40 - - 0 migrat ? 00:00:00 migration/3
1 s 0 13 2 0 75 -5 - 0 ksofti ? 00:00:00 ksoftirgd/3
58S 0 14 2 0 58 - - 0 watchd 2 00:00:00 watchdog/3
4 3 0 8864 1 0 80 0 - 2249 wait ttySo 00:00:00 login

4 S 2002 28073 8864 0 80 0 - 69158 select ttySO 00:00:00 vsh

4 R 0 28264 3782 0 80 0 - 54790 select ? 00:00:00 in.dcos-telnet
4°S 0 28265 28264 0 80 0 - 2247 wait pts/0 00:00:00 login

4 S 2002 28266 28265 0 80 0 - 69175 wait pts/0 00:00:00 vsh

1 S 2002 28413 28266 0 80 0 - 69175 wait pts/0 00:00:00 vsh

0 R 2002 28414 28413 0 80 0 - 887 - pts/0 00:00:00 ps

switch#

Bash 5\ 5 @D Python D EAT

WDHNL, Pythonz 1 — KL, PythonA 7 V=7 hEFEHLTAL v TFE2HERT D HIEEZRL
TWET,

switch# run bash
Linux# python
Python 2.7.5
[GCC 4.3.2] on linux?2
Type "help", "copyright",
Loaded cisco NxOS 1lib!
>>>
>>>
>>>
>>>

(default, May 16 2014, 10:58:01)

"credits" or "license" for more information.

from cisco import *

from cisco.vrf import *

from cisco.interface import *

>>> vrfobj=VRF ('myvrf')

>>> vrfobj.get name ()

'myvrf'

>>> vrfobj.add interface('Ethernetl/3')
True
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Bash /A 5 @ Python M3E1T .

>>> intf=Interface ('Ethernetl/3')
>>> print intf.config()

!Command: show running-config interface Ethernetl/3
!Time: Thu Aug 21 23:32:25 2014

version 6.0(2)U4 (1)
interface Ethernetl/3

no switchport
vrf member myvrf

>>>
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B sesh 550 Python x5
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AT

» Guest Shell [IZ2W\WT (9 X—2))

e Guest Shell ~DO7 7+ & (10 X—)

« AN v VIZERENRDY Y—A (10 X—Y)

« ANz VOREE (11 R—)

e DXV T 4 RAF ¥ (173—2)

AN TFAN VAT LADT 72 AHE (18 2—3)

« AN T VOEH (18 X—)

« AR —E R & Guest Shell [EHOMFE (25 ~2—)

AR TV ANEDT Y r— g OB E (26 2—)
e Guest Shell 7257 7 U r—3 3 V&2 KGEMIZEEIT 2 FIE (27 <—)
o FAN VENVTOY TN T TV r—ay (27—)

Guest Shell [ZTDUVT

HE & 72 % Linux BREETO NX-OS CLI B L U Bash 7 7 L RITMMA T, AA v Fix, [FA L
vx/b) LTS Linux 27 ) (LXC) WTHET SN DB S NIZRITAN—A~DT
TAEYR—FLET,

AR 2 LN S | network-admin 1T IR OREREN H D £ 3,
eLinux X NI —2 A VB =T A REN LIy NT—7~DT 7 & A,
c AL IFDT— KT Ty a~DT Ik R,
o AL FOFEFRM tmpfs ~DT 7 & A,
¢« 2AA wF D CLI~DT 7 & A,
¢ Cisco NX-API REST ~D7 7 & A,
« Python 27 U 7 h & A A h—/L L THEITT Hi¥iRE,

Ny MBIV 6MEY FO Linux 77V r—ya kA A M=V L TETT DHERE,
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TRANTIL I
B cuestshel ~07 5 £z

T I M L o CTEITEMAZUIVEET Z & T, i Linux 27 TEITSINTWVDHERA
AT LARLT SN r— g NI EBELEE 2T, T r—yar0=—XZE 8T Linux
READAAARTHZLENTEET,

NX-0S 7 /34 A TlX. Linux Containers (I virtual-service 2~ R TA VA b—/L L EHINE
9, Guest Shell I%. virtual-service show <> FOHNIZFEREINFE T,

Guest Shell ~D7 YV X

Cisco NX-OS ClE, Guest Shell IZ(Zr v NI =7 EBHENT /v ATEET, VAT LATHE)
BIZAZNZ72 Y | runguestshell 2~ REEFALTCT7 78 AT& %9, runbash 2~ K&
—H LT, ZnbDa~<r RiE, NX-OSCLI =< FDrunguestshell ==~ R ERXEMHH L
T Guest Shell N CHRITTE F7,

\}

GE)  GuestShell 1X, 4GB %25 RAM 25 L7 AT A THEIMIZANZ/R Y £,

switch# run guestshell 1s -al /bootflash/*.ova
-rw-rw-rw— 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw— 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

\)

(GE)  Guest Shell TEITLTWDHA, Fv NT—VHFHE L ~)LOMERIH Y £7°,

\)

GE)  22(02) LIFED GuestShell (X, ZA v Fleu /A LTWHa—HF—LREL—H—TH
72 MEEBIIICER LET, 72720, thoT _XToOEHRIL. A A T & GuestShell D —
=T hvr METEEINERA,

X512, GuestShell 74 7 > MIHBICHIBRS N WD, REWZR-T L &IZx v b
U — 7 EEENEIRTO2LERH D FT7,

AR IVITERASNS)Y—X

TI7FNETIE FAP=2ADY Y —=R(F BEDAA v FEABIHERTE DY Y — R/
SRR HEZ2FET, Xy NT—ZEFERERT AN V2 VIZEBMOY VY —RENEL T B
A . guestshell resize {cpu | memory | rootfs} ==~ > KX, ZH 5 DOHIRAEZEE L £9

Jy—2=x TIAIE =/NMNEXR
CPU 1% 1/%
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wzrv ot ]

Jy—2x T4 K =/NMEKR
AEY 400 MB 256/3840 MB
2 RL— 200 MB 200/2000 MB

CPUHAIRIZ, AT LHADOMD I B a—T 4 VTAMEDBRAERHDGEIT, FTA N V=
AN TETENTVWABIRAZIZEZLNAVAT A A Ea—F 400 X /30T 4 D/3—
v F— T4, CPUY V—RADEBAENRWES., YA N Vo VNOZ 27 3RS ES
ho

\)

GE) VY —REBDYCELEFE LKL, FA N Yz VOFEEEINKETYT, TD7-HIT.

guestshell reboot =~ > RZHHTE £,

X R T )LOHRE

Guestshell (21X, T 7 4 /v N TRIAMEERZL O2—T 2 U T ¢ LHEBEENRDH Y 77,

ARy VX CentOS 7 Linux BREETH Y . ZOWMEMITICEL RENEZY 7 b =T Ry
=%, dofAf A M=V T 52 L TEET, Guestshell (21X, net-tools, iproute, tcpdump
EOpenSSH R EDFR y hT—F% 27 T A THRICHIFE SN DL O— &7 — ViR E
ANZASI SV TWET, Guestshell2.x DA BIIO python /Ny r—T % A4 VA M—/LF 57
DO PIP & [FERIZ, python 2.7.5 37 7 4 /L F THEANTWET, Guestshell 2.11 TiX, 7 7+
Jb kT python 3.6 bEHEFNTNET,

FI AN RNTIE. FRA R 64 By NOEITAL—ZTE, 32 By ROWAF— F RN
PREATE, glibe.i686 /X 1 —T % dnf TA A F—/LTX £1,

Guestshell X, A1 v FOFEHR—F LT —Z R— £ 72OIFH IS Linux * v b7 —
I AHE—=T oA AT 7 BATEET, ifconfig & ethtool 72 & O HAFY 72 Linux D A Y v K
ba—7 4 VT 41k, WU A —OIEERIMHEHTEET, 1 ¥ —7 A AN NX-OS CLI T
VREIZELEEN D &, Linux Xy hI—2 A F—T oA A EZFD VRF DX > F T — 7 ZHi
ZERNCRCE S NE T, ARiZEMIL /var/run/netns TR Z EMNTE, ipnetns—7 1V
TAEBEHL CEEIERATZEMDO L THFANTIHEITTEET, WONhD2—F 4V
7 4, chvrf & vrfinfold, BIOARIZEM CTEITL, 70 ANETINTWDLRIZER ~rf il
B A 1S BUST 27-dicifisn cunx 4,

systemd (X, 7" A b =L &ETe CentOS 8 BREE CH — LA ZFHT L7 I E T,

Guest Shell @ NX-0S CLI

TR vziE, 2= —RTF XN Vo VRENDHRA N Ry FU— 7 BEHRHITNX-0S 2+
VRERITTEALICTAT AU r— g U HMELET, dohot 7 U & —a i, B

Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ')—X 103 (x) .



TRANTIL I
B cuestsheli coxy ro—5 7o

W72 NX-OS MR E 7o iT exec T~ > FEZ T AN, THDHEZARA b Ry bU—7 ERITHEITL
iﬁqo

dohost =~ > RZMOH T & X1E, & NX-0S 2~ RE—&E| RS 7213 - EHe| 1 TR
EMNTEET

dohost "<NXOS CLI>"

NX-OS CLI [T S 2 & mMTE£9

[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"
Holdtime in seconds: 120

Global CDP information:

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format

[guestshell@guestshell ~]$

NX-OSCLI/Z, o~ ROMiCEIan BT AZ LIk, NX-OS AX A )LDa<
VR Fx—rHEFRA LT HEIT T AL TEET, (BEIan oAz R
/\O_X 75%[2‘%??0 )

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

\}

GE)  ZEHTDHU U —R7.03)I52) DA, dohost 2~ RES L THA N THEITS N2
YU R SR v a— O — WIS RETEITSNET,

PIgioON—a DO FA N zlid, 2y U= FHE L~V OMHRCTCa~ RE5E

1ITLET,
NX-API ~0 UDS ##t OB e KEFRIITET 5 L. dohost 2~ o FITHEREREIT /21
iﬁ—o

Guest Shell TOxRY FJ—9 7O X

NX-OS AA »F A— M, Guest Shell Tif Linux r hV—2 f X —T x4 AL LTHEI
FUET, ifconfig & 7213 ethtool ZfEH LT, /proc/net/dev DE Rt 72 & D—i%AI72 Linux A
Yy RZT_XTHER— S TWET,

GuestShell (IZ1E, < O— M7 xy NI —0 2—T 4 U T A4 MNT 74V N TEENTEY,
chvrf vrfcommand =~ > REFEH L TS EIE7 VRF THEHTE £,
[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255
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I FRETTL

GuestShell 0%y k7—5 7o 12 |

ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0O dropped 185 overruns 0 frame 0

TX packets 12967 bytes 3023575 (2.8 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Guest Shell N Clix., kv NV — 7 REBAE=F Y IV TEETH, ZETLHZLIITEER
o v FU—ZIRBEZEF T 5I121%. A A D bash ¥ = /L CNX-0OS CLI % 72 138072 Linux
=T 4 U T4 =FEHLET,

Z @ tepdump =2 2 RidGuest Shell (23— fbSnTRY | BEHA— FMELIZAAL vF
R—=RTRNU RNENTERNT T4y 7Dy b FU—RAZRBEICLET,

Z @ sudoip netnsexec management ping = —7 « U 7 11X, EESNT=F v b U — 7 £ REi1ZER
DALTHRARNTaAvy NEFETTHDO— R HIETT, ZiUEGuest Shell N THEITT
TET,

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 U T A ITMEEDO DR SN TV ET,

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

)

GE) O R LTERITEND chvrfa~y Rk, BIED VRF/ v N U — 27 A2 CTHELT

SNET,

7o& 20X, BEEVRFREH TIP 7 L2 10.0.0.1 Z ping 35 (21%, =~ Fix [lchvrf management
ping 10.0.0.1] T3, scp F/old ssh e LDt =2—7 1 U7 4 HLFEFETT,

1]

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

f00@10.28.38.48"'s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r—--r-- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflash]s$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflashl]$
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TRANTIL I
B cuestsheli coxy ro—5 7o

VAT AEDOVRFO Y A FFEETHITIE, NX-OSH)2HXA T 1 712, showvrf £ 7213 dohost
g RENMLTCa~vy REFEHRLET,

B

[guestshell@guestshell bootflash]$ dohost 'sh vrf'
VRF-Name VRF-ID State Reason

default 1 Up -=

management 2 Up -=

red 6 Up -=

GuestShell N Cix, VRFIZBIEF T Sz ry U — 7 AFIZEMNEBIEASNET, &0
Fy MU — 7 BRI N EE T A MR D T MERIR BN H Y 9,

[guestshell@guestshell bootflash]$ 1ls /var/run/netns
default management red
[guestshell@guestshell bootflash]s$

Guest Shell N B KA A A EFRET HIZIE, U Y A NN—Z T 20BN H Y £9°, Guest
Shell C /etc/resolv.conf 7 7 A LV EFRE L T, F v bU—7 1T L7z DNS r—LALH—s3 L R 2
A EEFEODET,

1]

nameserver 10.1.1.1
domain cisco.com

Fm D —sS— 2 AL S OEIT, NX-OS R CHR S b0 & B9 2 BEHSH Y %
TO

1l

switch (config)# ip domain-name cisco.com
switch(config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

AA Yy FHHTTP 70X o h—N_—2 T 253y NV —27NIZH D55, http_proxy ¥ &
WY https_proxy E2Hi254% & Guest Shell N TRET HLENH Y £97,

1]

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

B DOBREEEIL, bashre 7 7 A NV FETITEY /A7 ) T N THREL T, K THHZ &
EWRTHLENDH Y 97,
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I TR
FZFvILTNT—rT59v1~07o 1R [

FARYILWTOIT—=bITI92a~DTIER

F v bV =7 EHEFEF, NX-0S CLI 2~ FOMFITMAT, Linx a~v> Feax—7 41
TAREALTC I 7 ANEEHTEET, A b o /VERE®D bootflash I AT b T — 7
TFyovarvUr A2 LIZEY ., network-admin X Linux 2=~ > REHEHLTZINHOT7 7

ANEEETEETS,
B
find . -name “foo.txt”

rm “/bootflash/junk/foo.txt”

Guest Shell @ Python

Python |34 % 7 77 4 ZIMEHTE £, python 227 V7' NE A b 2= /L TIITT D
ZEHTEET,

Bl -

guestshell:~$ python

Python 2.7.5 (default, Jun 24 2015, 00:41:19)

[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

Fv NI =7 EHEDH LU Python N r—U% A A R—)LTELH L9, FA K =)L
\Z1X pip python /X r—Y = %= ¥ WEENTNET,

il

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100% | ###ffffddfddddddfdffffff 44444 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]l# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshelll#

\}

GE)  pipinstall =~ K& ANT AR, sudosu =~ K% AST50ERL Y ET,

Installing RPMs in the Guest Shell

The /etc/yum.repos.d/CentOS-Base.repo file is set up to use the CentOS mirror list by default. Follow
instructions in that file if changes are needed.
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[l nstalling RPMs in the Guest Shell

Yum can be pointed to one or more repositories at any time by modifying the yumrepo x86 64.repo
file or by adding a new . repo file in the repos. d directory.

For applications to be installed inside Guest Shell 2.x, go to the CentOS 7 repo at http://mirror.centos.org/
centos/7/0s/x86_64/Packages/.

Yum resolves the dependencies and installs all the required packages.

[guestshell@guestshell ~]$ sudo chvrf management yum -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"—--->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el7.1686
"-->" Running transaction check

"--->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl 1686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/2): nss-softokn-freebl-3.16.2.3-9.e17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.e17.1686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.e17.1i686 1/2

Installing : glibc-2.17-78.e17.1686 2/2

error: lua script failed: [string "$triggerin(glibc-common-2.17-78.el7.x86 64)"]:1:
attempt to compare number with nil

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.el17.1686
Verifying : glibc-2.17-78.e17.i686 1/2

Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1i686 2/2

Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.1686 0:3.16.2.3-9.el7
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I TR
RN SRR |

Complete!

\)

Note When more space is needed in the Guest Shell root file system for installing or running packages,
the guestshell resize roofs size-in-MB command is used to increase the size of the file system.

)

Note Some open source software packages from the repository might not install or run as expected in the
Guest Shell as a result of restrictions that have been put into place to protect the integrity of the host
system.

DExa1)T4 RAF¥

[H—JLEES51E/Nv F (Kernel Vulnerability Patches) ]

YA AL, BEMOMEGIIEICRLT 57Ty T+ — L T v 77— T, BET %5 Common
Vulnerabilities and Exposures (CVE) (Zxfits L E T,

[ASLR & & Uf X-Space M4 7K— b (ASLR and X-Space Support) ]

CiscoNX-OS (X, Fv XA LT 4 7= ADHDOT R L A% Layout Randomization (ASLR)
& Executable Space Protection (X-Space) DffilZ ¥R — K L TWE T, Cisco BNEL LI/
F=YOYV 7 hr=Tid, ZOREEZFIHLETS, VAT AMDOY T R =T RA A b—
LENTWDLERIE, INbDT 7 /) aPeYR— b 5HKA K0S LAY —LTF=—r%
FHLTHEET L Z 2RO LET, ZHUTED, V7 MYy =T REBTERRBAE ICRRT
DIAER) 72 BB G B L3

IL— k2 —HF—D IR

BRRA— RERFETDHEODRANT T I 4 AL LT, BI0YTHONEZ A7 2FEITT 5
72D E R/ NROFHETT 7 r—a v B FT T2 L2 HE LET, BERLARWT Y
TR &R T2, GuestShel IEMENTZY 7 b =TI, ZOXRRNTZ 7T 0 AZHED
MER B Y FT,

I% Linux OBERENME T L2 Z LIC K DHIfROxISR L0 £F, 77U r— 3 o Croot HEfR A
ML T HBEEFATT D2MENH DAL, root 7 H 7> O %, root 7 7 & A )3t
(Bl NMROEEYE » MZHIFRL, ZOE—RTT 7V r— 3 v &2FATTE DR O
N RHIRZ E oM omIE 25 L £,

IWD/L— MIX LT Re Yy 7 &35 8O Linux #EEIZRD LB Y T,
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) —RXEH

FRETIL I

DDoS W# (X, WEXNGDO2—WF R~ oy N —7 Hiff#EzEHTcE 2L 91275
RAFET, REURIMEEZIZEEOH LT 7V r—=ay a— RiL, #SiiE, 54 22
K, ATV, BLOZOMOY Y —ZAOBEEE OFER & LT DoS %5 & Z 3 AlfetEN
HYFEFT, FA ML, THIFERZATVIZEH Y Y CTHHEMNEREEMEZRZM L E T,

AR I7A4IL VRATLOT O 2XHIE

&+ a217IPC

AR Yz VEIMEE—EARNOT 7Y —3 3 &, CiscoonePK h—E 2 ZHH LT
RAREXVHATEET, 77UV = aid, TIPCA2A L CEHEAN Xy hU—7HEH#EL
BELES, SESERar 7t —RNOT7T 7V r—ra ik, TIPC #07 LTHAIIZEET S
ZEIITEEHA, FANEDOHEHFEOALADFFAISNET, ZHTED, 1 DOz T7FORE
M. ZFID Cisco onePK 4 —EANRFEITINTWAIBITTHELE AT —T 4 VT B HEF T,
AT FHNOT 7V r—vaid, TIPCAHR—FTY v AU $5Z L TEERA,

BER DR —EADHBNPRA R EWETE L LI T L7202, BBV —EAD—E Dk
TR ARMERFCIERL S U, onePK (5T ¥ RVDBSHENL SN D & S ITHRES NV E T,

VAT AE, H xR OB —EANOT TV r—a URHRAMIA vE—UEEEFETED
L— bR LET, ZOEMEICEY, REREMEEZT AT 7V r—ra BN A ye—T %5
FILEE LT, AA MOBEFOBRIELZLTTZ0, FUAR N EOMORAES —EZANEKRA R &
WETHIOET oy L3252 ENRPIEEnET,

XAk )LOEE

LI, A b = va2BHy 5720 a~v sy R T,

®2:7RLvLCLUATRUER

avw vk Bz
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A i |

avy kR

B

guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) 145EHE :

VAT A ARA=JVITHBIAENL TN D
OVAZFEH LT, YA xzbE AR
=N 1LTT 27747 LET,

BESINTY 7 boxT Nylr—
(OVAZ7 7 AV) 1TV AT hA A—
TINE OMIIAIIN = (N r—
UINEE SN TOWRWES) AL T,
FARN VA VA N—=LLTT Y
T4 LET, HH. FADL V=L
NRolr—UlF, VAT LA A—TIZHED
AL Z Sk o TORFIHTE £,
FAN V2RI TIZA VA =&
TWa5Ea, Z0a<y NEA A b—
LENTNWAHT A o VEENCLE
¥, W%, Ziuld guestshell disable =~
Y RFOBIHERH I NET,

rootfs-file-URI 23EE S LTV D IGE -

VS NIVE VI N E 3P Wb /N - R
2. A~ vxbrootfsa A AR — kL
FT, Zoavy RE, BESZ Ny
=V THAN vV EERLET,

guestshell export rootfs package
destination-file-URI

ANz )Drootfs 7 7 A VE T —h )L
URI (F—F7F v 2, USBILARY) o=/
AR—HMLET,

guestshell disable

Vv kBl AN e VOB
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avU R ERBA

guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

BEINTY 7 boxT Nylr—v

(OVAZ7 7 A V) TV AT LA A—
DN OMIIAF Ny I — (N r—
UHRE SN T RWES) 2L T,
FAN V= NVEIET 7T 4 7L TCT v
T7L—FLEY, HYL FADL Y=
Ny =D, VAT LA A=VITHD
A Z Ik o ToORFIHTE £,

AN 2z VOELED rootfs 1X. V7 b
T =T Nl —@ rootfs IZEEHLZ 5
nNEt+, Y2 vz MI, Ty ST L—
R& bR T 28 XY 7740 A
TAEMALEEA, KcHte &
U 77 A )L AT AR WEEA .
guestshell destroy =~ > RIZHilT T
guestshell enable =~ > K& ] L C rootfs
EEEHZLIELTEET, Ty TS
L— B 5&, AN = VT
77 4 7S ET,

Ty L— R avr NEFATT 50
2, MEREZRD L T 07T RRFREN
£7

rootfs-fileURI N fEE SN TV H A -

FARN Yz VRTTIZA VA b—L &
TWAEAS, AN > =/L® rootfs 7 7
ANEALHR—FLET, ZOav R
E. BEFEOF A e v EHIRLET,

BEShERRyr—IIZAf VA =L L
F7,
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A i |

avy kR

B

guestshell reboot

FARN 2 NVEIET 7T 4T L TS, B
ET 7747 LET,

V7 — bk a~r FEFATT LRI, MERE K
LT T NPRERINET,

GE) Z i, exec E— KN T guestshell
disable =2~ > KD%IZ guestshell
enable =~ > R3¢ O LRI LT
D

ZhiE, FAR Y LN ok &
PMEIELTEY, FREET 2020
HOHGEIENLHLET, ZDrun
guestshell =2~ NiX, A =
JLTCFEITIINTUD sshd ﬂ:ﬁkﬁ LT
WET,

o= RAERE L7 WA 1L, sshd
7' ARFE S TE IR L 72 ATREMEAS
HHE£9, NX-OSCLI »H 47 A b
T VOREBZIATT S &, il
HLTCa~vr REEILTEET,

guestshell destroy

FAN Y —ER%ET 7T 4 7L
T, 7oA A=V LET, YAF vxzb
(CBEA T 5TV D TR T OHAE A >
AT KRS ET, Z O showvirtual-service
global =~ > K, ZH b OEMFHRI VD
FIHFREIC e 200 & R LET,

ZDa~r RaeRITT 5L, destroy a2 K
ZEATT HRNCHER ZRD L T a7 F gk
RSNET,

guestshell
run guestshell

vl Far T NI TIRETER TS S
AR v VCEE LET, KB4
[ INAT— R

guestshell run command

run guestshell command

FAN 2 VBREDOZa T %A NN T Linux /
UNIX 22> REFITLET,

avy ROFTHR, A vF 77 MR
D FE9,
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FRETIL I

avy kR

B

guestshell resize[cpu [memory |rootfs]

FA N ¥z ZEN ST H AR

firfEsaZE LES, ZHIL, KIFA v =

ABEIACE T ITFREE S & IS

20 ET,

GE) YA XEHEOHEIFE, guestshell destroy
av REMEHTLE7 )V T7SnE
R

guestshell sync

TIT AT A== AL AH R A—
WNR=NAPRHDHV AT LTIEH, ZDavy
NIZT AN = VOINT 7 ANET 7T 4
T R = N D AHK N A— 23— N
A FIZFEM L EF, network-admin (F, A ¥
N A== N PN HZRA— S — 3
(272572 & ZIZFA U rootfs ZHHT 5 L 91

TA RN Tz brootfs INFRTE STV A & X (T,

oavwry RERITLEYT, Zoavr R
EH LR WGE, AFZ N 2= /3= XA
INEDA—/3—=NA P TRIHARER T A R v =
WX =V EERLCT 77 47 m—liC
BAITT DL &I, T A = VSEiTic A v
A M= ENET,

virtual-servicereset force

TFAN 2 VETIIMIE —E A2 EHTE
BRUVEEIE, AT LADY o— R TH. reset
avy REFEHLTY AR b4 _To
AR — e R 2RIl L £, 7V —
VT v T EFEITTHICIE, VAT LAEEHR—
RTDMERHY T, Z0a~r REF{T
L7k, VAT LN e— RENbHET,
AN Vz VERITEMOEEY —E X% A
VAN IVERITAENCT A EiIETE R
oo

Uty b ZBaT DRNCHEREZ RO HIVET,

\}

GE) ZF A v EEEFEIME/ B\ L., T2 B AT 52T, BEHEHERNPLETT,
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Guest Shell D Exh1L .

\)

GE) FAPMTzAiFE, AAFN VAT ALEO Linux 2> 7F (LXC) & LTEAINET,

NX-0S 7 /34 2 Cit, LXC I virtual-service 2~ R TA VA M—)L L EHEINET, ¥
A N =V, virtual-service < 2 RIZ guestshell+ & W) A RO —E A L LT
FREINET,

Guest Shell D EZh{t

guestshell disable =~ > x> ¥ v F & 7 LT, Guest Shell Z 2L L E 9,

Guest Shell N I NTRETU AT L%V r— K95 &, Guest Shell iIZ#EIMLIN=F F
12720 F9,

Bl -

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Deactivated guestshell.ova

)

()  guestshell enable ==~ > KT Guest Shell 3F 7 7 7 ¢ 7L I E T,

Ak TILOKRE

guestshelldestroy =~ > NiZ, YA N =V ZDT—T 4 7577 NeT VA VA R—LLZE
T, ZOavwr FTiE, A~ =L OVA IFHIBRES N EH A,

AN Yz VPSRBT AT LZ Y n— 5L, FA N voVIEES N E
FITRD FET,
switch# show virtual-service list

Virtual Service List:
Name Status Package Name

guestshell+ Deactivated guestshell.ova
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FRETIL I

switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your
work. Are you sure you want to continue? (y/n) [n] y
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service

'guestshell+'
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Successfully destroyed

virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

\)

(F)  guestshellenablea~ > RZfH LT, YA M Vo VEBEANITHZENTEET,

)

GE)  CiscoNX-OS Y7 b7 TlE, avTFNA A b—LEND L, oneP EREN T —T

VT 7R L CHBICENCR Y Ed, YA Rz ZarTFThird,
oneP HERES H BRI BHsE SNV E T,

FA N v VEMALRWEASE, guestshell destroy =2~ > R CHIBRC& £4, # A b
VNHIBREND &, TOHRDOY B— ROTOICHIBRENTZEEICRD T, 2FD,
FAKN vz arTFREBRER, AL vy TFREr—RERThH, YA vzl o
THIXHEMICBBENEE A,

Guest Shell D HZH1t

Z @ guestshell enable =~ > KiX, GuestShell Y 7 F 7 =7 /v r—75 Guest Shell &1
A=V LET, T7A/NITEH, VAT AL A—VICHOIAENT N I —URA VA h—
JMIER SVET, Guest Shell RN L SN TWALEEIR, Z0a~<w> REFEHA LT, Guest
Shell #7277 4 7+ 52 L b TEET,

Guest Shell BHEZIMEL S NTRETU AT A% Y v— K35 &, Guest Shell (ZHIMLEINZFF
2720 £,

11

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 %$ $VMAN-2-INSTALL_ STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN—2—ACTIVATION75TATE: Activating virtual
service 'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_ STATE: Successfully activated
virtual service 'guestshell+'
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R84 —£ 2 & Guesthell t5kDiE ]

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

R#EH—E X & Guest Shell [FRDFREE

Roa~vy FeALT, B —E R LT AL Y= VOFREMIETE 7,

av Uk Bl

show virtual-service global AR —E 207 a—

switch# show virtual-service global /Vlﬁ(ﬁ&% & Fﬁ” [ %i%ﬂi\‘ LF
R

Virtual Service Global State and Virtualization Limits:
Infrastructure version : 1.11
Total virtual services installed : 1

Total virtual services activated : 1

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service : 1

Resource virtualization limits:
Name Quota Committed Available

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992

switch#

show virtual-service list AR — B 2 OREZE, T
B —EADRT—H X

switch# show virtual-service list * BIXORALA L A =L EN

Virtual Service List: TWwa Y7 ]\ ]717 /\Oy
TV aRRILET,

Name Status Package Name

guestshell+ Activated guestshell.ova

Cisco Nexus 3500 Series NX-0S Programmability Guide. ') ')—X 103 (x) .



B 72t ozunsorivr—yasoxmuises

FRETIL I

avy kR

B

show guestshell detail

State
Package information
Name
Path
Application
Name
Installed version
Description
Signing
Key type
Method
Licensing
Name
Version
Resource reservation
Disk
Memory
CPU

Attached devices

Serial/shell
Serial/aux
Serial/Syslog
Serial/Trace

Type Name

switch# show guestshell detail
Virtual service guestshell+ detail

Activated

guestshell.ova
/isan/bin/guestshell.ova

GuestShell
2.2(0.2)
Cisco Systems Guest Shell

Cisco key
SHA-1

None

: None

400 MB
256 MB

o

% system CPU

Disk _rootfs
Disk /cisco/core

serial?2
serial3

guestshell /¥ 77— |2 B
T O (=T
BHV =R TAAR
L) BRRLET,

B2 RTINS DT Tr— a3 vOKENLIEE)

T r— g T,

/usr/lib/systemd/system/application name.service (A A

=L &N 5 systemd / systemctl V—E R 77 A LBMNETT, ZOV—ERA 774

WL, RO—{g72 7 r—~ v MZTHMERH Y £7,

[Unit]

Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here

Restart=always
RestartSec=10s

[Install]

WantedBy=multi-user.target
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\)

GE) FEOZ—Y—L L Tsystemd ZEITT DI, V—EAD (#—t 2 (service) ] B
v a \/&: User=<username> %_’JEjJH Lij—o

GuestShell "S5 F7 T U5 —o 3 U akEGICHEEIT B F
&

ATy 1 ERTERLET 7Y r—vary $—EA 77 A /L% /usr/lib/systemd/system/application name
e v A R—ALET, T—ER

AT w72 systemctl start application name T7 7V r—3 g U EBIMBLET

ATY T3 77U r— 3 ) systemctl status-1 application_name THEITSNTWDH Z L 2R L ET
AT v 74 systemctl enableapplication_name TV r— RKHZT 7V r— a v 2HEE T LET
ATw TS 77V r— 3 ) systemctl status-1 application_name THEITENTND Z L 2R LET

ARSI TOY TV TITUr— 30
WOENE, AN v vOT 7V r—varaRr L THVET,

root@guestshell guestshell]l# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $SOUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> SOUTPUTFILE
sleep 10
done
[root@guestshell guestshell]l#
[root@guestshell guestshell]#
[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]
Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s

[Install]

WantedBy=multi-user.target

[root@guestshell system]#

[root@guestshell system]# systemctl start hello
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[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon

Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)

Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)

CGroup: /system.slice/hello.service

##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]:
[root@guestshell system]#
[root@guestshell guestshelll# exit
exit

[guestshell@guestshell ~]$ exit
logout

switch# reload

This command will reboot the system.

Uwu— R

[root@guestshell guestshelll# ps -ef |
root 20 1 0 18:37 2

root 123 108 0 18:38 pts/4
[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015

Hello World

Sun Sep 27 18:38:
Hello World

Sun Sep 27 18:38:
Hello World

Sun Sep 27 18:38:
Hello World

Sun Sep 27 18:38:
Hello World
[root@guestshell

Executing: /etc/init.d/hello.sh &

(y/n)? [n] vy

grep hello
00:00:00 /bin/bash /etc/init.d/hello.sh &
00:00:00 grep --color=auto hello

13 UTC 2015

23 UTC 2015

33 UTC 2015

43 UTC 2015

guestshell]#

systemd / systemctl THEITTBHE, 77U r—a UMEIE LGS (FloidmifilikT
L7cdy) « 77V r—va VZHEBNICHES S ET, 7R @il i3b &b L 226

T, 77UV r—a a9 5L, T uk X257 CHBIMICHES S ET,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#
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« Python APl OffZE (29 ~—2)
« Python DA (29 ~—2)

Python APl D Z

CiscoNexus 3500 77 > N7+ —L AL v FIX, A VBT 0T 4T F—REIFA L ET 0T 4
7 (AZ V7 k) F— RO 5T Pythonv2.7.11 Z¥HR—hrL, A V= L THEATE E

j—O

Python (XA HLUICESG CTE 20 N7 0 /7 IV VT EFETT, RN TEAKMERT — 2%
b, A7Vl MEMT R 7T I IR LTy VTR T T a—F o TV E

9, Pythonld, fliR7em . BIRMIEE, A 2 —T V2L NWS FrREAFi-oTED ., 13L&
WEDT Ty N7 —LDIFEIERGHTAI VT T 4 v 7 @l T 7V r— a VRN
AIREZR B R ERE T

Python A > ¥ —7" U ¥ L IRFIREREIRFE T A4 7 U A3 Python Web ¥ b TEE LB E 721
NAF VX CEBICHMATEET

http://www.python.org/

Flo. 2OV A M, — RoN—F ¢ DEE TR L TV D 25D Python €V 2 —/L, 7
BT h V=NADT A AR Ea—vartEno~0Y 7 SHITEMD R a2

T—va MRS TR,

Python A7 U 7 MEREIZ, SFEERF AT EETTHEDICT A ADa~v s KI4 2 A
v #—7 x4 A (CLI) Power On Auto Provisioning (POAP) ¥ 721X Embedded Event Manager

(EEM) 727 v ar~O7 a7 7 ML D7 7 A% M4 L £ 9, Python (X Bash = /L5
TIREATEET,

Python 1 % —7"1 #% CiscoNX-OS ¥ 7 h U7 = 7 CEHTE £ 7,

Python O {E A

Z ZTiX, Python A7 U7 R OIERK & FEATDIFIEIZ DWW T L £,
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. Cisco Python /X r— o

Python API |

Cisco Python /Ny r— o

CiscoNX-OS (X, % —7 = A A, VLAN, VRF, ACL, /b— 72 ¥ Z<DaT xv b

=0 THRARAEY 2—N~DT 7% A% AREIZT 5 CiscoPython /N 7r— P 22l U £ 47,
help() =2~ K& A1 5% &, CiscoPython /Ny 7 — Y Ol R R TEES, EVa—N
D FAL Ay FICEAT 2BIEHRZBET 2121%, FEDEY 2 —/WIxf L Chelp 2~
RN&SFATLET, =& 21X, help (cisco.interface) 1E. cisco.interface &Y = — /LD B /3T ¢
EFRLET,

WOBL, Cisco Python /X 7 —VIZBT DM EZ TR T 2 HEEZ R LET,

>>> import cisco
>>> help (cisco)
Help on package cisco:

NAME
cisco

FILE
/isan/python/scripts/cisco/ _init .py

PACKAGE CONTENTS
acl
bgp
cisco_secret
cisco_socket
feature
interface
key
line_parser
md5sum
nxcli
ospf
routemap
routes
section parser
ssh
system
tacacs
vrf

CLASSES
~_builtin .object
cisco.cisco secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key

CLiao<> kAPl D{EF

Python 7’1 77 I /7 5iElL, CLIa~v Yy RZFE(TTEH3 OO API ZEH L ET, APLIZ
Python CLI & = — L LA T& £9°,

INHDAPLIZOWTIEL, ROEXTHBLET, *fromcliimport =2~ R&EH L TAPI %
ANZT 20BN £, ZHO APLI OF|HUE CLI 2~ > ROLFFTY, Python 1

2 —7 Y ZEHTCLI 2~ REFATTHITIE, RO APLOWT D51 HECF4 & LT CLI
a~v s Re AT LET,
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#F3:CLIa< > K API

API S BR

cli() FIBSC T £ - ST 2 BT CLL 2~ v B

B DRIMH DO S %I L ET,

string = cli (“cli-command”) GE) AEZTT 4 7f£Python4 A —
7V ZIE, HIESCTE E T IR ER ST
A7 —7) LTHALET,
Xx o X =\ & LTH
FTEH, FERDFHEAIZLSWIGEDH
D ET, dip)APLIL. HIFEMEN B
MERAEMAOLET,

clid() cli-command =~ > FIZ XML ¥ 7~K— b 317

i - T BH85AE. ISONH AR L ET, Zilist

DEEE, PN AT —SNET,

GE) ZDAPLIL, show =z~ ROHTID
MBI 35 SRR G808 &

json_string = clid (“cli-command”)

D ij—o
clip() CLI =2~ > RO % E$E stdout (IZH I L,
11 Python (213 &R L EH A,

clip (“cli-command”) (2;) clip (“cli-command”)

L [A%T7 (is equivalent to)

r=cli(“cli-command”)
print r

20U EDa~y FEERNCFEITT DL, ZOREIT 1 SOa~vy Rhb&kDa~ > RET

e LEH A,
KOFITIE, IO~ FORENR2BHD a2~ RTEHE LW, 2&BDa~v 2 R
DR L E7,

>>> cli("conf t")
>>> cli("interface eth4/1")

2O EDa<wy REREHIFEITT D E, ZOREIZ 1 >Oa<wy Koo a~2 RET

Frfge L £
WOHFITIE, 2FB L 3IFBDa~ FOWRENEHE T 2720, 2FZBDOa~» RiIsh LT
I/\ivé—o

>>> cli("conf t ; interface eth4/1 ; shut")

Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ')—X 103 (x) .



Python API |
B cursorthonsos—7ys0mumL

\)

GE)  fllord Eoic, a~rFE ) TRELAET, EIarr ) iF B—-07 707
LFETHTLERH Y ET,

CLIANS® Python f 32— 1) ZDEUH L

RIZ, CLI 7% Python 2 ZFFONHT HiEZR R LET .

\}

GE)  Python A X =7V EZDOT a7 M [>>>) £720% [...] TERRENET,

switch# python
switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)

[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads (clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW interface']):
intf=intflist['TABLE interface']['ROW interface'][i]
i=i+1
if intf['state'] == 'up':

print intf['interface']

mgmt0

loopbackl

>>>

RRITA—T v b
WIZ, Python APl Zffl L7 S8 FhFTrn7+—~vy haRLET
Bl
>>> from cli import *

>>> cli("conf ; interface loopback 1")

>>> clip('where detail')

mode:
username: admin
vdc: switch

routing-context vrf: default
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>>> from cli import *
>>> cli("conf ;

>>> cli('where detail')

RRITA—I U b .

interface loopback 1")

' mode: \n username: admin\n vdc:
switch\n routing-context vrf: default\n'
>>>
i 3
>>> from cli import *
>>> cli("conf ; interface loopback 1")
>>> r = cli('where detail') ; print r
mode:
username: admin
vdc: EOR-1
routing-context vrf: default
>>>
i 4
>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys{():
. print "%30s = %s" % (k, outl[k])
kern uptm secs = 21
kick file name = bootflash:///nx0s.9.2.1.bin.S246
rr_service = None
module id = Supervisor Module
kick tmstmp = 07/11/2018 00:01:44
bios cmpl time = 05/17/2018
bootflash size = 20971520
kickstart ver str = 9.2(1)
kick cmpl time = 7/9/2018 9:00:00
chassis id = Nexus9000 C9504 (4 Slot) Chassis
proc_board id = SAL171211LX
memory = 16077872
manufacturer = Cisco Systems, Inc.
kern uptm mins = 26
bios ver str = 05.31
cpu_name = Intel(R) Xeon(R) CPU D-1528 @ 1.90GHz
kern uptm hrs = 2
rr usecs = 816550
rr sys ver = 9.2(1)

rr_reason
rr_ctime

Reset Requested by CLI command reload
Wed Jul 11 20:44:39 2018

header str = Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2018, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and
otherwise stated, there is no warranty, express or implied, including
limited to warranties of merchantability and fitness for a particular
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

unless
but not
purpose.
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Version 2.1 or

Lesser General Public License (LGPL)
Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

host name = switch
mem_type = kB
kern_uptm days = 0

>>>

JEA 259 T« 7 Python

Python 27 U 7' N4 % 5#0& LT Python CLI =2~ > RCHEMH$ 5 Z & T, Python A7 U 7' |
BIA BT T 4T F— RTETTEET, Python A7 U7 ME, 7— 7T v v aFe
TR X — LD FNICEET D H4EENH Y £9°, PythonCLI =~ R TIE, Python 227 U 7
FORKREO A~ B T4 UG EFENTEET,

Cisco Nexus 3500 77 v b7 4 —2 AA wvF (X, Python A7 U 7 h&FATT 5= DE[ET
CLI a2~y FHH¥HR—hrLTWET, bootflash:scripts T4 L7 b UL, Y—ACLI =
VU RDT T AN INDAZ YT N T 4 LT NUTT,

ZOBITIE, NCAZ VT P EFRRLTOALETLET, RFZ EEO7 7 A V&7 — |
77y alliio T 5L bDTY,

switch# show file bootflash:deltaCounters.py
#!/isan/bin/python

from cli import *
import sys, time

ifName = sys.argv[1l]

delay = float(sys.argv[2])

count = int(sys.argv[3])

cmd = 'show interface ' + ifName + ' counters'

out = json.loads(clid(cmd))

rxuc = int (out['TABLE rx counters']['ROW_rx counters'][0]['eth inucast'])
rxmc = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inmcast'])
rxbc = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inbcast'])
txuc = int (out['TABLE tx counters']['ROW_tx counters'][0]['eth outucast'])
txmc = int (out['TABLE tx counters']['ROW_tx counters'][1]['eth outmcast'])
txbc = int (out['TABLE tx counters']['ROW_tx counters'][1]['eth outbcast'])
print 'row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast'

print ' !

print ' $8d %$8d %8d %8d %8d %8d' % (rxuc, rxmc, rxbc, txuc, txmc, txbc)
print ' !

i=0

while (i < count):

time.sleep (delay)

out = json.loads(clid(cmd))

rxucNew = int (out['TABLE rx counters']['ROW_rx counters'][0O]['eth inucast'])
rxmcNew int (out ['TABLE rx counters'] ['ROW rx counters'][1l]['eth inmcast'])
rxbcNew int (out ['TABLE rx counters']['ROW rx counters'][1l]['eth inbcast'])
txucNew int (out ['TABLE tx counters']['ROW_tx counters'][0O]['eth outucast'])
txmcNew int (out ['TABLE tx counters']['ROW_tx counters'][1l]['eth outmcast'])
txbcNew int (out ['TABLE tx counters']['ROW_tx counters'][1l]['eth outbcast'])
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i+=1
print '%-3d %8d %8d %8d %8d %8d %8d' % \

(i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew - rxbc, txucNew - txuc, txmcNew - txmc,
txbcNew - txbc)

switch# python bootflash:deltaCounters.py Ethernetl/l1 1 5
row rx_ucast rx mcast rx bcast tx ucast tx mcast tx bcast

0 791 1 0 212739 0
1 0 0 0 0 26 0
2 0 0 0 0 27 0
3 0 1 0 0 54 0
4 0 1 0 0 55 0
5 0 1 0 0 81 0

switch#

WOHIE, sourcea~> R a~y RIA4 UBIRERET D HEERRLTWET, ZOHIT
I1Z. policy-map i% cgrep python A7 U 7 b ~DBIETY, ZDOFIIX, source 2~ RKHR/NA T
WET (1) OBIHS ZEHRRLTVET,

switch# show running-config | source sys/cgrep policy-map

policy-map type network-gos nw-pfc
policy-map type network-gos no-drop-2
policy-map type network-gos wred-policy
policy-map type network-gos pause-policy
policy-map type gos foo

policy-map type gos classify

policy-map type gos cos-based

policy-map type gos no-drop-2

policy-map type gos pfc-tor-port

Embedded Event Manager TD XY 1) 7 FDEST

Cisco Nexus 3500 77 v b 7+ — 2 AA v F EOMBIAIA XY b v3x—T % (EEM) KRV
> —IX, Python A7 U 7 F&HHR— K LET,
WORFNL, EEM 727 2 3> & LT Python 227 V7 N &FET4 5 5EERLTWET,
TV vayavy REMATLZET, EEM7 7Ly MZPython A7 U7 b a&H 5 2
EMTEET,

switch# show running-config eem

!Command: show running-config eem
'Running configuration last done at: Thu Jun 25 15:29:38 2020
!Time: Thu Jun 25 15:33:19 2020

version 9.3(5) Bios:version 07.67
event manager applet al

event cli match "show clock"
action 1 cli python bootflash:pydate.py

switch# show file logflash:vdc_1/event archive 1 | last 33
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eem event time:06/25/2020,15:34:24 event type:cli event id:24 slot:active(l) vdc
:1 severity:minor applets:al
eem_param_info:command "exshow clock"
Starting with policy al
stty: standard input: Inappropriate ioctl for device
Executing the following commands succeeded:
python bootflash:pydate.py
Completed executing policy al
Event Id:24 event type:10241 handling completed

show filelogflash:event_archive 1 =~ RZFE(TL T, 7 77 A LVNOA X MIEo
ThIA—ENET 7 a v ERETEET,

switch# show file logflash:event_archive 1 | last 33

eem event time:05/01/2011,19:40:28 event type:cli event id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem param info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py

PC_VSH CMD TLV(7679) with g

Cisco NX-0S vy b T—9 4 >3 —T 4 X & Python $£i &

Cisco Nexus 3500 77 v k7 4 —25 AA v F Tld, Python 23 & 72 5 Cisco NX-OS % v b
U= A H =T x A AELEHEEINTWET, cisco.vrfset_global vif () APIZ /"L TCa 7
FARNERETHIEIZLY, HEFENL—T 4 7 a2 TX A NNORIORENL—T 47
ATHRANMIGINERDL ZENTEET,

WOFNL, TNRA ADERA X —T 2 A% N L CHIML R¥ =2 X2 M EEGET 2 HiEx
RLTWET, BRORBL—TFT 47 arTX A MYV 252 LIk, #IEHNA v
H—=T 2 A AN L TIHBET 4T 4 ~DBERi AT HZ L TEET,

switch# python

Python 2.7.5 (default, Oct 8 2013, 23:59:43)

[GCC 4.6.3] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>> import urllib2

>>> from cisco.vrf import *

>>> set _global_ vrf ('management')

>>> page=urllib2.urlopen('http://172.23.40.211:8000/welcome.html")

>>> print page.read()

Hello Cisco Nexus 9000

>>>

>>> import cisco

>>> help(cisco.vrf.set global vrf)

Help on function set global vrf in module cisco.vrf:

set global vrf (vrf)

Sets the global vrf. Any new sockets that are created (using socket.socket)
will automatically get set to this vrf (including sockets used by other
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python libraries).

Arguments:
vrf: VRF name (string) or the VRF ID (int).

Returns: Nothing

>>>

Python [Z & % CiscoNX-0S X1 7«

Cisco NX-OS 58T, Y7 F 7 =7 D CiscoNX-OSH > FAR v 7 2 LA ¥ LRCLI 2 —
NR—=Z T 7R arba—y (RBAC) IZX-THR#ESINET,

Cisco NX-OS network-admin & 72 (% dev-ops 7 —/WZBHE# T LN TN DT _XRTO—H X, FF
ML —HWCd, HAX L m—/LTCPython ~DT 7 B ANTFAT XN T D a—F—%, FERHE
a—P—L BRI ET, FEREL—FIE, 77 ANV VAT L AR Y=/, Bash a~v
K72 £ 0 CiscoNX-OS fE LM ~D T 7 ARHIR S LTV ET, Kt —HIL, CiscoNX-0S
DT _RTDEREMT~DT 7 203w ELET,

tXal) T4 LAY —ERDH

Schedular TO R 5 V) T FDZETHI
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tclIC&KBRO)TT425

e Tl iz 2N T (39 X—2)
e Telsh =~ > ROFELT (42 2—)

otcl DR (44 2—73)

Tel [2TDULNT

Tel( 71 w7 L3F)IE CLILa~vy ROFZRMEZED DAY VT FEFETT, Tel Z#
ML Tshow 2~ ROHIOREDEEE L2 . A4 v FEZFEELTZY . Cisco NX-OS
o<y REA—TTHEITLIZD, A2 U7 b TEmbedded Event Manager (EEM) RV o —%7E

BLIEVTLHZENTEET,

DB arTIE, Td A7 )7 NEFTTDHE, £RIEAA »F T T X602 FIT
T A5 HEICHOWTHALET,

telsha<> KoAILT

Tl a2~ FTIE, a2~ RO~V TIIMERHCTEEYA, AV FT77T 47 tcl = VNMD
Cisco NX-OS 2~ RO~V HERRICE I X T 78X TEET,

WIZ, A VB TITT 47 Tl vz /LT Tel 2~ RONLVT BRGSO Z 7R LET,
switch# telsh
switch-tcl# set x 1
switch-tcl# puts ?
% Invalid command at '~' marker.
switch-tcl# configure ?
<CR>
session Configure the system in a session
terminal Configure the system from terminal input

switch-tcl#
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B csho<rorE

\)

(GE)  LofITIE, CiscoNX-0S 2~ RONLVTHEREN S| St & A T& £92%, Tel @ puts
awy R~V THEN DO T —ZIK L £T,

tclsh a< > FOERE

WARTREIF—2FHLC, BRI A 2T 7T 47 Tl V=)V CASILiza~ RiZT7 7tk
ATEET,

\}

GE) AVETI0T7 47 TVl TT5HE, tdsh a~y ROBREIIRGFEINET A,

tclsh O 2 J 45

ABTTT 47 Tl vz VEFITL TV DAL, Cisco NX-OS a2~ KD X 7 Hi5E 2 H H
TEXFET, Tl a~vr RTHEH, ¥ 7HzIIMEHTEEEA,

telshdCLla<w >+

A UETIT 4T tel 2 VNG ERE CiscoNX-08 < RIZT7T 7B A TEE£9 M, Teldi
= NICEOMENDEEDItcl 227 U7 RN TCiscoNX-0S v REEFTTEXET,
AV ESFIT 4T Tl =Tk, koa<> RIZEICTHY . ELLS EfTSNET :

switch-tcl# cli show module 1 | incl Mod
switch-tcl# cli "show module 1 | incl Mod"
switch-tcl# show module 1 | incl Mod

Tel 227 U7 NT, IOEID X 51T, CiscoNX-0S 2= NI Telcli @~ K& % 0488

NdHYET

set x 1

cli show module $x | incl Mod
cli "show module $x | incl Mod"

A7 VS NTCROa~wy FEFRHTLE. 2OR7 U7 MIKEREIZRY, Td =il
F—BNERRENET

show module $x | incl Mod
"show module $x | incl Mod"
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wishav> FoEgy [

telsha<w > FORXRYY

tel ZT3

tclquit

tIavmr (;) 1E, CiscoNX-0S & Tel Ol FTHa~y RREIY TF, Tl 2~ FTHE
?® Cisco NX-08 @1~ R&2FEITT HI21E. % CiscoNX-0S =~ &5 H%E (") THTrk
EHRHD F£7,

MG Tel > = /LT, ROz~ RIZEICTHY, ELLSFETEINET,

switch-tcl# cli "configure terminal ; interface loopback 10 ; description looplO"
switch-tcl# cli configure terminal ; cli interface loopback 10 ; cli description looplO
switch-tcl# cli configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (config-tcl)# cli interface loopback 10
switch (config-if-tcl)# cli description looplO
switch (config-if-tcl)#

BOF M Tel & = /L Tik, Teldi =<2 REMIETIZ, B Cisco NX-0S 2= K& S(TT
HZEHLTEET,

switch-tcl# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (config-tcl)# interface loopback 10
switch (config-if-tcl)# description looplO
switch (config-if-tcl)#

Tel %% CiscoNX-OS a2~ R~D51¥ e LTHEATE 4, £/, Tl 227 Y 7 MIs %
EFZEHTEXET, tel BEITABEHITIEIH Y THA,

WOBIL, CiscoNX-0S =~ RO5|4 & LT Tl B AT 5 iEE2FRRLTONET,

switch# teclsh

switch-tcl# set x looplO

switch-tcl# cli "configure terminal ; interface loopback 10 ; description $x"
switch(config-if-tcl)#

tclquit =~ > RiE, D CiscoNX-0S =2+ K E— RNBEB R Th 2 013K 72 < Tl
VBT LET, Flo, CtrieC EZHFL T Tel = L2 TT5 2L T ET, exit &
endCisco NX-OS =2~v > R, v RE—REZELHLET, exit 2~ NiX, EXEC a2~
KE—RKNHDHR Tl =L Z2 T LET,

Telsht¥Xa1') T+«

tcl > = Vi, CiscoNX-OS v AT LADFFEDEFRZ~DARET 72 A&k d 5722, o K
Ry 7 ATEITSNET, VAT AL, R —FOWFIR AT VFHELREOA RV N 2R
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B osha<e roxs

HET B0, tel Mo THEHAESNTWS CPU, AEY, Z7ANLREDTATFTAY
V=A== H ) LET,

WD tel BEHEI, scripting tal init init-file =< > R TR E L £7°,

scripting tcl recursion-limit iterations =~ > FZfEH L T, tel BREDO /L —THI[RZ ER TE F
. 7 7 /b b ORRHIRIZ 1000 BElO# Y K L TY,

Telsha< > FOZET

tdsha~> RaEfEHT2E, A2V F hERIZa~vr R4 rnbtlavwy REFETTEE
—é—o

\)

(5 CLIZay7 hORETWl 22 VT | 77 A AEERT 52 LIECE £t A, 27 )T
77 ANEYE— b T ATHER LT, CiscoNX-OS 7734 A D bootflash: 7 1 L 7
MUlcoE—F 52 L RTEETF,

FleDHE
1. tclsh [bootflash:filename [argument ... 1]
FIEDEEH
OV RFERET7TIV3 Y B
ZFw 71 |tcsh [bootflash:filename [argument ... 1] tel > = VARG L E T,
- Bl EEEPICdsh o~y REETT5 L, V=
switch# tclsh ? MIHEEEATIEITS N, REATIND el 2~
o laeh: . FERHPIALT, avy FOFRLETT— Ay -
ootflash: The file to run

CEAEEH I I LET, talquit 2 AT 50,
Ctrl-C #3442 T 7T 4 T tcl V= VR T
L/i—a—o

SI¥EEE L Ctash 2~ > R&2FETTDH &, &)
DOFIEIE, tela~y RSNz 2 7 V7~ 77
ANVDLALRENZIRY | OG5 E A7 U7 hTEH L
LTHEHTEET,

151
WOFNE, AV EZ T 7T 4T Tl 2 VERLTOVET,

switch# teclsh
switch-tcl# set x 1
switch-tcl# cli show module $x | incl Mod
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Telsh 27 > K/ 5 @ Cisco NX-08 E— FRE D) .

Mod Ports Module-Type Model Status
1 36 36p 40G Ethernet Module N9k-X9636PQ ok
Mod Sw Hw

Mod MAC-Address (es) Serial-Num

switch-tcl# exit

switch#

WIZ, Tl A2 U7 NEFETTLHEOHZRLET,

switch# show file bootflash:showmodule.tcl

set x 1

while {$x < 19} {

cli show module $x | incl Mod

set x [expr {$x + 1}]

}

switch# tclsh bootflash:showmodule. tcl

Mod Ports Module-Type Model Status
1 36 36p 40G Ethernet Module N9k-X9636PQ ok
Mod Sw Hw

Mod MAC-Address (es) Serial-Num

switch#

Telsh 2 <> KH 50D Cisco NX-0S E— FREID I &)

AVETTT 47 Tel ¥ = /VOFATHIZ Cisco NX-O0S DE— REEHETEXE T,

FIEDHE
1. tclsh
2. configureterminal
3. tclquit

F gD ¥4

A RFERIEFT7II Y

E:)

ATy F1|tclsh
f

switch# telsh
switch-tcl#

A BEFIT 4T Tl = )V LET,

25 72 |configureterminal

1

switch-tcl# configure terminal
switch (config-tcl) #

Tel & = /LT Cisco NX-0S Do~ REZFEITL T,
E—REEFELET,
Gx) Tel 71 7 R 23284 LT, Cisco NX-OS
a<w s R E—RIholmZ ENRENE
KR
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B cose
ARV RFEEETIII Y B8
AT 73 [tclquit Tl > =V EFET L, ShODE— RIZERED £,
I
switch-tcl# telquit
switch#
151

wOFENT, FEER Tel & = /L6 CiscoNX-0S B— REZ BT 5 H1EAZ R L TWET

switch# teclsh
switch-tcl# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config-tcl)# interface loopback 10
switch (config-if-tcl)# 2
description Enter description of maximum 80 characters

inherit Inherit a port-profile

ip Configure IP features

ipv6 Configure IPv6 features

logging Configure logging for interface

no Negate a command or set its defaults

rate-limit Set packet per second rate limit

shutdown Enable/disable an interface

this Shows info about current object (mode's instance)
vrf Configure VRF parameters

end Go to exec mode

exit Exit from command interpreter

pop Pop mode from stack or restore from name

push Push current mode to stack or save it under name
where Shows the cli context you are in

switch (config-if-tcl)# description looplO
switch (config-if-tcl)# teclquit

Exiting Tcl

switch#

tcl DS HE

\
&

WDOLA MUE, BROZODITRENTOET,
« Mark Harrison (ed). [Tcl/Tk Tools] . O'Reilly Media, ISBN 1-56592-218-2, 1997 4

« Mark Harrison 33 JX U Michael McLennan, [ Effective Tcl/Tk Programming)] . Addison-Wesley,
Reading, MA., USA. ISBN 0-201-63474-0, 1998 4%

« Brent B. Ousterhout, [Tcl andthe Tk Toolkit] . Addison-Wesley, Reading, MA, USA. ISBN
0-201-63337-X, 1994 4%

* Brent B. Welch, [Practical ProgramminginTcl and Tkl] . Prentice Hall, Upper Saddle River,
NJ. USA. ISBN 0-13-038560-3, 2003 4
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+ J Adrian Zimmer, [Tcl/Tk for Programmers] . IEEE Computer Society, John Wiley and Sons
(2 &0 ik, ISBN 0-8186-8515-8, 1998 4%
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o BIEESRIE (47 X—Y)
e T UV TINTONT (47 X—)
¢ Cisco Ansible ¥ = —/L (48 X—)

=L 1LH R

AIES
PAR— FZINTWDHIEERED A A b —/VEMIZ- DUV TIL, https://docs.ansible.com/ansible/
intro_installation.html ZZ M L T 7230,

~ ~ g —

T oI ILIZDNT
Ansible|Z, 7 U R7mubva=2r #HEEE, 77V r—va OREM, Y—EARNA—
TARL—=Yay, BIOZEOMDIT =— X% HEfk+ 24—V —2ADIT HEk— ¥
NG D
Ansible I, Ansible T = — /L EMEEND/NE 2T 0 7T A5 fEH LT/ — K~® API FFOVH
L %47V, Playbook CTiEF S L7z MH L E 7,
7 7 4/ hTld, Ansible (X, T X TOFHERR~ T EZMBAICRIN L7 V—TI1Z AN D H
M2 INI 7 7 ANVEFEHALT, FEMRO~ 2R LET,

FEMIZ OV TIE, Ansible 2B AFTE E T,

Ansible https://www.ansible.com/

Ansible B8 Y U =2—3 3 A > & I —/ L3 |https://docs.ansible.com/
B, v ATy 7 OFIEEHF, TV 2—1 Y
AN EREENET,
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Ansible |
. Cisco Ansible €2 21 —)L

Cisco Ansible €< 1—)J)L

WD 7 DFEIRT L DT, Ansible ([ZITEED Cisco NX-OS THAR— FINHEY 2—/L
LA T I RNHY ET,

NX-OS BAREDT T 4 7 | HREEHY — L

° S
R—=,

Ansible NX-OS 7L A 7 > 7 D

Ansible nxos Playbook @ U 7K kU
il

Ansible NX-OS %~ FU—72 E |nxos % NV —2 £V 2—)L
Ja—)b
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Puppet Agent

ZOEF, WO THBEINTHET,

s Puppet (22T (49 =X—7)

AR (50 ~—2)

s Puppet =— = >k NX-OS 8855 (50 ~=*—2)
» ciscopuppet ¥ = —/L (50 ~X—)

Puppet [ZDULVT

Puppet Labs |Z & > TR & 417z Puppet ¥ 7 b 7 =7 Ny r—Ii%, = RZ OO EIE
WEERT 004 —TF 0 V=20 HE;EY —/E v b TT, Puppet Y 7 b =T X,
KR ER EDT A ZREEBEHATHZ LIk, =NV Y —2OEFHEEF L E T,

Puppet = AR —x > Mk, BEXSGRT A A (/—F) I L0 Puppet Primary (#—-3) E
TENET D Puppet =— 2 = RAGENE T, #H . Puppet Primary [ZEBIOFH Y — N T
FATE ., BEOT A AT —ERAZME L £ 3, Puppet =— = > h OEAETIL, Puppet
Primary |ZE MBI HEE T 2 LB H Y £9°, % LT, Puppet Primary [~ =7 = X F & =
YRANLTCE=V 2 MHELET, =— V=0 ME, /— FOBUEDRETIO~V =
T A NEREL, HERICESWTREZEH LET,

Puppet ¥ =7 = X NI, T/ ADRBERET D720 DT 0T 4 EROELETT, b
D7 T O REDOMERE LU EOFHMITIhR b SN TV D2, ~=7 = X MIEHDOA
RU—F 4 VTV AT AERIT STy N7+ — L THEATEES, v=7 =X MI, #@%,
REFOREE ERXTDHEDIHEHINETS, V7 =T r—VDAf LA M—)L, 77
ANDa— B —v2oBMBIcbEHATEET,

SR DU TIX, Puppet Labs 25 L TL 72& 0,

Puppet Labs https://puppetlabs.com
Puppet Labs FAQ https://puppet.com/products/faq
Puppet Labs K3 = x> |k https://puppet.com/docs
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Puppet Agent |

—_t ER
IR
Puppet =— = > M ORFERMFIZRD B T,

A VAN EYR—FTH A FBINARV =T 4 T VAT LY T =T Y
U—ZANBETT

« Cisco Nexus 3600 77 » 7+ —Lb AA v F,
* Cisco Nexus 3100 77 v F 7+ —Lb AA v F,
« Cisco Nexus 3000 > U — X A A v F,
* CiscoNX-0S UV U —2 7.0 (3) I5 (1) LAK&,
o B —E ADA A h—/L L Puppet Agent D BB LT/ T 4 AT A N L—T&T A
ZTMEHTEDHERDH Y £,

e 7 — K77 v alTHKIKASOMB DZEE T 4 AV K&

« Puppet 4.0 LLFED Puppet 77 A ~ U Y — I3 LEETH,

. Puppet =T k4.0 U\fsféfﬁf ‘%:VC‘?O

Puppet T— = >  NX-08 IRiE

Puppet Agent ¥ 7 F 7 =71, 7 A =/ (CentOS ZE1T¥ % Linux = 7 FEE) DA
A Y FICA A D=V ORERHY ET, TA LV =/id, RAMPOYEESNIZ LT
F =T U IRRFATRE AR L £,

CiscoNX-0OS U U —292 (1) LK. Puppet Agent ® Bash-shell (Cisco NX-OS O 3ufix & 72 5 %
A 7 4 7 WindRiver Linux 3258) {4 v A h—FdR— b3 EL7,

WIZ, ==V NI T M= TOFTa— R, A A=, BIOEy b7 v 7 I2ET
HIERERLET

Puppet Agent : Cisco Nexus A A F TP A > |https:/github.com/cisco/

Z k= lty N7 w7 (FErky h7 o) | cisco-network-puppet-module/blob/develop/docs/
README-agent-install.md

- ~
ciscopuppet € 1—JL
ciscopuppet & ¥ = —/ L, Cisco NI LIzA—7" V—RA VYT v U =T FVa2a—/LTT,

ZHUE, Puppet ¥ =7 = A b OIMGEEANEBRMER & . CiscoNX-OS AL —F 1 7 VAT L
BEIOT Ty N7+ —LORFEOEEDEME DDA X —T oA ALY ET, ZDFE
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https://github.com/cisco/cisco-network-puppet-module/blob/develop/docs/README-agent-install.md
https://github.com/cisco/cisco-network-puppet-module/blob/develop/docs/README-agent-install.md

| PuppetAgent
ciscopuppet EL 1 —JL .

¥ a2 —/UiE Puppet 77 A < VIZA A h—/L {1, Cisco Nexus A v F TO Puppet =—3 =
Ve }\ wﬁ%{/ﬁa:%‘gfj—o

ciscopuppet € 3 = — /L%, Puppet Forge CTHIH T& 7,
Z ZTlE. ciscopuppet E ¥ = —/L A A M —/LREIZOWTOBIMERZREE L FT -

ciscopuppet & ¥ = —/LDIGHT | Puppet Forge

(Puppet Forge)

VY —ADOREOHZa s [Cisco Puppet £ F# D2 MR (Cisco Puppet Resource
Reference) |

ciscopuppet ¥ = —/L : (57T | [Cisco Network Puppet <& ¥ =.— /L (Cisco Network Puppet
a— R UKRI MY Module) ]

ciscopuppet € = —/L : ‘& > | | Cisco Puppet & ¥ = — /L ::README.md
7y 7R

Puppet Labs: &3 = — /LD > | hitps://docs.puppetlabs.com/puppet/latest/reference/modules_installing.html
A k—)b

PuppetNX-OS ¥ =7 = A O | [Cisco Network Puppet & = — /LD (Cisco Network Puppet
Module Examples) ]

NX-OST X1 v/ =D T 5 ¢ | FERE Y — L
N/ St
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https://github.com/cisco/cisco-network-puppet-module/tree/master
https://github.com/cisco/cisco-network-puppet-module/tree/master
https://github.com/cisco/cisco-network-puppet-module/tree/master#setup
https://docs.puppetlabs.com/puppet/latest/reference/modules_installing.html
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https://github.com/cisco/cisco-network-puppet-module/tree/master/examples
https://developer.cisco.com/site/nx-os/docs/automation/configuration-management/index.gsp

Puppet Agent |
. ciscopuppet E 21—/l
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CiscoNX-0S TDO> 795472 bDIE
F

ZOFEL, WOETHERINLTWVET,
e 7ITHONT (53 2—3)
o BITRSRIE (54 ~X—7)
o Chef 7 A4 7> b NX-OS Bifg (54 ~=—2)
* cisco-cookbook (55 ~X—3)

T T[2DU\T

Chef I, ChefSoftware, Inc. IZ X~ TR IN/-A—T LV —RA VT =T Ry —TT
T, JAUX, AT TANT I Ty OY A XKL, WE, I8, £72137 7T RO
W= NR=L T 7V r—2a B8 ATLH, VATABIOV T RA VT TARNTIF XD
Bk L—2U—27 T3, &ML 1 DL OV —27 27— 3 H—H%—s3—_ Chef
IIAT VUV RBRRESNTOT, #FFENTWATRTO /) —FTHERENET, &/ — KD
RIEFTIEIZDOWT Chef 7 74T > MIFERTHTDIZ, 7 v 77y 7 L Ly ERERASNE
T TRTD/—FRIZA A R—=LENTNDChefZ T4 T > b0, EEOHREEITVET,

ChefZ v 7 7 v 713, REERY —DEAFAOIAREN T, 7 v 7T v 7 TlEyF I 4 %2E
FLIET, o, FOVFTIVFEYFR— T OB ERTXTORAR (4770, L
. T ANRE) BWEENTWET, Chef LI B, T1 ZADWREAHRET HT-HD 1
T4 EFROEASTT, ZNHOT /X7 ¢ REEOMHRE XL O EDFEMIIE b T D
72, LY BIREEOARV =T 4 VIV AT AERII T Ty b7 =LA THEATEET, L
ENL, W, WBRROREEERTATOIHERSNETS, Y7 b7y =04
VA=), TrANOa— BIOY—EROBMGREICHEHATEET,

WD) 77 L A, Chef 72 OFERMER AR L £3,

FEYY oy
Chef 75— A https://www.chef.io
Chef O https://docs.chef.io/chef overview.html
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GIEES

CiscoNX-0S TD> 7 4547 +ofER |

FEYSY

2y

Chef D R¥ = A kb (Fx7T)

https://docs.chef.io/

v 7 ORHREMHFI RO LB Y TT

s A LVA M= NEYR—=FTBCisco A, vTFBIRARL—TFT 4 VT VAT LAY T hUx

7Y ARBETT

* CiscoNexus NX-OS V UV —= 6.1 (2) 13 (4)

e T DRBIIHERT A AT AL —UNTFNRAL Z FICHESN TWALENRLD £

i

« 7= b7 T v alTKK 500 MB DZEE T 4 AU KE

c =7 1241 LIED Y =7 Y— P NLETT,

e T ITIAT 1241 LIENRNKETY,

Chef 7 5 4 7 > ~ NX-08 Izi%

Chef 7 A7 b V7 h7 =TI, CiscoNexus AA v FIZA A M=/ T HNERHYD F
T, BEREIL, Cisco Nexus AA v FHEMT 2 Linux BREDOWT NI Chef 7 T4 7 2 b %

AL AP=LTEET,

* Bash Shell — Z 4113, Cisco NX-OS D Hfgs & 72 D A 7 4 7 ® WindRiver Linux 545 C9,

* Guest Shell — Z Ui, CentOS #%E4TT 57247 Linux 2 27 TERETY, ORI,
BRANNBYIY SN RETA—T U R FITRETT,

WG OMEREIOT — 2 7 a— 3 TWET,

WO RF2 AL ML, ==V M Y7 by T7DFTa— R, A A =L, BIW
Yo b7 v FICET BRI T X ANTEH I TWET,

FEwYS

2y

Chef 7 54T (RAT 4 7)

7747 NRPMOEFEHRIZ. ZZTAF
TEET,

Chef 77 7 A4 7 > b (Guest Shell, CentOs7)

7747 NRPMOEFEHRIZ. 2 TAT
TE %7,
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https://s3.amazonaws.com/alpha-builds/chef-12.4.1.cisco%2B20150826000706-1.nexus5.x86_64.rpm
https://s3.amazonaws.com/alpha-builds/chef-12.4.1.cisco%2B20150826204615-1.el7.x86_64.rpm

| CiscoNX-08 TDL T 95472 FOER
cisco-cookbook .

FEYSY oy

Chef 7 A4 7> b : Cisco Nexus 77 v k cisco-cookbook::README-install-agent.md
T —LTDOA A —ERy T v (F
ety hT )

Chef 7 A4 7> b : CiscoNexus 77 v k cisco-cookbook::README-chef-provisioning.md
TH+—LTDOA A=)ty T v

(Chef 7’mbEYat MR LI-BE)( A b—
JL)

cisco-cookbook

cisco-cookbook (X, Chef L v B DGR Y ¥ — AME ik L. Cisco NX-OS XL —F (4 7 VAT
2 LT Cisco Nexus A1 v FOFFEDEEDFEME OB D, VAaPNR LI-A—T 0 V—
AAH =T A ATT, ZDY v 77 v 7L ChefServer |21 > A b—/L X}, Cisco Nexus
A A FTO Chef Client DY) 72 BEICMLE T,

cisco-cookbook i3, Chef Supermarket {Z& ¥V F7,

WD K= A2 ML, cisco-cookbook 38 LN RI72 0 v 7 T v 7 DA A —/LFIBEDFE

AHASFLAL S AV TWVET,
FEwYS )y
cisco-cookbook DIGHT https://supermarket.chef.io/cookbooks/
cisco-cookbook
VY —20EEOH X s https://github.com/cisco/
cisco-network-chef-cookbook#resource-by-tech
cisco-cookbook: Y —A a— K URI KU https://github.com/cisco/
cisco-network-chef-cookbook
cisco-cookbook: & N7 v 7 L AE HE cisco-cookbook::README.md
Chef Supermarket https://supermarket.chef.io
NX-OSTRBE y/"=DTF T 4 7 _—T, | HEHY —L
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https://github.com/cisco/cisco-network-chef-cookbook#resource-by-tech
https://github.com/cisco/cisco-network-chef-cookbook#resource-by-tech
https://github.com/cisco/cisco-network-chef-cookbook
https://github.com/cisco/cisco-network-chef-cookbook
https://github.com/cisco/cisco-network-chef-cookbook/blob/develop/README.md#setup
https://supermarket.chef.io
https://developer.cisco.com/site/nx-os/docs/automation/configuration-management/index.gsp

CiscoNX-0S TD> 7 4547 +ofER |
. cisco-cookbook
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Cisco NX-0S T Docker M {# FH

TOEIIRD MY v T THEEINTWET,

» Cisco NX-OS T® Docker (Z2W\ T (57 ~<X—7)

c HEFHHELHKEHE (58 X—)

* Cisco NX-OS NC Docker = > 7 F &% ET D= O DORIEESEME (58 ~X—)

« Docker 7 —F > DBt (59 ~—2)

« HEIIZHEEN T 5 K 912 Docker Z#ER%d 5 (59 =—)

* Docker = 7 F Dt RA N xRy hT—27 FFT L (60 X—)

*Docker 27 F DRt 7V v PRIy FU—Z BT (61 RX—)

*Docker I 7T TOT— 7T v aBIOEEERR—T s aro~vy b (62 3—
V)

o JEHE ISSU A A » F4—/3—"T® Docker 7 —F > DGtk DH I (63 ~<—)

« Cisco Nexus Platform Switches Switchover IRfIZ Docker 77— > O K etk = A3 25 (63

eDocker A hL—Y Ry 7y ROV A XEHE (64 2—)

« Docker 7 —F D1 (66 ~<—)

sDocker 2T EX=UT 4 (67 X—)

eDocker D N T TNy a—T 4T (69 2X—)

Cisco NX-0S T® Docker [ZDULNT

Docker |, TXRTOERMFEBRE T A 7TV LIy r—UfhInic, a7 —NTLAIC
SEESNTT TV = a y 2 FATT D HEEERM L E T, Docker DFEMIC 2 KR 5701
https://docs.docker.com/ZZ M L T < 72X\,

CiscoNX-0S UV UV —=%92 (1) LI, AA v F E®D Cisco NX-OS N T Docker ZfEH T 572
DOV R— 2 BEMEHE L,

ZA s FITEEND Docker DX— 5 1% 1.13.1 T, Docker 7 —F NI TF 7 # /L F Cld3E
ITENTHWETA, FEITEEIT D0, AA v FOREBFICHBICHEST 2 L5 IR ET
DHENRH Y FT,
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Cisco NX-0S T Docker O |
B sssacsnss

OB a T, AA Yy TFEREORED 27 % 2 T Docker ZHENZ LT %)
HEICOWTHA L E3, %1972 Docker D 715 & BERE D FEMIZ DUV T,
https://docs.docker.com/ {Z& % Docker D K = A ¥ =B L T 7E &0,

FEFEEHIRNSEIA

Wiz, AA v F LD Cisco NX-OS T Docker ZEATH72DDH A KT A EHIREEEZRL

F9,
e Docker #§6E1Z. D72< L H 8GB DY AT A RAM #1272 AA v FTHR— KX T
S

Cisco NX-0S [N C Docker 3 > T+ %R ET A= DHIIE
&
AA > F @ Cisco NX-OS T Docker Z 3 57O ORHFLEFRMITRDO LD T -

¢ JRA h Bash = VEHIZLET, AA »F D Cisco NX-OS T Docker % i 3 5 121,
AA N Bash V= /LD )—h 22— —THDHLENHD F9
switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature bash-shell

« AA v FHBHTTP 7m X r—NEZMMEHTHxy NU—7NIZH DA heep proxy &
https proxy ﬁ%fﬁilﬁéﬁ% /etc/sysconfig/docker ﬂ:*ﬁﬁkﬁﬁéﬂ\é‘gﬁ)&) ) iﬁ‘o WJ .

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

AL TFDIy INELSRESNTWND Z LR LTIEIV, £ LAgnE, Kk
DET— Ay E—UNRRINDIBENRHY £7

x509: certificate has expired or is not yet valid

e RAAL U LERA—L P —"PBRy PT—Z I L THEHUNICHER SN TS Z &, BXIO
Jetc/resolv.conf 7 7 A WIIMENTNWAZ L EMRLET -

switch# conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch (config-vrf)# ip name-server ?
A.B.C.D Enter an IPv4 address
A:B::C:D Enter an IPv6 address

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
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| Cisco NX-0S T Docker Mg F
Docker 7—E > D RA%A .

nameserver 171.70.168.183 #bleed
root@switch#

Docker T —F > DA

WD T Docker 7 —E U ZfIET 2 &, BEYA ADNy 72 R AR L—Y AR—ANT —
A=) dockerpart L bihé 77 ANZEY H éﬂ\ /J’L\’&: /var/lib/docker (2<% T 2
FENEJ, HLEIZS U T, Docker %_%V%*ﬂ&bfﬁﬂﬁﬁﬁ‘éﬁmz /etc/sysconfig/docker &
e LT, ZOFEMDOT 740 M A A cE Ed, BTHHTLILIIC, BBEISLT
CDARNL—=Y AR—ADYA R EETTHZ L b TEET,

Docker 7 —F > ZBRAT BT ¢

AT w1 Bash ZitriAdr, A—/8S—2—HF—(272 0 £,

switch# run bash sudo su -

AT w2 Docker T—F L FEENL £9°,

root@switch# service docker start

ARTYT3 AT —HRA%F=zv 7 LET,

root@switch# service docker status
dockerd (pid 3597) is running...
root@switch#

GE) Docker ?‘*‘:{“/{/E@j L7z B\ - N7y =2 ® dockerpart 774’/1/%;%'”3/% L7=D N E&é/u
L7220 LT IZEW, ZHuX, docker DFEREIZ & > THETHLH 15T,

switch# dir bootflash:dockerpart
2000000000 Mar 14 12:50:14 2018 dockerpart

BEIRIIZHEEIT 5 & 512 Docker Z4&ERKLT 5

AA - FOEERFIE I HBPNEEI T2 X T Docker 7 —F 2 TE £,

ATYv 71 Bashxmr— FLTA—=N—a—H—(Thy 7,

switch# run bash sudo su -

ATY 72 chkconfig L—7 A Uo7 ¢ 2 LT, Docker —E X %*%ﬁﬂﬁ LET,

root@switch# chkconfig --add docker
root@n9k-24

Cisco Nexus 3500 Series NX-0S Programmability Guide. ') ')—X 103 (x) .



Cisco NX-0S T Docker O |
. Docker 3> 77+ DR KRR b Ry b T—Y ETIL

AT Y T3 chkecontfig T—T 4 U T ( ZfiH LT, Docker V—E RDHREEFER L ET,

root@switch# chkconfig --list | grep docker
docker 0O:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff
root@switch#

ATy 74 Docker 7 HEWNIZETZ L2V L S IR ZEIBRT 5120

root@switch# chkconfig --del docker
root@switch# chkconfig --list | grep docker
root@switch#

Docker 2 > T+ DB RA M Ry FJ—9 ETIL

Docker 27 TN TF—4 IR— M EREZZDLTXTORARN Ry NT—=7 A F—T A A
T 7 BATED LT DAL, ——network A N 7> a % #H LT Docker =27
7 &) Ljﬁ‘@’—o 3‘/*7%?\10):&*47“*5:1\ ip netns exec <net namespace> <cmd> PRER L
T, /var/run/netns (CiscoNX-OS TRHE SN2 S S LR VRFICHIE) TEEEEZ2xRy b
U— 7 LERE DR D ZENTEET,

X7__“Jj°1 Bash #2— R L CA— N—a—HF— |27/ ij—o

switch# run bash sudo su -

AT w2 Docker =TT HBBLET,

LIFIE. AA »F T Alpine Docker 2> 7 T E L, T XTDORy NV—7 A FZ—T = A A%FRT
LHITT, arTHE T7ANNTERR Yy N —7 OA4RIZEHCRE SVET,

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cap-add SYS ADMIN -it alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

2/6) Installing libmnl (1.0.4-r0)

3/6) Installing jansson (2.10-r0)

4/6) Installing libnftnl-libs (1.0.8-rl)

5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-r0.post-install

Executing busybox-1.27.2-r7.trigger

OK: 7 MiB in 17 packages

/ #

/ # ip netns list

management

default

/ #

/ # ip address

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

(
(
(
(
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Docker 3 > 7+ 0Bth: TU v SBAy k7—2 5L ||

valid 1ft forever preferred 1ft forever

inet6 ::1/128 scope host

valid 1ft forever preferred 1ft forever

2: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default
link/ipip 0.0.0.0 brd 0.0.0.0

3: gre0O@NONE: <NOARP> mtu 1476 gdisc noop state DOWN group default
link/gre 0.0.0.0 brd 0.0.0.0

#
# ip netns exec default ip address

lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/16 scope host lo

valid 1ft forever preferred 1ft forever

2: dummyO: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN group default
link/ether 42:0d:9b:3c:d4:62 brd ff:ff:ff:ff:ff:ff

3: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default

link/ipip 0.0.0.0 brd 0.0.0.0

/
/
1:

Docker A>T DB )y oBIRY KDJ—9 ETIL

ATy T

ATy T2

Docker 2 > 7 FITHNT R v N T — 7 HEfe GBFIXERA X —T7 =— X% LC) OIHEFFA
L. BEDT =4 R—FELFMDOAL v F A4 U F—T = —ZA~OAFEE LT LHRITL
RO EIE. T 7 4V RO Docker 7V v ¥ Ry kU —2 E£F LT Docker 22T & BLAT
TET, L. Ry MU AR OSHELIRIET 5720, miow s va TR LR
Ak Fy NT—F 7 FF VLD HEETT,

Bash # 20— R LTCA—/—2—HF— 2721 F7,

switch# run bash sudo su -

Docker = > 7 T &Mt L £,
PUFIE. AA » T T Alpine Docker = > 7 FZBHIE L, iproute2 2N 7 —TU% A VA =T 54 TT,

root@switch# docker run -it --rm alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-r0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-rl)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-rO.post-install

Executing busybox-1.27.2-r7.trigger

OK: 7 MiB in 17 packages

/ #

/ # ip netns list

/ #
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B oocker a2 75T TI— ISV LA BLUERE A A—T 1 L3 DTN

ATYT3 2P —AAIEMORHERET 2 EIPERELET,

TV Ry NI—=2 BT NEMEHT 2207 FO5E, 2—F—ARIZEHMOOMAREL T, E¥=2)
TAEILIZMESEDZ L TEET, MO ONTIE, T2—F—[4A12EM (namespace) (Do EfIC
£ % Docker = T F DR (67 —) | ZBRL TSN,

FEAED Docker IR — N A7 > a v BEH LT, sshdpEDa T —HNLL I —EXEARTEET, f:
root@switch# docker run -d -p 18877:22 --name sshd_container sshd ubuntu

ZHUCEY, 2T THOR— N2 BAL v FOR— K877~y 7 INET, ROFNIFRT LI IT,
R—h 18877 Z N L TH—ERIANENET 7 BEATE L HICRVELL,

root@ubuntu-vm# ssh root@ip address -p 18887

Dockera > T3 THT—rI75viaBLVIEHE M/ N—
T432NDITI L

ATy T

ATy T2

Docker =7 F @D run 2~ KT -v /bootflash:/bootflash B LN -v /volatile:/volatile A
TarEETZLET, T 75y B L UMERM N—T 2 3 % Docker 2 T FIZEKART
TFET, ZHE HTLWONX-OS VAT A A A—VET— "I Tyvallat—45RY, a
YTFTNOT IV = a YRR ANEIET LT A NVICT AT HMEN D DA
SHET,

N\

(F) Zovavwr R KA7varvzf+se, £FEOT 4LV 7 M) EaryThii~vy s v T
X, NX-0S8 v AT LAOBIEICEEE 5 2 5 /RO & 5 1E#iN 2 W2 Oftho 7T 7+ A
DRAETDHAREMENRH Y £, i, NX-OSCLI Z2fH LTI TIZT7 7 & ARRELR
/bootflash X° /volatile 2 ED Y YV —XIZHIRB L E T,

Bash Z 2 — R L CA—/N—a—H =T ) £,

switch# run bash sudo su -

Docker = > 7 FDFITa~ 2 RIZ —v /bootflash:/bootflash 3L N -v /volatile:/volatile A7 v a U %
ELET,

root@switch# docker run -v /bootflash:/bootflash -v /volatile:/volatile -it --rm alpine

/# 1s /

bin etc media root srv usr

bootflash home mnt run sys var

dev 1lib proc sbin tmp volatile

/#
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$EEE 1SSU R A » F 4 —/3—T 0 Docker —E w0kt EHE [

PYEEE ISSU R A4 v FA—/N\—T® Docker T—TE > Dk ix
HEDHEHIL

ATy T

ATy T2

ATvT3

Docker 7—F > L FITH DO T F O F ZILIRISSU AA v T A — —THRHEIEDLZ &N
TEXFET, ZNANHEERDIZ, Sy RO Docker 2 h L—UBNIFEETHE T — 7Ty a
BRCTHY ., TIT 4T AR N P LRAZ LS A== FOR ST TASND
7= T,

Docker =2 > 7 (%, G102 HICPlr (FHES) Shd7oo, MRICET SN EE A,

Bash # 02— N L CA——a2—WP— [T/ F7,

switch# run bash sudo su -

AA T HA— " — %A T DRI, chkconfigL—7 4 U T 4 Z8H fl L C Docker "— B 2 & kkifk L £,

root@switch# chkconfig --add docker
root@n9k-2+

A o FA—=N—RIZa T T REIICHEE SN D X 91T, —-restart without-stopped 47 L 3 V%
fEHLCay T2 ERLET,

WOBITIL, Alpine 2> 7 F %t L, BIRIICIE LT 57>, Docker Z FRELE) LR WVRY | IS FR#E SN
HEDITHERR LET,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-24

Docker = > 7 7, GI0 AP (FHESE) Shd7od, fkRAICFEITSNEE A,

—

Cisco Nexus Platform Switches Switchover 5 [Z Docker 7—

EUOKGEZADICT S

Docker 7 —FE v L EfTHDOa T FOMGZ, O T— 7T v a =T v a Uik
D2 ODEBDOYEEA —/R—= A DAL v FA—N"—THSIE LN TEET, =72
L. CiscoNexus A4 v FDHE, WMHTDA—R—=NA DT — T T v a =T 43
BB SN CWET, LEDB-> T, A v F A —"—%F(TT HHIIC, dockerpart
T7ANE AL N A== NAPICFEHTab—FH20ERH D £,

AT w1 Bash ZFHHIAL L TA—R—a—HF—|272 0 £7,

switch# run bash sudo su -
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B occkerx b L—C nvs T koY XZE

ATy T2

ATvT3

ATvT4

AA T FA—R—=RRIZa T FPREHEBICHEE SN D X 9IZ, --restart without-stopped 47 g U &
HL a7 a2iRE L ET,

WOHITIE, Alpine =227 F 2B L. WIRACIEIET DAy, Docker & FFILE) LZRWR Y | I IC FRkLEh 3
DXL ET,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2+

Docker = 7 FIEI 0 B2 iy (FREE) SN D720, RIS EITS RN I SITERL TS
Wy,

Z/l) /?j—_/\_%%ﬁéﬁ—éﬁm:\ chkconfigl“—?‘4 U?‘/f %@Jﬂ L’CDockerﬁ‘*—t“X%ﬁﬁﬂﬁbi’g"o

root@switch# chkconfig --add docker
root@n9k-2+

Docker/\/ﬁi/ RAML = RXR—=F 4 gV EBHAZRNOAZ LN, ZA—=R—= AP T — T T
vallae—LFET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

root@switch# cp /bootflash/dockerpart /bootflash sup-remote/

root@switch# service docker start

Docker R FL— N O T KDY A XEH

ATy I

ATvT2

ATvT3

Docker 77— v BN F 7213 Lzt%, ST U T Docker /Ny 7 =2 K A R L— &
NR=ADY A AL Z N TEET,

Guest Shell ZHEZ0Z LE T,
FARN Tz VEBEIC LW E, Y AEENRGT S NDAHEERSH Y 97,

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want to disable
the guest shell? (y/n) [n] y

switch# 2018 Mar 15 17:16:55 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION_STATE: Deactivating virtual
service 'guestshell+'

2018 Mar 15 17:16:57 switch %$$ VDC-1 $$ %$VMAN-2-ACTIVATION STATE: Successfully deactivated virtual
service 'guestshell+'

Bash # 0 — R L CA—/N—a2—H— 2720 F7,

switch# run bash sudo su -

BITERIF PRS2 A b L— SR BT 5 0 4 B L £ T,

. Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ') —X 103 (x)



| Cisco NX-0S T Docker Mg F
Docker 2 kL— 13w s Lo K4 XzE [

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use$% Mounted on
/dev/loopl2 1.9G 7.6M 1.8G 1% /var/lib/docker
root@n9k-2#

ATv 74 Docker T—FEEILLET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

ATY 75 Docker Xy 7 =L R A L —Y AR—2R (/bootflash/dockerpart) @ﬁ?‘f@‘ﬂ‘/]) IR A2 B
BLET,
root@switch# 1ls -1 /bootflash/dockerpart

-rw-r--r-- 1 root root 2000000000 Mar 15 16:53 /bootflash/dockerpart
root@n9k-2#

ATFvT6 Docker Sy IR ARL—Y ZAN—2ADY A XEEHLET,
7ol 21X, WOa~<y RiIA X% 500 A N4 RMESCLET,

root@switch# truncate -s +500MB /bootflash/dockerpart
root@n9k-2#

EFIZET LEZ 2R LET,

7o & 21X, WOHIIE, Docker Ny 7 =2 R AR L= DA X8 500 A F 34 MEINLTZ Z & & R
LiTO

root@switch# 1ls -1 /bootflash/dockerpart
-rw-r--r-- 1 root root 2500000000 Mar 15 16:54 /bootflash/dockerpart
root@n9k-2#

AT 78 /bootflash/dockerpart D7 7 A )V VAT LDV A AR LET,

root@switch# e2fsck -f /bootflash/dockerpart

e2fsck 1.42.9 (28-Dec-2013)

Pass 1l: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/122160 files (0.6% non-contiguous), 17794/488281 blocks

RATFvwT9 /bootflash/dockerpart D7 7 A )V AT ADY A REEERELET,

root@switch# /sbin/resize2fs /bootflash/dockerpart

resize2fs 1.42.9 (28-Dec-2013)

Resizing the filesystem on /bootflash/dockerpart to 610351 (4k) blocks.
The filesystem on /bootflash/dockerpart is now 610351 blocks long.

AT 710 /bootflash/dockerpart D77 AN AT LD A X%ﬁfﬁ‘f: v LT, 774N VAT LEDOYA X
PIEFICER SN Z L 2R LET,

root@switch# e2fsck -f /bootflash/dockerpart
e2fsck 1.42.9 (28-Dec-2013)
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Pass 1l: Checking inodes, blocks, and sizes
Pass 2: Checking directory structure

Pass 3: Checking directory connectivity
Pass 4: Checking reference counts

Pass 5: Checking group summary information
/bootflash/dockerpart: 528/154736 files (0.6% non-contiguous), 19838/610351 blocks

A2TFv 71 Daemon T —F L ZHEEBHLET,

root@switch# service docker start

Updating certificates in /etc/ssl/certs...

0 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

Starting dockerd with args '--debug=true':

ATY T2 FERARERA L —UHEBORE S 2R LET,

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use$% Mounted on
/dev/loopl2 2.3G 7.6M 2.3G 1% /var/lib/docker

ATw 713 BASH Y = L& TLET,

root@switch# exit
logout
switch#

2T w714 Guest Shell ZEEhZ LET,

switch# guestshell enable
switch# 2018 Mar 15 17:12:53 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

switch# 2018 Mar 15 17:13:18 switch %$ VDC-1 %5 $VMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

Docker T—E > D=1t

Docker Z 5% LR WEAIL. 20O My 7 OFIEIZHE > T Docker 7 —F > Zf2 1k LE T,

AFwT1 Bashzuo— L TCA—R—a2—HF— |22 £,

switch# run bash sudo su -

AT w72 Docker T —F FEIELET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown
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Dockera > T+ £Xa )T« .

ATw T3 Docker T—FUIMEIELTWAZ L AMERLET,

root@switch# service docker status
dockerd is stopped
root@switch#

GE) WBEIZIS U T, ZOSETCT— T T v ¥ 2 D dockerpart TANEHIRT A EHTE 35’9‘*0

switch# delete bootflash:dockerpart
Do you want to delete "/dockerpart" ? (yes/no/abort) y
switch#

Docker a7+ X2 T+«

Docker 2> 7 F DX =2 VT ¢ IZETHHEEEIHIZRD LBV T,
« AIEETHIUEX, O —H — 4#12H (namespace) | THEITLET,
s A[RETHIVUE, BIOR Y MU —7 14520 (namespace) ] CHEITLFET,

e cgroup ZfEH U CHEAMEHRAHIR L £ 7, BEFFD cgroup (ext_ser) 2MERIIL, HA K
SNTWET TV r—varvk, 77y N 74— AT —LRAAL vy FTEITSINLEMD
VTR =TI L TEYERZRLELOICHIR L £9, Docker Tik, ZHaMifH LT,
TS T EOENERARIRTE T,

o REE72 POSIX #EREZ BN L 72N TL 72 &0,

A—H—[8AIZER (namespace) D7 BIZ K % Docker 32T+ DR

3

TV Ry NU—7 ETNEFEHT a0 7085, 22— —ARIER O B2 R E L
T, BEXa2 V74 230IlmbEE®b 2 TEET, FHMICOVWTIE,  Thitps:/docs.docker.com/
engine/security/userns-remap/] #ZM L T 7E X0,

ATV F1 VAT AT dockremap 7 —T N T TITIEIET D0 E ) DEHHER L E 1,

dockremap L —W =X, T 7 /N P TV AT AT TIZRESN TWALENH Y £9°, dockremap 7 /L—
TWEFFELRWESIE, IROTFNAICHE > TERR L 7,

a) WD < K& A1 LT dockremap 7 /V—7 ZAERL LE T,

root@switch# groupadd dockremap -r

b) dockremap :L*"H'*‘ii’ﬁzﬁkbi—g« (ifiﬁﬁb(l/\fcﬁb\%é\) o
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. cgroup /3—T 4 >3 VDBEH

root@switch# useradd dockremap -r -g dockremap

C) dockremap 7\/1/‘_‘70 L dockremap :l‘—"j_‘—i))IEﬁa:ﬁEEk é *Lf: Ze& %ﬁﬁ%ﬂ L/i‘d‘o

root@switch# id dockremap
uid=999 (dockremap) gid=498 (dockremap) groups=498 (dockremap)
root@switch#

AT 72 f~ ‘y7°éi“b7’:%\%f£ ID }:%ﬁ;& /etc/subuid & /etc/subgid G:ﬁj]ﬂ L\ij—o
il

root@switch# echo "dockremap:123000:65536" >> /etc/subuid
root@switch# echo "dockremap:123000:65536" >> /etc/subgid

AT 73 TXA k 3171“/( & & LT, --userns-remap=default FTa sk /etc/sysconfig/docker 77 AILD
other args 7 A4 —/V RIZIEBMM L £,

Bl

other args="-debug=true --userns-remap=default"

RATY T8 ($—vx Fyh— [relstart (service docker [relstart) ] ZfHH LT, Docker 7 —F % &7 5,
FRETESATORVEA TR LET,

i

root@switch# service docker [re]start

Z— WL HIZEM OB K D 3 T F ORERL & OFERIIZ DUV TiE, https://docs.docker.com/engine/
security/userns-remap/ C Docker D R¥ =2 A > h A2 B L T &0,

cgroup /\0_7__ ’r :/ 3 yo)*zﬁ

P — RN—F B —ERXD cgroup /X—7 1 T 7 VL ext_ser T, CPU FRHREZ T HZY
25% IZHIR L £, 2D ext ser 78—7 (33 T Docker 227 F 4 FE479 5 Z & &2 BED
L\i‘g—c

--cgroup-parent=/ext_ser/ T g vEEEETIZDocker 2T FEEITTHE . HK100%
DRANCPUT 7 & AMAHEIZZ/2 Y | CiscoNX-0S Di@H OEMWER 1 F 2 AlRetEn & 0 37,

AFwTF1 Bashxe— RLTCA—R—a—HF— 2720 F9,

switch# run bash sudo su -

AT 7°2 ext ser /X—T 4 3 > C Docker & V?ﬂ‘%‘f%ﬁi Liﬁo
i
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root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cgroup-parent=/ext_ser/ --cap-add SYS_ADMIN -it alpine
/ #

Docker D FS I a—TFa 5

ZIINHD MY w7 TiL, Docker 2T F CRAETHAREMED H DI OWTHBA L, £x 56
N5 RR 2 L 9,

Docker DFCENHBEREREIZ7E S

[fERE : (Problem:) ]Docker DEENZRIM L, RO LI RET— Ay b—UNFRINET

switch# run bash

bash-4.3$ service docker start

Free bootflash: 39099 MB, total bootflash: 51771 MB

Carving docker bootflash storage: 2000 MB

2000+0 records in

2000+0 records out

2000000000 bytes (2.0 GB) copied, 22.3039 s, 89.7 MB/s

losetup: /dev/loopl8: failed to set up loop device: Permission denied
mke2fs 1.42.9 (28-Dec-2013)

mkfs.ext4: Device size reported to be zero. Invalid partition specified, or
partition table wasn't reread after running fdisk, due to
a modified partition being busy and in use. You may need to reboot

to re-read your partition table.

Failed to create docker volume
[ZZBbNBREA : (PossibleCause:) ]root t—HW—TiI7 <, HHHa—+—L LT Bash &%
ITLTWDHREMED YD D 77

[fZIRK : (Solution:) Jroot = —H—T|LAp <, B2 —HF—L L TBashZFETLTWHMNE
IR L ET,

bash-4.3$ whoami
admin

Bash ##%& 7L, »— b 2—%—L L TBash #FETLET :

bash-4.3$ exit
switch# run bash sudo su -

ARL—UHRFRELTUWLVST=86. Docker NEEENZ KRBT B

B : 7—hF 77932 APL—URRELTWATZ8, Docker DEENZLILL., TRD XD
RTT— AvbE—IUNFRENET,
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B oockertub 1504 A—SOTLDKE (S0 TBHELD TS5— A vt—)

root@switch# service docker start
Free bootflash: 790 MB, total bootflash: 3471 MB
Need at least 2000 MB free bootflash space for docker storage

BEAONDRA : +HREET - 7T vy a AL —URRWARERDH D £,

ﬁgij{% P AN— A %ﬁ?ﬁ&ﬁ—éﬁ\ ‘JZ\%KF{S T /etc/sysconfig/docker DIER _dod<erstrg ﬂﬁ;’i’
LT D, Docker 7 —FE L EHEELET,

root@switch# cat /etc/sysconfig/docker

# Replace the below with your own docker storage backend boundary value (in MB)
# if desired.

boundary dockerstrg=5000

# Replace the below with your own docker storage backend values (in MB) if

# desired. The smaller value applies to platforms with less than

# Sboundary dockerstrg total bootflash space, the larger value for more than
# Sboundary dockerstrg of total bootflash space.

small dockerstrg=300

large_dockerstrg=2000

Docker Huh M S DA A — D TILDKEL (BOISEBHELR TS5 — A v

—t,_

o~

)

[ : (Problem:) 13 A7 A% Docker NI b A A=V % TNV 5T EITKRIEL, RO X
VRET — Ay E—UNREKRINET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1l.docker.io/v2/: x509: certificate has
expired or is not yet valid

[EZO5NBEE: (PossbleCause) |2 AT A 71w 7 MNIE L RE STV ATREMED
HYET,

[f#R%E . (Solution:) 172 v 7 BRELSHEESINTNDINE I 0 EMHRLET,
root@n9k-2# sh clock

15:57:48.963 EST Thu Apr 25 2002
Time source is Hardware Calendar

VEIZS T, Btz Uty FLET

root@n9k-2# clock set hh:mm:ss { day month | month day } year

i

root@n9k-2# clock set 14:12:00 10 feb 2018

. Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ') —X 103 (x)



| Cisco NX-0S T Docker Mg F
Docker Hub /5D A A—SDTLDRE (954F v b 84679k 15— 2vt—3) |

DockerHub M5 DA A —SDTILDERER (OSATUORNEAALTI R
IS—Avt—Y)
g8 : AT AR Docker "IN A A=V TV TEST, ROLHIRTT— XA vE—I0NF
IREINET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1.docker.io/v2/: net/http: request
canceled while waiting for connection (Client.Timeout exceeded while awaiting headers)

ZZ6NDEE: XU FERIIDNS REDPE LS REENTWARWATREERH Y £,

fRRE . o URTEEAMERE L, LEIZLETEIEL TS, Docker 7—F 2 HEH LE
7,

root@switch# cat /etc/sysconfig/docker | grep proxy
#export http proxy=http://proxy.esl.cisco.com:8080
#export https proxy=http://proxy.esl.cisco.com:8080
root@switch# service docker [re]start

DNS fREZMER L., LEIN U TEEL TS, Docker 7 —F L ZHEE L F7,

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch# # conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch (config-vrf)# ip name-server ?

A.B.C.D Enter an IPv4 address

A:B::C:D Enter an IPv6 address
root@switch# service docker [re]start

AAyFDYO—KFFELIFRA v FA—/N\—TDockerr—E > F1-(E
AT HFRETINGL
BIfE : A v TFDY)a—REREFAAS v F A — =% F{7L7=%. DockerT —F > F/-1d=
T — BT ENE A,
ZZoNBRE : Docker T —F LM, AL v FDY u— RNERIFAAL vF A ——THFiT 5
IR SN T WalRREN H Y 97,

fiRRE : Docker 77— VA chkconfig A<V REHEA L TAASL v TF DI n—REFRITAAL vF
F =N —=TEHT DAL INTNAEZ L 2ER L THD, ——restart unless—stopped 4
Tva A LTS Docker 2 7 TR L E T, 7o 21X, Alpine = 7 & BRA
THITIT

root@switch# chkconfig --add docker
root@switch#
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root@switch# chkconfig --list | grep docker
docker 0O:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff
root@switch# docker run -dit --restart unless-stopped alpine

Docker A FL—U NN O TV FOHY A4 XEENLKT S

BHRE : Docker Ny 7 T R A ML —VDOV A XEZEBELLY) ELTEKLE L,
EZZONDER : AN Yz AR o TR WRREEN H Y 97,
RS - kD a~vy REMHL T, AR o ARBEHC2 > TOBNE I DEHERELET,

root@switch# losetup -a | grep dockerpart
root@n9k-24

AN VRN o TV BIEE. vy RidhEaER R LERA,
VIS LT, RO~ REANLTTF AN V=28 LET,

switch# guestshell disable

ZiLThDocker/Ny 7 T KA R L —V DY A AEEHETX fofl/\%/ﬁ\bi\ /bootflash/dockerpart
%f#jl”%% L. /etc/sysconfig/docker D [small ]large dockerstrg %f%ﬁﬂ% L T2%. Docker %
BB L T, BBV A XDH LV Docker X—T 4 v a yEEBEBLET,

Docker A>T TN R—FTEELITI T4 v I ERELEGL
RI%E : Docker 27T T RR— M THEREB N T 7 4 v 7 2Z%ELERA,

ZZbNBEA : Docker = 7 F M kstack iR — b TlL72 < netstack R — b 2 L TV 5 AlHE
MHnd v £,

iR : Docker 2T I Lo THEAIND =T = A T )L AR— A kstack DFFANICH D =
LERMERLET, 2o Lane, HEASNT Yy FRY—E RAD=HIT netstack IZ1EE S, K
72y ENDHAREERH Y T,

switch# show socket local-port-range

Kstack local port range (15001 - 58000)

Netstack local port range (58001 - 63535) and nat port range (63536 - 65535)
switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # sockets local-port-range <start_port> <end port>

switch# run bash sudo su -

root@switch# cat /proc/sys/net/ipv4/ip local port_ range

15001 58000

root@switch#

Docker A>T F TCT—ARR—bE/FRIEIEBA UI—T A RER
RCEFEEA

f%8 : Docker 2T FHIZT — X R— FERITEEA VX —T 2 —ARFRINEHEA,
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—wn ks3I a—sov0ek ]

FRIRFTIE -

e —v /var/run/netns:/var/run/netns:ro,rslave --network host A/ a V&AL T, T
RTOARA METZEMB~ v 7 INIZARA N Ry MU — 27 2 Hi1Z2[H T Docker = 7 773
BltEEINTWA Z L &MR L £,

e AT FIIADE, TTANNTEHEL Y NU—7 OLBIZERIZAY £97, ip netns T—
TAVTABEHALT, =X R—b A X —T =2 ZA%FO>T 74/ (init) T
T — 7 ZAiZEMICBE TE £9, ip netns —7 4 U7 11, yum, apk 72 E&EFEH L
Tary7FHA VAN AVTLIRBERLLGERHY 7,

— R FS T a—TFT a5 DE Y R

[[EZ& : (Problem:) (D NTF TNy a—TFT 407 oA &2EH L THRI N7z
Docker = > 7 FIZBT D MMOFENH Y £,

RRAE
e /var/log/docker Cdockerd 7 /Ny FH T ER L T, (MBRMBEZONOFHY 2 JH o1 T
<TZE&EW,

e AA v TFIZ8GB LAEDO RAM 3% 5 Z & &l L £7, Docker #§6EIZ. RAM 73 8 GB &
WDAA v FTIEVR—=FENTWVWEREA,
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NX-AP!

¢ NX-APIIZ DWW T (75 ~2—7)
* NX-API D (76 =—)
« XML B L OVJSON CTHR—h&Enza~vr K (82 X—)

NX-API[ZDIMT

H4EE NX-API

VU RR Y T AENLTT A AT 72 AT HIT1E., HERENX-API Z A %29 5 SB)N
HYEI,

« T84 A ED | json X, WIEFEYIZ Python A7 U 7 b &M L T &2 4R L £,
« NX-API (%, ipv4 ZJ1 LT http / https DWTNUNTHMITH I ENTEET,

BLR-VXLAN-NPT-CR-179# show nxapi
nxapi enabled
HTTP Listen on port 80
HTTPS Listen on port 443
BLR-VXLAN-NPT-CR-179#

o NX-APL %, ¥— K 3%—F ¢t O NGINX a2 ZNEHICER L TWET, o7t
AlE, N RT75A5 /2415 / http BR OB /R -

nxapi certificate {httpscrt |httpskey}
nxapi certificate enable

« NX-API GEBI (X hitps THINC TE EF

e nginx NENET DT 7 4L kDR — NI, http/ https 23 F 140 80/443 T3, kD CLI =
YU REMALTARE TS b TEET

nxapi {httplhttps} port port-number
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NX-APIIZ, #2150 X 9 IZHTTP £ 721X HTTPS ZfEH L £9, CLI{Z. HTTP/HTTPS POST A&
Wiz a— REhE1,

NX-API /Ny 7 = RENginx HTTP #— A2 A L £7, Nginxk 7R E R EZDTXTDOTFT
aE XX, CPU & A& U OEHENH|IRE4 TV % Linux cgroup fRi# NiZdH W £9°, Nginx O
AE VA HED cgroup DHIRZEE 2 5 &, Nginxk 7R ANFEEH W TELINVET,

Iyt—IKR
Y

GE) « NX-API XML HH13. [EREHFNLT W T +—< >y N TRAELET,

« NX-API XML (%, Cisco NX-OS NETCONF B AICEHE~ v BV 7 ENFEH A,

« NX-API XML H/71%. JSON F 721X JSON-RPC ([ZEH# AT & £,

ttXal)T+«
NX-API i HTTPS # ¥ 7R — ks LE 4, HTTPS 42 &, T34 ZA~DT X TOEIE N
FbEhET,

NX-APL X, T/3A ADFEFEV AT MG SN TWET, 2—F—L, NX-API /L CTT
NWNARIZT I8 RATEEOO@EY 2T H T baffo TWAMERSH Y £, NX-API Tl

HTTP basic i@aE3MEH SN E T, X THO YU 7 =X ML, HTTP ~y ¥ —(Za—H%—4 L X
AT = RKREENTWDLHERD Y 77,

)

GE) a—V—ourA U EREREIRET 2121%, HTTPS O 2T 2 08 R3H D £,

[#8E (feature) | ¥ —Y ¥ CLIa~ > RZMH LT, NX-APIZ AT L ENTEET,
NX-APL X7 7 4 /L h CTHZ 22> T ET,

NX-API O % FH

7 734 AT featuremanager CLI =<2 R& i L CNX-APl Z AT HLERHY £, 7
7 4V b TIE, NX-APLIZHEZNIZ 22 > TV ET,

WOHIE, NX-API V> FR v 7 A%&FE L TRENIT 5 FiEd L THET,
EHA AT 2 AEHEMILET,

switch# conf t
switch (config)# interface mgmt 0
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switch(config)# ip address 198.51.100.1/24
switch(config)# vrf context managment
switch(config) # ip route 203.0.113.1/0 1.2.3.1

« NX-API nxapi #§re & A0 L £,

switch# conf t
switch(config) # feature nxapi

WOENL, VA NEFDLARL A% XML ERTRELTHET,

TR

<?xml version="1.0" encoding="IS0-8859-1"7?>
<ins_api>

<version>0.1l</version>

<type>cli show</type>

<chunk>0</chunk>

<sid>sessionl</sid>

<input>show switchname</input>

<output format>xml</output format>
</ins_api>

<?xml version="1.0"?2>
<ins_api>
<type>cli show</type>
<version>0.1</version>
<sid>eoc</sid>
<outputs>
<output>
<body>
<hostname>switch</hostname>
</body>
<input>show switchname</input>
<msg>Success</msg>
<code>200</code>
</output>
</outputs>
</ins_api>

WOHIIL, JISON X DFR &L ZDIREE L TWET,
TR
{

"ins api": {
"version": "0.1",
"type": "cli show",
"chunk": "0",
"sid": "sessionl",
"input": "show switchname",
"output format": "json"
}
}
G
{
"ins api": {
"type": "cli show",
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NX-API |

"version": "0.1",

"sid": "eoc",

"outputs": {

"output": {
"body": {
"hostname": "switch"

}I
"input": "show switchname",
"msg": "Success",
"code": "200"

NX-APl O—)LDEEBA 3 —TJ 4 ADEA
NX-API 2 —/VZIZEBA V H—T =2 A AEEATHZ L 2RBEOD LET,

NX-APl DIFEH A L H—T 2 A AL W AZ L KR— e+ 255, NX-APL 77 4 v 7
DAPL N7 7 4 v 7 % MFE L RWBRT S A[REMED &H DT 7 4/ D copp = MU IZE
FLARWE I, CoPPRY v —lZx b Z1ERTAMLERH Y £3,

\)

GE) NX-API NI 74 w73 BA L X —T oA ABERTHZ 2B LET, i

RAGET, DAL L HR— IPMEH SN TWDEE1X. Tcopp-http) 7 T AZFH LT,
AR LANX-APL R — b &GO HLERH Y £7,

WO DR— T 9443 (X, NX-API T 7 4 v 7SN TWET,

ZOAR— M, copp-system-acl-http ACL {ZIBIIEH, copp-http Z FADFT—EHTELHLHIZ72D, 100
pps RV 7270 EF, (RREORETIE., INEFHESSTUVERH LGRSV F7, )

|
ip access-list copp-system-acl-http
10 permit tcp any any eqg www
20 permit tcp any any eq 443
30 permit tcp any any eq 9443 <---------
|
class-map type control-plane match-any copp-http
match access-group name copp-system-acl-http
|
!
policy-map type control-plane copp-system-policy
class copp-http
police pps 100

NX-API EEa< > F

WOFRIZY A RIS TWASCLI 2~ FEEHA LT, NX-API ZHZNI L CEHETE £,
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=R 4:NX-APIEEIT VR

nx-apigEav ok

NX-API EIEa< > F

BLLL]

feature nxapi NX-API # H4{bL L £ 7,
no feature nxapi NX-API % #5h{b. L £ 77,

nxapi {http | https} port port

R—MEiEELET,

no nxapi {http | https}

HTTP/HTTPS Z 5k L £,

show nxapi

R— MERZRRLET,

nxapi certificate {httpscrt certfile |
httpskey keyfile} filename

WROT v 7Ta— REefRELET :
« httpscrt 236 € S LTV 5856 0 HTTPS AERAE,

* httpskey MEE STV 5 5E O HTTPS F—,

HTTPS GERHZE DA
nxapi certificate httpscrt certfile bootflash:cert.crt
HTTPS F— D :

nxapi certificate httpskey keyfile
bootflash:privkey.key

nxapi certificate enable

AEAEZ AL L £T,

PAFiE, HTTPS iEHEDEE 2T v 7 v — RO T :

switch (config)# nxapi certificate httpscrt certfile certificate.crt
Upload done. Please enable. Note cert and key must match.
switch (config) # nxapi certificate enable

switch (config) #

PLFiE, HTTPS ¥—DIEHE T v 7a— Rof|Tt9 .

switch (config)# nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.
switch (config)# nxapi certificate enable

switch (config) #

B Lo TiE, EHENES THL L 2RI — A vt —VRFREND T LBHY F

R

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.
switch (config)# nxapi certificate enable

Nginx certificate invalid.
switch (config) #
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B warzEmELE 0859707 a3 RO

I, F= T 7 ANADPE SIS N TV L HEICRET L WREMLIH Y £, £OHE. F—
TrANEA YA D= T DENAE AL T D LERH Y £9, ROFITTTT L 912, GuestShell
WCBEILCHR— 77 A NVEESLTDRERLLGENH Y £,

switch (config)# guestshell

[b3456@guestshell ~]$
[b3456@guestshell bootflash]$ /bin/openssl rsa -in certfilename.net.pem -out clearkey.pem

Enter pass phrase for certfilename.net.pem:
writing RSA key

[b3456@guestshell bootflash]$
[b3456Q@guestshell bootflash]$ exit

switch (config) #

DDA TH 256, REAELEFICA VA =L TE 513 TT,

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.

switch (config) # nxapi certificate enable

switch (config) #

NX-API R LT=4 V259747 a3 FDEHE

Mo~ ROMEGE T v 7 M EAEHIZL, =T —a—R5001C KD %A L7 U bz RS
HI2iE, dEER o~ ROFNZ[IHEKD dont-ask (terminal dont-ask) ] ZBMML £, %f&E
. BHOXMERITY FERYBIZIE, ZNZhR, FH—-0O7 7 0 7 XFTHERTWE
-éAO

T7— a— K500 TOXA LT U KZEEHRET S 72OIZEHRFARD dont-ask % fifi 32 %768 2~
¥ ROFIZ N ORISR LET

terminal dont-ask ; reload module 21

terminal dont-ask ; system mode maintenance

NX-API )V TR FEH

NX-API & EZH
CLI 2v > NITHET A NX-APLEHZEZROEICRLET,

= 5:NX-APIGEE%R

NX-API G E &% BT

version NX-API R— 3 o,

type FITTHavr RoxA4~7,

sid JSEDE v v a VT, ZOERIT WEA =V RTF ¥
VI ENTWAGRIZORETT,
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JSON D E (JavaScript 7 T2 9 hRED) .

NX-API [G & E R B

outputs FT_RCoOa~vy FHEAOZFHTeZ 7,

D 3~ R cli_show F721Z cli_show ascii (IZH DHHA. &
o~y RO E—oHHhZ% 7 cHENET,
A wt— Z A 73 cli_conf F 7213 bash DA, cli_conf 35 &

Ubash 27> FIZIEI V7% A PASBERTD, TRTOa~
L RICH DS 7535 0 E T

i H—oa<wry FHo 1= i & 7,

cli conf & bash X v&— ¥4 FDOLE, ZOEHRIZITT T
Davy ROMANGENET,

input V7T A NCIEESNE 1 >Oa~y Rty 7, Z05EHE
I, BRI B 2l Y) 220 BRI BT T D ol
HET,

AL gy RIREDOAL,

a— K a< ROETHLIRENTZFERAa— K,

NX-API [T, NA /=T F X Mrk7'm k2L (HTTP) A7 —
HAa—RLYARY
(http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml)
T STV D EEAERR O HTTPJRR = — RZ2HEH L £ 7,

msg WENERREa— FZBEEM T oz d— 2 vk—,

JSON D#FE (JavaScript 7 7> 4 FRER)

JSON X, HFEA[RE/R T — X D= OICRF SNTRET FA N R—ADAF—T L AKX X — K
T, XML OfRERIZ72 0 97, JSON L H & b & JavaScript 20 Bkt SvE L2y, SREICRST
LT —X A T9, JSON/CLI FEITILBIE, Cisco Nexus 3500 77 v b7 4 —2h AA v F
THHR— P SRTOET,

)

(GE)  NX-API/JSON H#EIL. Cisco Nexus 3500 77 v b7 4 —b AA v F THEHATE L L HIZ
R0 E L,

IETARTCOEHOT 077 IV TFETMLNOFETHR—FINTND 2 DOFEER
T A EEIFTRO LB Y TT,

cJEFRATE U R R o B
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CLI ®E1T

NX-API |

show =< > K JSON/JSON-RPC/XML H7712i%, Vv RR v 7 ARBTT 78 AT52L b
TXEJ,

Show_Command | json

a— Rf

BLR-VXLAN-NPT-CR-179# show cdp neighbors | Jjson
{"TABLE_cdp_neighbor _brief info": {"ROW_cdp neighbor brief info": [{"ifindex": "
83886080", "device id": "SW-SPARSHA-SAVBU-F10", "intf id": "mgmtO", "ttl": "148"
, "capability": ["switch", "IGMP cnd filtering"], "platform id": "cisco WS-C2960
S-48TS-L", "port id": "GigabitEthernetl/0/24"}, {"ifindex": "436207616", "device
_id": "BLR-VXLAN-NPT-CR-178 (FOC1745R01W)", "intf id": "Ethernetl/1", "ttl": "166
", "capability": ["router", "switch", "IGMP cnd filtering", "Supports-STP-Disput

e"], "platform id": "N3K-C3132Q0-40G", "port id": "Ethernetl/1"}]}}
BLR-VXLAN-NPT-CR-179#

XMLE KT JSON THR—bkEhizav 2k

NX-0S i%. RofEE b an=ZHN7 +—~ v T, &FIFE74 show 2~ ROEAERIKH S
DIVEA VT e R—KFLTWET,

« XML
* JSON

«JSON 7 4 —~ v MAOEHERK T 1 v 7 & 5i#423 < 95 JSON Pretty

FEVERLAS O NX-OS 1 71% JSON, JSON Pretty, £721Z XML 7 4+ —~ v MIEHT5HZ &I,
/1% JSON £721E XML A > Z—F Y Z—(Z (47| +5Z L2k > T, NX-0S CLI TF
ELET, e XIE, B A 7 () ZEH LT showip access 2~ > K517 L. JSON,
JSONPretty, E72IEXML Z$5ET 5 &, NX-0S 2~ FEARN@EYIHEEL S, 207 4 —
~vy hCmra—RENET, ZOWRICED, 7r 7T MK 5T7 —% O A FIEEIC 72
D, V7 07 AR =T TLANIEZRNLEAAL v TFNOEDA RN —I T F—X
NHR— K& FET, CiscoNX-0SDIF L A ED <> RiL, JSON, JSONPretty, 35 & VXML
HAOzEFR—FLTNET,

ZOREOBIRE NP Z LU TICFERLET,

XML £ & U JSON H A D4l

WOBL, "~ R =T T ND2=F Yy A MBIV ALTFHFY AN N—T 4T Tk
U % JSON JER CHERT D HEEZRL TWET,

switch (config) # show hardware profile status | json

{"total lpm": ["8191", "1024"], "total host": "8192", "max_host4 limit": "4096",
"max host6_limit": "2048", "max mcast limit": "2048", "used lpm total": "9", "u

sed v4 lpm": "6", "used v6 lpm": "3", "used v6 lpm 128": "1", "used host lpm tot

al": "0", "used host v4 lpm": "0", "used host v6 lpm": "0", "used mcast": "0", "

used mcast _oifl": "2", "used host in host total": "13", "used host4 in host": "1

2", "used host6_in host": "1", "max ecmp table limit": "64", "used ecmp table":
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"0", "mfib fd status": "Disabled", "mfib fd maxroute": "0", "mfib_ fd count": "O"

}
switch (config) #

WIZ, =R =27 T—TND2=F% Y A MBIV TFHFY AN V=T 4T = ) %
XML X CERRT D6 2R LET,

switch (config)# show hardware profile status | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:fib">
<nf:data>
<show>
<hardware>
<profile>
<status>
< XML OPT Cmd dynamic_ tcam status>
< XML OPT Cmd dynamic_ tcam status__ readonly >
<_ readonly >
<total lpm>8191</total lpm>
<total_ host>8192</total host>
<total lpm>1024</total lpm>
<max_host4 1imit>4096</max_host4_ limit>
<max_host6_1imit>2048</max_host6_ limit>
<max_mcast_ 1imit>2048</max mcast_ limit>
<used lpm total>9</used lpm total>
<used v4 lpm>6</used v4 lpm>
<used v6_ lpm>3</used v6_ lpm>
<used v6 lpm 128>1</used v6 lpm 128>
<used host lpm total>0</used host lpm total>
<used host v4 lpm>0</used host v4 lpm>
<used host v6 lpm>0</used host v6 lpm>
<used mcast>0</used mcast>
<used mcast o0ifl>2</used mcast oifl>
<used host in host total>13</used host in host total>
<used host4 in host>12</used host4 in host>
<used host6 in host>1</used host6 in host>
<max_ecmp table limit>64</max ecmp table limit>
<used ecmp table>0</used ecmp table>
<mfib_fd status>Disabled</mfib_ fd status>
<mfib fd maxroute>0</mfib fd maxroute>
<mfib_ fd count>0</mfib fd count>
</ readonly >
</ XML OPT Cmd dynamic tcam status_  readonly >
</__XML__OPT_Cmd_dynamic_tcam status>
</status>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZOBTIL, JISON B TAA vF FIZLLDP # A ~— &2 FR_d A2 R LET,

switch(config)# show 1lldp timers | Jjson
{"ttl": "120", "reinit": "2", "tx interval": "30", "tx delay": "2", "hold mplier
": "4", "notification interval": "5"}
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switch (confiqg) #

ZOFITIE, XMLERTAA v F EICLLDP A ~—%2 KT 202~ LET,

switch(config)# show 1lldp timers | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:11dp">
<nf:data>
<show>
<1lldp>
<timers>
< XML OPT Cmd 1ldp_show timers  readonly >
<_ readonly >
<ttl>120</ttl>
<reinit>2</reinit>
<tx interval>30</tx interval>
<tx delay>2</tx delay>
<hold mplier>4</hold mplier>
<notification interval>5</notification interval>
</__readonly_ >
</__XML__OPT_Cmd_1lldp_ show_timers__ readonly >
</timers>
</1ldp>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #
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NX-APl &3 — F
¢ NX-APLJ5& 21— RDFK (85 X—)

NX-API [G&E 33— FDR

WIZ, NX-APIIGEDEZ LNDNX-API=F—, =5 — a—F, BIOAvE—V&ERLE
ﬂ_o

)

GE)  BEHEOHTTP =T — 22— Rk, A S—FF 2 MNEET T | 2L (HTTP) AT — & A 21—
K LA U (http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml) (Z &
DET,

= 6:NX-APITGEI—F

[NX-API 5% (NX-API Response) ] a—F | AytE—

[has) 200 AT,

CUST OUTPUT PIPED 204 gRICE Y . HAERIOBTIC A T Eh
£7

BASH CMD ERR 400 AJJBash a2~ K =5 —,

CHUNK _ALLOW_ONE CMD ERR 400 F 7l oDawy RIZOKIFRI SN
£7

CLI_CLIENT ERR 400 CLI DFAT= T —

CLI_ CMD_ERR 400 CLI 2~> K TI—DAH,

IN_ MSG_ERR 400 PR A v b — O NER T,

NO_INPUT CMD_ERR 400 ANa~<r Fnd o 8,

Cisco Nexus 3500 Series NX-0S Programmability Guide. ') ')—X 103 (x) .



B warsza—rox

. Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ') —X 103 (x)

NX-API5ZEa—F |

PERM_DENY_ERR 401 MERRDMESG S L7z,

CONF _NOT _ALLOW_SHOW_ERR 405 ACE— NI [&RR (show) | ZFFrl L &
A,

SHOW_NOT _ALLOW_CONF_ERR 405 FRE— R TCIIERTEEREA,

EXCEED_MAX SHOW_ERR 413 BT 5 show 2~ RO AZB A %
L7, AL 10 T,

MSG SIZE LARGE ERR 413 JISETA ANRKRETEES,

BACKEND_ERR 500 Ny J s RIS —,

FILE OPER_ERR 500 VAT LNET 7 A MEBET T —,

LIBXML NS ERR 500 VAT AONHE LIBXML NS =7 —,

LIBXML PARSE ERR 500 AT AOWHE LIBXML fi#tr = 7 —,

LIBXML PATH CTX ERR 500 VAT AOWNE LIBXML /3 A 227 ¥ A
=7 —

MEM_ALLOC ERR 500 VAT LAONAEVEY Y TTT—,

USER_NOT FOUND ERR 500 ANEFEF v v amba—PF R E S
N EEA

XML _TO JSON CONVERT ERR 500 XML 725 JSON ~DZEHaT 5 —_

BASH_CMD NOT _SUPPORTED ERR |501 Bash =+ RiEH4H— F SHLTUVERAL

CHUNK_ALLOW XML ONLY ERR  [501 F v 7 IEXML ) OI % ZFa U E S,

JSON_NOT_SUPPORTED_ERR 501 KEDOH D=, JSONTHH—F&h
TWEHEA,

MSG_TYPE UNSUPPORTED ERR 501 A=y XA TR — IR TVE
T

PIPE OUTPUT NOT SUPPORTED ERR |501 P TEAEE FE— F ST EE AL

PIPE XML NOT ALLOWED IN INPUT | 501 A THRA 7 XMLITTF A ST EH
Ao

RESP BIG JSON NOT ALLOWED ERR |501 DI ER S, JSON T E— kX
NEHA,

STRUCT NOT SUPPORTED ERR 501 G T R — F STV ER AL

ERR_UNDEFINED 600 RIE .




5 12 =

NX-APIGAFEES >V FARY I R

o NX-API BHFEE Y > R v 7 2:9.2 (2) KVATDONX-0S VU —A (87 =)

NX-APIBERE Y > Ry U RX:92 (2) K YHIONX-08)
1) — X

About the NX-APl 7RO w/S—H 2 KRy o X
NX-API Developer Sandbox (X, AA v F THAFEIDH Web 7 +#—2AL T, NX-OSCLI =~
> RZ&[FED XML £ 7213 JSON ~2 1 1 — K,

KNI RT L 91T, Web 7+ — A3 20Dy (awr R (B2 y) | Bk, BXIOS
Y EBERO 1 OOBEE T,

1: VIR NEHABEDFEEL NX-APITRA Y R—H YRRy I R

‘cisco.  NX-API Developer Sandbox
s el
nand type ©
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NX-API BAREH > KRy o 2 |

avry R froarie—LazfifldosL, YR—-FESNTVDLAPIDOA v =27 4 —
<+ b (NX-APIREST 72 &) ¢t o< R ¥4 (XMLXCJSON 72 &) ZB|INCXF9, #H
WO~V RAAL T F T a s id, BRLIE A=V 73—~ ML TRARY 9,

A R RA AT DU EDOCLI 2~y REANT L0 D &, Web 7 — 3=~
Y REAPINA B — RIZEBR L, kT —%2TF v 7 L, fEROA B — FEERA
FRLET, WRIZ, 2~ RXA VDOPOSTRZ U ZHEHALT, A a—KE2H% 2 KRRy 7 A
MO AL v FICHEEEET DL Z2BIRLIZEA. W& VICTAPLISENRE RSN ET,

FIEFIREFINEIR

FRE S P N 7 ADHA KTA v EFIRERO LB T

YRRy ZATPOSTZ 27 Uy 7458, a~vy RRAL vy FIZaIy FEh, WkE
TLIRRENE T SN D AR H Y £7,

s —EORREMERL =~ o NiE, BE T S BEREN A NIC e s ETHATE £ A,

Ayt—C JxFr—Iw bhEaAT R R4 TOHER

[(AvtE—2 T+—< v b (MessageFormat) 1&[a <Y > K 44 7 (Command Type) i, =
v RS (BEARA ) OfF ECHERSNE T, [AvE—Y T+—T v b (Message
Format) | C, T2 API 7 ha D7y —~ v FEEIRLET, BAXEY L RRy 7 R
X, D API 7’12 b )L &HR—F L TWET,

£ 7:NX-0SAPI 7O k)L

Jokran

FiBA

json-rpc

JSON A B— RTNX-OSCLI =~ REZEUET H 7= DI ] T& HiEnE
O®EYVET—hK Yo —Y% a—/L (RPC) 7’2 k=)L, JSON-RPC 2.0
HARIZ, jsonrpe.org (2 & - THERL STV E T,

xml

XML A @ — R TNX-OSCLI % 7= T bash ==~ > R&ZEHMET 5 7= D Cisco
NX-APIMBE D7 v k2,

json

JSON A B — RTNX-OSCLI £ 7-i%bash 2~ RZEAET 5 7= H D Cisco
NX-API B D7 m k=,

nx-api rest

W NX-OS 7 — X &= (DME) 57/ CEHEMSEA TV =7 b

(MO) &2 7 a 3T ¢ ZEER X O AELD 72 O Cisco NX-API L H
DO7a ka3, FEMICOWTIE, [CiscoNexusNX-API U 7 7 L > % (Cisco
Nexus NX-API References) |&#Z M LT 72 &0,

nx yang

Rkl L ONkAET — # D YANG ( 'Yet Another Next Generation| ) 7 —
X 25 TSR,
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| NX-APIBASEES Y KRy o R

Ayt— 71—y reavo k2470 |

[Avt—Y T+4—T v b (MessageFormat) | Z3®R3 5L, [A< 2 K 447 (Command
Type) | A7 v ar Dty hR[AvE—D T+—< v b (MessageFormat) ] 2> ha—L®
T TFEFERRENET, [T K 247 (Command Type) | De%EIX. AJ) CLI ZH|[RT
&, [EXR (Request) 1&[I6% (Response) | D7 +—~ v hERETEET, A7V a i,
BIR L[ AyvtE—D 74— v b (MessageFormat) | IZ K-> TRV T, K[AvE—D
J74+—< v b (MessageFormat) 1122\ T, ROET[AX Y K 247 (Command Type) ]

F T a O TERIALET,

=R8: AT UK EAT

avU R E47

e cli— show £/ 13z~ K

« cli_ascii — show £72 132~ N, 74—~y bEF
(ZH T

scli show— a~v> REHR/RLET, 2~v2 R XML H
NEHR—=FLTORWESE, =7 — A yE—UPRKS
WET,

s cli_show ascii— 2~ R&ZHRR, 74—~y METITH
Va;

o cli_conf—#Epk =~ N, MEERIOHK =2~ > RIZYAR—
FERTWEREA,

s bash—bash 2~ K, 1FE A EDIENE M bash =2~ K
B R— I TVET,

GE) RAA v FThbash> = /LEEHMITAHALENRHY
\ij—o

eclishow— a2~ FEERRLET, 2+ 23 XML H
NP R—=F L TOWRWGE, =7 — A vE—UNIRS
NET,

e cli_show_ascii— a3~ FZER, 74+—~v METITH
71

o cli_conf—AEpK =~ N, REER O 2~ > NI R—
M TWERA,

e bash—bash 2~ N, 1Z&AEDIExSFE M bash =~ K
DY R— RSN THET,

GE)  AA v F Thashv = /LEZHNTTHMEND Y
£

AytE—IUmH
json-rpc
xml
json
nx-api rest

scli—fpka~ 2 K
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NX-API BAREH > KRy o 2 |

Ayt—CHR

aAvo k847

nx yang

s json — A 17— R|Z JSON fiE 2 M H S vk 4
o xml — XML &3~ A v — FIZEH S vET

HAFv Y

KED show A~ N Z T 572012, —#DO NX-API A vE—Y 74—~ v M Tl
show 2~ RO IF ¥ 7 BV HR— b SN TWET, ZOHA. [Fryrod E—RFEFDIC
95 (Enablechunkmode) | = v 7Ry 7 AN, £y arIDSID)ANRy 7 2L LB
[aY 2K 247 (Command Type) | 2> b —/L D FIZEREINET,

F v I BANREE, IWEITERD [Fxo 7] THEEEN., BYIOF v 7 BNEIFDa~<
VRISETEEENET, WERA v E—VDROF ¥ o7 G T HI21E. BiDISEA v E&—
POy g IDICEREINTSID 2 L TNX-API R ZEETALERDH Y £,

TAAYN—HY U F Ry X%&FER

TRAYN—HB U FRYy I RAZFERALTCUOTY FERAM O—F|C

I %
Je

Evbt FFA4 0 A~AATNE U RRY I A T4 RUDELBIZSD [V9A4 v R2—F
(Quick Start) 1227 Vw735 LRHTEET,

VAR A a— Rt UT 4 Ay RAEOIFEMIHOWTIE. NX-APICLI DE%

ZRLTIZE Y,

ko~ RIZdR— &R TOHEEA,

AT EHT2API 7 haro[rAyvt—UREK (MessageFormat) [&[a<Y > K 24 7 (Command Type) ]

ZARERR L E9,

MR FIEZOWTCIE, AvE—Y 73—~y hea~vw i R XA T7ORER 88 2—) ZZBL T

él/\o

ATFvT2 FHADTFA =Y Ry 7 A2, NX-OSCLI# o~ FZ2 14712 1 DT OAST 50050

T £

FEARA DO TEIZHL[VEYE (Reset) 227 Vv 73258 7FAFZ M) Ry 7 ZA(BLO [E
K (Request) ] 31 v & [I5% (Response) | 31 V) ODNFEHETE ET,
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FROYA—HY PRy s REFALTOU VY FERsO—rizz#T2 [

'.';!.'s'élcl.' NX-API Developer Sandbox Quick Start | LogoutGe

Message format: @

json-rpe xmil json

m REy

Command type: @

Copyright © 2014-2016 Cisca Systems, Inc. All rights reserved NX-API version 1.1

ATY T3 by T XA UORTFEICHD [ (Convert) |22V v 7 LET,

CLI 2= ¥ NIH = 7 =D E EN T ARNGESE, ~A v— NI [EXR (Request) | ~A VIZERSLE
T, T =BFETDHHEE. BHOT T — A v E—UR [IEE (Response) | <A SIFRESNET,
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cisco NX-API Developer Sandbox

api/mo/sys.json
{
“topSystem”: {
“attributes”: {
“name”: "REST2CLI"
}
}
H

hostname REST2CLI

Copyright @ 2014-2016 Cisco Systems, Inc. All rights reserved,

Waiting for bam.nr-data.net...

NX-APIBEStEH > FRw o 2 |

Quick Start LogoutG»

Message format: @

nx-api rest nx yang

Command type: @

HX-AP version 1.1

ATv74
AB—R&ZAPIMOH L E LTAL v FITEFTEET,

[DY TR (Request) |31 ZHBN2 A B — RRERENTWEEAIL, POSTA227 U v 7 LT,

AA v FNHEO L AR AT [Response (&) | 1 VZERENET,

o=
==

REMER DY £,
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| NX-APIBASEES Y KRy o R

FROYA—HY PRy s REFALTOU VY FERsO—rizz#T2 [

el NX-API Developer Sandbox Quick Start | Logoul G

Message format: @
logging level netstack 6|

json-rpc xml jsoen

nx-api rest nxyang

Command type: @

cli model

B REQUEST: = — B RESPONSE S _ _ _ _ _
{ [ Copy | : ooy
“topSystem”: { "imdata": []
3

“children": [ m
{
"ipvdEntity™: { m

“children™: [
£
"ipvdInst™: {
“attributes": {
"logginglevel”: "informational”

H

AT9 TS5 XA T[AE— (Copy) |27 Vv 2795E, [ER (Request) | A 721X 5% (Response) | A
YOKINT 7 ANE T ) v T R—=RIZar—T&ET,

ATvT6 [UUVITRF (Request) ] XA > CPythonx 27 Vw7 3425&, 7V v 7AR—KEDY 7R KO Python &
ANERRTEET,
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N3500 T ABM £ LK T LM ) XML H7R—
~

«N3500 TDO ABM BLOLM @ XML H7R— K (95 —)

N3500 TD ABM & & U LM D XML H7RK— k

wha<r R, ABMBIXOLM O XML HHE2FERLET

[N—=FDz7 TAIT7AINNYIT7 EZA YT U5 ERRTLET (showhardwareprofile
buffer monitor sampling) ]

CLI
MTC-8 (config) # show hardware profile buffer monitor sampling
Sampling CLI issued at: 05/25/2016 04:18:56

Sampling interval: 200

XML :
MTC-8 (config) # show hardware profile buffer monitor sampling | xml
<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:mtc_usd cli">

<nf:data>
<show>
<hardware>
<profile>
<buffer>
<monitor>

< XML BLK Cmd show_hardware profile buffer monitor summary>
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< XML OPT Cmd_show hardware profile buffer monitor  readonly >
<__readonly >
<cmd_name>Sampling CLI</cmd name>
<cmd_issue time>05/25/2016 04:19:12</cmd issue time>
<TABLE_sampling>
<ROW_sampling>
<sampling interval>200</sampling interval>
</ROW_sampling>
</TABLE_ sampling>
</__readonly >
</ XML OPT Cmd show hardware profile buffer monitor  readonly >
</ XML BLK Cmd show hardware profile buffer monitor summary>
</monitor>
</buffer>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>

IN—=FKOxz7 TAIT7AIL NNy T7 EZFDFHEMERTLET |xml (show hardwareprofile
buffer monitor detail | xml) ]

XML

<show>
<hardware>
<profile>
<buffer>
<monitor>
< XML BLK Cmd show hardware profile buffer monitor summary>
< XML OPT Cmd_show hardware profile buffer monitor  readonly >
<__readonly >
<cmd_name>Detail CLI</cmd_name>
<cmd_issue_ time>10/02/2001 10:58:58</cmd_issue_time>
<TABLE_detail_ entry>
<ROW_detail_entry>
<detail util name>Ethernetl/l1</detail util name>
<detail util_state>Active</detail util state>
</ROW_detail entry>
<ROW_detail_entry>
<time_ stamp>10/02/2001 10:58:58</time_stamp>
< __XML__ DIGIT384k util>0</_ XMI, DIGIT384k util>
< _XML__DIGIT768k util>0</ XMI, DIGIT768k util>
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_ XML_ DIGIT1152k util>0</ XML _DIGIT1152k util>
XML__DIGIT1536k util>0</ XML DIGIT1536k util>
__ XML_ DIGIT1920k util>0</ XML _DIGIT1920k util>
_ XML_ DIGIT2304k util>0</ XML _DIGIT2304k util>
ML__DIGIT2688k util>0</ XML DIGIT2688k util>
ML__DIGIT3072k util>0</_ XML DIGIT3072k util>
_ XML__ DIGIT3456k util>0</_ XML DIGIT3456k util>
ML__DIGIT3840k util>0</_ XML DIGIT3840k util>
ML __DIGIT4224k util>0</_ XML DIGIT4224k util>
XML DIGIT4608k util>0</_ XML DIGIT4608k util>
XML__DIGIT4992k util>0</ XML DIGIT4992k util>
XML__DIGIT5376k util>0</ XML DIGIT5376k util>
_ XML__ DIGIT5760k util>0</_ XML _DIGIT5760k util>
< XML _DIGIT6144k util>0</ XML DIGIT6144k util>
</ROW_detail entry>
<ROW_detail entry>
<time stamp>10/02/2001 10:58:57</time_ stamp>
XML DIGIT384k util>0</_ XML DIGIT384k util>
XML, DIGIT768k util>0</ XML _DIGIT768k util>
XML DIGIT1152k util>0</ XML DIGIT1152k util>
XML__DIGIT1536k util>0</ XML DIGIT1536k util>
__ XML_ DIGIT1920k util>0</ XML _DIGIT1920k util>
ML__DIGIT2304k util>0</_ XML _DIGIT2304k util>
ML__DIGIT2688k util>0</ XML DIGIT2688k util>
_ XML__ DIGIT3072k util>0</ XML _DIGIT3072k util>
ML __DIGIT3456k util>0</ XML DIGIT3456k util>
ML__DIGIT3840k util>0</_ XML DIGIT3840k util>
_ XML__ DIGIT4224k util>0</ XML _DIGIT4224k util>
ML __DIGIT4608k util>0</ XML DIGIT4608k util>
XML__DIGIT4992k util>0</ XML DIGIT4992k util>
_ XML__ DIGIT5376k util>0</_ XML _DIGIT5376k util>
_ XML__ DIGIT5760k util>0</_ XML _DIGIT5760k util>
< XML DIGIT6144k util>0</ XML DIGIT6144k util>
</ROW_detail entry>
<ROW_detail entry>
<time stamp>10/02/2001 10:58:56</time stamp>
XML DIGIT384k util>0</ XML DIGIT384k util>
XML__DIGIT768k util>0</ XMI, DIGIT768k util>
__ XML_ DIGIT1152k util>0</ XML _DIGIT1152k util>
_ XML__ DIGIT1536k util>0</_ XML DIGIT1536k util>
ML__DIGIT1920k util>0</ XML DIGIT1920k util>
ML__DIGIT2304k util>0</_ XML DIGIT2304k util>
_ XML__ DIGIT2688k util>0</_ XML DIGIT2688k util>
ML__DIGIT3072k util>0</_ XML _DIGIT3072k util>
ML __DIGIT3456k util>0</ XML DIGIT3456k util>
_ XML__ DIGIT3840k util>0</ XML DIGIT3840k util>
ML __DIGIT4224k util>0</_ XML DIGIT4224k util>
ML__DIGIT4608k util>0</ XML DIGIT4608k util>
XML DIGIT4992k util>0</ XML DIGIT4992k util>
XML__DIGIT5376k util>0</ XML DIGIT5376k util>
__XML__ DIGIT5760k util>0</_ XML _DIGIT5760k util>
< XML _DIGIT6144k util>0</ XML DIGIT6144k util>
</ROW_detail entry>
<ROW_detail entry>
<time stamp>10/02/2001 10:58:55</time_ stamp>
XML DIGIT384k util>0</ XMI, DIGIT384k util>
XML__DIGIT768k util>0</ XMI, DIGIT768k util>
XML DIGIT1152k util>0</ XML DIGIT1152k util>
XML__DIGIT1536k util>0</ XML DIGIT1536k util>
ML__DIGIT1920k util>0</ XML DIGIT1920k util>
XML__DIGIT2304k util>0</ XML DIGIT2304k util>
XML__DIGIT2688k util>0</ XML DIGIT2688k util>
__ XML__ DIGIT3072k util>0</ XML _DIGIT3072k util>
_ XML__ DIGIT3456k util>0</_ XML _DIGIT3456k util>
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b

b
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_ XML__ DIGIT3840k util>0</_ XML DIGIT3840k util>
XML__DIGIT4224k util>0</ XML DIGIT4224k util>
XML__DIGIT4608k util>0</ XML DIGIT4608k util>
XML__DIGIT4992k util>0</ XML DIGIT4992k util>
XML__DIGIT5376k util>0</ XML DIGIT5376k util>
_ XML__ DIGIT5760k util>0</_ XML DIGIT5760k util>
< XML _DIGIT6144k util>0</ XML DIGIT6144k util>
</ROW_detail entry>
<ROW_detail entry>
<time stamp>10/02/2001 10:58:54</time_ stamp>
XML DIGIT384k util>0</ XML DIGIT384k util>
XML__DIGIT768k util>0</ XMI, DIGIT768k util>
XML DIGIT1152k util>0</ XML DIGIT1152k util>
XML__DIGIT1536k util>0</ XML DIGIT1536k util>
ML__DIGIT1920k util>0</ XML DIGIT1920k util>
_ XML_ DIGIT2304k util>0</ XML _DIGIT2304k util>
ML__DIGIT2688k util>0</ XML DIGIT2688k util>
ML__DIGIT3072k util>0</_ XML DIGIT3072k util>
_ XML_ DIGIT3456k util>0</_ XML DIGIT3456k util>
ML__DIGIT3840k util>0</_ XML DIGIT3840k util>

ANANANNANNANA

b

><><|><><

b

XML DIGIT4224k util>0</ XML DIGIT4224k util>
XML DIGIT4608k util>0</ XML DIGIT4608k util>
XML DIGIT4992k util>0</ XML DIGIT4992k util>

XML DIGIT5376k util>0</ XML DIGIT5376k util>
XML DIGIT5760k util>0</ XML DIGIT5760k util>
XML DIGIT6144k util>0</ XML DIGIT6144k util>
</ROW_detail entry>

[N—Foxz7 7AIT7ALN\YIT7 EZIDHEERRLET (showhardwareprofilebuffer
monitor brief) ]

/\/\/\/\/\/\/\/\|/\/\/\/\/\/\/\/\

XML

show hardware profile buffer monitor brief | xml

<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:mtc_usd cli">

<nf:data>

<show>

<hardware>

<profile>

<buffer>

<monitor>

< XML BLK Cmd _show hardware profile buffer monitor summary>
< XML OPT Cmd_show hardware profile buffer monitor  readonly >
<__readonly >

<cmd_name>Brief CLI</cmd_name>

<cmd_issue_ time>03/21/2016 09:06:38</cmd_issue_time>

<TABLE_ ucst_hdr>

<ROW_ucst_hdr>

<ucst_hdr_util name>Buffer Block 1</ucst_hdr_util name>
<ucst_hdr lsec util>0KB</ucst hdr lsec util>

<ucst_hdr 5sec util>0KB</ucst hdr 5sec util>
<ucst_hdr_60sec_util>N/A</ucst_hdr_60sec_util>
<ucst_hdr_5min_util>N/A</ucst_hdr_5min_util>

<ucst_hdr_lhr_ util>N/A</ucst_hdr_lhr_ util>

<ucst_hdr_total buffer>Total Shared Buffer Available = 5397 Kbytes
</ucst_hdr_total buffer>

<ucst_hdr class_threshold>Class Threshold Limit = 5130 Kbytes
</ucst_hdr class_threshold>

</ROW_ucst_hdr>

</TABLE_ucst_hdr>

<TABLE_brief entry>

<ROW_brief entry>
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<brief util name>Ethernetl/45</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/46</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/47</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/48</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/21</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/22</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/23</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/24</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/9</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/10</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/l11</brief util name>
<brief lsec util>0KB</brief lsec util>

Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ')—X 103 (x) .



N3500 TO ABM & L U LM O XML H#H— |
B nsso0 ©o ABM 5 5 LM @ XML 4 R— ~

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

<brief util name>Ethernetl/12</brief util name>
<brief lsec util>0KB</brief lsec util>

<brief 5sec util>0KB</brief 5sec util>

<brief 60sec util>N/A</brief 60sec_util>

<brief 5min util>N/A</brief 5min util>

<brief lhr util>N/A</brief lhr util>

[N—Foz7 JAT7AIILDEEE=F YT T ERRLET (show hardware profile
latency monitor sampling) ]

CLI
MTC-8 (config) # show hardware profile latency monitor sampling
Sampling CLI issued at: 05/25/2016 04:19:54

Sampling interval: 20

XML
MTC-8 (config) # show hardware profile latency monitor sampling | xml
<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:mtc_usd cli">

<nf:data>
<show>
<hardware>
<profile>
<latency>
<monitor>
< XML BLK Cmd show_hardware profile latency monitor summary>
< XML OPT Cmd show_hardware profile latency monitor  readonly >
<_ readonly >
<cmd_issue time>05/25/2016 04:20:06</cmd issue time>
<device instance>0</device instance>
<TABLE sampling>
<ROW_sampling>
<sampling interval>20</sampling interval>
</ROW_sampling>
</TABLE_ sampling>

</ _readonly >
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</ XML OPT Cmd show hardware profile latency monitor  readonly >
</ XML BLK Cmd show hardware profile latency monitor summary>
</monitor>
</latency>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>

N—=FOz7 JO77/4IILOBEE=-F2DLEMEEZRTLET (howhardwareprofilelatency
monitor threshold) ]

CLI

MTC-8 (config) # show hardware profile latency monitor threshold
Sampling CLI issued at: 05/25/2016 04:20:53

Threshold Avg: 3000

Threshold Max: 300000

XML
MTC-8 (config) # show hardware profile latency monitor threshold | xml
<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:mtc_usd cli">

<nf:data>
<show>
<hardware>
<profile>
<latency>
<monitor>
< XML BLK Cmd show_hardware profile latency monitor summary>
< XML OPT Cmd show_hardware profile latency monitor  readonly >
<_ readonly >
<cmd_issue time>05/25/2016 04:21:04</cmd issue time>

<device instance>0</device instance>
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<TABLE_threshold>
<ROW_threshold>
<threshold avg>3000</threshold avg>
<threshold max>300000</threshold max>
</ROW_threshold>
</TABLE threshold>
</__readonly >
</ XML OPT Cmd show hardware profile latency monitor  readonly >
</ XML BLK Cmd show hardware profile latency monitor summary>
</monitor>
</latency>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>

11>11>
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<y bADEH

« XMLIN (2B 5158 (103 ~<X—2)

¢« XMLIN ®F A & v 28l (103 =—3)

¢« XMLIN YV — /LD A A R—LEBIOMEH (104 ~<2—)
e show =~ > RHH D XML ~DOZH#H (105 ~<—3)

« XMLIN OFERHB] (105 ~—2)

XMLIN (B89 %17k

XMLIN Y =L, CLIZ~ > R& %y FU—2fFp (NETCONF) 7w k2 /LJEac 284 L &
3. NETCONF (&, * v MU —2 FA ZADOREKE A A b—/b, AHL HIBRS 5 BERe 4 R it
ToHRy NU—ZEHT 0 har Ty, ZhE BT -2 &7 m han A ykE—UZ XML
NR—2ADxTra—7F 47 &2FEHLET, NETCONF 7’1 k 2/L0 NX-0OS FEa X, <get>,

<edit-config>, <close-session>, <kill-session>, 3 X UF <exec-command> D 7' & b = /L% ¥

R—FLET,

XMLIN > — L%, show, EXEC. XU =~ RZ 559 D NETCONF <get>,
<exec-command>, 33 WN<edit-config> U 7 =X MIZEH L £3, HHOMNKka~y REHE—D
NETCONF <edit-config> f > A X LV AIZE L HDLZ ENTEET,

XMLIN >V —/LiZFE 7=, show 2~ ROH 1% XML ERICE# L F9,

XMLIND S 1 & RAEH

RKI:XMLIN S A+ REH

E:Op SAtEUREHR
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B xvuny—noq oz b—Ls s UER

Cisco XMLIN(ZIZT7 A B AIMEH D A, T4 B AR —DIZE&EN T
NX-OS 72 VEREIT T Cisco NX-0S & AT I A A— U2y RASRTED ., B
EIZ 954 LERE A, NX-0S 71 o 2 FROFEMHONTIL, [Cisco
NX-OSLicensing Guide] #Z M L T 72X\,

XMLIN Y —)LDA VR F—ILE KL UVEH

XMLIN Y — L& A A h—)L LT, #i 2> K% NETCONF 7 +—~ v MIEHT L7
IfEATEE9,

4RO HREIIC

XMLIN ¥V —v i, *HET 580t >y P ERIFMERANA— RN = THENT A A TR tx
BRWEATH, 2~ RONETCONF A V AH V AZHERKTEET, 7272L., xmlinz~ K
ZATTDHENT, WS ODDOMREE Y FE2 A VA F—ILTHNERHLEE1H D F9°,

FIEDHE
1. switch# xmlin
2. switch(xmlin)# configureterminal
3. ar74F¥al—varavs kR
4. ({LE) switch(config)(xmlin)# end
5. ({£&) switch(config-if-verify)(xmlin)# show commands
6. (fLE) switch(config-if-verify)(xmlin)# exit
FlED
ARV RFERIETY Y3 Y B#Y
Z 5w 71 |switch# xmlin
R 7 2 | switch(xmlin)# configure terminal Ja—r ) ar7 4 X¥al— gy T— RaBith
LET
ATYvT3|ar74F¥alb—varavrR Rk =~ K& NETCONF 7 4+ —~ v MIZE#H L ¥
ﬁ—O
ATy T4 ({EE) switch(config)(xmlin)# end *HiE9 % <edit-config> HR & ARk L £,

GE) show 2= R L TXML A A X A
PAERTAENC, end2~> REASHLT
BAED XML R Z& T T 20ERH Y F
KR

ATv 75| (L&) switch(config-if-verify)(xmlin)# show show =~ > K% NETCONF 7 #—~ v MIE#L
commands e
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show 37> kit A0 xMLA~0ZHE ]

ARV RFERETI Va3 B#)
ATy 76| ({EE) switch(config-if-verify)(xmlin)# exit EXEC &E— RIZREY £7°,

show 37> FHAID XML ADZE A

show 2~ FOH % XML ICE#CTX £,

1R BRI

T D~ ROTRTOMRENA VA P—LEN, TAALALETHEDINC/RoTWNWDHZ &%
HERLET, #95 LAWES., o<y NIIEARRIZRY 9,

terminal verify-only =2~ > REZEHT 5 L. 7310 RIZAT L2 < THHEREN AT/ > TV
LT LEMERTEET,

a<y RICHT DT RTOMUBEN— R 2T BTN, A BIIFET DL 2R LET, £9
LARWEE., o~y RIIHEEREIC R £,

XMLIN >V — /LA VA =L EZNTWAZ EafERLET,

FIEDHE
1. switch# show-command | xmlin
F gD F¥H
ARV RFERRETI a3 Y B#J
R T w 71 | switch# show-command | xmlin Jua—»)L a7 4 Xalb—gr T— RZ2BG
LET

GE) Mo~ Re—Hicona~y RafE
AT A5 L3 TEEHAL

XMLIN 0% Bl 451

WOBNE, XMLIN Y — LN T A A RIZEDL A VA =&k, Ok~ R
% <edit-config> A VAKX LV AZEMT HT-DIZED LI ITHEHIN D0 ERLTHNET,

switch# xmlin
KAk hkhkhkhkhkhkkhkhkhkhhkhkhkhkhhkhkhhhkhkhhkrdhkhhkhkhkhkkhhkhhhkhhxkx

Loading the xmlin tool. Please be patient.

R R IRk kI Ik b bk b b b b b b b b b b b b b b b b b bk kb b b b 3k b i

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright ©) 2002-2013, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
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CLUITY RDRY FI—I R I+ —< v h~DZH |

owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and

http://www.opensource.org/licenses/lgpl-2.1.

switch (xmlin)# configure terminal
Enter configuration commands, one per line.

php

End with CNTL/Z.

switch (config) (xmlin)# interface ethernet 2/1

% Success

switch(config-if-verify) (xmlin)# cdp enable
% Success

switch (config-if-verify) (xmlin)# end

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:6.2.2.:configure "
xmlns:m="http://www.cisco.com/nxos:6.2.2.: exec"
xmlns:ml="http://www.cisco.com/nxos:6.2.2.:configure if-eth-base" message-id="1">

<nf:edit-config>
<nf:target>
<nf:running/>
</nf:target>
<nf:config>
<m:configure>
<m:terminal>
<interface>
< XML PARAM interface>

< XML value>Ethernet2/1</ XML value>

<ml:cdp>
<ml:enable/>
</ml:cdp>
</ XML PARAM interface>
</interface>
</m:terminal>
</m:configure>
</nf:config>
</nf:edit-config>
</nf:rpc>
11>11>

WOHFIL, show 2~ RiZkt LT XML A > AKX o AEAERRT HHTICHIED XML HER A& T
THEDIZend a~wy RE AT HHEEZFRLTHNET,

switch(xmlin)# configure terminal
Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) (xmlin)# interface ethernet 2/1

switch (config-if-verify) (xmlin)# show interface ethernet 2/1
KAk hkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhkhhkhhkhkhdhhkhhhkhdhhkhkhkhkhkdhhhkhkhkhhhrhhhhdxkhx

Please type "end" to finish and output the current XML document before building a new

one.

R R Ik I Ik k2 b b b b b b b b b b b b b b b b dh b b b b b b b b b b b b b b b b b b b b b gk b b bk gk

% Command not successful

switch (config-if-verify) (xmlin)# end
<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"

xmlns="http://www.cisco.com/nxos:6.2.2.:configure

xmlns:m="http://www.cisco.com/nxos:6.2.2.: exec" message-id="1">

<nf:edit-config>
<nf:target>
<nf:running/>
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</nf:target>
<nf:config>
<m:configure>
<m:terminal>
<interface>
< XML PARAM interface>
< XML value>Ethernet2/1</ XML value>
</ XML PARAM interface>
</interface>
</m:terminal>
</m:configure>
</nf:config>
</nf:edit-config>
</nf:rpc>
11>11>

switch(xmlin)# show interface ethernet 2/1
<?xml version="1.0"?>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"

xmlns="http://www.cisco.com/nxos:6.2.2.:1f manager" message-id="1">

<nf:get>
<nf:filter type="subtree">
<show>
<interface>
<__XML__PARAM ifeth>
< XML value>Ethernet2/1</ XML value>
</__XML__PARAM ifeth>
</interface>
</show>
</nf:filter>
</nf:get>
</nf:rpc>
11>11>
switch(xmlin)# exit
switch#

xmun o#Rs |

W OFIL, showinterfacebrief =< RO 1% XML ICEHT 5 HEEZRLTOET,

switch# show interface brief | xmlin
<?xml version="1.0"?2>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"

xmlns="http://www.cisco.com/nxos:6.2.2.:1f manager" message-id="1">

<nf:get>
<nf:filter type="subtree">
<show>
<interface>
<pbrief/>
</interface>
</show>
</nf:filter>
</nf:get>
</nf:rpc>
11>11>
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ETILEREI R T LA K

e F L ARNIIZONT (109 2—7)

T LANIDTA L AEMSE (111 R—)

s Telemetry DA > A M=/ &7 v 77 L—F (111 _X—2)
s EEFHELEHFEE (112 %—)
cCLIZfEA LT LA RNY O (116 X—)
*NX-API ZfEH L7=7 L A N U O (128 =X—)

« TOMOBZEEE (141 ~—2)

TLARJIZDOWNT

IR N T TN a—T 4 T D=ODT—ZINEIT, Xy N —7 Ot ErT=21) 7
T3 ECHICHERER TH D THE T,

CiscoNX-0S (X, v NI = N6 TF—2 &2 INET 572D, SNMP, CLI X Syslog &\ o7z
BEOAD =R LERELET, ZNOEDOA D= NIE, BEMEPHLEICHT T 2H#23% v
F9. Xy NIV HEENODT —ZDEMDERND T FA4 7 Ehbiishicya, 7vE
FAOERAPHIESND Z LB ZOHIKD 1 ST, FIEF ML, Xy NT—7 NIEED
Fy NI —JEBAT— 3 (NMS) BHLIGEIIIERLEYAL, ZOETAEFHEATS
EL I TAT Y PRERLUEGGICRY, b= =BT =2 E2XELET, Z0XH k%
BltAT 2 I12iE,. FEIC LD NMAZFT TITHORERH Y T3, 2O L5 TN XS0 AEH
JoE. TN ETNAOMENKRDIVET,

T aTTNVE, Ry NT—I N T —FEGERICA RN =T L, 79472 M@
MLET, TVARMIIE T v a2 BT NAEALAX—TNMIIL, T=X ) 7 T—XIZIRFV T
WEALLTT IV EATELLSICZLET,

FLARMY avER—x bETOER
TLARIE, RO 4ODTEERBEZTHERINET,

s T—ARRE : T LA NI T—HF, #HH4 (DN) S2AEFEHLTHRESNAT V=7
NEFILDT T FICHHT—HEHT Y (DME) T—F_X—ANnLINEINET,
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EFLEHETLA Y |
B oxryavk—xoreToex

F=TEMCEEG SN D0y BEHES—R) | FHE LT ADE T V=7 N TEEMN
HoTHAICDOHIFTEET (A X F X—2R) | NX-APIZfiH LT, #HESX—ZD
T ENETEET,

TR ITaA—T4T T LAN) mra—Fn, WEISNE-F—F% % B0
R TCED LI 7ML L ET,

NX-0S X, 7L A kU 5—4# % Google Protocol Buffers (GPB) ¥ X U'JSON X Cx v
=g }\\‘ LjﬁTo

e F—AR FSURR— b :NX-OSiZ, JSONT 22— RICHTTPZEHLTT LA Y 5F—
A %Rk L, GPB =2 22— N2 Google Y E— F 7m i —Y % 22—/ (gRPC) 7’1 k2L
ZEALET, gRPRCLI—N"—F AMBZB X DA vE—V WA Xt HR—FLET,
GEREDHER SN TV DA, HTTPS ZHH L7=7 LA N T—2 LK — &
9, )

KD~y REEMALT, ISON £33 GPB DT —X 7T L Yy MR LTT—4
BEARNY =T FHEIICUDP T v AR— MEHERLET,

destination-group num
ip address xxx.xxx.XxxX.xxx port xxxx protocol UDP encoding {JSON | GPB }

num i3 1 ~ 4095 OFAE T9,
UDP 7 L A FUIX, RO~y HX—ETEEFE I ET,

typedef enum tm encode_  {
TM_ ENCODE_DUMMY,
TM_ENCODE_GPB,
TM_ENCODE_JSON,
TM_ENCODE_XML,
TM_ENCODE_MAX,

} tm_encode_ type t;

typedef struct tm pak hdr_ {
uint8 t version; /* 1 */
uint8_t encoding;
uintlé_t msg_size;
uint8_t secure;
uint8_ t padding;
} _attribute  ((packed, aligned (1))) tm pak hdr t;

WDONT IO FET, A a— ROEFID 63 M2 LT, UDPZMEHAL T L X
M) =X IEFICAELET,

 ZAEMPEE DT RIRA LV WO RRDIA T DT =2 25T 5 Lo TW
LH,mEiE, ~y X —oFWEGA T, T2 OESLIENT 57 2 —4%— (JSON
£2ILGPB) ZIREL £, E7id,

el DOF a—H— (JSON F£721X GPB) BNMHIET, &9 1 DITMLELRWEEIT., ~v
X —HHIBRLET,

cFLARYLY—N—FLAR Ly—N—F, TLAN) F—H5RGFTHE—
NEFLY AT A TY,
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7L +y Zotzosamt [

GPB = a—%—x, WAF—LEOEXNTT —¥ &ML ET, /2. 7—¥ % GPB B
W DI, 22 XA VST proto 7 7 A MERD A X7 — 53 GPB = a2 — X124k
=Y,

T—H AN —LEELLZELTTERT DT, ZEMTRSLE T AR—F —
R &Z IR L7 .proto T7ANVNBKETYT, = a—RNE, XM F U XA M) —LzmF—fED
LFHNDO_T T a— RN LET,

GPB =y a—7 ¢ 7L gRPC F T AR — M &5 T 5 telemetry .proto 7 7 A /Wi, Cisco
@ GitLab TAFTE E7, https:/github.com/CiscoDevNet/nx-telemetry-proto

FLARNY) JOERAOETAK
T LAY A0 RHMEEX. ROBETHR— S TWET,

[VARTFLOYO—F (SysemReload) | — AT AD U n— RHZ, 7L A kUKL
AN =T —RAR™EIEINET,

o [R—=/8—\f Y T = — LA —/\— (Supervisor Failover) | —7 L A U iddky b 2%
NATEDH Y FEAN, TVAMIFERKEA N —=I 7 =R F, HILOWBEHRA—
R NAPNRFATEINTND L X IETEINET,

[FRERXDBERE (ProcessRestart) | —72ALDOEHTT LA N ZYakAn7 ) —
REFFEHS LGS, 7V A NIPERINS L, MBI OA N —I 73 —F
APEITLESNET,

TLARNIDSAEVRAEH

25 SA LU RAEH

CiscoNX-OS |7 LA MVICIETA B RTMEDHY /AL, TA BV ANy F—VI0EE
LTWZRWEEBEIE Cisco NX-OS A A — Iy KL ST Y | SEcifit

ENFET, NX-0S 7 A o AHFXDOFEMIZ OV T, [CiscoNX-OSLicensing
Guide] Z#ZML T 7230,

Telemetry DA VA b—ILET YT L—F

TI)r—23avDA VR =)L

TLVARN) T 7Y r—ya IEEERPM & LTy 7 —UfbENTEY, NX-08 Y U —R|Z
HENTVWET, RPMF, /1 A=Y 7= T v 7O—HE L TT 74/ N TA U A F—/LE
ALET, featuretdemetry =~ &ML T, 77V r—va v 2EHLET, RPM 7 7 A
JUIZ /rpms TAL7 RIZHY ., RO XD BRARIBFTENTWNET,

WOHD L 51T
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BMABEHEBEDA VA M—IL
RPM T A ADT— 7T v allab—1L, vash 707 " bHROa~<>r REfHL
7

feature bash
run bash sudo su

FLTC, AN AT =R 759V alZRPMO A —%2 LET, vash 72 F I bROa~
VREMEALET

yum upgrade telemetry new version.rpm

TIVr—=2a N7y = REh, TV r—va Vv EFRET 5 EAERERINE
-éAO

LEIDN—23 VT8V L—FLET

FTLARNY) TV r— g ZLRIONRN—=23 XX T 7 b— R 5120, bash 72
IO a~y REERLET,

yum downgrade telemetry

TOT4TEN—23 DR

HRARBNN—=2 g VEWHERTHICE, A v TFDexec 7RV T IMBRD A~ REFETL
F9,

show install active

\ )

6= HARDOA v A2 =L %HETLET (show install active) ] A<¥ 2 N, 7T v 77 L — R)NE

ITENTZHIZ, A VAPV ENTWBHARZRPM DA% KR L ET, NX-0SIZ/3
FLERTWAET 7L O RPM ITHFRINEHA,

FEFEEFINEER

T LA MY AR OEEFEEL LOHKFEEIL, RO LD T,

e T LA NI, T—HEH YUY (DME) R4 T 47 T /W& HR— b7 5 CiscoNX-0OS
VY —ZXTHR—-FINTWNET,

« DME 7 —Z U4, NX-API7 —# X570, Google V E— F 7'm i —Y v 23—/ (gRPC)
k5 AR— MEHE O Google 71 k)L Xy 77 (GPB) =y a—F 17 HTTP f%
DO JSON => a2 —F 4 VIR R— kS TnEd,

s PR— FENTWDRNDOEEHIR (AT A) X, IV 0DBFEDOSHTT, 0K

DREVREMBORNTAT o AEIE, AN =07 EN5T—Z DOV A RTL->TH
20 ET, RMERMOT AT U ATHEMET DL, EE LI QWU RT LEIENFEL
TLAREMERH Y ET,
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sesmennszd

c K5 OOEBEHZES Bt N R—FshEd, 5 L LOEBZEE Z#K
ToHE VAT APLEE L RVEMEZ T REENDH D £,

'TVfFUxE%ﬂ57/Ltﬁm\%@m@%h% TF—% 7o —RNHr L2 &

NERENET, BENEAE LV — "= IHEESTLIXLERNH Y £, RIC, Bk
ﬁwwf@Tt%éame%@WYva%%m% BRUCO DR T D2 LITk D,
ZA o F L O LW EmARIE L £4,

« 5 L A M UL, CPU HMFEHRDEK 20% 2 1HE T HAREMNH Y 4,

"WYY —RIZEDUTL—FLIEOERIT VR

TN Y —RZF T — KL%, H0U U — XTfi%ﬁ**Fé%UTDVXw‘I EMEDR D D
728 *%@%%37/Fiti27/Fﬁ7ya/#% IR B AREMERH Y £,
wU)%x_&W/7V%F¢ék%®mx%77774xkbf\%$ h TV
VRERIFa U RA T a v ORBERRET 572D, HLWA A—UNEB) L72ZICT
LA MY BSREA MRS L Tl L £,

WOHIE, ZOFEEFERL TWET,
TLANIERE 7 7 A NMZa—LET,

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

BT — FEEZEITLET, A A—UDNEREIN, A v FOERERNTELS, T
LA NIV AL v FIZa—LTELET

switch# copy telemetry running config running-config echo-commands

‘switch# config terminal’

‘switch(config) # feature telemetry’

‘switch(config) # telemetry’

‘switch(config-telemetry)# destination-group 100°

‘switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
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EEBIEE HIHEE

"switch (conf-tm-dest)# sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

"switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°
‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC T 5 —DE{E

gRPC L'y — =020 DT —ZKX[ELIGE. AL vF 7 F747 2 M gRPC L ir—r3—
~OER A B9 LE T, gRPC L —_"—2 G T DI, I/ N—"DFTDL o —
N=D 1P 7 R ADHEMRE MR L CEERTA2MERH Y £3, —HOTT—ONFIL, K
DEEYTT,

«gRPC 7 A4 7 "D EF 2 7 Bk L TR TFEEZ HE L T D,

*gRPC LY —NTDI AT b A ye—VOWMBIRERN N T T, XA LT 7K
DHAET D, DOA =V Ly REMFEHLTA vy =20+ 52 LT, #4
LT U NEEREL TN D,

NX-API £ >4 — /R X DHIE

NX-API /%, show =~ F&EH LT, DMEIZEZFELARWAAL v FIERAZIEEL TA R
V—I v/ TExFET, tﬁblnmb%? HEuEARN)—2 7T BV I NX-API % fif
T2 &, WITRT LIS, BEAOIRMHIRDEH D £7,

« A v F Ny 7 RiE, show =< K72 8D NX-API FMEOM U 2 BRI U £,
* NX-API1%, CPU DI K20% Z1EE T H RO H DN 207 et A 24k L £9,
* NX-API 5 —# %, CLI»>5H XML, JSON [ZZ&# I E 4,
PUFIE, i O NX-API & > W — S AR E 2 HIR 3 5 DI &Ltz — % — 7o —
<7,

1. show 22 R NX-API ZHR—F L TWAMLEIMEHRLET, A A3
A LT, NX-APIR VSH 226D a<y REPFR—FLTWEMNE I NEHRTE E

ﬂ_: <command> | json gﬁf_‘i<command> | json prettys

N

GE) AL vFNISON HAZETETICI0 ML LD a~y FIZT T E S0,

2. TUNEFEFRIFIA TV a s oEEDL L I show o~ REFEL F9,

flx DHINKF L TR L a~y REFIETH I EI3HET T ES W, DED | show
vlan #5100, show vlan #%5BI+ 101 72 & T4, b0z, CLI#HA T > a & 1#
HALTLEE W, 2FD, RT3 —< A%H LS 572DICAHEZRRY . VLAN i#%
B+ 100-110, 204 #FERLE,
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sesmennszd

Y=< l)—/ BB —DHENNERGEEIL, show o~ RH KA X 7L,
T A IWWEIZHBEBR R E T — % A ML —UEHIBRLARVWE 51 LET,

3. NX-APIZT—4EELE L HATLA 2 — IV —TT LA N ZRERLET,
show 2= RaEtEorH— 2 ¢ LTENTS

4. CPI DR AZHIRET 27202, FHEFHD show 21< > ROMBERE O 5 Z0 BT L
AN ZRERR L ET,

5, ANV =7 SN NX-API I /IZBEFODME 2L va o O—#E LT 5 LTHL
HLET,

/= FBAFOHHR—

NX-OS U U—293.1 L%, usenodeid 2~ REHEHALTT LA NVZEEODAZL ) —
RERBIF L FAN AR TE T, T 74/ b TIEHARA MMMERAENETE, /J—FZESL
DYV FR—=RMIED, TVAMIZEHET —H D node id str Dl T 2R EELIFEFETE £
ﬁ—o

usenode-id =~ > REMFHAL T, 7L A MNIEERLETa 77 A V%2 LT/ —FRID %%V Y
TAHZLENTEXET, Za~vy NEFA S>3 T7,
WOFNL, /) — FikplFofma2 R L TWET,

switch-1(config) # telemetry

switch-1(config-telemetry)# destination-profile
switch-1(conf-tm-dest-profile)# use-nodeid test-srvr-10
switch-1 (conf-tm-dest-profile) #

WOHNE, /) — REEBIF DB S NTZROZEMNTOT LA MY BMEFRRL TWET,

Telemetry receiver:

node id str: "test-srvr-10"
subscription id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection id: 3896

msg_timestamp: 1559669946501

T LAY ®DVRFHHR—F

TULARYVREYR—HMIEY, T AKR—FVRFEZHEETEET, ZiUt, 7LA LY
T—H2 AN —ANT0 kSR DOR— F BN L CEE S, SSH/NGINX #li#lt v 3
VIEDOBRAE DO REM AR CE DI EEEWRLET,

use-vrfvrf-name 2~ > R&ZfEH LT, T AR — K VRF ZHETE ET,
WOFHITIE, P72 AR—F VRF ZEEL TWVET,
PAFIX., POST 21 m— K& L TP use-vrf DFHITI,

"telemetryDestProfile": {
"attributes": {
"adminSt": "enabled"
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"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"

CLIZERALE=TLA R DFER

NX-OSCLI ZfERA LT L A F) DIERL

ETLEHETLA LY |

KOFIETIE, ARV =7 TULARMIZHAEMIL, T—F X U —LDRET L Btk

ZHERR L E9

1R BHEIIZ

AA v FIE, CiscoNX-OS UV —R92(1) UED VY U =R ZFITL TWEOLMENRH Y £7,

FIRDEE

configureterminal

featuretelemetry

feature nxapi

nxapi use-vrf management

telemetry

(f£&) certificate certificate path host URL
sensor-group sgrp_id

path sensor_path depth O ([filter-condition filter]
destination-group dgrp_id

(f£%) ipaddress ip address port port protocol
encoding-protocol

11. ip_version address ip address port portnum

12. subscription sub_id

13. snsr-grp sgrp_id sample-interval interval

14. dst-grp dgrp id

©ENDORON A

=y
©

F IR D

procedural-protocol  encoding

AU RFEREFT7TIVa Y S

ATFvI1 configureterminal Ja— T — REBtE LET,

1 :
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ARV FFEREETIVa Yy

E:)

switch# configure terminal
switch (config) #

ATy F2 |featuretelemetry ARV =7 TLRANUBREEZAEDICLET,
RTw 73 |featurenxapi nxapi # AL ET,
AT w74 |nxapi use-vrf management nxapi BT 2% VRE BHEAZFHIC L ET,
ATy 75 |telemetry ARV =I0 7 T LAY OMRE— RIZAD &
i T
switch (config) # telemetry
switch (config-telemetry) #
ATy 76 (fE&) certificate certificate path host URL BEfF D SSL/TLS GEFAEZ A L £,
i -
switch(config-telemetry)# certificate
/bootflash/server.key localhost
RFwF1 |sensor-group sgrp_id IDsrgp_id & ot h— 7 v—T7%Ek L, &
Bl P J =T RRE— RE PG LE T
switch (config-telemetry)# sensor-group 100 HEZ, 0 IDEOHRYFR—FENTWET,
switch (conf-tm-sensor) # "Z\\/‘H‘“— &°/I/_7°-(;ci\ %1/)( I\ U I/jf“_‘ ]\O)‘:E‘
=H Y TRGE ) — FREERLET,
XTFw 78 |path sensor_path depth O ([filter-condition filter]| . #— /L —Flc o — R2%8BMLET,

&1

e D z< > KL, NX-API Ti372 < DME (2
Hanxd,

switch (conf-tm-sensor) # path
sys/bd/bd-[v1lan-100] depth 0
filter-condition eq(12BD.operSt,
UTOMLZMEA LT, REN—2D7 11
2V T EMHLT, operst S ENDHTIZE
L7z XD H MY IT—1L, MOBWOZEAL
Lichzms L £ A,

switch (conf-tm-sensor)# path
sys/bd/bd-[v1an-100] depth 0
filter-condition

and (updated (12BD.operSt) ,eq(12BD.operSt, "down") )

"down")

WDz~ KX, DME TiX7g < NX-API (23
AEnEd,

switch (conf-tm-sensor)# path "show interface"
depth 0

«depthiBETlX, Br ¥ — R 20HE L~ %
FBE L £7, 0-32, unbounded D% X G EMN
PAR—hEINTNET,

GE)  depthOF 7 4 /L FDOEETY,

NX-API _X— 2 Dt o — A%,
depth 0 DA EFEHTE E 7,

AR NUEDISANBY T A7 A
TINTWDHEE, REIF0 &Y
YRR LOBEYR—-FLET, *
DOOEIF 0 & LTHbhEd,

o 7 a o filter-condition /3T A — X ZEIE
LT, AR IR=2ADOYT A7 )T g
DRFED T 4 VH AR TE £,
RER—Z2DT 4 VB ) TDGE, 7 4VH
I, RN L LIz & & BBESNIREET
AR IBRELTZEEOWMGFERLET, D
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EFLEHETLA Y |

ARV FFEREETIVa Yy

S

F V. eq(l2Bd.operSt, " down") @ DN
sygbd/bd-[vlan] D 7 ¢ /L% S:E1%, operSt 23
WENn & X, BIWoperSt 235% > T\ 5[
DN OT a7 NEFRINZE X (vlan
down 2% down THEI{E L CTUV % 12 noshutdown
A RPFATENDRE) IR T—ShE
7

AT w79 |destination-group dgrp_id Befoe e 7 NV — T 2B L T, B 7 v — T HERK
i - T— RNzl £7,
switch(conf-tm-sensor)# destination-group 100 |HfE, dgrp idif. HFOIDMEDHEYR— LT
switch (conf-tm-dest) # h

WET,

ATv 710 | ({£EE) ipaddress ip address port port protocol | T2 =— RENZT LA R F—H 2%(51 5 IPv4
procedural-protocol encoding encoding-protocol IP7 RLAELR—FNEZEELET,

i - GE)  gRPCIZT 74/ bhDRNT U AKR—K T
switch (conf-tm-sensor)# ip address 171.70.55.69 Tz ]\ :I/I/“C“TO

port 50001 protocol gRPC encoding GPB

switch (conf-tm-sensor)# ip address 171.70.55.69 GPBWXTF 7V DOy a—F 47T
port 50007 protocol HTTP encoding JSON 4

ZFw 711 |ip_verson address ip_address port portnum BET—X O T 7 7 A VEERLET,
K BRI N—T WY T2 Y Fray ) —RiZY
switch (conf-tm-dest)# ip address 1.2.3.4 port VIENTWARE, TLARY T—X(F, 2D
50003 Ta 7 ANVTHRESNTNSIP T KL R LR—

MIEESNET,

Z 5w 712 |subscription sub_id ID %o T2 Fvary J—RuefElL, ¥
i - TAZ N T a KT FERRLET,
switch(conf-tm-dest)# subscription 100 HAE, sub idid, BHFO IDEOALZE T R— LT
switch (conf-tm-sub) #

b\\i‘@—o
GE)  DNIZHTRIIATTHEET, A
FAHEEIZA M) —I 7 Snb 91T,
% ® DN 7% REST Zfi ] L T DME T¥
R—= RSN TVWDEINE I NEHERLET,
AT F13 |snsr-grp sgrp_id sample-interval interval IDsgrp_idDE v — N —TF R BAEDOYF T R 7

1 :

switch (conf-tm-sub) # snsr-grp 100 sample-interval|
15000

TrailV s LT, T2V IR
(R VUBHN) ZBRELET,

BIFEOMEN 0 DIGE, A XV b R—=ADHT R
U7y a UBNMERREN, TLARNY T—21F, 1R
TESNT-MO TOLEERICOLEESNET, 0L
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cusgmLETLA ~yone |

ARV RFERETI Y S

DREVHBIEOSHE., TVA RN T—2RNEE
SN 7= MkR TEMICER SN HEIC KN T
A7V Fa nMERSIVET, o & 2E. HIFRIE
2315000 DA, TLA MY T=XIX15H T LI
BEINET,

AFw 714 |dst-grp dgrp_id IDdgrp id 2 FF o e /v — T2 Z DY T AT )

&1

switch (conf-tm-sub) # dst-grp 100

a7 LET,

CLUZFERLE=TLA Y DERSHI

WOFEIATIE, GPBmra—F 4 7 %2FEHALTCIORMDY XATEH—DOT L X ) DME A
hU — A &R T D HFEICOWTHALET,

switch# configure terminal

switch (config)# feature telemetry

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch(config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)

switch (config-tm-dest)

# dst-grp 1
# snsr grp 1 sample interval 10000

ZOHITIX, sys/bgp /b— k MO D7 — % #5655 1P 1.2.3.4 78— bk 50003 (2 S P T &I A b
V=079 72707 a EERLET,

switch (config) # telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/bgp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest) # ip address 1.2.3.4 port 50003
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 5000
conf-tm-sub) # dst-grp 100

switch
switch
switch
switch
switch
switch
switch

WIZ, sys/intf DT —X % 5T L1, %685 1P 1.2.3.4 K — K 50003 [IZA U —I 7 L,
test.pem ZHEA L THIEEN/ZGPBZ Ly a—FT 4 V7 HHALTA M) — 22K 5{kT 5
T2 YT a OIERBIE R LET,

switch(config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0
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switch (conf-tm-sensor)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000
switch (conf-tm-sub) # dst-grp 100

ZOHITIX, sys/cdp DT — X RS IP 1.2.3.4 R — b 50004 (2 152 LA MY —3
TIHYT 20U F g BERLET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/cdp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 15000
switch (conf-tm-sub) # dst-grp 100

ZOBEITIE, 750 T i show v RTF—F DI A TF U ANR—ZADa Ly v a U EERL
£,

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest)# sensor-group 1

switch (conf-tm-sensor# data-source NX-API

switch (conf-tm-sensor)# path "show system resources" depth 0

switch (conf-tm-sensor)# path "show version" depth 0

switch (conf-tm-sensor) # path "show environment power" depth 0
switch (conf-tm-sensor) # path "show environment fan" depth 0

switch (conf-tm-sensor)# path "show environment temperature" depth 0
switch (conf-tm-sensor)# path "show process cpu" depth 0

switch (conf-tm-sensor)# path "show nve peers" depth 0

switch (conf-tm-sensor)# path "show nve vni" depth 0

switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0
switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0
switch (conf-tm-sensor) # path "show policy-map vlan" depth 0

switch (conf-tm-sensor)# path "show ip access-list test" depth 0
switch (conf-tm-sensor)# path "show system internal access-list resource utilization"
depth 0

switch (conf-tm-sensor) # subscription 1

switch (conf-tm-sub)# dst-grp 1

switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

ZOBEITIE, sys/fm DA R b R=ZADYT A7 Y T g 2ERLET, sys/fm MO (248
R DHGAIIOIR, T—F XA N —I V7 ENET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/fm depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

BEPIC, Y I ARIRELEET AL T, Bt — A —TEREAEKER—2ANE AR
NR—RAZEFE LY, AR I R=ADSFEFEEARN—ACER L) TEXET, 20T,
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oY — TN —TEHIOFNSEESR—RCEELET, ROa~v RO%, TLVA RN T
TV = a XTI LT sysim T — X OB A~D A N — U TR L E T,

switch (config) # telemetry
switch (config-telemetry)# subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000

O Y — T N—T LR E 1 OOV T A ) S g )y TEET, oo
TAI Y FaiFi, A—HVRy N R—FM/1DF—F % 45DORN A0 T LI
ARM)—=I T LET,

switch (config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor) # destination-group 200

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 10000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 200

Wi, B — I N—TITEBEDO R EED, e/ V— T ICEROSERET e v A v E
G, YT R ) Fa v EBEEOR Y — SV —F L5 S —TF ) 7 TE B R FOR
L7,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor) # path sys/epId-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry) # sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor)# path sys/ipv4 depth 0

switch (config-telemetry) # sensor-group 300
switch (conf-tm-sensor)# path sys/fm depth 0
switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000

Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ')—X 103 (x) .



EFLEHETLA Y |
B .7 rvonmesstERoRT

switch (conf-tm-sub)# dst-grp 100
switch (conf-tm-sub)# dst-grp 200

switch (conf-tm-dest)# subscription 900

( )
switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 300 sample-interval 0
switch (conf-tm-sub) # dst-grp 100
switch (conf-tm-sub)# dst-grp 300

ZOFENZRT XL 912, show running-config telemetry ==~ > &M L TT L A + VSR A Tk
BTEET,

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch(conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry
destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

T LA KR DB EREFRIRDERT

WD NX-OS CLIshow 2~ > R&EEHA LT, 7L A U O, HeHE#H, =7 —, BIO
tyvarERERRLET,

show telemetry control database

WIZ, TV AN O E KL CWANET —F _XR—ADa~v REFRRLET,

switch# show telemetry control database ?

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode
destination-groups Show destination-groups

destinations Show destinations

sensor-groups Show sensor-groups

sensor-paths Show sensor-paths

subscriptions Show subscriptions

| Pipe command output to filter
switch# show telemetry control database

Subscription Database size = 1
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100 DME NX-API

Sensor Group Database size =1

Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
100 Timer 10000 (Running) 1

Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control stats

wIZ, T LA N OIS 2T — 2 N— A OMFHERO =~ FeRRLET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures
Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures
Sensor path Database creation failures

Sensor Group Database creation failures
Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures

O O O O O O OO OO0 0O0O0O0O0oooooo
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Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

O O O O O OO OO0 O0OO0OO0O0O00O0O0O0O0O0O0OO0OO0OOOOLOOLOLOLOOLOO OO

switch# Destination Database size = 1
Dst IP Addr Dst Port Encoding Transport Count
192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Wz, T—XWEICET et EROa~r RERRLET,

switch# show telemetry data collector brief

show telemetry data collector details

KIZ, TRTOE Y= R2AOFEME G, 7 — X IRIZET 23R ME G RO~ M
FRLET,

switch# show telemetry data collector details
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show telemetry event collector errors

FLA by o emtERox® [

sys/fm

Zoawry NE, A avrya il =kt e 2R LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures
Authentication Failures

Authentication Refresh Failures
Authentication Refresh Timer Start Failures
Connection Timer Start Failures
Connection Attempts

Dme Event Subscription Init Failures
Event Data Enqueue Failures

Event Subscription Failures

Event Subscription Refresh Failures
Pending Subscription List Create Failures
Subscription Hash Table Create Failures
Subscription Hash Table Destroy Failures
Subscription Hash Table Insert Failures
Subscription Hash Table Remove Failures
Subscription Refresh Timer Start Failures
Websocket Connect Failures

show telemetry event collector stats

W

Zoa<wy Rt T TOEB VY — RZADONF
FKRLET,

switch# show telemetry event collector stats

Collection Count Latest Collection Time

show telemetry control pipeline stats

|
O O OO OO0 WwWwWooo oo

e AR aL sy VICET AR

ZoawrRiE, TLA MY AT U OHEFERLET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:
Node Create Fail = 0

Event Collector:
Errors:
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Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0

Queue Statistics:
Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Data Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

show telemetry transport

WIZ, RSN TWABTRCOEREY Yy a VOl ZFERLET,

switch# show telemetry transport
Session Id IP Address Port Encoding Transport Status

0 192.168.20.123 50001 GPB gRPC Connected

show telemetry transport <session-id>

WDa<wy RTIE, BEDIEY Yy v a v OFEMLE Yy Y a VIEFRRFEREINET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected
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Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224
Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235
Encoding: JSON

Transport: HTTP

Status: Disconnected

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

show telemetry transport <session-id> stats

WIZ, FFEDHREE v a VOFFloa~y RERLET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors

WD a<r RTIE, BEDHEEY v a3 VORI — O ERNERINET,

switch# show telemetry transport 0 errors

Session Id: 0
Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912 PST
Disconnect Count 0
Last Disconnected: Never
Transmission Stats
Transmit Count: 1225
Last TX time: Tue May 02 11:40:03.531 PST
Min Tx Time: 7 ms
Max Tx Time: 1760 ms
Avg Tx Time: 500 ms

TLA M) AT E FL—RIEHROTRT

ns e FL—AERERRTDHIIE, RONX-OSCLI 2~ REFHLET,
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switch# show tech-support telemetry > bootflash:tmst.log

NX-API ZER L=T L A~ DIER

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical
structure of objects as shown in DME ™7 L X |k U £ /L, on page 139. Following are the main objects
to be configured:

 fmEntity — Contains the NX-API and Telemetry feature states.
» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

» telemetryEntity — Contains the telemetry feature configuration.

* telemetrySensor Group — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

« telemetryRtSensor GroupRel — Associates the sensor group with a telemetry subscription.

* telemetrySensor Path — A path to be monitored. The sensor group can contain multiple
objects of this type.

* telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

« telemetryRtDestGroupRel — Associates the destination group with a telemetry
subscription.

* telemetryDest — A destination address. The destination group can contain multiple objects
of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.

* telemetryRsDestGroupRel — Associates the telemetry subscription with a destination
group.
« telemetryRsSensor GroupRel — Associates the telemetry subscription with a sensor group.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.
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\)

Note For detailed instructions on using the NX-API, see the Cisco Nexus 3000 and 9000 Series NX-API
REST SDK User Guide and API Reference.

Before you begin

Your switch must be configured to run the NX-API from the CLI:

switch(config)# feature nxapi

SUMMARY STEPS
1. Enable the telemetry feature.
2. Create the root level of the JSON payload to describe the telemetry configuration.
3. Create a sensor group to contain the defined sensor paths.
4. Define a telemetry destination group.
5. Define a telemetry destination profile.
6. Define one or more telemetry destinations, consisting of an IP address and port number to which
telemetry data will be sent.
7 Create a telemetry subscription to configure the telemetry behavior.
8. Add the sensor group object as a child object to the telemetrySubscription element under the root
element (telemetryEntity).
9. Create a relation object as a child object of the subscription to associate the subscription to the
telemetry sensor group and to specify the data sampling behavior.
10. Define one or more sensor paths or nodes to be monitored for telemetry.
11.  Add sensor paths as child objects to the sensor group object (telemetrySensor Group).
12. Add destinations as child objects to the destination group object (telemetryDestGroup).
13.  Add the destination group object as a child object to the root element (telemetryEntity).
14. Create a relation object as a child object of the telemetry sensor group to associate the sensor group
to the subscription.
15. Create arelation object as a child object of the telemetry destination group to associate the destination
group to the subscription.
16. Create a relation object as a child object of the subscription to associate the subscription to the
telemetry destination group.
17.  Send the resulting JSON structure as an HTTP/HTTPS POST payload to the NX-API endpoint for
telemetry configuration.
DETAILED STEPS
Command or Action Purpose
X w71 |Enable the telemetry feature. The root element is fmTelemetry and the base path for
this element is sys/£m. Configure the admin$t attribute
Example:
as enabled.
{
"fmEntity" : {
"children"™ : [{
"fmTelemetry" : {

Cisco Nexus 3500 Series NX-0S Programmability Guide. ') ')—X 103 (x) .



. Configuring Telemetry Using the NX-API

EFLEHETLA Y |

Command or Action

Purpose

"attributes" : {
"adminSt" : "enabled"

RTFw J2 |Create the root level of the JSON payload to describe the | The root element is telemetryEntity and the base path
telemetry configuration. for this element is sys/tm. Configure the dn attribute as
Example: sys/tm.
{
"telemetryEntity": {
"attributes": {
"dn" . "Sys/tm"
} r
}
}
AT w73 |Createasensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class
Examole: telemetrySensor Group. Configure the following
ple: attributes of the object:
"telemetrySensorGroup": { * id — An identifier for the sensor group. Currently
"attr iguteszé { only numeric ID values are supported.
” i ” : ” ” ,
"rn": "sensor-10" * rn — The relative name of the sensor group object
), wchildren™: [{ in the format: sensor-id.
}]
} Children of the sensor group object will include sensor
paths and one or more relation objects
(telemetryRtSensor GroupRel) to associate the sensor
group with a telemetry subscription.
X Fw 74 |Define a telemetry destination group. A telemetry destination group is defined in
telemetryEntity. Configure the id attribute.
Example:
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
X w 75 | Define a telemetry destination profile. A telemetry destination profile is defined in

Example:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"

telemetryDestProfile.

* Configure the adminSt attribute as enabled.

* Under telemetryDestOpt Sour cel nter face, configure
the name attribute with an interface name to stream
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Command or Action

Purpose

b

"children": [

{

"telemetryDestOptSourcelInterface":

"attributes": {
"name": "loO"

}

data from the configured interface to a destination
with the source IP address.

X w6 |Define one or more telemetry destinations, consisting of | A telemetry destination is defined in an object of class
an [P address and port number to which telemetry data | telemetryDest. Configure the following attributes of the
will be sent. object:

Example: » addr — The IP address of the destination.
( * port — The port number of the destination.
"telemetryDest": { . . . . .
wattributes": | * rn — The relative name of the destination object in
"addr": "1.2.3.4", the format: path-[path].
enc": "GPB", .
"port": "50001", » enc — The encoding type of the telemetry data to
"proto": "gRPC", be sent. NX-OS supports:
"rn": "addr-[1.2.3.4]-port-50001"
} * Google protocol buffers (GPB) for gRPC.
}
} * JSON for C.
* proto— The transport protocol type of the telemetry
data to be sent. NX-OS supports:
* gRPC
« HTTP
AT w J7 |Create atelemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class

behavior.

Example:

"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"

}, "children": [{

H]

telemetrySubscription. Configure the following attributes
of the object:

* id — An identifier for the subscription. Currently
only numeric ID values are supported.

* rn — The relative name of the subscription object
in the format: subs-id.

Children of the subscription object will include relation
objects for sensor groups (telemetryRsSensor GroupRel)
and destination groups (telemetryRsDestGroupRel).
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Command or Action

Purpose

ATvT8

Add the sensor group object as a child object to the
telemetrySubscription element under the root element
(telemetryEntity).

Example:
{

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

ATvT9

Create a relation object as a child object of the
subscription to associate the subscription to the telemetry
sensor group and to specify the data sampling behavior.

Example:

"telemetryRsSensorGroupRel": {

"attributes": {

"rType": "mo",

nynts
"rssensorGroupRel-[sys/tm/sensor-10]",

"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",

"tDn": "sys/tm/sensor-10",

"EType": "mo"

The relation object is of class

telemetryRsSensor GroupRé and is a child object of
telemetrySubscription. Configure the following attributes
of the relation object:

* rn — The relative name of the relation object in the
format:
r ssensor GroupRel-[sys'tm/sensor-group-id].

» samplelntvl — The data sampling period in
milliseconds. An interval value of 0 creates an
event-based subscription, in which telemetry data is
sent only upon changes under the specified MO. An
interval value greater than 0 creates a
frequency-based subscription, in which telemetry
data is sent periodically at the specified interval. For
example, an interval value of 15000 results in the
sending of telemetry data every 15 seconds.

* tCl — The class of the target (sensor group) object,
which is telemetrySensor Group.

* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.

* rType— The relation type, which is mo for
managed object.

* tType— The target type, which is mo for managed
object.
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Command or Action Purpose

X+ 710 |Define one or more sensor paths or nodes to be monitored | A sensor path is defined in an object of class
for telemetry. telemetrySensor Path. Configure the following attributes

Example: of the object:

Single sensor path * path — The path to be monitored.

* rn — The relative name of the path object in the
{ format: path-[path]

"telemetrySensorPath": ({

"attributes": { * depth — The retrieval level for the sensor path. A

path”: "sys/cdp", depth setting of O retrieves only the root MO

"rn": "path-[sys/cdpl", .

"excludeFilter": ", properties.

"filterCondition": "", . . . .

- w. om " « filter Condition — (Optional) Creates a specific
path": "sys/fm/bgp", P P

"secondaryGroup": "0", filter for event-based subscriptions. The DME

"secondaryPath": ", provides the filter expressions. For more information
depth™: "0 regarding filtering, see the Cisco APIC REST API

} Usage Guidelines on composing queries:
} https://www.cisco.com/c/en/us/td/docs/switches/
datacenter/aci/apic/sw/2-x/rest_cfg/2 1 x/b_Cisco
APIC REST API Configuration Guide/b_Cisco
. APIC REST API Configuration Guide chapter
Multiple sensor paths 01.html#d25¢1534a1635

Example:

"telemetrySensorPath": {
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetrySensorPath": {
"attributes": {

"excludeFilter":
"filterCondition": "",
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

Example:
Single sensor path filtering for BGP disable events:

"telemetrySensorPath": {
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Command or Action

Purpose

"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

AT w711 |Add sensor paths as child objects to the sensor group
object (telemetrySensor Group).
AT w 712 |Adddestinations as child objects to the destination group
object (telemetryDestGroup).
AT w 713 | Add the destination group object as a child object to the
root element (telemetryEntity).
X 714 |Create a relation object as a child object of the telemetry | The relation object is of class
sensor group to associate the sensor group to the telemetryRtSensor GroupRel and is a child object of
subscription. telemetrySensor Group. Configure the following
attributes of the relation object:
Example:
* rn — The relative name of the relation object in the
"telemetryRtSensorGroupRel™: { format: rtsensor GroupRd-[sys/tm/subscription-id)].
"attributes": {
"rn": * tCl — The target class of the subscription object,
"rtsensorGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription",
} "tDn": "sys/tm/subs-30" * tDn — The target distinguished name of the
) subscription object, which is sys/tm/subscription-id.
R w 715 |Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:
Example:  rn — The relative name of the relation object in the
format: rtdestGroupRel-[sysitm/subscription-id].
"telemetryRtDestGroupRel": { L .
"attributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription", * tDn — The target distinguished name of the
} "tDn": "sys/tm/subs-30" subscription object, which is Sys/tm/subscription-id.
}
X w 716 |Create a relation object as a child object of the The relation object is of class telemetryRsDest GroupRel

subscription to associate the subscription to the telemetry
destination group.

Example:

and is a child object of telemetrySubscription. Configure
the following attributes of the relation object:
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Command or Action

Purpose

"telemetryRsDestGroupRel": {

"attributes": {
"rType" . "mO",
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType" . "mO"

* rn — The relative name of the relation object in the
format:
rsdestGroupRe -[sys/tm/destination-group-id].

* tCl — The class of the target (destination group)
object, which is telemetryDestGroup.

* tDn — The distinguished name of the target
(destination group) object, which is
sys/tm/destination-group-id.

* rType— The relation type, which is mo for
managed object.

* tType— The target type, which is mo for managed
object.

ATy 711

Send the resulting JSON structure as an HTTP/HTTPS
POST payload to the NX-API endpoint for telemetry
configuration.

The base path for the telemetry entity is sys/tm and the
NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json

Example

The following is an example of all the previous steps collected into one POST payload (note that

some attributes may not match):

{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1o0"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFilter":
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {
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"addr": "10.30.217.80",
"port": "50051",
"enc": "GPB",

"proto": "gRPC"

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

NX-API ZERA L =T L A ') DB

BEADARY—ZI2F /IR

ZOFITIX, XA sys/cdp B LW sys/ipva AERAL1.2.3.4 F— b 50000 125 LI A b
V=074 T 2707y araERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1i0",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
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"attributes": {
"rn "rtsensorGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

"w.

}
b A
"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn "path-[sys/cdp]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"w.

}
b A
"telemetrySensorPath": {
"attributes": {
"path": "sys/ipv4",

"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

}]
}
b A
"telemetryDestGroup": {
"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

H
}
e A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
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"children": [{
"telemetryRsDestGroupRel": {
"attributes": {

"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType": "mo"

"
’

}
e A
"telemetryRsSensorGroupRel": {
"attributes": {

"rType": "mo
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",
"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

"
’

BGP BAID 7 1 JL B &4

WKDORA 11— KOF T, telemetrySensorPath MO D filterCondition JEMEIZ Nt > T BFP #4EE
DN TCND EXIZ N Y W —ENbEMEANNCLET, T—%1L10.30.217.80 K—F
50055 [CA MY —I 7 &NET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
"id": "10"

}
"children": [{
"telemetrySensorPath": ({
"attributes": {

"excludeFilter":
"filterCondition": "eqg(fmBgp.operSt,\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
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}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",
"port": "50055",
"enc": "GPB",
"proto": "gRPC"

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0",
"tDn": "sys/tm/sensor-10"

}
}I
{
"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"
}
}
}
]

FLARYEREDE=HDPostmana LY > 3 > DFEA

Postman = L' 7 > a > OfliL, 7L A b UBBEDOHEK Z Bis3 2 HFIETHY, 1 DD~
ABR—=RTTRTOT LA R CLIKHSET Db DEFETTEET, GFHDTHFA D =T 4
Z—uHLTADRDY 7 DT 7 ANEEFE L, XA n— Re=—XZH5DETHERL T,
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

DME®DTL A Y ETIL

TLAN) TV r—a 0%, ROWEEEFSDME TET UL ERE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
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| --property
| @name:adminSt
| @type:AdminState

|----mo [name:SensorGroup]
| | @name:SensorGroup
| @label:Sensor Group
| --property
| @name:id [key]
| @type:string:Basic
|
| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| --property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

| -——-mo [name:DestGroup]
| | @name : DestGroup
| | @label:Destination Group
| | --property

| | @name:id

| | @type:string:Basic

| |

| |--—-mo [name:Dest]

| | @name:Dest

| | @label:Destination
| | -—property

| | @name:addr [key]

| | @type:address:Ip

| | @name:port [key]

| | @type:scalar:Uintlé
| | @name:proto

| | @type:Protocol

| | @name:enc

| | @type:Encoding

|

|

-—---mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| @type:scalar:Uint64
|-—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
| -—---reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
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@label:Link to destGroup entry

TOMDSEEH
Epekee

BEEIEE TZaTFILEA kL

VXLAN EVPN ®7 L A b U BB ORERSF],  |[[VXLANEVPN Y U =2—32 5 v OF7 L A KU &
B (Telemetry Deployment for VXLAN EVPN

Solution) ]
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eBGP /L —FT 4 7 A L AZ L ZADHIRIZDOWNT (148 ~—20)
« OpenConfig 7 R— s DOHFZME (150 =2—)

OpenConfig YANG (2D (VT

OpenConfig YANG I, HEEMOMERSCET VR OEH L Bl & BHo*y hU—%
> 7O EZ Y AR— K LTWET, OpenConfigix, X~ NV —27 Dkt T=X 1 T D=9
ICRE—IRTF L2 WT— % BT VAR LET, o, TR VT va b ARV MHE
AR =728, TVETANSL T v va TETA~NOBTEE LET,

CiscoNX-0S U U —29.2(1) LAKE, MEIAVEERET= Y 7 IZhlz > THAR— B3 BEMS N TWET,
ZN 5T, BGP, OSPF, A % —7xA AL2 % L3, VRF, VLAN, TACAC "&£ ¥,

OpenConfig YANG DOFEREIZ DU TIX,  TOpenConfig YANG (22T ML T ZE WY,

Cisco NX-08 9.2 (1) @ OpenConfig &7 /M2 OWTIE, [YANG EF/L92(1)) 2#BMRLTL
72 &y, OpenConfig YANG “E 7 /Ui CiscoNX-0S U U —R T L2/ N — L EN TS 728,
CiscoNX-0S V V —ZAFSZNEF S5 &, URL DREOHINER INET,

OpenConfig YANG D i1 K54 > L HIREIE

OpenConfig YANG (21, IRDATA KT A > EHIIREFEENH D £,
+ OC-BGP-POLICY (Zi%. ¥ OpenConfig YANG fi|[R23&% 0 F§ :

o TV vay XA 7L, community-set BXLWas-path-set (ZX L CTHIZ[FFAI
(permit) ]1&N, kO TFHIC@EAINET,

* /bgp-defined-sets/community-sets/community-set/

* /bgp-defined-sets/as-path-sets/as-path-set/
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OpenConfig YANG |
. OpenConfig YANG D/ A K51 > L HIfREIE

OpenConfig YANG (Z/%, community-set 3L Was-path-set ® CLIIZH D &L 5
BT vary XA TOMRITHY F¥A, LEER-T, community-set IO
as-path-set D7 7 ¥ 3 v XA T2 permit TI,

Z O3y T i, RO OpenConfig YANG fHllBR2N# H S vk 5,

/bgp—deflned sets/community-sets/community-set/

CLI TiX. community-list {ZiX, BEHELIED 2 DORRDL 24 T08H D £7,
7272 L. OpenConfig YANG 367‘/1/’(61\ community-set-name (% D K 9 72Xl
EH0 FE A,

OpenConfig YANG % f#if] L C community-set-name Z/EkT 5 L, RO ENN
HTHRAELET,

s community-member NEAERX (AS:NN) DA, community-set-name D
BT std V74 v ARBIMENET,

s community-member NEMERX (IEHEH) OBA. community-set-name
DIRIZ exp V7 4 v 7 2 BEMSNET,

<community-set>
<community-set-name>oc commsetld</community-set-name>
<config>
<community-set-name>oc commsetld</community-set-name>
<community-member>0:1</community-member>
<community-member> 1 </community-member>
</config>
</community-set>

L™ OpenConfig YANG #/%1X, k® CLIIZ~ v 7 & ET,

ip community-list expanded oc commsetld exp seq 5 permit " 1 "
ip community-list standard oc commsetld std seq 5 permit 0:1

Z DO a7 X, D OpenConfig YANG il FE23EH X v E T,

/bgp—condltlons/match community-set/config/community-set/

OpenConfig YANG (X1 2D a3 a2=7 4 &y MDAy L7 TEETN, CLI
Faia=74 By hOBEEDOA L AZ A= TEET,

« CLI D545 -

ip community-list standard 1-1 seq 1 permit 1:1
ip community-list standard 1-2 seq 1 permit 1:2
ip community-list standard 1-3 seq 1 permit 1:3

route-map To LC permit 10
match community 1-1 1-2 1-3

« %Ji5 9% OpenConfig YANG XA 17— RIZRD L B0 TT,

<config>
<routing-policy xmlns="http://openconfig.net/yang/routing-policy">
<defined-sets>
<bgp-defined-sets xmlns="http://openconfig.net/yang/bgp-policy">
<community-sets>
<community-set>
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<community-set-name>cs</community-set-name>
<config>
<community-set-name>cs</community-set-name>
<community-member>1:1</community-member>
<community-member>1:2</community-member>
<community-member>1:3</community-member>
</config>
</community-set>
</community-sets>
</bgp-defined-sets>
</defined-sets>
<policy-definitions>
<policy-definition>
<name>To LC</name>
<statements>
<statement>
<name>10</name>
<conditions>
<bgp-conditions xmlns="http://openconfig.net/yang/bgp-policy">

<match-community-set>
<config>
<community-set>cs</community-set>
</config>
</match-community-set>
</bgp-conditions>
</conditions>
</statement>
</statements>
</policy-definition>
</policy-definitions>
</routing-policy>
</config>

[EI3EE5 & LT, OpenConfig YANG Z /1 L CHBD AT — AV FEFO1HD0DaI
=7 4 ZAER L,

ip community-list standard cs_std seq 5 permit 1:1
ip community-list standard cs_std seq 10 permit 1:2
ip community-list standard cs_std seq 15 permit 1:3
route-map To LC permit 10
match community cs_ std

R @ OpenConfig YANG filfRAY Z D = 7 FITH S v E T,
/bgp-conditions/state/next-hop-in

OpenConfig YANG ClX, next-hop-in ZA 71X 1P 7 KL AT¥ 23, CLI CTiXIP 7
V74w ATY,

OpenConfig YANG % /1 L C next-hop-in Z/ER T D8, IP 7 KL A X CLI&E T
[32) =<2 TVv7 4 v 7 AEBENET, #:

« LI'FiX. OpenConfig YANG <+ B2 — F® next-hop-in O#|TY,

<policy-definition>
<name>sc0</name>
<statements>
<statement>
<name>5</name>
<conditions>
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<bgp-conditions xmlns="http://openconfig.net/yang/bgp-policy">

<config>
<next-hop-in>2.3.4.5</next-hop-in>
</config>
</bgp-conditions>
</conditions>
</statement>
</statements>
</policy-definition>

« UL FiZ. CLI TOlE UIFHoOFI T,

ip prefix-list IPV4 PFX LIST OPENCONFIG sc0O 5 seq 5 permit 2.3.4.5/32
route-map scO permit 5
match ip next-hop prefix-list IPV4 PFX LIST OPENCONFIG scO 5

+ OC-BGP-POLICY (2%, KD NX-0S #lB23H 0 £,

* /bgp-actions/set-community/config/method enum "REFERENCE" |3 " —
SN TWER A,

» /bgp-actions/config/set-next-hop ? OpenConfig YANG &7 /L CH AR — b &
AUTW D enum "SELF" [TV AR — F S TWEH A,

* OC-BGP-POLICY D¥;

4. /bgp-conditions/match-community-set/config/community-set I,
match community <community-set> stdZDAV Y FINLHDT, fEHEII 2=
TADHEPYR—FENET, HLEaI2=T 1y b~O—FIVR— SN TVEE
Moo

X7y NOERFALE Y MIBHEREIN TV Z®, match-tag-set DEHITIT
HIRRA B 0 F7,

BIfE, match-tag-set ZEX X 5 L, ENBEMINET, match-tag-set ZE Xt
2B, ENEHIBRL TG, b9 —EERLET,

« FIPS (2%, OSPF OpenConfig YANG D I L OVHIKFHEAEH S E T,

+ OSPF Cx= U 7H#E AR L CHIBR T2 &, HIBRshz=U 7 (v b U) B5 &
fiix DME IZERENET, ZhbD =Y 7 = kUi, OpenConfig YANG O
GETCONFIG/GET i jizRr s £,

* OSPF /R J ¥*—match ospf-area k™ OpenConfig YANG THAHR— hxihvH =Y
71X 12720 T4, CLI TiX. matchospf-area 100 101 72 &', ¥V 72— 5
X HICRRETE £, 7272 L. OpenConfig YANG TlE, 1 2D 7 DHEFHRETE
F7 (7% Z21E. match ospf-area 100) ,

e UTHRBY VI BROZ YT A F—T = A AfEHSA 2 — NI, ALV 7T VU
ZPDOTICELS Z&IFTEERAL, =V 7 a7 F XA u—FRZE LA 1— XN
ORI 7 2T A BZ =Tz A XY T L LTHEILET,
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» MD5 FBFESCF41E, OSPF OpenConfig YANG Tk T £ A,
OSPF 7 /LTI, FRAEICH U TRREX A TR ER SN TVE T,

leaf authentication-type {
type string;
description
"The type of authentication that should be used on this
interface";

}
OSPF OpenConfig YANG L, R85/ XAV — RKOF v a &V R—FLTWERA,

« OSPF = U 7RG IZ Y A — S TWERHA, 7oL xIE, area 0.0.0.200
authentication message-digest |¥. OpenConfig YANG 7" HEEE TE £H A,

CFTFN DR NI = A AFATTO haL arFFEEIGB LTS, F T+
v ]\ @ VRF (72 & %1%, router ospf Urouter bgp 1) 1Z#%47 % OSPF/BGP A > A ¥
AREFHIBRESNERE A,

« XIZ, OpenConfig ~2A & — R & Cisco Nexus 9000 f > % —7 = A A VLAN &% E 2B
TOHEEFHEMRFHEZRLET,

chFL s E—F AL X —T = AL T 7 VLAN %[ U OpenConfig ~A 17— KT

FIRFICAERR L LD &5 &, WP IEFIZE T LERA, Z7EL, 1 va— NE5E
LChI0 7 B= RN AU F—T A AVRYNTIEE S, KITHT 7 VLAN A3k
FEansd &, BRITEFICETLET,

CiscoNX-OS A v Z#—T =2 A ATIX, A v H—T =4 AE— RKDF 7 % /L ~Milt access
T¥, MU IBEEORELYREET DI, YIS o F—T =4 X ET— K& trunk
WWEBRLTHD, N7 7 VLANHIFZRET D LERH Y £79, 2 b ORERKIE
BB DA B— R TITVET,

WOHNE, hT 7 F—F& VLAN @FHEZRETH7ODEBI DO~ v — FERL
TWET,

B, A2 =T A X% T 7 F— RICRET LA 21—,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<interfaces xmlns="http://openconfig.net/yang/interfaces">
<interface>
<name>ethl/47</name>
<subinterfaces>
<subinterface>
<index>0</index>
<config>
<index>0</index>
</config>
</subinterface>
</subinterfaces>
<ethernet xmlns="http://openconfig.net/yang/interfaces/ethernet">
<switched-vlan xmlns="http://openconfig.net/yang/vlan">
<config>
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<interface-mode>TRUNK</interface-mode>
</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>
</edit-config>
</rpc>

5] 2, VLAN #HHZ BT 5 XA 52— K,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<interfaces xmlns="http://openconfig.net/yang/interfaces">
<interface>
<name>ethl/47</name>
<subinterfaces>
<subinterface>
<index>0</index>
<config>
<index>0</index>
</config>
</subinterface>
</subinterfaces>
<ethernet xmlns="http://openconfig.net/yang/interfaces/ethernet">
<switched-vlan xmlns="http://openconfig.net/yang/vlan">
<config>
<native-vlan>999</native-vlan>
<trunk-vlans xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
nc:operation="delete">1..4094</trunk-vlans>
<trunk-vlans>401</trunk-vlans>
<trunk-vlans>999</trunk-vlans>
</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>
</edit-config>
</rpc>

+ OpenConfig YANG O FHZ L VW, VLAN 2% ET 554, -/ 2— KN VLAN &
AV H =T 2 ATTTICRESINTWVD VLAN L ORICEBENH > Tt 4
ho A —3—=F o TINFHET D545, OpenConfigiZ X DHERITRM L EF, (¥ —
7 oA ATERE I TS VLAN A3, OpenConfig A 2— K VLAN &t #7325 = &
ZHER L TLIEE W, #iPHNOBME VLAN LT VLAN ICEHCEE L TLE S0,

BGP IL—T 4 2T A VR RA 2V ADHEIBRIZDULNT

OpenConfig YANG * v hU—27 A 2% A (OCND) %M LT, BGP/L—T (27 A
AR ABEEEIETAD TR, 74/ O VRF O BGP O A ZHIRELE S &35
L. 7 b3 L/BGP L)L TBGP f[HFHRMAHIBR SN W EXH D £3, ZOWRMTIE, <A
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BGP L—F 1 >4 4 v 252 v 20EIRIzOVT [

n— RIZHfEV AT AFFEETe7 1 b a/LE721EBGP L~V THIERRN Thud & BGP/L—
T AT A VAR ARRPEIBRENDDTIERL . T 74/ b®D VRF OF%E DD HIEE S
nEJ,

PUFiE, BGP ®F 7 4/ b VRF THEZHIBRT 272D SN 521 v — ROfITT,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<network-instances xmlns="http://openconfig.net/yang/network-instance">
<network-instance>
<name>default</name>
<protocols>
<protocol>
<identifier>BGP</identifier>
<name>bgp</name>
<bgp xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
nc:operation="delete">
<global>
<config>
<as>100</as>
</config>
</global>
</bgp>
</protocol>
</protocols>
</network-instance>
</network-instances>
</config>
</edit-config>
</rpc>

FHENDEE : BGP L —T 4 7 A U AZ AR EZHIRT 20ERH Y £, L,
no router bgp 100 & [A1%: T,

EMEDOEIME : 57 4/ b VRF ® BGP LD A NHIR &S, [AEOH —O CLIFKKIZH » 8
Ao

HIBRIRAERT O FATHERIIR D L B0 T,

router bgp 100
router-id 1.2.3.4
address-family ipv4 unicast
vrf abc
address-family ipv4 unicast
maximum-paths 2

BRI ERR DO FATHERIIR D LY T,

router bgp 100
vrf abc
address-family ipv4 unicast
maximum-paths 2
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. OpenConfig ¥ 7/R— ~ DHEZIE

OpenConfig &/ R— DAL

Jur7<wve s 4 =—Tx b (NETCONF, RESTCONF, # JLU'gRPC) T OpenConfig ¥
N— N2 HNEITEZT 521, [[no] feature openconfig] Zi%E L E 7, i :

switch (config)# feature netconf
switch (config)# feature restconf
switch (config)# feature grpc
switch (config)# feature openconfig

\}

GE) Lo U Y — AT, mtx-openconfig-all RPM (ZEBNIC X 7> v — RLTA A h—/L L
TWELEZ, 20Xy RiE, 102Q) VY —ATEEILESATHET,
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XMLEHEA Z2—T 24X

Z 2T, IROWNFITHOWTEBA L E1,

e XML FHLA L X —T = A ZIZHOWNWT (151 =)

« XML &HA  H—T = A AD T A & A on page 153

« XML A o F—T = A A& 5 72O ORISR, on page 153
« XML BHA Z —7 = A Z%AHi [, on page 153

« U TNV XML A AZ AT HIEHR (166 ~—)

« ZDMDOBEEEL on page 173

XMLEHEA U F3—TJ x4 RIZDWT

XMLEEA V23— x4 XIZTDWT

XML EBRA LV H—T oA AL TT N, AR TEEST, 41X —7 =1 AL XML
NR—=ADFy N =7 #7710 k2L (NETCONF) ZHALEd, Zhicky, T4 2%
BHL, /X =724 AN LTXMLEBY —LVEZ 7 e s I abi@fETcEEd,
NETCONF @ Cisco NX-OS 3 A TliL, 7 /34 A & Diff51Z Secure Shell (SSH) & v = v %
AT 208ER™"H 4,

NETCONF (X, VE— bk 7oy —U% a2—/L (RPC) A vE—TWICT A AEREFREZ D
% Z LINT& D XMLSchema (XSD) #fH L CEASNET, RPC A vE—YHAMND, T3
A RZF TS HTWa~wy RO A FIZ—ET % NETCONFH#ED 1 D% L 7, NETCONF
ZHEHALT, 734 ATCLIa~ > ROty h&KZERETE £7, NETCONF OffEHIZoWN
TiX. NETCONF XML A > A% > ADAERL, on page 156 & RFC 4741 25 L T 72 & 0,

SSH % 41" L 7= NETCONF O FH DOFEMIZ O\ TIL, RFC4742 #2L T 72 &0,
OB aviE, RO Ny 7 TR ENTWET,

* NETCONF L A -, on page 152
* SSH xmlagent, on page 152
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XMLEEAS v2—Tx4R |
B nerconeL v

NETCONF L 1 ¥

NETCONF LA FiZkD L0 T :

Table 10: NETCONF L A 7

L1y 15|

FF U AR—K 7 han SSHv2

RPC <rpc>, <rpc-reply>

EHE <get-config>, <edit-config>
arTY show £721X K =~ K

LA FiX. 4 2@ NETCONF L A ¥ DA T4,

*SSH hF vV AR—hK Fa baj— 7 54T k&P —REORETNE S b 2Tt L

S
sRPCH 7 : VI ZREZMNLDOEa~ R, ZIUIHIET D XML —30 0 D JRE %
BALET,

* NETCONF #{E4 7 : #ia~v RO A TR LET,
« KGANT 7 A N — RS D HEERED XML £H A2 R L £,

SSH xmlagent

FTNAA Y7 T, SSH/N— 3> 2 %4 L72 NETCONF % # 7R — k3% xmlagent &
FEiEIL D SSH — b 2 &4k L 9,

\)

Note

xmlagent —E A (X, CiscoNX-OS ¥ 7 h 7 =7 TiZ XML %— R LI E 9,

NETCONFover SSH (X, 7 74 7> b & XML % — 3D hello A v E—Y DN GIEE D F
To MDD, 7747 MEIXMLERZEFF L, —NIXMLSETINE LET,
I I7A T NP —NE, LFV— T UASTEREINEEZK T LES, ZOXFI—F A
I XML TIXARTIZARWNW=D, 7747 hEV—rNF A v =BT T 50 & fifIR
T, WEORMINHERFINET,

Z @O NETCONF XML A > A% > ADVERK, on page 156 &7+ a2 > Cld, T %5 XML %
A VAL AETEFETDH XML AF—< 2OV T L E3,
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| xmLg®s 2—0(4R
MLEES L 8—T 14 2051t 2EH [

XMLEEA VA—TJ A ADSA U RAEH

W i
Cisco NX-OS XMLEHA A —T =2 — A 2ET7 A o A%
VEHY ERA, T4V A N —I2E

FN TV WEREIT Cisco NX-0S 1 A —V|Z
N RLENTEY, EECRESNET,
NX-08 7 A & 2 FROFEMIZ OV T,
['Cisco NX-OSLicensing Guide] %z L T<
72E0,

XMLEBEA V23— A REERT 5=-HDRIHEEH

XML EBA 2 —T = A AT1E, IROFHESENH Y £,

e VI A T FMPCIZSSHV2 A VA N— AT HXLERNHY FT,

« 7547 > b PCIZ NETCONF over SSH %7K — h9 25 XML FEY — /L% A A F—)L
TOHMENRDY 7,
FTRA AD XML Y — N4 7y a VERETHLERH Y 1,

XMLEEA VA2 —J (A XA =EH

ORI a T, XMLEHA VX —T7 oA A FEVCHRLL TR 2 5IEICOWTEL
BALET, SRAADTFT 74V MRETCXMLEB A VX —T oA AR LET,

SSHEELUXMLY—/NA T a3 DER
FNRA AT T 4L B TSSHY— B A 2 —T L ENTWET, SSH ZENZT 5513,
7547 FPCTSSHY Yy v a &R T2AICHNCTILENHD £7,

XMLV —RNF 7 a2 LT, Rty aroeéET 75407y aDXA LT
7 hEFHETEET, XML F¥ =2 A2 FORFEABANICL T, XMLEYy v a v 27352
LHTEET,

N

Note XML Y— R HA LT T NEIT 7T 47 ByvariZiicEfcE sy,

SSH DRERLDOFERNZ DWW T, SHEHDO 7T v b7 3+ —2 D CiscoNX-0S ¥ = U 7 ( HEpk A
A FEZHLTLEEN,
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XML 2= ROFEHNZ DWW, ZHEHADT T v b7 4 —20 CiscoNX-0S VAT A <R
AV N HERHTA RESRLTLLIEEN,

SSH v < 3 %=L
WDEHravy REFEHALT, 279347 NPCTSSHR By ¥ a v 2B TXET,

ssh2 username@ip-address -s xmlagent

nyAya—F—4 TNAALADIPT NLA, i 2 —E X% AL ET, xmlagent H—
BRI, TAA A YT MU =T TIE XML = "IN E T,

\)

Note

SSH =2~ > FOLIE, 7594 T FPCOSSH Y 7 = TICk o TERRAZZERH
V) \i—g—‘o

XML # =35 hello A v b=V %2%EF LARWEAIL, ROFEEZHZRE LT IEEND,
o T34 AT SSH +— 3034 2—T )Ll > TWET,

o XML Y —/3 max-sessions 47> g L, T3 A~D SSH #EG OB AV HR— 5D
(T,

e TNRAZALEDHARZRXML ="ty aro—HnMERINTWEREA,

Hello A vt — U %%(E

XML Y —_—~DSSHE v v a T 5L, —NE T iThello A vE—U TIRE L,
P N—DEEE 7 T A 7 NMZIBH L E T — =ML O E R 2 WLBES 5 [i1IZ, hello A >
TV BB LT —N—IZ¥EEZ T RAZ A XTHMERH D £9, XML — 33— T HAR
BREDHZVR—F L, 7 T4 T bDODOEABEDLOYR—FEHEL TWET,

AT, ==L 05347 MDY T ID hello A v E—TTI,

)

Note

FTRTO XML R¥ =2 A2 ME, P> KT LT, SSH #H ¢ NETCONF TR
R=FINDLICTLHRENRDLY £7°,

== 5D hello A vy E—2
<?xml version="1.0"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:xml:ns:netconf:base:1.0</capability>
</capabilities>
<session-id>25241</session-id>

</hello>11>11>
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XSD 77 1 LOWE .

D347 b o® hello A ytE—2

<?xml version="1.0"?>

<nc:hello xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:capabilities>
<nc:capability>urn:ietf:params:xml:ns:netconf:base:1.0</nc:capability>
</nc:capabilities>

</nc:hello>]11>11>

XSD 7 714 ILDOEF

&

ATy T2
ATy T3
ATvT4

ATy TH
ATvT6

ATy F1

TIUYNL WO URLICHDH VAT YT b7 Zyrn—R 41 MIBELET,
http://www.cisco.com/cisco/web/support/JP/loc/download/index.html

V7 U xeT Fyru— R X=URHAEET,

(B DEIR] U A KT, Switches>DataCenter Switches>[~7'7 » k7 4 —24 (platform) 1>[E€7 /L (modd) ]
ZIEIR L £7,

BERWEI-D Cisco 21— W — L LTEFR A LTWRWESIL, Z2TCusfrdakoicF a7k
Li‘g—c)

VI M7= T A TOERY X L5, NX-OSXML Schema Definition. Z 3R L £,
HHgD U Y —2% B2 CDownload. #7 YV v 7 LE1

VI x A NSNS, BAORKEELY 7 2T A A=V 0ra— RT 572008 KEZ@EMAT 512
T, WOFNEEZFETLET,

Cisco =¥ RN —HW —EHFFREROENR & £,
WOTFNEIZHES T, Agreex 7 Vw7 LT 7 7ANVEPCIZHX T —RLET,

XML F¥ a3 A Y bZE XMLY—NNITEET S

vy RV VTHWESSHE Yy v a % LTXML R¥ =2 A2 F & XML — N2k 5T
B2, =T 4 X =B XMLTHX¥A haat— LT, SSHE v a ZiEo fHirE4, @
W, BEMbENTAY Y FEFEHLTXML F¥2 A2 bE XML $— N0EELETHA, 2
D51 T XML B —/3~0D SSH #:#5i A Wi T& £,

DAYy ROEEFHIZE-S T EE N

e v R/ Thello A v E—Y TFAMEHRRLT, SSHEY > 3 2B LT
EHIZXML — " hello A vE—VHEEELEIEEHERLET,
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XMLEEAS v2—Tx4R |
B nvetconExmL o 2 x5 L xR

« XML ERZHEETDHHINC, 7 T7A4 T FDhello A vE—YEEFELET, XML J—
T hello )& 2T IZEET DD, 77472 bhello A vE—YZ2%EE LR, BINO
ISBITERE SR ER A,

XML RF¥ = 22 MIEICLFEY—F U A P]> TRTLET,

NETCONFXML 1 > X & > ZAD1ERK

RPC # 78 L N NETCONF #/E % 7' NIZ XML 5 /3 ABEEZFTeZ £ 125 Y. NETCONF
XML A Vv AZ 2 AEERTE 9, XML 734 AEFE X, EHAEEZ CLI 2+ K% XML
74—~ b THIMEEX—AD XML A% —<EHE (XSD) V7 ALV TCEHZINFET,

DLFIE, 7b—AU—27 a2 5% XA MONETCONEXML UV 7 =X N TSN D % 7T,
BT FGAFRDVLF— a— R T =7 F o 7 ENTWET

«X— XML EE

*R—RPC VAKX T

« N — NETCONF #fE# 2

DT NARET

NETCONFXML 7 L—LT—7®a TxFX k

X <?xml version="1.0"?>

R <nc:rpc message-id="1" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" R
xmlns="http://www.cisco.com/nxos:1.0:nfcli”> N <nc:get> N <nc:filter type="subtree">
D <show>

<xml>

<server>

<status/>

</server>

</xml>

</show>

</nc:filter>

</nc:get>

</nc:rpc>11>11>

W =Z=2Z20000U0u

%

Note (150D XML ZF 4 X F7-IZXMLEBA L Z—T x4 AV —)LEFH LT, XML A >~
AL AR T D MENH Y T,

RPCUY TR %H%5 pe

9T NETCONF XML A > A X AL, RPC Y 7 A N X7 <rpe> CHMAT 2 MLENRNH Y
£9, RPC U= K & r<rpc> OFlIX, <rpe> EEZ M D message-id @& TR LT
WE T, message-id BIEIX, <rpe-reply>V 7 = A | LG & BIEAHT DO TE £,
<pe> /— Kb E72, RO XML ARTEMES bEERTWET,

* NETCONF 4 BiZEff]'E S : [urn:ietf:params:xml:ns:netconf:base:1.0] A HiZEM CEFR I N T
VN5 <rpe> & NETCONF # 7', netconfxsd A¥—~ 7 7 A4 JVIHFHELET,

o TR ADALFTZERE S : <tpe> & NETCONF % 72k > CThH 7 v/b ST /84 A X
713, MOARTZEMTER SN TWET, 73 AL FIZEM ITHEREFR M T, Cisco
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NX-OSHfES 713, SESERAFMEMTER SN TNET, RPCY 7 A h ¥ 7 <rpc>
X, nfcli BEREAE T 261 CTF, 7351 AD4FTZERN

[ xmlIns=http://www.cisco.com/nxos:1.0:nfcli] TH2HZ L& ES L TCWET, nfclixsd (21,
ZOAHZEMOERNPZENTVET, FMICOVWTE, XD 7 7 A VOEUT) (BT
L7 vareZRLTIIZEN,

RPC2 45 )Y TR

<nc:rpc message—-1d="315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

</nc:rpc>]11>11>

BERUIIR
PITFIL, #pkY 7 = 2 s T,

<?xml version="1.0"?>
<nc:rpc message-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<configure>
< XML MODE__exec_configure>
<interface>
<ethernet>
<interface>2/30</interface>
< XML MODE_if-ethernet>
< XML MODE_if-eth-base>
<description>
<desc_line>Marketing Network</desc line>
</description>
</ XML MODE if-eth-base>
</ XML MODE if-ethernet>
</ethernet>
</interface>
</ XML MODE exec configure>
</configure>
</nc:config>
</nc:edit-config>
</nc:rpc>11>11>

_ XML__MODE # 7%, NETCONF =— = M ko> THEIICHER S Ed, —Ho %
7%, FFED _XML_MODE O 7 & LTORFIELET, AX—~ 77 A NVEHRMID L,
XML CTCLI 2~ RERTHXTIZORNHELWE— R X T EZ/OF5Z LN TEET,

NETCONF &4 &
NETCONF (%, RO EELZFEEE L F 7,
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Table 11: Cisco NX-0S 0> NETCONF 1%

XMLEEAS v2—Tx4R |

NETCONF Ej1E

Bl

1

close-session

XML Y —_—+F v g %
CFET,

NETCONF 7 0 —R& v 3
v A AKX, on page 167

commit

iR O BAED a T
2. FEATHERERTE L £,

NETCONF =X v b f A X
VA - AR B RE, on page 171

confirmed-commit

FRE SNV RE IR % =

Sy RTREDONRTA—H
iR L E T, HRAA LT
7 IR Z OEMEDEIC
a3y MBEMTONR N
&, WRIERE A= I > b
BAEORTOIRREIZEE YD 7

NETCONF Confirmed-commit
A AKX A onpage 171

copy-config

EEICHRT — X A N T D2
VTV A=y N T —H
ARNTIZae—=LFET,

NETCONF copy-config -f > A
Z# A, on page 167

delete-config

BERYR—hShTHERE
hoe

edit-config

T A ADFATHERR DFERE &
MR LET., ZOEMEL
i~ RICERLET,

NETCONF edit-config A > A #
~ A, on page 168

NETCONEF rollback-on-error -
AKX onpage 172

get

TN, AN SRR E A5
LEd, ZO#HfETshow =~
YRIERLEST, 7D
V—AFEfTa T s ¥
L — 3 T1,

NETCONF XML A > A& A
DYERK, on page 156

get-config

RERL D B F 72 13— 2 B
T2

NETCONF get-config A > A %
A, on page 169

kill-session

fBE L7z XML H—3— & v
varELET, AHO
tyalryEALAZ EIET
ZFH A, close-session
NETCONF #i{Ez 2 L T<
72X,

NETCONF ¥/t v g A
AKX, on page 167
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FINARBEY

712455 |
NETCONF &% A i
= 7 AT v NITSA ZADHE [NETCONF 12> 7 A U AH
AT LEay 7§ 5HZ L | A, onpage 170
mCEET
unlock o a UBNFEIT LMK |NETCONF 7 v 7 fifliiA o A
0y 7 R ET, X A, on page 171
FRRIE WERR % 7 /3 A AZi A9 5 A1 | NETCONF fRAEFERE A o A &
(2, ERRE D> 2 v 7 A | A on page 172
TI—BLIPkE~vwr T4 R
TT—%F v LET,

XML 751 ZBEHE (T, iHAfE/R CLla~v> FE2 XML 74+ —~ v TR LET, HrEEA
DAF—=< T 7 AL, ZOREREDHEED CLI i~ RO XML #Z 7B EEh TWE T,
[XSD 7 7 A VD EUf, on page 155] DIEAZSI L TS0,

TDOAF—<EFEHA LT, XML A Y AX L AZBESTLHZ LN TEET, ROFITIE, BV
R NETCONF XML A > A % 2 ADVERL, on page 156 (2 il S 4172 nfclixsd A ¥ —~ 7 7 A /LD
B SR STV E T,

KOHNE, XML F A 2 B T2 Rm L TWET,

xml TN R BAGTERRLET,

<xs:element name="show" type="show_type Cmd_show_xml"/>
<xs:complexType name="show_ type Cmd show_ xml">

<xs:annotation>

<xs:documentation>to display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="xml" minOccurs="1" type="xml type Cmd_show_xml"/>
<xs:element name="debug" minOccurs="1" type="debug type Cmd show debug"/>
</xs:choice>

</xs:sequence>

<xs:attribute name="xpath-filter" type="xs:string"/>

<xs:attribute name="uses-namespace" type="nxos:bool true"/>
</xs:complexType>

ROPNE, =N AT —=H XA TN AL THRLTNET,

Y—INRATF—BRATINAR BT

<xs:complexType name="xml type Cmd show xml">

<xs:annotation>

<xs:documentation>xml agent</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:element name="server" minOccurs="1" type="server type Cmd show xml"/>
</xs:sequence>

</xs:complexType>
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<xs:complexType name="server type Cmd_ show_xml">

<xs:annotation>

<xs:documentation>xml agent server</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="status" minOccurs="1" type="status_ type Cmd show xml"/>
<xs:element name="logging" minOccurs="1" type="logging type Cmd show logging facility"/>
</xs:choice>

</xs:sequence>

</xs:complexType>

KON, TNA A Z T DIEEERLTNET,

TINARETDIEE

<xs:complexType name="status type Cmd show_xml">

<xs:annotation>

<xs:documentation>display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:element name="_ XML OPT Cmd show xml  readonly " minOccurs="0">
<xs:complexType>

<xs:sequence>

<xs:group ref="og Cmd show xml  readonly " minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

<xs:group name="og Cmd show_xml readonly ">
<xs:sequence>
<xs:element name="_readonly " minOccurs="1" type="_readonly type Cmd_show_xml"/>

</xs:sequence>

</xs:group>

<xs:complexType name="__readonly  type Cmd_show_xml">

<xs:sequence>

<xs:group ref="bg Cmd show xml operational status" maxOccurs="1"/>

<xs:group ref="bg Cmd show xml maximum sessions_configured" maxOccurs="1"/>
<xs:group ref="og Cmd show xml TABLE sessions" minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

\)

Note [ XML OPT Cmd show xml readonly | T4 7L a2 T4, ZOX JGEEEK

LET, IWEOFEMIZOWTIE, RPCIGE X 7, onpage 165DV v a VST
él/\o

<get> FFEATTALDIENTEDL X T E/RDOT A7 | XMLA v ay #EATEET,
LITE | XML 473 3 v of T,

XML @15l

Switch#> show xml server status | xml

<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli">

<nf:data>

<show>

. Cisco Nexus 3500 Series NX-0S Programmability Guide, ') ') —X 103 (x)



| xMLEES > 8—Tz4R
ek = nt- NerconF ozt [l

<xml>

<server>

<status>

< XML OPT Cmd show_xml  readonly >
<__readonly >

<operational status>
<o_status>enabled</o status>
</operational status>

<maximum_ sessions_configured>

<max_ session>8</max session>
</maximum_sessions_configured>
</__readonly >

</ XML OPT Cmd show xml  readonly >
</status>

</server>

</xml>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

ZOIENS, TOayR—x hTRIEZFATT 05 7 2 EHRT DA% T
http://www.cisco.com/nxos:1.0:nfcli Td ¥ | nfclixsd 7 7 A /L& H LT Z OMERED ZR % 1ERL
TEDHZENDLNY ET,

NETCONF #/E¥# 'L T /8N4 A X% 7% RPC % 7/ CHlte Z LN TX £J, </rpc>end-tag DI
XML & T XF—7 VARG E £,

YigE & 1= NETCONF D124k

Cisco NX-OS I, <exec-command> &\ 9 & RiD<rpe> #fEZ VR — F LE9, ZO#E{EIC K
D, 27AT 77V r—va I CLIM S FRa~y REXEL, ThbDavw R
~DINEE XML ¥ 7 & LTRZETEET,

PUFE, A ¥ —T = AOBRIMHEHSND X 7 OFITY, ¥ ZE#ERE, ROLT2— KT
~—7 INET,

X — XML EE
*R—RPCVZ/ AL ZJ
« EO — LRI E

<exec-command> & L TEESNDERCLaTUF

X <?xml version="1.0"?>

R <nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
EO <nxos:exec-command>

EO <nxos:cmd>conf t ; interface ethernet 2/1 </nxos:cmd>

EO <nxos:cmd>channel-group 2000 ; no shut; </nxos:cmd>

EO </nxos:exec-command>

R </nf:rpc>]1>]11>

BEICKTT DI TRD LB Y TT,
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<exec-command>%E L TEEINI=CLIOT Y FADREE

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">

<nf:ok/>
</nf:rpc-reply>
11>11>

W OFIIL, <exec-command> T — % ODHSICHEH T £9°,

<exec-command> & L TEEINLIRRCLUaTUF

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show interface brief</nxos:cmd>
</nxos:exec-command>

</nf:rpc>11>11>

LUF BRI 2 BOs T

<exec-command> @ L TiEESl=show CLI a7 > FADIEE

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0"
xmlns:mod="http://www.cisco.com/nxos:1.0:1if manager" message-id="110">
<nf:data>

<mod:show>

<mod:interface>

<mod: XML OPT_Cmd show interface brief  readonly >
<mod:__readonly >

<mod:TABLE_ interface>

<mod:ROW_interface>
<mod:interface>mgmt0</mod:interface>
<mod:state>up</mod:state>

<mod:ip addr>172.23.152.20</mod:ip addr>
<mod:speed>1000</mod: speed>

<mod:mtu>1500</mod:mtu>

</mod:ROW_interface>

<mod:ROW_interface>
<mod:interface>Ethernet2/1</mod:interface>
<mod:vlan>--</mod:vlan>

<mod:type>eth</mod:type>
<mod:portmode>routed</mod:portmode>
<mod:state>down</mod:state>
<mod:state rsn desc>Administratively down</mod:state rsn desc>
<mod: speed>auto</mod: speed>

<mod:ratemode>D</mod: ratemode>

</mod:ROW_interface>

</mod:TABLE interface>

</mod: readonly >

</mod: XML OPT Cmd show interface brief  readonly >
</mod:interface>

</mod:show>

</nf:data>

</nf:rpc-reply>

11>11>
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ROFIZ, BEY 7 OFEeHiHZ R L ET,

Table 12: 2 %

29 BTLiL]

<exec-command> CLI =~ RDOEFT

<emd> CLIZ~ Y RAEENTVET, 2~ Rk

show E7ZIIMER 2~ > FTH, HEEOHHK =
~ R BIaer ) 2L TXEY
F9, #HEDshow 2~ RiZHhHR—r&EhT
WEHA, O =~ FE& 2725 <omd>
27 HEICY 7= A MO—fE LTHEETE
F9, FEMIZ OV T, [<exec-command> % i
LTEE SN DR CLl =< K
(Configuration CLI Commands Sent Through

<exec-command>) | DFIEZZHL TS 7ZE 0,

AL CER SNAER T~ RADIRE <emd> # 13RO &30 TT,

s <nfiok> 1 TRTOHEH I~ RBPEFIZEITINE LT,

« <nfirpc-error> : —i{D 2~ NPEREAREIC/e D £ Lz, BfEIRYO= T —TEIEL,
<nfirpc-error> 7 U — (X, BERERRIT /2 o oI B 2 AR e A 42t L £ 97, %
RBEARRIZRolca~y RORNIFATSNIMERIL, FATHOBRICEA S T Z &I
FEELTIEIN,

ROBNT, BEEER RIS Tl Z R L TR
HEETEDEK

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nxos:exec-command>

<nxos:cmd>configure terminal ; interface ethernet2/1 </nxos:cmd>
<nxos:cmd>ip address 1.1.1.2/24 </nxos:cmd>

<nxos:cmd>no channel-group 2000 ; no shut; </nxos:cmd>
</nxos:exec-command>

</nf:rpc>]11>11>

<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Ethernet2/1: not part of port-channel 2000
</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>
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</nf:rpc-reply>
11>11>

A ROETICEY, A0 FZ—T A ADIP T FLATRESNETN, FPLREITILE
SNFEHA (noshut 2~ RIZETEINFHA) , BEIRENEE I N2WEBIZ, no
port-channel 2000 =~ > RPN T T —IZR 5720 T,

1% <rpe-reply> & /1" L T8 &5 show 2~ 2 ROFfER <emd> show =~ > KD XML i) %
XY

ko~ FeFpra~wr FEFR CICHAEG DY S Z L3 TE 48 A<exec-command> 1 > A
R, WOFNE, RUA L AX U ATHAED SN Eshow =z~ RERLTWET,

BRa<vY KEshow avy FOAEDHE

<?xml version="1.0"?2>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>conf t ; interface ethernet 2/1 ; ip address 1.1.1.4/24 ; show xml
server status </nxos:cmd>

</nxos:exec-command>

</nf:rpc>11>11>

<?xml version="1.0" encoding="IS0O-8859-1"?2>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Error: cannot mix config and show in exec-command. Config cmds
before the show were executed.

Cmd:show xml server status</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>
show 2~ Fit, TNHKRTEETILENH Y £ 9 <exec-command> R DHIIZRT X 5 721
VAR A,

EIE S f= CLl 3 < > K %R~ <exec-command>

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show xml server status ; show xml server status </nxos:cmd>
</nxos:exec-command>

</nf:rpc>11>11>

<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
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<nf:error-message>Error: show cmds in exec-command shouldn't be followed by anything
</nf:error-message>

<nf:error-info>

<nf:bad-element><cmd></nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

NETCONF /&%
74T MCEoTEEEINDTRTHO XML ERIZx LT, XML ¥—/3—|Z RPC & ¥
7" <rpe-reply> CPHEIN 7 XML IG&EZ#HE LE T,
2T ORNFITOWTHBLET,

« RPC i3 % 77, on page 165
« T—H BTN H T RIMMEI N T DIEIR, on page 165

RPC &35

WDOBNL, RPC JGE ¥ 7 <rpe-reply> 2 Fr L CWET,

RPCIEETIL A2k

<nc:rpc-reply message-id="”315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

<ok/>

</nc:rpc-reply>]11>11>

<ok>, <data>, & L C <rpc-error> DI RPC ILFICERSIND ATREMENRNH Y T3, kRDFE
IZ. <rpc-reply> ¥ 7,

Table 13: RPCIGZE T L AV +

E% ELE)

<ok> RPCERIZIEFIZE T LE Lz, ZDOEHEIL,
JRETT — 2RI WA ICEH SN E
Er

<data> RPC ERIFIEFIZE T LE L, RPC VU7

A MZBE#T 55— X%, <data> T3,

<rpc-error> RPC ZRNWKIM L E LT, =7 —F#RIL,
<rpc-error> E 3R,

T—RRTIZhTRIEESNT=52 T DER

WZEoTH T ML ENTZT N, A X 7 <data> # 7121F, U7 A MEZITHS VAR
ANGENET, 7 I7A T T 7V r—3 a3 0%, <readonly>% 7, RIZ, Bl RLET,
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RPC [E&T—%

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager">
<nf:data>

<show>

<interface>
<__XML_OPT_Cmd_show_interface brief  readonly >
<__readonly >

<TABLE_interface>

<ROW_interface>

<interface>mgmt0</interface>

<state>up</state>

<ip addr>xx.xx.xx.xx</ip addr>

<speed>1000</speed>

<mtu>1500</mtu>

</ROW_interface>

<ROW_interface>

<interface>Ethernet2/1</interface>

<vlan>--</vlan>

<type>eth</type>

<portmode>routed</portmode>

<state>down</state>

<state rsn desc>Administratively down</state rsn desc>
<speed>auto</speed>

<ratemode>D</ratemode>

</ROW_interface>

</TABLE interface>

</__readonly >

</ XML OPT Cmd show interface brief  readonly >
</interface>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

< XML _OPT*> & < XML BLK*> IV AR RICEREN, VZ/T R MTHASND Z
ELHVET, INHDOX ZIINETCONF =— = M X o> Tl &4, < readonly > %
TO%DISEFAELET, TRHIFERTHETHY, CLI 2~ FE2ET XML ¥ 72 EH]
ETAEOICAX—~ 77 A Mt TEINT 2 HERH Y £,

HOTILXMLA VRS D RIZEET B 1EHR

XMLA VR B 2 XD

OB a s TiE, ROXML A VAR ADHERLET

* NETCONF 7 o —RX Bv i 5 A AHX A, onpage 167
* NETCONF ¥ /Lt v a3 A AKX X, onpage 167

* NETCONF copy-config A A % > A on page 167

¢ NETCONF edit-config f A% > A, on page 168

* NETCONF get-config -{ > A % > A, on page 169

* NETCONF & > 7 A A X A, on page 170
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NETCONF # O—2X v av 12522 [

« NETCONF = v 7 fifiliiA o A % 22 A, on page 171

« NETCONF =1 X v h A A& A - i B RERE, on page 171
* NETCONF Confirmed-commit -f > A % > A | on page 171

« NETCONF rollback-on-error A > A & .2 A on page 172

« NETCONF fRAEFEREA > A % A, on page 172

NETCONF 7 O—X vy a2 A 2VARA R
KOBIE, By va  RTEREZNICES By v a VIRTIBEEZERLTVET,

sO0—Xtyar YHgITRA

<?xml version="1.0"?2>

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:close-session/>

</nc:rpc>]11>11>

20—-XtyiarDRE

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>

</nc:rpc-reply>]1>]11>

NETCONF X )Ltwv a3V AV RA R
WOHNL. ¥ty a Bk e FICE < kill-session L AR 2 &7 L TWET,

Tty a ER

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:kill-session>

<nc:session-1d>25241</nc:session-id>

</nc:kill-session>

</nc:rpc>11>11>

FLtyiavEKRK

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:kill-session>

<nc:session-id>25241</nc:session-id>

</nc:kill-session>

</nc:rpc>11>11>

NETCONF copy-config f > X2 > X
OB, copy-config ExRk & ZHiZ#Hi < copy-config JinE A~ L TWVET,

copy-config ') 7 TR k

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
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B neTconF edit-config £ ~ 2 2 > 2

<copy-config>

<target>

<running/>

</target>

<source>
<url>https://user@example.com:passphrase/cfg/new.txt</url>
</source>

</copy-config>

</rpc>

copy-config D52

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

NETCONF edit-config 1 > X2 > X
W OBIIX, NETCONF edit-config Dz 7k L TV E 97,

edit-config ') 7 TX k

<?xml version="1.0"?2>

<nc:rpc message—-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>

<nc:target>

<nc:running/>

</nc:target>

<nc:config>

<configure>
<__XML_MODE__exec_configure>
<interface>

<ethernet>

<interface>2/30</interface>
<__XML_MODE_if-ethernet>
<__XML_MODE_if-eth-base>

<description>

<desc_line>Marketing Network</desc line>
</description>

</__XML_MODE if-eth-base>

</ XML _MODE if-ethernet>

</ethernet>

</interface>

</ XML MODE _exec configure>
</configure>

</nc:config>

</nc:edit-config>

</nc:rpc>]11>11>

edit-config [5&

<?xml version="1.0"?2>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager" message-id="16">
<nc:ok/>

</nc:rpc-reply>]11>11>
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NETCONF get-config 1 > 252 > 2 ]

edit-config @ operation JEVEIL, FHE SN BAIENIATI N HMER DR A > M2 L £7, #
TEBMENEE SN TV RWEES. BRITBEORHRT —2 A M Tic~—r a4, BERMT
i3, ROEEEETE £7,

* create
* merge
* delete

WL, FEATH ORI B A ¥ —7 = A A Ethernet0/0 DAERL Z HIBR T 5 HikZE R LT\ E
D

edit-config: HIFRIREDER

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<default-operation>none</default-operation>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://example.com/schema/1l.2/config">
<interface xc:operation="delete">
<name>Ethernet0/0</name>

</interface>

</top>

</config>

</edit-config>

</rpc>11>11>

edit-config ~ D& E: HIBRIEIE

<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>]11>]11>

NETCONF get-config 1 > X2 > X

R OBFE, NETCONF get-config D Z 7~ L CWET,

IV —2EKERMIGT 518D Get-config ') ¥ TX k

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>

<running/>

</source>

<filter type="subtree">

<top xmlns="http://example.com/schema/1l.2/config">
<users/>

</top>

</filter>

</get-config>

</rpc>11>11>
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B veconeous rozsx

I DFEREET Get-config [EE

<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>

<top xmlns="http://example.com/schema/1l.2/config">
<users>

<user>

<name>root</name>

<type>superuser</type>

<full-name>Charlie Root</full-name>

<company-info>

<dept>1</dept>

<id>1</id>

</company-info>

</user>

<!-- additional <user> elements appear here... -->
</users>

</top>

</data>

</rpc-reply>11>11>

NETCONFO v 4 VR AR
W’ DBNEL, NETCONF 7 v 7 3 /EDOfEAZ R L TWET,
WL, a7 BTR, KIOIRE., BIOER LRI T~DOREZ /R L TWET,

Ay ER

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>

<target>

<running/>

</target>

</lock>

</rpc>11>11>

0wy REBRINEOILE

<rpc-reply message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/> <!-- lock succeeded -->
</rpc-reply>]11>11>

Oy ORBIZKELIZIGEDORE

<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error> <!-- lock failed -->
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message>

Lock failed, lock is already held
</error-message>

<error—-info>

<session-id>454</session-id>

<!-- lock is held by NETCONF session 454 -->
</error-info>

</rpc-error>

</rpc-reply>]11>]11>
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NETCONF O v 7 fZfRA VA2 VR

WDFIL, NETCONF v v 7 il [z EOFEM 2~ L T ET,

A 7 EERER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>

<target>

<running/>

</target>

</unlock>

</rpc>

Ay Y BRERANDISE

<rpc-reply message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONFO S v b 4 VX R U X - {ZEHIEREEE

ROFNE, BfFz =2y PEREZa Iy PERLTVET,

B3z b

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>

</rpc>

BIEEZAI Y b

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF Confirmed-commit f > XX > X
ROHNL., confirmed-commit #2{E & confirmed-commit jin 2 & #x L CUVWET,

EREIsnf-azsvy b YYITRE

NETCONF 0 v 2 i1 v 2522 [}

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<commit>

<confirmed/>
<confirm-timeout>120</confirm-timeout>
</commit>

</rpc>11>11>
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XML EEAva—Tx(4 R |
B neTconF roliback-on-error £ ~ 2 2 > 2

HREINnazy b RBE

<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>11>11>

NETCONF rollback-on-error f > A% 2 X

WOBNL, =T —HEEETO NETCONF B —/L 8y 7 Ol &R L TWET, T4
urn:ietf:params:netconf:capability:rollback-on-error:1.0 1%, HEREZ5%5B1 L £7°,

WOBNL, =T =D —Ny 7 & ZDOER~DISE LML T D TEZ R L TOET,

Rollback-on-error #8E

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<error-option>rollback-on-error</error-option>
<config>

<top xmlns="http://example.com/schema/1l.2/config">
<interface>

<name>Ethernet0/0</name>

<mtu>100000</mtu>

</interface>

</top>

</config>

</edit-config>

</rpc>11>11>

Rollback-on-error ') X R X

<rpc-reply message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>]1>]11>

NETCONF #REE#EE1 VX2 VR

WL, NETCONF MGEHEREDEH 2Rk L TWET, U541
urn:ietf:params:netconf:capability:validate: 1.0 | ZHEHE 2 5k A L £ 9,

)9 TR DKL

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<validate>

<source>

<candidate/>

</source>

</validate>

</rpc>11>11>
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)9 IR bDRIE~NDBE

<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>11>11>

ZTDMDSEERN

T I T, XML B A ¥ —T oA AOQFEEEIZEET A BMERICOWVTHIALET,

2
A 24 kL

ZOEEENT AR — M T 2F LWEB E 3L | —
FENT-HKILIH Y FH A, BEFEOHKEOY
F— I, ORI TEFINTNE

NS

RFC

RFC 24 kL

RFC 4741 NETCONF Configuration Protocol

RFC 4742 X a7 /b (SSH) #%H O NETCONF 1
R\ b 3L off
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http://tools.ietf.org/html/rfc4742

XML EEAva—Tx(4 R |
B otos=as
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1 A

A= T TLAM)DEER

s ARNU—=IU T FTLARIIZONT (175 3—)
« 7T LA MU THHHMGEZRT—% (175 =)

A= FLARMYIZDT

CiscoNexus A1 v F DA KNI —I 7 T LA MVHEEEILZ, *y NT—I 06T — X &k
WA RN =T LTI IA T MaBEaL, F=F Vo 75 —Z~DIFZEVTNVEALDT
I AR LET,

— S L~ ==

TLA R THRRARIRET—4
aVR—R N T N—F T L2, NX-APIDMEEF/V U 75 L > ADFHERICH kR4 (DN)
X, —EBERRENETe T 42T LA NI OF—2E LTERETEX £,
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https://developer.cisco.com/site/nxapi-dme-model-reference-api/

RARY—SUH FLAN)DREET
B -4 ucnmaenr—s
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% 5l

bash 3,5

TIEA 3
F$HE bash > =/ 3
% 5

Bourne-Again =/ () , &Mt : Bash

NX-API 75-76, 78, 80, 85, 87

CLI 176
Cookie 76

&= —R 85

INEEEE 80

X=2UT 4 16

N AR—LE 76
EHa<w K 18
A= 16
a—YP 4L X —T (A 81
V7 ANEHE 80

T

tcl 39-41, 44
ciz~> kK 40
telquit =~ > K 41
Frvary M
avy ROXYID M
references 44
HRERy I A M
X207 M
KFERLA~ LT 520y 39
2 T 40
£ ;M
JEIE 40

Tool Command Language, ZHRJG : tcl

<

TI=HNVYR— TULA N BER 121
telemetry 111

oA 1M

N TRATEYTF 4 M
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