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Overview
A\

GE) Cisco Data Center Network Manager (DCNM) is renamed as Cisco Nexus Dashboard Fabric Controller
(NDFC) from Release 12.0.1a.

Cisco Nexus Dashboard Fabric Controller is the comprehensive management solution for all NX-OS
deployments spanning LAN Fabric, SAN, and IP Fabric for Media (IPFM) networks in data centers
powered by Cisco. Cisco Nexus Dashboard Fabric Controller also supports other devices, such as IOS-XE
switches, [OS-XR routers, and non-Cisco devices. Being a multi-fabric controller, Cisco Nexus Dashboard
Fabric Controller manages multiple deployment models like VXLAN EVPN, Classic 3-Tier, FabricPath,
and Routed based fabrics for LAN while providing ready-to-use control, management, monitoring, and
automation capabilities for all these environments. In addition, Cisco NDFC when enabled as a SAN
Controller automates Cisco MDS Switches and Cisco Nexus Family infrastructure in NX-OS mode with
a focus on storage-specific features and analytics capabilities.

Nexus Dashboard Fabric Controller primarily focuses on Control and Management for three primary
market segments:

* LAN networking including VXLAN, Multi-Site, Classic Ethernet, and External Fabrics supporting
Cisco Nexus switches running standalone NX-OS, with additional support for [OS-XR, IOS-XE, and
adjacent Host, Compute, Virtual Machine, and Container Management systems.

* SAN networking for Cisco MDS and Cisco Nexus switches running standalone NX-OS, including

support for integration with storage arrays and additionally Host, Compute, Virtual Machine, and
Container Orchestration systems.

* Media Control for Multicast Video production networks running Cisco Nexus switches operated as
standalone NX-OS, with additional integrations for 3rd party media control systems.

Previously, DCNM was an application server running on a VM deployed via OVA or ISO, a physical
appliance deployed via ISO, or software installed on a qualified Windows or Linux machine. Cisco Nexus
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Dashboard Fabric Controller, Release 12 is available as an application running exclusively on top of the
Cisco Nexus Dashboard Virtual or Physical Appliance.

Virtual Nexus Dashboard deployment with OVA is also referred to as virtual Nexus Dashboard (vND)
deployment, while the deployment of Nexus Dashboard on physical appliance (Service Engine) is known
as physical Nexus Dashboard (pND) deployment. To deploy Nexus Dashboard based on your requirement,
refer to Cisco Nexus Dashboard Deployment Guide.

Beginning with Release 12, Cisco Nexus Dashboard Fabric Controller has a single installation mode. Post
installation, it supports selection from multiple personas at run-time. After the Nexus Dashboard Fabric
Controller Release 12.0.2f is installed, you can choose from one of the following personas:

« Fabric Discover y—Discover, Monitor, and Visualize LAN Deployments.

* Fabric Controller—LAN Controller for Classic Ethernet (vPC), Routed, VXLAN, and IP Fabric
for Media Deployments.

» SAN Controller—SAN Controller for MDS and Nexus switches. Enhanced SAN Analytics with
streaming telemetry.

All features/services are modularized, broken into smaller microservices, and the required microservices
are orchestrated based on the feature set or feature selections. Therefore, if any feature or microservice is
down, only that microservice is restarted and recovered, resulting in minimal disruption.

In contrast to the previous DCNM Active-Standby HA model, Cisco NDFC introduces Active-Active HA
deployment model utilizing all three nodes in a cluster for deploying microservices. This has significant
improvement in both latency and effective resource utilization.

)

G¥)

For NDFC to run on top of the virtual Nexus Dashboard (vND) instance, you must enable promiscuous
mode on port groups that are associated with Nexus Dashboard interfaces where External Service IP
addresses are specified. vND comprises of Nexus Dashboard management interface and data interface.
By default, for LAN deployments, 2 external service IP addresses are required for the Nexus Dashboard
management interface subnet. Therefore, you must enable promiscuous mode for the associated port-group.
If inband management or Endpoint Locator (EPL) is enabled, you must specify External Service IP
addresses in the Nexus Dashboard data interface subnet. You must also enable the promiscuous mode for
the Nexus Dashboard data/fabric interface port-group. For NDFC SAN Controller, promiscuous mode
must be enabled only on the Nexus Dashboard data interface associated port-group. For NDFC SAN
Controller, promiscuous mode only needs to be enabled on the Nexus Dashboard data interface associated
port-group. For more information, refer to Cisco Nexus Dashboard Deployment Guide.

For more information, see Cisco Nexus Dashboard Fabric Controller (Formerly DCNM).

Change History

The following table shows the change history for this document.

%= 1: Change History

Date Description

17 December 2021 Release 12.0.2f became available.
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* System Requirements, on page 7

System Requirements

This chapter lists the tested and supported hardware and software specifications for Cisco Nexus Dashboard
Fabric Controller architecture. The application is in English locales only.

The following sections describes the various system requirements for the proper functioning of your Cisco
Nexus Dashboard Fabric Controller, Release 12.0.2f.

\}

Note We recommend that you do not upgrade any underlying third-party software separately. All the necessary
software components will be updated during the inline upgrade procedure. Upgrading the components
outside of Nexus Dashboard Fabric Controller upgrade causes functionality issues.

* Cisco Nexus Dashboard Version Compatibility

» Nexus Dashboard Server Resource (CPU/Memory) Requirements
* Nexus Dashboard Networks

* Supported Latency

* Supported Web Browsers

* Other Supported Software

Cisco Nexus Dashboard Version Compatibility

Cisco Nexus Dashboard Fabric Controller (NDFC) requires Nexus Dashboard version 2.1(2d) or higher.
If you try to upload NDFC 12.0.2f on a Nexus Dashboard version earlier than 2.1(2d), you will not be
allowed to upload the application. To download the correct version of Nexus Dashboard, visit Software
Download — Nexus Dashboard.
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Nexus Dashboard Server Resource (CPU/Memory) Requirements

Table 2: Server Resource (CPU/Memory) Requirements to run NDFC on top of ND

227 LEH |

Deployment Type |Node Type CPUs Memory Storage
(Throughput:
40-50MB/s)

Fabric Discovery | Virtual Node (vND) | 16vCPUs 64GB 550GB SSD

—app OVA

Physical Node 2x 10-core 2.2G 256 GB of RAM  |4x 2.4TB HDDs

(pND) Intel Xeon Silver 400GB SSD

(PID: CPU

SE-NODE-G2) 1.2TBNVME drive
Fabric Controller | Virtual Node (vND) | 16vCPUs 64GB 550GB SSD

—app OVA

Physical Node 2x 10-core 2.2G 256 GB of RAM  |4x 2.4TB HDDs

(pND) Intel Xeon Silver 400GB SSD

(PID: CPU

SE-NODE-G2) 1.2TB NVME drive
SAN Controller Virtual Node (VND) | 16vCPUs 64GB 550GB SSD

—app OVA

(without SAN

Insights)

Data Node (vND) — | 32vCPUs 128GB 3TB SSD

Data OVA

(with SAN Insights)

Physical Node 2x 10-core 2.2G 256 GB of RAM |4x 2.4TB HDDs

(pND) Intel Xeon Silver 400GB SSD

(PID: CPU

SE-NODE-G2) 1.2TB NVME drive

Supported Latency

As Cisco Nexus Dashboard Fabric Controller is deployed atop Cisco Nexus Dashboard, the latency factor
is dependent on Cisco Nexus Dashboard. Refer to Cisco Nexus Dashboard Deployment Guide for
information about latency.

Supported Web Browsers

Cisco Nexus Dashboard Fabric Controller is supported on the following web browsers:

* Google Chrome version 96.0.4664.93

* Microsoft Edge version 96.0.1054.43 (64-bit)

* Mozilla Firefox version 94.0.2 (64-bit)
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Other Supported Software

The following table lists the other software that is supported by Cisco Nexus Dashboard Fabric Controller
Release 12.0.2f.

Component Features

Security » ACS versions 4.0, 5.1, 5.5, and 5.8

« ISE version 2.6
* ISE version 3.0

* Telnet Disabled: SSH Version 1, SSH Version 2, Global Enforce
SNMP Privacy Encryption.

* Web Client: HTTPS with TLS 1, 1.1 and 1.2
*TLS 1.3
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[{EA (Apply) 127V >»27 LT, 8RR L7 4 —F + T Nexus Dashboard Fabric Controller %
ERLET,

AVARN—ADETTHE, BHAI—RNRETXTOT7 4 —F v ORT—F AN [FHlE (Started) ]
2720 £,

Cisco Nexus Dashhoard Fabric Controller D4 A b—J)LETF Yy THL—FK HA4 K, 1J1J—X 1202 .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf

Cisco Nexus Dashboard Fabric Controller 1 > X b—)L |
. Nexus Dashboard Fabric Controller 4 —E XD FEj4( > X b—JL

. Cisco Nexus Dashboard Fabric Controller D4 Y X b—JLET Y THL— K A4 K, U 1J—X 1202



B,
=% =R

Cisco Nexus Dashbhoard Fabric Controller @
7yvIO9L—Fk

Z OE T, Cisco Nexus Dashboard Fabric Controller D7 v 77 L — RIZOWTEBA L E 4, &

DEHEEZHET,

e VU —R1202f~DT v 77 L— K /XX (19 X—)

» Nexus Dashboard Fabric Controller 7 v 7' 7' L— K Y — /O X 7 m— K (23 X—)
T T T VL= R Y=V EHEH LTSNy 2T T (24 X—Y)

» Upgrading from Cisco DCNM 11.5(x) to Cisco NDFC Release 12.0.2f, on page 28
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A THFEEDIEHLDTY,

[VZ7 ho=zT DX m—FK (Software Download) JIZBEIL T, Tv 77 L— K Y—/L A&
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SAN A > A h—/L®D LAN A A v F PR — kit

IPv6 TR S NT=AA v F AR — b xtgst
DCNM k7 v 51— PR — b x4t
SANCLL 7>~ 7L — |k 11.5(x) 75 12.0.2f (23] Z Mk 720

A A=A A=VERT =2 OEI0 R [11.5(x) 205 12.0.2f 125 ZfED3 L 7e 0

A
I S N B 11.5(x) 75 12.0.2f (23] E Mk 720
Infoblox 3% & 11.5(x) 75 12.0.2f (2 5] E kA 720

TYRRA b ur=varyoRE | VU —=R12020~07 v 77 L= FERIZ, =2 R
A v hwalr—242 (EPL) ZFlRT 2 LERH Y £
T, 22U, JBIET — 2 13K 500 MB £ THREF &
nEd,

. Cisco Nexus Dashboard Fabric Controller D4 Y X b—JLET Y THL— K A4 K, U 1J—X 1202




I Cisco Nexus Dashhoard Fabric Controller ®7 v 74 L— K

Nexus Dashboard Fabric Controller 7 v 75 L— K Y—)LO& v O0—FK .

DCNM 11.5(x) D HRE 7y 7T L—REDHYR—+

T TR = DERE 11.5(x) 75 12.0.2f (28] Z Mk 720

NI =< RERT — 4 T w77 L— R, K90 HED CPU/AE D /A v
B —7 = A AFEHERPE I SN E T,

Nexus Dashboard Fabric Controller 7 v 74 L— K wW—JL
DAHvO—Fk

ATy I

ATy T2
ATvT3

Cisco DCNM 7> 5 Nexus Dashboard Fabric Controller (27 v 77 L — R$TA57 v 77 L — R YV —
NEATa— KT 520%, WOFIEEZFZETLET,
1R BRI

*CiscoDCNM UV U —R 11.5(x) &y N7 v 7ORRZ A 72 FRELET,

FIE

Go to the following site: http://software.cisco.com/download/.

Aty 1 — RA[HEZ: Cisco Nexus Dashboard Fabric Controller Dfg#i ) V—R Y7 b =7 DY
A PRFRSINET,

BHOY Y =2 YZXRT, VIU—R1202f 2R L £,
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L CL 72 &V, [Cisco DCNM [Web UI]-[E# (Administration) ]- [7 LToovILER
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ATY 71 CiscoDCNM VU —R11.5x) T T TAT A aryy— a7 LET,

ATy T2 ROa~  REFEITLTAZ I —r vy va VEERLET,
dcnm# screen
THICEY, avr REETTELEy v a VvMERENE T, Zoav Rk, v Ry
MERINTWRWES . E3Ul GG b IqT Lkt £7,

ATV T3 sua~wr REHEHLT, oot/ T4 L7 RUica st LET,

denm# su
Enter password: <<enter-password>>
[root@dcnm] #
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ATvT4

ATy TH

ATvT6

FuIoL—Ry—LEERLEAvs 79T |

/DCNM_To NDFC_Upgrade Tool fil~ > dD & LCT v 77 L— R YV —L & ET L £ T,
OVA /1SO OF4 -

[root@dcnm]# ./DCNM_To NDFC Upgrade Tool OVA ISO /* for OVA/ISO

Windows/Linux D355 :

root@dcnm] # unzip DCNM To_ NDFC_Upgrade_Tool LIN WIN.zip
[root@dcnm-rhel]l# ecd DCNM_To_NDFC_Upgrade_Iool_LIN_WIN/
[root@dcnm-rhel DCNM To NDFC Upgrade Tool LIN WIN]# 1s

DCNMBackup.bat DCNMBackup.sh jar

[root@rhel DCNM To NDFC Upgrade Tool LIN WIN]# ./DCNMBackup.sh /* Enter this
command for Linux appliance */

OR

[root@rhel DCNM To NDFC Upgrade Tool LIN WIN]# ./DCNMBackup.bat /* Enter this

command for Windows appliance */

Ty —R Y —JLZDCNM 7 75 A T ADF — & Z55H L. Cisco Nexus Dashboard
Fabric Controller Release 12.0.2f |27 v 77 L — R T&E 2N E I 0w ¥ L F 4,

G¥) DYV —=NVEHERALTERESNEZRNy I T v AT, Ty T 7 L— REICT—X %21 T
T LD TEET,

Ny 2T v TefiTT27ur 7 T y2fiLET,

R R IRk kb kb b b b b b b b b b b b b bk b b kb bk kb b b b b b b b b kb b b b b kb b b b b b b b b b e b bk kb b b e b bk ik b b b i
Welcome to DCNM-to-NDFC Upgrade Tool for OVA/ISO.

This tool will analyze this system and determine whether you can move to NDFC 12.0.2f
or not.

If upgrade to NDFC 12.0.2f is possible, this tool will create files to be used for
performing the upgrade.

NOTE: only backup files created by this tool can be used for upgrading, older backup
files created with 'appmgr backup'

CAN NOT be used for upgrading to NDFC 12.0.2f

Thank you!
KAk Ak hhkhhkhhkhhhkhhhhhhhhhhhhhh bk hhh A hk bk hkh bk h A h bk hk bk bk h A h bk hkhkhkh bk h Ak h bk hkhhkhk bk hhkhkh kA bk hk Ak khkkx

Continue? [y/n]: y
Collect operational data (e.g. PM, EPL)? [y/n]l: y

Does this DCNM 11.5(1) have DCNM Tracker feature enabled on any switch on any fabric?
[y/n]l: n

Ny 0T T T7AMIHTHETF—2 AN LET,

FE) NI T T TrANEELTDHLEEIC, ZOMEX—EHETLIULERDHY 7,
W X — XL B R GITIREL T EEWN, ¥ —%Kko L, Ny 77 v 7 &L
TEEHA,

Sensitive information will be encrypted using an encryption key.

This encryption key will have to be provided when restoring the backup file generated
by this tool.

Please enter the encryption key: /* enter the encryption key for the backup file
7/

Enter it again for verification: /* re-enter the encryption key for the backup file
7/
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Creating backup file

Done.

Backup file: backupll dcnm-172-23-87-224 20210928-093355.tar.gz /* backup file
name*/

[root@dcnm] #

WELENTE Ny I T o7 77 ANBERESNET,

NPT v Ty ANERRRGIIICat—0L, 77U — a3 11.5x)DCNM 7 77 A4 7
VREVXY Y NE U LET,

DCNM Ny 9 F7 9T I—ILEFER LIz I 7 v TDH
« DCNM 11.5(x) OVA/ISO 7 TS5 A4 7V RATD/INv I 7 v TOBE

[root@dcnm] # chmod +x DCNM To NDFC_Upgrade Tool OVA ISO
[root@dcnm]# ./DCNM_To_NDFC_Upgrade_Tool OVA_ ISO

R R R R R R R R R I I I R I S S S S S S S S S S S S S S

Welcome to DCNM-to-NDFC Upgrade Tool for OVA/ISO.

This tool will analyze this system and determine whether you can move to
NDFC 12.0.2f or not.

If upgrade to NDFC 12.0.2f is possible, this tool will create files
to be used for performing the upgrade.

NOTE:
only backup files created by this tool can be used for upgrading,

older backup files created with 'appmgr backup' CAN NOT be used
for upgrading to NDFC 12.0.2f

Thank you!

R R R R R R R R I I I I S S S S S S S S S S S S
Continue? [y/n]l: y

Collect operational data (e.g. PM, EPL)? [y/n]l: y

Does this DCNM 11.5(1) have DCNM Tracker feature enabled on any switch on any fabric?
[y/n]: n

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring
the backup file generated by this tool.

Please enter the encryption key: /* enter the encryption key for the backup
file */

Enter it again for verification: /* re-enter the encryption key for the backup
file */

Adding backup header
Collecting DB table data
Collecting DB sequence data
Collecting stored credentials
Collecting Custom Templates
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Collecting CC files

Collecting L4-7-service data

Collecting CVisualizer data

Collecting EPL data

Collecting PM data - WARNING: this will take a while!
Collecting AFW app info

Decrypting stored credentials

Creating backup file

Done.

Backup file: backupll dcnm-172-23-87-224 20210913-012857.tar.gz /* backup
file name*/

[root@dcnm] #

DCNM 11.5(x) Windows/Linux 7 754 7 A TD/INY I T v TDOEST

[root@dcnm] # chmod +x DCNM To NDFC_Upgrade Tool LIN WIN

[root@dcnm] # unzip DCNM To_ NDFC_Upgrade Tool LIN WIN.zip

Archive: DCNM To NDFC Upgrade Tool LIN WIN.zip

creating: DCNM To NDFC Upgrade Tool LIN WIN/

creating: DCNM To NDFC Upgrade Tool LIN WIN/jar/

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/bcprov-jdkl5on-1.68.jar
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/DCNMBackup.java
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/sequences.info.oracle
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/slf4j-simple-1.7.21.jar
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/jnm.jar

inflating:

DCNM_To_ NDFC_Upgrade Tool LIN WIN/jar/not-going-to-be-commons-ssl-0.3.20.jar
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.postgres
inflating:

DCNM To NDFC Upgrade Tool LIN WIN/jar/jarchivelib-0.7.l-jar-with-dependencies.jar
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.oracle
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/sequences.info.postgres
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/log4j.properties
inflating: DCNM To NDFC Upgrade Tool LIN WIN/DCNMBackup.sh
inflating: DCNM To NDFC Upgrade Tool LIN WIN/DCNMBackup.bat

[root@dcnm-rhel]l# cd DCNM To NDFC Upgrade Tool LIN WIN/
[root@dcnm-rhel DCNM To NDFC_Upgrade_Tool LIN WIN]# 1s
DCNMBackup.bat DCNMBackup.sh Jjar

[root@rhel DCNM To NDFC Upgrade Tool LIN WIN]# ./DCNMBackup.sh /* Enter this
command for Linux appliance */

OR

[root@rhel DCNM To NDFC Upgrade Tool LIN WIN]# ./DCNMBackup.bat /* Enter this

command for Windows appliance */
Enter DCNM root directory [/usr/local/cisco/dcm]:
Initializing, please wait...

Note: ./jar/DCNMBackup.java uses unchecked or unsafe operations.

Note: Recompile with -Xlint:unchecked for details.
hhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk

Welcome to DCNM-to-NDFC Upgrade Tool for Linux/Windows.

This tool will analyze this system and determine whether you can move to NDFC 12.0.2f
or not.

If upgrade to NDFC 12.0.2f is possible, this tool will create files to be used for
performing the upgrade.

Thank you!

hhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk
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This tool will backup config data. Exporting Operational data like Performance (PM)
might take some time.

Do you want to export operational data also? [y/N]: y
hhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhkhhhkhhhhhhhhhhhhkhhhkhhhhkhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkk

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring the backup file generated
by this tool.

Please enter the encryption key: /* enter the encryption key for the backup
file */

Enter it again for verification: /* re-enter the encryption key for the backup
file */

2021-09-13 14:36:31 INFO DCNMBackup:223 - Inside init() method

2021-09-13 14:36:31 INFO DCNMBackup:245 - Loading properties....
2021-09-13 14:36:31 INFO DCNMBackup:301 - Inside checkLANSwitches...
2021-09-13 14:36:32 INFO DCNMBackup:315 - LAN Switch count: 0

2021-09-13 14:36:32 INFO DCNMBackup:342 - Inside exportDBTables...
2021-09-13 14:36:32 INFO DCNMBackup:358 - Exporting --------- > statistics
2021-09-13 14:36:32 INFO DCNMBackup:358 - Exporting --------- > sequence

2021-09-13 14:49:48 INFO DCNMBackup:1760 - ###### Total time to export Hourly data:
42 seconds.

2021-09-13 14:49:48 INFO DCNMBackup:1767 - Exporting SanPort Daily entries.

2021-09-13 14:49:48 INFO DCNMBackup:1768 - Total number of ports: 455

2021-09-13 14:49:48 INFO DCNMBackup:1769 - This might take a while, please wait...

2021-09-13 14:50:23 INFO DCNMBackup:1791 - Total number of Json data entries in

backup/es/pmdb_sanportratedata daily.data ==> 13751

2021-09-13 14:50:23 INFO DCNMBackup:1795 - ###### Total time to export Daily data:
34 seconds.

2021-09-13 14:50:23 INFO DCNMBackup:1535 - ###### Total time to export PM data: 81
seconds.

2021-09-13 14:50:23 INFO DCNMBackup:879 - Creating final tar.gz file....
2021-09-13 14:50:30 INFO DCNMBackup:892 - Final tar.gz elapsed time: 7049 in ms
2021-09-13 14:50:30 INFO DCNMBackup:893 - Backup done.

2021-09-13 14:50:30 INFO DCNMBackup:894 - Log file: backup.log

2021-09-13 14:50:30 INFO DCNMBackup:895 - Backup file:

backupll rhel77-160 20210913-149215.tar.gz /* backup file name*/
[root@rhel DCNM To NDFC Upgrade Tool LIN WIN]#

Upgrading from Cisco DCNM 11.5(x) to Cisco NDFC Release
12.0.2f

To upgrade to Cisco Nexus Dashboard Fabric Controller Release 12.0.2f from DCNM Release 11.5(x),
perform the following steps:

context here
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Before you begin
* Ensure that you’ve access to the Backup file created from 11.5(x) appliance.
If you do not have the encryption key, you cannot restore from the backup file.

* Ensure that you’ve installed the required form factor of Cisco Nexus Dashboard. For instructions,
refer to Cisco Nexus Dashboard Deployment Guide.

* Ensure that you've installed a fresh installation of Cisco Nexus Dashboard Fabric Controller. For
instructions to install Cisco Nexus Dashboard Fabric Controller, refer to:

* Nexus Dashboard Fabric Controller #— &2 O FHj1 >~ A k—)L, on page 15.

« App Store % {i#i ff] L 7= Nexus Dashboard Fabric Controller —E X DA > A ~k—/L on
page 13

Procedure

AT w71 OnNexusDashboard > Services, identify Cisco Nexus Dashboard Fabric Controller card and click Open.
On the Nexus Dashboard Fabric Controller Web UI, Feature M anagement screen is displayed.

Note that none of the personas are selected on the freshly installed Nexus Dashboard Fabric Controller.

AT w72 Click Restore.

The Operations > Backup & Restore window opens.

AT w73 Click Restore.

The Restore now window appears.

AT 74 Under Type, select your desired format to restore.
* Choose Config only to restore only configuration data.

* Choose Full to restore all previous version data to this application.

AT w 75 Choose the appropriate destination where you have stored the backup file.
* Choose Upload Fileif the file is stored in a local directory.
a. Open the directory where you’ve saved the backup file.
b. Drag and drop the backup file to the Restore now window
or

Click Browse. Navigate to the directory where you’ve saved the backup file. Select the backup
file and click Open.

c. Enter the Encryption Key to the backup file.

* Choose Import from SCP if the backup file is stored in a remote directory.
a. Inthe SCP Server field, provide the SCP server IP Address.
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b. In the File Path field, provide the relative file path to the backup file.
¢. Inthe Username and Password fields, enter appropriate details.

d. Inthe Encryption Key field, enter the Encryption Key to the backup file.

AT w76 Click Restore.

A progress bar appears showing the completed percentage and the description of the operation. The Web
Ul is locked while the upgrade is in progress. After the restore is complete, the backup file appears in the
table on Backup & Restore screen. The time required to restore depends on the data in the backup file.

Note An error appears if you've not allocated with IP pool addresses on the Cisco Nexus Dashboard.
For more information, refer to Cluster Configuration section in Cisco Nexus Dashboard User
Guide.

After successful restoration, a notification banner appears as below:

Reload the page to see latest changes.

Click Reload the page, or refresh the browser page to complete restore and begin using you Cisco Nexus
Dashboard Fabric Controller Web UI.

Upgrading from Cisco NDFC Release 12.0.1a to NDFC Release
12.0.2f

To upgrade to Cisco Nexus Dashboard Fabric Controller Release 12.0.2f from NDFC Release 12.0.1a,
perform the following steps:

context here

Before you begin

* Cisco NDFC 12.0.2f is compatible with Nexus Dashboard Release 2.1.2d or later. Upgrade the Nexus
Dashboard to Release 2.1.2d. For instructions, refer to Upgrading Nexus Dashboard.

N

Note  You cannot install or upgrade to NDFC Release 12.0.2f without Nexus
Dashboard Release 2.1.2d or later. If NDFC Release 12.0.1a is disabled,
you cannot upgrade to NDFC Release 12.0.2f.

* Ensure that NDFC Release 12.0.1a is up and operational.

* If you've enabled preview features in 12.0.1a, you must disable those features (such as VMM
Visualization and Kubernetes Visualization). On the Web UI, choose Settings > Feature
Management. Ensure that you the VMM Visualizer and Kubernetes Visualizer check boxes are
unchecked.
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Upgrading from Cisco NDFC Release 12.0.1a to NDFC Release 12.0.2f .

Procedure

Ensure that the Nexus Dashboard Release 2.1.2d or later is installed.

On Nexus Dashboard > Services, you must see Nexus Dashboard Fabric Controller Release 12.0.1a.

From the Actions drop-down list, choose Upload Service.
Choose the L ocation toggle button and select either Remote or Local.
You can choose to either upload the service from a remote or local directory.

* If you select Remote, in the URL field, provide an absolute path to the directory where the Nexus
Dashboard Fabric Controller application is saved.

« If you select L ocal, click Browse and navigate to the location where the Nexus Dashboard Fabric
Controller application is saved. Select the application and click Open.

Click Upload.

A second Nexus Dashboard Fabric Controller application appears in the Services Catalog. The progress
bar indicates the upload status.

Wait for the application to be downloaded to the Nexus Dashboard and deployed.
It may take up to 30 minutes for the application to replicate to all nodes and all services to fully deploy.

Nexus Dashboard Fabric Controller application appears in the Services Catalog. Note that Versions
displays as 2 on the Nexus Dashboard Fabric Controller card.

A dude Nexus Dashboard Feedback  Hep v admin v

= Admin Console c paolo-225 o B

3 Overview

Service Catalog ®

® Sites
I8 Services Installed Services  App Store
& System Resources S

(Actions v )
\ J
£ Operations

Nexus Dashboard Fabric Controller - - -
Infrastructure

Cisco
£ Administrative Manage LAN, SAN, and Media deployments

2 |34/34 34734 Open

On the Nexus Dashboard Fabric Controller card, click on ellipsis (...) icon. From the drop-down list, select
Available Versions.

The Available Versions table displays both 12.0.1a and 12.0.2f.

Click Activate in the 12.0.2f version row to activate NDFC Release 12.0.2f.
The Activate Nexus Dashboard Fabric Controller window appears.

Verify if all the configurations displayed are correct. Click Activate.

After the services are enabled, the button on the Nexus Dashboard Fabric Controller card shows Open.
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Wait until all the pods and containers are up and running.

Click on Open to launch Cisco Nexus Dashboard Fabric Controller Web UI.
Note The single sign-on (SSO) feature allows you to log in to the application using the same credentials

as you used for the Nexus Dashboard.

The Nexus Dashboard Fabric Controller Web Ul opens in a new browser. The Feature M anagement
window appears.

Note W —EZXT =NV DIPT FLARRES N TWRWEEIE, =7 — Ay t—UN
FRINET, [NexusDashboard] Web Ul >[4 > 7 TR 59 F+ (Infrastructure) ]
>[92 5 RXAAEE (Cluster Configuration) 1 IZBEIL £3, ANV —E R 7F—b

(External Service Pools) &7 v a » CEHY—ERET—H P —ERXDIP T KL X
R LET, FEMICOWTIE, Cisco Nexus Dashboard User Guide @ ICluster
Configuration] OIHZZM L T 7E IV,

Three cards namely Fabric Discovery, Fabric Controller, and SAN Controller is displayed.

Based on the requirement, select the deployment.

From the list of Features, select features that you need to enable on the Nexus Dashboard Fabric Controller
deployment.

Note The list of features displayed is based on the Deployment selected on the card.

Click Apply to deploy Nexus Dashboard Fabric Controllerwith the selected features.

After the installation is complete, the deployment card and all the features status show as Started.

Feature Manager

BERD X A TIZHASNTAN I T v T2 Lizthk, VY —RAXROWTAND/N—F )
7 4 TR &+ F 9, Nexus Dashboard Fabric Controller12.0.2f

777 Vv aryhin—7
*SAN = fE—7
Feature Management D A7 — % A7 [BtgH (Starting) 1 ICEDLV £¥, 7=, AT D

T A—F v HRIRTEET, [Z4—F+ (Feature) | F=v /Ry 7 2L [RELTHET (Save
& Continue) |27 Vv 7 LET,

)

GE)  NDFC U VU—R1202f~D7 v 77 L— RIZBE LT, DCNM11.5(x) THZ/2>TWND 7 4 —

F ¥ ([ZBAET 525 3%V £9°, For more information, see 7 v 7 7 L — N1 OHERE D H
(22 =) .
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Wty F2RTOEE

Nexus Dashboard Fabric Controller 12 TlE, & 2R » M SRIIOMRELE v MBIV XS Z

ENTEET, [BRE (Settings) |>[#AEEE (FeatureManagement) | Z&IR L E5, KkDOF
T, HOOMEEE Yy e T 7V r—a &R ET, [/ L THEAT (Saveand Continue) |
B2V v LET, 77UV EEHLT, HLWEREE Y & T 7 ) 7 —v 3 > T2 & 2 Nexus
Dashboard Fabric Controller O 7 % Bi#s L £ 7,

FEDRMTYR— SN2 E/T 7V r—a B onbdb b £7, gty &L HE
ToHE, ZNOOWRED—EITH LWEH T R—FshEtA, ROKRIC, Higty F&2E
W CE HAMHRRM & EDOFME R LET,

R4BFABTYR—FENBRAvFYT

E{ETT/FEE 277w oBE J7JYwys avhk |SANOY FA—5
A—7
277y okt - 7770y I BHOR | R— St

PATCIL, =% FE—F
T 7V DBRBY
A—hEET, HaE
ty NEEET DL,
777 Vw7 arh
n—ZHANTT 77
Vw7 ZfiHTEE
7T

277Uy avhk
n—5

777Uy b
EETHENT, BEAFED
777U w7 HHIERT

Easy Fabric 7> 5 IPFM
777V TS
r—a IERT S

oK bR

ek, o777
U wHIBRT D0
NHY FT,

LMENRH Y £,

SAN TV hO—5 | 7E— hxfgst HR— G -

O N N4
TyvIT9L—FEDEE
WODETIL, CiscoNDFC, U VU —R 1202f ~D7 v 77 L — REZIZETTILILENRDH D Z X
TIZOWTEALET,

SAN2> rO—5DT7 v T L—FEDERY

NPT TN T =2 %887 5HE, §TXTO server-smart 7 1 £ 2 273 OutofCompliance
27220 E,
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R —%ZH L TA~Y— T4 RIZBITT 5HITI1E. Nexus Dashboard Fabric Controller %
EEILET, WebUI T, [ARL— 3 > (Operations)] >[5 1 2 > A EH (LicenseM anagement)]
>[RAT— b (Smart)] # 7 OJEIZEIR L EF, SLP ZfEH LT CCSM & OfEFEZ /L L £ 7,
FMEIZ SV TiE,  ['Cisco Nexus Dashboard Fabric Controller Configuration Guides] @ [License
Management] OFEZZH L T 7230,

J277Yv Y A bA—3DT7vTIL—FEDERY

DCNM 11.5(x) 7> 5 CiscoNDFC 12.02f (27 v 7 7' L— R4 534, IROMEEIZS| &N 8
Aus

c LU RRA b a =R EHRETLOLEND Y £

« IPAM St 2 HRET H2LERH Y £7

T T =L R = HRETOLENRDY £T
WAL L AR B VB L TRIFT DLERH Y £
« 777Uy TCPMINELZHEANT HLENH Y £7
CAA T A AT ET v — RTIHMLERDD T

Nexus & a2 R— KTO k5 v 7 IP OEE Nexus Dashboard Fabric Controller

1)1)—R 115(x) |15(x)TlE. F5v 7 |LAN T/A1 R [1202f TlE, + |#E
DERZAT IP7 FLRIE EHEOEGE |y TIPTRL
RAFIZELET
LAN 777U v |ethl (F7-1ZHA S 2 |45 PR~ %+ 1 | [Honored]®
4 7 L O%ETT vipl) B35
AT 47 ar b
0—=
LAN 777U v |eth0 (£721XHA > & [45H BHY TRy MO RIS NET, &
7 7 LOYE X vip0) JB LTy PR — )L DRI D
. P2 T w7 IP
A T ar k
e LU ST
7
ﬁ—
LAN 77 7 U v |eth0 (£721ZHAY A |5 —X 7 —4& %73 |Honored
Y 7 LOBEIE vip0) NMTBT D
AT 47 arh
H—7
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7

7 L OBAE vip0)

MZBE LTy

J)—Z 115(x) |[15x)TlX. FS5v 7 |LAN T/ R 1202 TlE, ¢ |#EE

DERAAT IP7 FLRIE EEOESE |y TIPT7RL
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