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CiscoIOS Y 7RI I T UU—R 12.03)T THBEHTT,
CONZATIOBERE. BEOSRREICENMNETFNARICETVTERENhELLE, O
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EEZASNET,
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ISDN LAY 3J)L—7/Nv % J—JL : isdn call interface AN > REFHATZDH/R, <DL
—7Ny o J=)I7Tlk, L—2&0—HIISDN A4 Y FOBTISDNL AV 1, 2, 3 A
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—) TARERITLTLEEL,

TR I)N=TNYT A=) BF ¥ RN ERICT—REBET_ENTERINESHZETA
RULET, chiClk, L—Z200074F21L—2a>0EBENEEINET,

chSsOFIEE, O—N)L AA4YFAD BRI BRENEL TVBIHLESHETARNTEDLETT
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LNADFIVRIIL=—FT 42T ) ICHETZIEAENTANITVELA, BRIONS TN 1—F
1T OFME, RORFIXNESRBRLTLSEETLY,

ISDNBRI hZ 7N a1—F42F 7Z0—Fv—ha BSBLTLEZ,
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A1V ORBIENY, BEODDREENRAELTREHEATEELEREA, COION RIE., ISDN
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1Tk, =)L 70— W< DA D debugisdn q931 XY E—I%ZRLET,

1: =)L 70—&, W< D2H® debugisdnq931 Xy t&—

BRIO:1

s ISDN
2

BRID:2 Network
Router wuhlic svitch n_q_____,_w%muc switch
Time

owitch determines that the

SETUP ':",h BRI 0:1) p| Ccall is destined for the other
| B-channel. The call is

SETUP {ulr-l BRI 0:2) switched to the 2nd B-channel

Fouter accepts
the call CONNECT dun BRI 0:2)
I

CDHHECTl[un BRI 0:1)

maui-soho-04#isdn call interface bri 0 5551111

!--- The router dials 5551111 (the ISDN number of the router's own BRI). !--- If the BRI circuit
has two different phone numbers for each B-channel, !--- use the number that belongs to the
second B-channel. !--- You can use this command to make calls at 56k, with the speed 56 option
maui-soho-04# *Mar 1 17:55:08.344: ISDN BRO: TX -> SETUP pd = 8 callref = 0x09

I-—— Q0931 Setup message 1is Transmitted (TX) to the telco switch. *Mar 1 17:55:08.360: Bearer
Capability 1 = 0x8890 *Mar 1 17:55:08.360: Channel ID i = 0x83 *Mar 1 17:55:08.364: Keypad
Facility i = '5551111' *Mar 1 17:55:08.484: ISDN BRO: RX <- CALL_PROC pd = 8 callref = 0x89
!-—— Call Proceeding message is Received (RX) from the telco switch. !--- The switch now
processes the call. *Mar 1 17:55:08.488: Channel ID i = 0x89 *Mar 1 17:55:08.516: ISDN BRO: RX
<= SETUP pd = 8 callref = 0x12

I--- A Setup message 1is Received (RX) from the switch. This message is for the !--- incoming
call. Remember that the router sent a Setup message (for the !--- outgoing call) and now
receives a SETUP message for the same call. *Mar 1 17:55:08.516: Bearer Capability i = 0x8890
*Mar 1 17:55:08.520: Channel ID i = O0x8A *Mar 1 17:55:08.520: Signal i = 0x40 - Alerting on -
pattern 0 *Mar 1 17:55:08.532: Called Party Number i = 0xCl, '5551111' *Mar 1 17:55:08.532:
Locking Shift to Codeset 5 *Mar 1 17:55:08.532: Codeset 5 IE Ox2A i = 0x808001038001118001, '<'
*Mar 1 17:55:08.564: ISDN BRO: Event: Received a DATA call from on B2 at 64 Kb/s *Mar 1
17:55:08.620: $DIALER-6-BIND: Interface BRIO:2 bound to profile Dialerl *Mar 1 17:55:08.652:
ISDN BRO: TX =-> CALL_PROC pd = 8 callref = 0x92

! ——— Transmit (TX) a Call Proceeding message for the incoming call. *Mar 1 17:55:08.652:
Channel ID i = 0x8A *Mar 1 17:55:08.700: SLINK-3-UPDOWN: Interface BRIO:2, changed state to up
*Mar 1 17:55:08.988: ISDN BRO: TX =-> CONNECT pd = 8 callref = 0x92

! ——— Transmit (TX) a Connect message for the incoming call. *Mar 1 17:55:08.988: Channel ID i =
0x8A *Mar 1 17:55:09.040: ISDN BRO: RX <- CONNECT_ACK pd = 8 callref = 0x12

! --- Receive (RX) a Connect Acknowledgment for the incoming call. *Mar 1 17:55:09.040: Channel
ID i = Ox8A *Mar 1 17:55:09.040: Signal i = 0x4F - Alerting off *Mar 1 17:55:09.064: ISDN BRO:



RX <- CONNECT pd = 8 callref = 0x89

! ——-- Receive (RX) a Connect message for the outgoing call. *Mar 1 17:55:09.076: ISDN BRO: TX ->
CONNECT_ACK pd = 8 callref = 0x09

*Mar 1 17:55:09.080: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up

*Mar 1 17:55:09.104: $DIALER-6-BIND: Interface BRIO:1 bound to profile BRIO

*Mar 1 17:55:09.112: $ISDN-6-CONNECT: Interface BRIO:1 is now connected to 5551111

! ——- Call is now connected. Loopback call is successful.

y:

=N A—=IH, L—REELEDBFYIRILTEGRIL—RERERAIL—ZOMA
NEBZRZLET, debugisdn q931 DL ZMRIBERE,. chso "Fa7i0O-)
1 DRBEEEDCENEETY, EAEF. L—REFE SETUP XYy E—TJZFEEFEL (TX->
SETUP). £/ SETUP XY t—YDZELLET (RX<-SETUP ), #E& hi SETUP
XYV E—TJRFREFEI-NCH/BLTVT, ZEETNLSETUP XY -2 REFI-ILICX
IWUTVBRENHYET,
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W=TNv 0 J=-IBEIL—RZRETRICE. ROATYTERITLET,

1. copy running-config startup-config A¥ > RZRAL TEITIA 714 F1L—2 32 &2 R7F
LET. chziTd&, TANOETH, U7—NULTEFTOVT74F21L—>3202TA
REION—23a 2 ICERTEERT,

2 YMBA UV BR—TIAARAZRELET, F: 2OEI>IDTRE, A4 YFRA7PSPID%
E, HEZISDNEERREZRBEL TVB L ZHRBELTVET,

interface BRIO

no ip address

!--- Do not configure an IP address on the physical interface. !--- The IP address will be
configured on the dialer. encapsulation ppp !--- physical interface uses PPP encapsulation
dialer pool-member 1 !/--- Assign BRI0O as member of dialer pool 1. !--- Dialer pool 1 is
specified in interface Dialer 1, and !--- interface Dialer 2. isdn switch-type basic-ni
isdn spidl 71355511110101 5551111 isdn spid2 71355511120101 5551112 !--- switch-type and
SPID configuration. !--- Contact the telco for this information. ppp authentication chap
callin !--- The physical interface uses CHAP authentication. !--- Authentication is
required on the physical interface to bind the !--- incoming call to the right dialer
profile.

B JUDEANVS AVE—TIAAZERELET,

interface Dialerl

ip address 1.1.1.1 255.255.255.0

!-—-—- Assign an IP address to the dialer interface. !--- In this example, the IP addresses
for both dialers !--- are in the same subnet. encapsulation ppp !--- The dialer interface
uses PPP (same as the physical BRI interface). dialer pool 1 !--- his defines Dialer pool
1. BRI 0 is a member of this pool. dialer remote-name dialer2 !--- This name must match the
name used by the other dialer interface to !--- authenticate itself. Dialer string
7135551112. !--- Phone number for the other B-channel. !--- If your connection only needs
one number for both B-channels !--- (that is, they are in a hunt-group), use that number
here. dialer-group 1 !--- Apply interesting traffic definition from dialer-1ist 1. ppp
authentication chap callin !--- Use one-way CHAP authentication. This is sufficient for
this test. ppp chap hostname dialerl !--- CHAP hostname to be sent out for authentication.
ppp chap password dialerl !--- CHAP Password to be sent out for authentication.

A 2BBDHANVS AB—TIARAERELET,
interface Dialer2
ip address 1.1.1.2 255.255.255.0
!--- Assign an IP address to the dialer interface. !--- In this example, IP address for
both dialers are in the same subnet. encapsulation ppp dialer pool 1 !--- This defines
Dialer pool 1. !--- BRI 0 is a member of this pool. dialer remote-name dialerl !--- This
name must match the name used by the other dialer interface !--- (dialerl) to authenticate
itself. Dialer string 7135551111. !--- Phone number for the other B-channel. !--- If your
connection only has one number for both B-channels !--- (that is, they are in a hunt-
group), use that number here. dialer-group 1 !--- Apply interesting traffic definition from
dialer-list 1. ppp authentication chap callin ppp chap hostname dialer2 !--- CHAP hostname
to be sent out for authentication. ppp chap password dialer2 !--- CHAP Password to be sent
out for authentication.

5.|m»d£a)7hébLuH:L ffﬁg &:/\;Ktj f*%i fﬁ|ur§5?ro

username dialerl password 0 dialerl
username dialer2 password 0 dialer2

I—HEBENAD—RE, FEFAVZ 42 R—7 I 4 XT ppp chap hostname Y R&
ppp chap password N> RICK 2> TRELEEDERU T,
6. OARTLTRLESD, ARXTAYVI II—KZERELET,

ip route 1.1.1.1 255.255.255.255 Dialerl

!-——- Note that the route for 1.1.1.1 points to dialerl. ip route 1.1.1.2 255.255.255.255
Dialer2 !--- Note that the route for 1.1.1.2 points to dialer2. !--- The routes are used to
determine which dialer interface is !--- used for dialout.

EMN: 422 —7I4ADialer1 ( ATY73)&A B2 —7 I 4 ADialer2 ( ATY 7
4)DIP7RLAZBZDHTZRY NCRETIHE, AZTAYIIL—NIMBEHYEHE
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7. REDRNSTA Y IEEBERELET,
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X : dialer-listDFE S, XA VZ 142 2—7 T4 ADdialer-group TEREE N TWBRHES L&
BULEDICTRIXLENHYET, COHITE, dialerlist1 Z5&EL F T,
TARFETLES, TAMOEICEALTVWEROREICRT HICIL—2Z2)O—RKRL

FT (RERRFELEVWTSEZV ),

T—=2 L=y JA—-IL D%

CCT, F=2IAN—7TNYv O OA—-)L=zBKL. PPPXOI—-2 3 N EERETZERELE
¥, EEBPPPXISI—>32E, BFYRIANBEUCT—2EZBEREERLET,

2: F—=2MN=7TNv o - OBE%



Dialer 1
1.1.1.1/24

chap hostname dialer1

Router

Dialer 2
1.1.1.2:24

chap hostname dialer?

Initiate ping to 1.1.1.1

route points to Dialer 1.
ping is interesting traffic
and so dialer 1 dials the

dialer string

Router accepts the

incoming call on BRIO:2

and responds with a
CONNECT

Router receives the

CONNECT on BRIO:1

PPP LCP negotiation
hegins

LCP negotiation is
complete.
Note: some LCP
transactions have not
heen displayed

One-way chap
authentication
Hostname specifed in
the outbound dialer
{dialer 1) is used for
CHAP.

Successfully
authenticate the user
and hind the call to
Dialer 2.
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Fouter dials out on 1st B-channel
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-

B-channel 2 CONNECT

il
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N

CONFREQ {on BRI 0:1)

L

it}
CONFREQ {on BRI 0:2)

CONFACHK(on BRI 0:2)

-

el

CONFACK (on BRI 0:1)
|y

CHAP Challenge the

incoming call
L

-
CHAP Hesponse

hostname dialer1 & password dialerl
-=i

A

IPCF Megotiation

A A WA W

)

N

ROTFINYT=2TOTF14TILET,

- debug dialer

- debug isdn q931

- debug ppp negotiation
- debug ppp authentication ( #7332 )

y: 3

W=y 2= ETHFOEE. I—2EERBEZBFrRILTEGAIL—FEREAIL

—20OMmAEE L TEHELET, debugisdn q931 1Y > R & debug ppp negotiation 1Y > KD H
HZEBRITBEE. Chso "Fa7)IO—-)i OBRBELEDCENEETYT, LexlF. I
—AR& SETUP XYy +—2 &FEEL (TX->SETUP ), £ SETUP XY E—2C0ZEELET



(RX<-SETUP )., BEEh/= SETUP XY t—URBEI-ILLCHBLTVT, SHEEhi
SETUP XY t—JRBEEI-LIRELT VWA AEN S ET,

RICRT O, EEL L ISDN I—LOFNY I T,

router#show debug
Dial on demand:
Dial on demand events debugging is on
PPP:
PPP protocol negotiation debugging is on
ISDN:
ISDN Q931 packets debugging is on
ISDN Q931 packets debug DSLs. (On/0Off/No DSL:1/0/-)
DSL 0 --> 1
l -

router#ping 1.1.1.1

! --- Because of the static route entry shown in step 6 above, !--- the call is made out from
dialer 1. Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2
seconds: 03:40:41: BRO DDR: rotor dialout [priority] 03:40:41: BRO DDR: Dialing cause ip
(s=1.1.1.1, d=1.1.1.1) 03:40:41: BRO DDR: Attempting to dial 7135551112 03:40:41: ISDN BRO: TX -
> SETUP pd = 8 callref = 0x08 !/--- Outgoing SETUP message. 03:40:41: Bearer Capability i =
0x8890 03:40:41: Channel ID i = 0x83 03:40:41: Keypad Facility 1 = '7135551112' 03:40:41: ISDN
BRO: RX <- CALL_PROC pd = 8 callref = 0x88 03:40:41: Channel ID i = 0x89 03:40:41: ISDN BRO: RX
<- SETUP pd = 8 callref = 0x2A !--- Incoming SETUP message on the other B-channel. 03:40:41:
Bearer Capability i = 0x8890 03:40:41: Channel ID i = Ox8A 03:40:41: Signal i = 0x40 - Alerting
on - pattern 0 03:40:41: Called Party Number i = 0xCl, '5551112', Plan:ISDN,

Type:Subscriber (local) 03:40:41: Locking Shift to Codeset 5 03:40:41: Codeset 5 IE Ox2A 1 =
0x808001038001118001, '<' 03:40:42: ISDN BRO: Event: Received a DATA call from on B2 at 64 Kb/s
!--- Note that the call comes in on the second B-channel (BRI(0:2). !--- Hence the outgoing call
must have been on BRIO:1. 03:40:42: ISDN BRO: Event: Accepting the call id O0xB 03:40:42: $LINK-
3-UPDOWN: Interface BRIO:2, changed state to up. 03:40:42: BR0O:2 PPP: Treating connection as a
callin 03:40:42: BR0:2 PPP: Phase is ESTABLISHING, Passive Open [0 sess, 0 load] 03:40:42: BRO:2
LCP: State is Listen !/--- PPP LCP negotiations begin. 03:40:42: ISDN BRO: TX -> CALL_PROC pd = 8
callref = 0xAA 03:40:42: Channel ID i = Ox8A 03:40:42: ISDN BRO: TX -> CONNECT pd = 8 callref =
0xAA 03:40:42: Channel ID i = Ox8A 03:40:42: ISDN BRO: RX <- CONNECT_ACK pd = 8 callref = 0x2A
03:40:42: Channel ID i = 0x8A 03:40:42: Signal i = 0x4F - Alerting off 03:40:42: ISDN BRO: RX <-
CONNECT pd = 8 callref = 0x88 03:40:42: $LINK-3-UPDOWN: Interface BRIO:1, changed state to up
03:40:42: BR0O:1: interface must be fifo queue, force fifo 03:40:42: $DIALER-6-BIND: Interface
BRO:1 bound to profile Dil 03:40:42: BRO:1 PPP: Treating connection as a callout 03:40:42: BRO:1
PPP: Phase is ESTABLISHING, Active Open [0 sess, 0 load] 03:40:42: BR0O:1 PPP: No remote
authentication for call-out !--- One-way authentication (configured with PPP authentication CHAP
callin). 03:40:42: BRO:1 LCP: O CONFREQ [Closed] id 11 len 10 03:40:42: BRO:1 LCP: MagicNumber
0x513D7870 (0x0506513D7870) 03:40:42: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x08
03:40:42: BR0:2 LCP: I CONFREQ [Listen] id 11 Len 10 03:40:42: BR0O:2 LCP: MagicNumber 0x513D7870
(0x0506513D7870) 03:40:42: BR0:2 LCP: O CONFREQ [Listen] id 11 Len 15 03:40:42: BR0O:2 LCP:
AuthProto CHAP (0x0305C22305) 03:40:42: BR0:2 LCP: MagicNumber 0x513D7A45 (0x0506513D7A45)
03:40:42: BR0:2 LCP: O CONFACK [Listen] id 11 Len 10 03:40:42: BR0O:2 LCP: MagicNumber 0x513D7870
(0x0506513D7870) 03:40:42: BR0O:1 LCP: I CONFREQ [REQsent] id 11 Len 15 03:40:42: BRO:1 LCP:
AuthProto CHAP (0x0305C22305) 03:40:42: BRO:1 LCP: MagicNumber 0x513D7A45 (0x0506513D7A45)
03:40:42: BR0O:1 LCP: O CONFACK [REQsent] id 11 Len 15 03:40:42: BRO:1 LCP: AuthProto CHAP
(0x0305C22305) 03:40:42: BRO:1 LCP: MagicNumber 0x513D7245 (0x0506513D7A45) 03:40:42: BRO:1 LCP:
I CONFACK [ACKsent] id 11 Len 10 03:40:42: BRO:1 LCP: MagicNumber 0x513D7870 (0x0506513D7870)
03:40:42: BR0O:1 LCP: State is Open 03:40:42: BR0O:1 PPP: Phase is AUTHENTICATING, by the peer [0
sess, 1 load] 03:40:43: BR0:2 LCP: I CONFACK [ACKsent] id 11 Len 15 03:40:43: BR0O:2 LCP:
AuthProto CHAP (0x0305C22305) 03:40:43: BR0:2 LCP: MagicNumber 0x513D7A45 (0x0506513D7A45)
03:40:43: BR0O:2 LCP: State is Open 03:40:43: BR0:2 PPP: Phase is AUTHENTICATING, by this end [0

sess, 1 load] !--- Authentication begins. 03:40:43: BR0:2 CHAP: O CHALLENGE id 7 Len 26 from
"router" 03:40:43: BRO:1 CHAP: I CHALLENGE id 7 Len 26 from "router" 03:40:43: BR0O:1 CHAP: Using
alternate hostname dialerl !--- Use the alternate hostname specified with PPP CHAP hostname !---

under int Dialer 1. 03:40:43: BR0O:1 CHAP: Username router not found 03:40:43: BR0O:1 CHAP: Using



default password 03:40:43: BRO:1 CHAP: O RESPONSE id 7 Len 28 from "dialerl" !--- Outgoing CHAP
response sent on B-channel 1. 03:40:43: BR0:2 CHAP: I RESPONSE id 7 Len 28 from "dialerl" /---
Incoming CHAP response seen on B-channel 2. 03:40:43: BR0:2 CHAP: O SUCCESS id 7 Len 4 !---
Authentication is successful 03:40:43: BR0:2: interface must be fifo queue, force FIFO 03:40:43:

$DIALER-6-BIND: Interface BR0:2 bound to profile Di2 !--- Call (from Dialer 1) is bound to int
Dialer 2. !--- This 1is because the dialer remote-name dialerl command is !--- configured under
int dialer 2. Binding fails when the dialer remote-name !--- command is omitted, or is
incorrect,

03:40:43: BR0:2 PPP: Phase is UP [0 sess, 0 load]

! --- IPCP negotiation begins. 03:40:43: BR0O:2 IPCP: O CONFREQ [Not negotiated] id 1 Len 10
03:40:43: BR0:2 IPCP: Address 1.1.1.2 (0x030601010102) 03:40:43: BR0O:2 CDPCP: O CONFREQ [Closed]
id 1 Len 4 03:40:43: BRO:1 CHAP: I SUCCESS id 7 Len 4 03:40:43: BR0O:1 PPP: Phase is UP [0 sess,
1 load] 03:40:43: BRO:1 IPCP: O CONFREQ [Not negotiated] id 1 Len 10 03:40:43: BR0O:1 IPCP:
Address 1.1.1.1 (0x030601010101) 03:40:43: BRO:1 CDPCP: O CONFREQ [Closed] id 1 Len 4 03:40:43:
BRO:1 IPCP: I CONFREQ [REQsent] id 1 Len 10 03:40:43: BRO:1 IPCP: Address 1.1.1.2
(0x030601010102) 03:40:43: BRO:1 IPCP: O CONFACK [REQsent] id 1 Len 10 03:40:43: BRO:1 IPCP:
Address 1.1.1.2 (0x030601010102) 03:40:43: BR0O:1 CDPCP: I CONFREQ [REQsent] id 1 Len 4 03:40:43:
BRO:1 CDPCP: O CONFACK [REQsent] id 1 Len 4 03:40:43: BR0O:2 IPCP: I CONFREQ [REQsent] id 1 Len
10 03:40:43: BR0O:2 IPCP: Address 1.1.1.1 (0x030601010101) 03:40:43: BRO:2 IPCP: O CONFACK
[REQsent] id 1 Len 10 03:40:43: BR0:2 IPCP: Address 1.1.1.1 (0x030601010101) 03:40:43: BRO:2
CDPCP: I CONFREQ [REQsent] id 1 Len 4 03:40:43: BRO:2 CDPCP: O CONFACK [REQsent] id 1 Len 4
03:40:43: BR0:2 IPCP: I CONFACK [ACKsent] id 1 Len 10 03:40:43: BR0:2 IPCP: Address 1.1.1.2

(0x030601010102) 03:40:43: BR0:2 IPCP: State is Open !--- IPCP on B-channel 2 is Open. 03:40:43:
BRO:1 IPCP: I CONFACK [ACKsent] id 1 Len 10 03:40:43: BRO:1 IPCP: Address 1.1.1.1
(0x030601010101) 03:40:43: BRO:1 IPCP: State is Open !/--- IPCP on B-channel 1 is Open. 03:40:43:

BRO:2 DDR: dialer protocol up 03:40:43: BRO:1 DDR: dialer protocol up 03:40:43: Di2 IPCP:
Install route to 1.1.1.1 03:40:43: Dil IPCP: Install route to 1.1.1.2 03:40:44: $LINEPROTO-5-
UPDOWN: Line protocol on Interface BRI0:2, changed state to up 03:40:44: 3LINEPROTO-5-UPDOWN:
Line protocol on Interface BRIO:1, changed state to up !--- Both B-channels are up. ... Success
rate is 0 percent (0/5) router#
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