ISDNBRI RS 7)Y 1—F 424 70—F+
_I\.JI E?Rﬁbf(?’f‘c’f\:‘o

&

BHE

ZO0—F+v—b

NSTNa—TF 420 "NSTNa—F4200 QA EFEETFNYITOF Y TF v H&E
RSN a—TFT4200 =B FAYILEHTLETAH?

ER L= XALAYILZETLEL,

FNYTIC@AEHIE AL

FNYTJEHEIENhTE, TAttempting to Dialy XY =8 %0

#l1

Bl 2

#i3

RSZIWNa1—F 4% ISDN O—)LEFEEICEZELETH,

fEIR - ISDN O— LA EE IC#EEL &L,
NSZIWN>a1—F 425 :PPPLCP 7T —AERBILETA?

fER : PPPLCP 7 T —ANRIIL &L\,

ZZ5h3FEHE : PPP ARREE N TLVAL,

ZZA5h2FERA  ISDNEEDI AN Y F,

EZZS5NnBER 280N —2H, FAITZRE7OBTI (CHAP £EI1E PAP) ILDOVWTEE
LW

NS7IN>1—F 424 PPPERSIRRIILETA?

fEIR : PPP EREEN kBT B

#l1

Bl 2

#l3

NRSZIN>a—F 4% :PPPNCP (IPCP) ZI—RXFEETLETAH?
fEIR . PPP NCP (IPCP) A>T —3a U FRIIL &L,

BE: IP7RLAOXISI—->3a kBT

BE BEAN—ZRTEANYZ ZO77ANODNAT A TNKKRTS
EHEOBRE

ER - QEGHEBRNBETESZD, FLEEI—IILOEEN T2 E<BBRENEL
ER L= EHNICESEZITAVILT S,

R E2BF Yy RINEHELEV,

|P $ZHi i 0 BRE

EBEN

B=

ZMXE(F. ISDN Basic Rate Interface ( BRI; EXREREA VX —T IA AR ) ICKDEAVILT Y
TTORAIBIBNTZ TN 1—FT 42T DOFEETT, UTFICRT7O0—-F ¥ —h~EHDH
Tk, F4YZ 707740 %2EHAL THFAED ISDNBRI ##Z2EY NT7Y7LTVET,




=% L. L 7> — Dial-on-Demand Routing (DDR;ZA VLA FI R IIL—FT 12T ) #EH
LTHDOIL—R (TS F AT 1ARBE ) ICERELTVWRHETE, RULNS TN 1—F1>
JOFIEEZMATEET,

X :ISDN ICEI2EEZ@RTZI-OIC, AT HYR—K A1 " FAEFEATEET,

ISDN & DDR M APIRY 1B IE. Cisco Learning Connection DEEFERNRL—Z=Z &S BL TL
=L\,

70-F¥—h

D>oODVYVTRE, FEBOFMICD Y7 LET, COTO—Fv—NIRDICEK., 7
ZOYD {R3} REAVEFERALTIEEZ L,
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debugs:

debug dialer

debug dialer packet
debug isdn 931

debug ppp negotiation
debug ppp authentication

Lag in to your router and enable these

Then ping an IP Address on the Internet

(Howe to log in and capture these debugs)

Does the Router
Atternpt to Dial?

Ooes the [SD
Call Connect
Successfully?

Dioes the PPP LCP
Phase succeed?

Does PPE
Authentication
Succeed?

Does the PPF
MCP (IFCP1 Phase

complete?

Fossible Causes:

- ip routing is not configured

- IP Addressing is not configured
- Route to dialer int does not exist
- dialer-list i= not configured

- dialer-group is not configured

- dialer string is not specified
(Click here for other possible
cases and sample output)

Fossible Causes:

- Problem with 150N wiring

- IS0M Circuit is not functioning
- Incorrect dialer string

- Long distance carrier issue

- Incorrect SPIDs

(Click here for other posgible
cases and sample output)

Fossible Causes:

- encapsulation ppp is not
configured

- ISOM Speed mismatch 56k vs
Bak)

- Routers do not agree an
authentication protocal

(Click here for other possible
cases and sample output)

Fossible Causes:

- wrong username (on either called
and calling router)

- wrong password (on either called
and calling router)

(Click here for other possible cases
and sarnple output)

Fossible Causes:

- fixed IP address configured an
calling router while called router
wants to assign a specific address
- dialer pool incorrectly specified
- dialer remote-name does not
match the authenticated username
(Click here for other possible cases

. Choose from one of the following

!

\

post-connection problems

and sample output)

Call disconnects
prermaturely

Possgible Causes:

- Low dialer idle-timeout
- Incorrect interesting
traffic definition

Call does not disconnect .
link
Possible Causes:

- High dialer idle-timeout
- Incorrect interesting
traffic definition

Possible Causes:

periodic traffic) is
interesting

Router repeatedly dials the

- Routing protocol {or other

//
IF Connectivity lssues

Fossible Causes:
- WAT Configuration lssue
- IP Routing issue




NSTINa—=F420: N7V —F1420 : 0042k
EETFNYITIOXRNYTFYRE

IL—ZIZIE., PCOUTI R—NCEHGEALEOY L T—TIN2EALTELRTZIH., £
ol Telnet Z AL TEHELF T,

OAYY—)Z2BUTIL—RIERITZDBERE. OV IIERARX—SFI TZ1L—2DIF
LVWEEL ZZRLTKEEV, L—FHFFTTICA—FXY NT Telnet ZFEAL TIL—XRITHEL

T2G5EE. Bl Tenet V24T M 2EALTIL—RDA—HZRY NIP T RLAICERTS
2T,

AV Y —)LEGRE Tenet BERO VT hDIFETE, Y23 HhIIZBENLHIOBEEZRE
TERVFATUVRNEERATRLEZHAOLET., chlF, BEOXY E—JZRTLEHIC,
TINY THNER> THERI BN HBIHNS5TT,

TFNYTHAEOQT XV E—JZIUBBNTRREEDLSCRELET, 7OVT MARR
Ehizs, L—2IEREEATVBINRAT—REAALTAR—TI E—RICAYET,

router>enable

Password: (enter the enable password) router# router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

router (config) #service timestamps debug datetime msec

router (config) #service timestamps log datetime msec

Telnet ZFEAL TOJA4 > LTVWBEBEEIE., XD KSIZ terminal monitor EA BT L E T,

router#terminal monitor
router#

W T debug AN RZADLET,

router#debug isdn @931

ISDN Q931 packets debugging is on
router#debug ppp negotiation

PPP protocol negotiation debugging is on
router#debug dialer packet

Dial on demand packets debugging is on
router#debug dialer

Dial on demand events debugging is on
router#debug ppp authentication

PPP authentication debugging is on
router#

RIZ, BERIL—2Tping 2RITLET. J—IIKBLEBEOTFNY THIOHZRIZTRL
£¥Y, JO0—Fr—PTRBRZTVTI—XELTRENTVRERRFERARTENATVET,

router#ping 194.183.201.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 194.183.201.1, timeout is 2 seconds:

*Mar 1 00:06:36.383: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMIT)
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! -- The ping for 194.183.201.1 is interesting traffic and uses Dialer 1(Dil) *Mar 1
00:06:36.387: BRO DDR: rotor dialout [priority] *Mar 1 00:06:36.391: BRO DDR: Dialing cause 1ip
(s=10.1.0.1, d=194.183.201.1) *Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

! —— Number used to dial.

! -- This is configured using the dialer string or dialer map command

! —— If you do not see this message proceed to section

! —-- Symptom: The Router Does Not Attempt to Dial *Mar 1 00:06:36.411: ISDN BRO: TX -> SETUP pd
= 8 callref = 0x02 *Mar 1 00:06:36.415: Bearer Capability i = 0x8890 *Mar 1 00:06:36.423:
Channel ID i1 = 0x83 *Mar 1 00:06:36.427: Called Party Number i = 0x80, '8134', Plan:Unknown,
Type:Unknown *Mar 1 00:06:36.519: ISDN BRO: RX <- CALL_PROC pd = 8 callref = 0x82 *Mar 1
00:06:36.527: Channel ID i = 0x89 *Mar 1 00:06:36.727: ISDN BRO: RX <- CONNECT pd = 8 callref =
0x82 *Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT ACK pd = 8 callref = 0x02

*Mar 1 00:06:36.751: %LINK-3-UPDOWN: Interface BRIO:1, changed state to up

! —— ISDN Layer 3 CONNECT message and Link Up message ! -- If you do not see this message

proceed to section ! -- Symptom: The ISDN Call Does Not Connect Successfully *Mar 1
00:06:36.767: BR0O:1: interface must be fifo queue, force fifo *Mar 1 00:06:36.775: $DIALER-6-
BIND: Interface BRO:1 bound to profile Dil *Mar 1 00:06:36.787: BRO:1 PPP: Treating connection
as a callout *Mar 1 00:06:36.791: BRO:1 PPP: Phase is ESTABLISHING, Active Open ! -- LCP
negotiation begins *Mar 1 00:06:36.791: BRO:1 PPP: No remote authentication for call-out *Mar 1
00:06:36.795: BRO:1 LCP: O CONFREQ [Closed] id 3 len 10 *Mar 1 00:06:36.799: BRO:1 LCP:
MagicNumber 0x0012586A (0x05060012586A) *Mar 1 00:06:36.859: BRO:1 LCP: I CONFREQ [REQsent] id
59 len 15 *Mar 1 00:06:36.863: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:06:36.867:
BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.871: BRO:1 LCP: O CONFACK
[REQsent] id 59 len 15 *Mar 1 00:06:36.875: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1
00:06:36.875: BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.879: BRO:1 LCP:
I CONFACK [ACKsent] id 3 len 10 *Mar 1 00:06:36.883: BR0O:1 LCP: MagicNumber 0x0012586A
(0x05060012586A) *Mar 1 00:06:36.887: BRO:1 LCP: State is Open

! -- LCP negotiation is complete. Any LCP state other than Open indicates

! —- that LCP negotiation has failed.

! —— If you do not see this message proceed to section

! —— Symptom: PPP LCP Phase Does Not Succeed *Mar 1 00:06:36.903: BRO:1 PPP: Phase is
AUTHENTICATING, by the peer *Mar 1 00:06:36.907: BRO:1 CHAP: I CHALLENGE id 38 len 24 from "ISP"
! -- Incoming CHAP challenge *Mar 1 00:06:36.915: BRO:1 CHAP: Using alternate hostname XXXXX

! -- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:06:36.915: BRO:1 CHAP: Username ISP not found

*Mar 1 00:06:36.919: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:06:36.923: BRO:1 CHAP: O RESPONSE id 38 len 26 from "XXXXX"

! -- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:06:36.939: BRO:1 CHAP: I SUCCESS id 38 len 4 ! -- NAS has succesfully authenticated the
router *Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

! —-- PPP Authentication is successful ! -- PPP NCP (IPCP) negotiation begins *Mar 1
00:06:36.947: BRO:1 IPCP: O CONFREQ [Not negotiated] id 3 len 10

*Mar 1 00:06:36.951: BRO:1 IPCP: Address 0.0.0.0 (0x030600000000)

! —- This router does not have an address configured, so it sends a

! -——- CONFREQ with the address 0.0.0.0. This tells the other peer to assign an address

! -- which is accomplished by the sending of a CONFNAK with the proper address. *Mar 1
00:06:36.955: BRO:1 IPCP: I CONFREQ [REQsent] id 26 len 10

*Mar 1 00:06:36.963: BRO:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -- Incoming CONFREQ indicating the peer's IP address *Mar 1 00:06:36.967: BRO:1 IPCP: O
CONFACK [REQsent] id 26 len 10

*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -- The router accepts the peer's IP address

! -- (since it 1is not trying to assign one to the peer)

! —- Once the call is connected a route to this address will be installed *Mar 1 00:06:36.975:
BRO:1 IPCP: I CONFNAK [ACKsent] id 3 len 10

*Mar 1 00:06:36.979: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- The peer CONFNAKs our initial Address request of 0.0.0.0

! —— It responds with the address that this router could use

! -- The NAS can assign this using the peer default ip address or dialer map command

*Mar 1 00:06:36.983: BR0O:1 IPCP: O CONFREQ [ACKsent] id 4 len 10

*Mar 1 00:06:36.987: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- This router requests the address previously suggested by the NAS *Mar 1 00:06:37.011: BRO:1
IPCP: I CONFACK [ACKsent] id 4 len 10



*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! —-- NAS accepts the address requested by the client *Mar 1 00:06:37.015: BRO:1 IPCP: State is
Open

! —-——- PPP NCP (IPCP) negotiation is complete ! -- If you do not see this message proceed to
section

! -- Symptom: PPP NCP (IPCP) negotiation does not succeed *Mar 1 00:06:37.019: Dil IPCP: Install
negotiated IP interface address 194.183.201.2 *Mar 1 00:06:37.031: BRO:1 DDR: dialer protocol up
*Mar 1 00:06:37.039: Dil IPCP: Install route to 194.183.201.1

! -- Route to peer is installed *Mar 1 00:06:37.943: SLINEPROTO-5-UPDOWN: Line protocol on
Interface BRIO:1, changed state to up *Mar 1 00:06:38.383: Dil DDR: ip (s=194.183.201.2,
d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1 00:06:38.427: Dil DDR: ip
(s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1
00:06:38.471: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting
(ip PERMIT) *Mar 1 00:06:38.515: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes,
outgoing interesting (ip PERMIT) router# *Mar 1 00:06:42.783: %ISDN-6-CONNECT: Interface BRIO:1
is now connected to 8134

unknown
router#

RTINS I—F 128 70~F v—hEES
NSTN2A—F12T : L—BBFALVYILERTLETH?

W=—B2HFD-IZRELLSELTVRIAESHZRLOBICE,. REAIL—ZOFTNYTHA
CRDITHNHBIDPESHERLET,

*Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

COTFNYTHATE, L—2HFHAVIILEHTLTWVWRISDNTALIRNUESF 8134 TY
o < MES (S dialer string £ 7= 1& dialermap X RZFEAL TEEThTVWET,

RSN a—FT1>20 ZO0—F¥—hICR3
ER :IL—BZFAA4 VI EZETLEL,
ILW=—BZNZTA VI ZEZTLEVEEE., ROXKSBEAEMEN HYET,

TN T C@MEHDEREL

TNV TICAEHAETNBVES, RETEEOSVERERR, EELLSELTVARIPNTY B
FEANZ A R—TIA AL —TFTA2TENTVWBEVWIETT, CORRARET SR
BRAG, ROEHYNTT,

BRANTAVE—TIAAICIPHFRETNTVDREZRAELET, chlllF, FA4YV5
AVB—=TIAAICIP T RLANBREESNTWS A, ipunnumbered interface ( Z DHE.
interface |&. ethernet x X° loopback x X & ® up/up 1 2 —7 T4 X ) £1=IF ip address
negotiated ( 754 F> RHF NASHAS IPFRLAZIBITZIES ) F/REThTVLWSR L
HFYBETY, LH>—DDRZFEATIEER, MBAVEZ—TIA A (AVRX—TI(RA
BRIOBZE)IZCIPTFRLAZHRETDHLENHVNET,

- X2 Riprouting "EEE N TS C & ZHFR L £9, show running-config 1Y > RZ
AULTEREEZRRLESBAIC, OY Y Rnoiprouting "RRENTVWTIHEWHER A,



BANT AV E=TIARRLEBRIANKY T (FAYI IV TZERALTVWREE) &
BULRIARTAY I )N—MIHB_LZBRBLET. ROJ (XA VYZ 7077410
B8 )& RVARKYTELT dialer 1 252 172.22.53.024 N\DAZT A YU JL—KT
EE

maui-soho-01(config) #ip route 172.22.53.0 255.255.255.0 dialer 1

ROBI (LA —DDROBE ) . RTARNKY 7H172.16.1.10172.22.53.024D AR T 4
YIN—KRTT, KTVARKYTTRLARK, XA VILIZFEAE B dialermapAT—R X
RODIP7 RLAE—HTIUENHYET,

maui-soho-01(config)#ip route 172.22.53.0 255.255.255.0 172.16.1.1

AANT AVEB—TIAARAELLREYME A > Z—T T 4 AH administratively down £z lE A&
UNADOREBICBEVCEZBABLET, 1 F—7 T A4 AN uplup ( spoofing ) DIREEIZ&H B
C & &R T B ICIE, show interface dialer X & 7= & show interface bri X IN¥ > RZfFERAL
£7,

4> B2 —7 I A AN administratively down DF&EE, 12 F—T7 T4 AREE—RTno
shutdown XY > RZFERAL XTI,

AVBR—TIAAFAZNAREICHDBERE. XA VZ AR —TIAAEEE BRI A
DBR—=TIAAN, PTYTLTVWBREHBAODNYITY T THIEEZZERLET, 754
N A2 —T7I4ADTIZH S backup interface AN > RZHIBRT B H., £EETT4X
DAVR—TIAADT =TI E2RY)ETFLET,

FINv T EHIENTE, TAttempting to Dialy XY E—I F&W

CDT—ATR, BESKIPNTYRBRAVE—TIARACIL—TFTA2TENTVETH, KA
SHOEBHTIL—ZNTONTY NZREETZHH, J-IIFBEBEhELEA, I—ILIRTE

NBEVWERZRELDD1-OHIC, debug H O ZHEFELE T, RIC debug HIDFIEEZSNBR
HzW<D2ARLET,

1

*Mar 13 10:43:50.253: Dil DDR: ip (s=10.1.1.1, d=172.22.53.1),
100 bytes, outgoing uninteresting (list 101).

E BRENERNTTAVINRRINT T4V IERE—BLTVERA, COHITIE, access-list
101 Z2ZELET,

BHEBARNKRZ 71V IERBTHNE, ROLSICINTOIP RN T4V IZADELTEHFAL
x9,

maui-soho-01(config)#dialer-list 1 protocol ip permit

BE  IXTOIPRZ 74V IERRELTIN—DTDE, BICI—TFT42J 7O ZE
ALTWLWABEXEAHNERNZ 71 OFHBBEIC, ISDN UV INEBRIZTY 7LETS
AREMEAFBYERT, Z—ACEDETHRINZ T AV IEREZRAEL TLEET L,

HMRRZ T4V TICO2VTOFME. RFIXIN TRAVILTYT To/00—  BELHH
1 ZBZRLTLEEL,
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#l 2

*Mar 1 00:07:22.255: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (no dialer-group defined).

HALNYZ 42 R—7 T4 AIC dialer-group AM"EEEENTVERE A ROBIOKS I dialer-group
ZEMLET,

interface Dialerl
dialer-group X

X OER dialer-list AN RTHEAETNTVWREERAUTHIEANVETT,

%3

*Mar 1 00:08:24.919: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (dialer-list 1 not defined).

BAYZ 42 R2—7 T A AIZ dialer-group XHFH VY EXTFH, SBL TWS dialer-list X FEL F
BA. XDOBIDOKSIC dialer-list ZEREL F£ 9,

dialer-list X protocol ip permit

EXOER, FA4AVZ 4202 —T7I4AADTIZHS dialer-group AN RTHERAENTVZE
ERIULTHBDENMVETT,

Bl 4

*Mar 1 00:25:32.551: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 00:25:32.555: Dil DDR: No free dialer - starting fast idle timer.

COT—ATE, BENTYRNGUIOETYTIBDHREKNT T4V VERBERATVETH,

O—-ILOREIZHNATEDINBA > Z—T I/ AN HYERA, YEBA X —T T4 AT dialer
pool-member X A"'SBREE N TVT, ES8ICHAVT 412X —7 T A AT dialer pool X H"EEE h
TVWBEZRAELET, fil:

interface BRIO

dialer pool-member 1
!

interface Dialerl
dialer pool 1

£, BRIAVE—TIA AN Y Y REOREBICEVCEEERELET,
#il 5



*Mar 1 00:37:24.235: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 00:37:24.239: Dil DDR: Cannot place call, no dialer string set.

COT—ATE, FAVSAVBE—TIAAILZAYS ANIINFBREETNATVER A, IL—
REDA=ILZRELEISELFTH, RIETHISDNTFALIRNIBEBSHIDAYYEEA, RDK
5 |Z dialer-string Z €& L £ 9,

interface Dialerl
dialer string 8134

FTOMORNT TN 2—F 142 TBERICOVTOFMIE. RF¥F1 XN Fdebugisdn g931 Y
VREFEALUEISDNBRILAY3IORS TN a—FT14>200: O "HERIIL—2AH SETUP X
VE—IUREELEV, 923 ESBLTLSESTL,

RSN a—F1>0 Z0—F¥—KNICRED
NRSTINS21—F4>24 ISDN =)L EECELELETH,

ISDN d— LA EET 2L ESH 28T I BICE, T/VY THIC CONNECT_ACK # & T %LINK-
3-UPDOWN XY = A H 20 ZHFANXET,

*Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x02
*Mar 1 00:06:36.751: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up

COXY =N HBFEE, ISDNI—IILREEFEICEHZELTVWDED, ROATYTICEDCE
NTEEXT, COLDIBAYE—IHFBVEHEER., RICRTEZAShDEREZESBLTLSEEW

o

RSN a—F1>0 Z0—F¥—KNICRERD
EAR - ISDN =) HFEECEHZELZV,

1. RDESBHANROSND B, I—REEFLHOS Y Y UVOMEAETISDN 7= LY
ZLIAFENTVA CEEZBEELET,

*Mar 1 21:31:18.190: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.v4),

100 bytes, outgoing interesting (ip PERMIT)

*Mar 1 21:31:18.190: BRO DDR: rotor dialout [priority]

*Mar 1 21:31:18.198: BRO DDR: Dialing cause ip (s=x1.x2.x3.x4, d=yl.y2.y3.vy4)
*Mar 1 21:31:18.198: BRO DDR: Attempting to dial 8134.

*Mar 1 21:31:20.186: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.v4),

100 bytes, outgoing interesting (ip PERMIT) .

*Mar 1 21:31:26.226: ISDN BRO: Could not bring up interface

*Mar 1 21:31:26.226: BRIO: wait for isdn carrier timeout, call i1id=0x849E
*Mar 1 21:31:26.246: ISDN BRO: Could not bring up interface.

Success rate is 0 percent (0/5)

2.ISDN EfEN EFEICHEEL TVWB & ZHERLE T, showisdnstatus N> REFEAL T
. LA4Y¥ 15 ACTIVE, L4V 225 MULTIPLE_FRAME_ESTABLISHED, & & T
SPID ( ERFE ) NBMTHBICEZTNTNERELET, &k, RFIXRKNT
show isdn status AN RZEFEALAEBRIORS TN 1 —FT 120, #SBLTLKEEV
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o

CERAOSATTINA ADshow isdn status AN RO I HFH 3B 4S &, Cisco CLI
Analyzerz fERA L TEEN B BB ELBIEZRIRTEERT, Cisco CLI AnalyzerZERA TS (-
&, BI1—YeLTOd4 L, JavaScriptZ2BMICL TWVWBHRENHVYET,

REENTVBISDNE A VYT ANUINFELWC 2B LET, PBX BHATERGE
h358k. AMRICREITIRICKEEIC 0, 9. FLREZTOHOTFIZY N ZEMTILE
FH2ZENFHBYET,

ERAREBTFUTEERATRIHER. SHBOBFLHERERTONAMA—CEAVE
BT, U —EARNTITATTHR L ZRALET., SHFHOBERFEHXED ISDN BREIC
REIAN®V) . ISDN OREBIEEI—IIABYZRER7ONA A — XY ND—JICE
B|ENBVWT—ANF<KRENET, Ko, REB7ONAT— XY ND—U 1 #BEL T
WBEEMRELET,

KETEK, EBEAHFLEIRE#ONA A —HFBEEZHRATELRVESE.
Presubscribed Interexchange Carrier ( PIC ) ZFIH T& £ 9, Local Exchange

Carrier ( LEC; #iBOEFFEAH ) CXR U TCREOREMHET Y U T ZHARITD 7HOTL 7 14
DA% PICO—REHUTET, BEHKEPICI—REFERATDICET, J-IIIEILER
PRERF YT UVTEZFIATEET, PICOI—RE, FAVIEBESOEEESELTERETh
TVERT., BEAEDPIC IE 1010xxx DFER T, no dialer string xxxxx & 7z (& no dialer
map ZAL THEEOESZHIBRL, EVTHLLVEBSZRELET,

=& A&, dialer string 10103215125551111 £REL £ J,
. ISDN #ZZE@BRA Y E—2 2R UE T,

Cisco IOS(R) V7 R I PR COEEMRBX Y t—hmOERI— REMEL. BRET*
AR XY E—JEULTRLET, COTFAN XV E—DIC, BEORRAICDBEHNDEA
BREBIEENTVWIHEENHYVET, CCTRSNDAEMNI HDTFAN XV -
ZRICRLUET, REV) HTESIncompatible destination ( EMEND A WIEL )- 25D
XYVE—JREESE, AAVIBSHRBR>TVHAREENF B EEZRLET. Number
busy ( BENEEF ) - BEAINFERTHBEERLET, Temporary failure ( —EH X [E
E)-BREAHOIXY ND—IF—BHICELELTWREEZRLET, BEOELMERE
HICOVWTEASIhHDEBEHRHEZFANDICIE, Tdebugisdn q931 QELFMARER1— R DEE
3 BSBRLTLKEETV, EEAEF, ROXYE—DF ISDN BESHNER 2 TVB 2O ICERED
BBREhEZZEZRLTVET,

*Mar 3 00:10:38.756: ISDN BRO: RX <- DISCONNECT pd = 8 callref = 0OxXEB
*Mar 3 00:10:38.764: Cause i = 0x84D8 - Incompatible destination

BIR® Tdebugisdn q931 QELHFMABRERA I — ROEBE, R¥FI X NESEBIT (X, ISDN
DAOKESE (7FOJEBREE ) ICEHELRISELECENBERTERMBERI— RAREL
EZENMDHAVET, ROXYE—DRFBESOERAN B THEVEDICESENI BRE N
EZRLTVWERT,

Aug 13 18:23:14.734: ISDN BRO: RX <- RELEASE_COMP pd = 8 callref = 0x86

Aug 13 18:23:14.742: Cause i = 0x829C - Invalid number format
(incomplete number)

RE+ 1 XN Tdebugisdn q931 QIEHGMRBRER I— ROEHE,, 2SBIThiE, VE—bH



http://cway.cisco.com/go/sa/
http://cway.cisco.com/go/sa/
http://cway.cisco.com/go/sa/
http://cway.cisco.com/go/sa/
https://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008012e95f.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008012e95f.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008012e95f.shtml

ISDN ESOEAN BN TH S CEANRRATEEBBRI—RARELLEZENFDLUET,
DERV, BEAKRKBLEOR, (RM4YTFERLT ) RET RLAFBAFTTEZEATE
REND, FLERBRERET RLANFFELE2ENSTT, XDOHIE, ISDN BESHR>T
WBLHICO—IFERENEZEZRLTVET,

*Mar 13 11:29:04.758: ISDN BRO: RX <- RELEASE_COMP pd = 8 callref = 0x83
*Mar 13 11:29:04.769: Cause i = 0x8295 - Call rejected

. EFE&D 5 Service Profile Identifier ( SPID; Y—E X 7O7 7 A I)LEBIF ) 2iRtE T

WBBEE., CNRSOSPIDABRIAVA—TIAARILKETNATVR L EBRELET,
SPID 3 B%. XKE TN BREDMS R/ Y FRAT2EALTVWABEICETHSHETT
(5ess A/ YFRA 7Tk SPID FFRETT ),

interface BRIO
isdn spidl 51255511110101 5551111
isdn spid2 51255511120101 5551112

SPDAEELWAESH EREFRTSICIE, showisdnstatus IX > RZEFEHL F9, M
D2VWTE, RFAXUNTRSTINTa1—F+14>% . ISDNBRISPIDs #8BL T &V

o

CERAOSATTINA ADshow isdn status AN RO I HFH 3B 4S &, Cisco CLI
Analyzerz fEA L TEEN B BB EBIEZRIRTEERT, Cisco CLI AnalyzerZ AT S (-
&, B2I1—YeLTOJ4 L, JavaScriptZBMICL TWVWAHRENHVYET,

EREOFIEZRTLUTEBMBEAFRLEVESE. RFI X Fdebugisdn 931 ¥ >

REFEHALAEISDNBRILAVYIDRZ TN A—FT AT IC¥2 TN 1—FT«
VO REHTLEE,

RSN a—FT1>20 ZO0—F¥—HKICRD

NSTIN>a—F42% :PPPLCP 7I—ARRUBLETH?

FINYTHBIZ, ROISBEXY E—JFHFH2RBT T,

*Mar

1 00:06:36.887: BRO:1 LCP: State is Open

ZDITHNHBH/A. Link Control Protocol ( LCP; UV 4IH7OKNIJ)L ) AEEICEZIS IT—
REhkZEZRULET, Open UAORETHNIE, LCPARBLIEZEZRLET,

RSN a—F1>0 ZO0—F¥—KNICRERD
R : PPPLCP 7T —AHFRIIL&EV,
E£X5h3EHR : PPP FREEhTLEL,

TFNYTHADCRDES BTN HBHEE. PPP IRBENEA 2L EEZRLET,

*Mar 2 19:34:21.761: Dil DDR: dialer protocol up.

*Mar 2 19:34:23.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100
bytes, outgoing interesting (ip PERMIT) .

*Mar 2 19:34:25.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100
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bytes, outgoing interesting (ip PERMIT).

*Mar 2 19:34:27.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMIT)

*Mar 2 19:34:27.753: %ISDN-6-CONNECT: Interface BRIO:1 is now

connected to 8101.

! —- Call connects but the router does not send any PPP CONFREQ packets *Mar 2 19:34:29.397: Dil
DDR: ip (s=10.48.74.9, d=10.0.0.14), 100 bytes, outgoing interesting (ip PERMIT). Success rate
is 0 percent (0/5)

TFINYTHAN S, L—FH PPPCONFREQ XY t—2ZF 2 <EFL TV RV EADY
WET. chEHEESL, A VEX—TIAATPPP AT EIMEFBEENTLVWEVLESHTT,

CDT—ATR, XAV AUR—TIAAEYEA X —T T4 ADTIZ encapsulation ppp
OXRY RFBEENTVWD L Z2BRBLET, RIZHAZERLET,

interface Dialerl
encapsulation ppp

or

interface BRI 0

encapsulation ppp

EZZ5nDFEA : ISDNEEOZIAIY F,

EEEE, EELCPCONFREQ XY E—CHEEFNRESh, BELCP XY E—IHNRESshABEVCS
ENFBY)EST, XICHIERLET,

*Mar 14 01:49:10.160: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up
! -- Call is connected. PPP negotiation will begin

*Mar 14 01:49:10.168: 3$DIALER-6-BIND: Interface BRO:1 bound to profile Dil.
*Mar 14 01:49:10.188: BR0O:1 PPP: Treating connection as a callout

*Mar 14 01:49:10.188: BRO:1 PPP: Phase is ESTABLISHING, Active Open

[0 sess, 0 load]

! -- PPP negotiation begins

*Mar 14 01:49:10.196: BRO:1 LCP: O CONFREQ [Closed] id 24 len 15

*Mar 14 01:49:10.200: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:10.204: BRO:1 LCP: MagicNumber 0x545D708A (0x0506545D708A). ! -- Outgoing
Configure-Request (CONFREQ)

*Mar 14 01:49:12.176: BRO:1 LCP: TIMEout: State REQsent

! -- Router has not received a CONFREQ from the peer, hence the timeout
*Mar 14 01:49:12.180: BR0O:1 LCP: O CONFREQ [REQsent] id 25 len 15

*Mar 14 01:49:12.184: BR0O:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:12.188: BR0O:1 LCP: MagicNumber 0x545D708A (0x0506545D708A) .
*Mar 14 01:49:14.160: BRO:1 LCP: TIMEout: State REQsent

*Mar 14 01:49:14.164: BR0O:1 LCP: O CONFREQ [REQsent] id 26 len 15

*Mar 14 01:49:14.168: BR0:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:14.172: BR0:1 LCP: MagicNumber 0x545D708A (0x0506545D708A)

COBEDEZSNBFERARPRDOELTT,

(R

cJE—RNI2VRTPPPAREENTVWEW, UE—K I RTIY KR encapsulation ppp
ZRELET,
CINTY MBEEXTFTATEEBLTVWEY, CORRAIRETIHRE —BRHOSFERIE ISDN
EEODZANYFTY,
ISDN DEaN S R2E, —AOEINBZS5< 56k TEELTVWRDICKLT, £5—F0AIH
64k TEHLU TV R RICEABOREN HYVET, O—HWILFLEEVE—MOBRRNFFT7AILND
BAK BHZZHR—NLBVWBEN HYET., WinZ 56k THETDRIICHRELTHET,

FA4YZ 707 714ILDEFEE



maui-soho-01(config) #interface Dialerl

maui-soho-01(config-if)#dialer string 81560 class 56k

! -- Dial 81560 and use the map-class named "56k" (defined below) maui-soho-01(config-if) #exit
maui-soho-01(config) #map-class dialer 56k

! -- map-class named "56k" that was used with the dialer string

! -—— in int Dialerl

maui-soho-01 (config-map-clas)#dialer isdn speed 56

! -- Set the speed of the call to be 56k (default is 64k)

LAS—DDROBE (XAVYSIXVT)

maui-soho-01(config) #interface bri 0
maui-soho-01(config-if)#dialer map ip 10.1.1.1 name maui-nas-08 speed 56 81560
!I-- The keyword speed 56 sets the outgoing call rate at 56k

EZAShAEA: 2800 —2K, EATH RO (CHAP £
PAP) 2\ TEAXEL W

TNV THAIRODES BTN HZHERE. O—AL IIL—FEVE—MMIYF, ERATIR
RINLEODWTEEBLBL 2 IECEZRLET,

RE7 O

*Mar 1 00:07:24.051: BRO:1 LCP: I CONFREQ [ACKrcvd] id 136 len 14

*Mar 1 00:07:24.055: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.059: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! —— An incoming CONFREQ (Config-Request) indicating the peer is

! —— willing to do PAP *Mar 1 00:07:24.063: BRO:1 LCP: O CONFNAK [ACKrcvd] id 136 len 9

*Mar 1 00:07:24.063: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router send a Configure-Negative-Acknowledge (CONFNAK) rejecting PAP

! —— The router suggests CHAP instead *Mar 1 00:07:24.087: BR0O:1 LCP: I CONFREQ [ACKrcvd] id 137
len 14

*Mar 1 00:07:24.091: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.091: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! —— The peer once agalin requests PAP

! —— This is probably because PAP is the only protocol configured on the peer

! —— The router will once again CONFNAK PAP and suggest CHAP *Mar 1 00:07:24.095: BRO:1 LCP: O
CONFNAK [ACKrcvd] id 137 len 9

*Mar 1 00:07:24.099: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router NAKs PAP and suggests CHAP for the 2nd time *Mar 1 00:07:24.119: BRO:1 LCP: I
TERMREQ [ACKrcvd] id 138 len 4 *Mar 1 00:07:24.123: BRO:1 LCP: O TERMACK [ACKrcvd] id 138 len 4
! —— The two routers cannot agree on LCP parameters so the call is disconnected

CDT—ATE, KDELSCHREENTVWAEZHEELET,

interface Dialerl

encapsulation ppp

ppp authentication chap pap callin

! —— This permits both CHAP and PAP and one-way authentication

Challenge Handshake Authentication Protocol ( CHAP ) & 7z & Password Authentication
Protocol ( PAP ) OFFMIC DWW TR, KO RFIXRESBLTIEZL,

. PPP CHAP FREINEBHEH L UV'RE
- ppp chap hostname & & U* ppp authentication chap callin X > RZEFEAL /= PPP 523
.PPP/NAD—REEIZORION (PAP) OFEERNTS TN a2 —F1429

ESICPPP RSN 2a—F 400875886, PAOAYR—N AZI-_FTA4EERATESE
9,
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RSN a—FT1>0 ZO—F¥—HKICRS

NSTINS1—F1420%4 :PPPREIERIRIILETH?

TNV THACRORS BTN HBINESH ZRELET,

*Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

RSN a—FT1>20 ZO0—F¥—hICR3

R : PPP BBEENF KT D

RDINFBREENTVWREZHELET,

interface Dialerl

ppp chap hostname XXXXX

ppp chap password YYYYY

pPpp pap sent-username XXXXX password YYYYY

COBITE., XXKXXX A=A, YYYYY ANADT—RTT,

1Y RBENADT—RE, A=A IL—ZREETHFERATIRAARICKRLTEFRELE
T LEAF, ES550HIE PAP ZFER LB VWIES. ppp pap sent-username 1N > R HEH
WEBA, EEL, EZNFPAPECHAP ODESS5EHR—KNLTLVERIAM DA SHEWVESE.
WMAEEERELET,

CiscolOS Y7 RIIFT N—=2 3V EREICE>TR, NAD—REBE{LENERETREIC
RRENET, TNOHA, show running-configuration 1Y > R&EE{TIFS &, password) NFE
NDEICHBFD 7 I'RE,. TORIIEOKRFEN REET (ROHESHE)

interface Dialerl
ppp chap password 7 140005

CDT—AT, BREZRTE, BREENTVWBNAT—RAELVWAESHZEETEETEA
o WATD—RHAELWVWCEZBEICTDICEK, RET—RICAY, NAT—RZV2AHIBRL
THASES—ERELET, NAT—REENFRBIODTVRILESIHAETNYTICE 2 THMT
BICiF. RBLETFNYITHAZEROEABELBELET,

COI—ZNETEFIATSHEE. %9 1Y R username username password password, %
BRELTLSEEZ V. CZTO username (EFRFIDE=OICET I—RH SERESNDEHTT,

£l 1

RDESBAY =D HNE, CHAP NATD— RABHTHD L ZERLET,

*Mar 1 00:16:54.403: BRO:1 CHAP: I CHALLENGE id 94 len 24 from "ISP"
! —— Incoming CHAP challenge *Mar 1 00:16:54.407: BR0O:1 CHAP: Using alternate hostname XXXXX ! -



- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:16:54.411: BRO:1 CHAP: Username ISP not found

*Mar 1 00:16:54.415: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:16:54.415: BRO:1 CHAP: O RESPONSE id 94 len 26 from "XXXXX"

! —-- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:16:54.439: BR0:1 CHAP: I FAILURE id 94 len 25 msg is

"MD/DES compare failed"

! —- Incoming CHAP failure. The remote router failed to authenticate this router. ! -- Check the
username and password configured on both routers *Mar 1 00:16:54.447: BRO:1 LCP: I TERMREQ
[Open] id 165 len 4 *Mar 1 00:16:54.451: BRO:1 LCP: O TERMACK [Open] id 165 len 4

E> b :&fE CHAP [EZ ( CHAP:I FAILURE TREND )k, EFPHFI—XERETEBRH, O 1=
cEEEKLET, BEEOEREFEREZSETSICIE. ET JL—2 T debug ppp negotiation %
FEALET,

k., RF¥F1X> N Tppp chap hostname & & U ppp authentication chap callin AX > R&
HAL 7= PPP&RGIE. 2B LTLKEEL,

Bl 2

RDESBXY =TI HNE, CHAP I—HENBUTHEIEEZEKRLET,

*Mar 1 00:18:34.831: BRO:1 CHAP: I CHALLENGE id 97 len 24 from "ISP"

! —— Incoming CHAP challenge *Mar 1 00:18:34.835: BRO:1 CHAP: Using alternate hostname Xdwgdgw !
-- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:18:34.839: BRO:1 CHAP: Username ISP not found

*Mar 1 00:18:34.839: BR0:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:18:34.843: BRO:1 CHAP: O RESPONSE id 97 len 28 from "Xdwgdgqw"

! -- Sending response from "Xdwgdqw" which is the alternate hostname

! -- for the router *Mar 1 00:18:34.867: BRO:1 CHAP: I FAILURE id 97 len 26

msg is "Authentication failure"

! —-- Incoming CHAP failure. The remote router failed to authenticate

! -- this router. Check the username and password configured on both routers *Mar 1
00:18:34.875: BRO:1 LCP: I TERMREQ [Open] id 171 len 4 *Mar 1 00:18:34.879: BRO:1 LCP: O TERMACK
[Open] id 171 len 4

B> b : &S CHAP = ( CHAP: FAILURE TRE NS ) ik, EPHFIL—REBECERA S 1
CLEEBKULET, BEEOEREREREBETSICIE. E7 JL—2T debug ppp negotiation %
FEALET,

HME., RF21 XN Tppp chap hostname & & U ppp authentication chap callin X > R%&fE
AL PPP &RGIE. ZZBRL TS EEL,

#i 3

RDESIBXY =T HhiE, PAP NAT—RABNTHBEZERLET,

*Mar 1 00:21:33.927: BR0:1 PAP: O AUTH-REQ id 3 len 18 from "XXXXX"

! -- Outgoing PAP Authentication Request from XXXXX

! -- XXXXX is the username configured in

! -- ppp pap sent-username XXXXX password YYYYY

*Mar 1 00:21:33.947: BRO:1 PAP: I AUTH-NAK id 3 len 27 msg is
"Authentication failure"

! -- An incoming PAP failure. The peer could not authenticate this router
! -- Verify that the username and password configured on both routers
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! -- are identical *Mar 1 00:21:33.955: BR0O:1 LCP: I TERMREQ [Open] id 182 len 4 *Mar 1
00:21:33.955: BRO:1 LCP: O TERMACK [Open] id 182 len 4 *Mar 1 00:21:33.959: BRO:1 PPP: Phase is
TERMINATING

k. R¥IXU KN TPPPNRAD—RBIZORII (PAP) DREERSTNSI—F 4
Js BBRLTLEEL,
Bl 4

RDESBAY =D H0E, PAP I—YEN BN THRIEZERLET,

*Mar 1 00:20:41.023: BRO:1 PPP: Phase is AUTHENTICATING, by the peer

*Mar 1 00:20:41.031: BRO:1 PAP: O AUTH-REQ id 1 len 17 from "ewddew"

! —— Outgoing PAP Authentication Request from ewddew

! -- ewddew is the username configured in

! -- ppp pap sent-username ewddew password YYYYY

*Mar 1 00:20:41.047: BRO:1 PAP: I AUTH-NAK id 1 len 27

msg is "Authentication failure"

! —— An incoming PAP failure. The remote router could not authenticate

! —— this router. Check the username and password configured on both routers

! -- Note the PAP authentication failure in example 3 and 4 are identical.

! —— Hence the only way to determine if the username, password or both are

! -- wrong is to run debug ppp negotiation on the authenticating router *Mar 1 00:20:41.055:
BRO:1 LCP: I TERMREQ [Open] id 178 len 4 *Mar 1 00:20:41.059: BRO:1 LCP: O TERMACK [Open] id 178
len 4 *Mar 1 00:20:41.063: BRO:1 PPP: Phase is TERMINATING

FHME., RFIXUKN TPPPNRD—RFBEIZORTIL (PAP) OREENT TN I—FT 14>
574 %E_// \L'T:<:t_éE\A

ESICPPP RTINS 1—FT420T7%7588R, 2AOAYR—N AZ1"F(EFEHTES
9.

RSZTNZ2—F 120 ZO0-F+—KNICRED

NRS7IN>1—F4>% :PPPNCP (IPCP) 7I—XR@GETL
=TH?

IPCP TRXIYI—hE2EBRREF, TRThOETOT7RLATY, IPCP XIS I -3

VHREDAMCTNThOET R BIREE., "IPPRLANFMFHFSKATWVWS, £ TIP

FRLAFFFSATOVEL, OVWFALICEY KT, ETICT RLAANTTICAVTVWRES

k., TOF7 RLA%Z CONFREQ ICEO THAIDETIZIEY ET., BFOETHAZOT RLAZR
FANDZENTEDHER. CONFACKNBRENET, PRLAZZFTANZ ZEANTERWD
Bl ETHFEAINET RLAZEE CONFNAK A BB E L TRENET,

CDTI—AEFE. FNYITHEID1TETZ2RETEELSHETEELE A, IP Control

Protocol (IPCP ) 2% FEEICT Y7 T2k, P7RLANMEABTRISI—RhEhTWS
CEEBBIDUENHYET, TNV IHIOROTERTLIEEL,

*Mar 1 00:06:36.967: BRO:1 IPCP: O CONFACK [REQsent] id 26 len 10
*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1(0x0306C2B7C901)

&
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*Mar 1 00:06:37.011: BRO:1 IPCP: I CONFACK [ACKsent] id 4 len 10
*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

&

*Mar 1 00:06:37.015: BRO:1 IPCP: State is Open

SRS 300F0EY NEEELTUVEVBANHYET, EEAAR. BHHF7 32 0H
THRICT RLANETOTIZRTE W TV S HRIE Configure Acknowledge ( O CONFACK ) A% %
AhESHEFIVITHIETT,

£, BIOIPT7RLAFZDOTICRRE N TWBESE Configure Acknowledge ( |
CONFACK ) %3 L & BETT,

REIC, IPCPRENFF—T 2L TVWBAEEZRTITHAVETT, COE, IL—FHSEEAOS
DIPT7RLAICKLTIEEIC ping A" BY £,

RTINS a—F1>20 ZO0—F+—hICRD
R : PPPNCP (IPCP ) 2> I—>a> L&V,
BE:IPPRLAOZXRISI—a KRBT

IPCP A" KBTI REAND 1 2IC, PP RLAORIZI—IVORBNEFSNET, &R
E. 94T L=RIZTTICHDIP T RLAABREENATVRICEN P DST, NAS AV
FATRNCT RLAZENETROETRHEEN B ET, Ko, IFAT T RLA%E
BERULEEZIL, V94T NALCHEATEDTRLAANAS IC1 28 BVEBERSRESH
x9,

REAL—%

BEAN—ZNIREAIL—RZAFTIVIIPTRLAZENHTZHEEE., ¥4 VY5 14
—7 I A AICJNX > R ip address negotiated A"SREENTWVWB & ZRRBLF T,

NAS ZONA A —F/F ISPASEE IP 7 RLAZMIEEhTVWEHERF. COIPFTRLA
(BLTHTRY N YRV ) A, O R ipaddress address subnet mask lIZ&k 2 TR A Y5
AB—T IS AICEREENTVDR L ZHRELET,

BEAL—2

BERzHBIZANE—TIA A (1R =7 I A4 A DialerxB& ) ICIPF7 RLAFFVNTEHY
. peer default ip address address N> RZ@EHL TEFIZF KLXEE)ETTVS L EE
FLET,

E: 94T N IL—=ZRICIPT7RLANEZEENTWVWSHEE. peer default ip address 1Y >/
RZEFEALTT7RLAZEVWIE TR ZERZXHYELEA,

HMICOVWTE, TAA4YI T Y7 T4 /02— : Troubleshooting Techniques |

BE : BEAL—2THAYS TOA7FPAINONATA 2 THFRERTS
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RAENDI—HEY, FAVS A2 F—T I 4 ADTICEREE TV dialer remote-name &
—HLAEVEEER., BEAL—ZRICI>2>TO-IOEGENERENET, R, COBEONDIS—
(B89 3 debug dialer DHHBIERLET,

BREAIIL—2

ROTFNY T, BEAN—BTHEAYZ T7ATFANINAT AT TERN 2L ENR
RTO-ILOERIBRENLZEZRLTVET,

CHAP: O CHALLENGE id 32 len 33 from "maui-soho-03"
CHAP: I CHALLENGE id 32 len 33 from "maui-soho-01"
*Mar 15 03:19:13.094: BRO:1 CHAP: O RESPONSE id 32 len 33 from "maui-soho-03"
*Mar 15 03:19:13.134: BRO:1 CHAP: I SUCCESS id 32 len 4

! -- CHAP authentication is successful

*Mar 15 03:19:13.222: ISDN BRO: RX <- DISCONNECT pd = 8 callref = 0xA0

*Mar 15 03:19:13.226: Cause i = 0x8090 - Normal call clearing ! -- We have received (RX) a
DISCONNECT from the peer

! —— We have to move troubleshooting to the called router

*Mar 15 03:19:13.238: ISDN BRO: TX -> RELEASE pd = 8 callref = 0x20

*Mar 15 03:19:13.242: SLINK-3-UPDOWN: Interface BRIO:1, changed state to down
*Mar 15 03:19:13.250: BRO DDR: has total 2 call(s), dial _out 0, dial_in O

*Mar 15 03:19:13.254: BR0O:1 PPP: Phase is TERMINATING

*Mar 15 03:19:13.254: BRO:1 LCP: State is Closed

*Mar 15 03:19:13.254: BR0O:1 PPP: Phase is DOWN

*Mar 15 03:19:13.254: BRIO:1 DDR: disconnecting call

E:EBGATOFNY IR, EPFI-II0EHEZBRLIECEERLTVDIRZRE, COF
BORNSTIIN1—TF140C@kSEVERIEERA. RCBEERANL—FTORNST TN 21 —F
12TICBY)ET,

BERAL—2

ROTFNY T, ZA4YZ T7OA77AINONA T4 OBBENFRRTI-IIFRBLIECE
ZRLTVERT,

*Mar 15 03:19:13.050: BRO:
*Mar 15 03:19:13.094: BRO:

R P PR

*Mar 15 03:54:09.804: BR0O:1 CHAP: O SUCCESS id 33 len 4

*Mar 15 03:54:09.808: BR0O:1 CHAP: Processing saved Challenge, id 33

*Mar 15 03:54:09.812: BRO:1 DDR: Authenticated host maui-soho-03 with no matching dialer profile
! -- a binding failure because the dialer remote-name

! -- does not match the authenticated username

*Mar 15 03:54:09.816: BRO:1 DDR: disconnecting call

*Mar 15 03:54:10.086: $SLINK-3-UPDOWN: Interface BRIO:1, changed state to down

*Mar 15 03:54:10.093: BRO:1 PPP: Phase is TERMINATING [0 sess, 0 load]

viy)i—>3a2:

AALNYT £ R—7 I 4 AT dialer pool number AN RERELET., 7—ILBESE. YEA
VER—TIAATRECNTVWR T —IIBFTE—HLTVWRIRLENHYET,

ALY 4% —7 T4 AT dialerremote-name X RERELET, IEEEShAE-ZHIF.,
=E NRIIL—ZHDSBIEDEHICRRENDI—HYBEERIC—HITIHXENHYET, COHIT
. #ALE 1B 1—HFE maui-soho-03 T9,

NAVTFATORBBEICETA NS TN 1—FT 4TI 2V TOEME, RFIXN RS
YS 7OA77AINOREERNT TN 2A—FT 40T BSBLTLSEEL,

ESICPPP NI 1—FT420T%275%8R. DAOAHYR—N A1 "_FT1EFEHTES
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9o
RSTNS1—F4>8 7O0~F ¥ —hEED
EHeOBEE

R : - OERBRRFRIED D, LRI OERIF T > E<BREIE
)

=)L DEFEHENEPFTHRIRENZBS, FLEEI-IIOEENF 2 E<BREIhBEVESE. &
LAV¥SODTARIL BLALATINERRRS T4V IEEBEFIVILET, BEO/NT Y MAX
KN ESH ZHERT B I(CI1E. debug dialer packet IN > RZEFHLET, UTIC, W< 2HD4H)
ZRULET,

Apr 26 01:57:24.483: Dil DDR: ip (s=192.168.1.1, d4=224.0.0.5), 64 bytes,
outgoing uninteresting (list 101)

Apr 26 01:57:26.225: Dil DDR: ip (s=192.168.1.1, d4=10.1.1.1), 100 bytes,
outgoing interesting (list 101)

BIRDF Tk, OSPF hello l& access-list 101 IC& B EFER[RERZYETH . 2FBONT Y N&
access-list 101 ICK B ERRERVYET,

1. 345 42 32—7 I A4 AKED dialer idle-timeout ZFHEL E£F, 74 MNE 120 T
ITH, BEIZBLUTZDEEREL LEYNELLEYTEET,

2. (dialerlist N> RTEREEND ) WMRRNF TV IEERBZEZELET., -/ 0EGER
BRABRTEDHFEIE. WRNF TV IOERZEBNLET, - OEHEN T o <HEBR
ThBEVEER,. IRNFTAIYVINERZIBEBENBZEDICEELET, E&EXE. L
—T420 7O0RIN T 714V U ZIFMRELTERTEET, RICHRINZ 719D
EEZOHZERLET,

access-1list 101 remark Interesting traffic for dialer-list 1

access-1list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-1list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-1list 101 permit ip any any

! -- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-1list 1 protocol ip 1list 101 ! -- this interesting traffic is applied to the dialer
! —— interface using dialer-group 1

SHAICOVTR, FAAVILTYT o /09— BEEHH, £8BBLTIEE D,
B IL—2FRENCEREAAIVILT S,

RRICK2TR, VDIDOTYT2RBEETDHERI—Y RZ T4V IHFBVICENIDST
=2 ABNCERES A VI IRERNRSNET, ISDN U —ERANFTEUTHREET L
TLWBHERE., COERICI > THERENBHEICBZIHTNNHY KT,

COBBEORE—BNERERRE, BENRNZ 74V 0Z4ERTH70A (IN—F7127 70K
)L, NTP, SNMP & & ) AR > THRELTEEENTVWBZETY, cORNT TN 1—F
AT, RD2DDARTYTHHYET,
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1.V DRAVIIESIERCIRNZTAYIERET S,
2TDORT T 1Y VEFERNRELTEET B,
D2ODFAVIIEEIERBCTNT T4V IERET S,

DO DFAVYINEBERCITRNT T 1Y UV ZKBETSICIE. debug dialer packet ZERIICT S
BEHFHYVET, ISDNUINFAILTVSDE, I—2Z2ERL., BHNBERIRNS 71V
DICK2TUIODT Y THRBITENDOZEEFEET,

EXM  HIEBEBVRY, L—Z2TREENATVRIIL—T427 7O0RDNBIXNTIERRE
LTEELTSEZ WL,

XOBIE, BAEIRZ OSPF hello ARMRELTN—IENTVWBZEZRLTVET,

*Mar 15 00:25:58.865: Dil DDR: ip (s=172.22.25.1, d=224.0.0.5),
64 bytes, outgoing interesting (ip PERMIT)

FEO/NTY KA OSPF hello THB L ERBHDMHE— DS EE, BET RLA
(d=224.0.0.5) /* OSPF RICEEE N T VBN ESH ERRTHETT, KOEE—BHE)L
—T42T ORI TERENSD T RLAZRLTVET,

VN—TF1>F RENBZTYTTF—MEER
ZOR3IN F—TFS5A47RAOBETF RLA

RIPv1 255.255.255.255
RIPv2 224.0.0.9
EIGRP 224.0.0.10
OSPF 224.0.0.5

W—BIZLBAAVIESIERIINT T4V I (N—FT42J Z7ORINEEEZOHOEH
MBERZ 74V )BEJRELTIN—VTRIHBENHBYET,

RENRNS 71y U ZFR/RELTHERE

(dialer-list I RTREEND ) NRRNS TV IEBELELET, COFITRE, OSPF &
KUNTP RS 74V %ETARELTEBLET., RICHARRT 71V IEBOBIERLET,

access-list 101 remark Interesting traffic for dialer-list 1

access-list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-list 101 permit ip any any

! -—- All other IP traffic is interesting.

! -- Change this depending on your traffic needs.

dialer-list 1 protocol ip list 101 ! -- this interesting traffic is applied to the dialer
interface

! -- using dialer-group 1

FHHICOWTR, THAYILTY T To/00—  BEELFHHA, 25RLTSEEL,

X :OSPFICIF., CCTEFEATRER "N REMR, BEN DBV T, 5k, RFIXTH
TOSPF X REHRICK 2TV ON T Y TREICHEYEITDEH 2ZRLTEEL,
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ER : E2B Fr¥RILHFERELEV,

Z<DHE. 2R3 120BFrRILLTEFERL, TOB, €51 20BFvIILET
A RIVREBICHNET, COBBORZ LN 1—FTATOFMIOVTRE, RFIXIKT
NZTN21—FT4>27J (ISDNBRIVOTE 2B F YIS EHRETEL LV, 2SR
LTLEEL,

|P £t o)

ISDN U2V OB T7Y 7320, TOUVIZRNZ 74V INFBBTERVES, BERHZS
SW=—TFTA2TERLENAT ICEELTVET, ESICELVRS T2 —FT 1V TBHRIZCOWV
T, AOHYR=—b T3 "FT1ZZBLTLLEE,

ISDN U2 0% WAN #HDONY 7Y 7ELTEALTVWAERRE, RFI1 X2~ FDDR /Y Y
D7V TDREERTZ TN AT 12T, 2BRLTLKEET L,

BOE1E

BAYNWATFIVRIL—T 427 (DDR) T2 /00 —0OHR—K
cTO_ AN YR—PE RFI XD -Cisco Systems
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