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1 a>gall

version 12.1

service timestanps debug dateti ne nsec

service timestanps | og datetime nsec

!

host nane Routerl

!

isdn switch-type basic-net3

!

interface LoopbackO

ip address 10.0.0.1 255.255.255.0

!

interface BRIO

no i p address

di al er pool -nenber 1

BRI 0 is a member of dialer pool 1 which is defined ---!
!--- under interface Dialer 1. isdn switch-type basic-




net3 ! interface Dialerl !--- DDR dialer interface to
call Router 2. description for Router2 ip unnunbered
Loopback0 encapsul ati on ppp dialer pool 1 !--- Interface
BRI 0 is a member of dialer pool 1. dialer enabl e-
timeout 2 !--- The time (in seconds) to wait before
initiating callback. dialer string 6121 !--- This number
is used to call back Router 2. dialer caller 6121
cal |l back !--- Permits calls from 6121 and initiates
callback !--- to the same number. dialer-group 1 !/---
Use dialer-1list 1 to define interesting traffic. !
interface Dialer2 !--- This interface is used to
authenticate calls from Router 3. !--- (Callback is NOT
initiated to Router 3.) description for Router3 ip
unnunber ed LoopbackO encapsul ati on ppp dialer pool 1 /--
- Interface BRI 0 is a member of dialer pool 1. dialer

caller 6101 !--- Permit calls from number 6101. dial er-
group 1 /--- Use dialer-list 1 to define interesting
traffic. ! dialer-list 1 protocol ip permt !--- Define

.IP as interesting traffic

2 a>gall

version 12.1

service timestanps debug dateti ne nsec

service timestanps |og datetinme ns

|

host nane Rout er 2

|

i sdn switch-type basic-net3

|

interface BRI O

no i p address

encapsul ati on ppp

di al er pool -nenber 1

i sdn switch-type basic-net3

|

interface Dialerl

i p address 10.0.0.2 255. 255.255.0

encapsul ati on ppp

di al er pool 1

dialer string 6122

The number to dial for Router 1 !--- (which ---!
initiates a callback). dialer caller 6122 !--- Accept
calls from 6122 (Router 1). dialer-group 1 no cdp enable
| dialer-list 1 protocol ip permt

3 a>gall

version 12.1

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
!

host nane Router3

!

i sdn switch-type basic-net3

!

interface BRI O

no i p address

encapsul ati on ppp

di al er pool -nenber 1

i sdn switch-type basic-net3

!

interface Dialerl




i p address 10.0.0.3 255.255.255.0

di al er pool 1

encapsul ati on ppp

dialer string 6122

The number to dial for Router 1. dialer-group 1 no ---!
cdp enable ! dialer-list 1 protocol ip permt
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ISDN oo o JS Jo> wlogles 196,9 ddxl o ldSall Jo> ologles o ,2,—show isdn active -
6,Lally 85,lg)l aJ I

show caller ;oY plaziuw] Lol diSo, .azgall e dniill bglazll Jo> ologles Lo ,2,—show users -
.aacy, Cisco 10S (o J)laol oIS 13

DDR J lgiusSs a5 Lill olg>loll dolell Lol logles o2, — show dialer -

2>V )

Rout er 1#show isdn active

Call Calling Cal | ed Renot e Seconds Seconds Seconds Charges

Type Nunber Number Narme Used Left Idle Uni t s/ Currency
Qut 6121 6121 24 96 23 0
I'n 6101 6101 7 113 6
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Rout er 1#show user

Li ne User Host ('s) Idle Location

con 0 idle 00:00:00 0 *

BRO: 1 Sync PPP 00: 00: 33 PPP. 10.0.0.2
BRO: 2 Sync PPP 00: 00: 15 PPP. 10.0.0.3
Interface User Mode Idl e Peer Address

IP cuolic il oo 345 .3 azgall 5,3V B 66 Juaw laiy 2 azgally JLasl B 6Ud plasiw] piy ail lasY
392 iagzsall e lgusSs o5 il ol go
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. Show oVl 2,50 Jul>s

.debug ,slgl plaziw! Jd zuxuaill wlol Jo> dogo wlogleo JI gl rdla>No

[l | &lasi] ellas VIl auas Wb -
&a> debug isdn -
debug isdn q931 .
PPP olgSso le Loglaill elsl PPP Jskig 49,0 &S,> Js> wlogles o ,2,—debug ppp hegotiation -
pois (NCP) aSaidl 9 aSill JoS0i9,29 @83Laally (LCP) boliy¥l 5 oSl JSeinn el 9 Lo
NCP _le Joglail L3lg «ads50aanll poiy o5 ([LCP dl> @ias Y9l x> Wl PPP Logles
ISDN J Ll asdall JSLise cag>l9 13] le>Muolg BRI clias] 8LiSiwY show isdn status oVl plasiwl g>1,

duell clasV acuas zl,5|

Rout er 1#show debug
Di al on demand: Dial on denmand events debugging is on
PPP: PPP protocol negotiation debugging is on
| SDN: | SDN Q31 packets debugging is on

098 .1 a>gall cleaiwl posy Sl 2 a>gall (o259 1 azgall (o clasVl auxuas gl3] pansll 13D Lo ,0
Vsl ¢ iiisg 2 azgall JI JLasVl 3, eaw 3 ass 1 azoall

aclball Uol,eY 633900 39i | 03® cllasV] puas ol 5w jglaw jasy puuss i tda>Yo

Mar 1 04:50:34.782: ISDN BRO: RX <- SETUP pd = 8 callref = Ox0OB*

Mar 1 04:50: 34. 790: Bearer Capability i = 0x8890*
Mar 1 04:50: 34. 798: Channel IDi = 0x89*
Mar 1 04:50: 34. 802: Calling Party Number i = OxAl, 'e6121*

Pl an: | SDN, Type: National,'
Calling party information is provided by the switch. *Mar 1 04:50:34.818: Called Party ---!
Number i = OxCl, '6122',Plan:|1SDN, Type: Subscriber(local) !--- Called party information is
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provided by the switch. *Mar 1 04:50:34.838: | SDN BRO: Event: Received a DATA call from 6121 on

Blat 64 Kb/s *Mar 1 04:50:34.842: BRO:1 DDR Caller id 6121 matched to profile !--- The ISDN
call (from Router 2) is authenticated. *Mar 1 04:50:34.842: Di1 DDR. Caller id Callback server
starting to 6121 !--- Initiates callback to 6121. *Mar 1 04:50:34.866: |SDN BRO: TX ->

RELEASE _COWP pd = 8 callref = Ox8B *Mar 1 04:50:34.870: Cause i = 0x8095 - Call rejected *Mar 1
04:50:36.778: |1 SDN BRO: RX <- SETUP pd = 8 callref = OxOC *Mar 1 04:50: 36. 786: Bearer Capability
i = 0x8890 *Mar 1 04:50: 36.794: Channel IDi = 0x89 *Mar 1 04:50:36.798: Calling Party Nunber i
= OxAl, '6121',Plan:1SDN, Type: National *Mar 1 04:50:36.814: Called Party Number i = OxCl,

'6122' , Pl an: | SDN, Type: Subscriber(local) *Mar 1 04:50:36.834: |SDN BRO: Event: Received a DATA
call from 6121 on Blat 64 Kb/s *Mar 1 04:50:36.838: BRO:1 DDR Caller id 6121 matched to profile
*Mar 1 04:50:36.838: Dil DDR callback to 6121 already started *Mar 1 04:50: 36. 862: | SDN BRO: TX
-> RELEASE _COWP pd = 8 callref = 0x8C *Mar 1 04:50: 36. 866: Cause i = 0x8095 - Call rejected /---

Reject call (then initiate callback). *Mar 1 04:50:36.878: DDR Callback timer expired !--- The
. timer is configured with the dialer enable-timeout conmand

Mar 1 04:50:36.878: D1 DDR beginning callback to 6121*

[Mar 1 04:50:36.882: BRO DDR rotor dialout [priority*

Mar 1 04:50: 36.882: BRO DDR: Dialing cause Cal | back return call*

The dialing cause is callback. *Mar 1 04:50:36.886: BRO DDR Attenpting to dial 6121 !/--- --- !
Dialing 6121 (Router 2). *Mar 1 04:50:36.902: |SDN BRO: TX -> SETUP pd = 8 callref = OxOE *Mar 1
04: 50: 36. 906: Bearer Capability i = 0x8890 *Mar 1 04:50:36.914: Channel IDi = 0x83 *Mar 1
04:50: 36.922: Called Party Number i = 0x80, '6121', Pl an: Unknown, Type: Unknown *Mar 1
04:50:36.998: | SDN BRO: RX <- CALL_PROC pd = 8 callref = Ox8E *Mar 1 04:50: 37.002: Channel ID i
= 0x89 *Mar 1 04:50:37.402: |1SDN BRO: RX <- CONNECT pd = 8 callref = Ox8E *Mar 1 04:50: 37. 418:

| SDN BRO: TX -> CONNECT_ACK pd = 8 callref = OxOE *Mar 1 04:50:37.426: % NK-3-UPDOMN: Interface
BRI 0: 1, changed state to up !--- The interface is up. *Mar 1 04:50: 37.446: DDR Freeing call back
to 6121 *Mar 1 04:50:37.446: BRIO:1: interface nust be fifo queue, force FIFO *Mar 1

04:50: 37.450: BRO:1 PPP: Phase is DOM, Setup *Mar 1 04:50:37.454: BRO:1 PPP: Treating
connection as a callout *Mar 1 04:50: 37.454: BRO:1 PPP: Phase is ESTABLI SHI NG Active Open *Mar
1 04:50:37.462: BRO:1 LCP: O CONFREQ [Closed] id 1 len 10 *Mar 1 04:50:37.462: BRO:1 LCP:

Magi cNunber OxE1288054 (0x0506E1288054) *Mar 1 04:50:37.466: %Ol ALER-6-BIND: |Interface BRO:1
bound to profile Dil *Mar 1 04:50:37.478: BRO:1 PPP: Treating connection as a callout *Mar 1
04:50:37.486: BRO:1 LCP: | CONFREQ [ REQsent] id 2 Len 10 *Mar 1 04:50:37.490: BRO:1 LCP:

Magi cNunber 0x000F4499 (0x0506000F4499) *Mar 1 04:50:37.494: BRO:1 LCP: O CONFACK [REQsent] id 2
Len 10 *Mar 1 04:50:37.498: BRO:1 LCP: Magi cNunber Ox000F4499 (0x0506000F4499) *Mar 1
04:50:37.502: BRO:1 LCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1 04:50:37.506: BRO:1 LCP:

Magi cNunber O0xE1288054 (0x0506E1288054) *Mar 1 04:50: 37.506: BRO:1 LCP: State is Open !--- The
LCP negotiation is complete. *Mar 1 04:50:37.510: BRO:1 PPP: Phase is UP *Mar 1 04:50: 37.514:
BRO: 1 I PCP: O CONFREQ [Closed] id 1 Len 10 *Mar 1 04:50:37.518: BRO:1 | PCP: Address 10.0.0.1
(0x03060A000001) *Mar 1 04:50:37.522: BRO:1 I PCP: | CONFREQ [ REQsent] id 2 Len 10 *Mar 1

04:50: 37.526: BRO:1 | PCP: Address 10.0.0.2 (0x03060A000002) *Mar 1 04:50:37.530: BRO:1 IPCP: O
CONFACK [REQsent] id 2 Len 10 *Mar 1 04:50:37.534: BRO:1 | PCP: Address 10.0.0.2 (0x03060A000002)
*Mar 1 04:50:37.550: BRO:1 | PCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1 04:50:37.550: BRO: 1

| PCP: Address 10.0.0.1 (0x03060A000001) !--- IPCP address negotiation. *Mar 1 04:50: 37.554:
BRO: 1 IPCP: State is Open *Mar 1 04:50:37.562: BRO:1 DDR dialer protocol up *Mar 1
04:50:37.570: Dil1 IPCP: Install route to 10.0.0.2 !/--- Route to Router 2 is installed. *Mar 1

04: 50: 38.510: 9%.I NEPROTO 5- UPDOWN:  Li ne protocol on InterfaceBRI0:1, changed state to up

Isliwl 3 azgall @sban <3 a2, o5 .1 azgoll gea, sVl 3 azgall clasVl aas 21,31 Lo, punill 13D 8
JlaiVl 5, 095 1 azgally alwogs piny Juaiall B ,20 clogles I

Mar 1 04:50:54.230: ISDN BRO: RX <- SETUP pd = 8 callref

Receive a call setup. *Mar 1 04:50:54.238: Bearer Capability i = 0x8890 *Mar -—-!

04: 50: 54.242: Channel IDi = Ox8A *Mar 1 04:50:54.250: Calling Party Nunber i OxA1,
'6101', Pl an: | SDN, Type: National !--- Calling party (Router 3) information is provided by the
switch. *Mar 1 04:50:54.266: Called Party Nunber i = OxCl, '6122', Pl an: | SDN,

Type: Subscri ber(local) !--- Ccalled party (Router 1) information is provided by the switch. *Mar
1 04:50:54.286: |SDN BRO: Event: Received a DATA call from 6101 on B2at 64 Kb/s *Mar 1
04:50:54.290: BRO:2 DDR: Caller id 6101 matched to profile !--- The ISDN call (from Router 3) 1is
authenticated. *Mar 1 04:50:54.290: BRI0:2: interface nust be FIFO queue, force FIFO *Mar 1
04:50: 54.294: BRO:2 PPP: Phase is DOMWN, Setup *Mar 1 04:50:54.298: %I ALER-6-BIND: Interface
BRO: 2 bound to profile Di2 !--- The interface is bound to interface Dialer 2. *Mar 1
04:50:54.314: |SDN BRO: TX -> CALL_PROC pd = 8 callref = 0x8D *Mar 1 04:50:54.318: Channel ID i

0x0D*

In =



= Ox8A *Mar 1 04:50:54.326: %I NK-3-UPDOM: Interface BRI 0:2, changed state to up *Mar 1

04: 50: 54. 350: BRO:2 PPP: Treating connection as a callin *Mar 1 04:50: 54. 354: BRO: 2 PPP: Phase

i s ESTABLI SHI NG, Passive Open *Mar 1 04:50:54.354: BRO:2 LCP: State is Listen *Mar 1

04: 50: 54. 630: |1 SDN BRO: TX -> CONNECT pd = 8 callref = 0x8D *Mar 1 04:50:54.698: |SDN BRO: RX <-
CONNECT_ACK pd = 8 callref = 0OxOD *Mar 1 04:50:54.706: Channel IDi = Ox8A *Mar 1 04:50: 54. 766:
BRO: 2 LCP: | CONFREQ [Listen] id 31 Len 10 *Mar 1 04:50:54.770: BRO:2 LCP: Magi cNunber
0x099285FD (0x0506099285FD) *Mar 1 04:50:54.774: BRO:2 LCP: O CONFREQ [Listen] id 1 Len 10 *Mar
1 04:50:54.778: BRO:2 LCP: Magi cNunber OxE128C3F7 (0x0506E128C3F7) *Mar 1 04:50:54.782: BRO: 2
LCP: O CONFACK [Listen] id 31 Len 10 *Mar 1 04:50:54.786: BRO:2 LCP: Magi cNunber 0x099285FD
(0x0506099285FD) *Mar 1 04:50:54.790: BR0:2 LCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1

04: 50: 54. 794: BR0O: 2 LCP: Magi cNunmber OxE128C3F7 (0x0506E128C3F7) *Mar 1 04:50: 54.798: BRO:2 LCP:
State is Open !--- LCP negotiation is complete. *Mar 1 04:50:54.802: BR0:2 PPP: Phase is UP *Mar
1 04:50:54.806: BR0:2 | PCP: O CONFREQ [ osed] id 1 Len 10 *Mar 1 04:50:54.810: BRO:2 | PCP:
Address 10.0.0.1 (0x03060A000001) *Mar 1 04:50:54.814: BRO:2 IPCP: | CONFREQ [ REQsent] id 17 Len
10 *Mar 1 04:50:54.818: BR0:2 | PCP: Address 10.0.0.3 (0x03060A000003) *Mar 1 04:50:54.822: BRO:2
| PCP: O CONFACK [ REQsent] id 17 Len 10 *Mar 1 04:50:54.826: BRO:2 | PCP: Address 10.0.0.3
(0x03060A000003) *Mar 1 04:50:54.830: BR0:2 | PCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1

04:50: 54.834: BRO:2 | PCP: Address 10.0.0.1 (0x03060A000001) !--- IPCP address negotiation is
complete. *Mar 1 04:50:54.834: BRO:2 IPCP: State is Open *Mar 1 04:50:54.842: BRO:2 DDR dialer
protocol up *Mar 1 04:50:54.850: Di2 IPCP: Install route to 10.0.0.3 !--- Route to Router 3 1is

installed. *Mar 1 04:50:55.802: %. NEPROTO 5- UPDOMN: Line protocol on InterfaceBRI0:2, changed
state to up
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