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C:\Users R netsh wlan show interfaces
There is 1 interface on the system:

Name : Wi-Fi

Description : Intel(R) Wi-Fi 6 AX201 160MHz
GUID : cef8e258-3571-UcTe-afec—alfcb5b852d5
Physical address : bc:6e:e2:b0:53:33

Interface type : Primary

State : connected

SSID

BSSID :at:97:0a:

Network type : Infrastructure

Radio type : 802.11lac

Authentication : WPA2-Personal

Cipher : CCMP

Connection mode : Profile

Band : 5 GHz

Channel : 36

Receive rate (Mbps) : 702
~Transmit rate (Mbps) : 585

Signal : 86%
Profile : -

1.2. MacBook ERYEASE R EMSSIDRE :
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Known Networks

IP Address: 192.168.0.103
Router: 192.168.0.1

Security: WPAMWPAZ Personal
BSSID: ac:84:c6:f5:18:4¢
Channel: 1 (2.4 GHz, 20 MHz)
Country Code:

Moise: -95 dBm

Tx Rate: 144 Mbps

PHY Mode: 802.11n

MCS Index: 15

M55S: 2
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MONITOR  WILANs CONTROLLER  WIRELES5 SECURITY MANAGEMENT COMMANDS  HELP

Wireless = 802.11a Global Parameters

w Access Points

All APs General Data Rates**
» Radios
802.11a/nfac/ax 802.11a Network Status Enabled & Mbps
802.11b/g/n/ax
Dual-Band Radios Beacon Pericd (millisecs) |100 | 3 Mbps
Dual-5G Radios .
Global Configuration Fragmentation Threshold {bytes) |2346 | 12 Mbps
» Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximurn Allowed Clients |200 | 24 Mbps
} AP Group NTP RSSI Low Check (] Enabled 36 Mbps
e ggiI)Threshold (-50 to -90 |-ao | 48 Mbps
- 54 Mbps
RF Profiles 802.11a Band Status
FlexConnect ;
Groups Low Band Enabled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled
i:ae;(l;i;l}:gﬂt VLAN TWT Configuration ***
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Suppert Enabled
Metwork

5 GhZB&R R EF K AR E FhRE

CIsSsCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP
Wireless 802.11b/g Global Parameters
w Access Points
All APs General Data Rates™*
+ Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Ecnabled 2 Mbps
Dual-5G Radios 3 -
b ek Beacon Period (millisecs) |IUD | 5.5 Mbps
¥ Advanced Short Preamble Enabled 6 Mbps
o (F;:?erzaantatmn Threshold | 3346 | g Mbps
» AP Group NTP DTPC Support. Enzbled 11 Mbps
» ATE Maximurn Allowed Clients |2ElD | 12 Mbps
RE Profiles RSSI Low Check ] Enabled 18 Mbps
ety ;Kg;I)Thresho]d {-80 to -390 |—8I3 | 24 Mbps
Groups 35 Mbps
CCX Location Measurement
¥ FlexConnect ACLs 43 Mbps
FlexConnect VLAN Mode Clenabled 54 Mbps
Templates
-t i L L 3 = A
Network Lists BSS Color Configuration TWT Configuration ***
v i{:tz\;;lkaf nfac/ax BSS Color (1 Enabled Tirpet WilBme e
« RRM Broadcast TWT Suppert Enabled
RF Grouping
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1. ZEBCLIBEIFES02.11bHITH S ER -

config 802.11b disable network
config 802.11b 11gSupport enable
config 802.11b 11nSupport enable
config 802.11b rate disabled 1
config 802.11b rate disabled 2
config 802.11b rate disabled 5.5
config 802.11b rate disabled 11
config 802.11b rate disabled 6
config 802.11b rate disabled 9
config 802.11b rate mandatory 12
config 802.11b rate supported 18
config 802.11b rate supported 24
config 802.11b rate supported 36
config 802.11b rate supported 48
config 802.11b rate supported 54

config 802.11b enable network

2. EBGUIER/EA :
EE QESIEHSE FESERNERIER | FEMIIEFSEHCUI , BiEWirdess B , A% 1EIE02.11b/g/n/ax , iEiENetwork B
, RBRIBEMENERERRE (FH. XEIHF ),

3. EiB802. 1R ECLIHMITH T R,

config 802.11a disable network
config 802.11a 11nSupport enable
config 802.11a 11acSupport enable
config 802.11arate disabled 6
config 802.11arate disabled 9
config 802.11arate disabled 12
config 802.11arate disabled 18
config 802.11a rate mandatory 24
config 802.11arate supported 36
config 802.11arate supported 48
config 802.11arate supported 54



config 802.11a enable network

4. FBGUIERA/RA -
EEQEZESE FESAKRNERER | FEMTIGUI of thecontroller , iZiZWireless B , A%IEIE802.11a/n/ac/ax , 1B ENetwork
BEE K RBEEMENERERREE (£A, IEIEFH ).

5. RERRE

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless 802.11b/g Global Parameters
w Access Points
All APs General Data Rates™®*
w» Radios
802.11a/n/ac/ax 802.11b/g Metwork Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Eenabled 2 Mbps
Dual-5G Radios B Perind il |100 | =5 Mb 2
Global Configuration eneariRecid: (milisans) : &
(S, Short Preamble Enabled & Mbps
Fragmentation Threshold
Mesh fhites] [2346 | 9 Mbps Disabled v
} AP Group NTP DTPC Support. Enabled 11 Mbps
» ATE Maximum Allowed Clients |ZDU | 12 Mbps
RE Profiles RSSI Low Check [~ Enabled 18 Mbps [Supported v |
RSSI Threshold (-60 to -20
FlexConnect dBm) |'BD | 24 by Suppoeted ¥
Groups 36 Mbps
CCX Location Measurement
b FlexConnect ACLs 43 Mbps
FlexConnect VLAN Mode UEnabled 54 Mbps
Templates
Network Lists BSS Color Configuration *** TWT Configuration *#**
= 802.11a/njac/ax BSS Color [C] Enabled Target Waketime Enabled
Network
+ RREM Broadcast TWT Support Enabled
RF Grouping

EIREMNEBRERIERE02.11



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
Wireless 802.11a Global Parameters

+ Access Points

All Aps General Data Rates**
» Radios
802.11a/n/ac/ax 802.11a Network Status Enabled & Mbps
802.11b/g/nfax
Dual-Band Radios Beacon Period (millisecs} | 100 | 9 Mbps
Dual-5G Radios . .
Global Configuration Fragmentation Threshold (bytes) |2346 | 12 Mbps
b Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |200 | 24 Mbps
» AP Group NTP RSSI Low Check (] Enabled 36 Mbps
v Kt ;IR;_SHIJThreshoid {-60 to -90 |—a|:} | 48 Mbps
. 54 Hbps
RF Profiles 802.11a Band Status
FlexConnect :
Croups o Band Enibled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled . .
FlexConnect VLAN TWT Configuration ***
Templates
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Support Enabled
Metwork
bERENEZERIER802.11a
ERARHI2.ER B
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BR , F-LEREFHRNEERE , AREARRERBEFMBNELRUIER , SFES,. DRAENEMWSIB. EEHHR
ERHERERREELIRNKEAER—EEREN S —ERR/ b EEEET,
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AT RHFENBREATERNERRBHBRIERNEBEN SR
1 BBERREMENAMRE
55 8 StatusEB 4 3 BT B L EE R - MWireless> AP > <desired AP> > Interfaces. Z& "Regulatory Domain : Not Supported o

ANl APs > Detats for

I i %) | v e | 1 1
Etharnat Intarfaces
T Contiguratsoen
Eiharmet Dntos facma COF Fiain
o =
1 =
Crpmrational Status  Tx Uaicast fagkels  x Cntcast Fachals  Tm Moo Unfcast ackels G Mo U bcast Sagbeis
up AT801 a6 An0az 3871317
oW ATFAGETIND o a e
Hadio Intarfacns
Furnber of fades interfoces z
EOP Conliguratsan
Badin Shae cor s1ate
o =
1 O
Hadio Slot®  Radio Interdacs Type  Hoduls Type Suls Band Admin Status Dpor Status Cloandin! 51 Ademin Status  Cleaniin/ 51 Opor Statis v Domain
L nol.Labkian & = Enabis DOwN Enakds DowWN [Supdorted
i 8oL iain e - = Enabde Dowh Enside DOwN e Supeorved
LAN Foris

802.11af#R % B ;A 7 B RE R MR B 3R/ 34 [ A9 B5 8 490 = 2 ) R v B A

2. REEBRENBUAMRE

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT

Wireless 802.11a/nfacl/ax Cisco APs > Configure

+ Access Points

all APs
» Radios
802.11a/n/ac/ax General
802.11b/g/n/fax
C T
Dual-Band Radios AP Name
Dual-5G R’ad"_:'s Admin Status Enable
Global Configuration
Cperational Status DOWHN
b Advanced
Slot # 1
Mesh

HIRES02. 1Ma LTI EIIRE

3. FE{R1EWireless > Country FBUA 7R B BE B BB SR/ [E RS ( WEIFTR ) -



COMMANDS  HELP

CISCO MONITOR

WilANs CONTROLLER -~ WIRELESS SECURITY MANAGEMENT

Wireless Country

¥ Access Points
Al APs
w Fladeos

B2 1 lalnacrax
S02.11b"'glnl et
Dusl-Band Radscs
Dual-5G Radios

Global Configuratson

Lizt of accecs poent models and protocals sypported per
country and regulatory domain

Configured Country
Code(s)

CH, IN

BHR LRANERRIREE

EIE:

1L EFRH I EMATRENBERALE , £RIRE1(802.11 93 F , MEFR.

COMMANDS  HELP

CISCO MONITOR. WILANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT

All APs > Details for I

Wireless

w Access Points

All AP = ] : E'Mmlﬁals-:-'r Interfaces I ‘High Availability r Inventory I Advanced I_
5 2 . - .
» Radios
802.11a/n/ac/ax Regulatory Domains
802.11b/g/n/ax
Dual-Band Radios Country Code I )
Dual-5G F{adn_:ns Cisco Discovery Protocol CN {China)
Global Configuration
e d AP Group Name defauit-group ¥
vance
Statistics Timer
Mesh
Rogue Detection [=]
b AP Group NTP = :
= Telnet Global Config
F ATF
2 5gy Global Config v
RF Profiles N5I Ports State Global Config v
FlexConnect Groups TCP Adjust M55 (IPv4: 536 - 1363, IPv6: 1220 - 1331) [
b FlexConnect ACLs LED State Bl
FlexConnect VLAN .
LED Brightlevel 1-8
Templates ! SI:I( )
- LED Flash Stat o 1-3600 d
Network Lists i B ( Jesconds
b 802.11a/n/acfax Oindefinite
b 802.11b/g/n/ax @Dpisable

BEFIMMEE N R/ E

2.HRERED , BEAECERES GHz , MEFFR.



I General Credentials j Interiaces | High Availability | Inventory | Advanced | Intelligent Capture |

Ethemnet Interfaces

COP Configuration

Ethernet Interfaces COP State

0

Interface Operational Status Tx Unicast Packets Rx Unicast Packets Tx Non-Unicast Packets Rx Hon-Unicast Packets
GigabitEthernatn ue 84856797 261416506 0 156158298

Radio Interlaces
Mumber of Radio Interfaces a

CoP Configuration

Radio Slots COP State
]
1
2 O
Radio CleanAir /ST Admin CleanAir/S1 Oper
Slot# Radio Interface Type Module Typa Sub Band Admin Status Oper Status Status Status Regulatory Bomain
L1} BO2. 11b/g/nfax = = Enalile ue Enabla up Supported
C 502.11a/nac/ax - - Enable uP Enable 3 Supported |
2 802.11a/n/actax = = Disabla DOWN [T NA Supported

BRAPEERER/ITRIY A EEHE

ARG AT EE

SEE S B FEREABITESE (2485 GHz ) BRIENEFIREABBH I FTAEENS GHzZEIE . TEBRILIE24 GHZEE LIRS RE
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AR BAZH  FRARERETERAERETFRE HETRENE,

EWLAN ERUFASEEIZIZEMLDER -

GUI : EnZEIWLAN > Advanced > Client Band Select3f B{ FiBand Select > Apply ( ZIEIFIR ) o



WLANs > Edit T

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel 18
Override Interface ACL

Layer2 Acl
URL ACL
P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients
g

Static IP Tunneling 41
Wi-Fi Direct Clients Policy

WLANT §9 48 %R 1218 18

CLI :

Enabled
Enabled

36000
Session Timeout (secs)
MEnabled

[CEnabled
IPvG

IPv4 | None ™
None
MNone
None v

Disabled ~

Enabled 60

Timeout Value (secs)
0

[TJEnabled
Disabled v

(WLC) >config wlan band-select allow enable

fEFEBH4. 802.11K

802.11k : 802. 11k /=B B T RE (A1 & = i £R A A8 M EAPRY B B
A RENAERE. B R

BEM & P,

RRAMERENSR :

GUI : EfiBIWLAN > Advanced > Neighbor ListSt X Apply , 21~ BEFT &

DHCP

DHCP Server ] override

DHCP Addr. Assignment Required

Management Frame Protection (MFP)

MFP Client Protection 4 | Disabled w

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1
NAC

NAC State | ISE NAC v

Load Balancing and Band Select

Client Load Balancing

I Client Band Select

IE_D

At , EAERATAEAERSSERBREMBETANEE , I
BRMEREEENAPESEFNASR  AUHERYENEZECES. LERBRARERS02.11kY



MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEME

WLANSs > Edit T

General | Security | QoS | Policy-Mapping | Advanced |

Lync
Lync Server | Disabled v |

11k

_Neighbortist [ Enabled

Neighbor List Dual Band D Enabled
Assisted Roaming Prediction Optimization D Enabled

802.11ax BSS Configuration
Down Link MU-MIMO Enabled
Up Link MU-MIMO Enabled
Down Link OFDMA Enabled
Up Link OFDMA Enabled

R IEEE

CLI :

config wlan assisted-roaming neighbor-list { enable | disable} wlan-id

ARG5S BREE

BEEER BV, ZULUEBLUIIEKERE. NERESHBEMEESE—E , UENExE, fln : nREEMEEESHR—
BEE , EEAEREEEESERLRBEEROEE,

LEIhEEE A5 GHARBR MR , RAS CGHzAEAELFERBE  ELEBETUEAE R , EERLEHFRNEE,

ERERT , BEEER20 MHz , B LUASHIEMNZI40 MHz, 80 MHzE{160 MHz, MR AHMEGIK , RIZEIFEBREHRERD
o At , MEMIR EHEREAP, AIESRALLIBEREE M.

BRABEEE A40 MHzRY S BE -
GUI :



EE FWireless > 802.11a/n/ac/ax > DCA > Channel Width > 40 MHz > Accept Prompt > Apply , 21~ BFTRo

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method @®Automatic Interval: |m| AnchorTime: |07v|
OFreeze Invoke Channel Update Once |
(OOFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [_] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)
Last Auto Channel Assignment 190 secs ago
DCA Channel Sensitivity ‘Medium v | (15 dB)
| Channel Width (®20 MHz |0 40 MHz (080 MHz (0160 MHz (0)80+80 MHz (O Best
Avoid check for non-DFS channel D Enabled

RRBEERERER20

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method @®Automatic Interval: W| AnchorTime: ~ |
(OFreeze Invoke Channel Update Once |
OoFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [ Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)

Last Auto Channel Assignment 190 secs ago

DCA Channel Sensitivity | Medium v | (15 dB)

|channe| Width (020 MHz ® 40 MHz })80 MHz (0160 MHz ()80+80 MHz ()Best
Avoid check for non-DFS channel D Enabled

DCA Channel List



MhZ&8E B E & E A40Mhz

CLI :

(WLC) >config 802.11a disable network y (WL C) >config advanced 802.11a channel dca chan-width-11n 40 (WL C) >config 802.11a enable network

£ FA R 416.Qos

QoS R M E R ARRIBWLANEREERENEBXIEF. BALUSESTREWLANEESFEHAASQ0S , IKEEWLANEES
fEREEQOS , WTEFIERM QoS Bl w2 B0 B FTE bR &,

EWLANLEEHSQos TR :

GUI : BRREIWLAN , #EWLAN ID > QoS , ¥ #&Quality of Service (Q0S)i%E A Platinum (voice) , HEFT o

MONITOR WLANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT

WLANSs > Edit 'S

~ General | Security = QoS | Policy-Mapping = Advanced

Quality of Service (QoSs) Platinum (wvoice) w
Application Visibility Enabled

AVC Profile AUTOQOS-AVC-PROFILE
Flex AVC Profile none

Netflow Monitor none b
Fastlane Enable

QUSEMEA "HER.

CLI :

(WLC)> config wlan gos wlan_id platinum
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