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DNS Cenfirm Shared Secrel s
Downloaded ANP
¥ TACACS+ "
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HMONITOR WLANs CONTROLLER

Priority Order > Management User

Authentication

Mot Used
TACACS+
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WIRELESS SECURITY MANAGEMENT

Order Used for Authentication

RADIUS
LOCAL ve

Dhaimh

YA E R ERERADIUSER , ARHBEEMNRADIUSARFZETRE.,

Microsoft NPSE B

S B 1 . FRMicrosoft NPSalfRES. & — T £ #Radius Clients. ##—T "New.

RADIUSE A i o

WAFTRAFAER, FHEFEEMRADIUSARSRE , HARREEGR ERENRHERE.

&
File Action View Help
< 7w @

i HPS (Local)
4 | HADIUS Chents and Servers
3 RADIUS Clients
g5 Rermote RADIUS Server
b 1) Policies
BB Mebwark Acoess Protection
B, Accounting
¢ Wl Termplates Management

WLC Properties -
Seitings | Advanced
o Eruabia this RADIUS chert

Hame and Address
Frigndly name:
WLC
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S E82 Efi F|Policies > Connection Request Policies. Z— T AR #HIBH K , 1T BFFR.

@

File Action View Help
«% 2w Bm

& NPS (Locsl)
4 ] RADIUS Clieris snd Senoers.
§ RADIUS Clients

5 Remcte RADIUS Server
4 [1] Policies
i Connection Request Po
] Metwork Policies
1 Health Policies
4 B Netweik Accets Paotection
b o System Health 'uhdﬂn|
33 Remedistion Server Grel
By, Accounding
¢ W Templates Management

F enabled. NP5 evalustes this policy whils processing cornection requasts. I dissbled, NPS doas ot evalhus this polkcy.

] Pobicy snabled

Netwodk connaction mathod

Select the type of netwod acoess server that sends the cormection reguest B NP E. You can select ether the nefwork access server
tyees or Viendor spacific, but nether is requied. F your netwaork access sener is an 802 1 suthenticating switch or winshass. aocsss point,

|u'-ln-m'ﬂ v

[ ok || comed || seey

S ER3.7EConditonsEE T , i#ENAS IdentifierfE A F &4, HIRERE , WARGISSHNEHREE

AE , MTEMR.



| Overview | Condtions | Settings |

Configure the conditions for this network policy.

¥ condtions match the connection request, NPS uses this policy to authorize the connection request. ¥ conditions do not match the
connection request, NFS skips this policy and evaluates other policies, ¥ addtional policies are configured.

Condition Value

4 NAS Identifier Cisco-WLC

Condition dascription:
The NAS Identfier condition spacifies a chamacter siring that is the name of the network access server (NAS). You can use pattem matching
gyt to specly NAS names.

| Add. || Ed. || Remove |

ok | [ cancel ]| comy

S B4 BB FPolicies > Network Policies, &— T AR UFIEH KM, EAHF , FEZHWACisco
WLCRW , EXTEEANEMTS (BEVEA ) SHBFTE, BREREENEF R,



nkﬁxﬁon‘ﬁﬂrﬂdp

e nm Bm

& NPS (Local)

5 RADIUS Clients

i3 Remote RADIUS Server

[ a [1] Policies

J [ Connection Regquest P,
(5 Metwork Policies
[Z] Health Policies

¢ B Network Access Protection

B, Accounting
¢ il Templates Management

4 B MDIUSGienBandSmuJ

F enabled, NPS evaluates this policy while peforming authorization. F disabled. NPS does not evaluate this pocy.

[ Poboy enabled

Access Pemmission

Hwﬁﬁruﬂmﬁm#hwm match the connection request, the policy can either grant access or deny
sccess. Wwhatis sccess permission

(®) Grart access. Grant access f the connection request matches this pobcy.
() Dery access, Deny access f the connection request matches this policy.
[+ Ignore wser account dialan proparties.

¥ the connection request matches the conditions and constrants of this network policy and the policy grants access. perform
authorzation with network policy only; do not evakuate the dialin properties of user accounts .

HNetwork: connection method

Sadact the type of network access senver that ssnds the connection request ta NPS. You can select etther the netword: access sarver type
or Vendor spacific, but neither is required. F your network access server is an B02. 1X authenticating switch or winslass accass point,

() Type of network access senver;
II.I'm-ll;ﬁ-d w
() Vendor specific:

| ok || Comcol || eoh

& ER5.7ZConditions & 5| &, T , &£ — TAdd., iEiEUser groups , A& IZ—TAdd , N TEPT R




Cisco WLC RW Properties X

| Overview | Condiions | Constraints | Settings |
Configure the condtions for this netwerk policy.

i condiions match the connection reguest, NP'S uses this policy to authorize the conneclion request, F condiions do not maich the
connection request, NP5 skips this policy and evaluales other policies, f additional policies are configured,

Select 2 condtion, and then cick Add.
Groups
Windows Groups

The \Windows Groups conditon specifies that the connecling user or computer must belong to one of the selectad
groups.

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.
User Groups
The User Groups condiion specifies that the connecting user must belong to ane of the selected groups.
HCAP

Location Groups

& The HCAP Location Groups condition specifies the Host Credential Authorization Protocol (HCAF) location groups
resuired to match this policy. The HCAP protocol is used for communication between NPS and some third party
network access servers (NASs). Ses your NAS documentation before using this condation.

B -

SER6EHRMHFES PR —TAdd Groups, EHRWBRIFERES , BRIEMFNHRB BN
B, ARBAFMENHRERE , WTEFRR.



Cisco WLC RW Properties

User Groups

|n-c:|§]

Spacify the group membenship regquined to match this policy.

Groups

b request. § condtions do not match the
j are configured.

iter must belong to one of the selected

belong to one of the selected groups.

beol (HCAF) location groups

and some third party

WRFRAFRTIBERE , B TR




| Overview | Cendtions | Constraints | Settings |

Corfigure the condtions for this network pobicy.

¥ conditions maich the connection requast, NP5 uses this policy to authorize the connection request. F conditions do not maich the
connaction requast, NPS skips thes policy and evalustes other policias, § additional policies are configured,

Condtion Walue
&% User Groups WLANLSC\Domain Admins

The User Groups condiion specfies that the connecting user must balong to one of the selacted groups.

| Add. || E#. || Remove

[ ok [ Coca || somy

e ERBUSNEREBOFMES , FHEActive Directory X EMPIEHEAE SR,
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T
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13 Active Directory Users and Computers

File Action View Help
e nm &0
i - Remote cortrol |  Aemote Deskiop Services Profle | COM«
Ehchveﬂlreduqul!ma I I I T |
J| » [ Seved Queries —I—‘“ ar OF o , 2
4 3 wianlsc.com
¢ [ Builtin
b [ Managed Service &
1 Users
| Add. || Femove |
Primary group: Diernain Admins
There is no need to change Primany unbess
| et Prmary Group | mmwm«msm
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Overview | Condtions | Constraints | Settings |

Configure the constraints for this netwark palicy.
¥ all constraints are not matched by the connection request, network access is denied.

Constraints:
Enaﬁrﬂ

Alow access only to thoss chants that suthenticats with the specifisd methods.

Authentication Methods
i ldle Timeout EAF types ame nagotiated batwean NP3 and the client in the ander in which they are
g Session Timeout i
] Called Sation ID
=5 Day and time restrictions
‘i"" MHAS Port Type

EAF Types:

_ Morve Up _-

. Mowa Diown .

Edt Remove
Less secune authentication methods:
[] Micmaoft Encrypted Authentication vemion 2 (MSCHAP«Z)
Uzer can changs password after it has expned

[ ] Microseft Encrypted Authetication (MS-CHAP)

[_] User can changs password after it has sxpined
(] Encrypted authantication [CHAF)
(v Unencrypted authertication (PAFP, SPAF)
[] Alow chents to connect without negotiating an authentication method
[ Perform machine heakth check: only

S ER8.7ESettings R 5| 1ZE T , EE ZRADIUS Attributes > Standard, 1% — TAddUAFTIEH B it
Service-Type, L THLREAF | BZEAdministrative , SUR A E IR B R ER Y E & M T2 FHRIRF
E.I-*Eo E_-F rApplyJ J‘Xﬁﬁ%% , ZIU-FFJ?ZI'_\o



Cisco WLC RW Properties [ x|

" Overview | Condtions | Constrants | Settings |

¥ conditions and constrants match the connactsn requast and the pobcy grants access, seitings are applied.
Seftings:

RADIUS Attribules:

*1 Standard

Hebtwork Access Prolach

_‘ HAP Enforcement

{E Exended State

' Erumerator

Routing and Remole A

oy Multilink 2nd Bandwid Attribute Value:

Allscation Protecol (B () Commonly used for Diak-Up or VPN

"I IFFilters ——

&) Encryption O Commony used for 802.1x

gy IP Settings CIONe

Mgt MREABECFAEREIABHBFTE , BRTHIREFIRIENAS-Prompt, EAR
Bl | #3717 & ACisco WLC ROH % —{EKEE , LAE1EDomain Users¥i KR T~ AFEHAE
REBEHEFAE,
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Corfigre the condbons for ths network pobcy

¥ conditions match the connection request, NIFS uses this pollicy to suthorze the connection reguest. F oonditions do not match the
connsction requast, NPS skips this polcy and evalustes other policies, f addiional policies sre configuned.

Condition Value
B User Groups WLANLSC Domain Usars
Condition description;

The Lisar Groups condiion speciies thal the connecting user must belong o ons of the sslected groups.

| Add. || Ed. | Remove |

| ok || Concel || ooy




Cisco WLC RO Properties x|

Corfigune the seftings for ths network; pobcy
¥ condiions and consiraints match the connssciion requeest and the policy grants actess, selings are apphed

Zeftings

RLADIUS Altributes Attribute Information v mitrEs and

RDIUG clanty. See

77 Viendor Speciic Senvice-Type

Metwork Access Proechll oo :

B, NAF Erforcement &

B Exsended St Fourbate format

1B ]

Houting and Femole Sao

;j Multilink ars Barsead Altribte Vol

Aligcation Protocd (H Commaonky used for Dial-Up or VPN

¥ IF Filsers =

§h Encrypsion Commeriy used for 802 tx

#; |P Semngs

) Others
| MAS Prompt “|
0K || Concel |
oK || Concel
1.4 AloginuserBiFE , TAFFEAEREREH SR LWEMAENR,
silusn]us "
a Advanced = O
i) Monitoring RISER
T Dadhiarasd 3
[ System Information




Authorization Failed. No sufficient privileges

ftdebug aaa all enable™ , &R LLE B IRELE R Wservice-type B E A7 , REEHERNAS-

prompt,

Dec 07 22:20:14.
Authentication Packet (pktId 14)
30:01:00:00:00:00-00:00

*aaaQueueReader: 664:

30:01:00:00:00:00 Successful transmission of
to 10.106.33.39:1812 from server queue O,

proxy state

*aaaQueueReader: Dec 07 22:20:14.664: 00000000: 01 Oe 00 48 47 £f8 £3 5c 58 46 98 ff 8e f8 20 7a

L WHGOA\XE.L L. z

*aaaQueueReader: Dec 07 22:20:14.664: 00000010: f6 al f1 dl 01 Ob 6c 6f 67 69 6e 75 73 65 72 02

...... loginuser.

*aaaQueueReader: Dec 07 22:20:14.664: 00000020: 12 c2 34 69 d8 72 fd Oc 85 aa af 5c bd 76 96 eb
4i.r..... \.v

*aaaQueueReader: Dec 07 22:20:14.664: 00000030: 60 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 Ob 43

e j81..C

*aaaQueueReader: Dec 07 22:20:14.664: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC

*radiusTransportThread: Dec 07 22:20:14.668: 30:01:00:00:00:00 Access-Accept received from

RADIUS server 10.106.33.39 (qgid:0) with port:1812, pktld: 14

*radiusTransportThread: Dec 07 22:20:14.668: AuthorizationResponse: 0xa3d3fb25a0

*radiusTransportThread: Dec 07 22:20:14.668: RadiusIndexSet(l), Index (1)

*radiusTransportThread: Dec 07 22:20:14.668: StrUCLUTreSIizZe . vt i ittt ittt ittt ineneeeennennn 304

*radiusTransportThread: Dec 07 22:20:14.668:

ProtocolUsed. i ittt ittt ettt et e 0x00000001

*radiusTransportThread: Dec 07 22:20:14.668:

pProxyState. . i e e e 30:01:00:00:00:00-00:00

*radiusTransportThread: Dec 07 22:20:14.668: Packet contains 2 AVPs:

*radiusTransportThread: Dec 07 22:20:14.668: AVP[01l] Service-

1. < 1= S 0x00000007 (7) (4 bytes)

*radiusTransportThread: Dec 07 22:20:14.668: AVP[02]

L0 DATA (44 bytes)

2. Fladminuser’Bi5 6 , £ & FE 24 Eadministrative ¥ FE Y service-type value 6/95E £ 55

.

AT A
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R S (= cllsclc < & @
Maonitoring
B
*aaaQueueReader: Dec 07 22:14:27.439: AuthenticationRequest: 0x7fba240c2£00
*aaaQueueReader: Dec 07 22:14:27.439: CallbacKk. ...ttt ittt ettt 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:14:27.439
PrOXYState . vttt it e i e 2E:01:00:00:00:00-00:00
*aaaQueueReader: Dec 07 22:14:27.439: Packet contains 5 AVPs:
*aaaQueueReader: Dec 07 22:14:27.439: AVP[01l] User-NamMe. ..ttt ittt eeeeennnnnneeeennn adminuser
(9 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[04] Nas-Ip-
2N L et = 0x0a6a2431 (174728241) (4 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[05] NAS-TIdentifier. ...t eeeeeenennn Cisco-WLC

(9 bytes)

*radiusTransportThread:

Dec 07 22:14:27.442: 2e:01:00:00:00:00 Access-Accept received from
RADIUS server 10.106.33.39 (gid:0) with port:1812, pktId:13
*radiusTransportThread: Dec 07 22:14:27.442: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:14:27.442: structureSize........ ...t iiiiiiiiiiiinnnn. 304
*radiusTransportThread: Dec 07 22:14:27.442:
ProtocolUsed. c i ittt ittt ettt it 0x00000001
*radiusTransportThread: Dec 07 22:14:27.442:
PrOXYSEatE . vttt it e 2E:01:00:00:00:00-00:00
*radiusTransportThread: Dec 07 22:14:27.442: AVP[01l] Service-
1 1 0x00000006 (6) (4 bytes)
*radiusTransportThread: Dec 07 22:14:27.442: AVP[02]
[ = = DATA (44 bytes)
EEHBFBENPSHWLCH EEFIETHIEREE | 5% 1Tdebug aaa all enablefE 5.
1 EREER T AT EHRBREFR B
*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 Successful transmission of
Authentication Packet (pktId 15) to 10.106.33.39:1812 from server queue 0, proxy state
32:01:00:00:00:00-00:00
*aaaQueueReader: Dec 07 22:36:39.753: 00000000: 01 Of 00 48 b7 e4 16 4d cc 78 05 32 26 4c ec 8d
LHO L MLx.28L. .
*aaaQueueReader: Dec 07 22:36:39.753: 00000010: c7 a0 5b 72 01 O0b 6¢c 6f 67 69 6e 75 73 65 72 02
..[r..loginuser.
*aaaQueueReader: Dec 07 22:36:39.753: 00000020: 12 03 a7 37 d4 c0 16 13 fc 73 70 df 1f de e3 e4
T SPe....
*aaaQueueReader: Dec 07 22:36:39.753: 00000030: 32 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 0Ob 43
20, 3$1..C
*aaaQueueReader: Dec 07 22:36:39.753: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC
*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 User entry not found in the Local FileDB
for the client.
*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Counted 0 AVPs (processed 20

left 0)
*radiusTransportThread:
RADIUS server 10.106.33.

bytes,
Dec 07 22:36:39.763:
39 (gid:0) with port:

32:01:00:00:00:00 Access-Reject received from
1812, pktId:15



*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Did not find the macaddress to be
deleted in the RADIUS cache database

*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Returning AAA Error
'Authentication Failed' (-4) for mobile 32:01:00:00:00:00 serverIdx 1

*radiusTransportThread: Dec 07 22:36:39.763: AuthorizationResponse: 0x7fbaebebf860

*radiusTransportThread: Dec 07 22:36:39.763: StrUCLUTLESIZE . i i it i it ittt ittt neeenaeeeeeenns 136
*radiusTransportThread: Dec 07 22:36:39.763: resuUltCode. i i ittt i ittt ettt teeeeeeeaeeeeeeens -4
*radiusTransportThread: Dec 07 22:36:39.763:

ProtoCOlUsSed. i i vttt et ettt ettt Oxffffffff

*radiusTransportThread: Dec 07 22:36:39.763: Packet contains 0 AVPs:
*emWeb: Dec 07 22:36:39.763: Authentication failed for loginuser

2 #%service-type E2Administrative(value=6)=NAS-prompt(value=7) LA S\ B B — 2 (i FI R 69 B 560 R
WT, EEEBRT , ESBRIFRD , BEABLERE,

*aaaQueueReader: Dec 07 22:46:31.849: AuthenticationRequest: 0x7fba240c56a8

*aaaQueueReader: Dec 07 22:46:31.849: Callback. ...ttt ittt eeeeenenennn 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:46:31.849: ProtOCOLl Ty P . v v vttt ittt ettt eeeeeeeeeenneeeens 0x00020001
*aaaQueueReader: Dec 07 22:46:31.849:

PrOXYState . i ittt it it et e e et e e e et 39:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:46:31.849: Packet contains 5 AVPs:

*aaaQueueReader: Dec 07 22:46:31.849: AVP[01l] USEr—NalC .« v vttt vttt v tnenenenenenenenenen adminuser
(9 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[02] UsSer—-PassWord. ... uue e et eeeeeeenenenenen [...]
*aaaQueueReader: Dec 07 22:46:31.849: AVP[03] Service-

17 LY 0x00000007 (7) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[04] Nas-Ip-

AddrESS . vttt ettt ettt 0x0a6a2431 (174728241) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[05] NAS-TIdentifier. ...ttt eeeenenennn Cisco-WLC

(9 bytes)

*radiusTransportThread: Dec 07 22:46:31.853: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:46:31.853: RadiusIndexSet(l), Index(1l)

*radiusTransportThread: Dec 07 22:46:31.853: structureSize. . ...ttt tteeeeeeeennnnns 304
*radiusTransportThread: Dec 07 22:46:31.853: resUltCoOde. i i ittt ittt ittt it eeeeeeeeeennenns 0
*radiusTransportThread: Dec 07 22:46:31.853:

ProtoCOlUSed. v v vt ittt ittt et ettt 0x00000001

*radiusTransportThread: Dec 07 22:46:31.853: Packet contains 2 AVPs:
*radiusTransportThread: Dec 07 22:46:31.853: AVP[01l] Service-

i 152 == 0x00000001 (1) (4 bytes)
*radiusTransportThread: Dec 07 22:46:31.853: AVP[02]
[0 = = DATA (44 bytes)

*emWeb: Dec 07 22:46:31.853: Authentication succeeded for adminuser
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