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¢7) MSEL - Virtual Machine Properties it (2
! Handware |-|:|np.t|.|:-n-; | BesoUrces | Yirtual Machine Yersion: 7
| Memory Configueation

[ Show All Devices Add... [
255'33': Memory Size: | 8= |~

| Hardware Summary 178 G

™ MMasdmum recorrenended For this
|| 8 Memory 9192 MB | A guest OS: 255 GB.
B crus 2 64 GBH .
, . Maimum recommended for best
£ video card video card > ol 4 performance: 196540 MB.
= VMCIdevice F‘.c_strlctn:l Def ok rec sad! For this
{2 sScSicontroller 0 LSI Logic Parallel 16 GBI 4 guest OS: 304 ME.
= Hard disk 1 Wirtual Drisk Minimum recommended For Hhis
s CD/OVD Drive 1 CD/DVD Drive 1 SGBH 4 guest 05: 256 MB.
B Network adapterl wlam 10 4caH
BB MNetwork adapter? vlan 10
28
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HEYREERKER , IATAHEE, EREFAEER  BEERARARBABRE
: root/password,
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(4 MSE - Virtual Machine Properties @M
m#lmlWﬁl Wirtual Maching Yersion: 7

Dienvicm Skabus

™ Show all Devices Add... Remave r

Hardware Eummary ¥ Connect at power on

Bl Memory (edited) 8192 MB

& crus 2 fipler Type

Video card Video card Current adapter: E1000

& VML device Restricted

ﬂ £CS!1 contraller 0 LSl LagicParallel MAC Address

= Hard disk 1 Virtual Disk |IZHZI'.5D:56:HH:DI a3
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wisn 104
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ESXi 5.0 EEEEE

EESXi 5.0k , BAK/DEEA1IMB, RACXEAREERMB[TB, ATHEANEREEI BN
B)ER LM , BUAEAHFIRERER, EEARERER  FEIEMSE , A% iEEUpgrade
Virtual Hardware , 0 FEIFf /R :

File Edit View [nwerfiory Administration Plug-ins  Melp
5 G |
L]
L ]
d P - S 1.1}
Clieis Molakty Senao Eng Pl % -
(i L
RO
4 3
N bral
—
= IntekR | Xeon{R ) CP =3
[ o T S i
LipGrade i A 1 - o ST o
Add e |'\.u. T i S00K
i " ;
2 Femiph o

He 1 Pe ] rihreadsr .

Ha -y

r =

Raereswe 0T T sn SyEbems |

Belete from ._ £ IS -BASE -MI L4

¥ o T S S0 3 2e b 05342301

Rusbaans [0 B34 1 M
At T Nk
w1 L] S A

MSE#Z #I#iB=E

1. FERAUTERIBEAEES : root/password, FIREENIR , MSERTNEEEMBZEETH.
2. EIR T H i Ayes,
Cisco Mobility Service Engine

mse-kw login: root
Password:
Last login: Fri Oct 21 15:46:34 on ttyl

Enter whether you would like to set up the initial
parameters manually or via the setup wizard.

setup parameters via Setup Wizard

F#

B IREMSERERTHEITERE , R AL TS : /opt/mse/setup/setup.sh,
3. EEFHA



Please enter the requested information. At any prompt,
emter © to go back to the previous prompt. You may exit at
any time by typing <{Ctrl+C>.

You will be prompted to choose whether you wish to configure a
parameter, skip it, or reset it to its initial default value.
Skipping a parameter will leave it wunchanged from its current

value. 1

Changes made will only be applied to the system once all the
information 1s entered and verified.

Lurrent hostname=Ilmse-kwl
Conf igure hostname” (Yless(S)kips(U)se default [Skipl: y

The host name should be a unigque name that can identify
the device on the network. The hostname should start with
a letter, end with a letter or number, and contain only
letters, numbers, and dashes.

Enter a host name [mse-kwl:
. Bl E@DNSiE &

Configure domain name? (Yles (S)kips(U)se default [Skipl: y

Enter a domain name for the network domain to which this device
belongs. The domain name should start with a letter, and it should
end with a valid domain name suffix such as ".com". [t must contain
only letters, numbers, dashes, and dots.

Enter a domain mame [corp.rf-demo.coml]:

BEXHAAE®

Current role=[Primary]l
Configure High Availability? (Yless(S8)kips(U)se default [Skipl:

EBREZARNTHEEIH

Current IF address=[1H.18.18.111]

Current ethd netmask=[255.£55.255.8]

Current gateway address=[18.18.18.1]

Configure ethl interface parameters? (Yles-(Slkips(lU)lse default [Skipl:

. ERBRETE Acth1 N ESIBE , #ASKp ARG T T —F L RARETEEEZE=MENIC,

The second ethernet interface is currently disabled for this machine.
Configure ethl interface parameters? (YlesAs(3)kips(Ulse default [Skipl:

AR FrE B u K EREIPER , UERENEKEFEANERWLCHIWCSEE R,
. B ADNSRZ=REMN. A B —EDNSARRF SR FEITE , Fa AR ARBI[AERIREE
B




Domain Mame Service (DN3) Setup
INS is currently enabled.

current DNS server 1=[18.18.18.181]
~onf igure DNS related parameters™ (Yless(S)kipsiUlse default [Skipl:

RERE. ENEREERAUTC (BB RE) . MRAOHVEREETERREHNRE
BEVEZEENEZERNEE,

Current timezone=[America-New York]
Conf igure timezone?y (Yless(SlkipsiUlze defanlt [Skipl: y

Enter the current date and time.

Flease identify a locationm so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

- ERBR R B ARy EXRE) B BN | 5588 A Skip.

Enter whether yon wonld like to specify the
lay and time when you want the MSE to be restarted. If you don't specifl

], then
saturday 1 AM will be taken as defaunlt.

~onf lgure future restart day and time ¥ (YlesA(5)kip LSkipl:

BB IR i R A% B S5 A ARES (KRB A

onf igure Remote Syslog Server to publishsH3E logs HSE logs.

Remote Syslog Server has not been configured for this machine.
onf igure Remote Syslog Server Configuration parameters? (Yless(S)kipsilds

11t [Skipl:

EERBRBHENTP)RARFKREE. NTPRIER , ERARENRERFERNRKRRE
o MRBEFANTP , RRRESRLBENONTPRREFETEE. 58 , REBRETRER
A 85I B AR,

Hetwork Time Protocol (HTP)Y Setup.

If you choose to enable HTP, the system time will be
zonf igured from NTP servers that you select. Otherwise,
jou will be prompted to enter the current date and time.

HTP is currently enabled.
Lurrent NTP server 1=01H.1H.1H.18]

Current HTP server Z=[nonel
Conf igure HTF related parameters? (Yless(S)lkips(Ulse default [Skipl:

. BRI REIE S A RS , 8 ASkip,

Lurrent Login Bammer = [Uisco FMobility Serwvice Enginel

Configure login banner (Yles/(S)kips(U)se default [Skipl:
AR REIEREA. WEIBMARBA/ZERAYRRNAREIEEE, BRARBRHE
REA |, SUEEATA i iR R HEBR . FEER{E A Skip.

sysztem console i= not restricted.
Conf igure system console restrictions? (Yless(S)kips(U)se default [Skipl:

. BMAZERESSHREFEA, LI MARMA/ZANRRNERZERESD, BRA
SSHRE A , UEETEREEHRR, B2 , AR R UREERZAIER,




aaH root access 1s currently enabled.
Configure ssh access for root (Yles<(S)kips(U)se default [Skipl:

REEFEAEEANOTERE, EERESIHTELER ; FREASKip.

single user mode password check is currently disabled.
onfigure =zingle wser mode password check (Yless(SlkipsiUlse default [Skipl:

. EUREB, WS BHRERARRRZLEHNEE, FEVREHFINBFARNERE
, BREREANRNTE, RN RBREBSOB)EFET, BB Aroot/passwords,

Conf igure root password? (Yles-s(3)kips(Ulse default [Skipl:

EREEAMEZTBHEERSIR

Login and password stremgth related parameter setup
Maximum number of days a password may be used @ 99999
Minimum number of days allowed between password changes
Minimum acceptable password length @ disabled

Login delay after failed login : 5

checking for strong passwords is currently enabled.

conf igure loginspassword related parameters? (Yles/(S)kips(l)se default

BB B ) AEBRMEE S| B FBEESSkip,

aRUE password is not currently conf igured.
-onf igure GRUBR password (Yless(D)isables(3)kips(U)se default [Skipl:

 EENCSEAFEHERRE,

sonf igure HCS commumication username? (Yless(S)kips(U)se defaunlt [Skipl:

EZHEENER,

Conf iguration Changed
Is the above information correct (yes, no, or

1t B R 5T R E R R R

wF LLFRRLF L NIy LR EE Y o 4 ALl ua LR mm

Flushing firewall rules: [

Setting chains to policy ACCEPT: nat filter i

Imloading iptables modules: Hemowving netfilter NETLINE layer.
[

ip_tables: (C) ZHABH-ZHHL Hetfilter Core Team
Hetfilter messages via HETLINK vH.38.
ip_comntrack version 2.4 (8192 buckets., 65536 max) 384 bytes per conntrack

Starting MSE FPlatform

Flushing firewall rules: |
setting chains to policy ACLEFT: ilter 1
Imloading iptables modules: Hemowving netfilter RNETLINE layer.
L
syslogd: unknown facility name “LOCAL="
ip_tables: (C) Z888-Z2886 Hetfilter Core Team
Hetfilter messages wia HETLINK vH.38.
ip_conmntrack version £.4 (819Z buckets, 65536 max) 384 bytes per conmtrack
Starting Health Monitor, Waiting to check the status.
Health Monitor successfully started
Starting Admin process...
started Admin Pprocess.
atarting database
Natahaze ztarted successfullo. S5tartinog Framewunrk and =eruvices

22. #1Tgetserverinforin 5 LA BR B ER Eo




Active Wired Clients: A

Active Elements(Wireless Clients, Rogue APs, Rogue Clients,
lients, Tags) Limit: 115

Active Sessions: 1

Wireless Clients Not Tracked due to the limiting: 8

Tags Not Tracked due to the limiting: B

Rogue APs Not Tracked due to the limiting: ©

Rogue Clients Not Tracked due to the limiting: 8
Interferers Not Tracked due to the limiting: 8

Wired Clients Not Tracked due to the limiting: B

Total Elements(Wireless Clients, Rogue APs, Rogue Clients,
ients) Not Tracked due to the limiting: 8

subservice Name: Aeroscout Tag Engine
Admin Status: Disabled
Operation Status: Down

RMSE VAT EINCS

1. 2 AFINCS , A% iE1ZServices > Mobility Services Engine,

Cisco Prime
Network Control System

e Monitor v  Configure v [EEERUGTSE M Reports v Adminic

B3 Mobility Services
ervices Engines Mability S
bility Services Engines

Syncnronize Services
Synchronization Histo
High Availabilit

e Mame Device Ty Context Aware Motifications
MSAP

g-| Identity Services

Demo Mok,

2. FEEARIN THLRES | #iEAdJd Mobility Services Engine , A% — T Go.




ogout | R

_ gL,m

Add Mobilty Services Engine |+ || Go |
- Selact a command -
Add Location Server
becondary Server Delete Senvice(s)
Name | Synchronize Services
-4 Synchronization History
Servig Edit Configuration
wWIPS Service Disabled Down
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] Mame

Synchronize Reset

Systern Campus > Building 14 > 1st Floor
Systemn Campus > Building 14

Type
Floor Area
Building

Status

&
} -4
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15. REPMBRBHMSEMNZHIZREH . BEIMSEEEFMERBH SMEZFIRETER ; #BB
B AR i E(NMSPIREEA A B Z B, M BREIZ R A& keyhash#T I8 EIWLCHY FE 6,

silisilis  Cisoo Prime
ciscs  Mebwork Control System ot T

il
:ngm {'nntrnllm': 10,10.10.5 & MSE: mse?

-----

) Pleass refer to the Troubleshsoting guide for addtnaal troubleshesating stees.

Controler reachable from HCS
Coniroler reachatle from MSE

Controber time aftar MSE time

XCEBB

MSE KeyHash present on the Controler
Controber Eevhash matches with the MSE
Suggested Action

Flease chedk if the Mobility Service Stabus background tack is enabled or manually run the task. ¥ after 10 min the Nmsp connection still
showes a5 Inactvee, please synchronize and uneynchronize the confroller, NMSF Status may also be Inbciive, if the SHMF Coamiminiiy ﬂnﬂl;l of
the controlier i5 sat to Resd-Only Access mode,
Addtional Infermation
Hashiey mismnakch Betveeen Contraller 10,10.10.5 and MSE: mse?
. = — PA —_— L =]
EWLCE#EA L , fEFshow auth-listis . AT RAIWLCIEFIEEERRZE vl AW LE [k

(Cisco Controller) =show auth-1ist

Authorize MIC APS against AAA . .....cecevunnnnnns disabled
Authorize LSC APs against auth-List ............. disabled
APs Allowed to Join

AP with Mmanufacturing Installed certificate.... yes

AP with self-signed Certificate................ no

AP with Locally significant Certificate........ no

£ EFBHIEVSELR T EWLCHNVSPES , BERUTSE - EMSEESIE L | 5817
cmdshellis 5 , A% I1E1Tshow server-auth-infoip 5. Lt &34 8 R AR 8 EWLCHMACL

R S|ME,



cmd> show server-auth-info
invoke command: com.aes.server.cli.CmdGetserverauthInfo

MAC Address: 00:0c:29:55:6b:b7

Key I-]-EI.E,I"I: 1469187dbl4ac53ac6108e56b04d4 801 5bdd70d7
Certificate Type: 55C BT
config auth-list add ssc <mac address> <MSE keyhash>ti 5 , $A#%1E1Tshow auth-list, Lt
g RMSEEFHEEIWLC ( FF )

(Cisco controller) configrauth-1ist add ssc 00:0c:29:55:6b:b7 1469187dbl4ac53ac6108e 560040445801 5bdd70d7

(Cisco cl:ln'tr-:r'ilerg config=exit
(Cisco Controller) =show auth-1list

Authorize MIC APs against AAA .. ....cocsssasnanans disabled
suthorize LSC APs against Auth-List ...ocvevacaas disabled
aPs Allowed to Join
AP with Mmanufacturing Installed Ccertificate.... yes
AP with self-Signed Certificare. .. ... .. .ccc0nens o
ap with Locally significant cervificate........ no
Mac addr Cert Type Kity Hash
000 29:55 :6b:b7 55C 1469187dbl4ac 53 aci108e56b04 d4 801 5hdd70d7
ENCS Lt |, #EZENMSPERRHE RActive,
i Groups . =
P Address Targak Type  WVerson NMSP Status  Echo Request Count Echo Responss
T Satus a . e . P o
g Server Events ' 0160 y— ; - -
& Aude Logs
s NCS Abers
g NCS Events
@: NMSP Connection Status

BTN E

WLCH$

config location expiry ?

client

Timeout for clients

calibrating-client Tineout for calibrating clients

tags

Ti meout for RFID tags

rogue- aps Ti meout for Rogue APs

show location ap-detect ?

al | Display all (client/rfid/rogue-ap/rogue-client) information
client Di splay client infornmation

rfid Display rfid information

rogue- ap Di spl ay rogue-ap information

rogue-client Di spl ay rogue-client information
(Cisco Controller) >show | ocation ap-detect client

show client summary
Nunmber of Cients........ ... .. .. ... ... 7
MAC Addr ess AP Nane St at us WLAN Guest-Lan Auth Protocol Port Wred

00: Oe: 9b: a4: 7b: 7d AP6 Pr obi ng N A No 802.11b 1 No



00: 40: 96: ad: 51: Oc AP6
(Cisco Controller) >s
Locati on Sunmary

Pr obi ng
how | ocati on summary

Al gorithm used: Aver age
Cient
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Noti fy Threshol d: 0 db
Calibrating dient
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Rogue AP
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Noti fy Threshol d: 0 db
RFI D Tag
RSSI expiry tineout: 5 sec
Hal f life: 0 sec
Noti fy Threshol d: 0 db

show rfid config

RFI D Tag data Col | ect
RFI D tineout
RFID mobility........

show rfid detail

RFI D address.........
Vendor
Last Heard...........
Packets Received.....
Bytes Received.......
Detected Polling Inte
Cisco Type...........

Cont ent Header

Last Sequence Contro
Payl oad length.......
Payl oad Data Hex Dunp

FON. ..

rval

00 02 00 33 02 07 42 00 00 00 00 00 0O 03 05 01
41 bc 80 00 04 07 00 Oc cc 00 00 00 OO d

Near by AP Statistics:

deno- AP1260( sl ot O,

chan 11) 6 seconds ....

N A No 802. 11b

Enabl ed
1200 seconds

Qui : 00: 14: 7e : Vendor: pango

00: Oc:cc: 7b: 77: 3b
Aer osct

7 seconds ago
40121

2567744

30 seconds

-48 dBm

1 No

St at e: Di sabl ed



show location plm

Location Path Loss Configuration

Calibration dient : Enabled , Radi o: Uni band
Normal Clients : D sabl ed , Burst Interval: 60

(Cisco Controller) >config l|ocation ?

pl m Configure Path Loss Measurenent (CCX S60) messages

al gorithm Configures the algorithmused to average RSSI and SNR val ues
notify-threshold Configure the LOCP notification threshold for RSSI neasurenents
rssi-half-life Configures half |ife when averaging two RSSI readings

expiry Configure the tineout for RSSI val ues

config location expiry client ?
<seconds> A val ue between 5 and 3600 seconds

config location rssi-half-life client ?
<seconds> Time in seconds (0,1, 2,5, 10, 20, 30, 60, 90, 120, 180, 300 sec)

show nmsp subscription summary
Mobil ity Services Subscribed:

Server | P Servi ces

172.19.32.122 RSSI, Info, Statistics, |IDS
DA

MSE& T

BT i T AT EMSE RIS HIARRE

[root @/SE ~] # getserverinfo

BTGt AREBAREFiRREHERBRESIZE

[root @BE ~]# /etc/init.d/ msed start

BT o w R E AR & Fin R MR B R R 5| ZRARRE

[root@/BE ~]# /etc/init.d/ msed status

T AMFIE ARE FinREBIERRBESIE

[root@BE ~]# /etc/init.d/ nsed stop

BT S A ATROM

[ root @Q/BE ~] # rundi ag

AR : rundiagty 7R AT AR R EEE 5 ik BUR S A 5| B AV FT T R 4K SRR EYMSE UDIRBR.

MR

- MSEE RS (EEMYEER )
. MSEE W A& B



http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/CAS_72.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_high_availability.html?referring_site=bodynav
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http://www.cisco.com/en/US/docs/wireless/technology/wips/deployment/guide/wipsdep.html?referring_site=bodynav
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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