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EWLCH , iSEIRFALESSIDMACL, APFEEZEZI#E 4125 B ERUNAREE,

1. ACL
FERWLCLEEEAFFHTTPRENACL, EEEACL , 558 £ Security->Access Control Lists-
>Add New Rule,
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FEANIPRACMXEEMIP, EAFWLCHMCMXZEHNHTTPHRE, TEERTEIWACL , Hf
F10.48.39.100, RIIECMX ipHeilt,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
v AAA
General General
= RADIUS
Authentication Access List Name CMX_redirect
Accounting
Fallback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
LoAP 1 Permit 0.0.0.0 / 1048.33.100 / TCP An HTTP Any  An 0 [~ ]
Local Net Users - 0.0.0.0 255.255,255.255 v i i
MAC Filtering
" : 10.48.39.100 0.0.0.0
= Disabled Clients 2 Pemle oo ococee 255" 3101010 ! tep HTTP Any Any  Any 0 2
User Login Policies - - - -

AP Policies
Password Policies

2. WLAN
it , RFFNBEERK , BHEEWLAN L EHE 2 K.

B, # AWLANs->Edit->Layer 2->Layer 2 Security , AREBE T HIZEFiRZENone , HILERA
Layer 2 Security, A% , ER—RLEBF , EXAEIB. EFX3BRLTHIEES |, EBEWebXK
B , R#Z1EEPassthrough, ZEFELBRBACLA | BEXBRENIPV4 ACL , BEBETI X ARM
SMSE K FEWLAN, %K Over-ride Global Configi#18 , EWeb AuthB B %E A

External ( EE@MEIAIBMEARES ) , AEEFHAUUEERECMXEE. URLAEECMX SMSE 4

ERFEFIEMERE , %X Bhttp:/<CMX-IP>/visitor/login.

Save Configuration Ping Logout Refresh

Cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > Edit ‘cmx_sms' < Back Apply |
~ WLANs ; -

WIANS General | Security | QoS | Policy-Mapping | Advanced |
ERaduanced Layer2 | Layer3 | AAAServers |
Layer 2 Security & | None ¢]
MAC Filtering2

Fast Transition

Fast Transition Disable %




MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

enera Security Qo Policy-Mapping Advanced |

WLANs
Layer 2 Layer 3 | AAA Servers |

~ WLANs

WLANSs

Layer 3 Security Web Policy H
» Advanced =
Captive Network Assistant Bypass None <)

Authentication
© Passthrough

Conditional Web Redirect

Splash Page Web Redirect

On MAC Filter failure@

Web policy done locally on Apwarning
Preauthentication ACL IPvd CMX_redirect [ 1IPv6 None [&) WebAuth FlexAcl None [

Qr Code Scanning Email Input

Sleeping Client Enable

Override Global Config22 Enable

Web Auth type External(Re-direct to external server) E

Redirect URL | http://10.48.39.100/visitor/login
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) twilio DOCS
v & & 7 &
" L
Lo Dashboard
Billing Two-Factor Authentication
Usage Add an extra layer of protection to your account, with a verification code sent via SMS or voice call
—~
= Settings (&) DISABLED
General
Subaccounts

Manage Users

User Settings
Doer Profile N
API Credentials
Upgrade 2 A
LIVE Credentials " TEST Credentials
AC3132a0b65£9ac560318a0a576e3£3dbd ACb7ec526108£B0811b68c6b7R9693069d
Used to exercise the REST API Used to exercise the REST APl
R L e L T T Y
Request a Secondary Token
Keept S0m: 8 e and se

Keep this somewhere safe and secure
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Enter SMS Code

Twilio Confguration @ &

Account ID:  AC3132a0b65f9ac54031820a57 6e3f3dbd

Pleasa review and aceept our Tarms & Conditions Auth Tokan:

for access to Wi-Fi,
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Reset
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Email # 7 Optionsi
Gandar 4 2

EilH AR TR O RE

FEATRXEBRIREFRERT Fin® ERKREESECMX LB HE MHIFacebook APPR B fF 4k
A WLCEE

FEWLCix , #4EIRELESSIDMACL, APFEERRE|#RFIZE B EMRUNAREE,

1. ACL

HRALERMEAHTTPSEARRE AN , RS AEWLC EREAFHTTPSREMNACL, ERE
ACL , 8 ZE Security->Access Control Lists->Add New Rule,

CMX IPABRARAHFWLCHICMXZ BHTTPSHi B, ( FEAHIF , CMX ip510.48.39.100 )

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
v AAA
General General
= RADIUS
Authentication Access List Name CMX_Auth
Accounting
Fallback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
LDAP 10.48,39.100 / 0.0.0.0 i
1 Permit TCP HTTPS An Ani An 0
Local Net Users 255,255.255.255  0.0.0.0 ¥ il e
MAC Filtering
p 0.0.0.0 10.48.39.100
~ Disabled Clients 2 Permit 0.0.0.0 ¢ 356,256 286 2 d TCP Any HTTPS Any  Any 0 [ ~]
User Login Policies St 55.255.255.255
AP Policies

Password Policies

b Local EAP

EAAEFE AT EFacebook URLKIDNS ACL., Al , 87ESecurity -> Access Control Lists P& 7 5¢
AR EMACLIEE ( Gl ACMX_Auth ) |, I BEEBHIKE RENEGCSE L | RERRIE
Add-Remove URL, A% , HFURLFHEHBHFTE L8 AFacebookHIURL.,



afial,
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security ACL > CMX_Auth > URL List
 AAA
General URL String Name Add
* RADIUS .
Authentication URL Name
Accounting
Fallback facebook.com a2
DNS m.facebook.com a
Downloaded AVP
» TACACS+ fbedn.net 2
LDAP
I R

ZERBERAEEMER , FEHWLANETHRERE

B2 BIHISMSEM —#% , B ¥ AWLAN -> Edit -> Layer 2 -> Layer 2 Security , A& 7E FHi%EE
Fi#E#ENone , J\=-_’I‘§z‘l%‘},—1=FﬁLayer2Securltyo EE—@ "Z2, HEBY , Fdh "FEIIEL . E "E
IBRE, THIEEF | BE "WebKBE, , ARRBE TEHE, THE?EE@%ACLEF BELTRE
#IIPv4 ACL , 5 5L B4 B B 12 5% BF acebook B B S BWLAN, 4R FOver-ride Global
Configi#18 , HEWeb AuthB 5| % B KExternal ( EE@EAZBREIKES )  EHLEFEFIHAUEERE
CMXMR#E., 3= , EXNURLAERA L;LT%iﬁhttps:/kcwlx-lP>/wsnor/|ogmo

o l It l I Save Configuration Ping Logout Refresh
CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘cmxFW' <Back | Apply
¥ WLANs . — S v .
WLANS General | Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer 2 | Layer 3 | AAA Servers |
Layer 2 Security & | None :

MAC Filtering2 |

Fast Transition

Fast Transition | Disable %
nlllnlllu Save Configuration Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > Edit 'Facebook’ < Back Apply
bl “:J‘;:: ' General I Security | Qos | Policy-Mapping | Advanced |
» Advanced | Layer 2 I Layer 3 | AAA Servers |

Layer 3 Security 4 | Web Policy *
| Authentication
© Passthrough
| Conditional Web Redirect
i Splash Page Web Redirect
_ On MAC Filter failurel®
Preauthentication ACL IPv4 | CMX_Auth | IPv6 | Nones| WebAuth FlexAcl = None %
| Email Input

Sleeping Client [ | Enable

Owver-ride Global Ccnﬁgﬂ Enable
Web Auth type External(Re-direct to external server) 3

URL  https:ff10. Svisitor/login

B. [ g% & By Facebook
¥ AFacebookICMXHE S , EEAMEFAFacebookfE AREMEL D < B IEEN S,
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<App-Name>? 1 WHEARREE XA "=

Docs Tools Su) ) 4
Lo Catarina’s firstapp  w  APPID: XD status: Live m

13 Settings 8 Make Catarina’s first app public?

ir app is currently live and available to the public

Submit Items for Approval

= Activity Log
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BiBFacebook RIBFAMEEMFEEURIRSER, FENERKBRE  EEIBEXZMFE B
EZ|CONTENT->Common Elements->Social Auth |, %&&EFacebooko ?”ifﬁ:?ﬁ)Km:Facebook?iE
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1. ACL

HALERMEAHTTPSEARFE AN , S BAEWLC LEREAFHTTPSHREMNACL, EftE
ACL , ¥ ESecurity->Access Control Lists->Add New Ruleo

CMX IPABERRAHFWLCHICMXZ BBHTTPSHE., (EARAH , CMXIPA10.48.71.122 ) ,

B 7ECMX CLILZH "cmxctl node ssimode enable, #% , EFRECMX B Assl,

alaln
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
~ AAA

5 General
Access List Name CMX_HTTPS

Deny Counters o

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
1 Permit 10.48.71.122 / 255.255.255.255 0.0.0.0 /0.0.0.0 TCP HTTPS Any Any  Any o

2 Permit 0.0.0.0 4/ 0.0.0.0 10.48.71.122 / 255.255.255.255 TCP Any HTTPS Any  Any o

2. WLAN
RERBEHRUEEMER , FEHWLANETRELR S

1F 42 B FESMSHSocial Network Registrationqﬂﬁﬁﬁkﬂ’ﬁﬂﬁ B 5t AWLANs->Edit->Layer 2-
>Layer 2 Security , REE THIREHIEENone , AHEAFE2ELZ S, ERA—BE 'Z2, BEF
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%%%ACLEF BELEG EH’JIPV4ACL(T£ZIK§'E1§IJEF n & ACMX_ HTTPS) BEBRERE
EJWLAN, 2Rk EOver-ride Global Configi#18 , HWeb Auth*“EJ,lé’E%External ( EE@EBHEB
fAfREE ) , ALE Fim A SLE E [ E CMXBRHE . ErE , EIRHIURLAZERALLTER
https://<CMX-IP>/visitor/login,



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMEN

WLANSs WLANSs > Edit 'cmx_login’
+ WLANS p . )
AN General | Security | QoS | Policy-Mapping | Advanced |
} Advanced Layer 2 | Layer 3 | AAA Servers |
Layer 2 Security & | None c

MAC Filtering2 [

Fast Transition

Fast Transition | Disable 3|

Lobby Admin Configuration

Lobby Admin Access

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit "cmx_login'
+ WLANS o P i . "
s General Security | QoS | Policy-Mapping | Advanced |
b Advanced | Layer2 | Layer3 | AAA Servers |
Layer 3 Security Wed Policy 5

-

Captive Network Assistant Bypass Mone &

Authentication
D Passthrough

Conditional Web Redirect

Splash Page Web Redirect

On MAC Filter fallured?

Web palicy dene lecally on APERming
Preauthentication ACL IPvd | CMX_HTTPS 5 IPvE | Mone & | Webauth Flessacl | None 3

Qr Code Sﬂl'll'lil'hﬂ Ermail Imput

Sleeping Client Enabla

Override Global Confige? Enatie
Web Auth type External{Fe=direct bo external server) &
Redirect URL  https:/f 10.48.7 1. 122 fvisitorflogin

C. CMXE &
ARG IR HI 2R ERERTIE BICMX A |, I HEPrimeEL7 5% /i FE HH ¥ AR

- A EmE
EECMXLEEVEHME , BUn ARG OREL ZBIZERIITHSREE, BEE "ERES
B, —>TE,  EBEFETEERN "Rk, RIEHRRENERFMFS.

ARIEREMNFIF AT LAEERES (BF "TEER, ) , A BRRCMXE LRHEN "TEHE, BIR
PHEITIE R



9 & b4 &
DETECT
& LOCATE

ANALYTICS  COMNECT MANAGE

Login_Page #
Login Page = @

Complete registration to onboard to wifl.

R

WwLC

egn = @
o

= Cammon slemants

[2e)

image
Erment

= Bdvorteenser slomens

v =
Jorat,

T (T T

Social dum

Text Ement

Ey H

Contset ua Soacer

EERREHAERACERRELRINBBEE , S5EWLC GUIL , BIEMONITOR->Clients , Y 7E

BERRSFEMHERHMACHLL

alvali

cisco MONITOR  WLANS ~ CONTROLLER

Monitor Clients

Surmary Currant Filter  Nane

b Access Points

Cisco CleanAir

Client MAC Adde TP Address{Tpvd Tpvs)

Statistics
@ 64,

» COP

» Rogues
Cilents
Sieeping Clients
Multicast
Applications

Local Profiling

Foot Notes

RLAN Clients connected to AP702w, will ot shaw Clicnt 1P details.

B—TEHEFImWMACHHE , I FF B A PRI E Fin R i E R ME KBTI

cisco MONITOR ~ WLANs CONTROLLER — WIRELESS
Monitor Clients > Detail
— Max Number of Recards | 103 | Elear AVC Stats
b Access Points
General | AVC Statistics |
b Cisca CleanAir
b Statistics
i Client Properties
b Reoguss MAC Address 1a:
Clients 1Pvd fcidress 64
1Pv6 ndress fe80:
Sleeping Clients
Multicast
# Applications
Local Profiling
Client Type Roguiar
Client Tunnel Type  Unavaidsble
User Name
Port Number 1
Imertace intemet_sccess
VLAN 1B 129
Quacantios VLAN 1D ©
£ Version ot
E2€ Version E2tv1
Mabilty fiske Local
Motility Peer 1P A
Address s

Mobilty Move Count

[posey Manages stse_nun

Management Frame
Protection

uaTime (S6c) 71

Current TaRzeset

WIRELESS ~ SECURITY  MANAGEMENT

[Changs Fiter] [Clear Fiter]

COMMANDS  HELP  FEEDBACK

AP Name WLAN Prafite

AP3-37021

SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK

AP Properties

AP Address 78:
AP Name API-3702L

AP Type 802.11ac

AP radio sk 1 1

WLAN Profile Facebacic

WLAN SSID Faceback
Data Switching Contral
Authentication Central

Status Associated
Assosiation 1D 1

802.11 Authentication  Open System
Reason Code 1

Status Code [

CF Pollable. Nt Implemented

CF Poll Request Mot Implemented

Shart Preamble Hot Implemented
PRLCE Hot Implemnented
Channel Agility Mot Impiemenzed
Timeout 1800

WEP Statg WEP Disablo

Allowed (URL)IP address

WLAN SSID
Faceboak WiFi_Facebook

Saye Configuraion  Ping  Logout  Befresh

A Home
1-10l1

User Name Pratocal Stan Auth Port Siotld  Tunnel  Fastiam

waknown 802,110 Mssocated  Yes 1 1 e tia

U

‘Save Configuration.  Ping  Logout  Sefresh
A Home

< Back LinkTest  Remeve
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[ » ] .
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O=% Q17% 0 0
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EREFREHMENR K BER—E8A LA — T Visitor Search:

Visitor Search

Usa Search Filter Options
Search on

19 of 19 selected

EXPOTt Preview (Up to 100 results shawn, please expart CSV ta view a
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Mac Address State Login Login  Accept Logout Location/Sie Portal Auth Type Davice Qam 9 Received Sent Facebook Facebo
Time Time Time Time Name Gender|

Feb 22, Feb 22, Feb22, Feb22,
- 2018 2018 2018 2018 + > Windows Catarina
active 23750 3:38:22 3:38:22 3:38:22 Global RegistrationPage  CustomPortal REGISTRATION PC 10 o (1] Sika female

PM PM PM PM

Showing 1041
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>debug client<MAC addr1> <MAC addr2> ( A — AR ZEEFixMACHE 1L )
>debug web-auth redirect enable mac <MAC addr> ( & Aweb-auth®F FisBIMACH 11 )
>debug web-auth webportal-server enable

>debug aaa all enable
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