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(Cisco Controller) >config advanced hyperl ocation enabl e

A LAFEWLC GUIH Bt A Hyperlocation:

B ZlWireless > Access Points > Global configuration > Enable Hyperlocation(BEUF ).
S ER2 £ CMX _ERBtAHyperlocation,

EECMXH B AHyperlocation , FEAZIGUINEETUTSER -

B B Z System >(Gear Icon)> Location Setup > Enable Hyperlocation(Checkbox) , 21 & Fff 7=,

SETTINGS

Location Calculation Parameters

Movement Detection Parameters

Individual RSS! change threshold
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History Storage Parameters
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(Cisco Controller) >show advanced hyperlocation summary

Hyperlocation........ ... .. i, UP
Hyperlocation NTP Server........... ... ... 10. 48. 39. 33
Hyperl ocation pak-rssi Threshold................. -70

Hyper | ocation pak-rssi Trigger-Threshold......... 10

Hyper |l ocati on pak-rssi Reset-Threshold........... 8

Hyperl ocation pak-rssi Timeout................... 3

AP Nare Et hernet MAC Slots Hyper | ocati on
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AP78ba. f 99f . 3c24 78: ba: f9:9d: a6: e0 3 UP
S BR4REAP L R BB E|HyperlocationtE 8 .

(Cisco Controller) >show ap inventory ?

<Ci sco AP> Enter the nanme of the Cisco AP.

al | Di spl ays inventory for all C sco APs

(Cisco Controller) >show ap inventory all

Inventory for AP78ba.f99f. 3c24

NAME: " AP3700" , DESCR: "Cisco Aironet 3700 Series (|EEE 802.11lac) Access Point"

PID. Al R-CAP37021 -E-K9, WVID V03, SN FCWO915N9YJ

NAME: " Dot 11Radi 02" , DESCR "802.11N XOR Radi 0"

PID: AlR-RVMBO1OL-E-K9 , VID: V01, SN FOC19330ASB

MODULE NAME: "Hyperlocation Module w/Antenna" , DESCR: " Advanced Security Mdule (.1lacW)
w' Ant "
PID:. Al R-RV3010L- E- K9 ,VID: V01 ,SN. FOC19330ASB , MaxPower: 2000nmWV

(Cisco Controller) >show ap module summary all

AP Nane Ext ernal Modul e Type

AP78ba. f 99f . 3c24 Hyperlocation Module w/Antenna

e BERAERRXRRTERIEEMER. EEEYERITE—H.

H 5 BEAP L H9Hyperlocations

ap#show capwap client rcb

Next hop MAC Address : 0014.f15f.f7ca
HYPERLOCATI ON ADM N STATE 1

W.C GATEVAY MAC : 00: 14: F1: 5F: F7: CA
WLC HYPERLOCATI ON SRC PORT : 9999

BLE Modul e State : ENABLED

MSE | P[ 0] © 10.48.71.21

MBE PORT[ 0] © 2003



------- OUTPUT OM TTED----------
EHEEBAATEEEEICMX ( EZFEBWLCEE ) WEINE., MERFMEZINMSE IPREFE
FERANRME , RAAPLEXE—EMSE IP,

MRCMXFIWLCHER — B F#+ , FEAWLCHABIMACRWLCHEBEMACH 1L,

ZAl , WLC GATEWAY MACECMX MAC{i i,

$ 6. 7£CMX LB F&Hyperlocation,

F-IRREREMAERBBMECMXLET. REBRIEERR "BNVE, e,

[cmxadmin@avitosin-1 ~]1$ cmxctl status
Done

The nodeagent service is currently running with PID: 19316

oo oo Hmmmm e o mm oo +
| Host | service | status | Uptime (HH:mm) |
oo oo Hmmmm e o mm oo +

| avitosin-l.mse | Analytics | Running | 1 days, 02:14 |

|

Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cache_6378 | Running | 1 days, 02:15 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cache_6379 | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cache_6380 | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cache_6381 | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cache_6382 | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cache_6383 | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cache_6385 | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Cassandra | Running | 1 days, 02:15 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-1l.mse | Confd | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Configuration | Running | 1 days, 02:13 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-1l.mse | Connect | Running | 1 days, 02:13 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Consul | Running | 1 days, 02:15 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-1l.mse | Database | Running | 1 days, 02:15 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-1l.mse | Haproxy | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Hyperlocation | Running | 1 days, 02:12 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Influxdb | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Iodocs | Running | 1 days, 02:14 |
Hmmmmm oo Hmmm oo S Hmmm oo +
| avitosin-l.mse | Location | Running | 1 days, 02:13 |
Hmmmmm oo Hmmm oo S Hmmm oo +



| avitosin-l.mse | Matlabengine | Running | 1 days, 02:12 |

|
Y et #mmmm Hmmmm oo +
| avitosin-l.mse | Metrics | Running | 1 days, 02:14 |
Y et #mmmm Hmmmm oo +
| avitosin-1l.mse | Nmsplb | Running | 0 days, 01:47 |
Y et #mmmm Hmmmm oo +
| avitosin-l.mse | Qlesspyworker | Running | 1 days, 02:14 |
Y et #mmmm Hmmmm oo +

HER7 BECMXRERWLCKEIAAE .

tcpdunmp -i ethO dst port 2003 -w aoa3. pcap
Wiresharkif & BHCMX U EIAcAE R , BB FI o

‘soe = apa3.pcap
A = ® RO QesEZF &5 QAQQE
i Apply a display filter ... <3 />
No. Time Source Destination Protocol Lengtt Info
1 2.eeeae0 18.48.39.251 10.48.71.21 Len=128
2 @.ee3747 10.48.39.251 10.48.71.21 upp 146 9999 - 2003 Len=104
3 1.887479 10.48.39.214 10.48.71.21 upp 132 9999 - 2083 Len=88
4 2.733577 19.48.39,214 10.48.71.21 Upp 139 9999 - 2003 Len=B8
5 2.999859 10.48,.39,251 10.48.71.21 upp 178 9999 - 2003 Len=136
6 3.801227 19.48,39,251 10,48.71.21 Upp 162 9999 - 2003 Len=12@
7 4.355249 18.48.39.214 18.48.71.21 upp 146 9999 - 2083 Len=104
8 5.999538 18.48.39,251 10.48.71.21 Upp 178 9999 - 2083 Len=136
9 5.088959 16.48.39.251 18.48.71.21 upp 146 9999 - 2083 Len=104
18 8.999418 10.48.39.251 10.48.71.21 Upp 146 9999 - 2083 Len=104
11 9.8e87921 108.48.39.251 10.48.71.21 upp 178 9999 - 2083 Len=136
12 9.262984 10.48.39.214 10.48.71.21 Upp 146 9999 - 2083 Len=104
13 18.894785 108.48.39.214 10.48.71.21 upp 132 9999 - 2083 Len=88
14 11.995126 10.48.39,251 10.48.71.21 upp 194 9999 - 2083 Len=152
15 11.999193 10.48.39.251 10.48.71.21 upp 162 9999 - 2083 Len=120
16 14.994992 18.48.39.251 10.48.71.21 upp 178 9999 - 2003 Len=136
17 14.996368 10.48.39.251 10.48.71.21 upp 162 9999 - 2003 Len=12@
1B 17.994857 10.48.39.251 10.48.71.21 upp 146 9999 - 2083 Len=104
19 17.996231 10.48.39.251 10.48.71.21 upp 162 9999 - 2003 Len=12@
20 18.182843 18.48.39.251 18.48.71.21 upp 138 9999 - 2083 Len=BB
21 21.998408 198.48.39,251 10.48.71.21 upp 146 9999 - 2083 Len=104
22 21.899952 18.48.39.251 18.48.71.21 upp 162 9999 - 2983 Len=120
23 24.098574 18.48.39,251 10.48.71.21 upp 146 9999 - 2083 Len=104
24 24.090804 108.48.39.251 10.48.71.21 upp 162 9999 - 20083 Len=120
25 27.098099 10.48.39.251 10.48.71.21 Upp 162 9999 - 2083 Len=128
26 27.899839 108.48.39.251 10.48.71.21 upp 132 9999 - 2083 Len=8B8
27 28.880307 10.48.39.164 10.48.71.21 upp 146 9999 - 2083 Len=104
28 28.88B1569 108.48.39.214 10.48.71.21 CAPP 146 CAPP MD5 Encrypted
20 398.094237 10.48.39.251 10.48.71.21 upp 178 9999 - 2003 Len=136
38 38.097812 10.48.39.251 10.48.71.21 upp 146 9999 - 2083 Len=104
31 38.513451 10.48.39.214 10.48.71.21 upp 13@ 9999 - 2083 Len=88
32 38.515926 10.48.39.164 10.48.71.21 upp 139 9999 - 2083 Len=B8

Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
Ethernet II, Src: Ciscolnc_2a:c4:a3 (@9:06:f6:2a:c4:a3), Dst: Vmware_99:4e:19 (@0:50:56:99:4e:19)
Internet Protocol Version 4, Src: 10.48.39.251, Dst: 10.48.71.21
User Datagram Protocol, Src Port: 9999 (9999), Dst Port: 2803 (2003)
Data (12@ bytes)
Data: ae 2f 44 & @@ 0@ b4 5f ef 86 fd cb b7 6c @3 c7 ...
[Length: 12@]
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. 2003 AoA ( AP#SACAE R £ 8¢ 7E Capwap R LS [MWLC | E it A BIEWLCHICMX 2 B BIRK
#2003 )

- 80 HTTP

- 443 HTTPS

. MARR MR IR SR BB E (ICMP)
- 161, 1628 5 A E R B E (SNMP)

Z11. CMX_ERUA T Hyperlocation , MWLC EREA.
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FEWLCH#UIE2003 EHIACATE B,
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EAP LIE{Tan©# show capwap client rcoARELUT AR -

Next hop MAC Address : 0014.f15f.f7ca
HYPERLOCATI ON ADM N STATE 1

W.C GATEVAY MAC : 00:14: F1: 5F: F7: CA
WLC HYPERLOCATI ON SRC PORT : 9999

BLE Modul e State : ENABLED

Renmote Machine's IP : 0.0.0.0
HEBRRA

. BB CMX Hyperlocation I FEHEBRIZEEE — ., MEFMEEL S BB RIEQMEE , FHBEIAR
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