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ECLIE :

WLC#configure terminal

WLC(config)#wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
WLC(config-wlan)#security dotlx authentication-Tist DOT1X
WLC(config-wlan)#no shutdown

TR2EEXRKEERER

BER T AERNSSID-EEANKHEEEER. FURBEEERL  BRKE 'S EREE
AAAEE , MERBEMR. EAXESF, ﬁﬁﬁﬂ’]%ﬁ%mﬁﬁﬁ% "DACL-8021X1 o

MBSO TR , IACLEXBEDIRIBP/SMHBRBE. BAKKEERERUEESRERE
EGUI E
ERIEE-EBNREER>FK | BEEFANKBEEERTNELRE

woomesomn | # W A B 8 M @ O Q) | (mreemss) 2
i ; . - . ’ e il i i
oy T
Py General
-] Y DACL-802 1~
® r—
. st evsc [l
s eesm [l pmes [l
Passive [ ] e [l
P MAC senm [l [ ]
Encryoi .
CTS Pol
e T o
o

o Gance Upaate & Appdy 1o Device



st 9800-CL Wireless Controller Walcoma sokr A& € A DS 0o o Q mreodtack | M [

-3 Policy Edit Policy Profile x
a
o T dssocised O Y
Poicy Tagh Py Py P
m] -] » DACL-B0Z1X
a -] ol peicy - profs &

m} Stany ]
Drop U =]
]

S n
o Gance Updciate & Apply 10 Device

ECLIE :

WLC#configure terminal

WLC(config)#wireless profile policy DACL-8021X
WLC(config-wireless-policy)#aaa-override
WLC(config-wireless-policy)#vlan VLAN_1413
WLC(config-wireless-policy)#no shutdown
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ECLIE :

WLC#configure terminal

WLC(config)#wireless tag policy default-policy-tag
WLC(config-policy-tag)#description "default policy-tag"
WLC(config-policy-tag)#wlan DACL_DOT1X_SSID policy DACL-8021X
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ECLIE :

WLC#configure terminal
WLC(config)#radius-server vsa send authentication
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ECLIE :

WLC#configure terminal
WLC(config)#aaa authorization network default group radius
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I Downloadatie ACLS I
O Name Description
Profiling El O ACL_LISERY ACL assigned to USERT
Froro 5 O DENY_ALL_IPV4_TRAFFIC Deny all ipvd traffic
Cliont Provisianing O DEMY_ALL_IPVE_TRAFFIC Deny all ipvE traffic
O PERMIT_ALL_IPVA_TRAFFIC Allow all ipvd Traffic
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Profiling n AGL_USER) ACL assigned to USERT
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show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | nme | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>
show access-1lists { acl-name }
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aaa nhew-model
1
1

aaa group server radius authz-server-group
server name DACL-RADIUS

aaa authentication Togin default Tocal

aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default Tocal

aaa authorization network default group radius

aaa server radius dynamic-author

client <ISE IP>
1

aaa session-id common
!

[...]

vlan 1413

name VLAN_1413

!

[...]

radius server DACL-RADIUS
address ipv4 <ISE IP> auth-port 1812 acct-port 1813
key 6 aHaOSX[QbbEHURGW cXiGAUE]CR]JAPVANTfcbROb

[...]

wireless profile policy DACL-8021X

aaa-override
vlan VLAN_1413
no shutdown

[...]

wireless tag policy default-policy-tag
description "default policy-tag"
wlan DACL_DOT1X_SSID policy DACL-8021X

[...]

wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X

no shutdown

BB B RRADIUS R RBSBCLE , f£ A show running-config allis % R.

WLC#show running-config
radius-server attribute
radius-server attribute
radius-server attribute
radius-server attribute
radius-server attribute

all | s radius-server

77 include-in-acct-req

77 include-in-access-req

11 default direction out

nas-port format a

wireless authentication call-station-id ap-macaddress-ssid



radius-server dead-criteria time 10 tries 10
radius-server cache expiry 24 enforce hours
radius-server transaction max-tries 8
radius-server retransmit 3

radius-server timeout 5

radius-server ipc-1limit in 10

radius-server ipc-1limit done 10
radius-server vsa send accounting
radius-server vsa send authentication

o WMREFIRKAEMEMRIIEENS02.1X SSID.
o TB{RRADIUS access-request/accept@ & IE R B E ¥ (AVP).

- MRAEFIHFEAEMHWLAN/FBEERER.

WLC One Stop-Shopfz 51

ERBIACLEBRCERPBGISEEZREZ R , 7 LUE MAshow wireless client mac-address <H.H.H> detail @ % , I TFFTR. ELLE
ALEISEERANSERRED , B EFHHERAEER,. e, FHEERER. WLAN , REENZACSACL,

<#root>

WL C#show wireless client mac-address 08be.ac14.137d detail Client MAC Address : 08be.ac14.137d Client MAC Type : Universaly Administered Addr
Client Usernane : USERL

AP MAC Address : f4db.e65e.7bcO AP Name: AP4800-E

Client State : Associated Policy Profile : DACL-8021X

Wireless LAN Id: 2

WLAN Profile Name: DACL_DOT1X SSID Wrel ess LAN Network Name (SSID): DACL_DOT1X_SSI D

BSSID : f4db.e65e.7bc0 Association Id : 1 Authentication Algorithm : Open System Client Active State :

Client ACLs : None Policy Manager State: Run

Last Policy Manager State : IP Learn Complete Client Entry Create Time : 35 seconds Policy Type : WPA2

VLAN : VLAN_ 1413

[...] Session Manager: Point of Attachment : capwap_90000012 IIF ID : 0x90000012 Authorized : TRUE Sess
SM State : AUTHENTI CATED

SM Bend State : IDLE Local Policies:

Service Tenplate : w an_svc_DACL-8021X | ocal (priority 254) VLAN : VLAN 1413 Absolute-Timer : 28800



Server Policies:

ACS ACL : xACSACLx- | P- ACL_USER1- 65e89aab

Resultant Policies:

ACS ACL : XxACSACLx- | P- ACL_USER1- 65e89aab VLAN Name : VLAN 1413 VLAN : 1413 Absol ute-Timer : 28800

[...]

WLC Show#s 4

ERRENEACaayst 9800 WLCE B — 2B 5 M FTAACL , 7] LU{E Ashow access-listsii fo M55 H At EHMFTEACLE
WLCTHMJACL, WLCHEISET HMERJACLEIHE A XACSACLX-IP-<ACL_NAME>-<ACL_HASH>.

AR REEFREVEBYTEREREBPERATTHACL , ITHACLHEREEERET. —BRE—ELR



JACLNEFinSAERIE , M RE EFMBERJACL,

W.C#show access-1ists
Extended | P access list |P-Adm V4-1nt-ACL-gl oba
[...]
Ext ended | P access |ist |P-Adm V4- LOGOUT- ACL
[...]
Extended | P access list inplicit_deny
[...]
Extended | P access list inplicit_permt
[...]
Extended | P access |ist neraki-fqdn-dns
[...]
Extended | P access list preauth-ise
[...]
Extended | P access |list preauth_v4
[...]
Extended | P access |ist xACSACLx-|P-ACL_USER1- 65e89aab
1 deny ip any host 10.48.39.13
2 deny ip any host 10.48.39.15
3 deny ip any host 10.48. 39. 186
4 permit ip any any (56 nmtches)
I Pv6 access list inplicit_deny_v6
[...]
I Pv6 access list inplicit_permt_v6
[...]
I Pv6 access |ist preauth_v6

[...]

FREXEEMEREIEHN BN

EHREESER  BUUAREEAIACLS BN EF iR ERSE RN, EERHERT £% Fin08be.acl4.137d89 & F ik B BiE

B RS ERIFEEEIER S B B RS,

<#froot>

24/ 03/ 28 10:43:04.321315612 {wncd_x_RO-0}{1}: [client-orch-sn] [19620]: (note): MAC. 08be.acl4.137d Assc

2024/03/28 10:43:04.321414308 {wncd_x_RO-0}{1}: [client-orch-sm] [19620]:

(debug): MAC: 08be.acl4.137d


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

2024/ 03/ 28 10:43: 04. 321464486 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 322185953 {wncd_x_R0-0}{1}: [dot11l] [19620]: (note): MAC. 08be.acl4.137d Associ ati or

2024/ 03/ 28 10: 43: 04. 322199665 {wncd_x_RO-0}{1}: [dot11] [19620]: (info): MAC. 08be.acl4.137d DOT1l stat e

2024/ 03/ 28 10: 43: 04. 322860054 {wncd_x_RO-0}{1}: [client-orch-sm [19620]: (debug): MAC. 08be.acl4.137d

<

2024/ 03/ 28 10:43: 04. 322881795 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC: 08be.acl4. 137c

2024/ 03/ 28 10:43: 04. 323379781 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d di er



2024/ 03/ 28 10:43: 04. 330181613 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.353413199 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.353414496 {wncd_x_R0O-03}{1}:

2024/ 03/ 28 10: 43: 04. 353438621 {wncd_x_RO- 0} {1}

2024/ 03/ 28 10: 43: 04. 353443674 {wncd_x_RO- 0} {1}

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:

43:

43;

43:

43:
43:
43:
43:
43:
43:
43:
43:

04.

04.

04.

04.
04.
04.
04.
04.
04.
04.
04.

381397739

381411901

381425481

381430559
381433583
381437476
381440925
381452676
381466839
381482891
381486879

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[client-auth]

[auth-mgr-feat_wireless] [19620]: (info):

[auth-mgr-feat_wireless] [19620]: (info):

[client-auth]

[client-auth]

[ radi us]

[radius] [19620]:

[ radius]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[ 19620] :

(info):

[ 19620]: (note):

[19620]: (info):
[19620]: (info): RADIUS:
(info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:

MAC. 08be.acl4.137d di er

[08be.ac14.13
[08be.ac14.13

MAC:. 08be. acl4.137d L2 Al

MAC: 08be. acl4.137d dier

Send Access- Request tc

authenticator e9 8b e

User-Nanme [1] 7 "USER

Service-Type [6] 6 Fr
Vendor, Cisco [26] 27
Cisco AVpair [1] 21 "
Framed-MTU [12] 6 148
EAP-Message [79] 12 .
Message-Authenticator
EAP-Key-Name [102] 2

Vendor, Cisco [26] 49



2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

10:
10:

10:

10:
10:
10:

10:

10:

10:
10:
10:

10:

10:

10:

10:

43:
43:

43:

43;
43;
43;

43:

43:

43:

43

43:

43:

43;

43:

43:

04.
04.

04.

04.
04.
04.

04.

04.

04.
:04.
04.

04.

04.

04.

04.

381489488
381491463

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

381494016 {wncd_x_RO-0}{1}:

381495896
381498320
381500186

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

381502409 {wncd_x_RO-0}{1}:

381506029 {wncd_x_RO- 0}{1}:

381509052
381511493
381513163

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

381515481 {wncd_x_RO-0}{1}:

381517373 {wncd_x_R0-0}{1}:

381519675 {wncd_x_RO- 0}{1}:

381522158 {wncd_x_RO-0}{1}:

[radius] [19620]:
[radius] [19620]:

[radius] [19620]:

[radius] [19620]:
[radius] [19620]:
[radius] [19620]:

[ radi us]

[ 19620] :

[radius] [19620]:

[radius] [19620]:
[radius] [19620]:
[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

(info):
(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):

(info):

RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:

Cisco AVpair [1] 43 ™
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "r

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "
Vendor, Cisco [26] 20

14 "\

Cisco AVpair [1]

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco Avpair [1] 35 "\

Called-Station-Id [30



2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

10:
10:
10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:
10:
10:

10:

10:

10:

43:
43:
43:

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:
43:
43:

43:

43:

43:

04.
04.
04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.
04.
04.

04.

04.

04.

381524583
381532045
381534716

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

381537215 {wncd_x_RO-0}{1}:

381539951
381542233
381544465
381619890

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

392544173 {wncd_x_RO-0}{1}:

392557998
392564273
392615218
392628179
392738554
726798622

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

726801212 {wncd_x_RO-0}{1}:

726896276 {wncd_x_RO-0}{1}:

726905248 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 727138915 {wncd_x_RO- 0} {1} :

[radius] [19620]:
[radius] [19620]:
[radius] [19620]:

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]

[19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:
[19620]:

[dotlx] [19620]:

[ dot 1x]

[19620] :

[dotlx] [19620]:

[ dot 1x]

[ dot 1x]

[19620] :

[ 19620] :

(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):

(info):

(info):

(info):

(info):

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

Calling-Station-Id [3
Vendor, Airespace [26
Airespace-WLAN-ID [1]

Nas-ldentifier [32] 17

wlan-group-cipher [18
wlan-pairwise-cipher[
wlan-akm-suite [188]

Started 5 sec timeout

Received fromid 1812/

authenticator 08 6d f
State [24] 71 ...

EAP-Message [79] 8 ..
Message-Authenticator

Valid Response Packet, Free t

[08be.acl4.137d:capwap_9000001

[ 08be. acl14. 137d: capwap_9000001-

[08be.acl4.137d:capwap_9000001

[ 08be. ac14. 137d: capwap_9000001~

[ 08be. ac14. 137d: capwap_90000017



2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28

10:

10:
10:

10:

10:
10:
10:
10:

43:

43

43:

43:

43

43:
43:

04.

:04.
43;

04

04.

04.
:04.
04.
04.

727148212 {wncd_x_RO-0}{1}:

727164223 {wncd_x_R0-0}{1}:

.727169069 {wncd_x_R0-03}{1}:

727223736 {wncd_x_RO- 0} {1}:

727233018 {wncd_x_R0O-03}{1}:
727234046 {wncd_x_R0-03}{1}:
727234996 {wncd_x_R0O-03}{1}:
727236141 {wncd_x_R0O-03}{1}:

M$OVFI [Po«? %y0?a@<™CNbWT6\E&\q- 1U+QB-2©”% [INv?"

2024/ 03/ 28 10:43: 04. 727246409 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10:43: 04. 727509267 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 727513133 {wncd_x_RO- 0}{ 1} :

[auth-mgr] [19620]: (info):

[auth-mgr] [19620]: (info):
[auth-mgr] [19620]: (info):

[aaa-attr-inf] [19620]:

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

[aaa-attr-inf] [19620]:

[auth-mgr] [19620]: (info):

[auth-ngr] [19620]: (info):

(info):

(info):
(info):
(info):
(info):

(info):

Applying Attribute :

Applying Attribute :
Applying Attribute :
Applying Attribute :
Applying Attribute :

Applying Attribute :

[ 08be. ac14. 137d: capwap_9000C

[08be.acl4.137d:capwap_9000
[08be.acl4.137d:capwap_9000

USe

cl
EA

EA

[ 08be. ac14. 137d: capwap_9000C

[ 08be. acl14. 137d: capwap_9000¢



2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

10:
10:

10:

10:
10:
10:

10:

10:

10:

43:
43:

43:

43;
43;
43;

43:

:43:
:43:

43:

43:

04.
04.

04.

04.
04.
04.

04.

04.
04.

04.

:04.

04.

727607738
728003638

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

728144450 {wncd_x_RO-0}{1}:

728161361
728177773
728184975

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

728218783 {wncd_x_RO- 0} {1}:

729005675
729019215

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

729422929 {wncd_x_RO-0}{1}:

729428175 {wncd_x_RO-0}{1}:

729432771 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 729435487 {wncd_x_RO- 0} { 1} :

[svm] [19620]:
[svm] [19620]:

(info): SVM_INFO: SVM Apply user profile
(info): SVM_INFO: Activating EPM feature

[epm misc] [19620]: (info): [08be.acl4.137d: capwap_9000C
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4. 137d: capwap_90000C
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[svm] [19620]: (info): SVM_INFO: Response of epm is ASY

[radius] [19620]: (info): RADIUS: Send Access-Request tc¢
[radius] [19620]: (info): RADIUS: authenticator 20 06 3
[radius] [19620]: (info): RADI US: NAS-IP-Address [4] 6 1
[radius] [19620]: (info): RADIUS: User-Nanme [1] 32 "#ACS



2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43:

43;

43:

43:
43:

43:

43:

143
143

43:

04

04.

04.

04.

04.
04.

04.

:04.

04.

04.
04.

04.

.729437912 {wncd_x_RO-0}{1}:

729440782 {wncd_x_RO-0}{1}:

729442854 {wncd_x_RO-0}{1}:

729445280 {wncd_x_RO- 0}{1}:

729447530 {wncd_x_R0-03}{1}:
729529806 {wncd_x_R0-03}{1}:

731972466 {wncd_x_RO-0}{1}:

731979444 {wncd_x_RO-0}{1}:

731983966 {wncd_x_RO-0}{1}:

731986470 {wncd_x_R0O-0}{1}:
732032438 {wncd_x_R0O-0}{1}:

732048785 {wncd_x_RO- 0} {1}:

[radius] [19620]:

[ radi us]

[radius] [19620]:

[ radi us]

[radius] [19620]:
[radius] [19620]:

[ radi us]

[radius] [19620]:

[ radi us]

[radius] [19620]:
[radius] [19620]:

[ radius]

[19620] :

[ 19620] :

[19620] :

[ 19620] :

[ 19620] :

(info):

(info):

(info):

(info):

(info):
(info):

(info):

(info):

(info):

(info):
(info):

(info):

RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

Vendor, Cisco [26] 32

Cisco Avpair [1l] 26 "

Vendor, Cisco [26] 30

Cisco AVpair [1] 24 "

Message-Authenticator
Started 5 sec timeout

Received fromid 1812/

authenticator 2a 24 8

User-Name [1] 32 "#ACS

Class [25] 75 ...
Message-Authenticator

Vendor, Cisco [26] 47



2024/ 03/ 28 10:43: 04. 732051657 {wncd_x_RO-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 41 "i

2024/ 03/ 28 10: 43: 04. 732053782 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 47

2024/ 03/ 28 10: 43: 04. 732056351 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 41 "i

2024/ 03/ 28 10: 43: 04. 732058379 {wncd_x_RO-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Ci sco [26] 48

2024/ 03/ 28 10: 43: 04. 732060673 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 42 "i

2024/ 03/ 28 10: 43: 04. 732062574 {wncd_x_RO-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Ci sco [26] 36



2024/ 03/ 28

2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

10:

10:

10:

10:
10:
10:
10:
10:
10:

10:

43:

43:

43:

43;

43

43

43:

04.

04.

04.

04.
:04
43:
43:

04.

732064854 {wncd_x_RO- 0}{1}:

732114294 {wncd_x_RO-0}{1}:

733046258 {wncd_x_RO-0}{1}:

733058380 {wncd_x_R0O-0}{1}:

.733064555 {wncd_x_R0-0}{1}:
04.
04.
:04
43:

733065483 {wncd_x_R0O-0}{1}:
733066816 {wncd_x_R0O-0}{1}:

.733068704 {wncd_x_R0-03}{1}:
04.

733069947 {wncd_x_R0O-0}{1}:

733070971 {wncd_x_RO- 0}{1}:

2024/03/28 10:43:04.733079208 {wncd_x_R0O-03}{1}:
2024/03/28 10:43:04.733080328 {wncd_x_R0-0}{1}:
M$OvEI[Po«? %y0?a@<™CNbWi6\E&\q-1U+QB-20”%[INv?"
2024/03/28 10:43:04.733091441 {wncd_x_R0O-0}{1}:

2024/ 03/ 28 10: 43: 04. 733092470 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 733396045 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.733486604 {wncd_x_RO-0}{1}:

[ radi us]

[19620] :

(info):

RADI US: Cisco Avpair [1] 30 "

[radius] [19620]: (info): Valid Response Packet, Free t

[ 08be. ac14. 137d]

[svm] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[auth-mgr] [19620]: (info):

[cTient-auth] [19620]:

Applied
Applied
Applied
Applied
Applied
Applied

Appl i ed

Applied
Applied

Applied

Appl i ed

Appl i ed User

User Profile:
User Profile:
User Profile:
User Profile:
User Profile:
User Profile:

User

User Profile:
User Profile:

User Profile:

User

Profile:

Pr c

- N 35 0 < =<

E

Profile: G s

[ 08be. ac14. 137d: capwap_9000C

(note): MAC: 08be.acl4.137d L2 A



2024/ 03/ 28 10: 43: 04. 734665244 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/03/28 10:43:04.734894043 {wncd_x_R0-0}{1}: [cTient-keymgmt] [19620]: (info): MAC: 08be.acl4.137d E
2024/03/28 10:43:04.734904452 {wncd_x_R0-0}{1}: [cTlient-keymgmt] [19620]: (info): MAC: 08be.acl4.137d C

2024/ 03/ 28 10: 43: 04. 734915743 {wncd_x_R0-0}{1}: [dot1x] [19620]: (info): [08be.acl4.137d: capwap_9000001:

2024/ 03/ 28 10: 43: 04. 740499944 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 742238941 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|I NFO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 744387633 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10: 43: 04. 745245318 {i osrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl



2024/03/28 10:43:04.745294050 {iosrp_R0O-0}{1}: [buginf] [26311]: (debug): AUTH-FEAT-IAL-EVENT: Allocate

2024/ 03/ 28 10: 43: 04. 745326416 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 751291844 {iosrp_R0O-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 751943577 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_I NFO ogacl_configured: /

2024/ 03/ 28 10: 43: 04. 752686055 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10: 43: 04. 755505991 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/03/28 10:43:04.756746153 {wncd_x_RO-0}{1}: [mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM
2024/03/28 10:43:04.757801556 {wncd_x_RO-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD

2024/ 03/ 28 10: 43: 04. 758843625 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c



2024/ 03/ 28 10: 43: 04. 759064834 {wncd_x_R0-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d IF

2024/ 03/ 28 10:43:04.761186727 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl |

2024/ 03/ 28 10:43: 04.761241972 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43: 04. 763131516 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10: 43: 04. 764575895 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10: 43: 04. 764755847 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|I NFO ogacl_configured: /



2024/ 03/ 28 10: 43: 04. 769965195 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 770727027 {iosrp_R0O-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 772314586 {i osrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl |

2024/ 03/ 28 10:43: 04. 772362837 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 773070456 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 773661861 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_I NFO ogacl_configured: /



2024/ 03/ 28 10: 43: 04. 775537766 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 777154567 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 778756670 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10: 43: 04. 778807076 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43: 04. 778856100 {iosrp_RO-0}{1}: [npls_Ildp] [26311]: (info): LDP LLAF: Registry notificat

2024/ 03/ 28 10:43: 04. 779401863 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢



2024/ 03/ 28 10: 43: 04. 779879864 {i osrp_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 780510740 {i osrp_RO-0}{1}:

2024/03/28 10:43:04.786433419 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.786523172 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.787787313 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.788160929 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.788491833 {wncd_x_R0-0}{1}:
2024/03/28 10:43:04.788576063 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.788741337 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.788761575 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.788877999 {wncd_x_R0O-0}{1}:

2024/ 03/ 28 10: 43: 04. 789333126 {wncd_x_RO- 0} {1}

2024/03/28 10:43:04.789410101 {wncd_x_R0O-0}{1}:

2024/ 03/ 28 10: 43: 04. 789622587 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.789632684 {wncd_x_R0O-03}{1}:

2024/ 03/ 28 10: 43: 04. 789642576 {wncd_x_RO- 0} {1} :

[og] [26311]: (info):

[ parser _cnd] [26311]:

[sisf-packet] [19620]:
[sisf-packet] [19620]:
[sisf-packet] [19620]:
[sisf-packet] [19620]:
[client-ipTlearn] [19620]:
[auth-mgr] [19620]: (info):
[webauth-sess] [19620]:

OG Pl _ACL_I NFO ogacl _configured: /

(note):

(info):
(info):
(info):
(info):
(note): MAC: 08be.acl4.137d C
[08be.acl4.137d:capwap_9000
(info): Change address update, !

RX:
TX:
RX:
TX:

i d= consol e@onsol e: user = ¢

DHCPv4 from interfac
DHCPv4 from interfac
DHCPv4 from interfac
DHCPv4 from interfac

[auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c
: [0000.0000.0000:unknown] HDL = 0

[epm] [19620]: (info)

[client-iplearn] [196

[client-orch-sm] [19620]:

[aaa-attr-inf] [19620

[aaa-attr-inf] [19620]:

[aaa-attr-inf] [19620

20]: (info):

]: (info):

1: (info):

(info):

MAC: 08be. acl4. 137d IF

(debug): MAC: 08be.acl4.137d

[ Applied attribute : us

[ Applied attribute : c

[ Applied attribute : G s



2024/ 03/ 28 10: 43: 04. 789651931 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.789653490 {wncd_x_RO-0}{1}:
2024/03/28 10:43:04.789735556 {wncd_x_RO-0}{1}:
2024/03/28 10:43:04.789800998 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 789886011 {wncd_x_RO- 0} {1}

BN amE

[aaa-attr-inf] [19620]: (info): [ Applied attribute : bsr

[aaa-attr-inf] [19620]: (info):
[ewlc-qos-client] [19620]:
[rog-proxy-capwap] [19620]:

[ Applied attribute : t
(info): MAC: 08be.acl4.137d
(debug) : Managed client RUN

[client-orch-state] [19620]: (note): MAC. 08be.acl4. 137¢c

Z—EEBHN RS EERMIMEFHKEBHNYRADIUSRHN ER SHE. A THACLKERRADIUS, TMEESRGEEEFIK , B
ERWLCTH,. Hit , EETERN SHEUSRJIACLE B HIER , KA HEEARERADIUSFARESEANNE LETHE, &
XHEFREA T M1 Catalyst 9800 L RUE B R BANER T HE , ZER THECARKERFIo N HE,

RADIUSE Fin & 17 Bi 5%

BT LAE BIEWLCEX BIRADIUSH AR B85 A £ FA & IR RADIUSTEERE R |, LMEBREDACL_DOT1X_SSID SSID (AVP NAS-Identifier) £

WEFAEZEUSERL (AVPERESE ) .

Access-Request
ACCEss=Accept 1d='

Frame 4B835: 617 bytes on wire (4936 bits), 617 bytes captured (4936 bits)

Ethernet II, Src: Cisco_b2:fe:ff (89:le:
802.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, 5rc: 10.48,39.130, Dst: 10.48.39.134
User Datagram Protecol, Src Port: 63772, Dst Port: 1812

Last Segment[1]
(8@} 1=18 val=cdc761262dcdTed8de31bbes99dag359

id=92Z, Duplicate Request

b2:fe: ff), Dst: VMware 8d:8l:ec (80:50:56:8d:01:ec)

Pucksts: 55217 - Displryad: 2 12006 - gnorsd: 1 [0.6%)


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

SBEMINE , RADIUSRIRBFREUFBESEE , MRREAFUSERL (AVPUser-Name) I FEFIAAAR Y | 55| R HERSREN
AVPACS : CiscoSecure-Defined-ACLZRILEE "#ACSACL#-IP-ACL_USER1-65e89aab. o

B 8,39 138 8,39, 134 Acce:
488- 394 39 19.48.39.134 18.48.39.138 Access=Accept id=92

Frame 48839: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
Ethernet II, Src: WMware 8d:@liec (09:58:56:8d:@l:iec), Dst: Cisco_b2:fe:ff (80:le:f6ib2:fe:ff)
802,10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.134, Dst: 10.48.39.139
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: @x5c (92)
Length: 348
Authenticator: 643ableaba94787735f73678ab53b28a

[Time from request: 8.859994880 seconds]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=7 val=USER1
AVP: t=Class(25] 1=48 val=434143533a38323237333030413030303030303946383439333541324430697365213439
AVP: tmEAP-Message(79) 1=6 Last Segment[1]
AVP: t=Message-Authenticator(8@) 1=18 val=de@lc27adlB8e8289dd5d6b29165ecBT2
AVP: t=EAP-Key-Name(182) 1=67 val=\@31f\@05081600831VE G6x\0026~06REN 0339067000046 021(80{6%035/5 Babdiy\ 027 06cH660FHd
AVP: t=Vendor-Specific(26) 1=66 wnd=ciscoSystems(9)
Type: 26
Length: 66
Vendar I0: ciscaSvstems (9]
~ WSA: t=Cisco-AVPair(1) 1=6@ val=ACS5:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-65eB%aab
Type: 1
Length: 6@
Cisco-AVPair: ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-G5e8%aab
AVF: T=Wendor-speciticlib) (=58 wnd=MicrosoTt{311)
AVP: t=Vendor-Specific(26) 1=58 wnd=Hicrosoft(311)

B B Testiem fast), 83 bytes Puckeis: B5I12 - Displryed: 3 (2.006] - gnred: 1 [3.0%)

DACLT#;

MRIACLERRWLCIHAEN —3 9 , AIRESHERGFERE , ARADIUSEXRRESER, FA , WLCH#EARADIUSTE
ACL., At , WLCE HRADIUSIFIRER , EXFEAJACLATE( "HACSACL#IP-ACL_USER1-65e89azh, YEAAVPER &R . B
24, WLCEIBAIRADIUSHIBRES , Itaccess-accept® f# F Cisco AVEL ¥faaa : event=acl-download#2 #8ACL T &,

Length |ID Seuren Destinatier, Infe
BO37 184 39 19.48.39.138 18.48.39.134 Access=Request id=81, Duplicate Request
did b 59 1v.45.35. B, 48,39, 138 A Accept 1o=4

Frame B@37: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits)
Ethernet II, Src: Cisco_b2:fe:ff (8@:1le:f6:b2:fe:ff), Dst: VMware Bd:8l:ec (B8:50:56:8d:01:ec)
892,10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, 5Src: 10.48.39.138, Dst: 10.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
~ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: 8x51 (81)
Length: 138
Authenticator: b216948576cB8a46a51899e72d@7Ta9454

Attribute Value Pairs
AVP: t=hAS-TP-Address(d4) 1=6 val=18,48.39,138
AVP: t=User-Name(1l) 1=32 val=FACSACL#-IP-ACL_USER1-65e80aab
Type: 1
Length: 32
User-Name: #ACSACL#-IP-ACL USER1-G5e8%aab
AVP: t=Vendor-Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=38 wnd=ciscoSystems(9)
Type: 26
Length: 3@
Vendor ID: ciscoSystems (9)
VSA: t=Cisco-AVPair(1) 1=24 val=aaa:event=acl-download
Type: 1
Length: 24
Cisco-AVPair: aad:event=acl-download
AVP: t=Message-Authenticator(88) 1=18 val=41da231159246db3f8562868dbfTRaTE

B FHI2FHIRADIUS access-acceptB & ERMIJACL , MM T FFR. SEACLARIEIEERFIA Tip : inack<X>=<ACL_RULE>, #9
[EICisco AVPH |, <X>2 38 Blima%.




Leegth |ID o
8837 184 39 19.48.39.138 19.48.39.134
8038 369 39 19.48.39.134 19.48.39.130 Access-Accept id=81

Frame BB3B: 369 bytes on wire (2952 bits), 369 bytes captured 52 bits)

Ethernet II, Src: VMware_Bd:@1:ec (@@:58:56:8d:81:ec), Dst: Cisco_b2:fe:ff (80:1le:f6:b2:fe:ff)
£02.1Q Virtual LAN, PRI: @, DEI: @, ID: 39

Internet Protocol Version 4, Sri 10.48.39.134, Dst: 10.48.39.130

User Datagram Protocol, Src Port: 1812, Dst Port: 63772

- RADIUS Protocol

Packet identifier
Length
b

t 12.48.39.13




R WRSTHACLTRHIEWLCLEBRHEAR , AIEEAZACLHEREENMETSARE (X BWLCEXREILE

FREHTRADIUSEMERR ) 28l , TERMBEACLHER. BRL , ACLEBNEES»REBIMRM TACLHE
It Hit , FRSHACLERGERER , HEBLETRE , Bt , ACLTERERWLCHREN -2y , MEAEXTH, B2
, EACLERZHIETENRFNEFFSRECRAT —E , BT EMETSHRE.

ISE¥R{EHEE
RADIUSEF iz BB

BREBFETRERT A THACL "ACL_USER1, MIfEA#E "TUSERL, WIS 5E. HEMHRFERSIENDS BILBET,



Cisco ISE

Overview

Ewent 5200 Authertication succeeded
Usemarme USERY

Endpaint 14 0B:BE-AC:14:13:7D &

Erdpoint Prodile Linknown

Authentication Pakicy
Authorization Policy

Authorization Result

Dofault 3= Dor1X
Dofault >» 802, 1x User 1 dACL

9B00-DOT1X-USERT

Authentication Detalls

Source Timestamp

2074-03-28 05:11:11.036

Received Timestamg 2024-03-28 05:11:11.035
Palicy Server e

Evant 5200 Authanticstion successed
Usemama USERT

User Type User

Erdpoint id 08:BEAC 141370

Calling Station ld
Erdpoint Profile

Authentication kientity
Store

Identity Group

Audit Sassion Id

08-be-ac-14-13-7d

Unkrown

Internal Users

Unkrawn

B227300ADDI0DO0DE4BABEIF

Authentestion Mathad

detlx

Authentication Protocol
Sarvice Type

Network Dewice
Device Type

Lotatian

NAS IPvd Adress

NAS Port Type

PEAR (EAP-MSCHARVE)
Framed

geofland-3800

All Devies Types

Al Letations
10.46.39.130

Wireloss - IEEE 80211

Authorization Profile

9800-DOT1X-USERT

Response Time

36E millisecands

Staps

11001
11017
15049
15008
1507

12500

12625
11006
11om
1oms

123m

12300
12625
11006
1100
nog

12302

123148
12800
12805
12806
12807
12804
12810
12305
11006
110m
nog

12304

12306
11006
100
11018

12304

12305
11006
1100
nog

12304

123148

Fecoived RADIUS Access-Roquast
RADIUS created a new session
Evaluating Policy Group

Evaluating Service Selection Palicy
Extracted EAP-Response/identity

Froparod EAP-Roquest proposing EAR-TLS with
challenge

Valid EAP-Key-Name attrbute recenved
Retumed RADIUS Access-Challenge
Recaived RADUS Accass-Reguast
RADIUS is ro-using an existing sossion

Extracied EAP-Response/MAK requesting 1o use PEAP
instrad

Prepared EAP-Request proposing PEAP with challenge
Valid EAP-Key-Name aitribuste recened

Retismod RADIUS Access- Challengn

Recaived RADIUS Access-Request

RADIUS is re-using an existing se3sion

Extracted EAP-Response containing PEAP chalienge-
rEsponse and accepting PEAP a5 negotisted

Successhully nogosiated PEAR version

Extracted first TLS recand; TLS handshake started
Extracted TLS ClisntHollo message

Prepared TLS SereerHedla message

Frepared TLS Centilicale mossage

Proparod TLS SorvorKevExchange message
Prepared TLS ServerDone message

Proparad EAP-Roquast with anathar PEAP challange
Ratumand RADILS Access- Challengn

Received RADUS Access-Request

RADIUS t5 re=using an existing session

Extracted EAP-Response conlaining PEAP challenge-
FRDONSE

Propared EAP-Request with another PEAP challenge
Rtudrvid RADIUS Azceds- Challenge

Becoived RADIUS Access- Roguost

RADIUS is ro-using an existing session

Extracied EAP-Response contaning PEAP chalenge-
response

Prepared EAP-Request with anather PEAP challenge
Ratismnd RADIUS Access- Challengo

Recaived RADIUS Access-Request

RADIUS is re-using an existing se3sion

Extracted EAP-Response containing PEAP chalienge-
response

Successhully negotiated PEAP version O



Other Attributes
Canfigvorsiontd
DestinationPart
Pratacel

NAS-Par

Framed=-MTU

State

undefined- 186
undafined- 187
undefined- 188
Network DeviceProfileid
IsThisdPartyDeviceFlow

AcsSessionlD

SalbetedAuthanticationlden. .

SalectedAuthanticationlden

SelectedAuthardicationiden

AuthenticationStatus

L]
1812
Radius
393
1485

I7CPMSessioniD s 8227 H0AD00D000DEERABEIF; 265 ession
D=ise/499610885/35;

00:0fac04

00:0f:82:04

00:0f:ac:01
BOGASE05-3150-4215-a800-6753d450f56c
false

ise/490610885/35

Ieitainal Usars

AN_AD_Join_Points

Guest Usars

AuthoriicationPassed

ldentityPalicyMatchedRule

AutharizationPalicyMatehed.

Dot

B02.1x User 1 daCL

EndPoirMACAddess

ISEPolicySetName

IdentitySatectonMatchad Ruls

TotalAuthenL stency
ClientLatency
TLEGipher
TLEVersion
DTLSSuppont
HostldantityGroup

Network Device Profile

0B-BE-AC-14-13-7D

Dofoult

DoniX

515

147

ECDHE- R34 -AE5256-GOM-SHAIES
TLEvLZ

Unknarwn

Endpaint Identity Groups:Unknown

Cisco

Lecation LocationitAl Locations

Device Type Device Typedidll Device Types
IPSEC IPSECHI: IPSEC DaviceliNg
Name USERY

EnabieFlag Enabied

RADIUS Usemame USERT

NAS-Identifier

DACL_DOT1X_SSI0

Davies 1P Addibas

CPMSessioniD

10.48.39.130

8227300AM000000EABABESF

Called-Station-10

CisosViair

10-b3-c6-22-99-c0:DACL_DOT1X_S5ID

senice-typesFe .

audit-sossion- i« B227300400000000848ABE IF,
method =dat1x,

clign =1113931001,

lan-
cisco-wlan-ssid=DACL_DOT1X_SSID,

wian- profila-names DACL_DOTIX_SSID,
AuthenticationidentityStore=intemal Users,
FOSubjectName=9273fe30-8c01-1 1069560~
5754004852 1Muser],
s 5

5043

4549588 6c80d19790

Result

Class

EAP-Koy-Mame

CiSCo=ave pair

MS-MPRE-Send-Key
MS-MPPE-Rucv- Kiy

LicensoTypes

Sesslon Evants

CACE:E227300A000000004 EL

B:93:21:37:29: 60058883 b1 :40: 23:0:b3-06:
BreBo06:d6:57-50:01:2d:62:d3- 6l 201 9:01:486:
rfcl 3oc0i6

ACS:CiscoSecune-Delined- ACL=HACSACLE-IP-ACL_USER1-
508088k

[Essontial license consumed,

I 2024-03-28 05:11:11.036

Authentication succeeded

DACLT#;

12810
12812
12803
12804
1280
12802
12816
12310
12306
11006
11om
11018

12304

12313
s
12306
11006
1001
11018

12308

nsn

11806

12305
11006
1nom
11018

12304

11208

15041
15048
2072
15013
24210
2212
22037
nax
12306
11006
11001
11018

12304

11810

1814
11513
12314
12305
11006
1o
1108

12304

24715

15036

24209

4
15048
15048

15018
11022

Propared TLS SorverDone message
Extracted TLS ClisntkeyExchange missage
Extracted TLS ChangeCiphorSper massage
Extracted TLS Finished message

Propared TLS ChangaCipherSpes meddage
Propared TLS Finished message

TLS handshake succeeded

PEAP full handshake finsshed successhully
Propared EAP-Roquest with anathior PEAP challonge
Fwturied RADIUS Aceess- Challange
Becotwd RADIUS Access-Roguest

RADIUS is re-using an existing session

Extracied EAP-Response contsining PEAR chalenge-
response

PEAP inmer methad stasted

Proparnd EAP-Request/idontity for inner EAP method
Prepared EAP-Request with anather PEAP challenge
Fntred RADIUS Access- Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Estracted EAP-Fiasponsne contaning PEAP chalango-
response

Extracted EAP-Rasponso/idontity for innar EAP mathod

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Propared EAP-Request with anathor PEAP challerge
Retuwmed RADILS Access- Challenge

Becoived RADIUS Access- Roguast

RADIUS is re-using an existing session

Extracted EAP-Response contsining PEAR chalenge-
response

Exiracied EAP-Response conlaining EAP-MSCHAP
challenge-response for inner method and accepting EAP-
MECHAP a3 negotiated

Evaluating Identity Policy

Queried PIP - Narmalised Radivs RadivsFlowType
Selected identity source sequonce = All_User_ID_Stores
Selected Identity Source - Intemal Users

Looking up ser in Internal Users IDStore - WSERT
Found User in Internal Users I061om

Authertication Passed

EAP=MECHAP authentbeation sttempt passed
Prepared EAP-Request with another PEAP challenge
Fetumed RADIUS Access- Challenge

Fpcaived RADIUS Accoss-Roquast

RADIUS is ro-using an existing session

Extracted EAP-Rixsganse contsning PEAP chalange -
response

Extractod EAP- Rosponse for innar mathod containing
MSCHAP challenge-response

Inner EAP-MSCHAP authentication succeeded
Prepared EAP-Success for inner EAP method

PEAP inner method finished successiully

Propared EAP-Requost with onother PEAR challango
Returned RADIUS Accoss-Challenge

Recoived RADIUS Accoss-Request

RADIUS is re-using an existing session

Extracted EAF-Response containing PEAP challenge-
respanse

ISE has net confirmed locally previous successtul maching
authentication for user in Active Directory

Evalusling Authodization Palicy
Lovtking sp Endpaint in Internal Endpaints 1051000 -
USER1

Found Endpaint in Intennal Endpoints IDStore
Queried PP - Network Access UserName
Queried PP - Inlemnallsen Name

Selected Authonzation Profde - $800-DOT1X-USERT
Added the dACL specified in the Authorization Prafile

22081
22080
12306
11503
11002

M 3853103 policy passad

New accounting sossion created in Session cache
PEAF suthenlication succeeded

Propared EAP-Success

Returned RADILS Accoss-Accept

REARSETRACL TACL_USER1, BRI T#. #EHGKRPEFSIZENND ALSER,




Cisco |SE

Owrvisw

Event 5237 DACL Download Succeeded
Lisarnama RACSACLA-IP-ACL_USER - 6508000
Endpoint id

Endpoint Profile

Authorization Rosult

Authentication Detalis

Soures Tirastsng 2024-03-78 05:43:04.755

Received Timestamp 3024-03-38 05:43:04 755

Policy Sarwr is0

Evant 5232 DACL Download Succeeded
Lisnename RACEACLR-IP-ACL _USERT - 65480000
Network Device gdefland-2800

Davice Type Al Device Typos

Location Al Locations

HAS IPwd Addrass 10.48.39.130

Response Time 1 miiseconds

Other Anributes

Conligversionid 73

DestinationPort 1812

Pretpesd Hadius

Pr -F150-4215-28 TE3d450rE6C

IsThirdPartyDevicaFlow ialsa

AcsSessionlD Ise/450610856/48

TotsbAuthanl slardy 1

CllentLatency 1]

DTLSSuppedt Uk

Metwork Device Profile Ghco

Locasion Lacation Al Locatices

Device Type Device TypelAll Device Types

IPSEC IRSECHIS IPSEC DivicediNg

FADIUE Usemames: HACEACLE-IP-ACL_USER -6585%ab

Device IP Addrass 10.48.38.130

CPMSoxsioniD) Q3027 BEPWAS S 2a4EzHKGY Akd guiE TupAlaF
M

CicoAVPEr BISONECH wip_admission,

saaewent=ac-download

Rosult

Class CACT 03027 2w
Fcsehlisg/499610885/43

GO0~ dv-pair ipcinacli 1 sdery ip any host 10.48.39.13

cigon-r-pair ipcinacinZedery i amy host 10.48.30.15

Eiso0-in-pair incinacliI=deny ip any host 10.48.39. 185

CiSCo=erpair iprinaciidsparmit i any any

Steps

11001
nmr
1z
11002

Received RADIUS Access-Request
RADIUS created a new sossion
Generated a new session [0

Returmid RADILS Actiis-Acthil
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