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<#root>
WLC# debug wireless mac

<mac- addr ess>

monitor-time 600

TEbootflash #§ 4 K & Ara_trace_MAC_<mac-
address>_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.loghy ##& =

<#root>
WLC# more bootflash:

ra_trace_MAC <mac-address> HHMVES. XXX _ti mezone_DayWeek_Nbont h_Day_year. | og

B RERI A M REFET DT

<#root>
WLC# copy bootflash:

ra_trace_MAC <mac-address> HHMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og

ftp://username:password@<ftp-server-ip>/path/RATRACE_FILENAME. txt
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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<#root>
MAC: aaaa.bbbb.cccc

Associ ation received

. BSSID d4e8.801a.3063, WLAN LWA-SSID, Slot O AP d4e8.801a.3060, APD4E8.8019.608C, old BSSID d4e8.80la.
MAC: aaaa.bbbb.cccc Received Dotll association request. Processing started,SSID: LWA-SSID, Policy profi
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc Dotll ie validate ext/supp rates. Validation Passed for Supported rates radio_type
MAC: aaaa.bbbb.cccc WiFi direct: Dotll validate P2P IE. P2P IE not present.

MAC: aaaa.bbbb.cccc dotll send association response. Framing association response with resp_status_code
MAC: aaaa.bbbb.cccc Dotll Capability info bytel 1, byte2: 14

MAC: aaaa.bbbb.cccc WiFi direct: skip build Assoc Resp with P2P IE: Wifi direct policy disabled

MAC: aaaa.bbbb.cccc Clearing old call info.

MAC: aaaa.bbbb.cccc dotll send association response. Sending assoc response of Tength: 161 with resp_st
MAC: aaaa.bbbb.cccc



Associ ati on success.

AID 1, Roaming = True, WGB = False, 11lr = False, 1lw = False Fast roam = False
MAC: aaaa.bbbb.cccc DOT11l state transition: S_DOT11_ASSOCIATED -> S_DOT11_ASSOCIATED

L2587

<#froot>

MAC: aaaa.bbbb.cccc Starting L2 authentication. Bssid in state machine:d4e8.801a.3063 Bssid in request
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L2_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc L2 Authentication initiated. method WEBAUTH, Policy VLAN 0, AAA override =1
[aaaa.bbbb.cccc:capwap_90400002] -

authc_list: forwebauth

[aaaa.bbbb.cccc:capwap_90400002] - authz_list: Not present under wlan configuration

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc IP-Tearn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc

L2 Authentication of station is successful.

, L3 Authentication : 1

EFImESD AP

<{froot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS
MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE
MAC: aaaa.bbbb.cccc

Received ip learn response. nethod: |PLEARN METHOD DHCP

L3S s

<tfroot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS
MAC: aaaa.bbbb.cccc

L3 Authentication initiated. LWA

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT



EFRIRES Pt

<{froot>

RX: DHCPv4 from interface capwap_90400002
TX: DHCPv4 from interface capwap_90400002
RX: DHCPv4 from interface Gi2 on vlan 100
TX: DHCPv4 from interface Gi2 on vlan 100
RX: DHCPv4 from interface capwap_90400002
TX: DHCPv4 from interface capwap_90400002
RX: DHCPv4 from interface Gi2 on vlan 100
TX: DHCPv4 from interface Gi2 on vlan 100

on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.

< << n n < <<un un

MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE ->

S_| PLEARN_COVPLETE

A O R 38

<#root>
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Parse GET, src [X. X X.X] dst [Z.Z.Z.Z] url [http://connectivitycheck.gstatic.conlgenerate_204]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

State GET_REDI RECT -> GET_REDI RECT

[...]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
CET rcvd when in GET_REDI RECT state
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
Parse GET, src [X. X X. X] dst [192.0.2.1]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
Param map used: | wa- paraneter_map

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Read complete: parse_request return 8
Param-map used: Twa-parameter_map

url [https://<virtual-ip-address>:443/1ogin. htm ?redi rect=http:

Read complete: parse_request return 10



State GET_REDI RECT -> LOG N

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

Sendi ng Webauth | ogin form

, len 8076

[...]

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

POST rcvd when in LOG@ N state

[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.

State

>

X X X X X X
X X X X X X X

.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002

AUTHENTI CATI NG - > AUTHC_SUCCESS

get url: /Togin.html

Read complete: parse_request return 4
Param-map used: lwa-parameter_map

State LOGIN -> AUTHENTICATING

45876/176 I0 state READING -> AUTHENTICATING
Param-map used: lwa-parameter_map

WLCREEEEANERNKIRE F ikt &7

<tfroot>

[aaaa.bbbb.cccc:capwap_90400002]

Aut hc success from WebAut h, Auth

[aaaa.bbbb.cccc:capwap_90400002]

APPLY_USER PROFI LE

(14

[aaaa.bbbb.cccc:capwap_90400002]
[aaaa.bbbb.cccc:capwap_90400002]
[aaaa.bbbb.cccc:capwap_90400002]

SM wiTll
SM wiTll

Aut henti cati on Success

event success

Raised event

Raised event RX_METHOD_AUTHC_SUCCESS (3)

not send event Template Deactivated to PRE for OxAE000012
not send event Template Deactivated to PRE for OxAE000012

Resolved Policy bitmap:4 for client aaaa.bbbb.cccc
Attribute :

Applying

user nane

Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying

0 "cisco"

Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :

aaa-author-type 0 1 (0x1)
aaa-author-service 0 16 (0x10)
clid-mac-addr 0 3a e6 3b 9a fc 4a

addr 0 Oxacl04206

addrve 0 "p€"

addrve 0 " ?i??"
addrve 0 " ?i??"
addrve 0 " ?i??"

target-scope 0 0 [cTient]

audit-session-id 0 "1A4210AC0000001C5B12A51C"
aaa-unique-id 0 28 (0x1c)

client-iif-id 0 4261415483 (0xfe000a3b)



Applying

vlan-id 0 100 (0xa63)

Attribute :

Applying Attribute : session-linksec-secured 0 False
Applying Attribute : nas-ip-address 0 0x0

Applying Attribute : nas-ipv6-Address 0 ""

Applying Attribute : interface 0 ""

Applying Attribute : port-type 0 19 [802.11 wireless]
Applying Attribute : nas-port 0 10014 (0x40eba)
Applying Attribute :

cisco-w an-ssid 0 "LWA-SSI D

Applying

w an-profile-name 0

Attribute :

"LWA- SSI D'

Applying Attribute : dnis 0 "d4-e8-80-1a-30-60:LWA-SSID"
Applying Attribute : formatted-clid 0 "3a-e6-3b-9a-fc-4a"
Applying Attribute : bsn-wlan-id 0 16 (0x10)

Applying Attribute : nas-identifier-wireless 0 "LWA-SSID"
Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute : priv-1vl 0 1 (Ox1)

Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute :

met hod 0 1 [webaut h]

Applying
Applying

Attribute :
Attribute :
[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr username(45

clid-mac-addr 0 3a e6 3b 9a fc 4a
intf-id 0 2420113410 (0x90400002)

[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute

Add/ Updat e usernane ci sco

[aaaa.bbbb.cccc:capwap_90400002]

Recei ved User-Nane cisco for client aaaa. bbbb.cccc

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr auth-domain
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002] Context changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002]

User name ci sco received

[aaaa.bbbb.cccc:capwap_90400002]

W.AN I D 16 recei ved

WLCH# £ F & 5 ERE M BERNV K IR ER & iR

<{froot>



Applied User Profile: aaa-author-type 0 1 (Ox1)

Applied User Profile: aaa-author-service 0 16 (0x10)
Applied User Profile: clid-mac-addr O 3a e6 3b 9a fc 4a
Applied User Profile: target-scope 0 0 [client]

Applied User Profile: aaa-unique-id 0 28 (0xlc)

Applied User Profile: client-iif-id 0 4261415483 (0xfe000a3b)
Applied User Profile: vlan-id 0 100 (0xa63)

Applied User Profile:session-Tinksec-secured 0 False
Applied User Profile: nas-ip-address 0 0x0

Applied User Profile: nas-ipv6-Address 0 ""

Applied User Profile: interface 0 ""

Applied User Profile: port-type 0 19 [802.11 wireless]
Applied User Profile: nas-port 0 10014 (0x40eba)
Applied User Profile:

cisco-w an-ssid 0 "LWA-SSI D

Applied User Profile:

w an-profile-nane 0 "LWA-SSI D

Applied User Profile:nas-identifier-wireless 0 "LWA-SSID"
Applied User Profile: priv-1vl 0 1 (0x1)

Applied User Profile: method 0 1 [webauth]

Applied User Profile:

clid-mac-addr 0 3a e6 3b 9a fc 4a

Applied User Profile: intf-id 0 2420113410 (0x90400002)
Applied User Profile:

usernanme 0 "cisco"

Applied User Profile: bsn-wlan-id 0 16 (0x10)

Applied User Profile: timeout O 86400 (0x15180)

Applied User Profile: timeout O 86400 (0x15180)

MAC: aaaa.bbbb.cccc Link-local bridging not enabled for this client, not checking VLAN validity
[aaaa.bbbb.cccc:capwap_90400002]

User Profile applied successfully - REPLACE

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr method(757)

[aaaa.bbbb.cccc:capwap_90400002]
Rai sed event AUTHZ_ SUCCESS (11)
[aaaa.bbbb.cccc:capwap_90400002]

Cont ext changing state from'Authc Success' to 'Authz Success'

Web & {3885 B 5T

<{froot>

MAC: aaaa.bbbb.cccc



L3 Aut hentication Successful.

ACL:[]
MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING ->

S AUTHI F_WEBAUTH_DONE

FE AR ImE FiniYAAAB £

<#root>
[ Applied attribute : username 0 "

ci sco

"]

[ Applied attribute : bsn-wlan-id 0 16 (0x10) ]

[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ Applied attribute :bsn-vlan-interface-name 0 "

myvl an
" ]

w2 B i 2ZERuniR &

<tfroot>

Managed client RUN state notification: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS ->

S_CO_RUN

FRBEHRAR
SRR

Z

bl

- WMAERNEER BTRNMFET "SORIAM .
« WLCEREFIRER "Web Auth Pending. AREE,
- IRRBEREESEBEXETRRERE

WLC RAER it

<tfroot>



[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 Param-map used: Twa-parameter_map
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State LOGIN -> AUTHENTICATING
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 40828/176 IO state READING -> AUTHENTICATING
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

Param nmap used: | wa- paraneter _map

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State AUTHENTICATING ->

AUTHC_FAIL [ I NVALI D CREDENTI ALS]

[aaaa.bbbb.cccc:capwap_90400002] Authc failure from WebAuth, Auth event fail
[aaaa.bbbb.cccc:capwap_90400002] (Re)try failed method WebAuth - aaaa.bbbb.cccc
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Failed'

BENERAR
BARWLCEEFFEANMERRENTERAAL LEE,
£ GUI L :

1. B ZEConfiguration > Security > AAA > AAA Method List > Authorization, 3% — T+ Add.
2. MER :

1. FEREERR | E R

2 Bl R

3. BHHER R ¢ A
3. MEEAIKRE,

Quick Setup: AAA Authorization

Method List Name™ I default I
Type* I network v I 0]
Group Type I local v I )
Authenticated D
Available Server Groups Assigned Server Groups
radius
Idap - -
tacacs+
802.1x-group
v v

& o oo




I figuration ~ Irity ™ » AA4 Show Me How o

+ AAA Wizard
Authentication
I | =3
Marme T Type T Group Type T Groupl T Group2 Y Group3 T Groupd r
Accounting
= i ]
1 | -
fECLIL :
<#root>

WLC# configure terminal
WLC(config)# aaa authorization default network Tocal

FMERERGHERE , BEFFRERAEER
REREFIRAERENTR
- RInEFmSHEERS "BER. .

- RREFPH®ETIMF.

o KRIRGER B im AR AEMERE,

- ERBREFIRDEIPHIL.

- WL.CETREFIRER BT, R

WLC RAER it

EFWERSIENIPHL  REIAAEWLC LEAN NET, R, EAEBHERTIRGREE
FIREIVLAN,

<#root>
MAC: aaaa.bbbb.cccc

Client IP learn successful. Method: DHCP IP: X X X X

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr addr(8)
[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute Add/Update addr X.X.X.X
MAC: aaaa.bbbb.cccc IP-learn state transition:

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

MAC: aaaa.bbbb.cccc Received ip learn response. method: IPLEARN_METHOD_DHCP
[ Applied attribute :bsn-vlan-interface-name 0 "



myvl an

"]

[ Applied attribute : timeout 0 1800 (0x708) ]

MAC: aaaa.bbbb.cccc Client QoS run state handler

Managed client RUN state notification: aaaa.bbbb.cccc

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN

BENBRAR
R EEWLAN LB Web K B,
£ GUI £ :

1. B Z Configuration > Tags & Profiles > WLANSs.,
2. EELWA WLAN,

3. B ESecurity > Layer 3,

4. IR Web Policy BREX 5 .o

Selected WLANS : 0 Gan Ad
O  seus Y Mame ¢ T o T . Loyerd | A
m) e LWA-SSID * 16
; . [ =]

5=
EERAWebXR B

fECLIL :

<tfroot>

WLC# configure terminal

WLC(config)# wlan

<w an>



WLC(config-wlan)# shutdown
WLC(config-wlan)# security webauth
WLC(config-wlan)# no shutdown

AORBETEERE , FRRARER
REREFPIRAERENTS
- RinEFPIRZFBHES FRESEERER.

- BREFHETIME,
- REAKRREFImOBEIPHELL,
- WLCERFEAERER "WebauthiEH , #REE,

BEHNERT R

BAYENHTTP/HTTPSARES. B]RE , AR F i H EERAMEHTTP/HTTPSA R RS
HEEKRNESR, BEBAWeb S HBBHREBEHTTPMHTTPSHE RNV FHMET , FSBLEE  EA
TERZEHTTPHAS ; Hla0 , HTTPE R A Webadmin , HTTPA R webauth,

BEAFEBHTTPHHTTPSEH A ETERREEENWeb H 1 BRE , FBRCLIBITIA TR

WLC# configure terminal
WLC(config)# ip http server
WLC(config)# ip http secure-server


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635

AE . NREMERRSHECER , MELZERWLCH B ERE T E(GUN.

HRIRE P im AR EEUPH 1t
REBRE AR ENTS

- RIBEFIREIHEZEETEESBEUPHLL,
« WLCETREFWER TIP Learning, AREE,

WLC RAZRH#t

T EKBITERE R,

RX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s



BENERAR
B BRARBEERERSE T ERAVLAN,
£ GUI L :

1. B E Configuration > Tags & Profiles > Policy,
2. BEEANEREERER,
3. B F Access Policies,

4. BEERAVLAN,

Jcontiguration ~ > Tags & Profiles~ > Policy | Edit Policy Profile =
P -

Admin T Associated & Y

Status Policy Tags Policy Profila Name Genera Acdess Policies
0o o » bwa- policy_profike ( o
] V] default-policy-profila ) ng WLAN ACL
1 0w o B
DHCP TLY Caching (m] o
'WLAN Local Profiling
URL Filters @
Mo
) - | B
1 nscriber P ame a2
3, - |8
VLAN
D Cance B Update & Apply to Device
ECLIL :
<#root>

WLC# show wireless profile policy detailed

<policy-profile>

Policy Profile Name :

<policy-profil e>

Description :

<policy-profil e>

Status : ENABLED
VLAN :



VLAN- sel ect ed

[...]

WLC# configure terminal
WLC(config)# wireless profile policy

<policy-profil e>

WLC(config-wireless-policy)#

vl an <correct-vlan>

B HEAEBANVEACAERME TDHCPH, MEABREM AEM, RARKBIEREEEEN
VLAN DHCP DORA#E, H#{RILVLANA EH#AIVLAN,

DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,
DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,

HERFIFRERGERREF IR
REREEFPIRAERENTS

- EFIERAWLCE AL,
BENERT R
B ARWLANERN R B E&EWeb 5 17525 5| BIH M,
£ GUI £ :

1. B E Configuration > Tags & Profiles > WLANSs,
2. RBEHZEEZEWLAN,

3. B ESecurity > Layer 3,

4. BEHTERNWebF 050 F 5| FHM,



Edit WLAN =

&

Jconfiguration = » Tags & Profiles - > wiLANs|

Salected WLANS 1 0

0O  suus T Neme T D
(] (+] LWWA-SSID LT

1

BRI BT 5 BHE

ECLIL :

<tfroot>

WLC# show wlan name LWA-SSID
WLAN Profile Name : LWA-SSID

[...]
Security:
Webauth Parameter Map :

<par anet er - map>

WLC# configure terminal
WLC(config)# wlan

<w an>

WLC(config-wlan)# security web-auth parameter-map

<par anet er - map>

BT KEEIEMIR |, f#Cisco.com WebfIF THH A EERN A EAHEIFEZENEMNENRT
TH-EEA. BF K BEIAECSSHAIETER , 3 B AJse M= MERRE&. FZ&EApplet,

PHP, 1888, Reactjs%H, MRBITAOMLKREETGERAER

, B ERFERAERNWLCE

H, AZRERESTEREE, MRKIEIAD , WEXEANBEREALFERZIIENRA

=
o


http://cisco.com

B=  MEFEAEWCHEHAXNEZIEGHIZ) , BEFHACLIBNBEEEZEH , UEREERETR :

<{froot>

EWC# configure terminal
EWC(config)# parameter-map type

<par anet er - map>

EWC(config-params-parameter-map)# custom-page login device flash:loginsantosh.html
EWC(config-params-parameter-map)# custom-page login expired device flash:loginexpire.html
EWC(config-params-parameter-map)# custom-page failure device flash:loginfail.html
EWC(config-params-parameter-map)# custom-page success device flash:loginsucess.html
EWC(config-params-parameter-map)# end

RERE KR EFmBEREERMP
RBEBRFRTRRENTR

- RERERBEEMF (MFKAKETR ) .
RENBRRS R
BRAEREIBHRHE T ERIPHIL

£ GUI Lk :

1. E 3| Configuration > Security > Web Auth,
2. feEEHiEEglobal 5| ¥R,
3. WA M E SR IPHb 3,

I farur =3 3 \Web A“'""I Edit Web Auth Parameter -
: I
Pariemter-mis Narr gobal I iowtabie I
Parameter Map Name <un i
0O  aksal Maximum HTTP connections 100 Trustpairit shict -
1 -
120

o [m]

o [m]

u]
w]

=]

[m] Banner Configuration

o

T


https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products

£ 55| SRR £ R E SR IP b 31 58 TE A1 A B% FRAY 1P ik

ECLIE :

<#root>

WLC# show parameter-map type webauth global
Parameter Map Name : global

[...]
Virtual-ipv4 :

<unrout abl e-i p>

[...]

WLC# configure terminal
WLC(config)# parameter-map type webauth global
WLC(config-params-parameter-map)# virtual-ip ipv4

<unrout abl e-i p>



BN ERIPHit BEWeb B BB EAENEEO I, BBEINEMEMESEH TS
FEEHEBEWIP , ETEHBBYIEE AR EEATABARD, Bt , BERSER
IPELE ST A EMIPHE | B REEFERARFC5737 ERY ARLE 3t

FIFRER "TERTRE/MERS KM
RBRREFRTRRENTR

- TRADE , EFREE—EER K KRAERTZE,
- ADERKFERBRE.

AHEIE
MRFRMAOSEREHTIPSZT , AIRREFRFEASSL (ZL2EHARE ) BR. ZEELEH


https://datatracker.ietf.org/doc/html/rfc5737

B-AREEBMBCARE  UREHREEN ; TRABBRIN/IRKRFIFE  MRREFRE
HETE. BERBRELEIWLC , F2RLER.

BENRT R

B EXREBAENHTTP/HTTPSIR. RE , AAEF R HEERMABEHTTP/HTTPS IR
BRRTLEEERNER. BEAWebEHMEEBHTTPHMHTTIPSIERNFHEET , FEHRLE

ECLIL :

WLC# configure terminal

WLC(config)# no ip http server
WLC(config)# no ip http secure-server
WLC(config)# ip http server
WLC(config)# ip http secure-server

B BRECKRESEELBIWLCEEEAR A HER,

£ GUI L :

1. B E Configuration > Security > PKI Management
2. EREHEBSEER
3. BEHFMEEN

| - * > PKI Maragement |

| - - > PKI Management |

ExistsCheck{S{F 2


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring

Certificates ® Certificates x

CA Certificate Device C

CA Certificate

Status: Available
Certificate Serial Number (hex): 81
Certificate Usage: Signature
Issuer:

&= <grganizational-unit>

€N <COMmOon-name>
Subject:

o= <organizational-unit>

£ = CCOMMOon-name
Validity Date:
Etart date: 15:55:18 UTC Mar 14 2824
nd date: 15:55:18 UTC Mar 14 2834

Storage: nvram:CiscoVirtual#lCA.cer

DetailsCheckTrustpoint& % it

ECLIE :

<#root>
WLC# show crypto pki certificate

[<certificate>]

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=<Common Name>
o=<0rganizational Unit>
Subject:
cn=<Common Name>
o=<0rganizational Unit>
Validity Date:

start date: <start-date>

end date: <end-date>

Associ ated Trustpoints: <trustpoint>

= BREWebAuthS| BEMRHPBIETEFANEREE  UARERIPVATHEEBETNLA

F(CN)[=fe.

£ GUI Lk :

CA Certificate Device Certificate

Certificate
Available
Ce cate Serial Number (hex): @2
Certificate Usage: General Purpose
Issuer:
0% <prganizational-unit>
cn= <common-name>
Subject:
Mame :
Serial Mumber: 9217PVKUQ2B
seriallumber=9217PVKUQ2B+hostnamesstandalone
0= <organizational-unit>
cn= <COMMON-Name>
Vali  Date:
start date: 15:55:23 UTC Mar 14 2024
date: :55:18 f1a & o S
[ Associsted Trustpoints: <trustpeint> |

Storage: nvram:CiscoVirtual#2.cer

Status:




F|Configuration > Security > Web Auth,
BERRIERANSIBEHR,
EEEHNERIPVYEHERRIER,

7T s Web Auth | Edit Web Auth Paramater *

1.8
2. 1%
3. %

global Virtual 1Pvd Adce cunrostasie.ips
Pacarmetor Moo Hamo
O e i Arvpring= -
t 120 <eertificate O

[m] u}

a 0

O
u]

8]

[m] Banner Configuration

oo
BESEHNERIPVATHEE

ECLIE :

<#root>

WLC# show run | section paramter-map type
<t ype> <nane>

parameter-map type

<type> <nane>

[...]

virtual-ip ipv4

<unrout abl e-i p> <certifi cat e-conmon- nanme>

trustpoint

<t rust poi nt >

MHEAEA

. ERTE WebE 38


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15

« WebZ!EgR(EWC)

- 71£Catalyst 9800 WLC - B E&HWeb & 1358 &P &
- 7£Catalyst 9800 WLC F 4 FI THCSRBF

- BEERENE



https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf
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