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ARTE802.1xBRE B B M A3 EE B (LSC)APERE R A

S B 1.7£AP Join Profile EE L , Effn E Configuration > Tags & Profiles > AP Join > On the AP
Join Profile , BEZAJdUFTEFMARERER , SIEHEAPMAREEEBRREZIMAREER

o

"':'I'{E'c'r' Cisco Catalyst 9800-CL Wireless Controller
= » AP Jgin
AP Join Profle Nama T Description
Dotlx
Split- Tunr
default-ap-profile dedault ap prohle

S ER2 7EAP Join ProfileEEH , ##AP > General&fii ZAP EAP Auth ConfigurationZf%. ftEAP
Type FHLBEH | iBIBEAPE BI{EBEAP-FAST, EAP-TLSEIEAP-PEAP , LB Bdot1x S 5%
A,



Edit AP Join Profile »

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
1 ———
Power Over Ethermnet Client Statistics Reporting Interval
| Switch Flag 5 GHz (sec) 90
1
Power Injector State 2.4 GHz (sec) 90
Power Injector Type Unknown v Extended Module
imector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Awth Conﬁgwahm Mesi
r N
. |
EAP Type ! EAP-FAST bl | Profile Name mesh-profile L
EAP-FAST Clear
AP Authorization Type EAP-TLS
EAP-PEAP
\_ .

o Update & Apply to Device

S E¥3 #2AP Authorization Type FHZEF |, iB{ZH 5 ECAPWAP DTLS +5CAPWAP DTLS >#%
— T Update & Apply to Device.




Edit AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
—
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag 5 GHz (sec) 80
Power Injector State 2.4 GHz (sec) a0
Power Injector Type Linknawn v Extended Module
Injector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Auth Configuration Mesh
a2 N
EAP Type EAP-FAST - Profils Name mesh-profile .
- y Y Clear
AP Authorization Type CAPWAP DTLS v
CAPWAP DTLS +
DOT1x port auth
CAPWAP DTLS
k Dot1x port auth )
D Cancel [] Update & Apply to Device

BLE802. IxEM & B BMBE

$ E#1.#£Management > Credentials > Enter Dot1x username and password details > iE & #9
802.1xZ B A B>#% — T Update & Apply to Device



Edit AP Join Profile ®

General Client CAPWAP AP Management Security ICap QoS
Device User Credentials CDP Interface
| —
Dot1x Credentials
Ve N
| Dot1x Username Dot1x
Dot1x Password LITITT YT
i
Dot1x Password Type clear v
\ J

D Cancel |:| Update & Apply to Device

WSRAPIE R I AWLC:

B ABIBIEHEEREILAP , TERERBAMFALUTCLIGS | (BHACheetah OSFICisco IOS®
AP)

CLI:

LAP# debug capwap console cli
LAP# capwap ap dotlx username

RBRAP ERIDotIxFER ( MRARE )
¥ Cisco IOS® AP , EEAAPZ % :



CLI:

LAP# clear capwap ap dotlx

¥ Cisco COS AP , EFiEF AAPZ 1 :

CLI:

LAP# capwap ap dotlx disable

RIER R

R 2 E i B dot I x I AS IS E 7] AR 25 397 18 2 3T #a44,

CLI:

Enable

Configure terminal

aaa new-model

aaa authentication dotlx default group radius
aaa authorization network default group radius
dotlx system-auth-control

Radius-server host

BLEAP IR

CLI:

configure terminal

interface GigabitEthernet
switchport access vlan <>
switchport mode access
authentication order dotlx
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

end

MRAPEMAFlex Connectiis, , A&z | BN BEERBMNE ETENEE , UAHELS
ZEMACHIL K RAEZEFImREEAPREIBK

authentication host-mode multi-host

AR EREFFEEIR, SECSFANESITERRZNMBNEIA.
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SB1. BRBBEHINRISEMRIE LN@KEE,. EEFAdministration > Network Resources >
Network Devices > Click Add > Enter Device name , |IP address , enable RADIUS Authentication

Settings , Specify Shared Secret Value , COA port ( SR B ATE5%{E ) > Submit,

o RADIUS

SER2, KBAPBRFMMBISE, EfiFAdministration > Identity Management > Identities >
Users , AR EHZAJIIRBUFIEERE, BRETHEMAZEWLCHAPIMAREERPREN R

B, AR, ERAEEHEARRE  EURBERETHE,



= Cisco |}

Identities Groups

| Usars
Latest Manual Network Scan Res.

..................

I Administration - Identity Management

User Information

t Options

Account Disable Policy

SEIEISEL  BEESHORBRIEANBRARRE, EZEPolicy > Policy Sets , :ZEEH B RKERN
AANERSTHE, TEEERT K SFEAERERE  EVLRBERBERZLRRE,

REGESOREBRMABIMER, LEBROERREISEMRST LEINHERER , BALR
BEEETRAEBINBEESR.
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authorization Policy (12)

Results
Status  Rube Name Conditions Profiles Security Groups Hits Actions
(-] Detautt Soboct from list @‘

SRIBREAFN "TARMARFEL HEP AFFEAP-FAST, EfiZEPolicy > Policy Elements >
Authentication > Results > Allowed Protocols > Default Network Access> Enable EAP-TLS >
Save,

= Cisco ISt [ Policy - Policy Elements l

Dictionaries Conditions

Authentication

AMlowed Protocols Allowed Protocols

Authorization
Daseription
Defaul Allowed Protoccd Service
Proflling

Posture

Client Provisioning - Allowed Protocols

Authentication Bypass
Authentication Protocols

: @000’

Proactive sesskon ticket update will occur after % of Time To Live has expired

[ J<]<]<]m

B
ERKEHAE , RRANEEREEHER,
REREREE5

show S ERAPREMEN & HRESE

#

CLI:

9800WL.CHshow ap profile nanme <profil e-nanme> detail ed

g4 -

9800W.C#show ap profile nane default-ap-profile detailed
AP Profile Nane : Dot 1x



Dot 1x EAP Met hod . [ EAP- FAST/ EAP- TLS/ EAP- PEAP/ Not - Conf i gur ed]

LSC AP AUTH STATE . [ CAPWAP DTLS / DOT1x port

RS Fi9802.1x

showf i BT 2R R XIRETELRIE F802.1xHI B AR RE -

CLI:

Swi t ch# show dot 1x all

B i R
Sysaut hcont r ol Enabl ed
Dot 1x Protocol Version 3

Dot 1x Info for G gabitEthernet0/8

PAE = AUTHENTI CATOR
Qui et Peri od = 60

Server Ti neout =0

SuppTi neout = 30

ReAut hivax =2

MaxReq =2

TxPeri od = 30

REERERTCERRE

CLI:

auth / CAPWAP DTLS + DOT1x port

Swi t ch#show dot 1x interface <AP switch port nunber> details

B R -

Dot 1x Info for G gabitEthernet0/8

PAE = AUTHENTI CATOR
Qui et Peri od = 60
Server Ti neout =0
SuppTi neout = 30
ReAut hivax =2
MaxReq =2
TxPeri od = 30

Dot 1x Aut henticator Cient List

EAP Met hod = FAST
Suppl i cant f4db. e67e. dd16

Session I D = 0A30279E00000BB7411A6BCA

Auth SM State
Auth BEND SM St at e
ED
Auth BEND SM State = |IDLE

£ CLI L :

AUTHENTI CATED
| DLE

aut h]



Swi t ch#show aut henticati on sessi ons

B R

Interface MAC Address Met hod Domain Status Fg Session |ID
aGgo/8 f4db. e67e. dd16 dot 1x DATA Aut h 0A30279E00000BB7411A6BC4
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3. AR MMAISERRSEZEMN LA S|/MER,

4. BEISEM MR/ LR ERMA TEAP-FAST,

5 HMES02.IxBREBALAPEE HEISEf[AREE LEE.,

AR FRAEEBAEBEY XNE,

6. MRBRFAY , FEXRMEB LB AT HS : debug dot1xFdebug authentication,
EE |, EMACisco IOSHIEA BH(802.11ac wave 1) A EBTLSHRAR1.171.2, MR EMISES
RADIUSA AR 25 &L iB A& AL FF802. 1 X AEBAYTLS 1.2 , BITJAEE T RE,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



