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GUIEEFZ,

ANERERNE "THEES L BN, UREHENRES | UEBIE EX B TREKENKER
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AT 17 3R BB IR
AR

. Catalyst 980012 #1288 "BFEENA . . EAXL | REFMAEE

. ¥0S-XERL B M E 4B ff

- FHURHESN TR AERE, ETUREEPHCONYEIE(9800-40, 9800-80, 9800-L) , th
A LR IEIRE A R9800-CL B EREX R R EEFRERMN

- BHRBIGE , FAEEBNRREFRERRER

Rosl

BEAXEERHENFEARERRZ IS EERNRE :

REE iR BB A5
HAEEIP [OOM_IP] 192.168.0.25
B EETEER RS [OOM_GW] 192.168.0.1
EEEFEHRERR [ADMIN] admin
EEERE [ZA 5] ah1-7k++a1
APEEEFAEL]E [AP_ADMIN] admin

AP CLIZHS [AP_PASSWORD] alkhb90jlih
APRUR 15 [AP_SECRET] kh20-9yjh

R ER WA [WLC_NAME] 9800-bcn-1
NEEA [EHA] company.com
EF#VLAN ID [CLIENT_VLAN] 15
EFEIRVLANE B [VLANZ 78] client_vlan
EEEENEVLAN [WMI_VLAN] 25
EIREEEIP [WMI_IP] 192.168.25.10
WIS ENEEE [WMI_MASK] 255.255.255.0
FBIREENETERGW [WMI_GW] 192.168.25.1
NTP{a AR 85 [NTP_IP] 192.168.1.2
Radiusfal IR 85 1P [RADIUS_IP] 192.168.0.98
Radius£ i £ &8 [RADIUS_KEY] ThislsASharedSecret
WLAN SSID WPA2TE£ £ #8% % [SSID-PSK] A

WLAN SSID WPA2 802.1xE8%  [SSID-DOT1x] NEEBE
WLAN SSIDEH & Attt Web B 7% [SSID-LWA] guest1

WLAN SSIDFh & A ith Web R 7% [SSID-CWA guest2
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AEF—EFREERNAE |, #Calatyst 980012 HIZHELR T34 | I BEARE —Evian LAY
ARETRE |, £/ ENRadiusAIRZREST S 108

RADIUS 9800 WLC
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Client

1}

Wi R EIERERALEEREE — X

MRZHFDERKBEE , YHEELEBREZHES  MAETEMEE , EUIHTUTIES
.

DAQ2#write erase
Erasing the nvramfilesystemw |l renove all configuration files! Continue? [confirni

[ OK]

Erase of nvram conplete
Sep 7 10:09:31.141: %BYS-7-NV_BLOCK_INIT: Initialized the geonetry of nvram
DAQ2#reload

System configurati on has been nodified. Save? [yes/no]: no
Rel oad command is being issued on Active unit, this will reload the whol e stack

Proceed with reload? [confirni

Sep 7 10:10:55.318: %BYS-5- RELOAD: Rel oad requested by consol e. Rel oad Reason: Rel oad Command.
Chassis 1 reloading, reason - Rel oad comand

SBANREREN

BFRTREFIAR , CHBERCLIEEBEUATEANKEE. EAERT , BAKBLE
H, WEARESRPRANCLIRREERBE.

FFEFISRTRRE

Installation node is | NSTALL



No startup-config, starting autoinstall/pnp/ztp...
Autoinstall will terminate if any input is detected on console
Aut oi nstall trying DHCPv4 on G gabitEthernetO

Aut oi nstall trying DHCPv6 on G gabitEthernetO

--- System Configuration Dialog ---

Whuld you like to enter the initial configuration dialog? [yes/no]:

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/ 0: kernel: nte: [Hardware Error]: CPU O:

Machi ne Check: 0 Bank 9: ee2000000003110a

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O

ADDR ff007f 00 M SC 228aa040101086

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/ 0: kernel: nte: [Hardware Error]: PROCESSOR

0: 50654 TI ME 1631009693 SOCKET O API C O ni crocode 2000049

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: CPU O:

Machi ne Check: 0 Bank 10: ee2000000003110a

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O

ADDR ff007fc0 M SC 228aa040101086

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: PROCESSOR

0: 50654 TI ME 1631009693 SOCKET O API C O ni crocode 2000049

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: CPU O:

Machi ne Check: 0 Bank 11: ee2000000003110a

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O

ADDR ff007f80 M SC 228aa040101086

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: PROCESSOR

0: 50654 TIME 1631009693 SOCKET 0 APIC 0 mi crocode 2000049
Aut oi nstall trying DHCPv4 on G gabitEt hernet0, VI anl

Aut oi nstall trying DHCPv6 on G gabitEt hernet0, VI anl

Acqui red | Pv4 address 192.168. 10. 105 on Interface G gabitEthernetO
Recei ved fol |l owi ng DHCPv4 opti ons:

domai n-name : ci sco.com

dns-server-ip : 192.168.0.21

XK to enter CLI now...

pnp-di scovery can be nonitored wi thout entering enabl e node

Entering enable node will stop pnp-discovery
Guest shel | destroyed successfully

% "Entery # , BB FEARER Tnoy , RBIRT Tyes, KR ILEBZHEIBE .

% Pl ease answer 'yes' or 'no'.
Whul d you like to enter the initial configuration dialog? [yes/no]: no

Wuld you like to terminate autoinstall? [yes]: yes

Press RETURN to get started!

AR SRR — EXxRBERE

BRALTEEER , WERE "EEL (Infements) RIEHIERIVE, AXEEFTRNI D ETH

, AER AR

ﬁJ\



HRMENS , RRMEREEEEXHAR , R Enter@BBEURR , ARE A HenableRconfigin
=, Bl -

W.C>enable

W.C#config

Configuring fromtermnal, nenory, or network [term nal]?
Enter configuration commands, one per line. End with CNTL/Z.
WLC( confi g) #host nane control | er - name

e %= M A B SER
EREEEXATEAUTS T, BYFA#HERE  ELoTRERMBERENRARSSHEMA

host namre [ W.C_NAME]

int gio

ip add [OOM | P] 255.255. 255.0

exit

iproute vrf Mgnt-intf 0.0.0.0 0.0.0.0 [ OOM_GWN

no i p domain | ookup
usernane [ADM N] privilege 15 password 0 [ PASSWORD)
i p domai n narme [ DOVAI N_NAME]

aaa new node

aaa authentication login default |oca
aaa aut hentication |ogin CONSOLE none
aaa aut horization exec default |oca
aaa aut horization network default |oca

line con O

privilege level 15

| ogi n aut henticati on CONSCLE

exit

crypto key generate rsa nodul us 2048
ip ssh version 2

end

A[i® — ACDP

fConfig (B E ) EXTHEXRXBA , REFEAUTHS. EHMR800-CL , #NHETe0/0/0MTe0/0/1%
B BGI1MGI2

cdp run
int te0/0/0
cdp ena
int te0/0/1
cdp ena

9800-CL — B B #E & BE

EEREE9800-CLIRAIEE E 1T , YWRAP CAPWAPE#R , % B A1%5(9800-80. 9800-40. 9800-
L) EESIT



wireless config vw c-ssc key-size 2048 signature-al go sha256 password 0 [ CHANGEPASSWORD)

E17Vian

EREEXT , REFEZEVSEETFIKVLAN , URESFEENE(WM)EHENVLAN

ERZBERT , BEELAMEZR Fiwvian , —@ARERvian , —ERARFEEA. KERMK
AR BRFEEERHEEFRNVLAN

HRAKRZHEBHBEMHE , WMI VLANSHREEFHIZINE | thANEZEA ST E T HCAPWAPRES

N

B8

vl an [ CLI ENT_VLAN]
name [ VLAN_NAME]

vlan [WM _VLAN|
nane [ W RELESS_MGMI_VLAN]

EERHITEH —£R

¥749800-L, 9800-40, 9800-80 , EEEHENXT , JUUERAU TH SR EER FENTEMNERINEE
o ARFIZZEMMEE LB EBEHENLACP,

AR BEAER SRR,

RIBENREEBURREERAERE , W7 TREERANTIIPABEIBLEEZTENAS.
A AR

IlInterfaces. LACP if standal one or static (channel-group 1 node on) on if HA before 17.1.
interface TenG gabit Et hernet0/0/0

description You should put here your switch nanme and port

swi tchport trunk allowed vlan [CLI ENT_VLAN], [ WM _VLAN]

swi tchport node trunk

no negotiati on auto

channel -group 1 node active

interface TenG gabitEthernet0/0/1

description You should put here your switch nanme and port
swi tchport trunk allowed vlan [CLI ENT_VLAN], [ WM _VLAN]
swi tchport node trunk

no negotiati on auto

channel -group 1 node active

no shut

int pol

swi tchport trunk allowed vlan [CLI ENT_VLAN], [ WM _VLAN]
swi tchport node trunk

no shut

Il Configure the sane in switch and spanning-tree portfast trunk
port-channel | oad-bal ance src-dst-m xed-ip-port



EREAREENE
ERBEX THEANTHRRIWML, ERERN—5

int vilan [ VWM _VLAN|
ip add [WM _IP] [WM _MASK]
no shut

iproute 0.0.0.0 0.0.0.0 [WM _GWN

'l The interface nane will nornally be sonethng |ike VIan25, depending on your WM VLAN I D
wi rel ess managenent interface VI an[ W _VLAN]|

ERFENNTPES

NTPHZERRNERZHER, TREEATEANATHTETRE :

ntp server [NTP_IP]

11 This is European Central Time, it should be adjusted to your local tine zone
clock timezone CET 1 0

clock sumer-tinme CEST recurring last Sun Mar 2:00 |last Sun Cct 3:00

VTY 55 B M H A 2 ith fR 36

REHEER  EREYHENNVIVIRE  LUBRCUIGERE , TRAEARERIEEENHE
MNTCPEHREE

service tinmestanps debug datetinme nsec
service tinmestanps | og datetine nmsec
service tcp-keepalives-in

service tcp-keepalives-out

| oggi ng buffered 512000

line vty 0 15
transport input ssh

line vty 16 50
transport input ssh

Radius{i &

EMEMEARRE , LARRA SISEM fREFHRADIUSE

radi us server |SE

address ipv4 [RADIUS_ | P] auth-port 1645 acct-port 1646
key [ RADI US_KEY]

aut omat e-t est er usernanme dumy probe-on

aaa group server radius | SE_GROUP
server name | SE

aaa aut hentication dotlx |SE group | SE_GROUP

radi us-server dead-criteria tine 5 tries 3
radi us-server deadtine 5



g — S ARRREG
HRR2REE , STNMAIERTFTPABSEN AB A EEERS :

ar chive
path tftp://TFTP_I P/l ab_confi gurati ons/ 9800- confi g. conf
ti me-period 1440

RIREE

EEENBEREWLANEBIRE S | SIEWPA2EETEL A €48, WPA28E802.1x/radius, R
WebauthfM At WebauthtI R E BEE, BT ENIHBTFISEEGMAEELIIRE , HLLERBEEM
BRANE oK

HBEREERMEGT , UBRREFFZERERES TR . LEZBREREEFEUTE
IEHVERBALE

ap dot 11 24ghz cleanair
ap dot 11 5ghz cleanair
no ap dotl1l 5ghz SI

I'llnportant: replace country list with to match your | ocation
11 These commands are supported from 17.3 and hi gher

wireless country ES

wireless country US

iR — RENR
ST RIBE & A A ML

- EAHRATSSH, EBERBIANRKBE , NS HEHRRER. EREARRNAPIIAL
BEER, tﬂiiﬁiﬁiﬁﬁﬁ FER T H e BRI E
- BAEEDE , LURKE E%‘ai FEmE N EFini Al

ap profile default-ap-profile

ngmt user username [ AP_ADM N] password O [ AP_PASSWORD] secret 0 [ AP_SECRET]
ssh

sysl og host [AP_SYSLOG

device classifier

EMWLAN - WPA2-PSK

AMENREEREH. ERERNNWLANEZARNEARER. MESSIXEKLHF802.1xI8E
IOTERE

HRARZBEES

)Bﬁ
1]||||
fﬁ|'|||
fim
k=]
[
=

w an wl an_psk 1 [ SSI D PSK]

security wpa psk set-key ascii 0 [ W.ANPSK]
no security wpa akm dot 1x

security wpa akm psk



no shut down

EIWLAN - WPA2 — 3§

FRARadiusEi HHWPA2 WLANH R E RIER. AR ERIE

w an Wl an_dot 1x 2 [ SSI D- DOT1X]
security dot1lx authentication-list |ISE
no shut down

EIIWLAN — ER At WebBR RV EHF
AREMENSHEEA  BISEHEXE
BRIBRANRE , FEUFE I BERETRESRIES |

3
i3
HI

] 1 LAERE

paraneter-nmap type webaut h gl oba

yes ! this may not be needed depending on the version
virtual -ip ipv4d 192.0.2.1

virtual -ip i pve 1001::1

aaa authentication |ogin WEBAUTH | oca
aaa aut horization network default |oca

w an Wl an_webaut h 3 [ SSI D- WVEBAUTH]
peer - bl ocki ng drop

no security wpa

no security wpa wpa2 ci phers aes

no security wpa akm dot 1x

no security ft

no security wpa wpa2

security web-auth

security web-auth authentication-list WEBAUTH
security web-auth paraneter-map gl oba
no shu

E I WLAN — £ P RWebB VA E
FRISEFEXE

aaa aut hentication network default |oca
aaa aut horization network MACFILTER group | SE_GROUP
aaa accounting identity |ISE start-stop group | SE_GROUP

aaa server radius dynami c-author
client [RADIUS | P] server-key [ RADI US_KEY]

ip access-list extended REDI RECT
10 deny icnp any any

20 deny udp any any eq boot ps

30 deny udp any any eq boot pc

40 deny udp any any eq domain

50 deny ip any host [ RADI US_I P]
55 deny ip host [RADIUS_ | P] any
60 pernit tcp any any eq www

wan Wl an_cwa 5 [ SSI D- CWA]
mac-filtering MACFI LTER



no security wpa

no security wpa wpa2 ci phers aes
no security wpa akm dot 1x

no security ft

no security wpa wpa2

no shut down

' we will create two policy profiles, to be used later depending if the APs are local or flex
node

wireless profile policy local _vlanclients_cwa

aaa-override

accounting-list |ISE

i pv4 dhcp required

nac

vl an [ CLI ENT_VLAN]

no shut down

wireless profile policy policy_flex_cwa

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central swtching

aaa-override

accounting-list |ISE

i pv4 dhcp required

nac

vl an [ CLI ENT_VLAN]

no shut down

R i 18 =X AP EE 17 5% B

AR AP ZIEE Catalyst 980012 BB R E —WEULEMNAP , BENVRAE —HEEEH,

RBiE , BMEETEREARERENESSR  YERY TAENWLANEERER , REEZEE
BERBEEERNE—E BB ﬁﬁﬂ 1P A B e BB LS SIDHY 1 A B

WEFMER , FREBE M Catalyst 9800EARIZ FIZRARERI I

wireless profile policy policy local _clients

description |l ocal _vlan

dhcp-tlv-caching

http-tlv-caching

radi us-profiling

session-tinmeout 86400 !!Ensure to not use 0 since 0 neans no pnk cache
idle-timout 300

vl an [ CLI ENT_VLAN|

no shut down

wireless tag site site_tag | oca
description | oca

wireless tag policy policy_tag | oca

description "Tag for APs on | ocal node"

'l Include here only the WLANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is common to use a different policy profile, to map to a
di fferent VLAN

w an wl an_psk policy policy policy local _clients

w an wl an_dot1x policy policy policy_ local _clients

w an wl an_webaut h policy policy policy local _clients

w an wl an_cwa policy policy local _clients


/content/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html

AFlexconnecti# NAPZEE I 5K Bg

ERFIEREAP BN EHFEBWANTR (FtefM B RIEEEM ) i EEHRAEER
H, RMEEEAPEAMIBEFIHRE , M 2BIB CAPWAP’E?"“%U%EMEJ: BHBARKE B
.%EFHFIexconnectﬁT?%l%E

BEEORAEESN  ERBRAERE , EASHRRE

wireless profile flex flex_profile_native

acl - pol i cy REDI RECT

central -webaut h

ar p-cachi ng

1l Replace 25 with the VLAN native on your AP L2 topol ogy
native-vlan-id 25

vl an- nane [ VLAN_NAME]

vl an-id [ CLI ENT_VLAN]

wireless tag site site_tag flex
flex-profile flex_profile_native
no local-site

wireless profile policy policy flex_clients

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central swtching

dhcp-tl v-caching

http-tlv-caching

idle-timout 300

session-timeout 86400 !!Ensure to not use 0 since O neans no pnk cache

vl an [ CLI ENT_VLAN]

no shut down

wireless tag policy policy_tag flex

description "Profile for Flex node APs"

'l Include here only the W.ANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is comon to use a different policy profile, to map to a
di fferent VLAN

w an Wl an_psk policy policy_flex_clients

w an Wl an_dot1x policy policy _flex_clients

w an Wl an_webaut h policy policy_flex_clients

wan Wl an_cwa policy policy_flex_cwa

Bt — SEMEARNRAR

RB& , RMAFTESRMNERNEREAISEZEAN. LEREEAPH ZABMACH I HRAEE
h g 1

11 Tag assignent using static nmethod. Replace mac with your device
ap F4DB. E683. 74C0

policy-tag policy_tag | ocal

site-tag site_tag | ocal

IMETERAP MAC s 1t 75 B

&\ LAAE A a5 S show ap summaryE B E 51 il A HIAPRYE E



d adi usl#sh ap summ
Nunmber of APs: 1

AP Name Slots AP Mddel Ethernet MAC Radi o MAC Location Country |IP Address State

9130E-r 3-sw2-g1012 3 9130AXE 0c75. bdb6. 28c0 0c75. bdb5. 7e80 Test 123 ES 192. 168. 25. 139 Regi stered

HERS B iR

. Cisco Catalyst 9800& JIF B HEEE
. B 1A Catalyst 9800 AR L AN &Il 25 #Y E 55 Cisco 10S XEhxZA
- ERBEHRTE



/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
/content/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://developer.cisco.com/docs/wireless-troubleshooting-tools/
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