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1. ERERIEDNEEHEREEREE (CSSME )
2. ZBCSLU ( BN EZFFURERAENEER ) ERFICSSM
3. EEBANESHNBEERERIICSSM (AMEZRBEER )

AN EIECatalyst 9800 EWFIEBEN TR , ERFMEN , F2HFEARKETE SR
BiEE, FiB , AXEERMHT —RIEANG S , AR RCatalyst 9800 L E AR IE B BEM E 32
E#R, CSLUNMAZBEBSSMEZHFARIE,

Directly Connected to CSSM
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Product Instance

® -

Product Instance

©

Product Instance

CS5M on Cloud

356794

BIE 1. EEERTBNESFFUEMMKIR(CSSM)


https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/web/software/286327971/154599/CSLU_User_Guide.pdf
https://software.cisco.com/download/home/286285506/type/286326948/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html

Connected to CSSM Through CSLU
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Product Instance .
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\_Product Instance )

~ Windows or CSSM on Cloud

-
@ Linux Host

\_ Product Instance v,

356791

BIE 2. FBCSLUELRR

SSM On-Prem Deployment
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\_ Product Instance J\
' ™ Synchronize
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\_ Product Instance g SSM Upload/ Download .I CSSM
/ On-Prem : on Cloud
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\_ Product Instance g Usage data file
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« WLCHEEiBsmartreceiver.cisco.com#813i (1 JEtools.cisco.com#iz) EECSSMIEH

- WLCHEFTHELTEHM , MIRECSSMZAZBRSSME L FE.

- CLIGFSHEER.
- EEFURESLR EFRTFE. MR , BUNEBRFHHREEAER.
- THEFWENX, BIEREF IR , WLCHEEUTLEEET. RERRE , LEXE
H(BB8F ) METIIEAERN , AR HIRERMER,

BE - MREFAMRCisco Catalyst 9800-CLEAR R HIZS | FHRARIEHATELLCisco IOS®
XE Cupertino 17.7. 1BSERISEHFIACKE K, 52 RBCisco Catalvst 9800-CL 45 37 4 23 1Y
RUMSRE FIEFEE R,

HEHRE

EHEEMRCSSM

HECSSMEEVERE , BTEIUFE , FEHITUTES


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6

N B BASEBEHA SSOF | WLCHERSI M4BT L B2,

configure terminal

ip http client source-interface <interface>
ip http client secure-trustpoint <TP>

Ticense smart transport smart

Ticense smart url default

exit

write memory

terminal monitor

Ticense smart trust idtoken <token> all force

* ip http client source-interface@r 15 E&T TR E B IR EWLINE

* ip http client secure-trustpointds % 35 € BB E E B/ E AR CSSMBA. T Ashow crypto
pki trustpointsin T EHEE R BB, EERFEH B E BB ETP-self-signed-xxxxxxxxxxzH & 5 &
EERERE (HBAMC , EEAR800-40, 9800-80F19800-L ) , BEEES
CISCO_IDEVID_SUDI,

« Terminal monitoras S EWLCH; HEEFIENRIR I8 | W HBRFRERIIEILEE. TUEAK
mEERSEEAT,

- REBE—EGSPHEEFaISEHMHA SSOEHFHFATEWLCE M ECSSMMEE.

- B#Fforcels RWLCEET MU BLNEEALEHATNET.

NoE mMBARUER  HB0BEATHS IS ERER YAE-BEBATEER. B
R Atoken®n 5 AR I 2 ML AV IS o

EEFRFICSLU

Cisco Smart License Utility Manager (CSLU)2ERWindowsH A ( ELinux L HBAIA ) |, £&EF
REARBCHSMERNURNEABNERGE K MAXEEIBEEEFTNERFEERER
F|Cisco Smart Software Manager (CSSM),

REMENHBIB00EIRELE, EMACSLUBLERT A ( flI%EKCSLU, BECSLUERSE ) FEHTH
PR EEEFPRHTELSR. EREESEEREMIIERBHNCSLURBINETA S E
, BRTEARAEEBNERFS

E m Bl ERE

1. R R IEHIZR B CSLUMHERE AT 2B M
2. R EW A BIFRE Rcslu
(config)#license smart transport cslu

(config)#exit
#copy running-config startup-config

3. MRFLELFIR/BICSLU , AIFEITERE, MREFLEFERADNSEIRCSLU , AIEFHNIT


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_ee6ccac1-38e3-438b-bc00-4cacbbf57f64

FRE, MELEFHAURLEBEYS  FRAUTHS

(config)#1icense smart url cslu http://<cslu_ip>:8182/csTu/v1l/pi
(config)#exit
#copy running-config startup-config

CSLUR BN
EECSLUMBIMNEAR , E—RENRERRESBREIZHIZRIICSLUA MR &M,
EE#REAESSM

FRAANESSMAE EEEEERIEEMRL, ABHPEBEFEETIRAS-202102HESRA, HR
SLUPKRZA (17.32REEMRA ) , BEFEACSLUU URLAEH AR, URLATURERHT >EE>
<EBES> > ¥R D T RZWebUIN EHEER.

configure terminal
ip http client source-interface <interface>
ip http client secure-trustpoint <TP>
Ticense smart transport cslu
Ticense smart url https://<on-prem-ssm-domain>/SmartTransport
crypto pki trustpoint SLA-TrustPoint
revocation-check none
exit
write memory
terminal monitor

RESSMAEEFERFEET



AE  REBNBILLTHE © %PKI-3-CRL_FETCH_FAIL : CRL fetch for trustpoint SLA-
TrustPoint%k B | i& 2 E A& 14 & £ SLA-TrustPoint T~ Bt Erevocation-check none., ERZH
REEFTNETH. ERATRENVERT , FURKRBILOBSEE 2B ELHITCRLE
FNWEFERE K NUERIEEHMERE,

B EZEBHTTPSKREN & E&Em



AR BRBRE17.9.28 , HAXEESFNRENRE, IREEERREPERACBS
RENRE  FERBEAZNESSAREAEXEER(CSLY) , EXRIHAE BN AR
o

EREAEREREARERANERRIRECSSMER , FEHA TSR

%II

configure terminal
ip http client source-interface <interface>
ip http client secure-trustpoint <TP>
Tlicense smart transport smart
Ticense smart url default
Ticense smart proxy address <proxy ip/fqdn>
Ticense smart proxy port <proxy port>

exit

write memory

terminal monitor

Ticense smart trust idtoken <token> all force



BEASRE
AT {ECLISIGUIH L B 49 R 25 Fl B A

9800 WLCES8/NIFEECSSMB A E EHNR EE R ETEA , M A E B BWeb T EKCLIEE T 11
BHREERE. EXRTHMANERETENRMAZS/NERHEREECSSM L,

#& 1] £ Fshow license air entities summary@ S EHEMBMEFATRN T —X. HHFST2EH show
techEishow license all#i i #) —Zp 52 :

<#froot>

WLCH

show license air entities summary

Last license report time.................c......2 07:38:15.237 UTC Fri Aug 27 2021
Upcoming Ticense report time....................: 15:38:15.972 UTC Fri Aug 27 2021
No. of APs active at last report................: 3

No. of APs newly added with Tast report.........: 0

No. of APs deleted with last report..............: 0

AR IREE

Catalyst 9800 WLCRAI AR EFA R EENEEIREE , YANAREREEMGEE, EF
EWLCEFHHEHA :

WLC-1#T1icense smart factory reset
%Warning: reload required after "license smart factory reset" command

HERMASERERNERT

MRFEETEHOIS00 WLC , FiEBELBFMEICSSM/On-premEERBEED , BHRATEE
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Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing Feedback Support Help
Alerts Inventory Convert to Smart Licensing Raports Praferances On-Prem Accounts Activity
Virtual Account: Wireless TAC @ Vajor  Hide Alerts
Licenses Product Instances
Authorize License-Enforced Features... (3 GV4ZPZPNEDW o,
Mame Product Type Last Contact Alarts Actions
UDI_PID:CS800-CL-K9; UDI_SN:OVAZPZPNEDW CH800CL 2021-May-21 21:37:46 Actions
Transfer...
——

RS EREREM(SLR) A&

BERWLC 17322 s AR AR EREZMSLR) WIS KRBRRES £, EEMASLUP (17.32RE
BIRA ) B BIThRA P | BRES AT WEAR,

MR FEASLRAVIBO0IZFIBR AR E17.3.2R17.4 1 2 BHRA , BRENABRSLUPERE , ™
TEKESLRET . MEFTRERABARUIMEREEEZFFAIFIF M. ARSLREBHRA
PABFE , Rt EREERNFTARTR , YERMARERAN IR, FFURTBHREL B
ESHRERINERE B

SRR ERE

AR FE, EREREEPINg

HTSLUPA 2 &%k & &5 1 £ f WVtools.cisco.com , T2 £ Flsmartreceiver.cisco.comiZi & 1 {E1F.
EREAXE  WEEFAZETRRNIPHL, WIEFTEEL b & 0] #E Tpingi®E. 75
Ping B#ER BWLCH Internet Al iZEMAIE . EZpingBELARB[EFZRBCMEEEE T4,

VAR AtelnetiEZBIE443M A ZpingE R ALEMRE. 7SR Esmartreceiver.cisco.comis = & ##
BRIBAREF Pt ETelnet, MEREHERE , AEREBEXBEEHEFERBBHRK

WLC-1#telnet smartreceiver.cisco.com 443
Trying smartreceiver.cisco.com (192.330.220.90, 443)... Open <-------
[Connection to 192.330.220.90 closed by foreign host]

%\l LHEI%:

R ERE SRR A terminal monitords € , WLCHSECLIH BIED HA8EE B 5%, tNRiE{Tshow
logging@n ¥ , B AT ABEUELHE . RIWEBIMWEFNREM TR



WLC-1#T1icense smart

Aug 22 12:13:08.425:
Aug 22 12:13:08.952:
Aug 22 12:13:08.975:
Aug 22 12:13:11.879:

trust idtoken <token> all force

%CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair has been removed from key st
%CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or impor
%PKI-6-CONFIGAUTOSAVE: Running configuration saved to NVRAM
%SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new Ticensing trust code was successfully in

RECEEZNDNSHAMRENER E L EHF ZDNSAIRBRAIWLCEE

Aug 23 09:19:43.486:

%SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

BREREEFHDNSAMRERER EREFMAIRFEAYWLCRE S

Aug 23 09:23:30.701:

H S FEE

%SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

BN{EWLCEECSSM/On-prem SSM2Z BIKYIBFA 2 B W IEBHTTPSHEST , MITERTHEBN BT
BYELIBUEENER,. WEHSHERNWKEESFEZREBWLC Webs T H,

Ef B FEHERR > Packet Capture, EIMFTHIHIELE

Troubleshooting ™ > Packet Capture

-+ Add

Capture Name ~ Interface ~ Monitor Control Plane ~  Buffer Size ~ Fiterby +~ Limit Status ~ Action

0

10

#{R B A Monitor Control PlaneBREX S #., ASEE E K/NEMEIHZAK100MB, 8 iNAERBEN N E
o ARERT , BEFTRERBEEFEEENEIAMip http client source-interfacedi = E &I
| :



Create Packet Capture %

Capture Name* | license

Filter* | any v

Monitor Control Plane (%]

Buffer Size (MB)* || 100
Limit by* | Duration v \ 3600 secs ~= 1.00 hour
Available (3) Search Q| Selected (1)
@ GigabitEthernet1 > @ Vian39 =

@ GigabitEthernet2

@ Vian1 4

RREN I FE I E 1Tlicense smart trust idtoken <token> all force@i %> :

Troubleshooting ~ » Packet Capture

Filter w
Capture Name ~ Interface ~ Monitor Control Plane ~  Buffer Size ~ by Limit Status  ~  Action

| coce . acwe | CEED|
O license Vian39 Yes 0% any sais Inactive m

1 10 « | items per page

EERTNENRELXBLEUT SR -

1. EFASYN, SYN-ACKHMACKFHIZEITCPE:E

2. EBARSINEF R ERREVTLSEE, BEVYUNEXRREZRHBER
. MENERIR(EAERE) , HPAWLCHREHF IR FEAER

4. FEBFIN-PSH-ACK, FIN-ACKMACKFSI#& IETCPEEE

NosiE ARaRpEaAASE  SETCPEOEHMERERIENER

3

HMRCSSMEFAERBEN A HIPHI |, HitA 7TiBREWLCHCSSMZ MG &R S HE |
55 FH LA FwiresharkiB & 28 :



ip.addr==172.163.15.144 or ip.addr==192.168.220.90 or ip.addr==172.163.15.144

WMREARESSM , FFESSM IPib i EITEIR

ip.addr==<on-prem-ssm-ip>

R ERERERNCSSMRIEMEENERTHE K FMAEEENSHENCEIR

Na. Arrival Tirme Source Dastination Protocel

Info

578 Aug 23, 2021 11:31:13.46.. 192.168.10.150 192.133,220.90 TCP 22425 - 443 [ACK] Seg=1 Ack=1 Win=4128 Len=0

580 Aug 23, 2021 11:31:13.46.. 192.168.10.150 192.133.220. 90 TLSvl.2 Client Hello

608 Aug 23, 20821 11:31:13.58. 192.133.228.90 192.168.18.150 TLSv1.2 Server Hello

612 Aug 23, 2021 11:31:13.58. 192.168.1@.15@ 192.133.220.%8 TCP [TCP Window Update] 22425 - 443 [ACK] Seq=168 Ack=537 Win=4128 Len=0
614 Aug 23, 2021 11:31:13.58. 192.133.220.99 192.168.18.158 TCP 443 - 22425 [ACK] Seq=537 Ack=168 Win=31953 Len=536 [TCP segment of a reassembled PDU]
673 Aug 23, 2021 11:31:13.7@.. 192.133.220.99 192.168.18.158 TLSv1.2 Certificate [TCP segment of a reassembled PDU]

675 Aug 23, 2821 11:31:13.7@. 192.133.220.90 192.168.18.150 TLSv1.2 Server Key Exchange [TCP segment of a reassembled PDU]

605 Aug 23, 2021 11:31:13.71. 102.133.220.90 192.168.10.158 TLSv1.2 Certificate Request, Server Hello Done

711 Aug 23, 2621 11:31:13.85. 192.168.10.150 192,133,220, 90 TLSvi.2 Certificate, Client Key Exchange

718 Aug 23, 2021 11:31:14.01. .168.18.158 192.133.220.98 TLSv1.2 Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
737 Aug 23, 2021 11:31:14.13. .133.220.90 192, 168.18.158 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
745 Aug 23, 2021 11:31:14.13. «168.18.150 192.133.220.98 TLSv1.2 Application Data

T4T Aug 23, 2021 11 .168.18.158 TLSv1.2 Application Data

2021 .168.18.158 Application Data, Application Data

Aug 23,

TLSv1.2

o Ay 23,
— A AL
N

UTshowir T @8 ERBEMEENERER -

show license status

show 1icense summary

show tech-support license

show 1icense tech-support

show Tlicense air entities summary

show Ticense history message (useful to see the history and content of messages sent to SL)

show tech wireless (actually gets show Tog and show run on top of the rest which can be useful)

show license history messagefi TR —BLBEERNGS , AT JUBEREWLCEIELHR
CSSMiZWEIMEREE,

RINEMEF%E , SRS T55R : 8H423H10:18:08 2021 Central, 1 TE&fE : 8H23H
10:18:10 2021 Central, H 8., MR RESPONSE{TZ & EEMEME , AIRRWLCKRKEIREH
CSSMHI £,

THEHERIEILEEMshow license historyH 2.8 H A RHI

REQUEST: Aug 23 10:18:08 2021 Central
{"request":"{\"header\": {\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-KO\",\"udi_seri



NB\"},\"version\":\"1.3\",\"locale\":\"en_US.UTF-8\",\"signing_cert_serial_number\":\"3\",\"id_cert_ser
\",\"product_instance_identifier\":\"\",\"connect_info\":{\"name\":\"C_agent\",\"version\":\"5.0.9_rel/
e,\"additional_info\":\"\",\"capabiTities\":[\"UTILITY\",\"DLC\",\"AppHA\" ,\"MULTITIER\",\"EXPORT_2\",\
Y_USAGE\"11}},\"request_data\" :\"{\\\"sudi\\\": {\\\"udi_pid\\\":\\\"C9800-CL-KAN\\",\\\"udi_serial_numbe
\"},\\\"timestamp\\\":1629713888600,\\\"nonce\\\":\\\"11702702165338740293\\\",\\\"product_instance_ide
\"original_request_type\\\":\\\"LICENSE_USAGEN\\\",\\\"original_piid\\\":\\\"2e84a42f-c903-44c5-83b2-e62
":78982622363\"}", "signature": {"type" :"SHA256","key":"59152896", "value":"eil7IuQaTCFxgUkwls76WZxa5DRI5A
0gMgQd5POU6VNsH2 j9dHCco4T1INI /aCMbRIMRmk fxyVSWsx41mjIL1Tmp0Si3ZS4FBMv1F/EBOUfowREe20z21rQplcAFpPn5STaFezW
/Nu6SQZfIW+IdF+2qnJeNFAIZbNpgOB5d5HIJvDmDImvDu3bMRHhQAWr2KKzGFr6jPz0hs7bGY/+F1fTLQk5LFEUAKTNH/tuxJPFH1F
h9//uhsd+NaQyfdRFTudkbfUBTFkvPxHW9/5w=="1}}

RESPONSE: Aug 23 10:18:10 2021 Central

{"signature": {"type":"SHA256","value":"TXZE034fqAul12jy9V4+HoB2hDSh19au/5sgodiCVatmu671/6MyN7kZfEZREuUfY8
SLrjTf04grGeQTcH7yEjOD+gztWXCOu8RBT7/Bo9aBs\n4x1i0E6T1PB3BP6yu7KIEUQZ8yHz1wDT+mVtIGi6TRrtYnV3KQMpCUmF5F
wOksT3STXreNZJuzWXzjHvtmlusCQXw7ZTBzffYsNKOOTk]ITr\nvgB2PkV7JUT1sA481kpIvI1Pul6IiIXgk+2PC2IzCrCLG57TVN3XgX
1pE12SHyQ/DAw==","piid" :null,"cert_sn":null},"response":"{\"header\": {\"version\":\"1.3\",\"Tocale\":\"
mp\":1629713890172,\"nonce\":null,\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\
9PJK8D70CNB\"},\"agent_actions\":null,\"connect_info\":{\"name\":\"SSM\",\"version\":\"1.3\",\"producti
s\": [\"DLC\",\"AppHA\",\"EXPORT_2\",\"POLICY_USAGE\",\"UTILITY\"],\"additional_info\":\"\"},\"signing_c
\",\"id_cert_serial_number\":\"59152896\",\"product_instance_identifier\":\"\"},\"status_code\":\"FAILE
\"Invalid ProductInstanceldentifier: 2e84a42f-c903-44c5-83b2-e62e258c780f provided in the polling reque
262236\",\"retry_time_seconds\":0,\"response_data\":\"\"}","sch_response":null}

s /btrace

£ E&F Alicense smart trust idtoken all forcefn T EF LD ERETIH TS, IOSRPHFIEE
FF#B, BN | include smart-agents ( ‘@BfEsmart-agent ) i B EBINEEFF T A,

show logging process iosrp start last 5 minutes
show logging process iosrp start last 5 minutes | include smart-agent

ETLEMELHE  RAREMEEFF W oo T LURFIZ L HER

debug license events
debug license errors
debug license agent all

w REE

WLCR BB IS KiEHHEBERE

WLCEWBRARXFH IR ATUEE S HBIBEWLCREBERCSSMHAZBRSSMBEMEMEIE, RE
BOME  BFABTREEHETEEER,

MRECSSMESH ATFSSMAR N EIEIE , AT HFERE 1% |, show license history messagein &
S HNEHERE,



Bl EWLREMEFECWIZEE  BER EBALEOE .

REQUEST: Jun 29 11:12:39 2021 CET
{"request":"{\"header\":{\"request_type\" :\"ID_TOKEN_TRUST\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\"ud
RESPONSE: Jun 29 11:12:40 2021 CET

N si#  EEE—ERRERERRAID CSCvyB4684 | BFERTE T 1E B FER fEshow license
history;H BT HEE, ERA T Erdshow license hlstory messagen 5 #Y i

EROHERFERANCATER

EACSSME W ESSMBAR , 9800ix FEEEN BE. EAUNBEESR , ETEERNBH, £iEE
BT , ERSHBRETEII HTTPEFin® SR MR | CSSMEXHRAMCARNTLSE R,

EEEF 06 Aip http clientBt & , ©EEWLC Web T HE £ A Mip hitp serverT R, EXRTEEIERR
EULTHE :

ip http client source-interface <interface>
ip http client secure-trustpoint <TP>

EE2E A £ A show crypto pki trustpointstis F 1% 2|, EZEFEH B %A HETP-self-signed-
XXXXXXXXXX R B RN B EFHLREEEMIC) , BEBEACISCO_IDEVID_SUDI , £3# A M”9800-80,
9800-40#19800-L,

HEIENR , BTTLSIREBMNEKE ( HIMEBSSLEZ RN X&) ATeEEE LECI8005 R R}
AAARFERYEYEF , RABRNHTTPSEERM A BEEMAREN I RAREFES

N oas AR EIFEL & T source-interfaceMsecure-trustpointds . BMEWLCRE—EL3N T
, B EE Esource-interface®i o

HEAEA

. 9800J: =l ﬁA.r GaptE X EEFF



https://tools.cisco.com/bugsearch/bug/CSCvy84684
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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