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Cisco 9800 WLCHESI#IT =(3)BEBIREKE 54 :

1. MAC#E 31t OUI

2. DHCP
3. HTTP
MAC 1t OUI % #
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DHCP4 #1
DHCP% #f IWLC B B A E &R S 5 i 3 I DHCPE R a R 1T o

MRFEFADHCP AT B 1T 2 %8 , show wireless client mac-address [MAC_ADDR] detailed s
STHRHIE

Devi ce Type : Mcrosoft-Wrkstation
Devi ce Name : MSFT 5.0

Prot ocol Map : 0x000009 (QU, DHCP)
Pr ot ocol . DHCP

WLCEREERER FEREBENH TN ZEDHCPEERRY
1.BH12 — M
IBRERFEFinEHE | TEDHCPERMDHCPERER T H#HKE :
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g Al ST j1nes
file e maf glwn
Hagls cooliw: DealP
Opflos: [§13} P Feuvesge Typs (Odncowe

2.JRIH60 — #4475 Bl 3 Bl AP i
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IEE & E ARREEE R EAR | L EEFERBERSHEFLHERE,
14 8 7 2R B 1 3 T B

. "MSFT 5.0" A RFF & Windows 2000% Fi ( REBARA )
TMSFT 98, #ERRFTEWindows 98 IMeZ&E F if
. "MSFT" B A A Windows 98, MeF2000%& Fi%
FERERT , Apple MacBookE B & &% 121860,

£Windows 10&E FiniE B E R I =4 :



Option: (68) Vendor class identifier
Length: 8
Vendor class identifier: MSFT 5.0

3.®155 — 5| MEERFHE

DHCP Parameter Request ListiZE @ &DHCPE F ik [AIDHCP IR EF5R RV BELE 5| & ( BIERE
) o ERNERD RIS ERBEIFE (HI1101,15,43) 6

EFR—EZENERER  BEACERNERBURNEERD , TURZEZERFETER.

Fln | FEERERT , Windows 10# B 2ERIGESIBIEE, ERiPhoneMliPadERATRENZ[ES
&, A EeMETsE,

fEWindows 10& Fis 8 R~

Option: (55) Parameter Request List
Length: 14
Farameter Request List Item: (1) Subnet Mask
Farameter Request List Item: (3) Router
Farameter Request List Item: (6) Domain Name Server
Farameter Request List Item: (15) Domain Name
Farameter Request List Item: (31) Perform Router Discower
Farameter Request List Item: (33) Static Route
Farameter Request List Item: (43) Vendor-Specific Information
Farameter Request List Item: (d44) MetBI0OS ower TCP/IP Name Server
Farameter Request List Item: (46) MetBIOS ower TCP/IP Node Type
Farameter Request List Item: (47) MetBIOS ower TCP/IP Scope
Farameter Request List Item: (119) Domain Search
Farameter Request List Item: (121) Classless Static Route
Farameter Request List Item: (249) Private/Classless 5Static Route [Microsoft)
Farameter Request List Item: (252) Private/Proxy autodiscovery

45BE77T — ERES

EREERARBATHRECANREE  FEFDEEFFiK, HlW , ATEWIndowsE ik £
LT mEELER

i pconfig /setclassid “ADAPTER NAME" “USER_CLASS STRI NG’

NEFEBAEREERPH "REBEMLARO, FERE
¥ Metwork Connections
4+ @ » Control Panel » Metwork and Internet > Network Connections

COrganize =
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ECMDH AWindows 10& Finlit EDHCPiZ1E66 ( EEEEEHE )



HAWindowsE i T 121866, wireshark B L RIS IE1E | BIEHOZ R EN P, ERNTERAER
TIERE :
v Optiem: (77) User Class Information
Length: 1%

¥ Instance of User Class: [@]
User Class .fﬂEth: 118

g
[Malformed Packet: DWCP/BOOTP]
¥ [Expert Info (Error/HMalforsed): Halforsed Packet (Exception occurred) ]
[Halforsed Packet [Exception occurred)]
[Severity level: Error]
[Group: Halforsed]

HTTPZ 47

HTTPZ #T R 2 #9800 WLCX BN R &R % , eiRETRFMNKRES B,
HREETHTTPOMNEFin , eREREN BT REAEBITHTTP GETHERK.
WLCERBZERIREHIMWHTTPEEHH "User-Agent #1I,

RIS EBITARHEE TS ENEREFRNE/~ER,

ARERT , EFMERESHER T BEREF iR ERRTHEEERERBENINEE,

rELRRBBFEMAFEE, MREEWIREFTAE2000KHWHTTPEE |, AR EEFER
webauth R 4R ZEWLAN,

MRGBOWLCEHTHTATHRRIFMENEE. LAHBHTTP GETAREE——EBWLCHT AR
RELRBERERR.

WLCERESEREBMNHTTPESR K MATWESELEEFMENDE,

Windows 10 & f§ A i#imsftconnecttest.com# 1T L AIEX. Apples & F F captive.apple.com , T
AndroidZ& & J& & £ Fi connectivitycheck.gstatic.com,

TR ENWindows 100BFIEMNERIBETETHEHRE, "HFRHERE, BMER T Microsoft
NCSI , EEZEWLC LA E FIinkL & AMicrosoft-Workstation:
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Devi ce Type . Mcrosoft-Wrkstation

Devi ce Nane : MSFT 5.0

Prot ocol Map : 0x000029 (QUI, DHCP, HTTP)

Devi ce OS . Windows NT 10.0; Win64; x64; rv:76.0
Pr ot ocol HTTP

RADIUSﬁ.Hﬁ'

EYRARKES BN S ER , Xt MRADIUSH T2 BREEH,

R ARadius 4 , WLCE# €8 — B4 EMERADIUS B FTR AR R EEAEILE
RADIUSfa] AR 25

DHCP RADIUS 4 #t

BIBDHCPZ MTEEH EAMEAITER MR ERMRADIUS AVPairEix 52 1REE R A ZBRY
RADIUS{E k2] cisco-av-pair:dhcp-option=<DHCPi& &>

FE/RDHCP®#I1E12, 60F558AVPairstyEEIREERER S RO , 2 BIHEWLCEIEZIRADIUSH AR
25 (BIBS5E TR MR Wireshark IS MEE )

T b T e gt Gmrw bt e P e
B 4, il ok, i Fa | I-i?l L iy T dapia Hij3 At Bl e
Wil 7, i dd Th [E [T ERTE e L gt g b e b Rl
§ 1. L i AL TE. .rl.l ¥t 113 [T E [EH T et g i :- i
Fomar I3 ML byea Al LT T Tep——— T
Fllwemill 11, s -H-HHH-H-HH-H-HHHH:- H-h-HHH--H-HH--H-HHH
iR LD Vi 8, W u LT ST R
A BRLAPE PR T a1 B T
map i Pl
Tadla) dropenr oy Eagany fi
Faa s u JT i
il 3
L] Li o P VLG D
oo i TRy
T it Wbt i
[ e iy T . aa
A bromdes Ly 1k o
F freeed i e
N B — -
ST Levribe it 11 b-M e Lii i LA
[ P -
| peymadr Fi) BB g i vean i)
-
el
A .

- I3 i Luiwtyw 5
| T e T T I I e T s 2 e s BT e T e |
T T T T T R e g

-
—th
o ik 12 Inastyutirms |
| T TR e e T
= Dyl -l VR TG S l—|‘-\. gt L | K]
a1 B
==
i

- o [npeiqwims §i
T T T e e e e L T T 1




HTTP RADIUSZ #7

BBHTTPS 4 ( BREBHTTP GETERIZEK User-Agentilify ) BEV EASIEABREFIEN
RADIUS AVPair#i% 2|52 tR5E R A ZBARADIUS A AR 8§ cisco-av-pair:http-tiv=User-Agent=<user-
agent>
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Configuration~ » Wireless~ > Wireless Global

Default Mobility default B
Domain *

RF Group default
Name*

Maximum Login 0
Ssessions Per
User®

Management Via
Wireless

Device v
Classification

AP LAG Mode

B4, #EPolicy configuration ( SREEELE ) T , BATLABXAHTTP TLV Caching ( HTTP TLVIRER
) H;IDHCP TLV Caching ( DHCP TLVIRER ) » BMEREE BRER , WLCHEHITREESD #.

RAAELEER  WLCEREUCHIMENILEAERER YRR REMKREELNEMHE,

Edit Policy Profile

General Access Policies QOS5 and AVE Maobility Advanced
RADIUS Prafling o
HTTP TLY Caching o
DHCP TLY Cachang o
WLAN Local Profiling

Global State of Device | Enabled (1)
Classihcation

Local Subscriber Policy Name BlockPolicy ®




RADIUS % #7 Bid ik
ATHERADIUSHM T , RT2EMBARES R (NAsMEESTAR ) , ELE
1.EAEARADIUSTRIFREREY M#RaR. BAIERBAAARIRYSE

N——
Belely Miorae [ind
M i

2.2 E1£ Configuration > Tags & Profiles > Policy > [Policy_Name] > Advanced F ¥ ECiR 5 % :

Edlt Policy Profile

Unpr Frovaln Mebwork

Uil

s [
AR, Prolicy ]

WLAN Hex Polcy

i Tine Fabmess: Polickes

3.8 , ME1EConfiguration > Tags & Profiles > Policy T Ai&RADIUS ProfilingBREX 5. HEERE
FREAHTTPFIDHCP RADIUS % #7 ( ##IAIreOS WLCERBEEBHBRENAIR ) -



Edit Policy Profile

Genera Access Policies Q05 and AVC Maobility Advanced

RADIUS Profiling

HTTP TLW Caching !

DHCP TLW Cachang o

WLAN Local Profiling

Global State of Device Enabled ()
Classihcation

Local Subscriber Policy Mame BlockPolicy B ow
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Create Service Template

Earvice Tamplate Name® BlockTemplate

VLAN ID

Session Timeout (secs)

Apcess Control List Hone v
Ingress QOS5 Bl B
Egrass Ul Block X v
mONS Service Policy - @
'.:I‘ ancel | !‘:II ‘I."I'-li:llll' o Device

EfF|Policy MapEE , A% EiEadd:

Ll Py

RERBEMREBAITEFRE, BEEEL-SHEMARBER , WRFEALERNEER

o

Z 45 7 5 FA 89  Microsoft-Workstation, SR EE T Z{EKME , BIFEHAE —ECEE,

5—EERRAFREEENROUINIEEFt, MRFLEEFXREME RN FHBIENRE , €
BEER/HARNMAC OUl

iE AR ERABENQoS DSCPEZRMACL:
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Exdit Policy Profile =

ALCess Polsches

WWLAN ALY

WLAN Locsl Prodsng

LIk b

EFImERE , IURERREEALR KRR , 385 youtubeffacebook 2 & B KR4 FE L o

show wireless client mac-address [MAC_ADDR] detailed# it 217 :

Input Policy Nane : block

Input Policy State : Installed

I nput Policy Source : Native Profile Policy
Qut put Policy Nane : block

Qutput Policy State : Installed

Qut put Policy Source : Native Profile Policy

Local Policies:
Service Tenplate : BlockTenplate (priority 150)

I nput QOS : block
Qut put QCS . block
Service Tenplate : wan_svc_1lloverride_|l ocal (priority 254)
VLAN : VLANOO39
Absol ut e- Ti mer : 1800
Devi ce Type . Microsoft-Workstation
Devi ce Name : MSFT 5.0
Prot ocol Map : 0x000029 (QUI, DHCP, HTTP)
Pr ot ocol . HTTP

BRISEEREEEEARADIUS S 1

RARADIUSH #T#& , WLCER DM ERAEHRIISE, RIFLER , TURYSHS NRINRZE
HA,

AXFSRISEEE. REAFMEN , 52 BCisco ISED M ERET F .

LTHEREBEFEEMACOA , RILLFEMARIEIS00 WLC ERUA L THERE

TEFlexConnectE BPETO4T
£ EHRE, AT


https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

HMWERESR , "ZAM, M "RADIUS, DB , EelEEFMAN THETLEE. NRAPHE
ABUEN (APREHEWLCHIER ) , RESTREFEILTHE , Y EREFNEFIREAER,

Fip S EE, i3

MRAPERERER (APIARIWLC ) , D EEE T (APKEFIRDHCPE R B/ Bl A EIX
FIWLCABAT o ATIBEE ) o

BESHMIHFERE , EHRSOREREAPREITH , Rt TrEM D M ERARMEM A it REEE
B RADIUSH #T &R All.

2d 323 0
B

HWLC LW EFREEETHENRNSEEL E2EAMSERK, BEZTroubleshooting >
Radiative Trace , i A £ A & in MARECEBIMACHI HE , AREIZR—T "Start:

» » [Radioactive Trace

Conditional Debug Global State: Started

=

MACTIP Address Trat file

74cka. 38067610 debugTrace_T4dadserenncat  [CENLLd

1 20«

& FImEREIRER , WSHHENETRE, FILREY % — T Generate, #REAHAEL A
(WBRBEEFEMTAARESRES )



Enter time interval b4

Enable Internal Logs |:|I

Generate logs for last @ 10 minutes

() 30 minutes
{j 1 hour
) since last boot

'::' ATFDAQETIGE SeCOnds -

D Cancel E Apply to Device

AEHERIEAEBE A RAUETERE

WLCHS & A & i 5% & A Microsoft-Workstation:

2020/ 06/ 18 10: 46: 41. 052366 {wncd_x_R0O-0}{1}: [auth-ngr] [21168]: (info):

[ 74da. 38f 6. 76f 0: capwap_90000004] Device type for the session is detected as Microsoft-
Workstation and ol d device-type not classified earlier &Device name for the session is detected
as MSFT 5.0 and ol d device-nanme not classified earlier & Od protocol nap 0 and new is 41
2020/ 06/ 18 10: 46: 41. 052367 {wncd_x_RO-0}{1}: [auth-ngr] [21168]: (debug):

[ 74da. 38f 6. 76f 0: capwap_90000004] updating device type Microsoft-Workstation, devi ce nane MSFT
5.0

WLCIREUEE D4R :

(debug): [ 74da. 38f 6. 76f 0: unknown] Updati ng cache for nac [ 74da. 38f 6. 76f 0] devi ce_type:
M crosoft-Wrkstation, device_nane: MSFT 5.0 user_role: NULL protocol _map: 41

WLCTEIRENHEHEE D -

(info): [74da. 38f6.76f0: capwap_90000004] Device type found in cache M crosoft-Wrkstation

WLCERER 7 HAY A #h KB

(info): device-type filter: Mcrosoft-Wrkstation required, M crosoft-Wrkstation set - match
for 74da.38£6.76£0 / 0x9700001A

(info): device-type Filter evaluation succeeded

(debug): match device-type eq "Microsoft-Workstation" :success

WLCE*: S EDHCPRIHTTPS M BMENEIRER A -



[ caaa-acct] [21168]: (debug): [ CAAA: ACCT: c9000021] Accounting session created
[auth-ngr] [21168]: (info): [74da.38f6.76f0: capwap_90000004] Getting active filter |ist
[auth-ngr] [21168]: (info): [74da.38f6.76f0:capwap_90000004] Found http

[auth-ngr] [21168]: (info): [74da.38f6.76f0:capwap_90000004] Found dhcp

[aaa-attr-inf] [21168]: (debug): Filter list http-tlv O

[aaa-attr-inf] [21168]: (debug): Filter list dhcp-option O

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-profile-name 0 "Microsoft-Workstation"
[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-nane 0 "MSFT 5.0"

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-class-tag 0O "Workstation:Microsoft-
Workstation"

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-certainty-metric 0 10 (0Oxa)

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 Oc 00 Of 44 45 53 4b 54 4f 50
2d 4b 4c 52 45 30 44 41

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 3c 00 08 44 53 46 54 20 35 2e
30

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 37 00 Oe 01 03 06 Of 1f 21 2b
2c 2e 2f 77 79 £9 fc

### http profiling sent in a separate accounting packet
[aaa-attr-inf] [21168]: (debug): Cet acct attrs http-tlv O 00 01 00 Oe 4d 69 63 72 6f 73 6f 66
74 20 4e 43 53 49

HEE

EEFRBEEF , JUEWLCA T E#ITH THEE. B E ZTroubleshooting > Packet
Capture , ¥ EEFHEEFEANEF —EMELELHFOBEES,

WAEVian ERESVI , TR EH LHTHE K SRIREYEER LHITHE
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