#9800 WLC ERIGUI & ; CLI Authfid ERADIUS
& ; TACACS+

H &%

HiA
ER

ARADIUSHEEISE
BLETACACS+WLC
TACACS+ ISERLE

BIBISE GUIHEBRWLC GUISSCLITACACS+hRI M

N

7K 3R BA (1A B B Catalyst 98001 {TRADIUSE{ TACACS+/A S8 S B 3%,

B R

=K

BRIERECRBUUTERE

« Catalyst#&#R980040 K& AL 5%
« AAA. RADIUSHITACACS+#I=
BRA T

AP EFARRIBI T B AMBEERRA

+ C9800-CL v17.9.2
+ ISE 3.2.0

ANHHEARBBERBEERETREANKEMEL. XHEAINAMBERERRERR (HK



) BVHERERRE) . MRIEHEEREFT | BRARCHEAETAESTRERNTE,

HRAR

EFAEEATFRWLCHCLIZGUIR , RASRTNMEAEWMACHEZBNRE, ARBERT | 8
LRIBSERMEAEERE (BREXAEGHRE ) TR, HE , TIERWLCK @A A BBEIRR
AAARIPRESHE 1T LB : WLCH LAfE IRADIUSE TACACS+EE (Al fRES B Ao

A

axX A

EARTRHIF | EAAARIRES(ISE) LB E T MERBINFERE | "EU%adminuserﬂhdpd@usero LS
Bl 2admin-group#hel pdesk-groupf iy — B 18 F & adminuser 2 admin-groupfy — , EZHRFEHWLCH 2B TE, 3
—7JTE , helpdeskuserhelpdesk-groupfy —&h 5 , ARERWLCER FERFFT#. Rt , REEREH BT I#,
AXEEEBWLCHISEEITRADIUSE A5 , AERHTACACSHIITHEIRME,

ME R E B PR

fEFTACACS+EIRADIUSHE1T9800 WebUI BB IS | I E LA TR -

o HMTUERBIARONERERFE , BEEHREGUI

FFARR B R 1-14E R E ReEmRMonitor HE ( EMER AL F D ERF N R RERENFTTERE )

FFARR B R 150 R E R R T LR RRT A

TXEFIHERR/ISNERE , UREABEDTHD TR, EAENTEBWUIRTHERE

BLEEFEEIBFRENR,
BWLCEERADIUSE 17 BR 7%

$E 1. EERADIUSIERES.

EGUI L :

B% , EWLCLERIISE RADIUSIRRES. & T BATEhttps.//<WL C-1P>/webui/#/aaarf 54 B89 GUI WL CE E #Y Servers/Groups > RADIUS
> ServersH P TR , 5%& Effi B Configuration > Security > AAA(WebexBiWebex)# 1T ( MNEIFTFR ) o


https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,

Configuration = > Security~ > AAA

+ AAA Wizard

AAA Method List AAA Advanced

Servers Server Groups

TACACS+
Mame Y Address T Auth Port T AcctPort T
p
KR (] ISE-lab 10.48.38.134 1812 1813
1 0 -
For Radius Faliback fo work, please make sure the Dead Criteria and Desd Time configuration exists on the device

Walk Me Through >

EEWLCEBMRADIUSHIMRSR , B — TREHLUISES T8N, Rit. SERMXBENEETHENERRXRE,

Create AAA Radius Server

Mame* Support for CoA (@) enaseo [
(§]

Server Address™ 10.48.39.134 CoA Server Key Type Clizar Text

PAC Key CoA Server Key (D)

Key Type Clear Text v Confirm CoA Server Key

Key* @ ranern—. Automate Tester

Confirm Key*

Auth Port

Acet Port

Server Timeout (seconds)

Retry Count

"D Cancel

EHEHEOS , MARMY

o [REEEE (FIE , CTHHEISERKBBTE )
o {ABRESIPHLE

«  WLCHIRADIUSEREZEHN LA ESE

AUEBHAMSIR , FlAR S HRENCIRNE , BELSIBTRLEN , RE/EXENERRE,



ZECLI £

<#root>
WL C-9800(config)#radius server
| SE-1 ab

WLC-9800(config-radius-server)#address ipv4

10. 48. 39. 134

auth-port 1812 acct-port 1813
WLC-9800(config-radius-server)#key

Ciscol23

SR 2 HSRADIUSRI AR 25 21 AR 2 {7 AR 2548

EGUI E:

NRESETARFHRFWRADIUSHRESE , BEKFATEELRARSEMEE —ERKSEE. W.CAEHFARRMEPRAREEZEN
TRSHRFETEEIE. RADIUSHRESHEERES 1. HATREIFGUI EEA Servers/Groups > RADIUS > Server GroupsE & L&t
&, MEF R,

Configuration = » Security~ > AAA

Servers | Groups AAA Method List AdA Advanced

d

I!

Mame T Serverl Sarver 2 Server 3
LDaP
(=] RADIUS-Group ISE=lab LT MNiA

1 10 -

ERARBROEL , ERER-T "##, (Ad)ZRER , SER-EAERARE ( L—BALEIHRE )  WTEMRR.



Create AAA Radius Server Group

Name* RADIUS-Group

Group Type RADIUS
MAC-Delimiter none
MAC-Filtering none
Dead-Time (mins) 5

Load Balance |‘.UIt~T\

Source Interface VLAN ID 1 * B

Available Servers Assigned Sarvers

ISE-lab

: D Cancel

EEHEAS K AERHE-—EEE  LKAMENAKREBEIAsigned ServersFEH,

ZECLIE:

<#root>

WLC-9800(config)# aaa group server radius

RADI US- G oup

WLC-9800(config-sg-radius)# server name

I SE-lab

S 3. BV IEMRADIUSHIRESEMAAA BB RBEE AT .



EGUI E:
{B1£ GUI B M https.//<WL C-IP>/webui/#/aaa® , EEZEAAA Method List > AuthenticationZ 5|28 , RBREMBRE S E , M TFEFR.

Configuration = > Security~ > AAA

+ Adp Wizard

Servers | Groups AAA Method List AAA Advanced

Autharization
Greup Y
Accounting Name Y | Tye Y Tye Group? Y Group2 Y Groupd Y Grouws -
O defaul login local NIA NiA NIA N7A
@] EEtsntres Togin tacal RADIUS-Group N/ NiA NIA
1 T

Walk Me Through >

BE O BECERA TEN, ZREVEORELER  SHREKERHED , BOURAKREFRNED,

Quick Setup: AAA Authentication

Method List Name™ radius-authe-method

Type* login L @

Group Type local v ||

Awzilable Server Groups Agsigned Server Groups

rads r RADIUS-Group
Idap (=]
tacacs+ =]

=]
(]

-
D Cancel ] Apply to Device
L J

EWEHEOS , BEHAENEE. BETypelfEAEA , YHSE L —SHPETHERRESE MNEAssigned Server GroupsEEF . ¥
M Group Typelifz , TAETE TEE.

o MREUREF TEMARRL R TR,  WLCEAREFRAESORURSTELSIMELE  REEIFEMRBFEE,



o MRLREF TRARR, FRAEEARKED TEELXE, BER , W.CRAEREAMRFFENEREDR,

o MRBEBARBMERMEILRSEREAMEE  AWLCERBRABRFERECAERE  YEAEERRBIRERRSE
AAMERNE, MRARRFEEEBALS  AEAELARERE  EXERAETAFTERARERE L,

ZECLI £

NMREFERBEFRERTIEAESZDIAR , TEAARBHARREEAESHER , FEA

<#root>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod

Tocal group

RADI US- Gr oup

MREFEEHAMBFAREEAESORSA , FEA

<#root>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod



group

RADI US- G oup

NMREERERARABRFFAREEAESORA  MANRSRRAEALRRERLE , FEMA

<#froot>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod

group

RADI US- G oup

Tocal

EHRPIRED  FEFEAEEREAMEY R MALEREEEISEARSEL Bt , FHE—EEE,
SB 4. BN IERRADIUSH IRESHEMAAA R execTs 5,
EGUILF:

FRAEENEESRETRESHB TR, {11EGUI Page Configuration > Security > AAAEEH , B EIAAA Method List >
AuthorizationEE , RABREIRESE (MEFTR) -



Configuration = > Security~ > AAA

+ Adp Wizard
Servers | Groups AAA Method List AAA Advanced
Authentication
-]
Name T Type T Group Type T Groupl T Group2 T Groupd T Groupd y
Accounting
0 defauit axec local LIRS WA LY MR
n] ::.:.:D:mnn- exec leeal RADILIS-Group A MiA MiA
1 10 =

Walk Me Through >

REREEY

BEERAAJRBE MRS AR , SHREMEAEEEUNREL ZEEBHEED,

Quick Setup: AAA Authorization

Method List Name*® radivs-autho-method

Type* exes v

Group Type -

Authenticated

Available Server Groups Assigned Server Groups

radiss RADIUS-Growp
Idap N
Eacadis+

D Cancel Apply to Device

EhREEHEQS K ARESERM—EEE  #ETypetERexec , A Group Typef HER3H AR & 10 577 75 A0V EF AR B
IEFF o

fECLI .k
HRASMEESE , BAoMBRELUREBEARERESRAE , ARRBARSETFNEEREERSE.

<#root>



WL C-9800(config)#aaa authorization exec

r adi us- aut ho- net hod

Tocal group

RADI US- Gr oup

SBSFEIEBHTTPEEM AR Tnet/SSHIVTY R88
EGUl E

BN EHBRIBNZETEZTARHTTPA/R Tdnet/SSHEA & ER , B BHRAAA Advanced > AAA InterfaceBE & LHIGUI WLCE
HEATER B (AT E B https://<WL C-IP>/webui/#/acagh ) , 11T EBFT R :

Configuration = > Security~ > AAA

+ Ann Wizard

Servers | Groups Adh Method List AAA Advanced
Global Config

RADIUS Fallback

Authentication Awuthorization Accounting
Attribute List Mame
Censole None - | B None v | B None v B
Davica VTY radius-authe -mathod (7] radius-autho-mathod [ ~] Mong (2]
Authentication = = = =
HTTP radius-authe -method » |D | radius-autho-method» || MNong v+ B
AP Policy

Password Policy

ARGUI B BERFBHICLI :

<#root>



WL C-9800(config)#ip http authentication aaa login-authentication

r adi us- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

radi us- aut ho- net hod

AR Telnet/SSHE 3 B FEHICLI :

<#root>

WL C-9800(config)#line vty 0 15 WL C-9800(config-line)# ogin authentication

r adi us- aut he- net hod

WLC-9800(config-Tine)#authorization exec

radi us- aut ho- net hod



)

AE  BYHHTTPEEBHTENRE  SEEHBEHTTPHIHTTPSIR®E . EFUNEBRUTHORER :

WL C-9800(config)#no ip http server WL C-9800(config)#no ip http secure-server WL C-9800(config)#ip http server WL C-9800(config)#ip http secure-sen

ARADIUSHL EISE
SB 1 WLCEE BRADIUSHY R EE,
FGUl E

ER o REANWLCES ABISEFRADIUSHIMEIREE |, 558 M B Administration > Network Ressources > Network Devicesit T 5
Network devicesBE % , 20T BFfRo

= Cisco ISE I Administration - Network Resources Q @ -2 &
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More
Metwork Devices I
Network Devices
Device Security Settings Az
Selected 0 Total 1 %] 0]
] Name <. IP/Mask Profile Name Location Type Description
I0) WLC-9800 10.48.39,133/32 s Cisco (D All Locations All Device Types

BREMMAREE , BFERAAJRE , ZIRBRITRAFTNEREERERE,



= Cisco ISE Administration - Network Resources O Ev “ Q ® 8 @&
Network Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences More

Network Devices
List » Mew Metwork Device

Default Device
Network Devices

Device Security Settings

Name WLC-9800
Description

IP Address " IP: 10.48.39.133 /32 &
Device Profile e Cisco e
Model Name 2
Software Version v

Metwork Davice Group

Location All Locations w Set To Default
IRSEC Is IPSEC Device w Set To Default
Device Type All Device Types ~  Set To Default
~  RADIUS Authentication Settings |

RADIUS UDP Settings

Protocol RADIUS

I Shared Secret IShow

[[] use Second Shared Secret ()

Second Shared
Secret

Show
CoA Port 1700 Set To Default

RADIUS DTLS Settings (
(] pTLS Reguired (

Shared Secret radius/dtls

EFEOH  ARREBREHE—MARE WM IPtu, BERADIUSEHRFBIRES HEEWLC EFEANRADIUSE AEEEE
KIRADIUSH A £ 18,

SR 2EURBERIREFF#,

EGulL:

ESEEEEHBMTE , adminussr FEEE B 15N HE | © AT BexecR Rfshel, B —AME , helpdeskuser T & Eexecli2 RIAR
B, AT AR TS EREMSHSERE. ATHKEENFIRRASEEERE , TUACEARERERSR, ELTURISEGUI
Page Policy > Policy Elements> ResultsE & T ELE , T E#& R T Authorization > Authorization Profiles.



= Cisco ISE Policy - Policy Elements & Evaluotlon Mode 820ays O B 53 &

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization w

For Pollcy Export go to Administration = System = Backup & Restore = Policy Export Page
Authorization Profiles |

Selected 0 Total 11 13 {&

Downloadable ACLs
=) w v

Profiling 5 O Name Profile - Description

(e 3 D 9800-admin-priv & Cisco GJ
O 9800-helpdesk-priv & Cisco (D)

Client Pravisioning >
O Black_Wireless_Access = Cisco (D) Default profile used to block wireless devices. Ensure tl
[l ] Cisco_IP_Phones 2 Ciseo (D) Default profile used for Cisco Phones.
[:] Ciszo_Temparal_Onboard & Cisco (3) Onboard the device with Cisco temporal agent
(M ] Cisco_WebAuth & Cisco (D) Default Profile used to redirect users to the CWA partal
a NSP_Onboard # Cisco (D) Onboard the device with Native Supplicant Provisioning
(m} Non_Cisco_IP_Phones & Cisco (3) Default Profile used for Mon Cisco Phones.
D uoN & Cisco (3) Default profile used for UDN.
a DenyAccess Default Profile with aceess type as Access-Reject

]
bl

ERBEFNHERRERLSR  BFEAAGERE , THFNEERBERERER. ERES RlamnuserEERE , KRELLLAN
TR R



= Cisco ISE Palicy - Policy Elements v Q @ @ @

Dictionaries Conditions Results

Authentication » Mow Authorization Profile

Authorization Profile
Authorization

Autherization Profiles ‘ -
Hame 9800-admin-priv |
Downloadable ACLS
Description
Frafiling
* Access Type
Posture ACCESS_ACCEPT hd
Client Provisioning 4 Network Device Profile &% Cisco &

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

> Common Tasks

~ Advanced Attributes Settings

Cisco:cisco-av-pair w - shell:priv-Ivl=15 w

~ Attributes Details
Acciss Type = ACCESS_ACCEPT
ciscoriw-pair = shell;priv-ivi=15

m Zace

EER R AR5 RTRABBNEMERE. WA , ERT —FEMYMadminuserFAHIIT A, B , helpdeskuser &4 &
EARIRAFF A RRE , FI SRR E BRI TE,

helpdeskuser Y KBS TEFOUR LEHEINRELE , TRZEERF B HSshdl:priv-lvi=15 BE K Bshel:priv-Ivi=X , REBXEBRS
FrEEMRF MR B, EABIF , A1,

SRIFEISELBUFEAER,

EGUl L
Administration > |dentity Management > Groups GUI Page ISEff &2 RWEAE FHHEER ( WEEBEFMT ) FEIHN,



= Cisco ISE Administration - Identity Management & Evaluat aQ @ 228 &
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Groups H
iy e User Identity Groups
= o Selected 0 Total 10 13 {5
@ Dalate - &y Import (T Export ~ Al Y
» [ Endpoint Identity Groups
T — | Name ~  Description
O & helpdesk-group This is the group containing all users with read-only privileges.
D 52 admin-group This is the group containing all users with administrator privileges.
[l ] S OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group
D i GuestType_Weekly | default) Identity group mirroring the guest type
[:] I GuestType_SocialLegin (default) Identity group mirroring the guest type
a & GuestTypa_Dally (default) ldentity group mirraring the guest type
a I GuestType_Contractor (default) ldentity group mirrering the guest type
0O S GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[:] 4 Employes Default Employee User Group
a B ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
== E az T
EBVUHERE  FER T8N, R ZIRASITHEFNEAESOERERE , WTAR.
= Cisco ISE Administration - Identity Management & Evaluat Q @ 28 &
Identities Groups External Identity Sources Identity Source Sequences Settings

Idantity Groups

User identit

s Mew User Identity Group

= Identity Group
B &
* Mame admin-graup
» [ Endpoint Identity Groups
ipti This is the group conkaining all users with sdministrator privileges.
> E9 User Identity Groups Description

Cancel

RUPMBIBHENETE, EV LENWROMEEAEHE , Bladmin-group Flhelpdesk-group.

SBAEISELEBIFERE,

EGulL:

| SE{ Fl & 3EiB Administration > | dentity Management > |dentities GUI PagefI{f I HEEREY , ME BB BT R.



2 &

Ak Evaluation M

| Administration - Identity Management

= Cisco ISE
Identities Groups External Identity Sources Identity Source Sequences Settings
Users
Latest Manual Network Scan Res... N etwork Access U sers
Selected 0 Total 2 [ 3
- % CGhange Status &y Import oty Export f Delete ~ Al Y
Status Username -~ Description First Name Last Name Email Address User Identity Groups  Admin
D B Enabled ¢ adminuser admin-group
% helpdeskus... helpdesk-group

O @ Enabled

BERVHERE

FEAAJZBITRFNBESBERAERERE , WTFAR.



= Cisco ISE Administration - Identity Management i Ev " ? Q @ @ &

Identities Groups External Identity Sources Identity Source Sequences Settings

Users
51 2 Néw Metwork Aceess User

Latest Manual Network Scan Res...

~ Network Access User

| * Username adminuser |

I Status Enabled ~ |

Account Mame Alias

Email

~ Passwords

Password Type:  Inernal Users w

Password Lifetime:

© With Expiration

Password will expire in 60 days

() Never Expires

Password Re-Enter Password

* Login Password = Generate Password

Enable Password Generate Passwaord

> User Information
» Account Options
> Account Disable Policy

~ User Groups

admin-group ~ J .

EEAERERRE  IEAEEBNEE , AREWLCLETRRE, Y B A BAFAENMRERENDbed. R% , BEAEEMNIE
HEBECESRIPEY) , REKREMNUser Groups FALEE,

By FEFHAMEFEAZE , Bladminuserflhelpdeskuser,
SROREFERE,
ZEGUlLE:

ERBEEH , CHEEENISEERRBEEN S ORTB R AFAREEIE. RS THRISE GUIEEMIPolicy > Policy Setsiii
, MTER. Bt , REXEHHETER.



= Cisco ISE Policy - Policy Sets * Q @ @ &
Policy Sets— Default Resat Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits
-~
Q
Q Dafault Default policy set Default Network Aceess 5]
I-/ Authentication Policy (3)
) Status  Rule Name Conditions Use Hits Actions
Q,
Internal Endpaints ] W
| wired_maB
] MAB oR . ) {@}
] Wireless_MAB Options
All_User_ID_Stores & v

| Wired_so2.1%

] Dot1% oR o {C:)}

Wireless_B02.1X #  Options
All_User_ID_Stores & v
[-] DFaul
* QOptions {§}

SReREERE
EGUI L :
BEAEREESMRERKE  FTEREZERR , YEISERERE B NWREREER (AFFES  URFIRES ) .

ARG, BAERRBRKE Pyt ( BIWLC IPHbiL ) BB , WRIREAEMABNERES ERFHFFTEEE. 5—EEX
NAEZRRBEAENEAESBBRERE K RAEATHS , SEARIE—EEAE.



= Cisco ISE Policy - Policy Sets A EwlustionModo 8200y Q, @ 53 8

Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Deseription Conditions Allowed Protocols | Server Sequence Hits
[ ] Default Default policy set Default Metwork Access < ~ 152

» Authentication Policy (3)

» Authorization Policy - Local Exceptions

~ Authorization Policy - Global Exceptions (2)

Results

(+) Status Rule Name Conditions Profiles Security Groups Hits Actions

Q

Network Access Device P
B Address
EQUALS 10.48.35.133
[ ] 9800 Helpdesk Users AND 9800-helpdesk-priv = o Select from list w -+ 1 é@}
InternalUser-IdentityGroup
EQUALS User Identity
Groups:helpdesk-group

®

Metwork Access Device P
0O Address
EQUALS 10.4B.39.133
e 9B00 Admin Usars AND 9800-admin-priv s = Select from list w4 2 i@}
Internallser-ldentityGroup
i EQUALS User Idantity
Groups:admin-group

» Authorization Policy (12)

SER LS EBE , Badminuser FMhelpdeskfE A & Bl B K RIB A AR BIBGUIS Tenet/SSHIEWLCH T & 2B

BB TACACS+ WLC

SB 1. EETACACSHABRES,

EGUlE:

B, EWLC EE M TacacsHABRESISE, A LATEhitps://<WL C-1 P>/webui/#/aaa B GUI WL CE H L K9 B % Servers/Groups > TACACS+
> ServersfP#{TILIR4E |, & EE M T Configuration > Security > AAARS#ITHLIRE | W TEFF R



g Cisco Catalyst 9800-CL Wireless Controller

cisco
Welcome admi ®# % A & h @ o Q = Feedback .~ (W
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
Add
RADIUS
Servers Server Groups
T Server Address T Pom o
] I1SE-lab 10.48.39.134 43

1 0w

Walk Me Through »

EEWLCLIBMTACACSHIRSR , FR—T LEPUISESN "8, Ril. EXSRBHEENERXEE.

Create AAA Tacacs Server
Mame*
Server Address* 10.48.39.134
Key Type Clear Text

Key*

Confirm Key*

Part

Sarver Timeout
(seconds)

‘D Cancel

EEHEOTRE  RHEARSIEE (TTLRISERREBER ) . HiPwit, HASR, FRANENERE,
EUEREOF , BARM

- fARFEE (FEIZ, CTVRISERKB BT )



A AR 25| PHb b

e  WLCHMTACACSH+HAIRES ML A&

ALEEREMSIE , AR ORIBAMEIRNIE  EEEFRSEN , REARXENALERE.
£ CLI £

<#root>

WL C-9800(config)#tacacs server

| SE-| ab

WLC-9800(config-server-tacacs)#address ipv4

10. 48. 39. 134

WLC-9800(config-server-tacacs)#key

Ci sco123

HER 2. B TACACSHa] AR 27 ¥ AR FI {a] AR 2= 48

£ GUI E .

MRELEEZEARBENTACACSHARS , BRKELRARSEERRE —ERKRSEEHE, A% WLCERERRFFETRRSS
2T RRFEENERTE. TACACSHAMRESERESE 1S IR R MWHEREGUI EEM Servers/Groups > TACACS > Server GroupsE
FEREWN , MTEMR.



g Cisco Catalyst 9800-CL Wireless Controller

cl

Welcome ®# % A & n e 2o Q & Feedback | (%
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
RADIUS
Servers Server Groups
Name T Server1 Sarver 2 Server 3
= ] TACACS-Group ISE-lab Ml NiA

Walk Me Through »

ERARBOEYL , ERR-TANREG (MRTEFTT ) PH THE) RARER  SHE—EBRRIAE.

Create AAA Tacacs Server Group

Name* TACACS-Group

Group Type TACACS

Available Servers Assigned Servers

ISE=lab

EEHEAS K KEEEERE , XKAMERRREB EAssigned ServersEE,

#ECLI L ;

<#froot>

WL C-9800(config)#aaa group server tacacs+



TACACS- G oup

WLC-9800(config-sg-tacacs+)#server name

| SE-| ab

SB 3. BUIEETACACSHAREENAAAB RERBE AT .

E GUI k :
{H#EGUI B Ehttps://<WLC-1P>/webui/#aaarh , BRFZIAAA Method List > AuthenticationE % , REB BN EMBEFE (NEFRR) .

g b Cisco Catalyst 9800-CL Wireless Controller

cl
W 4  AB® MO Q | (mFeedback S G
Configuration~ > Security~ > AAA
+ AAA Wizard
Servers | Groups Adn Method List Ans Advanced
—
Authorization -
Group T
Accounting Name Y Type T Twe Group1 T GroupZ T Group3 T Groupd T
0O default login local NiA MiA M NiA
radius-authe-
0 Bl legin local RADIUS-Group LTS MM MiA
tacacs-authe- "
] iethod login local TACACS-Group NiA NIA N/&
1 10 -

BE A EECER "EIL BREVEMRIES LR SHREEBEHED  BURAEFARHED.



Quick Setup: AAA Authentication
Method List Name®
Type* @

Group Type @

Avnilable Sarver Groups Assigned Serar Groups

radius TACACS-Group
Idap

LACACS+
RAMUS-Group

‘D Cancel Apply to Device

EEHEOS , REAZNERE  BEloginBlhl |, IH§ £ — 5 7 Y48 [ AR 85 18 i E Assigned Server GroupsiFEEH ., ¥ Group
Typelif , ATLARTE TEE.

o MREREF TEMARRL R AR  WLCEAREFERAESOHRURETELIMELE  RREIFMRAFEE,
o WMRFIRE TEERR, FAREARKE "TEEAH, EE  WL.CRAEREMRRBEFENERAERE.

o MREFMBFERBEIBRPERIABEEE  AWLCERBARSFEREERAERE YHEEARFSAEERKTE
AAENE, MRARFEEIEBALS  AEAELARERE  DEXEAETUAFERARERE L,

ECLI L ;

NMREFLEREEREETIEAESZDRAR , TEAARBHARREEAESORA , FEA

<#root>

WL C-9800(config)#aaa authentication login

t acacs- aut he- net hod



Tocal group

TACACS- G oup

NREFEEHARFPFEREERAESHRSE , FEA

<#froot>

WL C-9800(config)#aaa authentication login

t acacs- aut he- net hod

group

TACACS- G oup

MREDEFEARARBFEREERAESORSN , MANRSRREAFNRERDE

<#froot>

WL C-9800(config)#aaa authentication login



t acacs- aut he- net hod

group

TACACS- Gr oup

Jocal

ERRAIRES  FEEAEEEAHREY  MALERAEETISEARSEL , FHILEA%E —ERE,

SR 4 BV IEMTACACSHARREFENAAAR execH o

£ GUI E:

FREENBEESERETEEHBEFTME, Configuration > Security > AAA HFEGUIEEF , EfEAAA Method List >
AuthorizationEE , ABREIRESE (WEFTR ) -

g lob Cisco Catalyst 9800-CL Wireless Controller

Welcome admin # % A E & he Q = Feedback
Configuration~ > Security~ > AAA

+ AAA Wizard

Servers | Groups Adn Method List Ady Advanced
—

Authentication

Name T Type YT Group Type T Groupl ¥ Group2 YT Group3 Y Groupd
Accounting
D default exec local NiA NiA NA NA

diss-autho-

0 ﬁu‘f w’”' = axee local RADIUS-Group  NJA N NA

0 :::’:;;a”‘h"' anec Jocal TACACS-Group  NJA NiA NIA
1 10 -

ERERAJRIE MRS AR , SHREMEAEBEEMUNREL ZEREEEED,



Quick Setup: AAA Authorization
Method List Name*® tacacs-autho-method
Type* (O]
Group Type ®

Authenticated

Aveilable Server Groups Assigned Server Groups

radius ’ TAGAGS-Group
Ickag

tacacs+
RADILS-Group

Apply to Device

EHEREBHEOR K ARESERHE—EERE , BETypetFAexec , W ERAGroup TypetIIEFE E—SHRARFHEBEH ENIEF
R,

£ CLI £

<#root>

WL C-9800(config)#aaa authorization exec

t acacs- aut ho- net hod

Tocal group

TACACS- G oup

SBSFEDEEHTTPEEMARTAnet/SSHIIVTY #R55.



EGUI .k

BN S ORBAIRES ETARHTTPH/E Tnet/SSHIE A & EHR , BT LAEAAA Advanced > AAA InterfaceE # L HIGUI WLCE
1 {TE B (T 3E B https://<WL C-1P>/webui/#/aaafh ) , BB R

halvc Cisco Catalyst 9800-CL Wireless Controller
cisco 792
Welcome admin # % A E S he Q & Feedback . ™ [a
Configuration - > Security~ > AAA
+ AAA Wizard
Servers | Groups AdA Method List AL, Advanced
Global Config
B Apply
RADIUS Fallback
Authentication Authorization Accounting
Attribute List Mame
Console None v B8 None v | B Mane v B
i VTY tacacs-authe-methody || B tacacs-autho=methody | B Nene v | B
Authentication
HTTP I 1DEHCE-duthe - ME Oty |H I tacacs-autho-methody IE.‘ Mo » |8
AP Policy

Password Policy

fECLI £

HRGUI B EE

<#root>

WLC-9800(config)#ip http authentication aaa Togin-authentication

t acacs- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

t acacs- aut ho- et hod



A Tenet/SSHE DRSS -

<#root>

WLC-9800(config)#1ine vty 0 15
WLC-9800(config-1ine)#login authentication

t acacs- aut he- et hod

WLC-9800(config-Tine)#authorization exec

t acacs- aut ho- net hod

%

EE EYHTTPEBHTERR , RFEFBREHTTPHMHTTPSIRE . ELIERELG S RER,

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

TACACS+ ISEECE
S 1 EWLCE B RTACACSHIIBRR 2B .

EGUI E

ER o REANWLCES BISEFRADIUSHHERREE |, 558/ E|Administration > Network Resources > Network Devicesit 3T 5
TAREE  BE , MtEPFR.



= Cisco ISE Administration - Network Resources d\ Evaluation M s Q. @ L3 &

MNetwork Devices Network Device Groups MNetwork Device Profiles

| Network Devices

External RADIUS Servers RADIUS Server Sequences More -

Network Devices

Delault Device
Device Security Settings

Selected 1 Towl1 25 {3
£ Delete -

-+ Ade (J Duplicate vl Import Ty Export

| Name -~ IP/Mask Profile Name

WLC-9800 10.48.39.... & Cisco (O All Locations

Location Type Deseription

All Device Types

EAREIR | EERADIUSHERFEINTWLCGESHELERADIUS ISESR PSR, Bt , AEEGERE B TAEBTACACSY
HEBRE  AEEMREBTETREWLCHIE — TEAURBAET, SSTHRERKEERER , M TEFR.

= Cisco ISE Administration - Network Resources Q @ o8 @&

Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences More -

R E— General Settings

Default Device (] Enable KeyWrap ()
Device Security Settings

Key Encryption Key

Message
Authenticator Code
Kay

Key Input Format
© ASCIl () HEXADECIMAL

~ TACACS Authentication Settings

| Shared Secrat e Show

E Enable Single Connect Mode

© Legacy Cisco Device
() TACACS Draft Compliance Single Connect Support

(] ~ SNMP Settings

() ~ Advanced TrustSec Settings

ITHRFEDOR , @ T REZE "TACACS Authentication Settingsy 384 , BXAELLEEE , W18 HN1EConfigure TACACS+ WL CER 5 B S BR
1AL S8,
SR 2RASENEEEEINE,



ER  BASISERMETACACSHAMRES , B4 RBAREEETREREMHANER IRIBBF TR,

EGUI L

LTHREBEBHURE  LERAHENEESEIIEE | TRESISERETACACSHAMRES., Al | BREFHISERNESEBMNEE (T
LAfE Administrator > Deployment T3 El) , A%ZE— T HEBREBEdtRBEITIRE,



Q @ @B @

b Evaluat

Administration - System

= Cisco ISE
Dreployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Deployment Deployment Nodes
Selected 0 Total1 [ {3
» 3% Deployment
PR T4
2 PAN Failover
= Hostname ~  Personas Role(s) Services Node Status
(-]

STANDALC... SESSION,PROFILER

3] Administration, Monitoring, Policy Service

ITHHYEEEOR , 55EFPolicy ServiceZf % T B Enable Device Admin ServiceZ2E |, {1~ EFTRo



= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Uparade Health Checks Backup & Restore Admin Access Settings
Deployment rployment Modes i) Ise
Edit Node
= Deployment
M. PAM Failover General Settings Profiling Configuration

Hostname ise
FOQDN ige. gigen. codm
1P Address 10.48,39.134
Mode Type Identity Services Engine (ISE)}

Make Primary

Fole STANDALOMNE

Administration

~  Maonitoring

Rale FRIMARY

Other Monitering Node

| Dodicated MnT

Palicy Service

~ Enable Session Services

Include Node in Node Gioup MNong

Enable Profiling Servce

[] Enabie Threat Centric HAC Servce

| »  Enable SXP Service

Enable Devics Admin Service

[7] Enable Passive ldentity Seevice

» pxGrid

Reset m

HER 3. EMTACACSIRERR , MEREF A #,

EGulL:

EEFEEEFBTE , adminuser FEEEF15IRNERE | © AT BexecE R"fshel, B —AME , helpdeskuser T & Eexeci2 RIR
i, A AT EERR1SHSERE. ATHEENTIERASEEFERE  TAFEARERBERER, ELTIUKISE
GUIE HEWork Centers > Device Administration > Policy ElementsfJResults > TACACS ProfilesE & T EL&E , 21T BFf Ro



= Cisco ISE |WorkCemers-DeviceAdministraﬁonl A Evaluation M s Q. @ L3 &

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Mora -

Canditions ©  TACACS Profiles

Livrary Conditlons

Smart Conditions

Rows/Page © w 1 f i & Total Rows
Network Conditions 3 £ Trash Filtar
Results ~ [J Name Type Description
Allowed Protocols
] Default Shell Profile Shell Default Shell Profile
TAGACS Command Sets
TACACS Profiles T Deny All Shell Profile Shell  Deny All Shell Profile
1105 Admin Shell Agsigned to each uger in the group admin- group
1 105 Helpdesk Shell Assigned to each user in the group helpdesk-group
O wLe aLL wLe WLC ALL
O wWLC MONITOR WLE WLC MONITOR

EfREFNNTACACSEEER , BEAAJERSE , THEETRABELUNFTEEEREER, WREEREDEHadminuser(Bl , £
AsheFFEFEB15)NEBERRE , KABRBRER,



= Cisco ISE

Overview Identities

Conditions

Network Conditions

Results
Allowed Protocols
TACACS Command Sets

TACACS Profilas

Work Centers - Device Administration

User ldentity Groups Ext Id Sources Network Resources

TAGACS Profiles » 105 Admin
TACACS Profile

Mame
105 Admin

Description
Assigned to each user in the group
admin=-group

Task Attribute View Raw View
——

Common Tasks

Common Task Type

Policy Elements

Default Privilege 15 v (Select 0 ta 15)
Maximum Pridlage 19 ~ (Seleet 0 to 15)

| Access Control List bl

| Awte Command N

| Mo Escape ~ [(Select true or false)
] Timeout ~  Minutes (0-99949)

| el Tirme ~ Minutes (0-9999)

Custom Attributes
Type Name Value

No data found.

HHEEEE R Ehdpdesk, HRHE—1E , Default PrivilegeFIMaximum Privilegetd R E &1,

SBAFEISELEBIFEAER,

EHEAXEEBERADIUSISES 2K S ER3TMRIRBAEE,

SREEISELBUFERE,

EEAXEEBERADIUSISES 2K S B4R RIRBAEE,

SREBUKEEERKSE,

EGUI E:

Q@ @ @

Device Admin Policy Sets Maore

cancel m

HARADIUSH R , FREELE , NEEEISELEEZHENRBANRERURTHERNG BT UE, TACACSERRFEALL
,EREBEEEERKE | T Work Centers> Device Administration > Device Admin Policy Sets GUI Pagelf {TELE , 1 F A Ro



= Cisco ISE Work Centers - Device Administration L Q @ 2 &

Overview Identities Usger Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Policy Sets Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View
Q
Network Access-Device IP Address
| 1 =] ! i 3
] WLEC TACACS Authentication Bl eoiiniii0ae 510 Default Device Admin ~ o {@} >
[ ] Default Tacaes Default policy sat Default Device Admin LE IR o {(:)} >

EEEUHRBEEERAIE  BEAL—EXGPLUICEEN "HiE, 2, EXSLERFTUEFRAERE, BHEINARM—
BEE, Y EEBZENGGURATNGERREEFSI(E , Default Device Adming B2 #), 5 SavelRfSE X IBINKREE | W E
AHEHABNSTERGFEERERE (WMEFFIR) o



= Cisco ISE Work Centers - Device Administration A EvaluationMode B20ays Q. @ (@ &

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Palicy Sets—|WLC TACACS Authentication Reset Policyset Hitcounts
Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[] WLC TACACS Authentication 2 Network Access-Davice IP Address EQUALS 10.48.39.133 Default Device Admin G v ]

~ Authentication Poliey (1)

Status  Rule Nama Conditions Use Hits  Actions

Q

All_User_ID_Stores & v

-] Default 5 [ {(‘:}}

Options

» Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

~ Authorization Policy (3)

Results
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
~
Q
0 Internallser-ldentityGroup EQUALS User
: izatl ! i )
[-] Helpdesk users authorization A \dentity Groups:helpdesk-group AllowAllCommands 105 Helpdesk ] L] {"9}
IntarnalUser-ldentityGroup EQUALS User
L] Admin users authorization A . N st = AllowAllGommands ~ 105 Admin E W ] {@}
Identity Groups:admin-group
©  Detsul DenyAllCommands w Deny All Shell Profile & v [ {@}

WRBIRHIEERIE "WLC TACACS Authentication. i8I Pt ik 2 FA TR 51C9800 WLC | PHE 3L BIEE R .

EREOREERR K ARANCKRE  DATRELARE. CREMERERA

- EfRAERRERNFHadmin-grouph , SR E — BB, ©AFAEGS(ERTERPermit_all#R A1) 55 F 7 7] #
15(EBEZRMIOS Admin TACACSELEHER).

. EfAEBREZHMEhdpdesk-groupls , ASBRE_—ME. ©AHE®SEBRTERRPermit_all 5 8)3E 5 &5 o 1(ER
FEZEMI0S Helpdesk TACACSEL B %),

SER LS BR#E | AadminuserFllhel pdeskf A & Bl iE KV /R AR EBGUIZE Telnet/SSHEWLCH 1T & 1758 5 -



g 3710

NRIEHRADIUSHI RS TR &I R R BIRADIUSE 4+ , & LAETIEWLC :

radius-server attribute 6 on-for-login-auth

FEIBWLC CLIFEBRWLC GUIECLI RADIUS/ITACACS+35 B FE
EHMRTACACSHHEWLC GUISICLIKEFRIHE |, 553 H debug tacacsdy 5 LA K terminal monitor one , I/ B E A BRREIB®H T,

Blan , B AT BadminuserEAE |, BNATAER A T#H,

<#root>

WL C-9800#

term nal nonitor

WLC-9800#

debug tacacs

TACACS access control debugging is on

WLC-9800#

Dec 8 11:38:34.684: TPLUS: Queuing AAA Authentication request 15465 for processing

Dec 8 11:38:34.684: TPLUS(00003C69) Togin timer started 1020 sec timeout Dec 8 11:38:34.684: TPLUS: pro

WELRBEPALLIEER , TACACSHABR2RE D IERE R FT AT #E(BIAV priv-Ivi=15),
#ITRADIUSER I , @B RELWEHEEE , HP P RRADIUSTHE.
T 854> debug aaa authentication#debug aaa authorization& B RWLCIEFE A E ER B ABZEN LB E,

ZEiBISE GUIHEBRWLC GUIECLI TACACS+3h B E



TE % Operations > TACACS > Live LogsE H , A LARiRIB £24/NERFBBTACACSHETTHWEBREMERE S HRE. ERMTACACSHR
ERSORBENFMENR  FERAELS4EEN THRER) RE.

= Cisco ISE | Operations - TACACS | A Evaluation M ey Q @ A &
Live Logs
—
Refresh Show Within
MNever ~ Latest 20 records ~ Last 3 hours ~
= ¥ D W ltgr
Logged Time Status Details Identity Type Authentication Policy Authorization Policy Ise Node N
o e Identity " Authentication Policy Authorization Policy Ise Node N
Dec 0B, 2022 06:51:46.1... E helpdeskuser Suthorization WLC TACACS Authentication = ige w
Dec 0B, 2022 06:51:46.0.., a helpdeskuser Authentication WLC TACACS Authentication »... 51 W
Dec 0B, 2022 06:38:38.2... ﬂ a adminuser dwthorization WILC TACACS Authentication ... ise W
Dec 0B, 2022 06:38:38.1.., a adminuser Authentication WLC TACACS Authentication >... s W
Dec 0B, 2022 06:34:54.0... Q adminuser Authorization WILE TACACS Authentication »... se W
Dec 0B, 2022 06:34:53.9... u a adminuser Authentication WLC TACACS Authentication =... ise W
Last Updated: Thu Dec 08 2022 12:57:09 GMT+0100 (Central European Standard Time) Records Shown: &

BB , hepdeskuserfI B BB RN ER M TAIR :



Cisco ISE

Overview

Request Type

Authentication

Status

Pass

Session Key

Message Text

Username

ise/459637517/243

Passed-Authentication: Authentication succeedad

helpdeskuser

Authentication Policy

Selected Autharization
Profile

WLC TACACS Authentication >> Default

108 Helpdesk

Authentication Details

Generated Time

2022-12-08 06:51:46.077000 -05:00

Logged Time 2022-12-08 06:51:46.077

Epoch Time (sec) 1670500306

ISE Node ise

Message Text Passed-Authentication: Authentication s dad

Failure Reason

Resalution

Root Cause

Username

Network Device Name

Network Device IP

helpdeskuser
WLC-9800

10.48.39.133

Network Device Groups

Deavice Type

Location

Device Port

Remote Address

IPSECHIs IPSEC Device#No,LocationHAll Locations,Device
Type#all Device Types

Device TypeHAll Device Types

Location#All Locations

tyS

10.61.80.151

Steps

13013
15049
15008
15048
15041
22072
15013
24210
24212

13045
13015
13014

15041
22072
15013
24210
24212
22037
15036
15048
15048
13015

Received TACACS+ Auth ion START Request
Evaluating Pelicy Group

Evaluating Service Selection Policy

Queried PIP - Network Access.Device IP Address
Evaluating Identity Palicy

Selected identity source seqguence - All_User_ID_Stores
Selected Identity Source = Internal Users

Looking up User in Internal Users IDStore

Found User in Internal Users IDStore

TACACS+ will use the password prompt from global
TACACS+ configuration

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request [
1 Step latency=3149ms)

Evaluating Identity Paolicy

Selected identity source sequence - All_User_ID_Stores
Selected Identity Source - Internal Users

Looking up User in Internal Users IDStore

Found User in Internal Users IDStore

Authentication Passed

Evaluating Autharization Policy

Queried PIP - Network Access.UserName

Queried PIP - InternalUser.ldentityGroup

Returned TACACS+ Authentication Reply

RIERWELLEE |, A & hepdeskuser B & 1E 5 3% IR AIWLC TACACS Authentication > Default BV B B T~ R h i BB B R B £ B
WLC-9800, Ith4h , SBiEE B RIOS Helpdesk B S BRI ERE |, B FFa#RBI1.
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