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ETRE%ZE?&%E% , BTERFIES Ef &8 Eﬂgggﬁ\ﬁgﬁ Fast Transition (FT) I} Cisco Centralized Key
Management (CCKM) IET:T:EFH ':F °

FERBERT , BENERZ KBMACHLE |, TIFTR show version FEGUI LR BRI EIMACH1 1t .
ﬁ%’%iﬂ:? , ECLIE ) # 8 macA0000.0000.000 ) ﬁu':F'Fﬁ'ZI_? show run all | inc mobility mac-address
SR B ¥ 7 980018 High Availability (HA) Stateful Switchover (SSO):

NREEREAERE  YERBVMACHEU ARTRBBRRE A RRERFEERR , THARENE
BIBRE K

Hit , FER/CI800 HAHEL BB EIMACHE 1,

%1 i . ’T:EGULI: ) %ﬂﬁi Configuration > Wireless > Mobility > Global Configuration.

— Configuration™ > Wireless™ > Mobility ]

Global Configuration Peer Configuration
@ Dashboard
P . Mobility Group Mame* default
<) Monitoring
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Administration
Keep Alive Interval (sec)* 10
Licensing
Mobility Keep Alive Count® 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address™® 001e.e67e. 751 ]

BEIBCLI:

# config t
# wireless nobility mac-address <AAAA. BBBB. CCCC>
# wireless nmobility group name <nobility-group-nanme>

SB1 WEME9800 WLCHITEI{LARKE,

A RM{EO9800 WLC , EB;E ZE configuration > Wireless > Mobility > Global Configuration YZJEE H Mobility
Group Name *ﬂ Mobility MAC Address.

BEIBCLI:



#show wirel ess nobility summary
Mobi ity Summary

Wrel ess Managenent VLAN: 2652

Wrel ess Managenent | P Address: 172.16.51.88
W rel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: default

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobility MAC Address: 00le.e67e. 75ff
Mobility Domain ldentifier: Ox34ac

TR MRAHEERR

B E configuration > Wireless > Mobility > Peer Configuration Mz 8§ A ¥ &2 #2538 . ¥ M{E9800 WLCH,
THEREBRE,

BEiBGUI:

Dashboard

Monitoring » W Mability Peer Configuration

Configuration

+ Add

Administration 3 P Agdress - Public P = Group Name .

_ 0 Dy
Troubleshaoting

Mon-Local Mobility Group Multicast Configuration




Add Mability Peer x

MAC Address* 001e.e67e.75ff

Peer IPv4/IPv6 Address* 172.16.51.88

Public IPv4/IPv6 Address 172.16.51.88

Group Name* | default v

Data Link Encryption [. DISABLED |

SSC Hash ‘- SSC Hash (must
==
EIBCLI:
# config t

# wireless mobility group nmenber mac-address <peer-mac-address> ip <peer-ip-address> group
<group-nane> [ data-link-encryption ]

EE . (B ) BRLBRAERERNE,

AireOS WLCF19800-CL# #5882 M B BRRE

LERPIHRUTERZERER brownfield EEREIZHIZERNE , RIS HERERE D 2 HAIreOSIEH
FREFINEARESAP) R , 5—EH8001EH,

BRRYENRFESERGERCEDEAP , LER FinE 25185 < B8 B RHEE 25128 < B8
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3B % salt and pepper SPE.TE , LB EFREIE TR guest anchor EA9800 2 AR HIES , AireOS=2
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AireOS WLCHE &
N R ERAI9800IR HIBE I A High Availability P |, TEIR EELB B EIMACH L,
SR 5£9800 WLCITEIER.,

BIBGUI:

’éﬂﬁi Configuration > Wireless > Mobility > Global Configuration flﬁ)ss %E Mobility Group Name *ﬂ Mobility MAC
Address.

Configuration ™ » Wireless~™ > Mobility ]

Global Configuration Peer Configuration
Mobility Group Name™ default
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Administration
Keep Alive Interval (sec)® 10
Licensing
Mobility Keep Alive Count® 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address® 001e.e67e.75ff ]

BIBCLI:

#show wireless mobility summary
Mobi lity Sunmary

W rel ess Managenent VLAN. 2652

Wrel ess Managenent | P Address: 172.16.51.88
W rel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: default

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobi I ity MAC Address: 001le.e67e. 75ff
Mobility Domain ldentifier: Ox34ac

S B82. $£9800 WLCUNSE 3% (E

# show wireless management trustpoint
Trust poi nt Name : Jay-9800_W.C TP



Certificate Info : Available

Certificate Type : SSC

Certificate Hash : d7bde0898799dbfeffd4859108727d3372d3a63d
Private key Info : Available

FIPS suitability : Not Applicable

S B3.769800 WLCR AF 1 E|AireOS WLCH,
BEiBGUI:

gﬂﬁ.fz CONTROLLER > Mobility Management > Mobility Groups > New.

Sawve Configuratien  Fing  Logout | Refresh

cisco MONITOR ~ WLAM: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User:admin(Readwrite) M Hame
e——

Controller Static Mobility Group Members
Ganeral
n— Lacal Mobsility Group  TEST
Inventory P
e MAC Address Address(Ipwa /Ipw6) Group Mame Multicast IF Status Hash Key Seoure Mobility
D806 8d ac: Fhogd 108817372 TEST (RN N Up rone HA

Interface Groups
Multicast

b Natwork Routas

b Fabric Configuration

F Redundancy

* Maobility Management
Mubiity Groups
Ml 0
et M s aging

WAE , RBRE—T Apply.

Sawe Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS User:admin(ReadWrite) M Home
Mobility Group Member > New | <Back | | apply |

Member IP Address(lpvd/lpv6)  [172.16.51.88

Member MAG Address [001e.e67e. 756 |

Group Name | defauit |

Secure Mability Enabled v

Data Tunnel Encryption

High Ciper [ Disabled v|

Hash [d7bde0898799dbreffd4859108727d3372d3a63d |

1. Hash, Secure mobility and Data Tunnel Encryption are not supported for IPv6 members

B EEBFEHBEEREE (WC%800-CL ) BEEMZE, TRHEEEASUDIBRE , 1
EHE (5la9800-40, 9800-L% ),

BEIBCLI:

>config nmobility group nenber add <9800 nac-address> <9800 W.C-| P> <gr oup- nane> encrypt enabl e
>config mobility group menber hash <9800 W.C-1 P> <9800 W.C- Hash>
>config mobility group menber data-dtls <9800 nmc-address> disable

9800 WLCHAKE
SB1. W EAIreOSBEIE B,

BEiBGUI:



ZE AZ|AireOS GUIN EfTE CONTROLLER > Mobility Management > Mobility Groups 3¢ 52 S MACHB 3,
P ut M#E A o

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Controller Static Mobility Group Members
General
Icons Local Mobility Group TEST
Inventory 1P
Interfaces MAC Address Address(Ipvad Ipve) Group Mame Multicast IP
Interface Groups 08:96:ad:ac: 3b:Bf 10.88.173.72 TEST 0.0.0.0
Multicast 00:1e:e6:7e:75:ff 172.16.51.88 default 0.0.0.0
b Network Routes
} Fabric Configuration
¢ Redundancy
w Mobility Management|
Maobility Groups
Mobility Anchor Config
Multicast Messaging
EIBCLI:
>show nobility sumary
Mobility Protocol Port........................... 16666
Default Mbility Domain.......................... TEST
Multicast Mode ....... .. .. ... Di sabl ed
Mobility Domain ID for 802.211r................... Ox6ef 9
Mobility Keepalive Interval ...................... 10
Mobility Keepalive Count......................... 3
Mobility Group Members Configured................ 2
Mobility Control Message DSCP Value.............. 48

Controllers configured in the Mobility G oup

MAC Addr ess | P Address Group Nare Mil ticast IP
St at us
08: 96: ad: ac: 3b: 8f 10. 88.173.72 TEST 0.0.0.0
Up

S BR2.#8AiIreOS WLCE AT EI9800 WLCH
BEIBGUI:

ERZE Configuration > Wireless > Mobility > Peer Configuration > Add



Configuration = » Wireless ™ >  Mobility

Global Configuration [ Peer Configuration ]

" Mobility Peer Configuration

|I s
L L&)

MAC w P « Public +~ Group +~ Multicast -~ Multicast
Addrass Addrass IP Nama IPvd IPvE Status ~] PMTU «~ 33CHash
0Mees?e 75f 172.1651.88 N/A default 0.0.0.0 : MNIA NFA d7bde0BIE79
1 10 =
Walk Me Through > Non-Local Mobility Group Multicast Configuration

# AAireOS WLCE ..

B 79800 WLC L , &I FEMERELERBAME , EERFLEELACOSHBMARSE
BE, B2, EREENZR RN, WMREBmMAT , FEAIreOS L £ Aconfig
mobility group member data-dtls enable A E©

Add Mobility Peer X

MAC Address* 0896.adac.3bBf
Peer IPv4/IPv6 Address*® 10.88.173.72 — Ping Test
Public IPv4/IPvE Address 10.88.173.72
Group Name® TEST v
Data Link Encryption [. DISABLED ]
=5C Hash Enter SSC Hash (must
BEiBCLI:
# config t

# wireless mobility group nmenber mac-address <peer-nmac-address> ip <ip-address> group <group-
name>

B

ERAXEAR , BREENEERBEREE.



AireOS WLCEE %

>show nobility sunmary

Mobility Protocol Port..........................
Default Mobility Domain.........................
Milticast Mode ... ... ... .
Mobility Domain ID for 802.11r..................
Mobility Keepalive Interval.....................
Mobility Keepalive Count........................
Mobility Group Menbers Configured...............
Message DSCP Value.............

Mobi lity Control

Controllers configured in the Mbility G oup

MAC Addr ess | P Addr ess
Mul ticast IP

00: 1le:e6: 7e: 75:ff 172.16.51. 88
0.0.0.0

08: 96: ad: ac: 3b: 8f 10.88.173.72
0.0.0.0
Catalyst 9800 WLCER =

#show wirel ess nobility summary
Mobi l'ity Sunmary

W rel ess Managenent VLAN 2652

Wrel ess Managenent | P Address: 172.16.51. 88
Mobility Control Message DSCP Val ue: 48
Mobil ity Keepalive Interval/Count: 10/3
Mobility Goup Nane: nb-kcg

Mobility Multicast |pv4 address: 0.0.0.0
Mobility Multicast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff

Controllers configured in the Mbility Donain:

TEST
Di sabl ed
Ox6ef 9

G oup Nane
St at us
def aul t

TEST

Mul ticast | Pv4
PMIU

Mul ti cast

I P Public Ip G oup Nane
| Pv6 St at us
172.16.51. 88 N A defaul t
N A N A
10.88.173.72 10.88.173.72 TEST

1385
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enab

debug nobility

debug nobility error
debug nobility

debug nobility dtls event
debug nobility

debug nobility

debug nobility

SR BB E W B b

FEAIrOS WLC LR Zh 2 M 1T EimEsafl

*capwapPingSocketTask:

172.16.0.21:16667

*capwapPi ngSocket Task
*capwapPi ngSocket Task

bytes: 48

*capwapPi ngSocket Task

clr_pkt _len 2048 peer

*capwapPi ngSocket Task
*capwapPi ngSocket Task

frag_|l en=23

*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task
*capwapPi ngSocket Task

bytes: 48

|
I <--output-onmted-->
|

*capwapPingSocketTask:

validation as success

*capwapPingSocketTask:
*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task

bytes: 503

*capwapPi ngSocket Task

bytes: 56

*capwapPi ngSocket Task

clr_pkt _len 2048 peer

*capwapPi ngSocket Task
*capwapPi ngSocket Task

frag_|l en=6

*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:

*capwapPi
*capwapPi
*capwapPi
*capwapPi
*capwapPi
*capwapPi
*capwapPi
bytes: 56

*capwapPi ngSocket Task

bytes: 91

*capwapPi ngSocket Task

clr_pkt _len 2048 peer

Feb

Feb
Feb

Feb

Feb
Feb

Feb

Feb

Feb

Feb
Feb

Feb

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

handoff enabl e

e

dtls error enable

enabl e

07

07
07

07

07
07

07

07

07

07
07

07

07
07
07
07
07
07
07
07

07

Feb 07 09:

Feb 07 09
Feb 07 09

Feb 07 09
acl100015

Feb 07 09

Feb 07 09

09:

09:
09:

09:

09:
09:

09:

09:

09:

Feb 07 09
ac100015
09:
09:

09:

09:
09:
09:
09:
09:
09:
09:
09:

09:

Feb 07 09
ac100015

prt u- di scovery enabl e
config enable
directory enable

53:

53:
53:

53:

53:
53:

53:

53:
53:

53:

53:
53:

53:
53:
53:
53:

53:
53:

53:

53:
53:
53:
53:
53:
53:
53:
53:

53:

53:

38.

38.
38.

38.

38.
38.

38.

38.
38.

38.

38.
38.

38.

38.

38.

38.

38.
38.

38.

38.
38.
38.
38.
38.
38.
38.
38.

38.

38.

507:

507:
508:

508:

508:
508:

508:

508:
508:

511:

511:
511:

511:

511:

511:

511:

511:
511:

523:

523:
523:
523:
523:
523:
524:
524:
524:

527:

527:

Client initiating connection on 172.16.0.5:16667 <->

Sendi ng packet to 172.16.0.21: 16667
Recei ved DTLS packet fromnobility peer 172.16.0.21

nmm dt| s2_process_data_rcv_nsg: 1207 rcvBufLen 48

Record
Hndshk

type=22,
type=3,

epoch=0, seq=0
| en=23 seq=0, frag_off=0

Handshake in progress for link 172.16.0.5: 16667 <->

Sendi ng packet to 172.16.0.21: 16667
DTLS consuned packet fromnobility peer 172.16.0.21

dtls2_cert_verify callback: Forcing Certificate

Peer certificate verified.
Handshake in progress for link 172.16.0.5: 16667 <->

Not hing to send on link 172.16.0.5: 16667 <->

DTLS consuned packet fromnobility peer 172.16.0.21
Recei ved DTLS packet fromnobility peer 172.16.0.21
nmm dt| s2_process_data_rcv_nsg: 1207 rcvBufLen 56

Record
Hndshk

type=22,
type=13,

epoch=0, seq=6
| en=6 seq=3, frag_off=0

Handshake in progress for link 172.16.0.5: 16667 <->

Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
DTLS consuned packet fromnobility peer 172.16.0.21

Recei ved DTLS packet fromnobility peer 172.16.0.21

nmm dt | s2_process_data_rcv_nsg: 1207 rcvBufLen 91



*capwapPi ngSocket Task: Feb 07 09:53: 38.527: Record . type=20, epoch=0, seq=8

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: Connection established for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: ci perspec 1

*capwapPi ngSocket Task: Feb 07 09:53:38.527: Nothing to send on link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09:53: 38.527: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 91

*mmMobility: Feb 07 09:53:38.527: DTLS Action Result message received

*mmMobility: Feb 07 09:53:38.527: Key plumb succeeded

*mrivobi lity: Feb 07 09:53:38.527: nmdtls2_cal |l back: Connection established with
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: mmdtls2_db_status_up: 895 Connections status up for entry
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: nmmdtls2_cal |l back: DTLS Connection established with
172.16. 0. 21: 16667, Sendi ng update msg to nmobility HB

Catalyst 9800 WLC

FERBERT , 98002 HIBEFELHERNEN , FTEECMEHHREHEEN,
REEFRREIEE , WRREEMRETHEBEN BT EER,
BEAUBEEERX ; EEURREFIZRE S,

AL 1‘)? ; nﬁiéHYE#Fﬁﬁﬁl:EEEifﬁﬁ’ﬁiﬁkE’J H& ( ERFERER/100E ) |, LA RIPE
MACHb it 1T B IR,

SR RERFR LNENRED  EREMNTIRBBER LR 2 aTH B,

# show cl ock

HER2 WEEHIZR B35S , BABACisco IOSHR B! Hi 3R Al sEEL A RE AR B RV (R W & o

# show | oggi ng

SRS RS E U VIR T VB RR B REE, S AERTBHSFIPRMACETIRIE.

# show | ogging profile wireless filter ipvd to-file bootflash:ra-AAAA. BBBB. CCCC. t xt

tﬁ" £ HIBE107ERN B ;::\5 a] LAfE A ﬁtﬁ%%ﬁ%ﬁtﬁ%ﬁﬂ show logging profile wireless last 1 hour filter

mac AAAA.BBBB.CCCC to-file bootflash:ra-AAAA.BBBB.CCCC.txt.

BRLERMEEER LNAR |, B S ERERINBTFTPRMRRR.

# nore bootfl ash: al ways-on- <FI LENAME. t xt >
or

# copy bootfl ash: al ways-on-<FI LENAME. t xt> tftp://a.b.c.d/ path/al ways-on- <Fl LENAME. t xt >

EARRTE R R
MRKER F AFRERUTHNETAREERERBHIBR T EBE , AT AR



FHFE radio Active (RA) BRI |, RHEAFMNRETH,
SB1.BRBRAERBMARS GRS

# show debuggi ng
| OSXE Conditi onal Debug Configs:

Condi tional Debug G obal State: Stop

| OSXE Packet Tracing Confi gs:

Packet Infra debugs:

I p Address Por t
WMREE D EEE R MU SHEBNEMARS | FREHEER,
EMRSEM I , FBRITATERE

# no debug platformcondition feature wirel ess { mac <aaaa. bbbb.cccc> | ip <a.b.c.d>}

EMBRATA RS (BBAR ) ¢

# clear platformcondition all

SR A EEEN U I IE ARG

# debug platformcondition feature wireless ip <a.b.c.d>

535 : DD%EEH—*;EE$E%1$§§1J¥\T%E% ) %ﬁﬁﬁ debug platform condition feature wireless mac ﬁ%ﬂ’g
MAC 3t ,

HER3.39800 WLCRtR B2 8 E R b it & BY

# debug platformcondition start

AR BEEDNGHTET  BAMAATHERSEST , MRWE,

SR EREEEENBESRITA,
HER5 FIEHH

# debug platformcondition stop

HER6.WE U TEEN R E



# show | ogging profile wireless filter ipv4 to-file bootfl ash:ra- AAAA. BBBB. CCCC. t xt

B TEERKIBE102ERN BEE. T LEAshow logging profile wireless last 1 hour filter mac
AAAA.BBB.CCCC to-file bootflash:ra-AAAA.BBB.CCCC.txtan = S It BF

B LAE R FiLENAME It SR BE R E FERE .,
BERERZNIBMFR :

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt
AN

# nore boot fl ash: ra- Fl LENAME. t xt

ST MRMEERIMENRR , FWRERE B EERE.
(BEBLAREFK, £ACAMREFNER , BREHEERN B,

# show | ogging profile wireless internal filter ipv4 to-file bootflash:ralnternal-
AAAA. BBBB. CCCC. t xt

B LEH FiLENaAMEt REEEEE FERE
BEREBREINIBRRES :

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt

BIAR

# nore boot fl ash: ra-Fl LENAME. t xt

L ER8. B BRIT IR IR o

# clear platformcondition all

AR EHREFENERBEMERE RS

1£9800 WLC L B IhZ L 1T Bh B E i,

2021/09/28 10:20:50.497612 {mobilityd R0-0}{1l}: [errmsg] [26516]: (info): %MM NODE_LOG-6-
MEMBER_ADDED: Adding Mobility member (IP: IP: 172.16.55.28: default)

2021/ 09/ 28 10: 20: 52. 595483 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 20: 52. 595610 {mobilityd_RO-0}{1}: [nm pntu] [26516]: (debug): Peer IP:
172.16.55.28 PMIU size is 1385 and cal cul ated additi onal header length is 148

2021/ 09/ 28 10: 20: 52. 595628 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl _req of XID (80578) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 20: 52. 595686 {nobilityd_RO0-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepal i ve data packet mi sssed, total m ssed packet =1

2021/ 09/ 28 10: 20: 52. 595694 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:



172. 16. 55. 28 keepalive ctrl packet misssed, total m ssed packet =1

2021/ 09/ 28 10: 21: 02.596500 {mobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 21: 02. 596598 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepal i ve data packet misssed, total m ssed packet = 2

2021/ 09/ 28 10:21:02.598898 {nobilityd_R0O-0}{1}: [mmclient] [26516]: (debug): MAC

00le. e68c. 5df f Recei ved keepalive_data, sub type: 0 of XID (0) from (ipv4: 172.16.55.28 )
2021/ 09/ 28 10:21:12.597912 {mobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10:21: 12.598009 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172.16.55.28 Data link set state to UP (was DOWN)

2021/09/28 10:21:12.598361 {mobilityd RO0-0}{1}: [errmsg] [26516]: (note): %MM_ NODE_LOG-5-
KEEP_ALIVE: Mobility Data tunnel to peer IP: 172.16.55.28 changed state to UP

I I'<--output-onmited-->!

2021/ 09/ 28 10: 21: 22. 604098 {nobilityd_RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/09/28 10:21:22.604099 {mobilityd R0-0}{1l}: [ewlc-infra-evq] [26516]: (info): DTLS client
hello

2021/ 09/ 28 10: 21: 22. 611477 {nobilityd_RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10: 21: 22. 611555 {nobilityd_R0-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10: 21: 22. 611608 {nobilityd_RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10: 21: 22. 611679 {nobilityd_R0-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611933 {mobilityd_RO-0}{1}: [nmmdtls] [26516]: (note): Peer IP: 172.16.55.28
Port: 16666, Local |P: 172.16.51.88 Port: 16666 DTLS SSC HASH VERI FY_CB: SSC hash validation
success

2021/09/28 10:21:22.612163 {mobilityd R0-0}{1l}: [ewlc-dtls-sessmgr] [26516]: (info): Remote
Host: 172.16.55.28[16666] Completed cert verification, status:CERT_VALIDATE_SUCCESS

I I'<--output-onmited-->!

2021/ 09/ 28 10: 21: 52. 603200 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172.16.55.28 Control link set state to UP (was DOMN)

2021/09/28 10:21:52.604109 {mobilityd RO0-0}{1}: [errmsg] [26516]: (note): %MM_ NODE_LOG-5-
KEEP_ALIVE: Mobility Control tunnel to peer IP: 172.16.55.28 changed state to UP

BRA B HE

RZEEBERT , CHRBEWLCCERBNERNTIEEER, BEBEIFBIBR , Access control
Lists (ACLs) APR I B RE,

IERCLI LB AHENE EER,
HER1.EIIBEIRACL:

conf t

ip access-list extended <ACL_NAME>

10 pernit ip host <W.C | P_ADDR> host <PEER W.C | P_ADDR>
20 pernmit ip host <PEER W.C | P_ADDR>host <W.C | P_ADDR>
end

SR ERMEEIH

nmoni tor capture <CAPTURE _NAME> access-|ist <ACL_NAVE> buffer size 10 control -plane both



interface <I NTERFACE_NAME> both limt

duration 300

£t . BINTERFACE_NAMES| & ZEEENE

SER3 FARIEIE

noni tor capture <CAPTURE_NAME> start

SBRAZILEE -

nmoni t or capture <CAPTURE_NAME> st op

S B85 £ GUI L EE ZTroubleshooting > Packet Capture , LAWK S EEUER,

FRBERER

T —{B%E 65| 245 EI800EWLC 2 B AR K BIE

R A AR 0 M Bl 28 5 3 2 5K o

Eﬂlﬁﬁ Always-On-Logs *ﬂ Embedded packet captures E{%ME%F%H’QE@ﬁ%ﬂ .

2021/ 09/ 28 09: 54: 22. 490625 {nobilityd_

RO-0}{1}: [mmclient]

(debug): MAC

0000. 0000. 0000 sending keepalive_ctrl_req of XID (80552) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 09: 54: 22. 490652 {nobilityd_

RO-0}{1}: [mm keepalive]

172. 16. 55. 28 keepal i ve data packet mi sssed, total

2021/ 09/ 28 09: 54: 22. 490657 {nobilityd_
172. 16. 55. 28 keepalive ctrl packet misssed, total missed packet
2021/ 09/ 28 09: 54: 32. 491952 {nobilityd_

RO-0}{1}: [mmclient]

m ssed packet
RO-0}{1}: [mm keepalive]

[26516]: (note): Peer IP:

[26516]: (note): Peer IP:

(debug): MAC

0000. 0000. 0000 sending keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 09: 54: 32. 492127 {nobilityd_
172. 16. 55. 28 keepalive data packet misssed, total missed packet

BB REERTRAEETA.

00 2021-89-28 12:33:52.0240303 172.16.51.8B
91 2821-059-28 12:34:82.925946 172.16.51.88
92 2021-09-28 12:34:12.925046 172.16.51.8B
93 ZBZ21-89-28 12:34:22.927%453 172.16.51.88B
94 2021-89-28 12:34:22.927945 172.16.51.8B
95 2021-@9-28 12:34:32.027045 172.16.51.BB
96 2021-89-28 12:34:42.029044 172.16.51.8B
97 2821-09-28 12:34:52.930951 172.16.51.88

RO-0}{1}: [mm keepalive]

172.16.55.28
172.16.55.28
172.16.53.28
172.16.53. 28
172.16.53.28
172.16.55.28
172.16.55.28
172.16.55.28

[26516]: (note): Peer IP:

116 Mobi-Contrel - PingReq[Malformed Packet]

172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
116 Mobi-Control - PingReq[Malformed Packet]

172 Mebi-Data Keep-Alive — Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive — Mebility CAPWAP Ping Request

FER , debugMWLCHE R B EEZH RN E Rping, ¥ RIVBERERAFIPER , BF

166665F ik 16667 E AR IR EIB B

WLCZ My

EMRERFIH , BFIEETWLCZ BAAEERENER , (BREERkeepalivei®iF.
Eﬂ(ﬁﬁ Always-On-Logs *ﬂ Embedded packet captures E{%MFE%H@E’\JE@EEH :



2021/ 09/ 28 11:34:22.927477 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11: 34:22.928025 {mobilityd_RO-0}{1}: [nmpntu] [26516]: (debug): Peer |P:
172.16.55.28 PMIU size is 1385 and cal cul ated additi onal header length is 148

2021/ 09/ 28 11: 34:22.928043 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl _req of XID (80704) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11:34:22.928077 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive data packet misssed, total m ssed packet = 8

2021/ 09/ 28 11:34:22.928083 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive ctrl packet misssed, total m ssed packet = 3

¥£172.16.55.28 LW AEP A S AT B ISR E E T T &

2021/ 09/ 28 17:33:22.963 {nobilityd _RO-0}{1}: [mm keepalive] [27081]: (ERR): Peer |P:
172. 16. 51. 88 Failed to validate endpoint: Invalid argument

2021/ 09/ 28 17:33:22.963 {nmobilityd_RO-0}{1}: [errnsg] [27081]: (ERR): %M NODE_LOG 3-
PI NG_DROPPED: Drop data ping fromIP: 172.16.51.88. Failed to validate endpoint

FERETCESIIE  HEBTERE , EATIEHE pata Link Encryption FERERAY B BImacitiit,
HEFEE A :

2021/ 09/ 28 17:33:22.963 {nobilityd_R0-0}{1}: [errnsg] [27081]: (ERR): %M. | NFRA LOG 3-
M5G_PROC_FAI LED GROUP_NAME_HASH: Pkt group nanme hash: 82FE070E6E9A37A543CEBEDI6DB0388F Peer
group name hash: 3018E2A00F10176849AC824E0190AC86 Failed to validate endpoint. reason: Group
name hash mismatch.

MAC ik 11t 7~ PEfE B 5% :

2021/ 09/ 28 19:09: 33.455 {nmobilityd_RO-0}{1}: [errnsg] [27081]: (ERR): %W I NFRA LOG 3-
MSG_PROC _FAI LED MAC ADDR: Pkt MAC:. 00le.e67e.75fa Peer MAC. 00le.e67e. 75ff Failed to validate
endpoint. reason: MAC address mismatch.

DTLSEF &

LEREEAWLCZ EHDTLSREREZ M HEE. ENRREERBEAUPERFIRERENERT

DOWN.

E&Fﬁ Always-On-Logs *ﬂ Embedded packet captures E1§HF§§FF¢%H’9E@§§H .

2021/ 09/ 28 19:30:23.534 {nobilityd_RO-0}{1}: [mmnsg] [27081]: (ERR): Peer |P: 172.16.51.88
Port: 16666 DTLS MSG DTLS nessage process failed. Error: Invalid argunent

2021/ 09/ 28 19:30: 23.534 {mobilityd_RO-0}{1}: [errnsg] [27081]: (warn): %M NCDE LOG 4-

DTLS HANDSHAKE_FAIL: Mobility DTLS Ctrl handshake failed for 172.16.51.88 HB is down, heed to
re-initiate DILS handshake

2021/ 09/ 28 19:30: 23.534 {mobilityd_RO-0}{1}: [ew c-capwapnsg-sess] [27081]: (ERR): Source

I P:172.16.51. 88[ 16666], DTLS message process failed. |ength:52

ﬁﬁﬁ show wireless management trustpoint %ﬂ show crypto pki trustpoints commands %%Zﬁ%ﬁgﬂo

HA SSOZ4i

MREESATRMSSOHPRHESR , F—EEENRIFEEINE, BEMACHUHERRIERT
REE , MRBEHEER , BB ERERN.

\
5

show wireless mobility summary & &R T EriEANBEMAC , EFFEETEE, BREM

=
=



A fE fAshow runiXE 7 1TE1{LMAC | iB BN

NMREETEEPREEBEmac , IEHREVRIBAWLCKEEER , ESERBEBELRN

o

fi B8 1Y % 3R 5 = 2 B B F Configuration > Wireless > Mobility Web UIE 3 ZApply. E& 45 #i#Y
THILMACREFEIEREF ., AR , EREREVRNBEBRRER , MACRETE,

MRELBEBGSHHTEHEE , ECEEBREVMACH BT ESRALEE, EEERRTE
B, Web U2 BEIfEEREMACHL,
HBARA

. fECatalyst 98005 EWLANSE R 1TEN ThBE
- BffiZ BB # - Cisco Systems



https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/index.html
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