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BR % i F SE 4R & P im Y DHCPIRE R

EESREFIMERE  TEBEXEBDHCPRA MR EEBNAPEHADHCPHRSS , RMITE
EHDHCPXR#, RIBAPHIETER , ©i5EBCAPWAPRE B RERIWLCR & S HE
BRI T — k. MRDHCPRIMRSSEAME2EHP A , TAMELER  EMEEERMKT. MRER
Bty FHEDHCPRIARES , BIXARERHEE (FAZTFIRHNSVIETEE ) SAASDHCP 3R K H =
HENRRSE. EEEEBERARFLEEIPEURER | XibutiE "EHABSISENER
UDPRE ( HIUNDHCPEESR ) EE F|FEEM IPHb L,

EFirDHCPRENITATEBUAREFRRAP)NETER, BRMIIMEELESR

20 1. 7R (AP) AR b 42 T IE 1T

fELocal Mode TR EAPE , EFImDHCPREGEFR R , EEKEE FImADHCPERIER
CAPWAPRSE RRAPEIZFIWLC |, 9)&1£:J_?T$EEEH’JJEIE$HE§§O EEBBRT , EmMERE . &7
LUERA RZDHCPEARES , th ] LLZ B ZEDHCP{E ARES o

i ( AERXAP)

-

DHCP Server

Access Point
Layer 3 Switch in Local Mode

o~ Pr—
m’—nl—l _
9800 WLC “ E’

Wireless Client

HRIEE MR AP
EPIH3E1. EWLCE & & A EDHCP ] AR 25 ¥

¥EHIRRaEEIB Cisco 10S XER MBS W iRH W EDHCPAMRSR. B2 , EANEDHCPRMR
AR m R REME, ERWLCEREARNSIDHCPRIMRSR 2 AT , HEmE X T LEaTiRIR4

- BRAFFIKVLANE EMERNE(SVI) , Y AHE S B DHCPRIRRHIIPHb 4.
+ AERDHCPAMRERA P EEE [F AARRRA N E LRE , RMTEANURRENE, SVISE



IEYENE.

- BREERENEH , HARERIERRBENYENEFE , RENEFEERER , hFHE
HEFHNYEBEEHE RENENEIEAERREH—EBE. REABBNIEH , TZERBKE
RYIBH RN TE,

THERRRE : BAT RAEM & im AR hERIPA it Y REFDHCPRIAR SR A RESE A, LT RiRE B SRS
REFEET.

HEWLCERE AVLAN 10MDHCPRIARRR , DHCP/E A 1E#EE #£10.106.10.11/24%10.106.10.50/24,

WLC#show run | sec dhcp

ip dhcp excluded-address 10.106.10.0 10.106.10.10
ip dhcp excluded-address 10.106.10.51 10.106.10.255
ip dhcp pool vlan_10_Pool

network 10.106.10.0 255.255.255.0

lease 0 8

EWLCEEE TRENME :

WLC#show run interface loopback 0
interface Loopback0

ip address 10.10.10.25 255.255.255.0
end

K& FImVLANEE ASVI [L3/THE] , WiSEBEN it fFAWLC EHIRENME :

<tfroot>

WLC#show run int vlanlO

ip address 10.106.10.10 255.255.255.0

ip helper-address 10.10.10.25 [helper address can be loopback interface, Wireless management interface
end

HE , B EREE EERAREDHCPRIRESMIPHLE , MARESVITEEEBtut, B
 BTESREER  BFERSYSAVLANETEE :

configure terminal

wireless profile policy $Policy_Profile_name
ipv4 dhcp required

ipv4 dhcp server $WMI_IP



WLC LAY RS IR BF

2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

06.
06.
06.
06.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

502389611
502515811
502614149
502674118
505719129
505787349
505834315
543149257
543254480
543334850
543407760
543910482
543968250
544135443
544314185

WLC EHYBRA X E R 2T -

1491
1492
1403
1429
1430
1431
1432
1433
1434
1435
1436
1437
1438
1439
1440

18:
18:

501972
201972
501972
504963
. 584963
. 584963
. 5084963
542971
. 542971
. 542971
542971
542971
.542971
. 543962
543962

9.09.08.9

18.
10.
18.
18.
18.
18.

1086.10.
106.10.
1086.10.
1086.18.
106.18.
1086.10,

9.0.0.9
9.90.0.9

10.
10.
10.
18.
18.
10.

WLCEHIRA RN ER B HHE

186.
186.
106.
106.
166.
166.

10.
10.
10.
10.
10.
10,

APE FimaaA :

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

255.255.255.255
10.10.10.25
10.10.10.25
10.106.10.10
10.106.10.10
255,255,255.255
255,255,255.255
255.255.255.255
255.255.255.255
10.10.10.25
10.10.10.25
10.106.10.10
10.106.10.180
255.255,255.255
255,255, 255,255

[cTient-iplearn] [23608]:

[auth-mgr-feat_dsensor] [23608]: (info):

[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[auth-mgr-feat_dsensor] [23608]: (info):

[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4

ID 9x7030bT99
ID 9x7030bf99
ID @x7030bf99
ID @x7030bfa9
ID @x7830bfa9
ID 9x7830bf99
ID 9x7830bf99
ID @x7830bf39
ID @x7030bT99
ID 9x7030bf99
ID 0x7030bf99
ID @x7030bfa9
ID 9x7030bfa9
ID @x7@38bf99
ID @x7030bT99

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

(note): MAC: Client_MAC Clien

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

29
29
29
29
29
29
29
29
29

13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

ERREROHE

L T s B0 s B s Y s Y s B sy I s B |

*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024

13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:

05.

05

07.
07.

07

07.
07.

07

07.

[1711718885:718317] [AP_NAME] [Client_MAC] <aprOv2>
[1711718885:718428] [[AP_NAME] [Client_MAC] <wiredO
[1711718887:722360] [[AP_NAME] [Client_MAC] <wiredO:
chatter: dhcp_reply_nonat: 1711718887.722379604: 10

DHCP 348 DHCP Discover - Transaction
DHCP 344 DHCP Discover - Transaction
DHCP 344 DHCP Discover - Transaction
DHCP 342 DHCP Offer - Transaction
DHCP 342 DHCP Offer - Transaction
DHCP 346 DHCP Offer - Transaction
DHCP 416 DHCP Offer - Transaction
DHCP 452 DHCP Request - Transaction
DHCP 374 DHCP Request =- Transaction
DHCP 370 DHCP Regquest = Transaction
DHCP 370 DHCP Request ~— Transaction
DHCP 342 DHCP ACK - Transaction
DHCP 342 DHCP ACK - Transaction
DHCP 346 DHCP ACK - Transaction
DHCP 416 DHCP ACK - Transaction
7183]
.7184]
7223]
7224]

.7225] [1711718887:722524] [AP_NAME]
7591] [1711718887:759139] [AP_NAME]
7592] [1711718887:759248] [AP_NAME]

.7606] [1711718887:760687] [AP_NAME]
7607] [1711718887:760780] [AP_NAME]

[CTient_MAC]
[CTient_MAC]
[CTient_MAC]
[CTient_MAC]
[CTient_MAC]

<aprov2>
<aprov2>
<wired0>
<wired0>
<aprov2>



122 07:11:56.202853 0.0.0.0 255.255.255.255 DHCP 344 DHCP Discover - Transaction ID 8x595044d4

129 97:11:58.217331 10.106.10.10 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x595044d4
130 87:11:58.219406 0.0.0.0 255.255.255.255 DHCP 378 DHCP Request - Transaction ID @x595844d4
131 ©7:11:58.227525 10.106.10.10@ 255.255.255.255 DHCP 342 DHCP ACK = Transaction ID @x595044d4

EFFRENRERRS , BUTUEIWLCEERERE FIREWDHCPRREE , Y AFFIiRM
VLANEE#SEPEIIEPENN it (EAAREN RS 2t RARENE ) . AR, RE
A AR 2% 3 HiDHCP Offer , AR X FinEIADHCPHER , AR ABREFEADHCP ACKHERZFE K.

REEREFEFIRIP

FEWLCLE :

WLC#show i p dhcp bindi ng

Bi ndi ngs fromall pools not associated with VRF:

| P address Client-1D Hardware address Lease expiration Type State
10. 106. 10. 12 aaaa. aaaa. aaaa Mar 29 2024 10:58 PM Aut omati c Active

FERERERL




MEEE -

1. AFEDHCPfAREF T X EVRF,

2. AEBDHCPRBREZ X EEDHCPV6,

3. 7£C9800.L , SVIAFFE EZEEEREthut , BEFEAF2E.

4. EERKBRAR , HIFELAHXIEZRIE  RSLBZBBEERREFREN20%. Hiu
, A X 1864,000f8%F FixKY9800-80 , X EMH ADHCPEZEE#I514,000,

=515 #r2.6£ A SAERDHCP A AR 25 B

S\EBDHCPAIfRER RIERBSEIWLCAEH , BEREETENMIREERI A MG, IRARNARE
BEREANE L ERE FWDHCPRIMRER. LtAREFEFARNE RPN E @B EE 5 B0 3%
LR E PR EBEDE,

E A SNERDHCPRIARER B , WLCHY I REEE R MM P RE, DHCPREMMIEWLCERH ( &R
EEBERER ) BURNENEER. FRMADZBELS .

E2E WP HIDHCPREE R



HUERES , HMPEREE (Sl AfE, ETERIR ORI ) TETRRE, EFEFRES

DHCPERFEREF , WL.CHHE - THRBBE2ENMERILER, ZERIATIRE , LEER
EFmVLANWE2E N HEE E#Y A EEBWLCHEREMN LTHIRKE.

I FITEE FiwVLAN 20 WLCIHFI R ELE :

HEWLC LECERYSE2EVLAN :

WLC#show run vlan 20

vlian 20
name Client_vlan
end

EEBWLCEHNEREUAFEFIRVLANGRE

WLC#show run int tw0/0/0
interface TwoGigabitEthernet0/0/0

switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto
end

9800 WLC £ By 14 5% IR BF -

2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.

114800606
114863170
121515725
121583319
132967882
132999148
146521529
146605773
146685159
149359205
149419477
149534985
149685174

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

#9800 WLC L /TR A XN E R 2 IHE :

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:

(info):
(info):
(info):
(info):
(info):
(info):

RX:
TX:
RX:
TX:
RX:
TX:
(info):

[auth-mgr-feat_dsensor] [23608]:
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac

[cTient-orch-sm] [23608]:

DHCPv4 from
DHCPv4 from
DHCPv4 from
DHCPv4 from

interfac
interfac
interfac
interfac

IPv6 DHCP from intf
IPv6 DHCP from intf

[CTient_MAC:ca

(ERR) : MAC: DHCP_Server_MAC V

[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac

[cTient-iplearn] [23608]:

(note): MAC: Client_MAC Clien



187 16:10:43.113992 0.0.0.0 255.255.255.255
188 16:10:43.113992 0.0.0.0 255.255.255.255
189 16:10:43.113992 0.0.0.0 255.255.255. 255
190 16:10:43.113992 0.0.0.0 255.255.255.255
192 16:10:43.120980 10.106.20.10 255.255.255.255
193 16:10:43.120980 10.106.20.10 255,255,255, 255
194 16:10:43.120980 10.106.20.10 255.255.255. 255
195 16:10:43.120980 10.106.20.10 255.255.255.255
201 16:10:43.145988 0.0.0.0 255.255.255, 255
202 16:10:43.145988 0.0.0.0 255.255.255.255
203 16:10:43.145988 0.0.0.0 255.255.255.255
204 16:10:43.145988 0.0.0.0 255.255.255.255
205 16:10:43.148979 10.106.20.10 255.255.255.255
206 16:10:43.148979 10.106.20.10 255.255.255, 255
207 16:10:43.148979 10.106.20.10 255,255,255, 255
208 16:10:43.148979 10.106.20.10 255,255,255, 255
WLCERBRARXER THE
APEFIRHA :
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
EFHAE :
7:46.193239 0.0.0.0 255.255.255.
31 93 1?:55.549855 0.0.0.0 255.255.255.
34 ©3:17:53.259282 10.106.20.10 255,255,255,
35 ©3:17:53.259282 10.106.20.10 255.255.255.
36 @3:17:53.262280 0.0.0.0 255,255.255.
37 ©3:17:53.273130 10.106.20.10 255.255, 255,
EFmERIHE

BR35E

’ IL’\/

HRHWBEERRES

BN EAEREEET — B, WLCfﬁﬂHE%ﬁH&@JDHCP Offer® , Y EI# I E R EBRIEFin

EDHCPE R FMACK,

BEEIRE FiRkIP

&0 A EDHCP{AI AR 88 LAY IPTE A R HAH EE MY AR BB,

FEEIRER B I

DHCP 424 DHCP Discover - Transaction ID @xaladfSeb

DHCP 346 DHCP Discover = Transaction ID @xala4fSeb

DHCP 346 DHCP Discover - Transaction ID @xala4fSeb

DHCP 346 DHCP Discover - Transaction ID @xalad4fSeb

DHCP 346 DHCP Offer - Transaction ID @xalad4fSeb

DHCP 346 DHCP Offer - Transaction ID @xalad4f5eb

DHCP 346 DHCP Offer - Transaction ID @xaladf5eb

DHCP 416 DHCP Offer - Transaction ID @xala4fSeb

DHCP 452 DHCP Reguest - Transaction ID @xaladfSeb

DHCP 374 DHCP Reguest - Transaction ID @xalad4fSeb

DHCP 374 DHCP Request - Transaction ID @xalad4fSeb

DHCP 374 DHCP Request = Transaction ID @xaladfSeb

DHCP 346 DHCP ACK - Transaction ID @xala4fSeb

DHCP 346 DHCP ACK - Transaction ID @xala4fSeb

DHCP 346 DHCP ACK - Transaction ID @xalad4fSeb

DHCP 416 DHCP ACK - Transaction ID @xalad4f5eb
3650] [1711796737:183177] [AP_NAME] [Client_MAC] <aprOv2>
3651] [1711796737:184281] [[AP_NAME] [CTlient_MAC] <wiredO
3465] [1711796737:185404 [[AP_NAME] [Client_MAC] <wiredO>
3465] chatter: dhcp_reply_nonat: 1711796737.459745189: 10
3670] [1711796737:195085] [AP_NAME] [Client_MAC] <aprOv2>
3683] [1711796737:368344] [AP_Name] [Client_Mac] <aprOvl>
3684] [1711796737:368439] [AP_Name] [Client_Mac] <wiredO>
39317 [1711796737:393131] [AP_Name] [Client_Mac] <aprOvl>
3932] [1711796737:393250] [AP_Name] [Client_Mac] <wiredO>
45977 [1711796737:459726] [AP_Name] [Client_Mac] <wiredO>
255 DHCP 342 DHCP Discover - Transaction ID ®x56883262
255 DHCP 342 DHCP Discover Transaction ID @x56883262
255 DHCP 342 DHCP Offer Transaction ID @x56883262
255 DHCP 342 DHCP offer Transaction ID @x56883262
255 DHCP 370 DHCP Request Transaction ID ©x56883262
255 DHCP 342 DHCP ACK Transaction ID ©x56883262

EIWLCEHBERABREFRNDHCPRRERE K ABREBHEC



9800 WLCH & H K12

HLEES  WL.CEBRBENERE  ERBRERERFREWHNDHCPH 28X EIDHCP M ARR
o ERALYIRE , FRAEWLCLEE T EFFiwAVLAN SVI,

#£9800 WLCH ELEDHCPRIAREFIPHI B M
1. % "EREE) TH "RBEEER) TEEDHCPHEAMARSRIP,

EIBGUI : EfinE|configuration > Tags & Profile > Policy > Policy_name > Advanced. ZEDHCPE8% T, % ] LABR B DHCPRIBR S
IP, ITFR :



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with tr

General Access Policies QOS and AVC

| WLAN Timeout

Mobility Advanced

Fabric Profile

Session Timeout (sec) | 28800 |® Link-Local Bridging

Idle Timeout (sec) 300 l rpno[l)llglf Service ‘ default-mdns-
Idle Threshold (bytes) | 0 I Hotspot Server ‘

Client Exclusion Timeout (sec) “!'| &0 ‘ L3 Access @

Guest LAN Session Timeout

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DHCP

IPvd DHCP Required v

DHCP Server IP Address | 10.106.20.10
WLC LR EERERTE
FEIBCLI :

configure terminal

wireless profile policy $Policy_Profile_name
ipv4 dhcp required

ipv4 dhcp server $DHCP_Server_IP

2 HESVIRES , BLAEEREN b, TAERB BB HEREZBEDHCPAIRERURMHE TR, HATUSKBEBEERF
BB EWLANRREDHCPRIMRER BLL , BHBH A EZRENHETRE, EFERBRAEHSVIZERB i RER,

AT #EINEER:  DHCPREMNRFHERET PR TIMERME(SV)NIPHIL, A%, EBRARBENERF ( DHCPRERRH

IPibak ) SRR T EIBR B LR E

LT 298001 A IR TR ERA

FREBERN I AWLC LN EFIKVLANE BE3BNTE :

WLC#show run int vlan 20
interface vlan 20



ip address 10.106.20.1 255.255.255.0

ip helper-address 10.106.20.10

end

EEEWLCEHNERHEUATFEFIRVLANNRE :

WLC#show run int tw0/0/0
interface TwoGigabitEthernet0/0/0

switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto
end

KEWLCHIRAR M -

2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

38.
38.
38.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.

549504590
549611716
549666984

597696305
597778465

597829829
598444184
598506350
598544420

621660873
621771405

621851320
621908730
625257607
625329089

625490562
625655045

WLCERBARER TIHTE -

No. Time
462 19:16:34.
463 19:16:34.
594 19:16:38.
595 19:16:38.
647 19:16:41.
648 19:16:41.
649 19:16:41.
650 19:16:41.
653 19:16:41.
654 19:16:41.
655 19:16:41.
656 19:16:41.

WLCEHWIRA RN ER B HE

544969
545961
548967
548967
596953
596953
597961
597961
620954
620954
624967
624967

Source
0.0.0.0

10.106.20.

0.0.0.0

10.106.20.
10.106.20.
10.106.20.
10.106.20.
10.106.20.

0.0.0.9

10.106.20.
10.106.20.
10.106.20.

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Destination
255,255,255, 255
10.106.20.10
255.255.255,255
10.106.20.10
10.106.20.1
255.255.255.255
10.106.20.1
255.255.255.255
255.255.255.255
10.106.20.10
10.106.20.1
255.255.255.255

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[cTient-iplearn] [23608]:

Protocol  Lengtr

DHCP 424
DHCP 346
DHCP 424
DHCP 346
DHCP 346
DHCP 416
DHCP 346
DHCP 416
DHCP 452
DHCP 374
DHCP 346
DHCP 416

Info

DHCP Discover - Transaction
DHCP Discover - Transaction
DHCP Discover — Transaction
DHCP Discover - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Request - Transaction
DHCP Request - Transaction
DHCP ACK - Transaction
DHCP ACK - Transaction

[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[auth-mgr-feat_dsensor] [23608]: (info):
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac
relay src_ip:
from interfac
from interfac

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

(note): MAC: Client_MAC Clien

ID @x137ea7ac
ID @x137eaVac
ID @x137eaVac
ID @x137ea’ac
ID @xl137eaVac
ID @x137ealac
ID @x137eaVac
ID @x137eaVac
ID @xl37eaVac
ID @x137eaVac
ID @x137eaVac
ID @xl137eaVac

EWLCEM M ERB(RA) M A R EN IHEEPC)T , LERRWLCHERTENE , EEMDHCPER BEENE FiREIXE

DHCP{aI B 25



APE IR :

Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7476] [1711806397:747677] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7481] [1711806397:748177] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] chatter: dhcp_reply_nonat: 1711806400.797214204: 10
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] [1711806400:797362] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7978] [1711806400:797870] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7979] [1711806400:797903] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8204] [1711806400:820455] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8205] [1711806400:820550] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8248] [1711806400:824829] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8249] [1711806400:824911] [AP_Name] [Client_MAC] <aprOvl>

BEFIRHE

MNo. Time Source Destination Protocol Length Info
1 10:23:46.630692 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xl137ea7ac
50 10:23:50.627940 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x137ea7ac
59 1@:23:53.694541 10.106.20.1 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
6@ 1@:23:53.696530 0.0.0.0 255.255.255, 255 DHCP 3780 DHCP Request = Transaction ID @x137ea7ac
61 10:23:53.698634 10.106.20.1 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
62 10:23:53.737816 10.106.20.1 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID @x137ea7ac

BREBREFIHIP

BA A EDHCPAIARSS L /Y1 PFE A R HAR FER AR AL,

EEREAERL

9800 WL CHhAYDHCPIRIE80 K F&185/150
ERLESH | BUEFREZEARESEDHCPRENENE  MARBRBMARRES , UHILBENBERERE, ERELENT—

EBREE (HIUNEIBRBME AR ) FAROKEHBERPAOBRER  E—HAEEE, filn , BEEENEEVLANS0LRE
, MEFIHSVIEEVLAN 0L AEEFiHRENDHCPH#, BREAERIIEFESEVLAN/ FRNBE,

#£9800 WLC L BIMRA<17.03.03F% , AILAR/DHCPREZZFRNE , FRAFFHVLANSE S —EVLAN , SINERERTH



(WMI) , RFEEEDHCP{a AR 27 AV IELR

UTREERE :

|
interface vlan 50
description Wireless Management
ip address 10.100.16.10 255.255.255.0
|
interface vlan 20
description Wireless_Client_vlan
ip address 192.168.4.2 255.255.255.0
ip helper-address 10.100.17.14
|

ip route 0.0.0.0 0.0.0.0 10.100.16.1

EWBEH | FIDHCPIARES10.100.17. 148 F E4FE BVLAN 50 (10.100.16.10) , AAERNESHNEENE2ERIPARPHNEHE
By, YEHAREETERESD , BETKEBEREENE(WMI) VLANE R,

BR K MELTEEIBEERROECERRPHME , AICTRHEEEERBVLAN 50, EIPFEuEBRTREFHBIVLAN 20]6E #
.

EpIEHBRIERER , BERMERIPDHCP relay source-interfacein 5 ADHCPE R B ERENRNEH. EEEERT , £E2FE
DHCPE R VLAN 50 EFIWMIN TEE H -

interface vlan 20

description Wireless_Client_vlan=

ip address 192.168.4.2 255.255.255.0
ip helper-address 10.100.17.14

ip dhcp relay source-interface vlan 50

£ Aip dhcp relay source-interfacefs BB , DHCPE R M RN EFMGIADDREEREBEDHCPHEGTSHRIEENNE ( £+ 5B
VLANS0) , ER—EREE , RAETRESDBEDHCPibiE & FiHVLAN,

DHCP{R B 35 2047 K& a0 it IEFE R B P umoth 70 B I P 2

Hit , EEHip dhep relay source-interface TS 8§ , CO800% B BN & F it FHEE G BB IHS2MEE 7118150 ( BAMEKRE
), MAEHEEARAER :



Relay agent IP address: 10.188.16.18

Client MAC address: |
Client hardware address padding: 98008000800080000060
Server host name not given

Boot file name not given

Magic cookie: DHCP

> Option: (53) DHCP Message Type (Discover)
> Option: (55) Parameter Request List
> Option: (57) Maximum DHCP Message Size
> Option: (61) Client identifier
> Option: (51) IP Address Lease Time
v Option: (82) Agent Information Option
Length: 6
~ Option 82 Suboption: (158) Link selection (Cisco proprietary) (192.168.4.2)
Length: 4

Link selection (Cisco proprietary): 192.168.4.2

WLCE R ‘5% LRI 182 F1EIE150

FERERT , ©EEMFiRE150 ( BEREE ), BAREHANDHCPRAMRES TR E L EF WY HEATIRE, BEASCI800HE B E
WA EREERIES FIRESEAEBKREEA, BUNEBEEUTERGSHITIIRE

<#root>

C9800(config)#ip dhcp compatibility suboption link-selection standard

EREENS TR  RRKEADHCPEN HE FIRESEIR FIRIR150, MIKRKRETUERZ HHH 71BA5 , KMERERNEH
ERMTEMER, LBEFNRARXEATRMANEESD BRARE



Relay agent IP address: 108.168.16.18

Client MAC address: /|y i s

Client hardware address padding: ©60006228080000000000

Server host name not given

Boot file name not given

Magic cookie:

> Optieon: (53)
> Option: (55)
» Option: (57)
» Option: (61)
» Option: (51)
v Option: (82)
Length: &

» Option 82

DHCP

DHCP Message Type (Discover)
Parameter Request List
Maximum DHCP Message Size
Client identifier

IP Address Lease Time
Agent Information Option

Suboption: (5) Link selection (192.168.4.2)

WLCE R BHE L iRIE182 FiRIES

Bt F&1E5% , SHDHCPREREZHEMMAKREERER. BR , £NUHSBIINAK (BEER ) EHE |, 45 2% £ AWindows
DHCPRIBR36F. EWAER HADHCPRIRSS A RERIPHut , AIRERA AT REZRIPHAELE.

&% A EDHCP BR 25 L #4TH BEIRAE ? B Windows DHCPRIfRER , A AR Y — EEKEAERBREPERENIP,



2% AP ENEIPib(GIADDR)AE 25T EIDHCPE A 15 Pit it E5E Y — 2B . DHCPYEF 51 Pith 1ik €5 B 2 S\ Y12
GIADDRERE R AZEE S , Windows DHCPRREF T EREFER BIEL P BN ENDHCPE FinsaR. AIEIHEHRER

HRZERERE, FHAGIADDREINEE ( (RGIADDRZEZMIPHUE , Bl Bmultiple) , #5 B H BEERGIADDR 11
, REMBIEE, SHEEETENAE , B2 B GIADDRIL,



R ENEEREF , DHCPERRBBBAPERN R EAER BN ETEFRE, &% , DHCPERSEXTINE
WLC , REWLCEBBBHRBESEERIFHEWLC, TREBCHENREEERENHEWLC, EHit , FrEER
DHCPHHBHE B HEEEBWLCLEER,

26| 2. ZHE(AP) LAFlextE BT

FlexConnect APE &7 X B MIRIRM A EERFT , AFEMEREZER REREHFERSIZF(WLC) W ERE B I EET,
FlexConnect APRI A E AR MFEAERNFER BN RE , MAEERREEETIWLC, ERD TEELEE TWANEE, &
FlextfxX T~ , DHCPRE AT LA E AR R A ith T4,

¥ ( Flex#®RAP)



DHCP Server

—

A A

Access Point

9800 WLC Router
Layer 3 Switch In Flex Mode
Wireless Client
fAREHAE  FlexdE AP
£ F #p SRDHCP#J FlexConnectiE LA P
EFFRDHCPRIBR=REF , BMWMAPER M , BE, BERENREHSRSRBRE - BR , HRFexConnectEX THAP , B

ERBFEARMDHCPRIRES , BRIEBERMILE FEREEFHSVI,



AR NMRERGESETHANEFHFH , B LAEAFexConnect NAT-PAT, FlexConnect NAT/PATHR B ERE
APHE Fim RENTHEE B ERNAT) , SHEMIAPHEE P, fl0 , INRENAPIER RS B
FlexConnectiE 30T |, It BB E FinE BBV RIEHI BT EAISHDHCPRREENR , AU S RBEEERTHN
R R DHCPRR & 3R B A FlexConnect NAT/PAT,

{8 F 7 #h DHCPHI FlexConnectiE AP

EFlexConnect APEL B A& A #thDHCPRF , BEEAPBIBM E Fin B g [ — A1 {85 - v A DHCPf fR s K IPH it Bl B, 1t
A DHCPAI RS AT A 2 R HEs. EFADHCPRIRET , St FHRANIRMHEDHCPIREW M E MM EE, £/ HDHCPE

, DHCPHREHE A MR ARIE  EEREAPEEZENREFIHASDHCPE R T RIAMBE ( I ARM ) . REERK , SRBEN
MM EREREEER,

DA IRA



1. 552 BFlexConnectig® , TR

75

7N

HEEREFEPRERNRANREERE -3,

2. EFImVLANEFIEflex profile T o
3 EEBAPREADEES  APEEVLANEEEARVLAN , WHHE R AFAREFIRRENVLAN,

UTRAPERN BB BN RE , HPFEEVLANASS , HFIRVLANA20 :

Switch#show run int gigl/0/2

interface GigabitEthernetl/0/2
switchport trunk allowed vlan 20,58
switchport trunk encapsulation dotlq
switchport trunk native vlan 58
switchport mode trunk

end
|

THRRE : $tHFed@ X REAPE , EAMDHCPRAIREEH AEXRRHN2E .

APE IR :

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

wwwwwwwwwwwwwww

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

33
33
33
33
36
36
36
36
36
36
36
36
36
36
36

APLITHERRSE !

APL{THERRIEE

1399
1460
1499
1560
1545
1546
1547
1548
1553
1555
1556
1558

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

37:.

i

B
37:
38:.
38:.
38:.
38:.

iof i i

38:..

38:.
38:.
38:.

FFIRHE

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

[~~~
5 =

=~~~ I~
=~~~ I~
@
-
e e o9

2

10.106.20.
10.106.20.
10.106.20.
10.106.20.

0.0.0.0
0.0.0.0

10.106.20.
10.106.20.

L e I e N e O e O e O e O e O e O e O O e O N N |

10
10
10
10

10
10

*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024

255.255.
255.255.
255.255.
255.255.
255.255.
255.255.
255.255.
255.255.
255.255.
255.255.
255.255.
255.255.

11
11:
11:
11
11:
11:
11
11:
11:
11:
11:
11:
11
11:
11:

255,
255.
255.
255,
255.
255.
255.
255,
255,
255.
255,
255,

:39:
39:
39:
:39:
39:
39:
:39:
39:
39:
39:
39:
39:
:39:
39:
39:

33.
33.
33.
33.
36.
36.
.9150]
36.
36.
36.
36.
36.
36.
36.
36.

36

255
255
255
255
255
255
255
255
255
255
255
255

6056]
6057]
6058]
6058]
7462]
9149]

9151]
9161]
9373]
9645]
9646]
9647]
9736]
9736]

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

[1712144373:605628] [AP_Name] [cTlient_mac] <aprOvl>
chatter: dhcp_req_local_sw_nonat: 1712144373.6056478
[1712144373:605830] [AP_Name] [client_mac] <wiredO>
chatter: dhcp_reply_nonat: 1712144373.605647862: 0.0
[1712144376:746192] [AP_Name] [cTlient_mac] <aprOvl>
chatter: dhcp_from_inet: 1712144376.914892705: 10.10
chatter: dhcp_reply_nonat: 1712144376.914892705: 10.
[1712144376:915159] [AP_Name] [cTlient_mac] <aprOvl>
[1712144376:916101] [AP_Name] [cTlient_mac] <aprOvl>
[1712144376:937350] [AP_Name] [cTlient_mac] <aprOvl>
[1712144376:964530] [AP_Name] [cTlient_mac] <aprOvl>
chatter: dhcp_reg_local_sw_nonat: 1712144376.9645492
[1712144376:964749] [AP_Name] [client_mac] <wiredO>
CLSM[client_mac]: client moved from IPLEARN_PENDING
[1712144376:973687] [AP_Name] [cTlient_mac] <aprOvl>

420 DHCP Discover - Transaction ID 8xb530583d
420 DHCP Discover - Transaction ID @xb538583d
342 DHCP Discover — Transaction ID 9xb530583d
420 DHCP Discover - Transaction ID @xb53@8583d

342 DHCP Offer — Transaction ID ®xb530583d
420 DHCP Offer — Transaction ID @xb53@583d
342 DHCP Offer — Transaction ID ®xb53@583d
420 DHCP Offer — Transaction ID ®xb530583d

370 DHCP Request - Transaction ID @xb53@583d
448 DHCP Request - Transaction ID ©xb530583d
342 DHCP ACK — Transaction ID @xb530583d
420 DHCP ACK — Transaction ID ®xb530583d



16548 111.9@5836 ©.0.8.8 255.255.255.255 DHCP 343 DHCP Discover - Transaction ID @x628c@1b4

16541 111.931651 10.106.20.18 16.106.26.18 DHCP 342 DHCP Offer - Transaction ID @x628c@1b4
16542 111.936185 8.0.8.8 255.255.255.255 DHCP 385 DHCP Request - Transaction ID @x628c©1b4
16543 112.304391 16.106.20.18 16.106.26.18 DHCP 342 DHCP ACK - Transaction ID @x628c@l1b4

REEREFIRKIP:
&R LA EDHCPR AR 25 L #Y I PR A R H A FERY AR A

EEREAERL

Connection-specific DNS Suffix . :

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6E AX211
Physical Address. . Ce e e

DHCP Enabled. . . . . . . . . . . ! Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address

IPv4 Address. . . . . . . . . . . #10.106.20.18(Preferred]
Subnet Mask . . . . . . . . . . . :§255.255.255.0

Lease Obtained. . . . . . . . . . 03 April 2024 17:24:16
Lease Expires . . . . . . . . . . J0o4 April 2024 01:24:16
Default Gateway P

DHCP Server . . . . . . . . . . . #10.106.20.10

DH CPE 8 & BE HERR

BEBRDHCPH &35 T 7 7E I SR PE 1 B 5 U 75 B AR B AR M BRI (X DHCPR AR R BRI Pib ik O RIRE . AT R HEBRDHCPHR R BR Y — L%
REBRMEIEER

1 BEEFIREE

- BREFIREESEEBEEIPE Y,

- EREERNEFSRAAERLER.

2. M EDHCP{E IR ESAR R



- WEDHCPAMES E % B A #E S B,

« WEDHCPRIMRERAYIPHE AL, FHBWMARMBEERE,

I EEHERE

- MEDHCPERE , BRTEZAN P EEHESHFER,

- BRERSMNEAMRMER , 5 NDNSH RN AREE

o EXALIRIT ( WActiveDirectory ) 1 , FEHERDHCP{R AR 25 A #Z B AR A DHCPRR

4. H#79800 WLCEHIEE

- HREEHEZMERTHSHE , SINRIRENE,. FRHSVIRROEEENEIt, FRERFZH K EERBRE
=R IERER.

o EAAEDHCPRIMRESE : BMDHCPERIENESR , X ERARBENEREEHEAFEES | 5527 & BCLIE EDHCPE
o TEEREMT , 9800 WLC LR EASTIFSBRTEAER,

o fEFAFRDHCPRIMRESHF , BRRWLC LITHRERE FAHFERAERVLANRE. ik , MRFEAXBDHCPRAIRES , BER
EAPLITHEERE F AFFEBVLAN,

5. B K EMELEERTE

o FERBFNABESRLEEEKFEIEDHCPRE ( DHCPRIBRESHIIE67 HIDHCPE FimiiE68 ) -

SEE S



FRBHWLCHIHE:

1 BMAMFExecR A HRES  BREGSEHERESA,
2. {8 A show tech-support wireless !! B8 E &

2. B RERBREE . KEBRHRED MHABEBRAREER.

show wirelesssummary !! APHIZ F i 2]

show wirelessexclusionlist ! fN SRR A & im 448 & B HEBR

show wireless exclusionlist client mac-addressMAC@ !! BN ERBHER B ER PN ELSHMEN , YNERFRRSHINATAEF K
WIPETE.

A MEEFHNIPHUSE  SHERBUREANTEBUBE | VLIANEBECEH ( HADHCPRERSRREEE ) , SRE
DHCP/ARPHISISFRV BRI B EE,

show wireless device-tracking databaseip !! IZIPREL R F i B BIBE :

show wir eless device-tracking database mac !! FEiBMackR E #2472 B 7 BHEIPE F ik,

show wirelessvlan details!! SEFIVLANBHER | FEREVLANRE REDHCPAMMERR BB R,
show wireless device-tracking feature drop ! SISFFR ) E 3

4 WLCEHH ERBEFImMACOI IS EE 1 show wireless device-tracking feature drop

i3

ERRERERBRBEE  BMATFIRMACH I A9 RS ER#E,

EIBCLI :

debug wireless{ mac | ip} {aaaa.bbbb.cccc | x.x.x.x} {monitor-time} {N seconds} !! Setting time allows us to enable traces for up to 24 days
I"Reproduce [ Clients should stuck in IP learn]

no debug wireless mac <Client MAC>

WL C generates a debug trace file with Client_info, command to check for debug trace file generated.

dir bootflash: | i debug



AR RUAESRABPRRS BFLE , ERBREWMERN BFE, RIFLETRETHD R BN FEER
o Bt , BEBEHEIREFEEREHRERFER,

EFRAMAERE  FETUTHS :

# clear platform condition all
# undebug all

EIBGUI :

S 1.8EZE Troubleshooting > Radioactive Trace .



HEBR 2B —TAdd, AR AR BRUENETFimMacitbit, &7 LUE NS EMacib ik E 1T IR#E

SER 3 EREMEFFERS AR  FE—T "R, . BMBR A FAFRAFCHS AR | RHERBAIMACH: 1t HHEIEY M
RHEEEERR.

SR 4 ERBHRBENBER |, & — T Stop.

SR 5 HREERARWmactbit , BALUEIBR — T Generate RER — B AFER , BEEBRZmacth it FTHE B 7%,
SROEFELELBY ENTHENROKE , RER-T 'ERAEXE, .
SRTIF[EEAUE-TEREBIENPETRTHER, HERFERNERFNREBREOUBTES | SAIEBCLIRRIERF
BH,

NEEFIEMACH I E BB HRAXNEE , ERFRATMACIBERE171UERTA,

5t : 7£9800 WLC LBt F S DHCPR; |, 9800 L HIEPCHSIERE A,



ZEIBCLI :

monitor capture MY CAP clear

monitor capture MY CAP interface Pol both

monitor capture MY CAP buffer size 100

monitor capture MY CAP match any

monitor capture MY CAP inner mac CLIENT_MAC@

monitor capture MY CAP start

I'Reproduce

monitor capture MY CAP stop

monitor capture MY CAP export flash:|tftp:|http:.../filename.pcap

EBGUI :
%8 1. ER R Troubleshooting > Packet Capture > +Add.

SR2EREHIMHENERE. RS AFEFT.

SR EREERNE (WRE ),

SRANMRFEFIREWEEERMCPUIEAERFES , FERPHENERZFRE,
SREERBEFEKND. &S LFF100 MB,

SROBEFTEERAFFEE - 1000000 K HIFRK L FFEE1 - 100000BE R TN ER THE,
SRIREAITHNEFETRENE , WRETEREBH G/,

SRS RIFAEATRE,

SRR EERBEI , FRIRR,

SRN0.EIURENATIERNRS . EFDELHEE  FREFL.

SB11.EILLE , UER TEE ) (Export)iRiliiE— TR E |, LUEBHTTPRTFTPRIRES. FTPRERES. At RKEHESRIREICERE
HE R R (pcap) TEHBI AL ERE,

K EAPHRH B &

show tech !'! Collect show tech to have all config details and client stats for the AP.
term non

Il Basic

debug client MAC@

REDHCP{EPRESAY HES

EASNEDHCPRIBREREF , REEMRF[HWERE AFNERTHEER | LURBEDHCPREN RS,



Hitt A5

R B FDHCPR B E R E P RDHCPREFHI9800 WLC LA R , REEARDHCPREEFMWAPHAR BFF AR |, QIR EZEER
FTHERREREEN  LURRENGREEERINZAPE, BEXBRMENIIEE , SULUREE LTHEERBRE FSTRARNERS
HEWMSPAN ( RLEDHTES ) W, BEEZFSRMDHCPREUEEEAFT BN E ( #DHCPE F ik EIDHCPAIREF AR KB A [

) o

EHMEREIRE

BE1.EAEREEERARETRENVLANEREIPLE, TREEHREREFIREETEREFRHVLANBBH R {ESSIDZ E{l#e
BR. EEEBERT , FAERUESFERLCINERNWVLANESRIP, HALIPREERVLANKWDHCPEREIA , ATLADHCP{E AR

B E HINAK ( BEMERR ) , FHit , B IRASE AR Pl

EREREARS , EEEFSSIDINEFIHVLANRVLAN 20 , EE Fig BB ENEZNVLAN ( BIVLAN 10) FEFIP,

2024/03/30 10:40:43.050956833 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
2024/03/30 10:40:43.051051895 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
2024/03/30 10:40:43.058538643 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
2024/03/30 10:40:43.058658561 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
WLCEHBRARXER THE :

166 16:10:.. 0.0.0.0 255,255, 255,255 DHCP 368 DHCP Request - Transaction ID @x86ad967@

167 16:10:.. 0.9.0.0 255.255.255. 255 DHCP 368 DHCP Request - Transaction ID ©x86ad967@

168 16:10:.. 10.106.20.10 255,255, 255,255 DHCP 346 DHCP NAK - Transaction ID @x86ad967@

169 16:10:.. 10.106.20.10 255.255.255.255 DHCP 346 DHCP NAK - Transaction ID @x86ad9670
WLCERBRARXER IHE

User Datagram Protocol, Src Port: 68, Dst Port: 67

Dynamic Host Configuration Protocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: @
Transaction ID: 0x86ad967@
Seconds elapsed: @
Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: @
Next server IP address: 0.0
Relay agent IP address: 0.0
Client MAC address: T
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Request)
Option: (61) Client identifier

> Option: (50) Requested IP Address (10.106.10.12)

Option: (12) Host Name

.0.0.0
.0.0
.0.0



WLCE R E1 ¥ L HIDHCPEE50

BRAR : ARERFFIRTHTENDHCPIBRE , W U ERMKE E A IPv4 DHCP Requiredi®H, BRUAMERTE , AHREEFIR
ESSIDZ MYI#EF | A FFDHCP{R AR 25 #E 82 %5 B SSIDBARAAYVLANGE R I P it B B & S IR EENAK, BRI, BF IR TRESREAEAR
FRELHMFAENIPHL , RMEBBEATE. B2 , FIiF , MALDEETERE T RPN EREEFiR,

LT ARMAMRRENRE

FEIBCLI :

configure terminal
wireless profile policy $Policy_Profile_name
ipv4 dhcp required

ZEIBGUI : EfZEDHCPEBS T B Configuration > Tags & Profile > Policy > Policy_name > Advanced. X Fipv4 DHCP required.

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Polic

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile

Session Timeout (sec) 28800 | ® Link-Local Bridging

Idle Timeout (sec) 300 | B‘no[‘iill;.lf Service default-mdns-ser ..
Idle Threshold (bytes) 0 | POR—

Client Exclusion Timeout (sec) ] | 60 . L3 Access @ oisasLep

Guest LAN Session Timeout User Defined (Private) Network
DHCP Status

IPv4 DHCP Required v Drop Unicast

DHCP Server |IP Address . DNS Layer Security

WLC LB SR RSB B AR RERTE



AR HRANEHEERE , EMEWLCHEDHCPREIFEEE, MREAMENIPV4ADHCP, AIEEREAIBWLCHEE
BWLCLRAT. MECENRKEERERZRPHWDHCPHBEET — Nt EREFREHEH A BIME,

M2 . ARIPEEEE , B IEWRBRRER. EMBRET , IPERREZAEREFFREREAR—IPHiUtNER. FEAR
%, TR :

LARENBRIPIE  EEAELEEKE FRENFRIPHI RGN F o BRIEEHEEAEN PR | TaeeEHIPER
. EMAKEESEAMENIPHIRER K SHREERBR  EVHETEHEBERE: —IMAEKENFERER, ERRIE[E
, BABRBER PN SEE P iRE BN — 8P4,

. EBEDHCPRIRES : MR L EERCRESEZDHCPRIRE TESEIPHI P EECEINIPRILFTEREFTR, LEEFHRT
%a%’ék%ﬂ%%%ﬁilPﬂiﬁ@?&:ﬁﬁﬁﬂﬁ&mﬁ%;ﬁio EfANRERE | S W PR H BRIEEDHCPEIARES , UABSLE
—FEAHBEE—SHIPER,



3. 9800 WLCHE FImMiBERE : A , BHBTASAEEFIHRESENNIPHINIBEBEKRE. EELERT , XEFHRE
9800 WLCH MIBRIELLIBIEFEE . AT RBERZE !

o BHEBRBE A MImact HEIEST AR EERME | 30 A3 AU M BRBE R B9 & SEmaciB B R it it

o  IBASEESIERISEESHEE : WCLIENT ORCH_L OG-5-ADD_TO BLACKLIST REASON : ZFI%MAC : EAIP:
10.37.57.249 Affected_Client MACEIEINZIHEBRBESF , BEFFIWMAC : Legit Client MAC , IP: 10.37.57.24 , KR :
| Pt 1k 35 55

o RBHTTIES :
show wireless device-tracking database mac | sec $Legit_Client MAC
show wireless device-tracking databaseip | sec $Legit_Client_MAC

(MREEEARERE , BT UER —BEEEFHEMacitt it EZEIP . —ERRBIP, B —ERBR/RENIP,
R % - A clear wireless device-tracking mac-address $Legit-Client_MAC ip-address 10.37.57.24

4. TE4E FAME B F B ER B AN BEDHCPRI AR 2R HE 1T Flex BB B BF : 7EFlexConnectiB & |, T BB iR BB F £ A L E F BRI EIPAI I
AHDHCPRAMRRR, EEBER JREHUATRMMNBRE FinZRIHEMN P, HFERREFHNEFREEAR /RIS
BE FimER AR ERARN P , T EBRATREN PEE, At , ELEFRBERENRMELLEBES , MBiLIPba &R

o

BRI . EFlexConnectBl BRERTAIPESEINAE, "Flex Deployment HIEEE Sk Ptk | Thae 2 FF7E 2 B Fl exConnectih B
fE M EAY I PibL | [E 65 #E B FlexConnect SR B Fh X BRI AR A 45 E A ThAE,

AR, WHEAER, STNEBHUTERXRATE !

EiBCLI :

configure terminal
wireless profile flex $Flex_Profile_name
ip overlap

FEIBGUI : i##EConfiguration > Tags & Profiles> Flex. BB B AFlexBlERR/EMAIF FexB BEER , Y EGenerd EE TRAAIP
Overlap,


http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25CLIENT_ORCH_LOG-5-ADD_TO_BLACKLIST_REASON:
http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25CLIENT_ORCH_LOG-5-ADD_TO_BLACKLIST_REASON:

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Mame* default-flex-profile Fallback Radio Shut
Description default flex profile Flex Resilient
Native VLAN ID 1 ARF Cacting ’
Efficient Image Upgrade v
HTTP Proxy Port 0
OfficeExtend AP
HTTP-Proxy IP Address 0.0.0.0
Join Minimum Latency
CTS Policy
IP Overlap v
Inline Tagging
mDNS Flex Profile v B

SGACL Enforcement
PMK Propagation

CTS Profile Name default-sxp-p ... X ¥

WLC LB Flextil B 18 REXE

RRE3. EEE iR E AR BN VLANERIPI, FEFEAVLAN 1T 2 EBHAEF IV LANEEF exConnectZBE H ARAPE R
VLANMEK  SESR4ENEE, ERENREARREEETERENVLANS B, B TERHEEE  LUTEE9800% 5 LREVLAN
IDEFFEZ B & BRI

1 EARAAAABERENAAARIARES S , BARMAAAFRSEZEENVLAN IDEHEEE, MREBHTVLANSRE  EERvHE
9800 WLC EELEAVLANS FBITHL

2. BEAEBEFHAEEREVLAN 1B , TATASEERISAPNERNME :
HRAKRER/EPIBEFHAP

«  IEBEVLAN-name=TERE , BEFIHDEHBVLAN 1

o  fERAVLAN-ID 1A & Fin 0BG EEETEVLAN

HRFlediE /A i P HAP

«  IBEVLAN-name=TEFR{E , BEFIHDEHBVLAN 1

«  ERAVLAN-ID 17 # % Fif 2 B 44 FlexConnectZ 1 VLAN

UTREBREFHRBN —LROWES L REMBR



LAERBERT , MRFEAERERREEERTEETMAAS , AIWLCESEVLAN-ID 1, AEXEFHERMERX T HEHAEREE
VLAN , 3 B FlexConnectff I APAS#VLAN,

2. i Rflex-profile FHAHVLANE B T FEA R EE BN AVLANID , F2EME , IFERKEEERRET "fER,
VLANEE , EFRtEREEVLAN ( Ri#VLAN ) EEHUP,

3. R flex-profile N BYNative- VLANEL BEHIVLAN-IDEERR M F R BRI At VLANMRE , Q| R B R PR N ERERTEE T
B ENVLAN DERIP,

4. NRBFBVLANBRBMIEVLAN ID , FERFABEERFHVLANZ BER.

HEEF

» 9800t Ky AEFDHCP{E AR 88

o SEBDHCPEIRESEFEFEH

*  Flex APHHINAT-PAT

*« VIAN1 i3 Uit

B R+ 4
. 250


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html#UseofVLAN1inaPolicyProfile
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html#UseofVLAN1inaPolicyProfile
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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