ASR 50003 5l £ A & &% i P BE B
B 8%

ST
=
B

EERETF (mon¥ )

EEER G

logqging trace

EEfE

JE B SR IE 1T R EC 8%

Subscriberfin &

show subscribers full

show subscribers ( £FRhsgw ) | pgw-only | ggsn-only | mme-only | sgw-only | sgsn-only)full
show active-charging sessions full
show active-charging firewall statistics
show subscribers data-rate [high/low]
show subscribers debug-info

show subscribers aaa-configuration
BRI BEES

show active-charging flows ip-address
show subscribers policy

show [mipfa | mipha]Z Ih&E

show [mipfa |miphalit £{25

show ppp [full]

show rp full

show [2tp sessions full

show rsvp counters

show ims-authorization sessions full
IFFEAERERS

HHE RN T B EEww

masr

e

b

ANEHMEEARGRIERSEEREBENCL, ERRAE—ECHNETRMAMRI[N—HTEH
AR  ER—ERAMN (4% ) FTEMARSE , BEFSCLIAEBEABE, EHEIHRBES

, EEME (EEREREN ) MAEFACLIESER. BR  XFMAELH SHERANEERR
,AAREF-EHTRBERBEN , ME—LatRERN , 2EUERARMAETF. ALERAR
EREYH (EEAENRRCBREEEELR )  MAELERRFWUEREEE (FURE

) BERIERERNEMEFH.,

ERZMFRME T RECIRAE , SIEBARER. APt MIEREAHESER.

BE



EE#ETR (mon¥)

ERRREFALEEENGTZ— , LETEN AT REARKEENBRERLRZE. RBRENR
E, CAURERSEEAENMANE. R, BESNAERH/ESNEREN, ETasH
FREmLRN - LIEEEE

- BEBEEEREENAE  IRREFEEECEAREFERENANEERE , AIEHRE
B TR, HE((TREEREZR) THRESERERABEEREENE, NREERER
, At 5 A A8 R A 1T,

- HRABEAFILR B (FHEAXRP, FKRP, E{tER&EIL(EVDO)., 1X-EVDO, ZHE2/EPREH
E(L2TP), A#RIEHA), RESRIL(LTE)E) , AERREGEZTER 2 HLBYEA R R B
, BB BB o 4RI 41 Th8E(PCF) R S B L2TPIZ A £ P 85 (LAC) SR LIRIRERY REOY B B | HIES
BEAEEERBEAFERBLHEZERET — XY, SEESEMGFE, MR ENFT
EHUEMEZR—HE , BSEZFSEINEAE (BRTHHREINESEURA ) , BAE
=N NEE L

- FHARES A1E25ERR. MRFFE , BTERATSRINFHEREE  RAESFENR
HEEEF (R ) ENEH, BEEADFEMAEE2 (FERE=1)REHT,

- FERERAT , ASHEXFFTEZEMRNIGESERFHERBUREE

-BRTEBRNERSERN , ERESER—LSHRACONTROLEER |, EXEETIEERBE T IE
ERITERRITEH — ELXEAEEREA, ECENUSERFBERNFURTER. AT
FREIS A

*** CONTROL*** 00: 25: 27: 054 Eventid: 11813
No LMA address avail able for APN <apn2> in subscriber profile, PDN connection failed

- MREREE R LEE T HE BRH(ECS) , RIBARBUEIR34 ( CSSEH ) AFFRAEIEE
ECSIEMNFIEERE , ERMRHRENTERMBER U BIRNATHE. fl, ATRE
—{E6E & AR AR R HH B M E(ICMP)ERE , ©RHEAECSHZERMIP 10.251.88.68F A $LIP
209.165.201. 1ETNATEER

<<<<QUTBOUND 23:57:08:943 Eventi d: 77000(9)
CSS Uplink Qutput PDU to ACS- slot:2 cpu:17 inst: 4369
10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, |en 84)

** % CONTROL*** 23:57:08: 943 Eventid: 77202
Rul e matched : icnp-pkts for uplink packet of subscriber MsID :

I NBOUND>>>>> 23:57: 08: 943 Eventid: 77001(9)
CSS Uplink Input PDU from ACS- slot:3 cpu:34 inst:8738
209.165.201.1 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, |len 84)

 MRRBHPEFIASRERBETANERER , AIRKFEAENABEENEESHE ( HEL
FHHAFEREMEASERNEN  BEABBIREERK ) , L ATUER ( #%51# ) logging
monitors;logging tracef &

- FFRATHRNERMEEER B , ARSEREHNENRREREEA |, I TRER R b BT
BERNERCINEFREEREERONERIER , B8EEXIERF.

- B HEER R (PDSN) R EE D HE R RBMEBEAHSGW)BHN A Din , &7 WIEME
AMTEEER (MMREEHEHRESREPREE , TR ) , HBBHLERWMSID)M R 2
RAEABETER  RAETHURKKRERAEEBEARA (HAER ) , BELER, IR



MSIDAA , AIEHAKERHABRE , REBXMSIDEMBHBER,

LUT S Bl REAMSIDETERE |, LEACERAERRMETELERERIBERERS (A11EE ) &
EATEIP(MIP)ZEMFERE ERadiusBR BRI ERETLER., EEAEBBERT , FUEFAR
MEEHE , MEMSIDERF |, IYFEPDSNRHK M EHE,

[l ocal ] PDSN> non sub nsid 111119782577072

VBl D/ | VBI : 111119782577072 Callid . 45422432

| MVEI : nla VBl SDN : nla

User nane : nla Sessi onType : unknown(0x00000000)
St at us . Dor mant Servi ce Name: ORP-1x

Src Context : source

Wednesday June 17 2015
<<<<QUTBOUND 16:47:57: 310 Eventi d: 29001( 3)
A1l Tx PDU, from 10.208.144.30:699 to 10.211.17.206: 699 (75)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetinme: 0x0708

[l ocal ] PDSN> non sub user 9782577072@i sco. com

VBl D/ | VBI : 111119782577072 Callid . 110b36ad

| VEI : nla MBI SDN : nla

User nane . 9782577072@i sco. com Sessi onType : unknown(0x00000010)
St at us . Dor mant Service Name: FA service-1

Src Context : destination

Wednesday June 17 2015
<<<<QUTBOUND 17:11:53:987 Eventid: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 10.208.148. 133: 24912 to 198.51.100. 1: 1645 (401) PDU
di ct =cust on®

Code: 1 (Access- Request)

Id: 81

Length: 401

Aut henticator: CB 94 F3 4B 04 77 9F 4A 7A 44 FA 13 C9 7A 60 3C

Calling-Station-1d = 111119782577072

- ERSBATRAEAELBI)FIEELLBAHENETESNEN L MESEXSEER
BNERE,

- ARELHESEREENERS , FINBEIP , MIPERSE R , BN EiHEPPP)M
MIP,

- ERELEHIFE (MNERE ) K, BERREEES  RRSIHERE  FHE
B th S anitt .

- ERRBENMANGHEEZNE LNERNORERIERS  TRACEER  ARTEERNIPE
SaebisERy , ALEREREREEAATE  BATETRBHENRELRE , &
WMUT—EMB. HlM, TETRIPHREFTHASHM L, MRFEELMV , FRK
HEX/ASCIIZEIE,

(aiif
[
<}
e
¥
uy
)
=



CFZEEHBRBEEETHRE  AERRTETERNEYE , MRINZENIXEARR, H
Rverbosity 3F/2% +<HE AL Fl/asciiE 7 AR R B E R,
DT RFMREIH2N RO E  #EREEAMERSTHHEX/ASCI:

Application Sub Type: 0x0l1 (Radi us)
Radi us Attr: Attribute Type: 26 (Vendor- Specific)
Length: 12
Vendor |d: 5535 (ThreeGPP2)
Vendor Type: 40 (3GPP2-Airlink-Record- Type)
Vendor Length: 6
Val ue: 00 00 00 02
(Active-Start)

Application Sub Type: 0xO0l1 (Radi us)
Radi us Attr: 3GPP2-Airlink-Record-Type = Active-Start

0x0000 010a 0708 0000 0000 Oad0 90le 0adO0 9158  ............... X
0x0010  d92c 509a 0265 af 7e 2715 8881 echa aed8 L Poe
0x0020 0000 0001 0006 0811 1111 4290 4988 6126 .......... B.1.a&
0x0030 0000 d800 0015 9f 01 0O1la 0c0O0 0015 9f28 ............... (
0x0040 0600 0000 021a 0c0O0 0015 9f 29 06ec baae ........... )
0x0050 d8la 0c00 0015 9f 2a 0600 0000 0O11a 1600 ....... PR
0x0060 0015 9f 74 1041 3030 3030 3034 4444 3045 ...t. AOO0O004DDOE
0x0070 4535 331a 1400 0015 9f Oa 0e30 3031 3230 ES3........ 00120
0x0080 3030 3330 3131 341a 0c00 0015 9f Ob 0600 0030114.........

0x0090 0000 00l1a 0cOO0 0015 9f Oc 0600 0000 00la  ................
0x00a0  0c00 0015 9f 0d 0600 0000 00l1a 0cOO0 0015 ................
0x00b0O  9f10 0600 0000 211a 0cOO0 0015 9f11 0600 ...... Lo
0x00cO 0000 00l1a 0cOO0 0015 9f12 0600 0000 00la  ................
0x00d0  0c00 0015 9f13 0600 0000 00l1a 0cOO0 0015 ................
0x00e0  9f 14 0600 0000 00la 0cO0 0015 9f15 0600  ................

0x00f 0 0000 00l1a 0cO0 0015 9f 32 0600 0000 00la  ......... 2......
0x0100  0c00 0015 9f 27 0600 0000 0020 1400 0001 ..... P
0x0110  00b3 c5f0 257e 8e93 c719 1b79 3ef9 30be % y>. 0.
0x0120 07

- WIkFFE DB ER SMERHER  RAMKEERETINPUESREZERNE RERAE
BRWKsessmgrE B R aHEL SR  YEERFERESEMERHEL SR, EHA
B 5Ll , FERNPUSER M 2 B

- EHANSREBFA/MHAKFE L  EESEF—EFEAESENELE, fln, WREFALEE
RADIUSH 5% , IFTEEFIUNHAB» B TS 0EE. NRsE  EELERTERE
EHEREERENEERE.

- HEH BN REE ( FANHA ) ETHEDRE , IREEEUMERE , ENRERT
HEpPHERE L TREY | RIS MERAEERE TR

flan | ERRFABEEIHANMEREERS :

PDSN FA:

<<<<QUTBOUND 23:57:08:941 Eventid: 27001(0)

M P- TUNNEL (I Pv4-1Pv4) Tx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, len
84) (ttl 255, id 0, len 104)

HA:



I NBOUND>>>>> 23:57: 08: 943 Eventi d: 27000( 0)

M P- TUNNEL (1 Pv4-1Pv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnmp: echo request (ttl 62, id 13840, len
84) (ttl 251, id 0, len 104)

- RRENTERMBE(PON)H H ONEEENEZRNERS ( BRHAORFA-HA IPREE , BRittF
SEFANEO ) , BENOTERBEN A LETSENSNRREREBTET. URHTEA
WAR  RAROWATEEOE  AIRTHEIEANHIIRD (SFEENBERELS ) .
BR , MRREMANGEZEEY ACEZEE , AIFERECRERH D EELUERASRE
FHEBE  URR , REEHOLKRINEE ? SERLERRAWMER @, EEHAEEDSZEA
AREANEMEAHE ENENIRRSR  SREEATNSER ( 2/ R ) ETEH%
(EAERE MR BRA MRS ) TREDREENERNERERE,

AT RFARHA LWICMPRERMEE , PO ERREHANB A (FA-HAEE ) &% , BETRE
FARBW AN LR K EAMENEHEEE L, FEE , EFAFMHAZ B E XM — B2 KiBHE
HEENNEFRETTLE !

I NBOUND>>>>> 23:57:08: 941 Eventi d: 25000( 0)
PPP Rx PDU (85)
IP 85: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 63, id 13840, |len 84)

<<<<QUTBOUND 23:57:08:941 Eventid: 27001(0)

M P- TUNNEL (| Pv4-1Pv4) Tx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, len
84) (ttl 255, id 0, len 104)

I NBOUND>>>>> 23:57: 08: 943 Eventi d: 27000( 0)

M P- TUNNEL (| Pv4-1Pv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, len
84) (ttl 251, id 0, len 104)

<<<<OUTBOUND 23: 57: 09: 029 Eventi d: 27001( 0)

M P- TUNNEL (1 Pv4-1Pv4) Tx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icnp: echo reply (ttl 42, id 27830, |en 84)
(ttl 255, id 0, len 104)

Monday May 18 2015

| NBOUND>>>>> 23:57:09: 030 Eventi d: 27000( 0)

M P- TUNNEL (| Pv4-1Pv4) Rx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icnp: echo reply (ttl 42, id 27830, |len 84)
(ttl 251, id 0, len 104)

Monday May 18 2015
<<<<QUTBOUND 23:57:09: 030 Eventid: 25001(0)

PPP Tx PDU (88)
IP 88: 192.0.2.1 > 10.251.88.68: icnp: echo reply (ttl 41, id 27830, |len 84)

*BEFAENASRNME LRERAEZENTRRS , BETACELESEREEDRE , EREURRHE
(BT EDBTRBEEREER )

PHmonFEIHE , FEEBUTHRE :
- REERTRNRAOER S (BIREMBNSHWERE, REKENBRIARERBENERE



;)

- REURIENCNETHNEKEHRNTAER (UBREEDE—ELFAEETI®E)

- BERORRRRAERNRE BRI REASER , M/RRBRE/BENGTRSRE

- RRBENFAHRIEFEE/ZERNERS (F2RTEEEEFNES

- BEREPNESERCEA IS ERAN/ERE (B, pthitE ) ?

- BHATCP/IP , BiERBERRENER. MonTHEANTCPEZFHNERBIES(SYN), S(ER
Ack on line(Acknowledgement), S(#RAck on line(SYN Ack). P(Push), R(Reset)., F(FIN)

- BERSHERESRERRE

- EEAEFUHERERR, EREd(EAERE. msid, imsiF ) . BEATNAT IPtisitb it $8
B, UDP/TCPESE, #EEMARET (4w ) bk, FAEREEE (HTTP, SMS. FTP,
UDP% ), Y& MPIZRHIEBbat (Bl - FA, HA, PCF., REEMETEHRIIHEE(PCRF), R
#E3(SGW), Diameterfilfkzz%)%F. TE28 MEHAIRE,

- REBRBERUEESKRIAENTERMARENRANEERHET A — =AM

HRE1R 8

EERLR2EMREDTT , MARARERBECAENETRITTS. FALTTERMERE

B

- FEEREBCLIZSEEARBME  RAFMEREEFER AFH

- CHEREERAENMERENAZRDES  SRELGEAEETHENALE, BFRAHEE
EREAMENEGE , BEFRSEREAEA , YETEHRFEERTE , NARKBFCERE
BRHESBRARSERE (RAERMSHEERSERRENMEFERENENRA ) .

BTN GRERFEAEERNBHARES/IRREN, BETACH/RIENMEEHRER
o

- ATHEERSFRESHEENGEEENFMEER (logging monitorZ @ FE A EEEHN

BT )  FRRETERSCEHRESHE Y EURSMERSBENRBEEES| AEL , X

# , BEFRERATEEHFMERERE (global configii$ logging display event-verbosity

fully ), B—EBAETEEURETEMNEATE , RAMERECRKEEATE,

logging trace

BEASSROEREE AR , W AE MexecRNIRAIEA , BRKBEREECER. EWAHRYE
REER (N/REETRSRE - DHFUREEFETHRERR ) #£THEHER , MYy
BYETHESR , RAFTEEREZMFUTREFUEN (BRIRE TREEEEFRE TR F
WE—#EE, ). EEHRSRCSREEEREEL, "showlogs, BRABHENEHR,

E i e

e B LIEEHE (RS, BERTE ) WArEHERE , WHEERERERL

- AR REMNES  EEZAREEMBE LNRRERALE  EREUARBENHENER
aB.
- REEESCLIEF S RRET



- ERDBEERENGY K FTEEBFAEAENHHEETER , SINERELRBMSID, B
g%o

JEE BT R RC 8%

EXHREEMRBEESFENG L (EERERIFER )

— & Emonitorifh E £ R & MAIBIR 6L /A & da 5 A E M E R R E

— TREFREET/EERMAFKMARS , EREURREEMENRE, AERINKEEE  FRE
HAREEERERE LRRFREE.

Subscriberig 4

HAUTHEFEREGT , TEREFRENEATR K MEBBEEBENEE , WimhFE
MANEIEREE | IR EIHERN LRSI RE(PDSN, FA., HA, LAC, L2TPHEE AR
(LNS). ECS. LTEZ)SRIE/E8 ( ¥ZH) ) B8 ( PCF. FA, HA. LAC. LNS, SGWZ ), E#
Y, ERNIZHFHARERARADEFEL//DR), BRIEENERE (KRR ) . B
HIPHER, KIESEERES K EEELSIBURFZHEMSIBNTREMES, FHBEERSHE
Bttt K ABRETERE EBERENEFRZE,

WEIFmR , YFERBRANEERMNBSEFERE, REMNEFEHAEFRBNER , ST LIESXE
R ERAEBE P UE—SHE NI BERENERAEET O, B2E "show
subscribers FICLIB B TR E B,

ERERECAEN 0 LAERAEAESE,. ERBEERERAIMS)), MSID. BEE
ISDN(MSISDN)F B3 7 2 — T EREE .

show subscribers full

EUREREEENE—FHAEGS , EXHYSACHEREREZD S, CEsEEFEAENAE
B, BAREAEBEFREER. #AEEIENRENHRESEMEN , EREE , FEHUNRE
*ﬂ%lg?ﬁitbﬁﬂb*ﬁﬁﬁ% , TERBETHESRNASZTE , SESSHEFRTE. EEIEN
EIEA :

- RERVAHEE , RRECRRFULERM, flw : - HA LR#BE R [ AR ES(DNS) L4k 46 B
, A ADNSE{EPDSN/FAZ HEY,

RIEREBRATKE ELESR  YARKERB LREATHIRRE

- RERVITRESIH SR

- RERUTRERS—EE , BER LS —BESKKEER. flU, MREX[ARSFFEERD
7 , BIE AAYRADIUS R k3R I pE & i &

-HBRLTENHMRE  SEEAENSEEREARE R — @R, flm , R —EEHEER
F=AERIEBAPN) , HP—EAPNEMEES , BESSHTERENE,

- RIBFER , FEWCEZENEECLIAE HAERE , 2 FEE,



PDSN/FA ( A% ) fHA ( HAREIEHAEEER A ) ST R BIMNMEEEAL , t T EBANFEW
a7 SF

- MR8 — REESRSE SN
- AR/ — PRI O bR B
- HERREL B — FEAL S O S A9 B
- EAEBT. MSID, IPH#isk, NAT IPiit — EBEAEN S Z.
BYEE : msidiE R Rmsid. I, FPGWLE |, ERIMSI,
. Callid - 8fA+AEMHEHFID , ARBERRBESFNMETE. HaERBBEFEPGW)HZ
R EEER(MME) LN S EAPNERE — @1 —#YCallid
- Sessmgrff|18 — BB & FEHsessmgrf5l I (show task resources will list the sessmgrs)
. F/Cpu - sessmgrFf EHIPSCZ & K EEE +~(DPC)
. PCF, HA, FA, DNS#sitZE — FS B8
ARG — FREMLLEAREF
- PRI B — WL B EREFE,
et - MREAEC B , AIEFANMIHAZE ARG B TR , RAMHNFARI R AER A
BN ESD
- ZHEE — ARBEAFER ( FFHEEHERST ) WEE
. BERREE — RERLEZIUURESREHE (HERBRERG ., £50RBFREF
ISRAEET BRI )
.- MIP FA/IMIP HA - MIPEFEHN S EE
- Input Pkts/Bytes — 8 EAE BB A OB ENFERAEER T/ THEE
- Output Pkts/Bytes — @i A O in{EiA FIFTBI R ST A A & E RS/ T H R,
BYEE
— EEHEBEEARAOR., HOMWEFTEHSR
— BEHENEELT/REECSHER T zBEZEZIINEE , EUEIETETE
. input pkts dropped/output pkts dropped — FEFE , HTEMR LAt 2 EECS/HERZE |, Him
LEEEHT , ARMREPNFEEHFEACLRE (AT ERRAEHSRERE
ECSH ),
HEERET R

Ciph B — P RRIPHUERYIPH, EEMEER (R ) HE  RAHMER (8D
PDSN ) SEHE M AR , ReEFE Mt

. ECS Rulebase — X EiFt E RIS (ACS)F Mirulebase , BSERAREREERITHRA

- Natip address — A\ BT AHIPH#st , NATASERERE BN P D EAFERE

- NATHRIE — FEECSHRTS + (£ F (Y B BENAT IPtAEY 5 48

- (BE) —NATHU R KAZRERIEEERE (SEBEE )

. (NAT Pt &% ) — NAT BT

- Nexthop ip address - IPHHY T — Bkithuit | & x2S 2 HEVE

- DEHINATER — ATANERNEHLIRELIENEER , AREIBNAT IPEITNATERE

. F1THECSSE A/ L1THHRCSSEF — HECSHREEENERSBN LT (@A ) MTT (8@
H ) AEfETE

LU —REPDSNHMHA L BRI — A EREHITH "show sub fully HEEEH (MR T HELE TR
BEE, W)  FmEcENEY (2EHSHE ) REZHEERE,



PDSN> show sub full username 9782577072@i sco. com
Monday May 18 23:56:20 UTC 2015

User name: 9782577072@i sco. com St at us: Dor mant
Access Type: pdsn-nobile-ip Net work Type: Mbbile-IP
Access Tech: CDMA 1xRTT Access Network Peer ID: n/a
callid: 3ee822d2 nsid: 111119782577072
Card/ Cpu: 15/0 Sessngr | nstance: 212
state: Connected PCF address: 10.211.17.207

connect tinme: Mon May 18 23:45:54 2015 call duration: 00h10nB5s
idle time: 00h02nB0s idle tinme left: 02h02nB0s
session tinme |eft: 23h44n25s i p address: 10.251. 88. 68

Primary DNS Address: 209. 165. 200. 225
Secondary DNS Address: 209.165. 200. 226
home-agent: 203.0.113.2

fa-service nane: FA9 (context destination)

source context: source destination context: destination
AAA context: source AAA dommi n: cisco.com
AAA start count: 1 AAA stop count: O

AAA interimcount (RADI US+GTPP): 0 Acct-session-id: 69A9CDEB
AAA RADI US group: aaa-cisco.com

RADI US Auth Server |P: 198.51.100.1

RADI US Acct Server |P: 198.51.100.1
NAS | P Address: 10.208.148.133

M PFA Sessi on: Car e- of - Address: 203.0.113.1
Home- Addr ess: 10. 251. 88. 68 HA- Addr ess: 203.0.113.2
Lifetime: 02h00nD0s Renmi ni ng Life: 01h49nR5s
Revocation Negotiated: yes Revocation | Bit Negotiated: Yes

i nput pkts: 254 out put pkts: 229
i nput bytes: 24088 out put bytes: 129012
i nput pkts dropped: O out put pkts dropped: O
dormancy total: 11 handoff total: O
Num Auxiliary AlOs:1
PCF Address SR ID
10. 211. 17. 207 1

[1 ocal ] HA> show sub full username 9782577072@i sco. com
Monday May 18 23:56:14 UTC 2015

User name: 9782577072@i sco. com Status: Onlinel/Active
Access Type: ha-nobile-ip Net work Type: |P
Access Tech: Ot her Access Network Peer 1D n/a
callid: 4a6ae475 nsid: n/a
Card/ Cpu: 2/0 Sessngr | nstance: 329
state: Connected FA address: 66.174.112.72
connect tinme: Mon May 18 23:45:54 2015 call duration: 00h10nR8s
idle tinme: 00h02nR23s idle time left: n/a

session tinme |left: 23h49nB2s

ip address: 10.251. 88. 68

ip pool nane: MP_Private

ha-servi ce nanme: HAl

source context: HA destination context: XGMut
Acct-session-id: A414F3F6

RADI US Auth Server |P: 198.51.100.1 RADI US Acct Server IP: n/a

NAS | P Address: 10.208.148. 135 Next hop I P Address: 209.165.200. 230
active input acl: ECS_ACL active output acl: ECS _ACL
ECS Rul ebase: 201 Firewal | -and-Nat Policy: MP
Nat Realm M P_NAT_Int Nat ip address: 170.200.132.0 (on-denmand) (M P_NAT_I nt 04)

Next hop i p address: 209.165.200. 230

Nat port chunks allocated[start - end]: (1 chunk) [6464 - 6495]
Max NAT port chunks used: 1

HA bi ndi ng care-of-addr(s): 203.0.113.1



M PHA binding 1: Care-of-Address: 203.0.113.1
FA Address/Port: 203.0.113.1/434

Home- Address: 10. 251. 88. 68 HA- Address: 203.0.113.2
Lifetime: 02h00OnDOs Remai ni ng Life: 01h49nB2s
Revocation Negoti ated: Yes Revocation | Bit Negotiated: Yes
M\- HA- Key- Present : TRUE MN\- HA- SPI : 300

FA- HA- Key- Present : TRUE FA- HA- SPI : 8832

Proxy DNS Intercept List: ROAM NGDNS
Downl i nk CSS I nformation
Servi ce/ ACL Names: [ECS_ACL
downl i nk pkts to svc: 229 downl i nk pkts from svc: 229
Upl i nk CSS I nformation
Servi ce/ ACL Names: [ECS_ACL

uplink pkts to svc: 254 upl i nk pkts from svc: 252
i nput pkts: 254 out put pkts: 229
i nput bytes: 24088 out put bytes: 129012

RIBFAMHAE R 2 BAY L FICMPRE R/ B E R A ( BERA4EICMPRIR | IE R ER—@
) , EHER "show sub fully REEHREER M TEFTH

[l ocal ] PDSN> show sub full username 9782577072@i sco. com
Monday May 18 23:56:20 UTC 2015

i nput pkts: 254 out put pkts: 229
i nput bytes: 24088 out put bytes: 129012
i nput pkts dropped: O out put pkts dropped: O

[1 ocal ] PDSN> show sub full username 9782577072@i sco. com
Monday May 18 23:57:25 UTC 2015

i nput pkts: 258 out put pkts: 233
i nput bytes: 24424 out put bytes: 129348

I NBOUND>>>>> 23:57: 08: 943 Eventi d: 27000( 0)

M P- TUNNEL (| Pv4-1Pv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, len
84) (ttl 251, id O, len 104)

<<<<QUTBOUND 23:57:09: 029 Eventid: 27001(0)

M P- TUNNEL (| Pv4-1Pv4) Tx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icnmp: echo reply (ttl 42, id 27830, |en 84)
(ttl 255, id 0, len 104)

[l ocal ] HA> show sub full username 9782577072@i sco. com
Monday May 18 23:56:14 UTC 2015

Downl i nk CSS | nf or mati on

downl i nk pkts to svc: 229 downl i nk pkts from svc: 229
Upl i nk CSS | nformation

uplink pkts to svc: 254 uplink pkts fromsvc: 252

i nput pkts: 254 out put pkts: 229

i nput bytes: 24088 out put bytes: 129012

[l ocal ] HA> show sub full username 9782577072@i sco. com
Monday May 18 23:57:34 UTC 2015

Downl i nk CSS I nformation
downlink pkts to svc: 233 downl i nk pkts from svc: 233



Uplink CSS I nformation
uplink pkts to svc: 258

258

24424

i nput
i nput

pkt s:
byt es:

LU Rl 5 BR A ALTERE & (VoLTE) AL,
B HY = Bl 30 B

uplink pkts from svc

out put pkts:
out put bytes:

256

233
129348

BETURRRF , RALEIHNEMETF , mifiz

SN E - EARFERIPZHEEBRBE(IMS)EE , E_EREA(VOLTE)AE , METENRE—

APN
. Acct-session-id: EE13E#,

- MIEAE < B A /& Hpkts L T FARE , YHERAEAREHKEEES (

= vl
=]

) ERE , A

DA BB HBRENEAERERAASR , B , ECSH/RBECSHER S BEMEH I H

ME ( AERARERANE )

- BIESEAERER |, MRV ERESEBBERAREASERKRE.

. £/ "show pgw-only fully ( F8#&&IE ) TAAPGWHIVEREER, FERE, EGENE

[l ocal ] PGN> show sub full insi
Monday Septenber 16 21:50: 07 UTC 2013

User nane: 0300420060496012@ai . epc. mc420. ncc300. 3gppnet wor k. or g St at us:

Access Type: gtp-pdn-type-ipv6

Access Tech: eUTRAN

callid: 22075719

Card/ Cpu: 7/1

state: Connected

connect time: Mon Sep 16 21:44:28 2013
idle tinme: 00hOONDOs

session tinme |left: 08759h54m
long duration tinme left: n/a
al ways on: Disabl ed

i p address: 2001:db8::1

ip pool nanme: ins61-03

source context: XGWn
AAA context: XGW n
Acct -session-id: 42AE2B922619E10F

active input acl: n/a

active input ipvé acl: ECS _ACL_V6

ECS Rul ebase: PGW

P- CSCF address :
Primary: 2001:db8::fd
Secondary: 2001:db8::fe
Tertiary: n/ a

Downl i nk CSS I nformation
Servi ce/ ACL Nanmes: /ECS_ACL_V6
(Active Charging Optimzed Mde)

downl i nk pkts to svc: 658
Upl i nk CSS I nformation
Servi ce/ ACL Nanmes: /ECS_ACL_V6

(Active Charging Optimzed Mde)

uplink pkts to svc: 675

Col | apsed cscf subscribers:
i nput pkts: 29

none

%II

300420060496012

Online/ Active
Net wor k Type: |Pv6

Access Network Peer 1D n/a

nsi d: 300420060496012

Sessngr I nstance: 115

SGW Addr ess: 203.0.113.3

call duration: 00h05n¥42s

idle tinme left: 02h05n0D0s

I ong duration action: n/a

destination context: XGMut

AAA domai n: XGW n

active output acl: n/a

active output ipv6 acl: ECS_ACL_V6

downl i nk pkts from svc: 658

upl i nk pkts fromsvc: 675

out put pkts: 45



i nput bytes: 10578 out put bytes: 10763

i nput bytes dropped: O out put bytes dropped: 0
i nput pkts dropped: O out put pkts dropped: O
pk rate from user(bps): 1375 pk rate to user(bps): 1699
ave rate from user(bps): 458 ave rate to user(bps): 566
sust rate from user(bps): 456 sust rate to user(bps): 564
pk rate fromuser(pps): O pk rate to user(pps): 1
CAE Server Address:
User nane: 0300420060496012@ai . epc. mc420. ntc300. 3gppnetwork. org Status: Online/Active
Access Type: gtp-pdn-type-ipv6 Net wor k Type: |Pv6
Access Tech: eUTRAN Access Network Peer ID n/a
cal lid: 22075719 nsi d: 300420060496012
Card/ Cpu: 7/1 Sessngr | nstance: 115
state: Connected SGW Addr ess: 203.0.113.3
connect tinme: Mon Sep 16 21:44:28 2013 call duration: 00h05mi2s
idle time: 00hOONDOs idle tinme left: 02h05n0D0s
session tine |left: 08759h54m
long duration tine left: n/a I ong duration action: n/a

al ways on: Disabled
ip address: 2001:db8::1
ip pool nanme: inms61-03

source context: XGWn destination context: XGMut
AAA context: XGWN n AAA domai n: XGW n
AAA start count: O AAA stop count: O

AAA interimcount (RADI US+GTPP): 0
Acct-session-id: 42AE2B922619E18D

active input ipve acl: ECS_ACL_V6 active output ipvé acl: ECS_ACL_V6

ECS Rul ebase: PGW
P- CSCF address : Primary: 2001:db8::fd Secondary: 2001:db8::fe Tertiary: n/a ... Downlink CSS
Informati on Service/ ACL Nanmes: /ECS_ACL_V6 (Active Charging Optim zed Mode) downlink pkts to

SVC:

658 downlink pkts from svc: 658 Uplink CSS I nformation Service/ ACL Nanmes: /ECS _ACL_V6

(Active Charging Optimzed Mbde) uplink pkts to svc: 675 uplink pkts fromsvc: 675 Col | apsed
cscf subscribers: none input pkts: 643 output pkts: 617 input bytes: 58421 output bytes: 55925

pk rate fromuser(bps): 1375 pk rate to user(bps): 1699 ave rate from user(bps): 458 ave

rate to user(bps): 566 sust rate from user(bps): 456 sust rate to user(bps): 564 pk rate from
user(pps): O pk rate to user(pps): 1

show subscribers ( #£PRhsgw ) | pgw-only | ggsn-only | mme-only | sgw-only | sgsn-
only)full

Hp-SHUEEEERANENR  ELEFEMHHFUBEMER , MTRAREENshow
subscriber full ( EREBAN , EFFSMUEARMAERUEE , SEXERUNBERE LN
WEich: ]

- ¥ hsgw-only#lggsn-only , #HHEEEE "show sub fully BREER , AEREFEBHEHHE

ERRAEER B,

. MSISDNEM 5| T KB SFEHET

- M BBIMSIC A B ERSH

. AR KHE-APNH AR E G HEBEMCallid

- EBEAEERBNEEED — B0 TRANEES

- QCl — R mERBITFHE (HEH®1Z9 ), EEEBERT , QCI1HARES , QCI5AR

IMS$2 4|

- cteid, u-teid — 32|57 T 1 £ F & T B9 #& im AR Uim #4465 A 8031 R SR T AR S AS B 8t 20 1B SR TR



AEHEBHILEN
. S5/S8/S2b-APN, SGi-APN — 8 &HAPN
- input pkts/output pkts — FBFTBAREEE ST
- MBR/GBR L1THEEE/ T T8 — ML MR AMRFLITER, FHEE38000 bits/sec for
VOLTE , HEVoL TEMmMBISIN L TR ER,
AR R A B AR LER "show sub fully FIRAAEREILTERE S (VOLTE)FEM |, KBTER —RRHEST
(SREBE )  UEEREBKRITUHBHETEANLER., CESEERCIERNFEBER
APN:

[l ocal ] PGN show sub pgwonly full insi 300420060496012
Monday Septenber 16 21:50:25 UTC 2013

User nane: 0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g
Subscri ber Type : Hone

St at us : OnlinelActive

State : Connect ed

Connect Tine : Mon Sep 16 21:44:28 2013

Idle tine : 00h0ONDOs

M5 Ti meZone : +5:00 Dayl i ght Saving Time: +1 hour
Access Type: gtp-pdn-type-ipv6é Net work Type: |Pv6
Access Tech: eUTRAN pgw- servi ce- nane: PGA
Cal lid: 22075719 I M8l : 300420060496012
Pr ot ocol User nane: VBl SDN: 19126757869

Interface Type: S5S8GTP

Ener gency Bearer Type: NA

S6b Auth Status: Enabl ed

Acct-session-id (Cl): 42AE2B922619E10F
ThreeGPP2-correlation-id (C2): 3939BA30 / hOWKcCZS

Card/ Cpu: 7/1 Sessngr | nstance: 115

Bearer Type: Default Bearer-l1d: 5 Bearer State: Active |IP allocation type: NA IPv6 allocation
type: local pool |P address: 2001:db8::1 Franed Routes: N A Framed Routes Source: N A ULI: TAI-
ID: MCC. 300 MNC. 420 TAC. 0x8504 ECA -1D: MCC. 300 MNC. 420 ECI: 0x207b201 Accounting node:
None APN Sel ection Mdde: Subscribed MEl: 9900015028325700 Serving Nw. MCC=300, MNC=420 Chargi ng
id: 639230223 Charging chars: normal Source context: XGN n Destination context: XGAut
S5/ S8/ S2b- APN: | MBAPN SG - APN: | MSAPN APN-O : mnc420. ncc300.gprs | M5 Auth Service : | M5-GX
active input ipv4d acl: active output ipv4 acl: active input ipv6é acl: ECS_ACL_V6 active output
i pv6 acl: ECS_ACL_V6 ECS Rul ebase: PGWBearer QuS: QCl: 5 ARP: 0x069 PCl: 1 (Disabled) PL : 10
PVI: 1 (Disabled) MBR Uplink(bps): 0 MBR Downlink(bps): 0 GBR Uplink(bps): 0 GBR Downlink(bps):
0 P-CSCF address : 1: 2001:db8::fd 2: 2001:db8::fe 3: NA Access Point MAC Address: N A pgw c-
teid: [0x8d11c073] 2366750835 pgw u-teid: [0xc20d0073] 3255631987 sgw c-teid: [0x00160880]
1443968 sgw u-teid: [0x00160885] 1443973 ePDG c-teid: N A ePDG u-teid: N A pgw c-addr:

203.0.113. 4 pgw u-addr: 203.0.113.4

2001: db8: : 1f sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3 ePDG c-addr: N A ePDG u-addr: N A
Downl i nk APN AMBR: 600 Kbps Uplink APN AMBR: 600 Kbps input pkts: 29 output pkts: 45 input
bytes: 10578 out put bytes: 10763 input bytes dropped: 0 output bytes dropped: O input pkts
dropped: O output pkts dropped: O ... pk rate fromuser(bps): 27699 pk rate to user(bps): 24879
ave rate fromuser(bps): 9691 ave rate to user(bps): 8859 sust rate fromuser(bps): 9720 sust
rate to user(bps): 8885 pk rate fromuser(pps): 37 pk rate to user(pps): 34 ave rate from

user (pps): 12 ave rate to user(pps): 11 sust rate fromuser(pps): 12 sust rate to user(pps): 11
link online/active percent: 100 ... CAE Server Address: Usernane:

0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. org Subscri ber Type : Hone Status :
Online/Active State : Connected Connect Tine : Mon Sep 16 21:49:53 2013 Idle tinme : 00hOONDOs MS
Ti meZone : +5:00 Daylight Saving Time: +1 hour Access Type: gtp-pdn-type-ipv6 Network Type: |Pv6
Access Tech: eUTRAN pgw service-nanme: PGA Callid: 22075719 | Msl: 300420060496012 Prot ocol
Usernane: Msl SDN: 19126757869 | nterface Type: S5S8GTP Energency Bearer Type: N A S6b Auth
Status: Enabl ed Acct-session-id (Cl): 42AE2B922619E18D ThreeGPP2-correlation-id (C2): 3939BA30 /
hOWKcCZS Card/ Cpu: 7/ 1 Sessngr Instance: 115 Bearer Type: Dedicated Bearer-1d: 7 Bearer State:



Active IP allocation type: NNA IPv6 allocation type: |local pool |IP address: 2001:db8::1 Framed
Routes: N A Franed Routes Source: N A ULI: TAI-I1D: MCC. 300 MNC: 420 TAC: 0x8504 ECA -1 D MCC
300 MNC: 420 ECI: 0x207b201 Accounting nmode: None APN Sel ection Mde: Subscribed MEl:
9900015028325700 Serving Nw. MCC=300, MNC=420 Charging id: 639230349 Charging chars: nornal
Source context: XGWN n Destination context: XGMut S5/ S8/ S2b- APN: | MSAPN SG - APN: | MSAPN APN- O :
mc420. ncc300.gprs | M5 Auth Service : | M5-GX active input ipv4 acl: active output ipv4 acl:
active input ipve acl: ECS ACL_V6 active output ipv6 acl: ECS ACL_V6 ECS Rul ebase: PGW Bear er
Q@S: QCl: 1 ARP: 0x06d PCl: 1 (Disabled) PL : 11 PVI: 1 (Disabled) MBR Uplink(bps): 38000 MBR
Downl i nk(bps): 38000 GBR Uplink(bps): 38000 GBR Downlink(bps): 38000 P-CSCF address : 1:

2001: db8::fd 2: 2001:db8::fe 3: NA Access Point MAC Address: N A pgw c-teid: [0x8d11c073]
2366750835 pgw u-teid: [Oxclf20073] 3253862515 sgw c-teid: [0x00160880] 1443968 sgw u-teid:

[ 0x00160887] 1443975 ePDG c-teid: N A ePDG u-teid: N A pgw c-addr: 203.0.113.4 pgw u-addr:
203.0.113.4

2001: db8: : 1f sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3 ePDG c-addr: N A ePDG u-addr: N A
Downl i nk APN AMBR: 600 Kbps Uplink APN AMBR: 600 Kbps input pkts: 1640 output pkts: 1614 input
bytes: 149478 output bytes: 146930 input bytes dropped: O output bytes dropped: 0 input pkts
dropped: O output pkts dropped: O ... pk rate fromuser(bps): 27699 pk rate to user(bps): 24879
ave rate fromuser(bps): 9691 ave rate to user(bps): 8859 sust rate fromuser(bps): 9720 sust
rate to user(bps): 8885 pk rate fromuser(pps): 37 pk rate to user(pps): 34 ave rate from

user (pps): 12 ave rate to user(pps): 11 sust rate fromuser(pps): 12 sust rate to user(pps): 11

CAE Server Address:
User nanme: 0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g
Subscri ber Type : Hone

St at us : OnlinelActive

State : Connect ed

Connect Ti me : Mon Sep 16 21:44:33 2013

Idle tine : 00h02nD4s

M5 Ti meZone : +5:00 Dayl i ght Saving Tinme: +1 hour

Access Type: gtp-pdn-type-ipv4-ipv6 Net wor k Type: | PV4+l Pv6

Access Tech: eUTRAN pgw- servi ce- name: PGA
Cal l'id: 2207571f I M5l : 300420060496012
Protocol Usernane: M5l SDN: 19126757869

Interface Type: S5S8GTP

Emer gency Bearer Type: NA

S6b Aut h Status: Enabl ed

Acct-session-id (Cl): 42AE2B922619E115
ThreeGPP2-correlation-id (C2): 3939BA36 / hOWKSf BYt

Card/ Cpu: 7/1 Sessngr | nstance: 115

Bearer Type: Default Bearer-1d: 6
Bearer State: Active
I P allocation type: |ocal pool
| Pv6 al l ocation type: |ocal pool
| P address: 2001:db8::2, 10.174.230. 156

Framed Routes: NA Framed Routes Source: NA
ULl :
TAI - | D
MCC. 300 MNC: 420
TAC. 0x8504
ECA -1 D:

MCC: 300 MNC: 420
ECl : 0x207b201

Accounting node: None APN Sel ection Mdde: Subscri bed

MEl : 9900015028325700 Serving Nw. MCC=300, MNC=420
Charging id: 639230229 Chargi ng chars: normal

Source context: XGWn Destination context: XGAbut

S5/ S8/ S2b- APN: | NTERNET

SG - APN: | NTERNET

APN- O : mc420. ncc300. gprs

IM5 Auth Service : | Ms-GX

active input ipv4d acl: ECS_ACL_V4 active output ipv4d acl: ECS_ACL_V4

active input ipv6é acl: ECS_ACL_V6 active output ipvé acl: ECS_ACL_V6



ECS Rul ebase: COCS

Bearer QS:
. 9
ARP: 0x069
PCl: 1 (Disabled)
PL : 10
PVI: 1 (Disabled)
MBR Upl i nk(bps): O MBR Downl i nk(bps): O
GBR Uplink(bps): O GBR Downl i nk(bps): 0

P- CSCF address :

1: NA
2: NA
3: NA

Access Point MAC Address: NA

pgw c-teid: [0x8c298073] 2351530099 pgw u-teid: [0xc20b8073] 3255533683

sgw c-teid: [0x31580880] 827852928 sgw u-teid: [0x31580886] 827852934
ePDG c-teid: NA ePDG u-teid: NA
pgw c-addr: 203.0.113.4 pgw u-addr: 203.0.113.4
2001: db8: : 1f
sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3
ePDG c-addr: N A ePDG u-addr: N A
Downl i nk APN AMBR: 75000 Kbps Upl i nk APN AMBR: 75000 Kbps
i nput pkts: 21 out put pkts: 23
i nput bytes: 2687 out put bytes: 6457
i nput bytes dropped: O out put bytes dropped: 0

i nput pkts dropped: O out put pkts dropped: O

CAE Server Address:
Total subscribers matching specified criteria: 3

show active-charging sessions full

EWRERENXRR Tshowsub fully ME_BEENEAEST , NRHFREECSHENBEBEMER S
EE, RLFTE. IMS(PCRF)&H#) , ERBALREAEE,

c FITEBRANTITHEEERN SN THEEEREE "show sub pgw-onlys FEEZE/RE
ECSHE R HITE

- EEERMERERNTNIERMQ

- Dynamic-Rule-Namef#® B RPCRFE{HR EBMIEE B BBIBGX B ENREIR R A, EZHR AT
ENERSTEREERGIIH

- BRMHERAIER (EARRAG , eREAVOLTEREE ) , b HEHE, FHEMEH

ABTRE-, UTRAFBRARLEEA "show sub fully F "show sub pgw-only full s FT~EI#H
EILTEFEZH (VOLTE)RN | XKWER—HEET (B REHEE ) , WETREBK T UHEHETE
P LEE,

- BANEEETR T BEELFTEE R Internet APN
- RAIO_OANEF(ANEERGERTP)ER |, RAI0_1ARENEESHERCP) — AR EEHE
R mEBEMZER FNESREREENE, ETHCLIE | REERZEBRCPARS,



Monday Sept enber

Sessi on- |1 Dt 115: 12023212

0300420060496012@ai . epc. mc420. ntc300

Cal lid: 22075719

MSI SDN:

ACSMyr | nst ance:

SessMyr | nst ance:

Cient-1P:

NAS- | P:

Access- NAS- | P(FA):

NAS- PORT:

Acct - Sessi on- 1 D:

NAS- | D

Access- NAS- | D FA) :

3GPP2- BSI D:

Access-Correl ation-1D(FA):
3GPP2-Correl ation-1D:

MEI D

Carrier-1D:

Upl i nk Byt es:

Upl i nk Packet s:

Injected Uplink Bytes:

I njected Uplink Packets:
Buf f ered Uplink Packets:
Buf f ered Uplink Bytes:

Upl i nk Packets in Buffer:
Downl i nk Packets in Buffer:
Buf f Over-limt Uplink Pkts:
Buff Over-limt Downlink Pkts:
Processed Uplink Packets:

Dr opped Upl i nk Packets:

Upl i nk Qut of Order Packets:
Dyn FU Redirected Fl ows:

| TC Termi nated Fl ows:

| TC Dropped Packets:

I TC Dropped Upl Pkts:

| TC Dropped Upl Bytes:

Fl ow action Term nated Fl ows:

115

n/ a
10778

w
N

O OO O0OO0OO0OO0OO000OO0OO0OO0OO0oOOoOOo

PP Fl ow action Term nated Fl ows:

CC Dropped Uplink Packets:

CC Dropped Downl i nk Packets:
NRUPC Req Made:

NRUPC Req Fail ed:

Dynamic Rule Limting: Enabled

o OO

Bearer Bandwi dth Limting: Enabled

Upl i nk MBR (bps):

Upl i nk GBR (bps):

Upl i nk Burst (bytes):

Dr opped Uplink Pkts:

Dr opped Uplink Bytes:

Current Readdressed Sessions:
Total Readdressed Uplink Pkts:

Total Readdressed Uplink Bytes:

O O O oo

Total Readdressed Downlink Pkts:
Total Readdressed Downlink Bytes:
Total Readdressing Fail ure Packets:

Non Syn Fl ow
Dr opped Pkt s:

Creation Tine:

[l ocal ] PGA show active-chargi ng sessions full inmsi 300420060496012
16 21:50: 18 UTC 2013

User nane:
. 3gppnetwork. org

| MBI / MSI D: 300420060496012
19126757869
ACSMgr Car d/ Cpu: 711
115
2001: dbs::
0.0.0.0
NSAPI : 5
393A43B1
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
ESN: n/ a
Downl i nk Byt es: 10411
Downl i nk Packet s: 41

I njected Downlink Bytes:

I njected Downl i nk Packets:
Buf f ered Downl i nk Packet s:
Buf f ered Downl i nk Bytes:
Uplink Bytes in Buffer:

Downl i nk Bytes in Buffer:

Buf f Over-limt Uplink Bytes:
Buf f Over-limt Downlink Bytes:
Processed Downl i nk Packet s:

Dr opped Downl i nk Packet s:
Downl i nk Qut of Order Packets:
Dyn FU Discarded Pkts:

| TC Redirected Fl ows:

I TC ToS Remar ked Packet s:

I TC Dropped Dnl Pkts:

| TC Dropped Dnl Bytes:

CC Dropped Uplink Bytes:
CC Dropped Downl i nk Bytes:
NRUPC Req Success:

NRUPC Req Tinme Qut:

OFRP OO0 O00000D0D0O0O0D00OO0O0O0OO0OO0OOoOOo

Downl i nk MBR (bps):
Downl i nk GBR (bps):
Downl i nk Burst (bytes):
Dr opped Downl i nk Pkts:
Dr opped Downl i nk Byt es:

eNeNolNelNolNeolNeolNolNolNolNolNol

Dupl i cate Key:

Monday Septenber 16 21:44:28 GV 2013



Last Pkt Time:
Dur ati on:
Active Chargi ng Service nane:
Rul e Base nane:

URL- Redi r First-Request-Only:
Bandwi dt h Pol i cy:

FW and- NAT Pol i cy:

NAT Pol i cy NAT44:

NAT Pol i cy NAT64:

TPO Pol i cy:

CF Policy ID:

ad CF Policy ID:

Dynani ¢ Char gi ng:

Dynanmi ¢ Chrg Msg Recei ved:
Instal | s Received:

Instal | s Succeeded:

Renoves Succeeded:

Upl i nk Dynani ¢ Rul e Packets:
Downl i nk Dynami ¢ Rul e Packets:
Dynami ¢ Char gi ng Packet

PCC Rule BWLinmt Upl Pkts:
PCC Rule BWLimt Upl Bytes:
PCC Rule Gating Upl Pkts:
PCC Rul e Gating Upl Bytes:
Rul evat ch Fail Upl Pkts:

Rul evat ch Fail Upl Bytes:

Credit-Control:

Event - Tri ggers:

QS Renegotiate Up:

TCP Proxy Fl ows Requests:

Di sabl e TCP Proxy Fl ows Requests:
Current TCP Proxy Fl ows:

TCP- proxy reset for
Current | P Flows:
Current |Pv6 Fl ows:
Current TCP Fl ows:
Current HTTP Fl ows:
Current FTP Fl ows:
Current SMIP Fl ows:
Current RTSP Fl ows:
Current RTCP Fl ows:
Current WSP- CO Fl ows:
Current MVS Fl ows:
Current PPTP-GRE Fl ows:
Current P2P Fl ows:
Current TFTP Fl ows:
Current UNKNOMWN Fl ows:
Max (L3) Flows:

Max Fl ows Ti mest anp:

CAE- Readdr essi ng:

GET Requests redirected:

POST Requests redirected:

O her Requests redirected:

HTTP Responses redirected:
Request s havi ng xheader inserted:

non- SYN f | ows:

O W ww

32
41

0

O O O oo

O O O o

OFRP OO0 0000000 O0OFrNO

Total Uplink Bytes:

Total Uplink Packets:

Total Downlink Bytes:

Total Downlink Packets:

Total request charging action hit:
Total response charging action hit:
Total Charging action hit - Req.

Monday Sept enber

Drop statistics:

16 21:50: 20 GMI 2013

00h: 05m 52s

LTE

PGW

n/ a

n/ a

n/ a

Not - r equi r ed

Not - r equi r ed

n/ a

n/ a

n/ a

Enabl ed

Rul e Definitions Received: 3
Renoves Recei ved: 0
Installs Fail ed: 0
Renoves Fail ed: 0
Upl i nk Dynami ¢ Rul e Bytes: 10778
Downl i nk Dynami ¢ Rule Bytes: 10411
PCC Rule BWLimt Dnl Pkts: 0
PCC Rule BWLimt Dnl Bytes: 0
PCC Rule Gating Dnl Pkts: 0
PCC Rul e Gating Dnl Bytes: 0
Rul eMatch Fail Dnl Pkts: 0
Rul evat ch Fail Dnl Bytes: 0
O f

QS Renegoti ate Dn: 0
TCP Proxy Flows Request Success: 0
Di sabl e TCP Proxy Flows Success: 0
Total TCP Proxy Fl ows: 0
0

Current | CVP Fl ows: 0
Current | CWMPv6 Fl ows: 0
Current UDP Fl ows: 1
Current HTTPS Fl ows: 0
Current POP3 Fl ows: 0
Current SIP Fl ows: 1
Current RTP Fl ows: 0
Current | MAP Fl ows: 0
Current WSP-CL Fl ows: 0
Current DNS Fl ows: 0
Current PPTP Fl ows: 0
Current H323 Fl ows: 0

Monday Sept enber

Readdr . :

16 21:44:39 GV 2013

eNeNolNelNolNeolNeolNolNolNolNolNol



Total Charging action hit - Resp. Readdr.: 0
CAE Readdressing Err. Conditions:

Total connection failed to video server:
Ski pped Req. Readdr. - pipelined req:

Ski pped Req. Readdr. - persistent case:
Ski pped Req. Readdr. - zero copied buf:
Ski pped Req. Readdr. - buf linmt exceed:
Req. Readdr. - Socket Mg. failed:

Ski pped Flow. - pipelined req.:

Ski pped Resp. Readdr. - pipelined req:
Ski pped Resp. Readdr. - persistent case:
Ski pped Resp. Readdr. - partial resp hdr:
Ski pped Resp. Readdr. - zero copied buf:
Ski pped Resp. Readdr. - buf limt exceed:
Resp. Readdr. - Socket Mg. failed:

Total |oad bal ancer failed:

Total MG xheader insertion fail ed:

Rul ebase configuration mi ssing:

eNeNeolNeolNolNeolNolNolNolNolNololNolNolNolNol

Transrating:

Total Transrated Video Connections:
Total &ZI P d Video Connections:
Total MP4 Vi deo Connecti ons:
Total FLV Video Connecti ons:
Transrated Sorenson H263 Connecti ons:
Transrated H264 Connecti ons:

Fai | ed Sorenson H263 Connecti ons:
Fai | ed H264 Connecti ons:

Fai |l ed Vi deo Codec not supported
Total I|nput Video Data Bytes:
SH263 I nput Video Data Bytes:
H264 | nput Vi deo Data Bytes:

&I P I nput Video Data Bytes:
Total Qutput Video Data Bytes:
SH263 Qut put Vi deo Data Bytes:
H264 CQut put Video Data Bytes:

&I P Cut put Video Data Bytes:
Average Input Video Bit Rate:
SH263 Input Video Bit Rate:

H264 | nput Video Bit Rate:
Average Qutput Video Bit Rate:
SH263 CQutput Video Bit Rate:
H264 CQutput Video Bit Rate:
Average Bit Rate Reducti on:
SH263 Bit Rate Reducti on:

eNeNeolNelNeolNeolNeolNolNolNolNololNololNoNolNololNolNolNolNololNolNo)

H264 Bit Rate Reduction: 0
TCP- Proxy Session Stats: n/ a
W MAX Hot li ni ng Status: n/ a
Li nk Monitoring Average Throughput: 0 kbps
Li nk Monitoring Average RTT: 0 ns
Char gi ng Updat es: n/ a
Dynami ¢ Charging Rule Definition Statistics:
Dynani c- Rul e- Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts
| MBDef aul t 41 10411 32 10778 73
Total Dynami c Rul es: 1
Total Predefined Rules: 0
Total Firewall Predefined Rules: O
Char gi ng- Updates Statistics: n/ a

Dynami ¢ Charging Rule Definition(s) Configured:
Narre Prior Content-Id Chrg-Type Rule Paraneters



| MBDef aul t

950

Predefi ned Rul es Enabl ed Li st:
Predefined Firewall Rules Enabl

Sessi on- | Dt

n/ a

ed List:

115: 12023218

0300420060496012@ai . epc. mc420. ntc300

Cal lid:

VS| SDN:

ACSMyr | nst ance:

SessMyr | nst ance:

Cient-1P:

NAS- | P:

Access- NAS- | P(FA):

NAS- PORT:

Acct - Sessi on- | D

NAS- | D

Access- NAS- | D FA) :

3GPP2- BSI D:

Access-Correl ation-1D(FA):
3GPP2-Correl ation-1D:

MEI D

Carrier-1D:

Upl i nk Byt es:

Upl i nk Packet s:

Injected Uplink Bytes:

I njected Uplink Packets:
Buf f ered Uplink Packets:
Buf f ered Uplink Bytes:

Upl i nk Packets in Buffer:
Downl i nk Packets in Buffer:
Buf f Over-limt Uplink Pkts:
Buff Over-limt
Processed Uplink Packets:

Dr opped Upl i nk Packets:

Upl i nk Qut of Order Packets:
Dyn FU Redirected Fl ows:

| TC Termi nated Fl ows:

| TC Dropped Packets:

I TC Dropped Upl Pkts:

| TC Dropped Upl Bytes:

Fl ow action Term nated Fl ows:
PP Fl ow acti
CC Dropped Uplink Packets:
CC Dropped Downl i nk Packets:
NRUPC Req Made:

NRUPC Req Fail ed:
Dynamic Rule Limting:
Bear er Bandwi dth Limting:
Upl i nk MBR (bps):

Upl i nk GBR (bps):

Downl i nk Pkt s:

2207571f

115

n/ a
2887

N
I

OO OO0 O0OO0OO000OO0OO0OO0OOoOOoOo

on Term nated Fl ows:

o OO

Enabl ed
Enabl ed

o

Ofline Gate Status:

Uplink Bytes in Buffer:

Downl i nk Bytes in Buffer:
Buf f Over-limt Uplink Bytes:
Buff Over-limt
Processed Downl i nk Packets:

Dr opped Downl i nk Packet s:
Downl i nk Qut of Order Packets:
Dyn FU Discarded Pkts:

I TC Redirected Fl ows:

| TC ToS Renarked Packets:

I TC Dropped Dnl Pkts:

| TC Dropped Dnl Bytes:

CC Dropped Uplink Bytes:
CC Dropped Downl i nk Bytes:
NRUPC Req Success:

NRUPC Req Tinme Qut:

Downl i nk MBR (bps):
Downl i nk GBR (bps):

Al l ow All

Downl i nk Byt es:

QS C ass ldentifier: 5
ARP Priority Level: 10
Reporting Level: Rating Gp
Met eri ng Met hod: Dur ati on
Upl i nk MBR: 75000000
Downl i nk MBR: 75000000
Filter 1:
Direction: Upl i nk
Dst Addr ::/0
Filter 2:
Direction: Downl i nk
Src Addr ::/0
n/ a
User nane:
. 3gppnet work. org
| MSI / MBI D 300420060496012
19126757869
ACSMgr Car d/ Cpu: 711
115
2001: db8: :, 10. 174. 230. 156
0.0.0.0
NSAPI : 6
393A43B7
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
ESN: n/ a
Downl i nk Byt es: 6105
Downl i nk Packet s: 19
I njected Downlink Bytes:
I njected Downl i nk Packets:
Buf f ered Downl i nk Packet s:
Buf f ered Downl i nk Bytes:

OFRP OO0 O00000D0D0O0O0D00OO0O0O0OO0OO0OOoOOo

o



Upl i nk Burst (bytes):
Dr opped Uplink Pkts:
Dr opped Uplink Bytes:

Current

Tot al
Tot al
Tot al
Tot al
Tot al

Non

Readdr essed Sessi ons:
Readdr essed Uplink Pkts:
Readdr essed Uplink Bytes:
Readdr essed Downlink Pkts:
Readdr essed Downl i nk Byt es:

Readdr essi ng Fai |l ure Packets:

Syn Fl ow.

Dr opped Pkt s:

Creation Tine:

Last Pkt Tine:

Durati on:

Active Chargi ng Service nane:
Rul e Base nane:

URL- Redi r

Fi rst-Request-Only:

Bandwi dt h Pol i cy:

FW and- NAT Pol i cy:

NAT Pol i cy NAT44:

NAT Pol i cy NAT64:

TPO Pol i cy:

CF Policy ID:

ad CF Policy ID:

Dynani ¢ Char gi ng:

Dynanmi ¢ Chrg Msg Recei ved:
Instal | s Received:

Instal | s Succeeded:

Renoves Succeeded:

Upl i nk Dynanmi ¢ Rul e Packets:
Downl i nk Dynami ¢ Rul e Packets:

Dynani ¢ Char gi ng Packet

PCC Rule BWLinmt Upl Pkts:
PCC Rule BWLimt Upl Bytes:
PCC Rul e Gating Upl Pkts:
PCC Rul e Gating Upl Bytes:
Rul evat ch Fail Upl Pkts:

Rul evat ch Fail Upl Bytes:

Credit-Control:

CC Peer:

CC G oup:

CC Mode:

CC Fai l ure Handl i ng:

o

22
17

Monday Sept enber
Monday Sept enber

Downl i nk Burst (bytes):
Dr opped Downl i nk Pkts:
Dr opped Downl i nk Byt es:

Dupl i cate Key:

Drop statistics:

OO OO0 O0OO0OO0oOOoOOo

16 21:44:33 GV 2013
16 21:48:33 GV 2013

00h: 05m 47s

LTE

CCs

n/ a

n/ a

NATPOLI CY

Requi r ed

Not - r equi r ed

n/ a

n/a

n/a

Enabl ed

1 Rule Definitions Received: 1
3 Renpves Received: 0
3 Installs Failed: 0
0 Renoves Fail ed: 0
Upl i nk Dynami ¢ Rul e Bytes: 2763
Downl i nk Dynami ¢ Rul e Bytes: 5879

0 PCC Rule BWLimt Dnl Pkts: 0
0 PCC Rule BWLimt Dnl Bytes: 0
0 PCC Rule Gating Dnl Pkts: 0
0 PCC Rule Gating Dnl Bytes: 0
0 RuleMatch Fail Dnl Pkts: 0
0 RuleMatch Fail Dnl Bytes: 0
n

PHLARTRVASO3

DCCA- GY

DI AVMETER

Retry & Term nate

CC Session Fail over: Enabl ed
CCR-1 Server Unreachabl e Handli ng: Cont i nue
CCR-U Server Unreachabl e Handl i ng: Cont i nue
Total CCR-U 0
Current Server Unreachable State: n/ a
InterimVolume in Bytes (used / allotted): na/ na
InterimTine in Seconds (used / allotted): na/ na
Server Retries (attenpted / configured): na/ na
QS Renegoti ate Up: 0 QS Renegotiate Dn: 0
TCP Proxy Fl ows Requests: 0 TCP Proxy Flows Request Success: O
Di sabl e TCP Proxy Flows Requests: O Disable TCP Proxy Flows Success: 0
Current TCP Proxy Fl ows: 0 Total TCP Proxy Flows: 0
TCP- proxy reset for non-SYN fl ows: 0
Current | P Fl ows: 0 Current |ICWP Fl ows: 0
Current |Pv6 Flows: 1 Current |CWPV6 Fl ows: 0
Current TCP Fl ows: 1 Current UDP Fl ows: 0
Current HTTP Fl ows: 0 Current HTTPS Fl ows: 0
Current FTP Fl ows: 0 Current POP3 Fl ows: 0
Current SMIP Fl ows: 0 Current SIP Fl ows: 0
Current RTSP Fl ows: 0 Current RTP Fl ows: 0



Current RTCP Fl ows: 0 Current
Current WSP- CO Fl ows: 0 Current
Current MVS Fl ows: 0 Current
Current PPTP-GRE Fl ows: 0 Current
Current P2P Fl ows: 0 Current
Current TFTP Fl ows: 0
Current UNKNOMWN Fl ows: 1
Max (L3) Flows: 6

Max Fl ows Ti mest anp:

Char gi ng Updat es:

Monday Sept enber

| MAP Fl ows:
WEP- CL Fl ows:
DNS Fl ows:
PPTP Fl ows:
H323 Fl ows:

O OO oo

16 21:44:40 GV 2013

n/ a
Rat i ng- Gr oup: 3300
Service-ldentifier: 0
State: Char gi ng
Checkpoi nt State: Curr ent
Pendi ng Updat e: No
Last Answer: 0h05n47s
Validity-Tine: 42853
Vol urre Thr eshol d: 255852544
Quot a Usage Total Usage
CC-Ti ne: - 347 347
CC-Total - Cct et s: 524288000 8992 8992
CC- I nput-Cctets: - 2887 2887
CC- Qut put - Cct et s: - 6105 6105
CC-Servi ce-Specific-Units: - 36 36
Quot a- Consunpt i on- Ti ne: - -
Quot a- Hol d- Ti ne: - -
Quot a- Val i di ty-Ti ne: 43200 347
Rul edef Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts
Handl eDNS3300 2 226 2 124 4
Fi rewal | - Rul edef Name Pkts-Down Byt es- Down Pkt s- Up Byt es- Up Hts
int_apn_src 2 226 2 124 4
Dynami ¢ Charging Rule Definition Statistics:
Dynani c- Rul e- Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts
RTRRul 3300 17 5879 22 2763 36
Total Dynami c Rul es: 1
Total Predefined Rules: 2
Total Firewall Predefined Rules: O
Char gi ng- Updates Statistics: n/ a
Dynami ¢ Charging Rule Definition(s) Configured:
Narre Prior Content-Id Chrg-Type Rule Paraneters
RTRRul 3300 950 3300 Both Gate Status: Al l ow All
QS C ass ldentifier: 9
ARP Priority Level: 10
Reporting Level: Rating Gp
Met eri ng Met hod: Durn + Vol
Upl i nk MBR: 75000000
Downl i nk MBR: 75000000
Filter 1:
Direction: Upl i nk
Dst Addr 0.0.0.0/0
Filter 2:
Di rection: Downl i nk



Src Addr 0.0.0.0/0

Filter 3:

Direction: Upl i nk
Dst Addr ::/0

Filter 4:

Direction: Downl i nk

Src Addr ::/0

Predefined Rul es Enabl ed List:
Handl eTCP3300
Handl eDNS3300
Predefined Firewall Rules Enabled List: n/a

Session- | D: 115: 12023409 User nane:
0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g

Cal lid: 22075719 | MsI/ VSl D 300420060496012
VS| SDN: 19126757869
ACSMgr | nst ance: 115 ACSMyr Car d/ Cpu: 711
SessMyr | nst ance: 115
Cient-1P: 2001: db8::
NAS- | P: 0.0.0.0
Access- NAS- | P(FA):

NAS- PORT: 0 NSAPI : 7
Acct - Sessi on- | D 393A43B1
NAS- | D n/ a
Access- NAS- | ( FA) : n/ a
3GPP2- BSI D: n/ a
Access-Correl ation-1D(FA): n/ a
3GPP2-Correl ation-1D: n/ a
MEI D n/ a
Carrier-1D: n/a ESN n/ a
Upl i nk Byt es: 94041 Downlink Bytes: 83406
Upl i nk Packet s: 1033 Downl i nk Packets: 922

Dynamic Rule Limting: Enabled
Bearer Bandwi dth Limting: Enabled

Upl i nk MBR (bps): 38000 Downlink MBR (bps): 38000
Upl i nk GBR (bps): 38000 Downlink GBR (bps): 38000
Upl i nk Burst (bytes): 9500 Downlink Burst (bytes): 9500
Dr opped Uplink Pkts: 0 Dropped Downlink Pkts: 0
Dr opped Uplink Bytes: 0 Dropped Downlink Bytes: 0
Current Readdressed Sessions: 0
Total Readdressed Uplink Pkts: 0
Total Readdressed Uplink Bytes: 0
Total Readdressed Downlink Pkts: 0
Total Readdressed Downlink Bytes: 0
Total Readdressing Fail ure Packets: 0

Non Syn Fl ow 0 Duplicate Key: 0

Dr opped Pkt s: 0
Creation Tine: Monday Septenber 16 21:44:28 GV 2013
Last Pkt Tine: Monday Septenber 16 21:50:20 GMI 2013
Dur ati on: 00h: 05m 52s
Active Chargi ng Service nane: LTE
Rul e Base nane: PGW
URL- Redir First-Request-Only: n/ a
Bandwi dt h Pol i cy: n/ a
FW and- NAT Pol i cy: n/ a
NAT Pol i cy NAT44: Not - r equi r ed
NAT Pol i cy NAT64: Not - r equi r ed
TPO Pol i cy: n/ a
CF Policy ID: n/ a
ad CF Policy ID: n/ a

Dynani ¢ Char gi ng: Enabl ed



Dynani ¢ Chrg Msg Recei ved: 0 Rule Definitions Received: 0
Instal | s Received: 0 Renobves Received: 0
Instal | s Succeeded: 0 Installs Failed: 0
Renoves Succeeded: 0 Renoves Fail ed: 0
Upl i nk Dynanmi ¢ Rul e Packets: 1033 Uplink Dynamic Rul e Bytes: 94041
Downl i nk Dynami ¢ Rul e Packets: 922 Downlink Dynamic Rule Bytes: 83406
Dynami ¢ Chargi ng Packet Drop statistics:
PCC Rule BWLinmt Upl Pkts: 0 PCC Rule BWLimt Dnl Pkts: 0
PCC Rule BWLimt Upl Bytes: 0 PCC Rule BWLimt Dnl Bytes: 0
PCC Rule Gating Upl Pkts: 0 PCC Rule Gating Dnl Pkts: 0
PCC Rul e Gating Upl Bytes: 0 PCC Rule Gating Dnl Bytes: 0
Rul evat ch Fail Upl Pkts: 0 RuleMatch Fail Dnl Pkts: 0
Rul evat ch Fail Upl Bytes: 0 RuleMatch Fail Dnl Bytes: 0
Credit-Control : Of
Event - Tri ggers:
QS Renegotiate Up: 0 QS Renegotiate Dn: 0
TCP Proxy Fl ows Requests: 0 TCP Proxy Flows Request Success: O
Di sabl e TCP Proxy Flows Requests: O Disable TCP Proxy Flows Success: O
Current TCP Proxy Fl ows: 0 Total TCP Proxy Flows: 0
TCP- proxy reset for non-SYN fl ows: 0
Current | P Fl ows: 0 Current |ICWP Fl ows: 0
Current |Pv6 Flows: 1 Current |CWPV6 Fl ows: 0
Current TCP Fl ows: 0 Current UDP Fl ows: 1
Current HTTP Fl ows: 0 Current HTTPS Fl ows: 0
Current FTP Fl ows: 0 Current POP3 Fl ows: 0
Current SMIP Fl ows: 0 Current SIP Fl ows: 0
Current RTSP Fl ows: 0 Current RTP Fl ows: 0
Current RTCP Fl ows: 0 Current | MAP Fl ows: 0
Current WSP- CO Fl ows: 0 Current WSP-CL Fl ows: 0
Current MVS Fl ows: 0 Current DNS Fl ows: 0
Current PPTP-GRE Fl ows: 0 Current PPTP Fl ows: 0
Current P2P Fl ows: 0 Current H323 Fl ows: 0
Current TFTP Fl ows: 0
Current UNKNOMN Fl ows: 1
Max (L3) Flows: 0
Max Fl ows Ti mest anp: n/ a
Char gi ng Updat es: n/ a
No Charging rul edef(s) match the specified criteria
No Firewall ruledef(s) match the specified criteria
Dynami ¢ Charging Rule Definition Statistics:
Dynani c- Rul e- Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts
0_0 922 83406 1033 94041 1955
Total Dynami c Rul es: 2
Total Predefined Rules: 0
Total Firewall Predefined Rules: O
Char gi ng- Updates Statistics: n/ a
Dynami ¢ Charging Rule Definition(s) Configured:
Narre Prior Content-Id Chrg-Type Rule Paraneters
0.0 400 102 Ofline Gate Status: Al ow All
QS C ass ldentifier: 1
ARP Priority Level: 11
Reporting Level: Rating Gp
Met eri ng Met hod: Dur ati on
Upl i nk MBR: 38000
Downl i nk MBR: 38000
Upl i nk GBR: 38000
Downl i nk GBR: 38000



Filter 1:

Direction: Upl i nk
Prot ocol : UbP
Src Addr 2001: db8::12/128
Dst Addr 2001:db8::13/128
Dst Port 59536

Filter 2:
Direction: Downl i nk
Pr ot ocol : UDP

Src Addr 2001:db8::13/128
Dst Addr 2001:db8::12/128
Dst Port 53626

0.1 401 102 Ofline Gate Status: Allow All
QS C ass ldentifier: 1
ARP Priority Level: 11

Reporting Level: Rating Gp
Met eri ng Met hod: Dur ati on

Upl i nk MBR: 0
Downl i nk MBR: 0
Upl i nk GBR: 0
Downl i nk GBR: 0
Filter 1:

Direction: Upl i nk
Prot ocol : UbP

Src Addr 2001:db8::12/128
Dst Addr 2001:db8::13/128
Dst Port 59537

Filter 2:
Direction: Downl i nk
Pr ot ocol : UDP

Src Addr 2001: db8::13/128
Dst Addr 2001:db8::12/128
Dst Port 53627

Predefined Rul es Enabled List: n/a

Predefined Firewall Rules Enabled List: n/a

Total acs sessions matching specified criteria: 3

show active-charging firewall statistics

iER "show active-charging sessions fulls Bgkek , AIAREERHSRERENEZSER.

[ XGwut ] PGA» show active-charging firewall statistics callid 0000513a
Thur sday June 18 17:01: 20 UTC 2015
Firewal | Statistics for Callid 0000513a in Context: XGM\ut.

Data Stats:

Total Packets Received: 8745
Total Bytes Received: 5296353
Total Packets Sent: 8704
Total Bytes Sent: 5291193
Total Packets (NAT64 Transl ation): 0
Total Bytes Reduced (NAT64 Transl ation): 0
Total Packets |njected: 0
Total Bytes Injected: 0
Upl i nk Packets Dropped: 37
Upl i nk Byt es Dropped: 5000
Downl i nk Packet s Dropped: 4
Downl i nk Byt es Dr opped: 160

Total Mal fornmed Packets: 0



Total DOS Attacks:

Total Flows Processed by Firewall

Total NAT Flows Processed by Firewall:

Total NAT44 Fl ows Processed by Firewall

Total NAT64 Fl ows Processed by Firewall

Total Bypass- NAT Fl ows Processed by Firewall:
Total Bypass-NAT44 Fl ows Processed by Firewall:
Total Bypass- NAT64 Fl ows Processed by Firewall:
Current Flows Processed by Firewall:

Current NAT Fl ows Processed by Firewall:

Current NAT44 Fl ows Processed by Firewall:
Current NAT64 Fl ows Processed by Firewall:
Current Bypass-NAT Fl ows Processed by Firewall
Current Bypass-NAT44 Fl ows Processed by Firewall
Current Bypass-NAT64 Fl ows Processed by Firewall

show subscribers data-rate [high/low]

HEEHAENERAEENERER/FLE

- BIERASEMWA (AEBENREIPHFTHERE ) HL

MEMBENEREARER
LAF B i B R A B2 B T 65 5 [B) 2 A Y VOL TEE R &

[l ocal ] PGN show sub data-rate high callid 22075719
Monday Septenber 16 21:51:07 UTC 2013

Total Subscribers 1

Active 01 Dor mant

peak rate from user(bps): 27699 peak rate to user(bps)
ave rate fromuser(bps) : 16663 ave rate to user(bps)
sust rate from user(bps): 16692 sust rate to user(bps)
peak rate fromuser(pps): 37 peak rate to user(pps)
ave rate fromuser(pps) : 22 ave rate to user(pps)
sust rate from user(pps): 22 sust rate to user(pps)

show subscribers debug-info

o

171
171

OO OO Fr PP OOO0OOoOOo

EYHEANRERE—/MERE

24879
16433
16459
34
22
22

L TEENEAXRSTREYATACRIRIFIXERF , TBUEREEATREIBRFFTE

FHy @i,
WEFERH AR VOLTETRS :

[1 ocal ] PGW show sub debug-info nsid 300420060496012
Monday Septenber 16 21:50:51 UTC 2013

user nane: 0300420060496012@ai . epc. mc420. ntc300. 3gppnet wor k. org

callid: 22075719 nsid: 300420060496012 Card/ Cpu: 7/1 Sessngr |nstance: 115 Prinary callline
Redundancy Status: Oiginal Session Checkpoints Attenpts Success Last-Attenpt Last-Success Full
8 6 63300ns 63300ns M cro: 661 661 Ons Onms GR Checkpoints Sent 2 Full Checkpoints, |ast 63



seconds before 56 M cro Checkpoints, last 3 seconds before Invalidate-CRRs: 0 Call Statistics: 1
Current nunber of NAT flows checkpointed: 0 Current state: SMER _STATE CONNECTED FSM Event trace:
State Event Num Cccurances Time SMGR_STATE _OPEN SMGR_EVT_NEWCALL (1) 2013-09-16:21:44:28
SMGR_STATE_NEWCALL_ARRI VED SMGR_EVT_| PV6ADDR_ALLOC _SUCCESS (1) 2013-09-16: 21: 44: 29
SMGR_STATE_NEWCALL_ARRI VED SMGR_EVT_ANSWER CALL (1) 2013-09-16:21:44: 29
SMGR_STATE_NEWCALL_ANSVERED SMGR_EVT_LI NE_CONNECTED (1) 2013-09-16: 21: 44: 29

SMGR_STATE_LI NE_CONNECTED SMER_EVT_LOWNER_LAYER UP (1) 2013-09-16:21:44:29 CLP State Trace: State

EBI's Associated Time CLI_MAPPED SGX EVT POLICY STATUS IND - - - - - - - - - - - 2013-009-
16:21: 49: 53 CLI _MAPPED SGX_EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 53
CLI _MAPPED SEF EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 53

CLI _MAPPED SEF EVT POLICY CHANGE RSP - - - - - - - - - - - 2013-09-16: 21: 49: 53

CLI _MAPPED SGX EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 53

CLI _MAPPED SGX EVT POLICY STATUS IND - - - - - - - - - - - 2013-09-16: 21: 49: 53

CLI _MAPPED SEF EVT SESS SETUP RSP - - - - - - - - - - - 2013-09-16: 21: 44: 29

CLI _MAPPED SGX _EVT POLICY STATUS IND - - - - - - - - - - - 2013-09-16: 21: 44: 29

SMGR _CLP_EVT_PGW UPDATE BEARER REQ - - - - - - - - - - - 2013-09-16: 21: 44: 29

- 2013-09-16: 21: 44: 29
2013- 09-16: 21: 44: 29

CLI _MAPPED _SEF_EVT_BEARER BINDING RSP - - - - - - - -
SMER_CLP_EVT_PGW CREATE_SESSICN.RSP 5 - - - - - - - -

CLI _MAPPED SGX EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 52

CLI _MAPPED SEF EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 52

CLI _MAPPED SEF EVT POLICY CHANGE RSP - - - - - - - - - - - 2013-09-16: 21: 49: 52

CLI _MAPPED SGX EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 52

CLI _MAPPED SGX _EVT POLICY STATUS IND - - - - - - - - - - - 2013-09-16: 21: 49: 52

SMGR _CLP_EVT_PGW CREATE BEARER REQ - - - - - - - - - - - 2013-09-16: 21: 49: 52

CLI _MAPPED SEF EVT BEARER BINDING RSP - - - - - - - - - - - 2013-09-16: 21: 49: 53

SMGR _CLP_EVT_PGW CREATE BEARER RSP - - 7 - - - - - - - - 2013-09-16: 21: 49: 53

CLI _MAPPED SEF_EVT POLICY _STATUS IND - - - - - - - - - - - 2013-09-16:21:49: 53 Sub Session State

Trace: EBlI ID State TinmeStanp 5 SMGR_STATE _NEWCALL_ARRI VED 2013- 09- 16: 21: 44: 28 5
SMGR_STATE_CONNECTED 2013- 09- 16: 21: 44: 29 7 SMGR_STATE_CONNECTED 2013- 09- 16: 21: 49: 53 NAT Pol i cy
NAT44: Not-required NAT Policy NAT64: Not-required Data Reorder statistics Total timer expiry: 0
Total flush (tnr expiry): O Total no buffers: 0 Total flush (no buffers): 0 Total flush (queue
full): 0 Total flush (out of range):0 Total flush (svc change): O Total out-of-seq pkt drop: O
Total out-of-seq arrived: O | Pv4 Reassenbly Statistics: Success: 0 In Progress: 0 Failure
(timeout): O Failure (no buffers): O Failure (other reasons): 0O Re-addressed Session Entries:

Al'l owed: 2000 Current: O Added: O Deleted: O Revoked for use by different subscriber: 0 TCP
Proxy DNS Info entries 0 I Pv4 ACL applied: active input acl: nunber of rules: 0 active output
acl: number of rules: 0 ACL caching statistics: input packets: 2206 input cache hits: 0 output
packets: 2183 output cache hits: 0 I Pv6 ACL applied: active input ipv6 acl: ECS ACL_V6 nunber of
rules: 8 active output ipv6 acl: ECS ACL_V6 nunber of rules: 8 IPv6 ACL caching statistics:
input cache hits: 1787 output cache hits: 739 Total nunmber of ACL reload: O Total nunber of ACS
session del eted on ACL reload: 0 NEMO Mode: N A ; Peer bond: NO; Peer Callid: 00000000 sessngr
NPU Fl ow Details: Flow Id Flow Type Nat Real m VPN Id 8079786 | PV6_FLONN/a 5 Private |P NPU fl ow
timeout (Seconds) : n/a ACS PCP Service: n/a

show subscribers aaa-configuration

ER—ERANEAEMBAANEE ( EEEIFAAAER ) HEAEANBE , BRESHER
AAA , ERBERIBAAA, RERBIRBERAENERARER K MALINAAEHREE
saxik, FHEREERUHERBBREMHERER.
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show active-charging flows ip-address

LUF BB AR BiG E e P uk W AT A 1ESEPE R (( #IRID ) SARWE S B EIE M B BRY TR B R
BE, KABRERAERTFRBRITFERBBNb , RERBDESRZ W I E[AER S

o

- BRABERIAMVEEMERN , I show active-charging flows full flow-id# % , S EMS IPH# 1L
FAERAR (EEmonFREPEANNERAEFWNIPHL ) .

show subscribers policy

EAE 5 o ECRYRT B B B SR g

show [mipfa | mipha]£Zh &k

ZBEYH T AR FRFMAMIPHERER

[l ocal ] PDSN- FA> show m pfa full usernanme 9786045176@i sco.com
Tuesday May 12 16:08: 05 UTC 2015

User nane: 9786045176@i sco. com Callid: 1120ff97
MBI D:  311289786045176
Num Agent Advt Sent: 1 Num Agent Solicit Rcvd: O
Home Address #1: 10.235.121.62 NAl : 9786045176@i sco. com
FA Address: 203.0.113.1 HA Address: 203.0.113.2
Lifetime: 02h00OnDOs Rermai ni ng Lifetinme: 01h56n04s
Reverse Tunneling: On Encapsul ati on Type: [P-1P
GRE Key: n/a | PSec Required: No
I PSec Ctrl Tunnel Estab.: No | PSec Data Tunnel Estab.: No
MN- AAA Rerroval @ No Proxy M P: Disabl ed
DMJ Auth Failures: 0O Send Terminal Verification: D sabled
Revocation Negotiated: YES Revocation | Bit Negotiated: YES
IWN- HA- Key- Present: FALSE M\ HA-SPI: n/a
FA- HA- Key- Present: TRUE FA- HA- SPI . 8832
WN- FA- Key- Present: FALSE M\-FA-SPI: n/a
HA- RK- KEY- Present : FALSE HA-RK-SPI: n/a
HA- RK- Li feti nme: n/ a HA- RK- Remai ni ng-Lifetine: n/a

Send Host Config: D sabled

show [mipfa |mipha]&H 88§

bR & FT B A AR 2R AY ZEMIPAEERRT RUES



[l ocal ] PFDN> show ni pfa counters usernane 9786045176@i sco. com
Tuesday May 12 16:08:12 UTC 2015
MSI D: 311289786045176
User nane: 9786045176@i sco. com
Cal lid: 1120ff97
Num Agent Advt Sent: 1 Num Agent Solicit Rcvd: 0O
Home Address: 10.235.121.62 NAI : 9786045176@i sco. com
FA Address: 203.0.113.1 HA Address: 203.0.113.2
Regi strati on Request Recei ved:

Total Received Reg: 1 Accept ed Reg:
Rej ect ed Reg: 0
Deni ed Reg: 0 Di scarded Reg:
Rel ayed Reg: 1 Aut h Fail ed Reg:
FA Deni ed Reg: 0 HA Deni ed Reg:
Rcvd with M P Key Dat a&col on; 0
Init RRQ Received: 1 Init RRQ Accepted:
Init RRQ Rejected: 0
Init RRQ Denied: 0 Init RRQ Discarded:
Init RRQ Rel ayed: 1 Init RRQ Auth Fail ed:
Init PMP RRQ Xmit: 0 Init PMP RRQ Re- Xmi t:
Init RRQ Denied by FA: 0 Init RRQ Denied by HA:
Renew RRQ Recei ved: 0 Renew RRQ Accept ed:
Renew RRQ Rej ect ed: 0
Renew RRQ Deni ed: 0 Renew RRQ Di scar ded:
Renew RRQ Rel ayed: 0 Renew RRQ Aut h Fail ed:
Renew PM P RRQ Xnmit: 0 Renew PM P RRQ Re- Xmi t:
Renew RRQ Deni ed by FA: 0 Renew RRQ Deni ed by HA:
Dereg RRQ Recei ved: 0 Dereg RRQ Accept ed:
Dereg RRQ Rej ect ed: 0
Dereg RRQ Deni ed: 0 Der eg RRQ Di scar ded:
Dereg RRQ Rel ayed: 0 Dereg RRQ Aut h Fail ed:
Dereg PM P RRQ Xmit: 0 Dereg PM P RRQ Re-Xnit:
Dereg RRQ Deni ed by FA: 0 Dereg RRQ Deni ed by HA:
Deni ed by FA:
Unspecified error: 0 Reg Ti meout :
Admi n Prohi bited: 0 No Resources:
MN Aut h Failure: 0 HA Auth Failure:
Lifetinme too | ong: 0 Poorly formed Request:
Poorly forned Reply: 0 MN Too Distant:
Invalid COA: 0 M ssing NAI:
M ssi ng Hone Agent: 0 M ssi ng Hone Addr:
Unknown Chal | enge: 0 M ssi ng Chal | enge:
St al e Chal | enge: 0
Encap Unavai |l abl e: 0 Rev Tunnel Unavail abl e:
Rev Tunnel Mandatory: 0 HA Net wor k Unr eachabl e:
Delivery Style Unavailable: O HA Host Unreachabl e:
HA Port Unreachabl e: 0 HA Unr eachabl e:
Unknown CVSE Rcvd: 0 M P Key Request:
AAA Aut henti cat or: 0 Public Key Invalid:
Di scarded by FA:
Invalid Extn: 0 I nvalid UDP Checksum
Deni ed by HA:
FA Auth Failure: 0 Poorly formed Request:
M smat ched | D: 0 Si mul Bi ndi ngs Exceeded:
Unknown HA: 0 Rev Tunnel Unavail abl e:
MN Aut h Failure: 0 No Resources:
Admi n Prohi bited: 0 Rev Tunnel Mandatory:
Encap Unavai |l abl e: 0 Unspeci fi ed Reason:

o O O O o o O O O o

O O OO0 Oo0OOoOOo O O O o

O OO o oo

O OO o oo



Unknown CVSE Rcvd: 0

Regi stration Reply Rcvd:

Tot al : 1 Rel ayed: 1
Errors: 0
Init RRP Rcvd: 1 Init RRP Rel ayed: 1
Renew RRP Rcvd: 0 Renew RRP Rel ayed: 0
Dereg RRP Rcvd: 0 Dereg RRP Rel ayed: 0
RRP with Dyn HA Rcvd: 0 RRP with Dyn HA Denied: 0
Regi stration Reply Sent:
Tot al : 1 Accept ed Reg: 1
Accept ed DeReg: 0 Deni ed: 0
Send Error: 0
Tunnel Data Recei ved:
Total Packets : 3383
I PI P 3383 GRE: 0
Total Bytes : 3850296
I PI P 3850296 GRE: 0
Errors:
Protocol Type Error: 0 GRE Key Absent: 0
GRE Checksum Error 0 Invalid Pkt Length: 0
No Sessi on Found : 0
Tunnel Data Sent:
Total Packets : 2905
I PI P 2905 GRE: 0
Total Bytes : 346228
I PI P 346228 GRE: 0
show ppp [full]
RSB PR MPPPAEEIE A
— TEREATEEEMARESE
[l ocal ] PDSN- HSGWN show ppp username 9786045176@i sco. com
Tuesday May 12 16:08:18 UTC 2015
PPP Sunmmary:
1 PPP Sessions In Progress
Layer Info:
1 LCP Up 1 IPCP Up 0 I Pv6CP Up 0 CCP Up
Conpr essi on:
0 VJ Conpressed Sessions (loc to remn
0 VJ Conpressed Sessions (remto |oc)
0 ROHC Conpressed Sessions (loc to rem
0 ROHC Conpressed Sessions (remto |oc)
0 Nornmal PPP Conpressed Sessions
0 Statel ess PPP Conpressed Sessions
1 NONE 0 STAC 0 MPPC 0 DEFLATE (loc to rem
1 NONE 0 STAC 0 MPPC 0 DEFLATE (remto | oc)
Errors:
O In errors 0 In discards 0 In unknown proto
0 Qut errors 0 Qut discards 0 Pkt too |ong



Bad address
Bad Length
Echo req rcvd
Echo rsp sent
LCP Vend Ext
LCP Vend Ext
LCP Vend Ext
Deconp errors
Conmp errors

0 Echo
0 Inval

req sent

rsp rcvd

req max-retried
0 Conmp
0 Conmp

O OO O0OO0OO0OO0OOoOOo

Data Stats:
294366
307
0
0
307522
3798297
139
0
0
3840820

I'n
I'n
I'n
I'n
I'n
Cut
Cut
Cut
Cut
Cut

oct s(unf ramed)
ctrl octs

conp octs
unconp octs
framed octs
oct s(unf ramed)
ctrl octs
conp octs
unconp octs
framed octs

[l ocal ] PDSN- HSGWN show ppp full
Tuesday May 12 16:08:23 UTC 2015

user nane

0 Bad control

0 Bad FCS

rsp rcvd
i d magi c- nunber
0 LCP Vend Ext

0 Echo Req sent
rcvd
req resent

0 LCP Vend Ext protocol rejected
Reset sent
expansi on 0 Conmp Reset rcvd
2059 In pkts
8 In ctrl pkts
0 In conp pkts
3400 CQut pkts
6 Qut ctrl pkts
0 Qut conp pkts

9786045176@i sco. com

User nane: 9786045176@i sco.com Callid: 1120ff97 Msid: 311289786045176

LCP State: Opened
ntu (Negoti at ed/ Enforced): 1500/ 1500 nru: 1500
auth algorithm(loc to rem: none (remto loc): none
PFC (loc to rem: enabled [ignore] (remto loc): enabled
ACFC (loc to ren): enabled [ignore] (remto loc): enabled
async map (loc to ren): 0x00000000 (remto loc): 0x00000000
| PCP State: Opened
| P Header conmp. (loc to rem: none
(remto loc): none
Local Address: 203.0.113.1 Renot e Address: 0.0.0.0
Primary DNS: 209. 165. 200. 225 Secondary DNS: 209. 165. 200. 226
Primary NBNS: 0.0.0.0 Secondary NBNS: 0.0.0.0
| PV6CP State: Not Opened
CCP State: Not Opened
294701 I n octs(unfraned) 2063 I n pkts
3798574 CQut oct s(unframed) 3404 CQut pkts
307 In ctrl octs 8 In ctrl pkts
139 Qut ctrl octs 6 Qut ctrl pkts
307883 In franed octs 3841113 Cut franmed octs
291333 In data (unfr/data-cnp) octs 3784675 CQut data (unfr/data-cnp) octs
291471 In data (iphdr-cnp) octs 3784843 CQut data (iphdr-cnp) octs
0 In data (iphdr-cnp-fail) octs 0 In data (iphdr-cnp-fail) pkts
0 In data (iphdr-rohc) octs 0 Qut data (iphdr-rohc) octs
0 In data (iphdr-rohc-fail) octs 0 In data(iphdr-rohc-fail) pkts
0 I'n discards O Inerrors
0 CQut discards 0 Qut errors
0 Bad address 0 Bad control
0 Pkt too long 0 Bad FCS
0 Bad pkt |ength
0 Echo req rcvd 0 Echo rsp rcvd
0 Echo req sent 0 Echo rsp sent
0 LCP Vend Ext req sent 0 LCP Vend Ext req resent
0 LCP Vend Ext rsp rcvd 0 LCP Vend Ext protocol rejected
0 LCP Vend Ext req nax-retried



0 Invalid magic-nunmber rcvd
Total PPP sessions matching specified criteria: 1
show ppp counters
[l ocal ] PDSN- HSGWNs show ppp counters usernane 9786045176@i sco. com

Tuesday May 12 16:08:52 UTC 2015
User nane: 9786045176@i sco.com Callid: 1120ff97 Msid: 311289786045176

296894 | n octs(unfraned) 2083 I n pkts
3800156 CQut oct s(unframed) 3412 CQut pkts
307 In ctrl octs 8 In ctrl pkts
139 Qut ctrl octs 6 Qut ctrl pkts
310124 In franed octs 3842736 CQut franmed octs
293517 In data (unfr/data-cnp) octs 3786225 CQut data (unfr/data-cnp) octs
293655 I n data (iphdr-cnp) octs 3786393 CQut data (iphdr-cnp) octs
0 In data (iphdr-cnp-fail) octs 0 In data (iphdr-cnp-fail) pkts
0 In data (iphdr-rohc) octs 0 Qut data (iphdr-rohc) octs
0 In data (iphdr-rohc-fail) octs 0 In data(iphdr-rohc-fail) pkts
0 I'n discards O Inerrors
0 CQut discards 0 Qut errors
0 Bad address 0 Bad control
0 Pkt too long 0 Bad FCS
0 Bad pkt |ength
0 Echo req rcvd 0 Echo rsp rcvd
0 Echo req sent 0 Echo rsp sent
0 LCP Vend Ext req sent 0 LCP Vend Ext req resent
0 LCP Vend Ext rsp rcvd 0 LCP Vend Ext protocol rejected
0 LCP Vend Ext req nmax-retried
0 Invalid magic-nunmber rcvd

Total PPP sessions matching specified criteria: 1

show rp full

WHREBEFTFNEFMA11 (RPAE ) HEEER

- Tshow rp counters) Rt HSHTFE

[l ocal ] PDSN- HSGWN show rp full username 9786045176@i sco. com
Tuesday May 12 16:07:52 UTC 2015
User nane: 9786045176@i sco.com Callid: 1120ff97 Msid: 311289786045176
A10 Connection #1:(Main)
PCF Address: 10.207.6.67 PDSN Address: 10.211.28.132
WMN Sess Ref ID 1 CGRE Key: 1864769
Service Option: 59
Flow Control State : XON

Lifetime: 00h30nD0s Remai ni ng Lifetime: 00h28nb9s
GRE Recei ve:

Total Packets Rcvd: 2017 Total Bytes Rcvd: 367426

GRE Send:

Total Packets Sent: 4722 Total Bytes Sent: 3988706
Data Over Signaling Packets: O Data Over Signaling Bytes: 0

| P Header conpression:
Forward: ROHC not negoti at ed
Reverse: ROHC not negoti ated



GRE Fl ow Control :
Total Packets Received with XOFF:
Total Packets Received with XON:
Total XON->XOFF Transitions:

Total Qutput Packets Dropped on XOFF:
Total Qutput Bytes Dropped on XOFF:

SPI: 257

Prev Systemld: O

Prev Network Id: O
Prev Packet Zone Id: O
BSI D. 001C00030015

Regi strati on Request/Reply:
Renew RRQ Accepted: O
Intra PDSN Active H O RRQ Accept:
Inter PDSN Handoff RRQ Accepted:
Reply Send Error: O

Regi strati on Updat e/ Ack:
Initial Update Transmitted: O
Denied: O
Reg Ack Received: O
Update Send Error: O

Regi strati on Update Send Reason:
Lifetime Expiry: O
O her Reasons: 0
Sessi on Manager Exited: O

Regi stration Update Deni ed:
Reason Unspecified: 0
PDSN Fai | ed Aut hentication: 0O
Poorly Forned Update: O

Sessi on Updat e/ Ack:
Initial Update Transmitted: 1
Denied: O
Sess Update Ack Received: 1
Update Send Error: O

Sessi on Update Send Reason:
Al ways On: 0
TFT viol ation: 0
Traffic Policing: O

Sessi on Updat e Deni ed:
Reason Unspecified: 0
Admin Prohibited: O
PDSN Fai | ed Aut hentication: 0
Identification Msmatch: 0O
Poorly Forned Update: O
Profile Id Not Supported: O

GRE Recei ve:
Total Packets Received: 2017
Total Bytes Received: 367426
GRE Send:

Total Packets Sent: 4722

O OO oo

Current Systemld: O
Current Network Id: O
Current Packet Zone Id: O
GRE Segnentation : Disabl ed

Di scarded: O

Intra PDSN Dormant H O RRQ Accept:

Update Retransnitted: O
Not Acknow edged: O
Reg Ack Discarded: O

Upper Layer Initiated: O
Handof f Rel ease: O

Adm n Prohibited: O
Identification Msmatch: O

Update Retransnmitted: O
Not Acknow edged: O
Sess Update Ack Discarded: O

QS Info: 1
Traffic Violation: O
Qperator Triggered: O

I nsufficient Resources: 0
Par amet er not updated: 0

Handoff In Progress : 0

Protocol Type Error:
GRE Key Absent:

GRE Checksum Error:
Invalid Packet Length:

O O O o



Total Bytes Sent: 3988706
Total Packets Sent in SDB:O
Total Bytes Sent in SDB: O

GRE Segnent ati on:
Total Packets Received with Segmentation Indication:
Total Packets Sent with Segnentation Indication:
Total Successful Reassenbly:
Total packets processed w thout proper reassenbly:

O O O o

GRE Fl ow Control :
Total Packets Received with XOFF:
Total Packets Received with XON:
Total XON->XOFF Transitions:
Total Qutput Packets Dropped on XOFF:
Total Qutput Bytes Dropped on XOFF:

O OO oo

Total RP sessions matching specified criteria: 1

show 12tp sessions full

LR E B EERT F VR MI2tp B E
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[l ocal ] PDSN- LAC> show | 2t p sessions full user 0020000648@i sco.com
Wednesday June 17 23:34:13 UTC 2015

User nane: 0020000648@i sco. com Callid: 161df87f Msi d: 311280020000648
Peer | P Address: 203.0.113.11 Servi ce Nane: LAC- Servi cel
Cont ext Nane: destination Service Type: LAC

Session State: LAC ESTABLI SHED

Local Tunnel ID: 7 Local Session ID 2471

Peer Tunnel |D: 88 Peer Session ID: 2471

Call Type: LAC- I NCOM NG Call Serial Num 371062911
Rx Connect Speed: 57600 Tx Connect Speed: 64000

PPP Proxy- Aut h: CHAP_MD5 Tunnel Key: n/ a
Bearer Type: Dl G TAL Fram ng Type: ASYNC
System | D 0 Net work | D: 0

Cel |l Number: 0 Service Option: 0

Dat a Rx Sequence Num Enabl ed: DI SABLED
Dat a Tx Sequence Num Enabl ed: DI SABLED

Dat a Rx Sequence Num 0

Data Tx Sequence Num 0

Rx Dat a Pkts: 0 Tx Data Pkts: O
Rx Data Ccts: 0 Tx Data Octs: O
Rx Discard Data Pkts: O

Handof f s: 0

[l ocal ] HA-LNS> show | 2t p sessions full username 0020009112@i sco. com
Wednesday June 17 23:33:01 UTC 2015

User nane: 0020000648@i sco. com Cal lid: 0a30f2ac Msid: 311280020000648



Peer | P Address: 203.0.113.10 Servi ce Nane: S| P- LNS
Cont ext Nane: LNSI NGRESS Service Type: LNS

Session State: LNS _ESTABLI SHED

Local Tunnel ID: 88 Local Session ID 2471

Peer Tunnel |D: 7 Peer Session ID: 2471

Call Type: LNS- 1 NCOM NG Call Serial Num 371062911
Rx Connect Speed: 57600 Tx Connect Speed: 64000
PPP Pr oxy- Aut h: CHAP_NMD5 Tunnel Key: n/ a
Bearer Type: Dl G TAL Fram ng Type: ASYNC

Dat a Rx Sequence Num Enabl ed: ENABLED
Data Tx Sequence Num Enabl ed: DI SABLED

Data Rx Sequence Num 15

Data Tx Sequence Num 6

Rx Data Pkts: 15 Tx Data Pkts: 6
Rx Data Ccts: 953 Tx Data Octs: 424

Rx Discard Data Pkts: O

show rsvp counters

H e 5l 5T B A AR 2R Y ¥ Mlirsvp T BER

show ims-authorization sessions full

ZREYHEREPCRFEFENFMER
R BIE R EAPN ( APN1HIAPN2 ) BIPCRFE A
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[1 ocal ] PGNW show i ns-aut horization sessions full insi 300420160377232
Wednesday June 17 23:47:00 UTC 2015

Cal I 1d: 4d9of 33ch Servi ce Name: | M- GX
I MSI: 300420160377232
Session I D: 0007-di anproxy. PHLA. Gx. i ns. com 1302279115; 926061183; 55810c5d- 17f 02
Bearer Type: GIP
SGSN | P- Addr: 203.0.113.3
APN:  APN1
Bearer Control Mode: UE/ NW
State: Connected

Negoti at ed Supported Features:

3gpp-r 10
Bound PCRF Server: ohcis04nra0Ol. ci sco.com
Primary PCRF Server: ohci s04nra0Ol. ci sco.com
Secondary PCRF Server: njbbs04nra0l. ci sco.com
Primary P-CSCF: NA
Secondary P-CSCF: NA



Qut standing CCR-U. 0
UE | P Address:
UE | P Session Type: |Pv6
| Pv4 Address: NA
I Pv6 Prefix: 5555:1000: 8010: a9a4: :
Aut h Deci si on:
Event Triggers:
QoS- Change
PLMN- Change
RAT- Change
| P_CAN- Change
Usage- Report
Successful - Resource- Al | oc
UE- Ti mezone- Change
Resour ce- Modi fi cati on- Request
UE- | P- Addr ess- Al | ocat e
UE- | P- Addr ess- Rel ease
Def aul t - EPS- Bear er - QOS- Change
APN- AMBR- Modi fi cation-Fail ure
Def aul t - EPS- Bear er - QOS- Modi fi cati on-Fail ure
Event Report Indication: None

Negoti at ed QoS:

Def aul t - Bear er - Qo0S:
. 5
ARP:
PL: 10 PCl: 1
PVI: 1
APN AMBR Uplink(in bps): 600000 APN AMBR Downl i nk(in bps): 600000

Callld: 4d9f5163 Service Nane: | M5 GX
I MBI: 300420160377232
Session | D: 0007-di anproxy. PHLA. Gx. i ms. com 1302286691; 929479551; 55814953- 17f 02
Bearer Type: GIP
SGSN | P- Addr: 203.0.113.3
APN:  APN2
Bearer Control Mbde: UE/ NW
State: Connected

Negoti at ed Supported Features:
3gpp-r 10
Bound PCRF Server: ohcis04nra0Ol. cisco.com
Primary PCRF Server: ohci s04nra0Ol. ci sco.com
Secondary PCRF Server: njbbs04nra0l. ci sco.com
Primary P-CSCF: NA
Secondary P-CSCF: NA
Qut standing CCR-U. 0
UE | P Address:
UE | P Session Type: |Pv4_IPv6
| Pv4 Address: 100.107.226. 26
I Pv6 Prefix: 5555:1000: b029: a82d: :
Aut h Deci si on:
Event Triggers:
QoS- Change
PLMN\- Change
RAT- Change
| P_CAN- Change
Qut-OF-Credit
Real | ocation-Of -Credit
Usage- Report
Resour ce- Modi fi cati on- Request
UE- | P- Addr ess- Al | ocat e
UE- | P- Addr ess- Rel ease



Def aul t - EPS- Bear er - QOS- Change

APN- AMBR- Modi fi cation-Failure

Def aul t - EPS- Bear er - QOS- Modi fi cati on-Fail ure
Event Report Indication: None

Negoti at ed QoS:

Def aul t - Bear er - Qo0S:

. 8

ARP:
PL: 10 PCl: 1
PvIi: 1

APN AVBR Upl i nk(in bps): 150000000  APN AMBR Downl i nk(in bps): 150000000

FERERERD

#MRaH Tshow port npu counters 1 "show port datalink counters BRARERENTE , BENMRE
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