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dot 11 _auth_dot 1x_start

8 17:45:48.208: dotll auth_dotlx_start:

in the




Apr 8 17:45:48. 208
dot11_auth_dot1x_send_id_req_to_client:
sending identity request for 0002.8aa6.304f Apr 8

17:45: 48.208: dot11_auth_dot1x_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17:45:48.210: dot 11l _auth_parse_client_pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48. 210
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,EAP_START) for 0002. 8aa6. 304f
Apr 8 17:45:48.210
dot11_auth_dot1x_send_id_req_to_client:

sending identity request for 0002.8aa6.304f Apr 8
17:45: 48. 210: dot 11l _auth_dot1x_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17: 45:48.212: dot 11l _auth_parse_client_pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48.212
dot11_auth_parse_client_pak: id is not matching reg-
id:1lresp-id:2, waiting for response Apr 8 17:45:48.213:
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002. 8aa6. 304f Apr 8 17:45: 48. 213:
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f
Apr 8 17:45: 48. 214:
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 214: dot 11_aut h_dot 1x_send_r esponse_t o_server:
tarted timer server_tineout 60 seconds Apr 8
17:45: 48. 214: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.215: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 215:
RADI US(0000001C): Storing nasport 17 in rad_db Apr 8
17: 45: 48. 215: RADI US(0000001C): Config NAS I P
10.0.0.102 Apr 8 17:45:48.215: RADI US/ ENCODE( 0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 216:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 216: RADI US(0000001C): sending Apr 8
17: 45: 48. 216: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/93, len 139 Apr 8 17:45:48.216
RADI US: aut henticator 92 26 A8 31 ED 60 6A 88 - 84 8C 80
B2 B8 26 4C 04 Apr 8 17:45:48.216: RADI US: User-Nane [1]
9 "aironet" Apr 8 17:45:48.216: RADI US: Franmed-MIU [12]
6 1400 Apr 8 17:45:48.217: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.217: RADI US
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48.217: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 217: RADI US: Message- Aut henticato[80] 18 * Apr
8 17:45:48.217: RADIUS: EAP-Message [79] 14 Apr 8
17:45:48.218: RADIUS: 02 02 00 0C 01 61 69 72 6F 6E 65

Type [61] 6 802.11 wireless [19] Apr 8 17:45:48.218

RADI US: NAS-Port [5] 6 17 Apr 8 17:45:48.218: RADI US
NAS- | P- Address [4] 6 10.0.0.102 Apr 8 17:45:48.218:

RADI US: Nas-ldentifier [32] 16 "l abap1200i p102" Apr 8
17: 45: 48. 224: RADI US: Received fromid 21645/ 93

10. 0. 0. 3: 1645, Access-Challenge, len 69 Apr 8

17: 45: 48. 224: RADI US: authenticator C8 6D 9B B3 67 60 44
29 - CC AB 39 DE 00 A9 A8 CA Apr 8 17:45:48.224: RADIUS
EAP- Message [79] 25 Apr 8 17:45:48.224: RADIUS: 01 43 00
17 11 01 00 08 63 BB E7 8C OF AC EB 9A

[ ?C??2?2?2?2?2¢????2???] Apr 8 17:45:48.225: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.225: RADIUS
Session-Ti meout [27] 6 20 Apr 8 17:45:48.225: RADI US
Message- Aut henti cato[80] 18 * Apr 8 17:45:48. 226:




RADI US(0000001C): Received fromid 21645/93 Apr 8
17: 45: 48. 226: RADI US/ DECODE: EAP- Message fragnents, 23,
total 23 bytes Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.227: dotl1l_auth_dot1x_run_rfsm
Executi ng Acti on( SERVER_WAIT, SERVER_REPLY) for

0002. 8aab. 304f
Apr 8 17:45: 48. 227:
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45: 48. 227:
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client _tinmeout 20 seconds Apr 8 17:45:48.232:
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002.8aa6.304f Apr 8 17:45: 48. 232:
dot11_auth_dot 1x_run_rfsm Executing Action
(CLIENT WAIT,CLIENT_REPLY) for 0002. 8aa6. 304f
Apr 8 17:45: 48. 232:
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 232: dot 11_aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8
17:45: 48. 233: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.234: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 234:
RADI US(0000001C): Using existing nas_port 17 Apr 8
17: 45: 48. 234: RADI US(0000001C): Config NAS | P:
10.0.0.102 Apr 8 17:45:48.234: RADI US/ ENCODE(0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 234:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 234: RADI US(0000001C): sending Apr 8
17: 45: 48. 234: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/94, len 166 Apr 8 17:45:48. 235:
RADI US: aut henticator 93 B5 CC B6 41 97 A0 85 - 1B 4D 13
OF 6A EE D4 11 Apr 8 17:45:48.235: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.235: RADI US: Franed- MIU [ 12]
6 1400 Apr 8 17:45:48.236: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.236: RADI US:
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48. 236: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 236: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48.236: RADI US: EAP- Message [79] 41 Apr 8
17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55
AF 05 03 71 7D [?C?' ?2???20?U???7q}] Apr 8 17:45:48. 236:
RADI US: 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D
[ ?A??22?] ?2?2QB??2nQn] Apr 8 17:45:48.237: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.237: RADI US: NAS-
Port-Type [61] 6 802.11 wireless [19] Apr 8
17:45: 48.237: RADIUS: NAS-Port [5] 6 17 Apr 8
17:45: 48.238: RADI US: NAS-|P-Address [4] 6 10.0.0.102
Apr 8 17:45:48.238: RADIUS: Nas-ldentifier [32] 16
"l abap1200i p102" Apr 8 17:45:48.242: RADI US: Received
fromid 21645/94 10.0.0. 3: 1645, Access-Chall enge, |len 50
Apr 8 17:45:48.243: RADI US: authenticator 59 2D EE 24 CF
B2 87 AF - 86 DO C9 00 79 BE 6E 1E Apr 8 17:45:48. 243:
RADI US: EAP- Message [79] 6 Apr 8 17:45:48.243: RADI US:
03 43 00 04 [?C??] Apr 8 17:45:48.244: RADI US: Session-
Timeout [27] 6 20 Apr 8 17:45:48.244: RADH US: Message-
Aut henticato[ 80] 18 * Apr 8 17:45: 48. 244:




RADI US( 0000001C): Received fromid 21645/94 Apr 8
17: 45: 48. 244: RADI US/ DECODE: EAP- Message fragnents, 4,
total 4 bytes Apr 8 17:45:48. 244:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 245:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 245
dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.245: dot1l_aut h_dot1x_run_rfsm
Executi ng Acti on( SERVER_WAIT, SERVER_REPLY)
for 0002. 8aa6. 304f
Apr 8 17:45:48. 245
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45:48. 246
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client _tineout 20 seconds Apr 8 17:45:48. 249
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002. 8aa6. 304f Apr 8 17:45: 48. 250:
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f
Apr 8 17:45:48. 250
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 250: dot 11_aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8
17: 45: 48. 250: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.251: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.251: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48.251
RADI US(0000001C): Using existing nas_port 17 Apr 8
17: 45: 48. 252: RADI US(0000001C): Config NAS | P
10.0.0.102 Apr 8 17:45:48.252: RADI US/ ENCODE( 0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 252:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 252: RADI US(0000001C): sending Apr 8
17: 45: 48. 252: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/95, len 150 Apr 8 17:45:48. 252
RADI US: aut henticator 39 1C A5 EF 86 9E BA D1 - 50 FD 58
80 A8 8A BC 2A Apr 8 17:45:48.253: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.253: RADI US: Franmed-MIU [ 12]
6 1400 Apr 8 17:45:48.253: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.253: RADI US
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48. 254: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 254: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48. 254: RADI US: EAP- Message [79] 25 Apr 8
17:45:48.254: RADIUS: 01 43 00 17 11 01 00 08 50 9A 67

RADI US: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17:45: 48. 254: RADI US: NAS-Port-Type [61] 6 802.11
wireless [19] Apr 8 17:45:48.254: RADIUS: NAS-Port [5] 6
17 Apr 8 17:45:48.255: RADIUS: NAS-|P-Address [4] 6
10.0.0.102 Apr 8 17:45:48.255: RADIUS: Nas-ldentifier
[32] 16 "l abapl200i p102" Apr 8 17:45:48.260: RADI US
Received fromid 21645/95 10.0.0. 3: 1645, Access-Accept,
len 206 Apr 8 17:45:48.260: RADI US: authenticator 39 13
3C ED FC 02 68 63 - 24 13 1B 46 CF 93 B8 E3 Apr 8

17: 45: 48. 260: RADI US: Framed-| P-Address [8] 6

255. 255. 255. 255 Apr 8 17:45:48. 261: RADI US: EAP- Message
[79] 41 Apr 8 17:45:48.261: RADIUS: 02 00 00 27 11 01 00

17:45:48.262: RADIUS: C4 A3 CD 54 08 8C 35 7C 74 0C 6A
EF D4 6D 30 A4 [??2?T??5|t?] ??nD?] Apr 8 17:45:48.262:




RADI US: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17: 45: 48. 262: RADI US: Vendor, Cisco [26] 59 Apr 8
17: 45: 48.262: RADIUS: Cisco AVpair [1] 53 "Il eap: session-
key=G 3asi | ; mver AEJNYH JxI," Apr 8 17:45:48.262: RADI US:
Vendor, Cisco [26] 31 Apr 8 17:45:48.262: RADIUS: Ci sco
AVpair [1] 25 "auth-al go-type=eap-|eap" Apr 8
17: 45:48.262: RADIUS: C ass [25] 31 Apr 8 17:45:48. 263:
RADI US: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 64 36
[ Cl SCOACS: 00001d6] Apr 8 17:45:48.263: RADIUS: 33 2F 30
61 30 30 30 30 36 36 2F 31 37 [3/0a000066/17] Apr 8
17: 45: 48. 263: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48. 264: RADI US(0000001C): Received fromid
21645/ 95 Apr 8 17:45:48.264: RADI US/ DECODE: EAP- Message
fragnents, 39, total 39 bytes Apr 8 17:45:48.264: found
| eap session key Apr 8 17:45: 48. 265:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: PASS Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: found leap session key
in server response Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: |eap session key length
16 Apr 8 17:45:48.266: dotll _auth_dotlx_run_rfsm
Executing Acti on( SERVER_WAIT, SERVER_PASS) for
0002. 8aab. 304f
Apr 8 17:45: 48. 266:
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45: 48. 266:
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client_timeout 20 seconds Apr 8 17:45:48.266: %OOT11-6-
ASSCC. Interface Dot 11Radi 00, Station RKI BBE-W2K4
0002. 8aa6. 304f Associ at ed KEY_MAMI[ NONE]
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Failed Attempts ( EREABURE ) Bt , SRR EEEMARI[FIERLE 5 im0 B0 R R /Y H A4 54
B AT Rserver Fa LERAVEHI

- No Response from Client — ZE AR B | radiusfa IRESEIAPE R MAPEIXEIEHE , REHE
EFmBEH., Rk BFHTREEAP, Bt , APEEIRAER ABREEE S HRE.
APHEREHEE FradiusBRIEFiK, TFRIAEERERSZAERREY , EEH
EAP4k B , W BAPEUHEE Fini B 7 E8E. RadiusHAPEEEERS , APKEE NS ER
BEFR , MEFHIAEE, APEEIRAERNNEREESHRE. ARFFHEFRQAPE
HEFH BMER , BAPERLFER  BARFHREEIRAEHRAH.

EEEAREBHEEE R HMWorocess M/Draaius FRABE T ENFHER

BRANMAEREBEAPHFHMET , F2HEARADIUSHEREENEAP S 3B

MACE 5 Base

UTREEVMACE T REREEE :

- debug radius authentication — £ A/ ZB & P B MR , LLFFRNEE UL TFHABE
: RADI USo
. debug dot11 aaa authenticator mac-authen — LtEEE Y & HH SALL T XXASBH B
. dotll auth_dotlx o
BERFEETR

- SO BEHFESRARADIUSTI S RSN AR
- S ERIMACHE 11 EEHE T B 17 BR R FIMACHE 11t -2 B Y LEBR

HHVEBRADIUSAI AR ES A MAMAC I 1t BR 35 | RADIUSEHIESER., NG REEBTENHE
AR NF PR BN ERERE.

EXENMACHIDEEFSEAERBNBRRENESNBBER , A Bnac-auth aebugsBREH,
EfEM TR R TER , REREL®H L.

EE  BIKUVNBEREMACH U P AEFAFEF T,
AT sE B RE R EHE A E R ERMACERE XD
HIIKMAC S (iR = Al

Apr 8 19:02:00.109: dotll auth_nmac_start: nethod_list:
mac_net hods

Apr 8 19:02:00.109: dotll auth_mac_start: nethod_i ndex:
0x4500000B, req: O0xA7626C

Apr 8 19:02:00.109: dotl1ll auth_nmac_start: client-

>uni que_i d: 0x28
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Apr 8 19:02:00.110: dot1ll_mac_process_reply: AAA reply
for 0002. 8aa6. 304f PASSED
Apr 8 19:02: 00. 145: 9%O0T11- 6- ASSCC:. Interface
Dot 11Radi 00, Station RKI BBE-\WK4
0002. 8aa6. 304f Associ ated KEY_MGMI| NONE]

AT 836 FE R T AR E R EAIMACER & K B
KBHMACE R E =G

Apr 8 19:01:22.336: dotll auth_nmac_start: nethod_list:
mac_net hods
Apr 8 19:01:22.336: dotll auth_mac_start: nethod_i ndex:
0x4500000B
req: OxA7626C
Apr 8 19:01:22.336: dotll auth_nmac_start: client-
>uni que_i d: 0x27
Apr 8 19:01:22.337: dotll mac_process_reply:
AAA reply for 0002.8aa6. 304f FAI LED
Apr 8 19:01:22.337: %OOT11-7- AUTH FAI LED:
Stati on 0002. 8aa6. 304f Authentication failed

EMACH I B DB R KT , MEEMACH U R AN F T ERMY, BAREMACHIPE AT
NEFZRFTT,

ERNAEEMACH R ERFHNFFEER
Cisco IOSHRBELEIEF , 12.2(13)JA),

EZ2HEE S 55 FE R B (B AR Cisco AironetiE A BV

WPA
HAWI-FIREHE(WPAT RS HRBEE , BERBEHE.

- WPATEAPHIE FinF 2 BT,
- EEFRRUEBEBEMRBFARSSETEORIER , WPASREEETHE,
- WPAEB MG B F @K E RSB PTK)MAERKE S8 (GTK).
g; s:é HAWPAEREREAPAK I , BEEAWPAZHIRB R Fin2E v LUK A XEAPETTE

ELRFDHRWPAG EREEE

- debug dot11 aaa authenticator process — 1Lt 38 &2 B9 & H SA LA T SCAKBASE : dot 11_aut h_dot 1x_o
- debug dot11 aaa authenticator state-machine — 1tt & K9 & i LU T XA BESE
. dotll auth_dotix _run_rfsme
HERAXETHNEMSHRE , WPARRZRERN 2. BEEPTKEEXKEEENEE,
ETR , FEEGTKHEYEKE —EBENELE,

MRBREAPTKHGTKHEE |, RIAP EME BB i Kk B T REEEME, MR RWEIRBEFF iKY
PTKEGTKEE A FMEFFin FHWWPARERF LB ENEER G,

R Zh Y WPATE i = i

| abap1200i p102#
Apr 7 16:29:57.908: dotll_dotlx_build ptk_handshake:
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building PTK msg 1 for 0030.6527.£f74a
Apr 7 16:29:59.190: dotll_dotlx verify ptk handshake:
verifying PTK msg 2 from 0030.6527.£74a
Apr 7 16:29:59.191: dot1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key info (exp=0x381, act=0x109
Apr 7 16:29:59.191: dot1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key | en (exp=0x20, act=0x0)
Apr 7 16:29:59.192: dotll_dotlx_build ptk_handshake:
building PTK msg 3 for 0030.6527.£f74a
Apr 7 16:29:59.783: dotll_dotlx verify ptk handshake:
verifying PTK msg 4 from 0030.6527.£74a
Apr 7 16:29:59.783: dotl1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key info (exp=0x381, act=0x109
Apr 7 16:29:59.783: dotl1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key | en (exp=0x20, act=0x0)
Apr 7 16:29:59.788: dotll_dotlx_build gtk _handshake:
building GTK msg 1 for 0030.6527.£f74a
Apr 7 16:29:59.788: dotl1l dot 1x_buil d_gt k_handshake:
dot 11_dot 1x_get _nul ticast_key len 32 index 1
Apr 7 16:29:59.788: dot1l_dot 1x_hex_dunp: GIK:
27 CA 88 7D 03 D9 C4 61 FD 4B BE 71 EC F7 43 B5 82
93 57 83
Apr 7 16:30:01.633: dotll_dotlx_verify gtk _handshake:
verifying GTK msg 2 from 0030.6527.£74a
Apr 7 16:30:01.633: dot1l dot 1x_verify_eapol _header:
Warning: Invalid key info (exp=0x391, act=0x301
Apr 7 16:30:01.633: dot1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key | en (exp=0x20, act=0x0)
Apr 7 16:30:01.633: %DOT11l-6-ASSOC: Interface
Dotl1Radio0,
Station 0030.6527.f74a Associated KEY_ MGMT [WPA]
| abap1200i p102#

REMAEEWPANFMEEHS , FF2RWPARE IR,

EEHTTPS HhRE

B LR A EAERBNERENER I HNERETNBEOREARFHEEN SR
o RADIUSHITACACS+#ixx BEEFHL

LTHRHEEREESORESEEY

. debug radius authentication=tdebug tacacs authentication — LK H AL T 52 —F5E
© RADI UST) TACACS,
- debug aaa authentication — It 585 A 8 H SALA T XABIEE © Aaw AUTHENG
- debug aaa authorization — LFE A H BT XARBHEE @ Ao
ELFEER

- EEREHFENRADIUSETACACSH 2 HIEHRENARA
- REHGMREARSEZENSORENRENER GRS
1t &5 451 B8 7R & ser vi ce- Type RADI USIBMEERE Aadministrati veFFR NN EIRERTE -
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AR R B R EE & B RE 75

Apr 13 19:43:08.030: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 19:43:08.030: AAA: nanme=tty2 flags=0x11l type=5
shel f=0 sl ot =0

adapt er=0 port=2 channel =0
Apr 13 19:43:08.031: AAA/ MEMORY: create_user (0xA1BB6C)
user =" NULL' ruser="NULL'

ds0=0 port="tty2' rem addr='10.0.0. 25
aut hen_t ype=ASCl | servi ce=LOG NN
Apr 13 19: 43: 08. 031: AAA AUTHEN START (3200017540):
port="tty2'

list="' action=LOd N service=LOd N
Apr 13 19: 43: 08. 031: AAA AUTHEN START (3200017540):
using "default" |ist
Apr 13 19: 43: 08. 031: AAA AUTHEN START (3200017540):

Method=tac_admin (tacacs+) Apr 13 19: 43: 08. 032:
TAC+: send AUTHEN START packet ver=192 id=3200017540 Apr
13 19:43:08. 032: AAA/ AUTHEN( 3200017540) : Status=ERROR
Apr 13 19: 43: 08. 032: AAA/ AUTHEN START (3200017540):
Method=rad_admin (radius) Apr 13 19:43: 08. 032:
AAA/ AUTHEN( 3200017540) : Status=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN CONT (3200017540) :
continue_login (user='"(undef)') Apr 13 19:43:08. 032:
AAA/ AUTHEN( 3200017540) : St at us=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN( 3200017540) : Method=rad_admin
(radius) Apr 13 19:43:08.032: AAA/ AUTHEN(3200017540) :
Status=GETPASS Apr 13 19:43:08.033: AAA/ AUTHEN CONT
(3200017540): continue_login (user='aironet') Apr 13
19: 43: 08. 033: AAA/ AUTHEN( 3200017540) : St at us=GETPASS Apr
13 19:43:08.033: AAA/ AUTHEN(3200017540) :
Met hod=r ad_admi n (radius) Apr 13 19:43:08. 033: RADI US:
Pick NAS | P for u=0xAl1BB6C t abl ei d=0 cfg_addr=10. 0. 0. 102
best __addr=0.0.0.0 Apr 13 19:43:08.033: RADI US: ustruct
sharecount =1 Apr 13 19: 43: 08. 034: Radi us:
radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 43: 08. 034: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/48, len 76 Apr 13 19:43:08.034:
RADI US: aut henticator 91 A0 98 87 C1 FC F2 E7 - E7 E4 57
DF 20 DO 82 27 Apr 13 19:43:08.034: RADI US: NAS-IP-
Address [4] 6 10.0.0.102 Apr 13 19: 43: 08. 034: RADI US:
NAS-Port [5] 6 2 Apr 13 19:43:08.035: RADI US: NAS-Port-
Type [61] 6 Virtual [5] Apr 13 19:43:08.035: RAD US:
User-Name [1] 9 "aironet" Apr 13 19:43:08.035: RAD US:
Calling-Station-1d [31] 11 "10.0.0.25" Apr 13
19: 43: 08. 035: RADI US: User-Password [2] 18 * Apr 13
19: 43: 08. 042: RADI US: Received fromid 21646/ 48
10. 0. 0. 3: 1645, Access-Accept, len 62 Apr 13
19: 43: 08. 042: RADI US: authenticator C9 32 E7 8F 97 5F E6
4C - 6B 90 71 EE ED 2C 2B 2B Apr 13 19:43: 08. 042:
RADIUS: Service-Type [6] 6

Administrative [6]
Apr 13 19:43:08.042: RADIUS: Franed-| P-Address [ 8]
6  255.255. 255. 255
Apr 13 19:43:08.042: RADIUS: d ass [ 25]
30
Apr 13 19:43:08.043: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 36

[ Gl SCOACS: 0000366]
Apr 13 19:43:08.043: RADI US: 39 2F 30 61 30 30 30 30
36 36 2F 32

[ 9/ 0a000066/ 2]




Apr 13 19:43:08.044: RADI US: saved authorization data
for user A1BB6C at BOC260

Apr 13 19: 43: 08. 044: AAA AUTHEN(3200017540): Status=PASS
Apr 13 19:43:08.044: tty2 AAA AUTHOR/ HTTP(1763745147):
Port="tty2" list=""' service=EXEC Apr 13 19: 43: 08. 044:
AAA/ AUTHOR/ HTTP: tty2(1763745147) user="aironet' Apr 13
19:43:08.044: tty2 AAA/ AUTHOR/ HTTP(1763745147): send AV
service=shell Apr 13 19:43:08.044: tty2

AAA AUTHOR/ HTTP(1763745147): send AV cnd* Apr 13
19:43:08.045: tty2 AAA/ AUTHOR/ HTTP(1763745147): found
list "default" Apr 13 19:43:08.045: tty2

AAA/ AUTHOR/ HTTP(1763745147) : Met hod=t ac_adni n (tacacs+)
Apr 13 19: 43: 08. 045: AAA AUTHOR/ TAC+: (1763745147):

user =ai ronet Apr 13 19:43:08. 045: AAA/ AUTHOR/ TAC+:
(1763745147): send AV service=shel|l Apr 13 19:43:08. 045:
AAA AUTHOR/ TAC+: (1763745147): send AV cnd* Apr 13

19: 43: 08. 046: AAA/ AUTHOR (1763745147): Post

aut hori zation status = ERROR Apr 13 19:43:08.046: tty2
AAA/ AUTHOR/ HTTP(1763745147) : Method=rad_admin (radius)
Apr 13 19: 43: 08. 046: AAA AUTHOR (1763745147): Post
authorization status = PASS_ADD Apr 13 19:43:08. 443:
AAA/ MEMORY: free_user (O0xA1BB6C) user='aironet'
ruser="NULL'" port="tty2' rem.addr="10.0.0.25'

aut hen_t ype=ASCI | servi ce=LOGA N

Lt ROIBRESER MRS ENBMEE Mpriv-levels FARKIINERS HRE
SRS E RN R EE 5 O RE R

Apr 13 19:38:04.699: RADI US: cisco AVPair ""shell:priv-
| vl =15""

not applied for shell
Apr 13 19: 38: 04. 699: AAA/ AUTHOR (380584213): Post
aut hori zation status

= PASS_ADD
Apr 13 19: 38: 04. 802: AAA/ MEMORY: free_user (O0xAAOE38)
user =" ai ronet"'

ruser="NULL' port="tty3" remaddr="10.0.0.25
aut hen_t ype=ASCl |

service=LOGE N
Apr 13 19: 38:04.901: AAA: parse nanme=tty3 idb type=-1
tty=-1
Apr 13 19:38:04.901: AAA: nane=tty3 flags=0x11 type=5
shel f=0 sl ot =0

adapter=0 port=3 channel =0
Apr 13 19: 38: 04.902: AAA/ MEMORY: create_user (0xAA23BC)
user =" NULL'

ruser="NULL' ds0=0 port="tty3" rem addr='10.0.0.25

aut hen_t ype=ASCI | servi ce=LOG N
Apr 13 19: 38: 04.902: AAA/ AUTHEN START (1346300140):
port="tty3 list=""

action=LOG N servi ce=LOG N
Apr 13 19: 38: 04.902: AAA/ AUTHEN START (1346300140):
using "default" list
Apr 13 19: 38: 04.902: AAA/ AUTHEN START (1346300140):
Method=tac_admin (tacacs+) Apr 13 19:38:04.902: TAC+:
send AUTHEN START packet ver=192 id=1346300140 Apr 13
19: 38: 04. 902: AAA/ AUTHEN( 1346300140) : Status=ERROR Apr
13 19: 38: 04. 902: AAA/ AUTHEN START (1346300140):
Method=rad_admin (radius) Apr 13 19: 38: 04.902:
AAA/ AUTHEN( 1346300140) : Status=GETUSER Apr 13
19: 38: 04. 903: AAA/ AUTHEN CONT (1346300140) :




continue_login (user='"(undef)') Apr 13 19: 38: 04. 903:

AAA/ AUTHEN( 1346300140) : St at us=GETUSER Apr 13

19: 38: 04. 903: AAA/ AUTHEN( 1346300140) : Met hod=r ad_adni n
(radius) Apr 13 19:38:04.904: AAA/ AUTHEN(1346300140):

St at us=GETPASS Apr 13 19: 38: 04. 904: AAA/ AUTHEN CONT
(1346300140): continue_login (user='aironet') Apr 13

19: 38: 04. 904: AAA/ AUTHEN( 1346300140): Status=GETPASS Apr
13 19: 38: 04.904: AAA AUTHEN( 1346300140) :
Method=rad_admin (radius) Apr 13 19:38:04.904: RADI US
Pick NAS | P for u=0xAA23BC t abl ei d=0 cfg_addr=10. 0. 0. 102
best _addr=0.0.0.0 Apr 13 19: 38: 04.904: RADI US: ustruct
sharecount =1 Apr 13 19: 38: 04. 904: Radi us:

radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 38: 04. 925: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/3, len 76 Apr 13 19: 38: 04. 926:
RADI US: aut henticator OC DD 2B B7 CA 5E 7C B9 - 46 90 FD
7A FD 56 3F 07 Apr 13 19:38:04.926: RADI US: NAS-I P-
Address [4] 6 10.0.0.102 Apr 13 19:38:04.926: RAD US:
NAS-Port [5] 6 3 Apr 13 19:38: 04.926: RADIUS: NAS-Port -
Type [61] 6 Virtual [5] Apr 13 19:38:04.926: RADI US:
User-Name [1] 9 "aironet" Apr 13 19:38:04.926: RADI US:
Calling-Station-Id [31] 11 "10.0.0.25" Apr 13

19: 38: 04. 926: RADI US: User-Password [2] 18 * Apr 13

19: 38: 04.932: RADIUS: Received fromid 21646/3

10. 0. 0. 3: 1645, Access-Accept, len 89 Apr 13

19: 38: 04.933: RADI US: authenticator FA A4 31 49 51 87 9D
CA - 9D F7 B3 9B EF C2 8B 7E Apr 13 19: 38: 04. 933:

RADI US: Vendor, Cisco [26] 27 Apr 13 19: 38: 04.933:

RADI US: Cisco AVpair [1] 21 ""ghell:priv-
lvl=15""

Apr 13 19:38:04.934: RADIUS: Service-Type [ 6]
6 Logi n [1]

Apr 13 19:38:04.934: RADIUS: Franed-|P-Address [ 8]
6  255.255.255. 255
Apr 13 19:38:04.934: RADIUS: d ass [ 25]
30
Apr 13 19: 38:04.934: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 33

[ Cl SCOACS: 0000363]
Apr 13 19: 38: 04. 934: RADI US: 61 2F 30 61 30 30 30 30
36 36 2F 33

[ a/ 0a000066/ 3]
Apr 13 19: 38: 05. 634: AAA AUTHOR (3854191802): Post
authorization status = PASS _ADD Apr 13 19:38:05.917
AAA/ MEMORY: free_user (0xA9D054) user='aironet'
ruser="NULL'" port="tty2' rem.addr="10.0.0.25
aut hen_t ype=ASCI | servi ce=LOG N priv=0

EEGMRESRERNEERRER S OREARFEEASEEE W TRIRA = EEREE
B, LRHIEHAEESORIFANR  RARBEFIERIBERNERREEBI B

BRARTE R 48 7 AR 36 21 A9 M1

Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
Port="tty3'

list='"' service=EXEC
Apr 13 20:02:59.516: AAA/ AUTHOR/ HTTP: tty3(2007927065)
user =" ai ronet"'
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
send AV service=shell
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
send AV cnd*




Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
found list "default"
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
Met hod=t ac_admi n (tacacs+)
Apr 13 20:02:59.516: AAA AUTHOR/ TAC+: (2007927065):
user =ai r onet
Apr 13 20: 02:59.516: AAA AUTHOR/ TAC+: (2007927065): send
AV servi ce=shel |
Apr 13 20: 02:59.516: AAA AUTHOR/ TAC+: (2007927065): send
AV cnd*
Apr 13 20:02:59.516: AAA/ AUTHOR (2007927065): Post
aut hori zati on status = ERROR
Apr 13 20:02:59.517: tty3 AAA AUTHOR/ HTTP(2007927065) :
Met hod=r ad_admi n (radi us)
Apr 13 20:02:59.517: AAA/ AUTHOR (2007927065): Post
aut hori zati on status = PASS_ADD
Apr 13 20:02:59.561: AAA/ MEMORY: free_user (O0xA756E8)
user =" ai ronet"'

ruser="NULL'" port="tty2' rem.addr="10.0.0.25'
aut hen_t ype=ASCl |

service=LOA N priv=0 vrf= (id=0)
Apr 13 20: 02:59.620: AAA/ MEMORY: free_user (0x9E5B04)
user =" ai ronet"'

ruser="NULL'" port="tty3" rem.addr="10.0.0.25
aut hen_t ype=ASCl |

service=LOGIN priv=0 vrf= (id=0)
Apr 13 20:03: 04.501: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 20:03:04.501: AAA: nanme=tty2 flags=0x11l type=5
shel f =0 sl ot =0 adapter=0

port=2 channel =0
Apr 13 20:03: 04.502: AAA/ MEMORY: create_user (0xA9C7A4)
user =" NULL'

ruser="NULL'" ds0=0 port="tty2' rem addr='10.0.0.25
aut hen_t ype=ASCl |

service=LOGd N priv=0
Apr 13 20: 03:04.502: AAA/ AUTHEN START (377202642):
port="tty2' list=""

acti on=LOA N servi ce=LOd N
Apr 13 20:03:04.502: AAA/ AUTHEN START (377202642): using
"default" 1|ist
Apr 13 20: 03:04.503: AAA/ AUTHEN START (377202642):
Met hod=t ac_admi n (tacacs+)
Apr 13 20:03: 04.503: TAC+: send AUTHEN START packet
ver =192 i d=377202642
Apr 13 20:03: 04.503: AAA/ AUTHEN(377202642): Stat us=ERROR
Apr 13 20:03:04.503: AAA AUTHEN START (377202642):
Met hod=r ad_admi n (radi us)
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=GETUSER
Apr 13 20: 03: 04.503: AAA/ AUTHEN CONT (377202642):
continue_login (user='(undef)')
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=GETUSER
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
Met hod=r ad_admi n (radi us)
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=CETPASS
Apr 13 20: 03: 04.504: AAA/ AUTHEN CONT (377202642):
continue_login (user="aironet')
Apr 13 20: 03:04.504: AAA/ AUTHEN(377202642):
St at us=CETPASS
Apr 13 20: 03:04.504: AAA/ AUTHEN(377202642):
Met hod=r ad_admi n (radi us)




Apr 13 20:03:04.504: RADIUS: Pick NAS IP for u=0xA9C7A4
t abl ei d=0

cfg_addr=10.0. 0. 102 best _addr=0.0.0.0
Apr 13 20:03:04.505: RADI US: ustruct sharecount=1
Apr 13 20:03: 04.505: Radius: radius_port_info()
success=1 radi us_nas_port=1
Apr 13 20: 03: 04.505: RADI US(00000000): Send Access-
Request to 10.0.0. 3: 1645

id 21646/59, len 76
Apr 13 20:03:04.505: RADIUS: authenticator OF BD 81 17
8F C5 1C B4

- 84 1C 66 4D CF D4 96 03

Apr 13 20:03: 04.505: RADIUS: NAS-IP-Address [ 4]
6 10.0.0.102

Apr 13 20:03: 04.506: RADI US: NAS-Port [ 5]
6 2

Apr 13 20: 03:04.506: RADIUS: NAS-Port-Type [ 61]
6 Virtual [ 5]

Apr 13 20:03: 04.506: RADIUS: User-Nane [1]
9 "aironet"

Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31]
11 "10.0.0. 25"
Apr 13 20:03:04.507: RADIUS: User-Password [ 2]
18 *
Apr 13 20:03:04.513: RADI US: Received fromid 21646/59
10. 0. 0. 3: 1645

Access-Accept, |len 56
Apr 13 20:03:04.513: RADIUS: authenticator BB FO 18 78
33 D0 DE D3

- 8B E9 EO EE 2A 33 92 B5
Apr 13 20:03:04.513: RADIUS: Franed-|P-Address [ 8]
6 255, 255. 255. 255
Apr 13 20:03:04.513: RADIUS: d ass [ 25]
30
Apr 13 20:03: 04.514: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 38

[ Cl SCOACS: 0000368]
Apr 13 20:03: 04.514: RADI US: 33 2F 30 61 30 30 30 30
36 36 2F 32

[ 3/ 0a000066/ 2]
Apr 13 20:03: 04.515: RADI US: saved authorization data
for user A9C7A4 at A9C99C
Apr 13 20:03: 04.515: AAA/ AUTHEN(377202642): St at us=PASS
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
Port="tty2" list=

servi ce=EXEC
Apr 13 20:03: 04.515: AAA/ AUTHOR/ HTTP: tty2(2202245138)
user =" ai r onet
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
send AV servi ce=shel
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
send AV cnd*
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
found list "default"
Apr 13 20:03:04.516: tty2 AAA AUTHOR/ HTTP(2202245138):
Met hod=t ac_admi n (tacacs+)
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138):
user =ai r onet
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138): send
AV servi ce=shel
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138): send
AV cnd*
Apr 13 20:03: 04.517: AAA/AUTHOR (2202245138): Post
authorization status = ERROR




Met hod=r ad_admi n (radi us)
Apr 13 20:03:04.517: AAA/ AUTHOR (2202245138): Post
aut hori zation status

= PASS_ADD
Apr 13 20:03: 04.619: AAA/ MEMORY: free_user (O0xA9C7A4)
user =" ai ronet"'

ruser="NULL'" port="tty2' rem.addr="10.0.0.25
aut hen_t ype=ASCl |

service=LOA N priv=0 vrf=

Apr 13 20:03:04.517: tty2 AAA AUTHOR/ HTTP(2202245138):

FRENREEESORENFHES , FSEEEEA M (EAMRCisco AironetiZz A B# Cisco
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REANALRSHRERARS LNEAEREEE TRNFMESR
SREAENA B HRE. BEREEANS ORI ECERNITD

HHE & R

E=3
aB
o

SZBERMIEE  HTTPER

- AR Cisco AironetfZEXBiBYCisco IOSE AR REEE TEHE B9 12.2(13)JA

- EARADIUS{R BR BRI EAP & {3 BR 58

- EAAMRADIUSR IR ERHILEAP & 17 B RE
. Cisco Aironetf&fi &+ % R EE

- fEBAAAR AR BR Y #RAR 15 AR AP KL B T 5l
. F i BB # - Cisco Systems



//www.cisco.com/en/US/docs/wireless/access_point/12.2_13_JA/configuration/guide/s13adm_ps4570_TSD_Products_Configuration_Guide_Chapter.html
//www.cisco.com/en/US/tech/tk59/technologies_configuration_example09186a0080178a51.shtml
//www.cisco.com/en/US/tech/tk59/technologies_configuration_example09186a0080178a51.shtml
//www.cisco.com/en/US/tech/tk59/technologies_configuration_example09186a0080178a51.shtml
//www.cisco.com/en/US/docs/wireless/access_point/12.2_13_JA/configuration/guide/i12213sc.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801bd035.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801c0912.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_q_and_a_item09186a00805e8297.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps458/products_configuration_example09186a008059a559.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	調試身份驗證
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	捕獲調試
	EAP
	MAC身份驗證
	WPA
	管理/HTTP身份驗證
	相關資訊


