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ISE LAY EC &

1. iZ$ZISE GUI > Administration > Network Resource > Network Devices List > Add , LA{E7E
ISELASWLCHIB A S HRF. BEMIIRAAA)ZEF K, BAREWLC L A ERADIUSHR
BLEFEHNHASR, XX DEHINIE , AEFEHIBWLC, EEEISE - FICHEE
WLCHEBAAAE Fif, AXEFHAMEHMBESREAMERENISERE.,

Metwork Devioes List = E'UH;JI:J 5760
Network Devices

* Name| Surbg_5760

Description
* IP Address: | 10.105.135.178 /|32
Model Mame *
Software Version v

* Metwork Device Group

Location| Al Locations Set To Default

Device Type| ajl Device Types Set To Default

 Authentication Settings

Enable Authentication Sefttings
Protocol  RADIUS

* Shared Secret | sssseses Shiow

Enable KeyWrap [ | ¢
* Key Encryption Key
* Message Authenticator Code Key

kKey Input Format ASCIT HEXADECIMAL

L1 SNMP Settings

[l r Advanced TrustSec Setfings

2. 7£ISE GUIH |, i#3#ZPolicy > Authentication > MAB > EditbAZ2 3 B 3B KAk, S ERE R
EZEOASRENEFRIMACHN, 7 TiEIE, FERBREUT®RE  ££If
authentication failed FHEEH |, #EReject. £ "If user not found ( RIXEIFEAE ) 1 T
NBEHIEE TContinues . 7EIf process failed FHLIEEH | iE1EDrop, & LLRIBHITH
B, MACREXMNEFinEBESRFEMF,



admindee-1-2 | adwin | Loagoar | Feodback Lﬂ._
ces Engine
{31 Home Operations| ¥ Folicy »  Administration |

|2, Authentication | |@, Authorization [, Frofiing [#) Posture |1 Dient Provisioning

|5 Security Group Access & Policy Elemants
Authentication Policy

Define the Authentication Policy by selecting the pratooals that I5E should use to communicabe with the nebwork devices, and the identity sources thet it shoubd use for authentication,
Poiicy Type (O Simple (8] Rule-Based

B~ [mae C I wreless MAB &

o | Mlow Pratosals ;| Defauk Netwark Aocess o] . o
B Dafault ¢ Us# | jrggmal Endpoirds =
Tdetity Seurce | Internal Endpaints & |
Options
IF suthentication failed | Reject -
I user not fourd | Cortnee -
IF o Failed | Drop -
B oo C I Wired_l and
Wireles  Wote: For authenticstions usng PEAR, LEAR EAR-FAST cr BADILIS MSCHAR
EAR-FAST I e TS noEpossible to continue processing when authentization fais of user is not fourd.
I rantinye option is selected inthese cases, requests will be rejected.

3. ZEISE GUIH |, ##ZPolicy ; Authorization > Results > Authorization Profiles > Add, EE&F
HEFALIE—TSave MEUBRERBER., WREEHEAEREREQDEMACRERN
ENB@URL , UEEAERBMAGTERAESR/ER,

E‘*—lﬂm ¢ Home Operstions|¥  Polcy|w  Administration| v l

|4 Aumenteation |8, Asthoration | Profling |7 Podtune | Olent Provisioning | o, Security Group ASois
Dicionares  Conditions | Rasults

& Py Eliments

Autorimton Pofiol > CWA

[ 5] Authorization Profile

v - * Name | w
Ll T !

v [ Authenfication Deescrigtion |

= [ Asthorization " hocess Troe | ACCESS_ACCEPT =

. Muttoraaton Profies

* [ Dowriosdable ACLE Sarvice Tampists

* [ trline Postune Node Profiles
+ B Pofieg
v L Fosture . §

Cormenan Thks

L] ;mm UL LA P R e

¥ Wb Recinection (OWA, DRW, MDM, NSF, CFF)

Centralzed Wb Auth »|  acL | REGIRECT Focict | Defauk *
o St PPHoSE name 10.106.73.69
Aty Smart Port
w e ARt e
Select an femn o= 1

v Aitributes Detalls

Aty Type = ACCESS ACCERT
CACT-an-par = uri-redinec-ac = REDIRECT

OSrn-gN-par = Lr-redrect=httpe) L0106, 7355 port) puastrortal! patmaary Muassionld s Sessior]dvakeR action = cw

[ s QI

4. 7EISE GUIH , 1##EPolicy > Authorization > Results > Authorization Profiles > Add A2 1 55
—EAREREERAAFEALREBRSRBRELRE,



agrmin

cisco Identity Services Engine — T i :
ty 9 {0y Home Operations| v  Policy| v  Administration | v
|2, Authentication |®, Authorization | Profiling |7 Posture |E5) Qlient Provisioning |Z) Security Group /
Dictionaries Conditions Results
Results .l'j.J-I'._C' zation Profiles > PermitAccess
| 5 |  This is a reserved authorization profile and cannot be edited
= — Authorization Profile
@ ¥ T-:: % '.L‘;TJ"T
* Name | PermitAccess |

» [ Authentication
v [ Authorization Description | Default Profile with access type as Access-Acoept

¥ || Authorization Prafiles * Access Type |ACCESS_ACCEPT - |

L Downloadable ACLs

— Service Template

v | Inline Posture Node Profiles
¥ | Profiing
* | Posture

v | Client Provisioning
v || Secunily Group Access

P Common Tasks
!¢ Advanced Attributes Settings
¥ Attributes Details

Access Type = ACCESS_ACCEPT

Save Reset

5. B IRMEREE, REXBE "Guest_Wireless, BSEEMURLMEECACLEXIEFIHEE,
HEHEANEERERICWA (IR ) . BERE "Guest_Wireless-Success. AFFER
FEMERINEITENRBNFEEAEELEZSHBH IR, FAEEHEADLKINER
BEE , W.CEEABRERE, EXFERABM "Network Access:Use EQUALS Guest Flow
EFREREFHREFE. XRBEXRUO TR

] GLenst WIrAkIEE SuCEReRs

B Cuest_Wiralass

[T

Wiralass_MA3 ot

Hebaorl Aooess:UisaCaca FOLRLS Glast Flow PereitAncess ot |

Edt | v

6. IE : EEERRAT , FAERNZMFERE. BREEX , IUEGUIHESRHBEAR, &
ISE GUIH;&#ZAdministration > Web Portal management > Multi Portal Configurations >

DefaultGuestPortal,



y T admir-ise-1-2 1 20min | Lo

Policy | »  Administration | =

iy Home  Operations | v

=i Systern  Zb Identity Management @ Metwork Resources  [sL Web Portal Management | |Ly Feed Service
Sponsor Group Policy Sponsor Groups Settings

Mult-Partal Configuration Lt > DefaultGuestPortal

Settings
P et Multi-Portal
' : . = . B
o oo EEESTTE  onumon  Asentcaton
v [ Guest Guest Portal Policy Configuration
i= Details Falicy Guest wsers should agree to an acoeptable use policy
= Guest Roles Configuration 8 :‘:‘H”En
® [ Language Template @ EveryLogin
* [ Multi-Portal Configurations
IS OWn [ Enable Seif-Provisioning Flow
i= DefauliGuestPortal Enabla Mobile Portal
= DRW vagumstummludnngapammd
= Portal Policy [ Require guest users to change password at expiration and first login
- emssmond Pol [ Guest users should download the posture client
= o [ Guest users should be aliowed to do self service
* [ Time Profiles | Send self-registration credentials to whitelisted email domains

EIZéuest_Portal_sequence , REFALE. SHAENMADERAE.,



4> Home Operations| v Policy v  Administration | v

ol System | &1 Identity Management | Metwork Rescurces i Web Portal Management |5, Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Sowrce Sequences List » Guest_Portal_Sequence

Identity Source Sequence

* Identity Source Sequence

*Name | |5uest Portal_Sequence

Description | a pyilt-in Identity Sequence for the Guest Portal

=

¥ Certificate Based Authentication
[[] select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequance until first authentication succesads

Available Selecled
Internal Endpoints Internal Users
LDAP_BS Guest Users )
AD1
[»
| « ¥

¥ Advanced Search List Settings
Select the action to be performed if a selected identity store cannot be accessad for authentication

) Do not access other stores in the sequence and set the “AuthenticationStatus” attribute to “ProcessError
(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

7. ZEISE GUIH |, ##ZEGuest > Multi-Portal Configurations > DefaultGuestPortal, #Eldentify
Store Sequence T A1E & FE £ Guest_Portal_Sequence.



l'l.lllll-
cisco Identity Services Engine /

‘3 Home Operations|w  Policy |  Agministration | »

=l System Sl Identity Management B Metwork Resources |4 Web Portal Management . Fesd Service

Sponsor Group Policy Sponsor Groups Settings

Multi-Portal Configueation List > DefaultGuestPortal

Settings
=i Multi-Portal
» [ Sponsor
» [ My Devices General Operations Customization
v [ Guest
i Details Policy * Identity Stors Sequence | Guest_Portal_Sequence |
i= Guest Rodes Configuratian Sponsor_Portal_Sequenoe
» [ Language Template MyDevices_Portal_Sequence
* [ Multi-Portal Canfigurations g‘ﬂ:a;i’r convence
= WA
i DefaultGuestPortal
= DRW
i= Portal Policy
t= Password Palicy

k| Time Profiles
t= Usarname Policy

XD | Reset

WLC EayiaRE

1. EWLC 5760_LEZISE Radiusfil RS,
2. fFACLIE. ERADIUSTAIARES. fRIBRESAEAM S EBE,

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646

timeout 10
retransmit 3
key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

. EACLIZZREWLAN,

wlan CWA_NGWC 10 CWA_NGWC
aaa-override
accounting-list ISE
client vlan VLAN0012

no exclusionlist
mac-filtering MACFILTER
nac



no security wpa
no security wpa akm dotlx
no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

4. FEFACLIZREEFHEMACL, ERISEEAAAABZREIMurl-redirect-acl , ARFEZFFERE
BN EE[URL. ERENEMR—FEEBLEANEREACL, ER—1@ "punty ACL , thFi2&E
FTHARE—RBHREACL, BEEHIE¥DHCP, DHCP{IMRES. DNS. DNS{A AR
ISEfIFRESHIEHR. RIBEEE AR www, 443F18443, ILISEFFEFIF#AIE8443 , EEM
e ERALERTRNACL, LEMBATICMP , EREBELZLHEE , KA LUERRH .

ip access-list extended REDIRECT
deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

A BAHTTPSE , AR TERM , TeERER —ESCPURIE, MRIFBRIERFTERKER
JHSIjJEb ) IZIEIJ TEE&FE Eo

5. EERIE4IE5GUIFIZIZAAA > RADIUS > Servers, EGUIFEIERADIUSHIARES. [IPRES4E
MEEBEE, ESMACIBYRRLEREENRASKREISELAIEEREN LA SIBITE
o & "RFC 3576% & THIEER , EEMA.

Cisco Wireless Controller [-* Home  Monitor |+ Configuration |+ Administration | v Help

Security Radius Servers
Radius Servers > Edit
T ALA
* = Mathod Lists _
Server Mame LBk
zareral -
Server [P Addess | 10.106.73.69
fauthantication
Shared Secrat RS EE
ALCOUNTRG iZonfirm Shared Secret seesssns
£Lthonzation Aut Port (0-65525) | 1645
L leaiiEhte Rl Acct Fort (0-65535) 1646
L Server Timmeout [0-10007) secs| 10
Servers
= Retry Count (0-100) 3
Fallback

Support for RFC 3576 Enabia |~ |
TACACS+ Servers —

6. IE EARIEFIZBSGUIHZIZAAA > Server Groups > Radius, #5081 2 3 ®IRADIUS A AR 853718
ESIRET e



{3t Homa  Moritor v mv Administration |+ Help |

BRCLHTY Radius Server Groups
Radus Servar Groups > Bdit

~ [ Asi
= [ Mathad Lists
GHoLE MEme: Ty 1°C
Gererd
_ Authentication MAC-demitar nore|
ACCountng MAC-filterig
_ Authorgation Oiead-time (0-1440) in mirtes [0
=[5 Server Groups sroup Tipe Radis
Radits
Available Servers Mssigned Servers
| | Tacacs+ s - _]EE -
_ Lldep Sarvers In Tris Group Ernsnﬁ_ < |2 |
* 5 ranius
__ Samvars - -

7. AR HIBFGUIIEZEAAA > Method Lists > General. i#HDot1x System Auth Control 2
A, NREEFL#EE , AIAAATEER,

Eaul‘it'lp‘ General
v aan
Dot1x Systemn Auth Control
~ & Method Lists ——

- @| Local Authentication
8. EEAF L HIZEGUIHIZZEAAA > Method Lists > Authentication. ZdotIXE BIE Y &5 EE S

EBE, HERIAHE, FEHERRISE,
adrinktration | v Help |

2% Home  Monitar | ¥

Authentication

Security
Suatherlication = Bdil
& anh
= = Mathod Lists
Method List Mama gy o0
_ Gererd dot
Type 1
__ Authentication
__ dccounting Group Tyos ‘
_ Authorzation Falhack to iocal Lrsablect
v Server Groups Avallable Server Groups Assiqned Server Groups
 Radis T - e I .
. 152
_ Tatacs+ Ermips i Ths fstod Wirosoft_WES fo) luk
_Ldap wichor

S s

9. RIIFIEHBIGUIFIZFEAAA > Method Lists > Accounting. B BIZRE L IR 5 EBFE,
s HE R EISE,



Security

v nas
= Method Lists

_ Ganeral
Buthentication
__ Bcoountiog
 muthirization
* [ Setvar GroUps
Racius

Gk Home  Momitor | ¢ Corfiowsation |+ Adminsiration |+ Hep

Saeounking
Accourting = Edit

Mathed List Hame =D [TE

Type ==y
Awailable Server Lroups Assigned Server Groups
A5 - T 1°E

Groups In Thz Method :iEr‘I:GDﬁJIFS
victor

10. TEEAF I HIZFGUIHIZZEAAA > Method Lists > Authorization. BTypeiBi& 2 RES LB

Security

L =
= 5 Mothos Lists
_ General
_ fwsthentcation
foooumtng
Authorzation
£ SEruer Grougs
Radius
Tacacs+

I dan

1. T2, AREXEVMACHIE. AEBIMEE T RIES EEEMACFILTER, SHHMEIISE

Security

5 ans
* £ Method Lists
Ganerd
Luthentication
_ Accounting
_ Buthorzation
5 Server Groups
Rk

_ Tacass

B, #EHREISE,

{5t Home  Monitor |+ Configuration |+ Adminstreton [* Hel

™

Authorization
Aukhorization = Edit

Fiethiod List Marme dmm I°C

Type natwork

Group Tvoz aoup
avallable Server Groups Igned Server Groups
ars - &J‘-’E

o T This Method |50

Miresalt_us L<][2]

vickor

fat Homs  Momsor | v Configuraton | v Administration | v Hela

Authorization
futherizetion = Edil

Methad List Mame MACFILTER
T retiwnd
Group Ty oroiip
Available Server Groups BAssigned Server Groups
ACS - IS5
52
Groups In This Method Microsoft_HES I:‘ j}
wickar

Lisn
12. EERIZHBRGUIFZEZEWLAN > WLANs, fERLLRE RN EIBEMHEE,



———

Wireless

B WLk

* ﬁﬂﬂs
» £ E02. 11ajn/zc
» [ E02.11bfgin
» ] Mecla Stieam
» s

13. & Security > Layer2, #£MAC Filtering##{z# , # AMACFILTER,

¥ | fccess Points
* [ B0z 11a/nac

» B0 B0z, 11b/gin
* £ Media Stream

» & qos

14 MEREEIE,

E Manitor | m AcminkTaton |[*  Hep

WLAN
Wlohd = Edit
Secunty s iy Folzy Mapoing Hibvaniosd
Prafie Marne CWSIRCTG
Tup= wlak
550 R _EvWC
Szatus ] Enzbled
ML Rltering
Secunty Foloes
[Modficaton: done under sacunty tab wil appear aftsr 2pphving the changss.]
Redo Py
Interface/Interface GroupiG) | WLANODLZ o
Eroadkast S510 [
Muiticast WLAM Faatura O

WLAN
WLAM = Edit
Generd 05 ANC Policy Mapging Advarced
Layar3 AdsA, Sarvar
Layer 2 Security[None [ 7 |
MAC Fitering
Fast Transition L
Owver the DS
Reassacistion Timenut

wireless

- [ WLAN
WLANS

* [ Access Brints

» B3 A02.11a/njac

» [ E02.11bviain

* 1 Media Straam

v qos

WLAN

WLAR = Edit
Genard fala Pt Pelicy Mzpping Advanced

Leryer2 Layers BB Sarver

Wb Polcy U
Concitianal Wsb Redirect O
Webauth authentication List Dizabled !'l
Webhauth Parameter Map Lnconfigured !4‘]
Webauth Orn-mac-fiter Falure N
Prezuthentication [Pvd ACL Urconfigured !']
Prezuthentcation [Pye ACL e L

15. &1ZSecurity > AAA Server, fEAuthentication Method FHLZE R |, BIZISE. #Accounting
Method FHALEEF | ZEHZISE,



4 Home  Monitor v Configuration |+ Adminktration | v Help
wireless WLAN
WLAN = Edit
&5 wLan General Sarurity oS AYE Palicy Mapping Adwzrcad
T — Layerz Layerd
* [ Access Ponts
» (& 802, 11a/nfac Authentication Method Dy 56 bel
» [ 202, 11bjoin Accounting Mathod iaingi 155 [0
* £ Mediz Stream Lacel EAP Authentication [l
* B Q03

16. iZ1Z2Advanced. iZHAllow AAA OverrideZREL 5 . 1ZEHPNACHRREERE S .,
[ SES WimmsenmmmmA e o w Gomestnlv Adirevaton v b '

Wirrdnss i
i Ak = Falii
™ L Genzral Seriaty B
Ak

v B A=z Pints Alow 228 Qvaice

* [0 B2, 1an/ac

Crwrraz e Haw Osterbnn

Hﬂﬁﬁﬁl 'ﬁ

Bl MaTping

DHCE

CHP Servzr [P Acdress

0,000

* L] B2 115fain Sasaon Timenst (550s)
* £ Mecia Streem siaret E DL Ackdess assonment sequisd |
v B oos Disgroste Chanel DHF Outin B2 -
I
P22 Bocdng Acion [rascbizd | = | DI IR Cetion 02 Format Kore
Mecie Skeam dulbcast-crect [ CHP Certion B2 el Miods |
Cienit Chdusion O [P Oytion B2 RIS Mrda -
Mt Lz Chent o A
FLtC Erate &
0if channel Scanning Defer
o1 2 3 = 5 @8 7
Zcan Deter Friciky u u u |_ 7 Ii il _l
Sean Defiar Time Ut |
Dwerride Interface AL
T=ud e Urconfiguned bed
IPuS A
= 3
17. EGUIFEREWLC LK EFHEHACL,
Aucess Conbrol Lists
AiZls = ALL dekail
Details ¢
Hame! REDIRECT
Tt 1P Exterded
add Sequente Ramoes
S0 Acton | Protocol SOLKCE [Py Mask Cestinztion 1P/Mazk Saurce Port Deestination Port DsCP
O s deny T zny any . )
O demy  udo zny ari - B0 E7 S
] demy  uda any ary . &0 E8
[ 1n deme udd any e 0 =3
Lz dery @ any 10,105,73.59
[ a0 pammit o any any - an Sl -
O =n pemnit o ny any . B0 443 .

B2 B



REAMEEENRSA

3
¢
&n
=
>

HEERRIMIETH.
ISE LKy Bl

ISELRVE B SRR ER 1M ELEME,

BEALISE LHHR MBI EIE, BRBEISE LFIEAZWLC | £/EBWLC EEHRADIUSTRIARSE
, BEWLANTHRIZREREE, EHR L, BIAFBAMACEIR.

L EREE SR | BRMEIWLC 5760 F/NIBRE ., MREBEFAWLC 5760/EAER |, FH
3850 R MESMERINEHE (L RMETENRE ) EREE S —ETEEHI ,\Uﬂ‘EHE’JEﬁE%IEﬁEE’\JO
B2 , EEEISSOR MM HESH RN E ZETEEHI88 LR EWLAN, BRE3850#HES
5 7 & B HYWLC 5760,

WLC Liv#E%E

1. TEAER |, ERAAARNAAAT EBEREISE[ARRS , WAWLANSIREIMACBIRERE, X
- EHEMAZLUREMACERE R EEEBACL,.

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

wlan MA-MC 11 MA-MC

aaa-override

accounting-list ISE

client vlan VLAN0012
mac-filtering MACFILTER
mobility anchor 10.105.135.244
nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE



session-timeout 1800
no shutdown

2. EFACLIZR EEFEMACL, ERISEEAAAAEEIREIMurl-redirect-acl , ARFEMAFEE
MR EEEMURL, EEERNER LB LEANEZACL, ER2— "punty ACL , ERZE
FTHARE—RBNREACL, BEEHIE¥DHCP, DHCP{EMRES. DNS. DNS{A AR
ISEf@ARESHVEHRE. BIBFEEE RFwww, 443718443, WISEFFFFFFEHIES443 , EEM
PaERALERRNACL, LERATICMP , BRIBLSEA | SO LIRS K.

ip access-list extended REDIRECT
deny icmp any any
deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

AR MAHTTPSHE: , AR AIERM , TRREEN —LECPURE, BRIFDRIRFTERER
LbIhse , BABTERATE.
3. EF LB EB B,

wireless mobility group member ip 10.105.135.244 public-ip 10.105.135.244 group surbg
AE : ARAE3B50XMERRERINER , AIFFRARETHRFR LERRIRBHSHAE , WET
B EERXMBYWSEE, RRAE3BS0RHME LERIE FRCWAEE.

4 MEENERE. EHHEL EFTREXMSERE. BRFEEEWLAN,

wlan MA-MC 6 MA-MC
aaa-override
client vlan VLANO0O012
mac-filtering MACFILTER
mobility anchor

nac
nbsp;no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes
session-timeout 1800
no shutdown

5. ki LREBEME, #5 —EWLCERALWLCLEHITEBRE,

wireless mobility group member ip 10.105.135.178 public-ip 10.105.135.178 group surbg

6. FEACLIZREEFHEMACL, ERISEEBAAABZEIREMurl-redirect-acl , ARGFEMFERE
BN EEBURL, ©REREMR LB LEMANEREACL, ER—1@ "punty ACL , HFEE
FARE—RENRMOACL, BEEMEIL¥DHCP, DHCP{AR2E. DNS. DNS{AREEH
ISERAREZHIFH . RIBEEE LT Fwww, 44318443, WISEFHEFIFEAIES443 , EEM
e EA L EETRHACL, LLERMATICMP , ERELZEHA , BAUIER S 5T

ip access-list extended REDIRECT
deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eqg www
permit tcp any any eq 443

IR BRAHTTPSE , MR TIRZEY | ATAEEIEM —ECPURME, BIEBNRG ER IR
bihee , BRIBRTFERACT.
3 W R B

REWEEE MR |

3
¢
&
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st R —EmIBE,

(i

ISE LAY EC &

ISELMEEERAFE1NEEMEE,

BMEMISELFIGHBIEFHET, BREREISELFIEHZIWLC , EAEBWLC L EZRADIUSTR) Bk 25
, WHEWLAN T RIRRERRE, EHEE  BRERAMACERE,

EAREHIF , HE—EWLC 55081&1FH#% , M —EWLC 5760 EATBWLC, MREARWLC 55084
YESHRE | Y AE 3850 MHEMANIWLC ( —BITBNRE ) ERE S —ETBHEHR , IBRNERE
RIEMHEN. BR , BEAEISSORMBNREEGFFAIEE —ETERHIEE ERREWLAN, BRFEH
38503 #3545 ] A 4F £ R Y5508 WLC,

WLC Ei#ERE
1. EAEBWLC L |, EHAAARNAAAL EBEREISEMARET , WAAWLANEIREIMACBIRESZE

o HELETEENRIFEE, EE  EHEBWLCHAIBWLC ELAKRMACIERE L& ZEEEMACL,
2. FEWLC 5508 GUIH | ZZWLANs > New Ak E $#i 55508, EE M EALLEEAMACIBIE,

afear]
CISCO MOMNITOR  WLARs  CONTROLLER  WIRELESS  SECURITY  MAMAGEMEWNT  COMMARNDS HELP
WL AMS WLANs = Edit "S5028-MA'
= WWII‘_':'T General | Security | Qos | Policy-Mapping | Advanced 1
9
Advanced Profile Narmne S5503-Ma
Typa WLARN
Ss5ID 5503-MA
Status < Enabled
Sacunty Policies MAL Filkering

[Modifications done wnder sacurity tab will appear aftar 2pplying the changes.)

Radio Policy all -

Interface/Intarface
managemsnt -

Group(G)

Multicast Ulan Festure | Enabled
Broadcast 510 V! Enabled
MN&S-T0 S508-MC

3. BEmMER2EREA,



CISCO MONITOR  WlLANs  CONTROLLER  WIRELESS  SECURITY  MAMAGEMEN
WLANS WLANs > Edit "5508-MA'
* WLAMNS " General | Security If QoS T Policy-Mapping T Advanced ]
WLAMNS
b Advanced Layer 2 |r Layer 3 [ AAMA Servers ]
LayerE'Sewrith Mone -

MAC Filtering®

Fast Transition
Fast Transition ||

4. EEEREFIEEE,

afear)n
CISCO MONITOR  Wiaks CONTROLLER WIRELESS SECURITY MANAGEMEMNT COM
WLANS WLANs = Edit "5508-MA’
v WLANs ' General | Security | QoS | Policy-Mapping | Advanced |
WLANS
» Advanced . Layer 2 | Layer 3 | ABA Servers

Layer 3 Security L none -

5. FE#Z £ Anchor AireOS WLCHZFAAAARIARES , MBI EBNGWCEIECoA, £ E £ Security >
AAA > RADIUS > Authentication & &t B RADIUSAIIRES i | T AEE #BEWLCH B AAAA
BR25



| | IMP Bookmarks | Cisco Live Australiz 2013 | | Cisco Live 2014 | | SURBG Device Access | Stud

lllhllh
cisSco MONITOR  WLANS ER  WIRE : - MENT MMANDS
WLANS WLANSs > Edit ‘5508-MA’
R General Security | Qo5 | Puolicy -Mapping | ddvanced |
WLAMNS
b Advanced | Layer 2 ] Layer 3 ] AAA Servers |

Select ARA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

| Enabled [4] nabled
Server 1 Mane » None -
Server 2 Mone * MNone -
Server 3 Mone ~ Mone -
Serverd Mone * None -
Sarver 5 Mone * Mone -
Server 6 Mone * MNone hi

Dadisie Qoeiiaes e easnkins

6. IEZZWLANSs > WLANSs > Edit > Advanced., &/ Allow AAA OverrideZ&ER 5 58, FENAC
State FHIEE A | EERadius NAC,

alrer] s

cIScO MOMITOR  WLANS == SECURILTY (SEMER MAHDE  H=LP FRRL
WLANS WLAMS = Edit '5503-KA
WLAR o M I 1 i
= 2 | General | Security | QoS | Policy Mapping | Advanced
WLANE
¥ Rdwanced Ellow ERA Cuesride &) Enabled LHLE
Gemtags Hole Catedion 5] Eqabled Lo Serymr L cverrics
Crakle Tession Tirreouk = 1BC0
Eession Tmeout (secs) C=F Addde, Asegniment ] Reguirec
I o
Bironet IF Herables OEAR
Lrisgracsic Charnsl TlEnablec
SRl Tunne |Parcers | ] znakled
averrde Inteface ACL [Fwd Wone * [Fvh Hone w
Layerz Ael pr—— HManaygement Frame Protectios (MFEP)
F2ZP Blocking ouckion Crisahlar - -
M Clicnit Profection © Upziorsl =
Clisnt bzslusion ¥ uw
=n ehan Fleraplec TimenaLe vakie [sas] OTTM Pesiod (in heacon inbereals )
Maximum Allcwed
clants & ! B2 2tadn (1 - 2REY 1
Statie 17 Tunrelng £ |Erabla 002 11kAgn 0L - 2EE L
Wi-Fi Cirmct Cliants — A
Falisy Crizahlar = =
HAC Stame  Radics Wb
Maximurn &llcwed
Lead Dal | d Dand Selact
Clianls Par & Eatin 0 ad Dalancing and Dand Selec
) ) Y $
7. #E UL SR BT I8 BWLANRY S 5
Ec "L [rreRLry FETENOTY apblas HAL Mhariy
H. LAY e e =T Sl TTTH.
[T !
T @ Mg
pusan
M bl
| mamaa

8. 4 E A% . FEREE Control and Data Path UP/UPHEHLE .



MOHITER = COHTAICIISE WIRSIFRE  BFCHETT.  WARACFMEMT  COMMAMDS FFRF FEFNPATE

Mobllity Anchaora

WLAM 5511 =50=-HA
smitrk 10 Addrrss [Anrhne] Maka et Farbrnl Path
foazal » ™

9. EWLC EE I EFHEMACL, iEAEELDHCPHIDNS, B AFFHTTP/HTTP,

Access Control Lists » Edit

Clesrniral
Aecosss List Herns HLLLRLT
Crany Sommers n
Destination
Seg Achion Spurce IFfMask  IFfMask Protocol Spurce Port Dest Port SCP Direcbion  Rumber of Hiks
0000 n.n.n.n
1 mermnic S i Lop any CinE any any 1] [~ ]
[ il ) o.o.o.o
0.0.0.0 n.n.n.n
2 peemm S I Lop DHE Any &ny  Bny n B
0.0 p0.o.o.0
0,000 10,106, 7% .45
- i Ary ANy Ary ANy ANy n (=]
0.0.0.0 2E5.2E5.2E5 2E5
10108 73,69 0.0.0.0
- ¥ ARy Ay Ary BOy ANy n (=]

FRE.FSE.S5.255 n.n.o.o

EREVACLENE T,

Security Access Control Lists
P AAND
» Local EAP Enable Counters [
Mame Type

b Priority Order
acL Provisioning Redirect 1Py

EEDIR TP

b Certificate

* Access Control Lists
Access Cantrol Lists
CPU Access Control Lists
FlexConnect ACLs
Layerd ACLS

10. EWLC 5760 L E&ISE RADIUSfABR=R.
11. EACLIE ERADIUSAIfR=R. AARSBFAEM G EFE,

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE

server name ISE

deadtime 10

aaa authentication dotlx ISE group ISE

aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE



aaa accounting identity ISE start-stop group ISE

1
.

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

12. #2CLIE EWLAN,
wlan 5508-MA 15 5508-MA
aaa-override
accounting-list ISE
client vlan VLAN0012
mac-filtering MACFILTER
mobility anchor 10.105.135.151
nac
no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800
shutdown

13. 5 —EWLCEZALWLC EHWITEIK S,

wireless mobility group member ip 10.105.135.151public-ip 10.105.135.151 group Mobile-1
&t . RMWLC 3850 ERINEE , RIFMAETEEGISR LERIBRBWEHE , MET
BiEFR LERXRBHEHE. REREWLC 3850 LEEBARIHICWAEE.

14. FFACLIREEFHE[ACL, ERISEEBAAABEIREMurl-redirect-acl , ARFHEFAFE
EMHEEMBURL, ERENER —RBLEANEREACL, ER—fE "punty ACL , tH
EBEEARKE—EBHNRMEACL, ZFEEMEIL¥DHCP, DHCPfEARES. DNS. DNSfAARE:
MISERARBFMVEAE . RIFBFEEE R Fwww, 44318443, LISEFHEFIFEMAES443 , EE
{5 ] A LL IR B REVACL. LLEERUA TICMP |, BRIBEZR 2R A, BRI LUERB S A FF.

ip access-list extended REDIRECT
deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

AR BAHTTPSHE , AR AIRAEN , TRREEN —LECPURME, BRIFDHRFTERER
toee , BRIBTERAT,

E

ERAHRE  BEEHEERE EEER,

HHEESTE(EROCEMEFFER)XER Lshowdn &, #HOutput Interpreter T E 247 showis
SEEN D

K& FimEREIEENSSID. WEIPfIt#E , B A EwRE AWeb auth RequiredARRERF |, FEFRL
BB, EMFPRALBNE SRR,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

:f-ﬂ ‘I hrps i niooke owa vl saan. oom: BE 43 guescoeal {Login acionTeession il mOaZ0 E FEEOOIOGO0LE ZEE 1108

= Admenisenther o [§ CEIE Wirslenn Welcama in the

| [l IR = (it et

CISCO Guest Portal

& & DA

BMRBRFBRINE , EHAccept terms and conditionsEEN 5 ., #E—T "Accept. o

| Guest Fortal | +

CISCO Guest Portal

Acceptable Use Policy
[

Flease mcoept the policy: -

1. You are responsible for
- maintaining the confidentiality of the password and
= all ACTIVAT1ES THAT OCCUE URder Your username and pasaword.

Z. Ci=co Syscems cffers che Ssrvice for activities soch as the sctive gse of =-ma1l, instant messaging, brows=ing the
World Wide Web and accessing COIporace incransts. High wolume data cransfera, especlally sustained high wolume data
cransfers, are not permicted., Hosting a web ssrver or any other server by use of gur Service ia prohibiced. Trying co
aoo=ss somecne =lse"s sacoount, sending un=solicited bulk e-mail, collection of other people's parsonal deta without
chelr kmowledge and incerference with other network usera are all prohibiced. |

3, Ci=co Systems reserves the right to suspend the Service if
= Cisco Syscems reascnably belisves that your use of che Service 13 unreasonably ENCESSlvE OF

- you are using cthe Jervice for criminal or illegal activicies,

"] Accept terms and conditions

O

BRI E —RIERDER |, BEMREHBIER Internet,



CISCO Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.

EISEL , EFWARM TR :

miesmmamne B & T i i furmg IO Fer=yloress e S Py BT TR M e 000 1Y
LS00 O TN W E Q Tty 1S iy il A P SR B T A AR N M OO0
Nem-eacmnI g et Cusred B 7o ot Pyl WA TR M T TOOOOC BT
a-save B o P P taet g 1S LR e T O e ded TR M e RO L7

REREGF
AR L0 T R AR RS 1T SR B AR

MHEESR T E(EHEHMEFFERH) I ERE Eshowin . FHOutput Interpreter T E#2tRshows
SHEH D,

BiRE : 65/ debug IR 28 , A SMEABM Debug ETHEERM.

EREEAWLCE  BEETREM AR, fEAironet OS 5508 WLC L , 2 R F#i Adebug
client <client mac>#ldebug web-auth redirect enable mac <client mac>,

set trace group-wireless-client level debug
set trace group-wireless-secure level debug

set trace group-wireless-client filter mac 0017.7c2f.b69%a
set trace group-wireless-secure filter mac 0017.7c2f.b69%a

BERI$EE5ID CSCun3834Fa#ECisco |IOS-XEXAironet OS_ERY — L5 2 FIERFE,

THRAEICWARERK EREKRT

[05/09/14 13:13:15.951 IST 63d7 8151] 0017.7c2f.b69a Association received from mobile
on AP c8f9.£983.4260

[05/09/14 13:13:15.951 IST 63d8 8151] 0017.7c2f.b69%9a gos upstream policy is unknown
and downstream policy is unknown

[05/09/14 13:13:15.951 IST 63e0 8151] 0017.7c2f.b69a Applying site-specific IPv6
override for station 0017.7c2f.b69a - vapId 15, site 'default-group', interface
'VLANOO12"

[05/09/14 13:13:15.951 IST 63el 8151] 0017.7c2f.b69%9a Applying local bridging Interface


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCun38344

Policy for station 0017.7c2f.b69a - vlan 12, interface 'VLAN0012'
[05/09/14 13:13:15.951 IST 63e2 8151] 0017.7c2f.b69%a
*x** Tngide applyLocalProfilingPolicyAction ****

[05/09/14 13:13:15.951 IST 63e3 8151] 0017.7c2f.b69%9a *** Client State = START
instance = 1 instance Name POLICY_ PROFILING_80211_ASSOC, OverrideEnable = 1
deviceTypeLen=0, deviceType=(null), userRoleLen=0, userRole=(null

[05/09/14 13:13:15.951 IST 63eb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter

request for user 00177c2fb69a, uniqueId=280 mlist=MACFILTER

[05/09/14 13:13:15.951 IST 63ec 8151] 0017.7c2f.b69%9a AAAS: auth request sent

05/09/14 13:13:15.951 IST 63ed 8151] 0017.7c2f.b69a apfProcessAssocReq
(apf_80211.c:6149) Changing state for mobile 0017.7c2f.b69a on AP c¢8£9.£983.4260
from Idle to AAA Pending

[05/09/14 13:13:15.951 IST 63ee 8151] 0017.7c2f.b69%9a Reason code 0, Preset 4, AAA cause 1
[05/09/14 13:13:15.951 IST 63ef 8151] 0017.7c2f.b69a Scheduling deletion of Mobile

Station: (callerId: 20) in 10 seconds

[05/09/14 13:13:15.951 IST 63f0 211] Parsed CLID MAC Address = 0:23:124:47:182:154

[05/09/14 13:13:15.951 IST 63f1 211] AAA SRV(00000118): process author req

[05/09/14 13:13:15.951 IST 63f2 211] AAA SRV(00000118): Author method=SERVER_GROUP Zubair_ ISE
[05/09/14 13:13:16.015 IST 63f3 220] AAA SRV (00000118): protocol reply PASS for Authorization
[05/09/14 13:13:16.015 IST 63f4 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/14 13:13:16.015 IST 63f5 8151] 0017.7c2f.b69%9a AAAS: received response, cid=266
[05/09/14 13:13:16.015 IST 63f6 8151] 0017.7c2f.b69%9a AAAS: deleting context, cid=266
[05/09/14 13:13:16.015 IST 63f7 8151] 0017.7c2f.b69%9a Not comparing because the ACLs have

not been sent yet.

[05/09/14 13:13:16.015 IST 63f8 8151] 0017.7c2f.b69a Final flag values are, epmSendAcl 1,
epmSendAclDone 0

[05/09/14 13:13:16.015 IST 63f9 8151] 0017.7c2f.b69%a

client incoming attribute size are 193

[05/09/14 13:13:16.015 IST 63fa 8151] 0017.7c2f.b69a AAAS: mac filter callback

status=0 uniqueId=280

[05/09/14 13:13:16.015 IST 63fb 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

[05/09/14 13:13:16.015 IST 63fc 8151] 0017.7c2f.b69a Redirect URL received for

client from RADIUS. for redirection.

[05/09/14 13:13:16.015 IST 63fd 8151] 0017.7c2f.b69%9a Setting AAA Override

Url-Redirect-Acl 'REDIRECT'

[05/09/14 13:13:16.015 IST 63fe 8151] 0017.7c2f.b69%9a AAA Override Url-Redirect-Acl

'REDIRECT'

[05/09/14 13:13:16.015 IST 63ff 8151] 0017.7c2f.b69a Local Policy: At the start of
apfApplyOverride2. Client State START

[05/09/14 13:13:16.015 IST 6400 8151] 0017.7c2f.b69%a Applying new AAA override for
station 0017.7c2f.b69%a

[05/09/14 13:13:16.015 IST 6401 8151] 0017.7c2f.b69a Local Policy: Applying new
AAA override for station

[05/09/14 13:13:16.015 IST 6402 8151] 0017.7c2f.b69a Override Values: source: 2,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:16.015 IST 6403 8151] 0017.7c2f.b69%9a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:16.015 IST 6404 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:16.015 IST 6405 8151] 0017.7c2f.b69a Clearing Dhcp state for
station ---

[05/09/14 13:13:16.015 IST 6406 8151] 0017.7c2f.b69a Local Policy: Before
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:16.015 IST 6407 8151] 0017.7c2f.b69a Local Policy:Setting
Interface name e VLANO0OO012



[05/09/14 13:13:16.015 IST 6408 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOOl2 and VLAN ID 12

[05/09/14 13:13:16.015 IST 6409 8151] 0017.7c2f.b69%a Applying WLAN ACL
policies to client

[05/09/14 13:13:16.015 IST 640a 8151] 0017.7c2f.b69%9a No Interface ACL
used for Wireless client in WCM (NGWC)

[05/09/14 13:13:16.015 IST 640b 8151] 0017.7c2f.b69%a apfApplyWlanPolicy:
Retaining the ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:16.015 IST 640c 8151] 0017.7c2f.b69a Local Policy: After
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:16.015 IST 64la 8151] 0017.7c2f.b69a WCDB_ADD: Platform
ID allocated successfully ID:259

[05/09/14 13:13:16.015 IST 641b 8151] 0017.7c2f.b69a WCDB_ADD: Adding
opt82 len 0

[05/09/14 13:13:16.015 IST 641c 8151] 0017.7c2f.b69%9a WCDB_ADD: ssid
5508-MA bssid c¢8f9.£983.4260 vlan 12 auth=ASSOCIATION(O)

wlan (ap-group/global) 15/15 client 0 assoc 1 mob=Unassoc(0) radio 0

m vlan 12 ip 0.0.0.0 src 0x506c800000000f dst 0x0 cid 0x47ad4000000145
glob rsc id 259dhcpsrv 0.0.0

[05/09/14 13:13:16.015 IST 641d 8151] 0017.7c2f.b69a Change state to
AUTHCHECK (2) last state START (0)

[05/09/14 13:13:16.015 IST 641le 8151] 0017.7c2f.b69a Change state to
L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

[05/09/14 13:13:16.015 IST 641f 8151] 0017.7c2f.b69%9a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:16.015 IST 6420 8151] 0017.7c2f.b69a WCDB_LLM: NoRun Prev Mob 0,
Curr Mob 0 llmReqg 1, return False

[05/09/14 13:13:16.015 IST 6421 207] [WCDB] ==Add event: type Regular Wireless client
(0017.7c2f.b69a) client id (0x47ad4000000145) client index (259) wvlan (12)
auth_state (ASSOCIATION) mob_state (INIT)

[05/09/14 13:13:16.015 IST 6422 207] [WCDB] ===intf src/dst (0x506c800000000f)/ (0x0)
radio_id (0) p2p_state (P2P_BLOCKING_DISABLE) switch/asic (1/0)

[05/09/14 13:13:16.015 IST 6423 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=L2_AUTH(1)
vlan 12 radio 0 client_id 0x47ad4000000145 mobility=Unassoc(0) src_int
0x506c800000000f dst_int 0x0 ackflag 0 reassoc_client 0 1lm notif 0 ip 0.0.0.0
ip_learn_type 0

[05/09/14 13:13:16.015 IST 6424 8151] 0017.7c2f.b69%9a WCDB_CHANGE: In L2 auth

but 12ack waiting lfag not set,so set

[05/09/14 13:13:16.015 IST 6425 8151] 0017.7c2f.b69a Not Using WMM Compliance code
gosCap 00

[05/09/14 13:13:16.016 IST 6426 8151] 0017.7c2f.b69a Change state to DHCP_REQD (7)
last state L2AUTHCOMPLETE (4)

[05/09/14 13:13:16.016 IST 6434 8151] 0017.7c2f.b69%a Sending Assoc Response to
station on BSSID ¢8f£f9.£983.4260 (status 0) ApVapId 15 Slot 0

[05/09/14 13:13:16.016 IST 6435 8151] 0017.7c2f.b69%9a apfProcessRadiusAssocResp
(apf_80211.c¢:2316) Changing state for mobile 0017.7c2f.b69%a on AP
c8£9.£983.4260 from Associated to Associated

[05/09/14 13:13:16.016 IST 6436 8151] 0017.7c2f.b69a 1XA: Session Push for
Non-dotlx wireless client

[05/09/14 13:13:16.016 IST 6437 8151] 0017.7c2f.b69a 1XA: Calling Auth Mgr
to Push wireless session for client 47ad4000000145 uid 280

[05/09/14 13:13:16.016 IST 6438 8151] 0017.7c2f.b69a Session Push for
wireless client

[05/09/14 13:13:16.016 IST 6439 8151] 0017.7c2f.b69a Session Manager Call
Client 47ad4000000145, uid 280, capwap id 506c800000000f,Flag 1 Audit-Session



ID 0a6987b2536c871300000118 policy name (null)

[05/09/14 13:13:16.016 IST 643a 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:
[0017.7c2f.b6%9a, Ca2] Session start request from Client[1l] for
0017.7c2f.b69a (method: No method, method list: none, aaa id:

0x00000118) - session-push, policy
[05/09/14 13:13:16.016 IST 643b 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:
[0017.7c2f.b69%a, Ca2] - client iif_id: 47AD4000000145, session ID:

0a6987b2536c871300000118 for 0017.7c2f.b69%a

[05/09/14 13:13:16.016 IST 643c 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of auth-domain for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 643d 243] ACCESS-CORE-SM-CLIENT-DOT11-ERR:
[0017.7c2f.b69a, Ca2] Invalid client authorization notification: NO method
[05/09/14 13:13:16.017 IST 643e 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of dc-profile-name for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 643f 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of dc-device-name for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6440 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of

dc-device-class-tag for 0017.7c2f.b69a / OxFE000110

[05/09/14 13:13:16.017 IST 6441 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-certainty-metric for
0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6442 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of dc-opaque for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6443 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-protocol-map for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6444 22] [WCDB] wcdb_ffcp_add_cb: client (0017.7c2f.b69%a)
client (0x47ad4000000145): FFCP operation (CREATE) return code (0)

[05/09/14 13:13:16.017 IST 6445 22] [WCDB] wcdb_send_add_notify callback_event:
Notifying other features about client add

[05/09/14 13:13:16.017 IST 6446 22] [WCDB] wcdb_sisf_client_add_notify:

Notifying SISF of DEASSOC to DOWN any old entry for 0017.7c2f.b69%a

[05/09/14 13:13:16.017 IST 6447 22] [WCDB] wcdb_sisf_client_add_notify:

Notifying SISF of new Association for 0017.7c2f.b69%a

[05/09/14 13:13:16.017 IST 6448 8151] 0017.7c2f.b69%9a WCDB SPI response msg handler
client code 0 mob state 0

[05/09/14 13:13:16.017 IST 6449 8151] 0017.7c2f.b69%9a WcdbClientUpdate: L2 Auth ACK
from WCDB

[05/09/14 13:13:16.017 IST 644a 8151] 0017.7c2f.b69a WCDB_L2ACK: wcdbAckRecvdFlag
updated

[05/09/14 13:13:16.017 IST 644b 8151] 0017.7c2f.b69%9a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:16.017 IST 644c 8151] 0017.7c2f.b69%9a WCDB_CHANGE: Suppressing SPI
(Mobility state not known) pemstate 7 state LEARN_IP(2) vlan 12 client_id
0x47ad4000000145 mob=Unassoc(0) ackflag 2 dropd 1

[05/09/14 13:13:18.796 IST 644d 8151] 0017.7c2f.b69a Local Policy:
apf_ms_radius_override.c apfMsSumOverride 447 Returning fail from apfMsSumOverride
[05/09/14 13:13:18.802 IST 644e 8151] 0017.7c2f.b69%9a Applying post-handoff policy
for station 0017.7c2f.b69%9a - valid mask 0x0

[05/09/14 13:13:18.802 IST 644f 8151] 0017.7c2f.b69%a Q0S Level: -1, DSCp: -1,

dotlp: -1, Data Avg: -1, realtime Avg: -1, Data Burst -1, Realtime Burst -1
--More--

[05/09/14 13:13:18.802 IST 6450 8151] 0017.7c2f.b69%a Session: -1,

User session: -1, User elapsed -1
Interface: N/A ACL: N/A Qos Pol Down Qos Pol Up

[05/09/14 13:13:18.802 IST 6451 8151] 0017.7c2f.b69%9a Local Policy: At the start of



apfApplyOverride2. Client State DHCP_REQD

[05/09/14 13:13:18.802 IST 6452 8151] 0017.7c2f.b69%9a Applying new AAA override for
station 0017.7c2f.b69%a

[05/09/14 13:13:18.802 IST 6453 8151] 0017.7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/14 13:13:18.802 IST 6454 8151] 0017.7c2f.b69a Override Values: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:18.802 IST 6455 8151] 0017.7c2f.b69%9a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:18.802 IST 6456 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:18.802 IST 6457 8151] 0017.7c2f.b69%9a Clearing Dhcp state for
station ---

[05/09/14 13:13:18.802 IST 6458 8151] 0017.7c2f.b69a Local Policy: Before Applying
WLAN policy AccessVLAN = 12 and SessionTimeout i1s 1800 and apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 6459 8151] 0017.7c2f.b69%9a Local Policy:Setting Interface
name e VLANO0O012

[05/09/14 13:13:18.802 IST 645a 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOO12 and VLAN ID 12

[05/09/14 13:13:18.802 IST 645b 8151] 0017.7c2f.b69%a Applying WLAN ACL policies
to client

[05/09/14 13:13:18.802 IST 645c 8151] 0017.7c2f.b69%9a No Interface ACL used for
Wireless client in WCM (NGWC)

[05/09/14 13:13:18.802 IST 645d 8151] 0017.7c2f.b69%a apfApplyWlanPolicy:
Retaining the ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:18.802 IST 645e 8151] 0017.7c2f.b69a Local Policy: After
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 645f 8151] 0017.7c2f.b69a Local Policy: After Applying
Site Override policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 6460 8151] 0017.7c2f.b69%a Inserting AAA Override struct
for mobile MAC: 0017.7c2f.b69a , source 16

[05/09/14 13:13:18.802 IST 6461 8151] 0017.7c2f.b69a Inserting new RADIUS override
into chain for station 0017.7c2f.b69%a

[05/09/14 13:13:18.802 IST 6462 8151] 0017.7c2f.b69a Override Values: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:18.802 IST 6463 8151] 0017.7c2f.b69%9a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:18.802 IST 6464 8151] 0017.7c2f.b69a Local Policy: After ovr
check continuation

[05/09/14 13:13:18.802 IST 6465 8151] 0017.7c2f.b69a Local Policy:
apf_ms_radius_override.c apfMsSumOverride 447 Returning fail from
apfMsSumOverride

[05/09/14 13:13:18.802 IST 6466 8151] 0017.7c2f.b69a Local Policy: Calling
applyLocalProfilingPolicyAction from Override2

[05/09/14 13:13:18.802 IST 6467 8151] 0017.7c2f.b69%a
*x** Tngide applyLocalProfilingPolicyAction ****

[05/09/14 13:13:18.802 IST 6468 8151] 0017.7c2f.b69a *** Client State =
DHCP_REQD instance = 2 instance Name POLICY_PROFILING_L2_AUTH,
OverrideEnable = 1 deviceTypeLen=0, deviceType=(null), userRoleLen=0,
userRole=(null)



[05/09/14 13:13:18.802 IST 6469 8151] 0017.7c2f.b69%a Local Profiling Values
isvalidvlan = 0, vlan = 0, isVlanRecdInDelete = 0, isValidSessionTimeout = 0,
sessionTimeout=0, isSessionTORecdInDelete = 0 ProtocolMap = 0 ,applyPolicyAtRun= 0
[05/09/14 13:13:18.802 IST 646a 8151] 0017.7c2f.b69%a ipv4ACL = [1],

ipv6ACL = [], inQoS = [unknown], outQoS = [unknown]

[05/09/14 13:13:18.802 IST 646b 8151] 0017.7c2f.b69a Local Policy: At the End

AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 646¢c 8151] 0017.7c2f.b69a apfMsRunStateInc
[05/09/14 13:13:18.802 IST 646d 8151] 0017.7c2f.b69%9a Session Update for Non-dotlx client

[05/09/14 13:13:18.802 IST 646e 8151] 0017.7c2f.b69a 1XA: Session Push for Non-dotlx
wireless client

[05/09/14 13:13:18.802 IST 646f 8151] 0017.7c2f.b69%9a 1XA: Calling Auth Mgr to Push
wireless session for client 47ad4000000145 uid 280

--More--

[05/09/14 13:13:18.802 IST 6470 8151] 0017.7c2f.b69%a Session Update for Pushed Sessions

[05/09/14 13:13:18.802 IST 6471 8151] 0017.7c2f.b69a Session Manager Call Client
47ad4000000145, uid 280, capwap id 506c¢c800000000f,Flag 0 Audit-Session ID
0a6987b2536c871300000118 policy name (null)

[05/09/14 13:13:18.802 IST 6472 8151] 0017.7c2f.b69a Change state to RUN (20) last
state DHCP_REQD (7)

[05/09/14 13:13:18.802 IST 6473 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:18.802 IST 6474 8151] 0017.7c2f.b69a WCDB_LLM: prev Mob state 0 curr
Mob State 3 1llReq flag 1

[05/09/14 13:13:18.802 IST 6475 8151] 0017.7c2f.b69%9a WCDB_LLM: prev Mob state 0
currMob State 3 afd action 1

[05/09/14 13:13:18.802 IST 6476 8151] 0017.7c2f.b69a WCDB_LLM: pl handle 259 vlan_id
12 auth RUN(4) mobility 3 client_id 0x47ad4000000145 src_interface 0x506c800000000f
dst_interface 0x75e18000000143 client_type 0 p2p_type 1 bssid ¢8£f9.£983.4260 radio_id
0 wgbid 0000.0000.0000

[05/09/14 13:13:18.802 IST 6477 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=RUN(4) vlan
12 radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int 0x506c800000000f
dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1llm notif 1 ip 0.0.0.0
ip_learn_type 0

[05/09/14 13:13:18.802 IST 6478 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:

[0017.7c2f.b69%9a, Ca2] Session update from Client[1l] for 0017.7c2f.b69a,

ID list 0x00000000, policy

[05/09/14 13:13:18.802 IST 6479 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:18.802 IST 647a 8151] 0017.7c2f.b69a WCDB_LLM: prev Mob state 3

curr Mob State 3 1lReq flag 0

[05/09/14 13:13:18.802 IST 647b 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=RUN(4)

vlan 12 radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int
0x506c800000000f dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1lm _notif 0

ip 0.0.0.0 ip_learn_type O

[05/09/14 13:13:18.802 IST 647c 8151] 0017.7c2f.b69%9a AAAS: creating accounting start
record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:18.802 IST 647d 8151] 0017.7c2f.b69%9a AAAS: initialised accounting
start request, uid=280 passthrough=1

[05/09/14 13:13:18.802 IST 647e 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:18.803 IST 647f 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state
(L2_AUTH_DONE->RUN) mob_st<truncated>

[05/09/14 13:13:18.803 IST 6480 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000£f) / (0x0->0x75e18000000143)

radio/bssid (0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1lm_notify (true) addr v4/vé6
(<truncated>

[05/09/14 13:13:18.803 IST 6481 207] [WCDB] Foreign client add. Final 1lm

notified = false

[05/09/14 13:13:18.803 IST 6482 207] [WCDB] wcdb_client_mcast_update_notify:

No mcast action reqgd



[05/09/14 13:13:18.803 IST 6483 207] [WCDB] wcdb_ffcp_wcdb_client_update_notify

client (0017.7c2f.b69%a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:13:18.803 IST 6484 207] [WCDB] wcdb_client_state_change_notify:

update flags = 0x3

[05/09/14 13:13:18.803 IST 6485 8151] 0017.7c2f.b69%9a aaa attribute list length is 79
[05/09/14 13:13:18.803 IST 6486 207] ACCESS-CORE-SM-CLIENT-DOT11-NOTF: [0017.7c2f.b69a]
WCDB RUN notification for 0017.7c2f.b69%a

[05/09/14 13:13:18.803 IST 6487 8151] 0017.7c2f.b69%9a Sending SPI
spi_epm_epm_session_create successfull

[05/09/14 13:13:18.803 IST 6488 8151] 0017.7c2f.b69%9a 0.0.0.0, auth_state 20

mmRole ExpForeign !!!

[05/09/14 13:13:18.803 IST 6489 8151] 0017.7c2f.b69%9a 0.0.0.0, auth_state 20 mmRole
ExpForeign, updating wcdb not needed

[05/09/14 13:13:18.803 IST 648a 8151] 0017.7c2f.b69%9a Tclas Plumb needed: 0

[05/09/14 13:13:18.803 IST 648b 207] [WCDB] wcdb_sisf_client_update_notify:

Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:18.803 IST 648c 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state (RUN->RUN)
mob_st<truncated>

[05/09/14 13:13:18.803 IST 648d 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000£f) / (0x75e18000000143->0x75€18000000143)

radio/bssid (0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1llm notify (false)

addr v4/v6 (<truncated>

[05/09/14 13:13:18.803 IST 648e 207] [WCDB] wcdb_client_mcast_update_notify:

No mcast action reqgd

[05/09/14 13:13:18.803 IST 648f 207] [WCDB] wcdb_ffcp_wcdb_client_update_notify

client (0017.7c2f.b69%a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:13:18.803 IST 6490 207] [WCDB] wcdb_client_state_change_notify:

update flags = 0x2

[05/09/14 13:13:18.803 IST 6491 207] ACCESS-CORE-SM-CLIENT-DOT11-NOTF:

[0017.7c2f.b69a] WCDB RUN notification for 0017.7c2f.b69%a

[05/09/14 13:13:18.803 IST 6492 207] [WCDB] wcdb_sisf client_update_notify:

Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:18.803 IST 6493 386] [WCDB] wcdb_ffcp_cb: client (
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 IST 6494 386] [WCDB] wcdb_ffcp_cb: client (
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 IST 6495 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69a, Ca2]
Delay add/update sync of iif-id for 0017.7c2f.b69%9a / OxFE000110

[05/09/14 13:13:18.803 IST 6496 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69a, Ca2]
Delay add/update sync of audit-session-id for 0017.7c2f.b69%a / OxFE000110

[05/09/14 13:13:18.803 IST 6497 8151] 0017.7c2f.b69a Received session_create_response
for client handle 20175213735969093

[05/09/14 13:13:18.803 IST 6498 8151] 0017.7c2f.b69a Received session_create_response
with EPM session handle 4261413136

[05/09/14 13:13:18.803 IST 6499 8151] 0017.7c2f.b69%a Splash Page redirect client

or posture client

0017.7c2f.b69%a)

0017.7c2f.b69%a)

--More--

[05/09/14 13:13:18.803 IST 649a 8151] 0017.7c2f.b69a REDIRECT ACL present in the
attribute list

[05/09/14 13:13:18.803 IST 649b 8151] 0017.7c2f.b69%9a Setting AAA Override
Url-Redirect-Acl 'REDIRECT'

[05/09/14 13:13:18.803 IST 649c 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl
'"REDIRECT'

[05/09/14 13:13:18.803 IST 6494 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

[05/09/14 13:13:18.803 IST 649e 8151] 0017.7c2f.b69a Wireless Client mobility role
is not ExportAnchor/Local. Hence we are not sending request to EPM

[05/09/14 13:13:20.445 IST 649f 8151] 0017.7c2f.b69a WCDB_IP_UPDATE: new ipv4 0.0.0.0
ip_learn_type 0 deleted ipv4 0.0.0.0

[05/09/14 13:13:20.446 IST 64a0 207] [WCDB] wcdb_foreign_client_ip_addr_update:
Foreign client (0017.7c2f.b69%9a) ip addr update received.

[05/09/14 13:13:20.446 IST 64al 207] [WCDB] SISF Update: IPV6 Addr[O0]



fe80::6cla:b253:d711:c7f

Binding delete status

[05/09/14 13:13:20.446 IST 64a2 207] [WCDB] SISF Update

for v6: =0

[05/09/14 13:13:20.446 IST 64a3 207] [WCDB] wcdb_sisf_client_update_notify:
Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:20.448 IST 64a4 8151] 0017.7c2f.b69%9a MS got the IP,
resetting the Reassociation Count 0 for client

[05/09/14 13:13:20.448 IST 64a5 8151] 0017.7c2f.b69%9a AAAS:

record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:20.449 IST 64a6 8151]

interim request,

[05/09/14 13:13:20.449 IST 64a7 8151]
[05/09/14 13:13:20.449 IST 64a8 8151]

(10.105.135.190)

[05/09/14 13:13:20.449 IST 64a% 8151]

to mobile

[05/09/14 13:13:20.449 IST 64aa 8151]

0017.7c2f.b69%a AAAS:

uid=280 passthrough=1

0017
0017

.7c2f.b69%a
.7c2f.b69%a

AAAS:

0017.7c2f.b69%a

0017.7c2f.b69%a

10.105.135.190 ip_learn_type DHCP deleted ipv4 0.0.0.0

[05/09/14 13:13:20.449 IST 64ab 8151]

0017.7c2f.b69%a AAAS:

interim record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:20.449 IST 64ac 8151]

interim request,

[05/09/14 13:13:20.449 IST 64ae

0017.7c2f.b69%a AAAS:

uid=280 passthrough=1
[05/09/14 13:13:20.449 IST 64ad 8151] 0017.7c2f.b69a AAAS: accounting request sent

mmRole ExpForeign !!!

[05/09/14 13:13:20.449 IST 64af

207]

client (0017.7c2f.b69a) ip addr update received.

[05/09/14 13:13:20.449 IST 64b0

mmRole ExpForeign, updating wcdb not needed

[05/09/14 13:13:
[05/09/14 13:13:
fe80::6cla:b253:
[05/09/14 13:13:
[05/09/14 13:13:
to remove assoc
[05/09/14 13:13:
add/update sync
[05/09/14 13:13:

Guest User()

8151] 0017.7c2f£.b69a 10.105.135.190,

8151] 0017.7c2f£.b69a 10.105.135.190,

Binding delete status for V6:

creating accounting interim

initialised accounting

accounting request sent

assigned IP Address

Assigning Address 10.105.135.190

WCDB_IP_UPDATE: new ipv4

creating accounting

initialised accounting

auth_state 20

[WCDB] wcdb_foreign_client_ip_ addr update: Foreign

auth_state 20

wcedb_sisf_client_update_notify: Notifying SISF

[0017.7c2f.b69a, Ca2] Delay

20.449 IST 64bl 8151] 0017.7c2f.b69a Tclas Plumb needed: 0
20.449 IST 64b2 207] [WCDB] SISF Update: IPV6 Addr[O0]
d711:c7£f

20.449 IST 64b3 207] [WCDB] SISF Update

20.449 IST 64b4 207] [WCDBI]

in Foreign

20.449 IST 64b5 243] ACCESS-CORE-SM-SYNC-NOTF:

of addr for 0017.7c2f.b69%a / OxFE000110

49.
Session authz update requested cmd 5,
[05/09/14 13:13:49.430 IST 64b7 253] ACCESS-CORE-SM-CLIENT-SPI-NOTF:

429 IST 64b6 253] ACCESS-CORE-SM-CLIENT-SPI-NOTF:
attr-

mac 0017.7c2f.b69a,

Session authz update request sent to Client[1]

[05/09/14 13:13

:49.430 IST 64b8 8151]

dotlx. COA type 5

[05/09/14 13:13:49.430 IST 64b9 8151] 0017.7c2f.b69%9a AAAS:
context=268

[05/09/14 13:13:49.430 IST 64ba 8151] 0017.7c2f.b69%9a AAAS:
uinque 1d=280, context id = 268, context regHandle Oxfefcl72c

[05/09/14 13:13:49.430
for user 00177c2fbé69a,
:49.430
:49.430

[05/09/14 13:13
[05/09/14 13:13
was successful
[05/09/14 13:13
was successful
[05/09/14 13:13

:49.430

:49.430 IST 64bf 22]

IST 64bb 8151] 0017.7c2f.b69a AAAS:
uniqueId=280 mlist=MACFILTER

IST 64bc 8151] 0017.7c2f.b69a AAAS:
IST 64bd 8151]

IST 64be 8151]

Session authz update response received for Client[1]

[05/09/14 13:
[05/09/14 13:
[05/09/14 13:
Zubair_ ISE

[05/09/14 13:
[05/09/14 13:
[05/09/14 13:
Authorization

13:
13:
13:

13:
13:
13:

49.
49.
49.

49.
49.
49.

430
430
430

IST
IST
IST

64c0
64cl
64c2

211]
211]
211]

Parsed CLID MAC Address
AAA SRV (00000118):
AAA SRV (00000118):
430 =
430
469

IST
IST
IST

64c3
64cd
64c5

211]
211]
2201

Parsed CLID MAC Address
AAA SRV (00000000) :
AAA SRV(00000118):

authorization init,

ACCESS-CORE-SM-CLIENT-SPI-NOTF:

[0017.7c2f.b69a, Ca2]
list 0x0 for Client[1]
[0017.7c2f.b69a, Ca2]

0017.7c2f.b69%9a 1XA: Processing update request from

uid=280,

initialised auth request,

Submitting mac filter request

auth request sent
0017.7c2f.b69%9a processing COA type 5

0017.7c2f.b69%9a processing COA type 5

[0017.7c2f.b6%a, Ca2l

0:23:124:47:182:154

process author reg
Author method=SERVER_GROUP

0:23:124:47:182:154

process response req
protocol reply PASS for

0



[05/09/14 13:13:49.469 IST 64c6 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/14 13:13:49.469 IST 64c7 8151] 0017.7c2f.b69a AAAS: received response, cid=268
[05/09/14 13:13:49.469 IST 64c8 8151] 0017.7c2f.b69%9a AAAS: deleting context, cid=268
[05/09/14 13:13:49.469 IST 64c9 8151] 0017.7c2f.b69%9a Not comparing because the ACLs
have not been sent yet.

[05/09/14 13:13:49.469 IST 64ca 8151] 0017.7c2f.b69a Final flag values are,
epmSendAcl 1, epmSendAclDone 0

[05/09/14 13:13:49.469 IST 64cb 8151] 0017.7c2f.b69%a
client incoming attribute size are 77

--More--

[05/09/14 13:13:49.469 IST 64cc 8151] 0017.7c2f.b69a AAAS: mac filter callback status=0
uniqueId=280

[05/09/14 13:13:49.469 IST 64cd 8151] 0017.7c2f.b69a Local Policy: At the start of
apfApplyOverride2. Client State RUN

[05/09/14 13:13:49.469 IST 64ce 8151] 0017.7c2f.b69a Applying new AAA override for

station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64cf 8151] 0017.7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/14 13:13:49.469 IST 64d0 8151] 0017.7c2f.b69a Override Values: source: 2,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
[05/09/14 13:13:49.469 IST 64d1l 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC: -1, dataBurstC:
-1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:49.469 IST 64d2 8151] 0017.7c2f.b69a Local Policy: Applying override policy
[05/09/14 13:13:49.469 IST 64d3 8151] 0017.7c2f.b69%9a Clearing Dhcp state for station ---
[05/09/14 13:13:49.469 IST 64d4 8151] 0017.7c2f.b69a Local Policy: Before Applying WLAN
policy AccessVLAN = 12 and SessionTimeout i1s 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64d5 8151] 0017.7c2f.b69a Local Policy:Setting Interface name
e VLANOO12

[05/09/14 13:13:49.469 IST 64d6 8151] 0017.7c2f.b69a Local Policy:Setting local bridging
VLAN name VLAN001l2 and VLAN ID 12

[05/09/14 13:13:49.469 IST 64d7 8151] 0017.7c2f.b69%a Applying WLAN ACL policies to client
[05/09/14 13:13:49.469 IST 64d8 8151] 0017.7c2f.b69a No Interface ACL used for Wireless
client in WCM (NGWC)

[05/09/14 13:13:49.469 IST 64d9 8151] 0017.7c2f.b69%a apfApplyWlanPolicy: Retaining the
ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:49.469 IST 64da 8151] 0017.7c2f.b69a Local Policy: After Applying WLAN
policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64db 8151] 0017.7c2f.b69a Local Policy: After Applying Site
Override policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64dc 8151] 0017.7c2f.b69a Inserting AAA Override struct for mobile

MAC: 0017.7c2f.b69a , source 2

[05/09/14 13:13:49.469 IST 64dd 8151] 0017.7c2f.b69a Inserting new RADIUS override into
chain for station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64de 8151] 0017.7c2f.b69a Override Values: source: 2, valid_bits:
0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

[05/09/14 13:13:49.469 IST 64df 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC: -1, dataBurstC:
-1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:49.469 IST 64e0 8151] 0017.7c2f.b69a Local Policy: After ovr check
continuation

[05/09/14 13:13:49.469 IST 64el 8151] 0017.7c2f.b69%9a Local Policy: apf_ms_radius_override.c
apfMsSumOverride 447 Returning fail from apfMsSumOverride

[05/09/14 13:13:49.469 IST 64e2 8151] 0017.7c2f.b69%9a Local Policy: Calling
applyLocalProfilingPolicyAction from Override2

[05/09/14 13:13:49.469 IST 64e3 8151] 0017.7c2f.b69%a
***%* Tngide applyLocalProfilingPolicyAction ****



[05/09/14 13:13:49.469 IST 64ed4 8151] 0017.7c2f.b69a *** Client State = RUN instance =
instance Name POLICY_PROFILING_L2_AUTH, OverrideEnable = 1 deviceTypeLen=0,
deviceType=(null), userRoleLen=0, userRole=(null)

[05/09/14 13:13:49.469 IST 64e5 8151] 0017.7c2f.b69%a Local Profiling Values
isvalidvlan = 0, vlan = 0, isVlanRecdInDelete = 0, isValidSessionTimeout = 0,
sessionTimeout=0, isSessionTORecdInDelete = 0 ProtocolMap = 0 ,applyPolicyAtRun= 0
[05/09/14 13:13:49.469 IST 64e6 8151] 0017.7c2f.b69%a ipv4ACL = [1],

ipv6ACL = [], inQoS = [unknown], outQoS = [unknown]

[05/09/14 13:13:49.469 IST 64e7 8151] 0017.7c2f.b69a Local Policy: At the End AccessVLAN
= 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64e8 8151] 0017.7c2f.b69a In >= L2AUTH_COMPLETE for station
0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64e9 8151] 0017.7c2f.b69%9a AAAS: creating accounting interim
record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:49.469 IST 64ea 8151] 0017.7c2f.b69%9a AAAS: initialised accounting interim

request, uid=280 passthrough=1
[05/09/14 13:13:49.469 IST 64eb 8151] 0017.7c2f.b69a AAAS: accounting request sent

[05/09/14 13:13:49.469 IST 64ec 8151] 0017.7c2f.b69%9a Not Using WMM Compliance code gosCap 00

[05/09/14 13:13:49.469 IST 64ed 8151] 0017.7c2f.b69%9a In SPI call for >= L2AUTH_COMPLETE
for station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64ee 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:49.469 IST 64ef 8151] 0017.7c2f.b69a WCDB_LLM: prev Mob state 3 curr Mob
State 3 11Req flag O

[05/09/14 13:13:49.469 IST 64f0 8151] 0017.7c2f.b69%9a WCDB_CHANGE: auth=RUN(4) wvlan 12
radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int 0x506c800000000f
dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1llm notif 0 ip 10.105.135.190
ip_learn_type DHCP

--More--

[05/09/14 13:13:49.469 IST 64f1 8151] 0017.7c2f.b69%9a apfMsAssoStatelInc

[05/09/14 13:13:49.469 IST 64f2 8151] 0017.7c2f.b69%9a apfPemAddUser2 (apf_policy.c:197)
Changing state for mobile 0017.7c2f.b69a on AP <¢8£f9.f983.4260 from AAA Pending to
Associated

[05/09/14 13:13:49.469 IST 64f3 8151] 0017.7c2f.b69a Reason code 0, Preset 4, AAA cause 1
[05/09/14 13:13:49.469 IST 64f4 8151] 0017.7c2f.b69a Scheduling deletion of Mobile Station:

(callerId: 49) in 1800 seconds
[05/09/14 13:13:49.469 IST 64f5 8151] 0017.7c2f.b69%9a Ms Timeout = 1800,
Session Timeout = 1800

[05/09/14 13:13:49.469 IST 64f6 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state (RUN->RUN)
mob_st<truncated>

[05/09/14 13:13:49.469 IST 64f7 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000f) / (0x75e18000000143->0x75e18000000143) radio/bssid
(0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1llm_notify (false) addr v4/v6 (<truncated>
[05/09/14 13:13:49.469 IST 64f8 207] [WCDB] wcdb_client_mcast_update_notify: No mcast
action reqgd

[05/09/14 13:13:49.469 IST 64f9 207] [WCDB] wcdb_ffcp_wedb_client_update_notify client
(0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:15:47.411 IST 650a 8151] 0017.7c2f.b69a Acct-interim update sent for
station 0017.7c2f.b69%a

[05/09/14 13:16:38.431 IST 650b 8151] 0017.7c2f.bé69%a

Client stats update: Time now in sec 1399621598, Last Acct Msg Sent at 1399621547 sec
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