T RBEREEEH L ESE

HE3  BEEERME TWPA . {BAPERE TWPA2
22454 ;. EATAAAEE =5 B FE T
5: RS BAP

AR

#5212 : SymantecEFixE8802.1X "timeoutEvt) HEIRIRERE
e
AR
SEIBRART

B 213 : Air Print Serviceid & # T B EEE A MDNS & B i

115 : IR i#| DAP



%16 : LDAP % Fif B {538 K B
RHIEER
FE17  BRWLC EWLDAPE B 558

24520 : CCKMER T8 1hiE % 48 (FSR
E6121 - FRAWPA2 PMKIDRELES % % % 48 (FSR
222 F S 88 R ERER IR

ARENMEFEBIEH (B Adebug client <mac address> ) FREIH % RES AN HEE.
B R

AXHRBRERR.

BRF T

AXEPNEAERFIBAIreOSIEHIER.

 P2HI8R- 440x, 5508, 5520, 75xx. 85xx. 2504, 3504FVWLCEAKWISM,
- BMAFZESERSEAIOS® XERFIBMRMBHEMELN , EERGHNAR T2 TR
, AXENERRELH R

ANXHNWEARRBREEEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRE) . MRIEHVEEREFT | FBRARCEAET[AESTRERNTE,

Show Client# i 7 #Y i EPEMiiR RE

EiEiBshow clientfdebug#THI4T , B L FEE MM E LLPower Entry Module (PEM)AREEFAPF AR

1=}
R,

« START -#i & Fim{f B (WA BAREE,

« AUTHCHECK - WLANE B EmHIB T2 5 17 BB K BE

« 8021X_REQD -&E Fim 4 A5 K 802. 1x572 & o

« L2AUTHCOMPLETE -BEF IR E R TERL2FKEE, IIBTERE AT LUEBEHITLIREE (b2
B, WebBRRFEE ), NRERFA—BDHEAFNEEET SR , Z£FHNSEEBRBBESURE
fth 3% ) B ERL3E FA.-



- WEP_REQD -EFim4 B M WEPEH

« DHCP_REQD -2 %85 &F FimE L3tk | EFEBARPEFER, DHCPERREFH TR , HiFE
BREBEBEPHEHMZEHEERNNEATR. WREWLAN LEZEE "DHCPAE ., |, BIERE
FIDHCP= BB EA,

« WEBAUTH_REQD -ZF i B R Web B BB, ( L3KHE )

« CENTRAL_WEBAUTH_REQD -EF i BT KCWAE A, WLCEHFZEUWCoA,

« RUN -BEFIREMINERFIENL2FLIEKRE , LS T LAm A EiRE.

RESRERNTERREPEREREENTERRT , ELHREENERREBEREES| 2,

§1§IJ1 A E R L FEHWPA/WPA2 PSKER B R EM ARG K EEE

Fl/\

<tfroot>

(Cisco Controller) >show client detail 24:77:03:19:fb:70

Client MAC AdAress. . ... i 24:77:03:19:fb: 70
Client Username .........euurrimnnneennnneennnnns N/A

AP MAC AddressS. .. .iiiiiiiii ittt tettansnnennns ec:c8:82:a4:5b:c0
AP NamB. . .. e Shankar AP_1042
AP radio sTot Id.....cuiiiiiiiiiniennnnennennnns 1

Cient State........... i Associ at ed

Client NAC OOB State......oviiinrnnennennnennennn Access

Wireless LAN Id......iiiiiiiiiiiiiiiiieneanennnnn 5

Hotspot (802.10U) i it ittt e e e Not Supported
BSSI D. .. e ec: c8:82:a4:5b:cb
Connected FOr viiitiin ittt it se e snnennnnnn 0 secs

(5 =11 =1 44

TP AdAresSS. i ittt it ittt ettt et e san s Unknown

Gateway Address. .......coiiiiimiiiiiiiiaaeeennnnn Unknown

T2 1 F= ] < Unknown



Association Td.......ouiiiiiiiii i innnennennnans 1

Authentication Algorithm............. ... ..., Open System
Reason Code. ....cuii ittt e e 1
Status Code. ..o e e 0
SeSSToN TimMeOUL . .o oot i it e e aaeee e 0
Client COX VErSTON. .ot vttt e i iae e e ananns 4
Client E2E VersSioN. .. ..iuiiii e iiiiae e ennannanns 1
QOS LeveTl. .t it i et e e et e Silver
Avg data Rate.....viiiiii i e e 0
Burst data Rate...... oot iiiiaeee e 0
Avg Real time data Rate.........ccvviiiiinnnnnn. 0
Burst Real Time data Rate............iiiiunnnnn.. 0
802.1P Priority Tag. . «eueeeernnnnneeernnnnnnnnns 2
CTS Security Group Tag. .. vvvrrrrnenennnnnnnnnnns Not Applicable
KTS CAC Capabidity .o e e e i i i eeenens No
L Y T o o o J ol EnabTed
APSD ACS. ittt et e e i BK BE VI VO
Power Save. ... ...t s OFF
Current Rate.......viiiiiiiii ittt et e e e e e e e ml5
Supported RatesS.....cuiiiiiiiii ittt eainenea 6.0,9.0,12.0,18.0,24.0,36.0,
............................................. 48.0,54.0
MobiTlity State.......uviiiiiiiii ittt i i i i ieiennnns None
MobiTlity Move Count........ovviiinrnnnnnnnnnnnnns 0
Security Policy Completed........ ..., No
Policy Manager State............... ... ... ... 8021X REQD

***This proves client is struggling to clear Layer-2 authentication.
It means we have to move to debug to understand where in L-2 we are failing

Policy Manager Rule Created..........cuvvuvuvnnn. Yes
AUudit Session ID. ... in i none
AAA ROTE TYPO. t ittt ittt ettt ennnnns none

Local PoTlicy Applied. ... .o none



IPVA ACL Name. .. v ovii it te s e e snsaranensnnnnnn none

FlexConnect ACL Applied Status................... Unavailable
IPv4 ACL Applied StatuS......viiiiinnnnnnnnnnnnnn Unavailable
IPVOE ACL Name. ..ottt ittt sa e none

IPv6 ACL Applied StatuS......viiiiiinnnnnnnnnnnnn Unavailable
Layer2 ACL Name. ... ... iii it eeananeenns none

Layer2 ACL Applied StatuS.......ouiiiinnnnnnnnnnn Unavailable
MDNS StatusS. ... .uiiiii ittt ittt e e e e e e Enabled
mDNS Profile Name...........coiiiiiiiiiiiinnnnnn default-mdns-profile
No. of mDNS Services Advertised.................. 0

POTiCY TYPE. t i ittt et e e e, WPA2
Authentication Key Management...............c..... PSK
Encryption Cipher.. ...ttt CCMP (AES)
Protected Management Frame ............ouuuuvnnnn No
Management Frame Protection...................... No

EAP Ty . ittt i et it Unknown
Interface. ..o e e vlan2l

VAN . e e 21
Quarantine VLAN. ... ...ttt i e eaaanens 0

Access VLAN. ..ttt it sttt 21

Client Capabilities:

CF Pollable.......ovvii e e i e e e e e Not implemented
CF Poll Request......vviiriiiiiiinnnnnnns Not implemented
Short Preamble...... ... ..., Not implemented
PBCC. ittt i e it e et Not implemented
Channel Agility. ..ot iaee e Not implemented
Listen Interval......coiuiiiiiiinnnnennnnns 10

Fast BSS Transition...........cciiiiiinnnnn. Not implemented

Client Wifi Direct Capabilities:
WFD capable. ...ttt nnnn No

Manged WFD capable.........cccvviiiiiea... No



Cross Connection Capable.......

Support Concurrent Operation...

Fast BSS Transition Details:

Client Statistics:

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

Bytes Received.......

Bytes Sent...........

Packets Received.....

Packets Sent.........

Interim-Update Sent..

EAP

EAP

EAP

EAP

EAP

EAP

Id Request Msg Timeouts......

Id Request Msg Failures......

Request Msg Timeouts.........

Request Msg Failures.........

Key Msg Timeouts.

Key Msg Failures.

Data Retries.........

RTS

Retries..........

Duplicate Received Packets.......

Decrypt Failed Packets...........

Mic

Failured Packets.

Mic Missing Packets..

RA Packets Dropped...

Policy Errors........

Radio Signal Strength Indicator

Signal to Noise Ratio..........

Client Rate Limiting Statistics:

Number of Data

Number

Number

Number

Number

of Data

of Data

of Data

Packets Received

Rx Packets Dropped..........

Bytes Received..

Rx Bytes Dropped

of Realtime Packets Received........



Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

of

of

of

of

of

of

of

of

of

of

of

Realtime Rx Packets Dropped......

Realtime Bytes Received..
Realtime Rx Bytes Dropped
Data Packets Sent........
Data Tx Packets Dropped..
Data Bytes Sent..........
Data Tx Bytes Dropped....

Realtime Packets Sent....

Realtime Tx Packets Dropped......

Realtime Bytes Sent......

Realtime Tx Bytes Dropped

Nearby AP Statistics:

Shankar_AP_1602(slot 0)

antennal: 0 secs ago..........u.n

antennal: 0 seCs ago.........vunn

Shankar_AP_1602(slot 1)

antennal: 1 secs ago........cvu.n

antennal: 1 secs ago.............

Shankar_AP_3502(slot 0)

antennal: 0 secs ago..........u.n

antennal: 0 seCs ago.........vu.n

Shankar_AP_1042(slot 0)

antennal: 0 secs ago.........vu.n

antennal: 0 seCs ago.........vu.n

Shankar_AP_1042(slot 1)

antennal: 0 secs ago.........vu.n

antennal: 0 seCs ago.........vu.n

DNS Server details:

DNS server IP ......c.iiiiinnnnn

DNS server IP ......c.iiiiinnnnn

Assisted Roaming Prediction List details:

dBm

dBm

dBm

dBm

dBm

dBm

dBm

dBm

dBm

dBm

.0.0

.0.0



Client Dhcp Required: False

Allowed (URL)IP Addresses

<{froot>

(Cisco Controller) >debug client 24:77:

*apf MsConnTask_4: My 07 17:03:56. 060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.060:

*apfMsConnTask_4: May 07 17:03:56.061:

*apfMsConnTask_4: May 07 17:03:56.061:

*apfMsConnTask_4: May 07 17:03:56.061:

*apfMsConnTask_4: May 07 17:03:56.061:

*apfMsConnTask_4: May 07 17:03:56.061:

03:

24.

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

24:

19:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

77:

fb:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

70

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

70

70

70

70

70

70

70

70

70

70

70

70

70

70

Associ ation received fromnpbile on BSSID 08: cc

Global 200 Clients are allowed to AP radio

Max Client Trap Threshold: 0 «cur: O

Rf profile 600 Clients are allowed to AP wlan

Applying Interface policy on Mobile, role Unas

Re-applying interface policy for client

0.0.0.0 START (0) Changing IPv4 ACL 'none'

(AC

0.0.0.0 START (0) Changing IPv6 ACL 'none'

(AC

apfApplyWlanPolicy: Apply WLAN Policy over PMI

In processSsidIE:4795 setting Central switched

In processSsidIE:4798 apVapIld = 5 and Split Ac

Applying site-specific Local Bridging override

Applying Local Bridging Interface Policy for s

processSsidIE statusCode is 0 and status is O



*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apf MsConnTask_4: My

**%*Client entering L2

*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May
*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apfMsConnTask_4: May
*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apfMsConnTask_4: May

*apfMsConnTask_4: May

*spamApTask3: May 07 17:03:56.065:
*Dotlx_NW_MsgTask_0: May 07 17:03:

*Dotlx_NW_MsgTask_0: May 07 17:03:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77

authentication stage

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (8): 140 18 24 36 48 72 96 108 0 0
suppRates statusCode is 0 and gotSuppRatesETel
Processing RSN IE type 48, length 22 for mobil
pemApfDeleteMobileStation2: APF_MS_PEM_WAIT_L2.
0.0.0.0 START (0) Deleted mobile LWAPP rule on
Updated location for station old AP ec:c8:82:a
Updating AID for REAP AP Client 08:cc:68:67:1f
0.0.0.0 START (0) Initializing policy

0.0.0.0 START (0) Change state to AUTHCHECK (2

0.0.0.0 AUTHCHECK (2) Change state to 8021X REC(

Central switch is TRUE

Not Using WMM Compliance code qosCap 00
0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:333) Changing sta

apfPemAddUser2:session timeout forstation 24:7
Stopping deletion of Mobile Station: (callerId

Func: apfPemAddUser2, Ms Timeout = 0, Session

Sending Assoc Response to station on BSSID 08:

apfProcessAssocReq (apf_80211.c:8292) Changing

24:77:03:19:fb:70 Sent 1x initiate message to multi thread task for
56.065: 24:77:03:19:fb:70 Creating a PKC PMKID Cache entry for statio

56.066: 24:77:03:19:fb:70 Resetting MSCB PMK Cache Entry 0 for statio



*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Removing BSSID ec:c8:82:a4:5b:cb from PMKID
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Setting active key cache index 0 ---> 8
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Setting active key cache index 8 ---> 0
*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Adding BSSID 08:cc:68:67:1f:fb to PMKID cac

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: New PMKID: (16)

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: [0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Initiating RSN PSK to mobile 24:77:03:19:fb
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 EAP-PARAM Debug - eap-params for Wlan-Id :5
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 dotlx - moving mobile 24:77:03:19:fb:70 1int
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 EAPOL Header:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 00000000: 02 03 00 5f

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Found an cache entry for BSSID 08:cc:68:67:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066:

24:77:03:19:fb: 70 Found an cache entry for BSSID 08:cc:68:67:1f:fb in PWID cache at index 0 of station

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: Including PMKID in ML (16)

*Dot 1x_NW MsgTask_0: May 07 17:03: 56. 066: [0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Starting key exchange to nobile 24:77:03: 19:

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb: 70 Sendi ng EAPOL- Key Message to npobile 24:;77: 0
state I NITPMK (nmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb: 70 Sendi ng EAPOL- Key Message to npobile 24;77: 0

state I NITPMK (nmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Allocating EAP Pkt for retransmission to mo
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsLwappLradNhMac = b0O:fa:eb:b8:f5:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsBssid = 08:cc:68:67:1f:f0 mscb-

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 dotlxcb->snapOrg = 00 00 00 dotlxcb->eapol

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsLwappMwarPort = 5246 mscb->apfM

*Dot1x_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-Key from mobile 24:77:03:19:



*Dotlx_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Ignoring invalid EAPOL version (1) in EAPOL
*Dotlx_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-key in PTK_START state (mess

*Dotlx_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-key M2 with invalid MIC from

*osapi BsnTinmer: May 07 17:03:56.364: 24:77:03:19:fb: 70 802. 1x 'tinmeoutEvt' Tiner expired for station 24:

#%%|--— MIC error due to wrong preshared key

*dot IxMsgTask: May 07 17:03:56.364: 24:77:03:19:fb: 70 Retransmt 1 of EAPOL-Key ML (length 121) for nob

*dotlxMsgTask: May 07 17:03:56.364: 24:77:03:19:fb:70 mschb->apfMsLwappLradNhMac = bO:fa:eb:b8:f5:12 msc

*dotlxMsgTask: May 07 17:03:56.364: 24:77:03:19:fb:70 mscb->apfMsBssid 08:cc:68:67:1f:f0 mscb->apfMs,

*dotlxMsgTask: May 07 17:03:56.365: 24:77:03:19:fb:70 dotlxcb->snapOrg = 00 00 00 dotlxcb->eapolWepBit

*dotlxMsgTask: May 07 17:03:56.365: 24:77:03:19:fb:70 mscb->apfMsLwappMwarPort = 5246 mscb->apfMsLwapp
*Dot1x_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Received EAPOL-Key from mobile 24:77:03:19:
*Dot1x_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Ignoring invalid EAPOL version (1) 1in EAPOL
*Dotlx_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Received EAPOL-key in PTK_START state (mess

*Dotlx_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Received EAPOL-key M2 with invalid MIC from
*osapi BsnTinmer: May 07 17:03:56.764: 24:77:03:19:fb: 70 802.1x 'timeoutEvt' Tiner expired for station 24:

#%%|___— MIC error due to wrong preshared key

o

et

B AM2 2 88 B timeoutEvt th AL R AR BE B2 X/NICSLEEATE , ERE BNMBEL — 2 F A& APKREH A T FERNERE
(ROBHRPERHRERE ) |, BB ELES.

B82  EIGEFEM(792x/9971) L HER THEARKE, BB

WLANZFICisco Unified Wireless IPE&E,

REFEER

AIR-CT5508-50-K9 // FHR By EFE MR FIS R R 2 EFEEM.


https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872

apf MsConnTask_1: xx xXx xx:50:xx.xxx: 1x:xx:1x:xx:XX:xx Association received frommobile on AP 3x: xX: cX: ¢

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx 0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx 0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Applying site-specific Local Bridging override
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Applying Local Bridging Interface Policy for st
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx processSsidIE statusCode is 0 and status is O
*apfMsConnTask_1: xx xx xx:50:xx.xxX: Ix:xx:1x:xx:xx:xx processSsidIE ssid_done_flag is 0 finish_flag
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx STA - rates (4): 130 132 139 150 000000 0
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx suppRates statusCode is 0 and gotSuppRatesETlem
*apfMsConnTask_1: xx xx xX:50:xx.xxX: Ix:xx:Ix:xx:xx:xx STA - rates (12): 130 132 139 150 12 18 24 36 4
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx extSuppRates statusCode is 0 and gotExtSuppRat
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Processing RSN IE type 48, Tength 22 for mobile
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1Ix:xx:xx:xx CCKM: Mobile is using CCKM

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Received RSN IE with 0 PMKIDs from mobile 1x:xx
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Setting active key cache index 8 ---> 8
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx unsetting PmkIdValidatedByAp

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Sending Assoc Response to station on BSSID 3x:x

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Scheduling deletion of Mobile Station: (caller

Vol P Call Failure: '1x:xx:1x:xx:xx:xx" client, detected by 'xx-xx-xx' AP on radio type '802.11b/g'. Re:

***Means platinum QoS was not configured on WLAN

1x:xx PM

Cient Excluded: MACAddress: 1x: xx: 1x:xx:xx:XxXx Base Radi o MAC : 3x: xx: cx:9x:x0:x0 Slot: 1 User Nanme: dwpv\

R
EWLCLEHARER , EAPREIBEBIR BN IE2018F , 7925GEa B & Mo

ERHRAWLANE EE R FHRIESRERE(TSPEC)E R, EFHERNWLAN 7925GH QoSHL B 1& RELE ASilver (UP0,3) , MR



ERBEEEBPainum (UP6,7), EEEHWLANRFRRIREZIREIRIEEMNTSPECT L , W KK EHREAPHIER,

B —@EHHWLAN , EHRHQoSE BEERAPlatinum , EFIART7I25CTFHERE , YERBEBVHNKEERM (7925GHBI5™
) PNERETERE :

IERERER , B ARAE,

FER3: BEFHAEE TWPA , BAPERE TWPA2

debug client <mac addr> :

<tfroot>

Wed May 7 10:51:37 2014 xx.XX.XX.XX.XX.Xx Scheduling deletion of Mobile
Station: (callerld: 23) in 5 seconds
Wed May 7 10:51:37 2014: XX.XX.XX.XX.XX.XX apfProcessProbeReq

(apf_80211.c:4057) Changing state for mobile Xx.Xx.Xx.xx.xx.xx on AP

fromldle to Probe

***Controller adds the new client, noving into probing status

Wed May 7 10:51:37 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:38 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:38 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile

Station: (callerId: 24) in 5 seconds

***AP is reporting probe activity every 500 ns as configured

Wed May 7 10:51:41 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf

Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:49 2014: xx.xx.xX.xX.xX.xx apfMsExpireCallback (apf_ms.c:433)
Expiring Mobile!

Wed May 7 10:51:49 2014: xx.xX.xX.xX.xXX.xX 0.0.0.0 START (0) Deleted mobile
LWAPP rule on AP []

Wed May 7 10:51:49 2014: xx.XX.XX.XX.XX.xx Deleting mobile on AP

®

***After 5 seconds of inactivity, client is deleted, never noved into authentication or association phas

Z=hl4 . FMAAAZE R EERTE

BTSRRI IE T T AEEE -

( BRHEHIZS ) > debug mac addr <mac>
(Cisco Controller) > debug aaa events enable
(%)

( BRHEHIZS ) > debug client <mac>
(Cisco Controller) > debug aaa events enable

(Cisco Controller) > debug aaa errorsenable



WREA T B, AAAERR KBS 4 B SNMPRE B,

5 7R 45l <snipped>

<ffroot>

*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Invalid RADIUS message authenticator for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 RADIUS message verification failed from server 10.50.0.74 with id=213. Possible secref
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Returning AAA Error 'Authentication Failed' (-4) for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: AuthorizationResponse: 0x4259f944

Ret urni ng AAA Error 'Success' (0) for nobile

Successful Authentication happened, AAA returns access-accept prior to Success (0) to confirm the same.

Returning AAA Error 'CQut of Menory' (-2) for nobile

***jt's the rare reason. Cisco bug ID CSCud12582

Ret urning AAA Error 'Authentication Failed (-4) for nobile

**%jts the most common reason seen

ARERE :

o ERERFEN/HHBENR.


https://tools.cisco.com/bugsearch/bug/CSCud12582

- EBEMTRMENME  FEADREERE.

- BEBBEIEEEE.

. fARFBECBHIREM.

*« RADIUSELETRIEH,

- PEATRBAHR-CTES KNE (SSIDEEMLE ).

o FE#FMicrosoftiE R,

A4 EAPE-I- H%%go

. ERER/MRSELRENEAPH ETEHR,

- ERERBECBHEIKER.

BEEITEBEBHNAAAERRE(-5)

AAA Server Unreachable , A% =& Fikdeauth,

g -

<tfroot>

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Max retransmission of Access-Request (id 100) to 209.165.200.254 reached for mobile 00:13:ce:1a:92:41
Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 [Error] Client requested no retries for mobile 00:13:CE:1A:92:41

Wed Cct 26 20:08:50 2011: 00: 13:ce:la: 92:41 Returning AAA Error 'Tinmeout' (-5) for nobile 00:13:ce: 1a: 92

Wed Cct 26 20:08:50 2011: 00: 13: ce: la: 92:41 Processing AAA Error 'Tineout' (-5) for mobile 00:13:ce: la: ¢
Wed Cct 26 20:08:50 2011: 00: 13:ce: la: 92:41 Sent Deauthenticate to nobile on BSSI D 00: Ob: 85: 76: d3: e0 sl ¢

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Scheduling deletion of Mobile Station: (callerId: 65) in 10

BREBEHAAATERAEREHER(-6)

BHTRTE, AAAMBENEWLCTEREMETNTER/TEENEY (#HRRE ) . WLCEEDeauthH 2 , RIBAIBERER. 76

: BRFEID CSCum83894 AAA Internal Error Mlauthsk By , EARES hH B R A,

i

*radiusTransportThread: Feb 21 12:14:36.109: Aborting ATTR processing 599 (avp 26/6) *radiusTransportThread: Feb 21 12:14:36.109: 40:f0:2f:11:a9:fc


https://tools.cisco.com/bugsearch/bug/CSCum83894

REIBBHAAATRRERREI(-7).
Radiustit ER EREF/SHEA T ENEE,

i

*Jun 22 20:32:10.229: 00:21:€9:57:3c:bf Returning AAA Error 'No Server' (-7) for mobile 00:21:€9:57:3c:bf *Jun 22 20:32:10.229: AuthorizationRespons

FR5 | T Fim i L AP B

FERANAS -
debug client <mac addr>
EMT A

[EBSSID 00:26 : cb : 94:44 : c0 ( #ARAEE0 ) ApVapld 13HEFE0 LK TV EIEAssocE fE

o 80 = BIGRAERE

. 1 =AG)ERE

o EiXAssocEEAMAED =K Th

BRARREO LA MO AR REH 2 Sk B

B REABEERENRBMR ; 802.11 Association Status, 802.11 Deauth Reason Codes

RHl6 : X i & i BUH fE 88 v B sk

FERANRR

debug client <mac addr>

TR B

#EAP00:26 : cb : 94:44 : cO , FHIEOHEEIKISTA 00:1e : 8¢ : Of : ad:57HI Z= HIHE K
apfMsDeleteByMscb Scheduling mobile for deletion with deleteReason 4 , reasonCode 4

EEHR 1 AMBRITE T/ : (calerld : 30)


https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

apfMsExpireCallback (apf_ms.c : 608) Expiring Mobile !

1EBSSID 00:26 : cb : 94:44 : cOEFEO ( WA Hapf_msc: 5094 ) LEEUE B HRBEEXIRBEE

AR5

ERBEREFFRHREZREBE,

FRRFFERS A A300% .

R e

WL C£ F 38 hnz= BB BFGUI>>Controller>>General , SRHEWLCRWLANIE i1z F#E & GUI>WLAN>ID>>Advanced.

FRT : AR ERFERE FiREUH BB

FERANAR -
debug client <mac addr>

ERTH B

apfMsExpireCallback (apf_ms.c:608) Expiring Mobile! apfMsExpireM obileStation (apf_ms.c:5009) Changing state for mobile 00:1e:8c:0f:a4:57 on AP Of

EHENFERBRERE (FHERA/18000 ) .

TEBERMSIWEBAUTHEE B EHTWEBAUTH,

R e

RWLCE == A SEAWLANR EEE B GUI>WLAN>ID>Advanced,

F RS : HRWLANE XM EUEE F in BBt

FERANARR
debug client <mac addr>

ERHTHICER

apfSendDisAssocMsgDebug (apf_80211.¢:1855) Changing state for mobile 00:1e:8c:0f:a4:57 on AP 00:26:ch:94:44:c0 from Associated to Disassociated



AR5

ELEF A A NIERWLAN , BERAMEFHRBAWLAN,

R e

ERFAMITA. BEETWLANERE | & Fin S BUS IR S5 5 EAB.

fai

BRI . HRFBRWLCHER ™ EUE & F ik B Bt

FERANAS
debug client <mac addr>

ERIHIRCE

apfMsDeleteByMsch Scheduling mobile for deletion with deleteReason 6, reasonCode 1 Scheduling deletion of Mobile Station: (callerld: 30) in 1 seconds

AR5

RGUI : BREREIR

1£ CLI L : config client deauthenticate <mac address>

FR10 : HR S 0 ERFBERE S wmEUE BB

FEANHAE :
debug client <mac addr>

RIS

Retransmit failure for EAPOL-Key M3 to mobile 00:1e:8c:0f:a4:57, retransmit count 3, msch deauth count O Sent Deauthenticate to mobile on BSSID 00::

AR5

EEI ORI CRIREAENE@RE.

R e



BE/EFEFRESER. Z2EE. BES.

FR  ARAPEREERE ( BRBEE ) EHFE FinBUH BB

ERMNFAR :
debug client <mac addr>

ERTHIFCER

Cleaning up state for STA 00:1e:8c:0f:a4:57 due to event for AP 00:26:ch:94:44:¢c0(0) apfSendDisAssocM sgDebug (apf_80211.¢:1855) Changing state for

AR5

APEUHBEE Bl , (EWLCTMIBREE .

R FEE i

BEBITR.

355312 : Symantec® F 17 E2802.1X "timeoutEvt, BEEHREIE

i}

B 1T SymantecEk B8 1Y & F i B25H £.802.1XHY timeoutEvt. 5TEFESEUE BB R 1L 2 FE 2= M3

EAP/Eapol BN EET R , R Intel/Broadcom EERAMA/GEREAM., FAwep. wpa-pskBEERE,

AR

WLCERBAFEE,

AP-FRERR-2BEARHEXT,
wlan 3 - WPA2+802.1X PEAP + mshcapv2
E#ESSID,

RADIUSd B 88 nps 2008,
FREPCLERZ 4 T SymantecBh iR B EL B,

fEAAsus. Broadcom. Intel - win7, win-xpo
FHENEERF- Windows 7Hxp

FHENEBRNEF- Intel(6205) FBroadcom



ZHENEDHRN/FERS- 152019, EAFBFERS.

B8/ MR E

TEwin7Hxp_L % A Symantec Network Protection and Firewall, & 2Win 7HIXPHEZE R # I Symantech &,

EI!.!I
EI‘I'!’I

@i

*dotIxMsgTask: Apr 12 11:45:39.335: 84:3a:4b:7a:d5:ac Retransmit 1 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:44.336: 84:3a:4b:7a:d5:ac Retransmit 2 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Aj
*dotIxMsgTask: Apr 12 11:45:49.336: 84:3a:4b:7a:d5:ac Retransmit 3 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b: 7a:d5:ac * osapiBsnTimer: Af

AR 152 (ERHRAFHER ) hFEENTEMR



-clientft APEEIM 1

~client&i%EM2

-clientft APEEIM3

-clientfE A HMAZ B AT R E S48

- BEFIRESRFEAFTSBAPIMENMA , YMASEEES THRER, 5,
-WLCHAREFIRBERNEMIEHERBEEF., BA , iEREMicrosoftFlSymantec BIRIREIRE , MR & ¥ Intel, B3R IT %2 M BRSymantec,
- EEKE L & SymantectE WindowsH #83 fIBug. FAZEEAPFH RS EEAR R BRE,

- B LR | Cisco TACHS 3 SE ) A & B 848 SymantecHIMicrosoft,

BE13 : Air Print Servicesk B R EEEB A MDNSE F iR
FBMDNSEEER | B IREEZE I A FEREFFIRERE LIRBEAIPIntREHEE,
b

f#F37.6.100.0#95508 WLC.

FERFMDNSESEE# |, 85 W LU IR BAIrPrint BRI B 2B FIFEWLCHI BRIS 2B 9 T o
M MDNSEL B RE EREMEIWLANF AN H.
MARELFINEF W LMAIrPin#EE,

FERANARR
debug client <mac addr>

debug mdns all enable

*Bonjour_Msg_Task: Apr 15 15:29:35.640: b0:65:bd:df:f8:71 Query Service Name: _universal._sub._ipp._tcp.local., Type: C, Class: 1. *Bonjour_Msg_T
*Bonjour_Msg_Task: Apr 15 15:29:35.640: Sending Query Response bonjSpNameStr: _dns-sd._udp.YVG.local., bonjMsal ServiceName: HP_Photosmart,

FRER:

& FimA%58 R _universal._sub._ipps._tcp.local 2%_universal._sub._ipp._tcp.local iR 2 _ipp._tcp.local 2_ipp._tcp.loca F &,
Eit |, FIEBAIrPint RIS ELEE, EYWET , BERVBREFZSEEEME] HP_Photosmart_Printer_1.
MHREREEFBIHEZTWLANNERERES , BRE XG5 HEMRK.

BE BARNENTESR  YEEFREEMTEHBENERTEN Tdnssd._udp.YVGlocd , BttWLCEEEEBonjourERa , BA
dns-sd._udp.YVG.locd REEREREF,



B ERE — MBI A TR ARE- ERREID CSCuj32157,

R e

Mt — R T E R EADHCPZIES (8% ) IR EFiRMBREE.

FR14 : HAMEA TIRIESSIDER , AppleiOSE Fim AN AMEE .

AR

KZ B AppleiOSE B 1£ {F FATAR fast SSID change disabledfy 48 [E Cisco WLC Lt —BEWLANB B 2 5 — EWLANK B ZIRIE,
ZREGEBEFFHRELAEBIE —EEFRE , RHREFENWLANTEUEHE SR FH8E.
BENZREZIOSEE LM "nableto Join the Network" Umessage. o

BREFH

(ik-2504-116) >BE R B IEE

<snip>

PIESSIDEE. ... =H

ERAMAER -

<#root>
(jk-2504-116) >
debug client 1c:e6:2b: cd: da: 9d
(jk-2504-116) >
*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6: 2b: cd: da: 9d Associ ation received from nmobile on BSSI D 00: 2!
***Apple Client initiating switch from one wlan to another. *apfMsConnTask_7: Jan 30 21:33:14.544: 1c:e
*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd:da:9d Deleting client inmediately since W.AN has char
*apfMsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd:da:9d Scheduling deletion of Mobile Station: (calle
*apf Recei veTask: Jan 30 21:33:15.375: 1c:e6:2b: cd: da: 9d Sent Deauthenticate to nobile on BSSID 00: 21: a0:
*apfReceiveTask: Jan 30 21:33:15.375: 1c:eb6:2b:cd:da:9d Found an cache entry for BSSID 00:21:a0:e3:fd:
*penRecei veTask: Jan 30 21:33:15.377: 1c:e6:2b:cd:da:9d 192.0. 2. 254 Renpoved NPU entry.

*apfMsConnTask_7: Jan 30 21:33:23.890: 1c:eb6:2b:cd:da:9d Adding mobile on LWAPP AP 00:21:a0:e3:fd:b0(1
***No client activity for > 7 sec due to fast-ssid change disabled *apfMsConnTask_7: Jan 30 21:33:23.89

*apf MsConnTask_7: Jan 30 21:33:23.891: 1c:e6:2b:cd:da:9d Sendi ng Assoc Response to station on BSSID 00:

*apfMsConnTask_7: Jan 30 21:33:23.892: 1c:e6:2b:cd:da:9d apfProcessAssocReq (apf_80211.c:8292) Changin


https://tools.cisco.com/bugsearch/bug/CSCuj32157

R e

FEWLCRR AR & ssidEE 2k GUI > Controller>General.

RPI15 : BIhER I fE M & iwL DAPEAE!

R 2 LDAPHE BIR R B FIZREREATLSHILDAPRIARES < B AVELR. #2HISREBRAT7 6 R EMRAZEILL AL,

2R AT A RLDAPR R AR B X MER BIM B

1LER

EERAERT K EFFRTERSIORIR  EFSFMALDAPARRBEESHREFER. LDAPARFEUNEARREE, ETL
Rk BREEFREAESB/ OSHEEABUANER, RABZENTEEERESRB/BR  LDAPRRBMSERREEM
AHEF,

2. B R

ERBFP  ZEHREET —EEAESBNRE , AREBLDAPARSRET S HRRE. ZBWAEEAMDS SASLINE |, A 1E S 058
FBEPEEFLDAPRARER. ETLEBLDAPRRES ERHMESNREHERNKR, B2 , DEEFFRNRRZIIRE  FF R
FHME AR X EE,

HERTLSHLDAPHEERRFREMERBERNZLFE , HRAEFRSORIBENMNBBNEME 2 A #E,

WLCETHEMAT7 6 R EFRA.

Microsoft{a] BR 25 f FI LDAP,

ERANAS

debug aaa Idap enable

*LDAP DB Task 1: Feb 06 12:28:12.912: IdapAuthRequest [1] called Icapi_query base="CN=Users,DC=gceaaa, DC=com" type="person" attr="sAMAccc

7 R16 : LDAPLHEFIHm B ERE KK

ERAWFAER

debug aaa ldap enable

*LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_CLIENT: Received no referralsin search result msg *LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_C



R e

BELDAPRRFREIEERE,

FR1T : HRWLCEMLDAPE BIEER T H RN & F iR EE

ERANFAR

debug aaa ldap enable

*LDAPDB Task 1: Feb 07 17:21:26.710: IdaplnitAndBind [1] called Icapi_init (rc = 0 - Success) *LDAP DB Task 1: Feb 07 17:21:26.712: |daplnitAndBi

R FEE

% Fi%/WLCHILDAPR RSB X B %

SRB118 : HEERRE L DAP IR A5 £ 68 3 & b B st P AR

ERAWFAR -

debug aaa ldap enable

*LDAP DB Task 2: Feb 07 17:26:45.874: IdaplnitAndBind [2] configured Method Anonymous Icapi_bind (rc = 1005 - LDAP bind failed) *LDAP DB Tas

R e

WEWLCHILDAP{A AR 85 Y #8 3R AR 5] =R,

FR19 : HRROWETBIBEERE |, Apple® Fim@izREE

AIR-CT5508-K9/ 7.4.100.0

Applest B K F SR ARERR AR | RIRMIRER -

- WPA2ER &

- WPA2INEAES
- RUA802.1X B =&



Cisco ISER) B 17 B8 B MR,

AppleR EEEHHEBSSIDE FER. Sl , BER—LEFHNS —HEFRITERE | iPhoneB iR, Hit , EBEREMERE
B ( EMERE ) o

EAEHREAERLIE[RE ©MERERE—@ESSID,

LEEREEEFRESND , REBENFAEN,

WLANE il BRFr B 7I 8538 B 5 R AV B BE 5% %€ (aironet ext)o
fEANFAER

debug client <mac addr>

<ffroot>

*apf MsConnTask_5: Jun 11 16:12:56.342: f0:d1:a9: bb:2d:fa Received RSN IE with 0 PWIDs from nobile fO0:d:

***%At 16:12:56 in the debugs we see a client re-association. From there the AP is expecting the client
***At this point it does not! From the above message the AP/WLC didn’t receive a PMKID from the iPhone.
**This is kind of expected from this type of client.

Apple devices do not use the opportunistic key caching which allows clients to use the SAME PMKID at
**Apple devices use a key cache method of Sticky Key Caching.

**This in turn means that the client has to build a PMKID at EACH AP in order to successfully roam to
**As we can see the client did not present a PMKID to use so we sent it through layer 2 security/EAP a
**The client then hits a snag in the EAP process where the client fails to respond to the EAP ID or re
“**This is going to be normal and EXPECTED behavior currently with Sticky key cache clients.

R e

HREGMFSMRIUSKO)EZEFIHEEBWLCRIF7T2RESRANEF , ERETHTHRERBASKCHBERE, BRER
T, WLCEZERESMME(OKC). ATAHEFHEACESHEAPLERNEPVKID , BX4EFEBWLC CLIBAE.,

config wlan security wpa wpa2 cache sticky enable <1>

FBRCME , HMSKCHIME | EFEXEKEBE ; B , CEXEHMARAPHNRERE (AFMPRZ8XR ) . BR—THSEAPH
ER. F—EZSHERTESEAPHTLEE , MEAW1-20, ERINERMATEER , FFIHS IR DA E BB RE
—PMKIDo

MRBATSKCEE , AIAPERZBT 25 0RE. ERTLULRIEER , X BEFinEERARFER,

£45020 : FHACCKMERE RIE L 2858 (FSR)
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debug client <mac addr>

<#root>
*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5¢

CCKM Recei ved REASSOC REQ | E

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c
Reassoci ation received fromnobile on BSSID 84: 78: ac: f 0: 2a: 93
*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c Processing WPA IE type 221, length 22 for mob

CCKM Mbdbile is using CCKM

***The Reassociation Request is received from the client, which provides the CCKM information needed i
CCKM using HVAC MD5 to conpute MC

***WLC computes the MIC used for this CCKM fast-roaming exchange. *apfMsConnTask_2: Jun 25 15:43:33.75
CCKM Initializing PW cache entry with a new PTK

**%*The new PTK is derived. *apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c Setting active key
Creating a PKC PMKID Cache entry for station 00:40:96:b7:ab: 5¢c (RSN 0) on BSSID 84:78: ac: f0: 2a: 93
***The new PMKID cache entry is created for this new AP-to-client association. *apfMsConnTask_2: Jun 2
Sendi ng Assoc Response to station on BSSID 84:78:ac: f0:2a:93 (status 0) ApVapld 4 Slot 0O

***The Reassociation Response is sent from the WLC/AP to the client, which includes the CCKM informati
Ski ppi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢

***EAP is skipped due to the fast roaming, and CCKM does not require further key handshakes. The clien

MEFR , PTRELSBHBREAPS DRBMAESNIRET , BAFNNESRDATE  BERCCKMBELE, BT
EB B E A BB LR B S HAIWLC SR EAER.

£H121 : FRWPA2 PMKIDREUER # RIE L £ 8 (FSR)

ERNFA

debug client <mac addr>

<#root>
*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32

Reassoci ation recei ved fromnobile on BSSID 84: 78: ac: f0: 68: d2


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html

***This is the Reassociation Request from the client. *apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:1
Processing RSN | E type 48, length 38 for nobile ec:85: 2f: 15: 39: 32

**%The WLC/AP finds an Information Element that claims PMKID Caching support on the Association reques
Received RSN IE with 1 PMKIDs from nobile ec: 85: 2f: 15: 39: 32

***The Reassociation Request from the client comes with one PMKID. *apfMsConnTask_O: Jun 22 00:26:40.7
Searching for PMKID in MSCB PWKI D cache for nobile ec:85:;2f: 15:39: 32

#***WLC searches for a matching PMKID on the database. *apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:
Found a valid PMKID in the MSCB PMKID cache for nobile ec:85:2f: 15: 39: 32

***The WLC validates the PMKID provided by the client, and confirms that it has a valid PMK cache for
Sendi ng Assoc Response to station on BSSID 84:78:ac: f0:68:d2(status 0) ApVapld 3 Slot 0

**%*The Reassociation Response is sent to the client, which validates the fast-roam with SKC. *dotlxMsg
Initiating RSN with existing PMK to nobil e ec: 85:2f:15: 39: 32

***WLC initiates a Robust Secure Network association with this client-and-AP pair based on the cached
Including PMKID in ML(16)

*%*%*The hashed PMKID is included on the Message-1 of the WPA/WPA2 4-Way handshake. *dotlxMsgTask: Jun 2

FR22  FAXBHERREBERRER Bl
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debug client <mac addr>

<#root>
*apfMsConnTask_2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5¢
Reassoci ation received from nobile on BSSI D 84: 78: ac: f0: 2a: 92

***This is the Reassociation Request from the client. *apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b
***However, since the client performs PKC/OKC and not SKC (as per the following messages), the WLC comp

MARFBET , PMKIDAEERFREEF RN EFRMBBMBER R E, BEPMKIDI R IREAPMKEWPA2 4HEF —£4
AULEEMZSBIT TRIVELSBIER , TEHTUHIRE. BOEBFARPWCCKMKE ;| EXEARFITCCKM , M2
PKC/OKC , fgEIFiR, iE# , CCKMREWLCARELWMENZR , fIMEEEUTEPMKIDHEANERE,

26123 : BRFFEFB02.11rRY RIER £ 812 (FSR)

ERAWFAR -

debug client <mac addr>



*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32 Doing preauth for this client over the Air ***WLC begins FT fast-secure roaming over-the-A
because the client asks for thiswith FT on the Authentication frame that is sent to the new AP over-the-Air (before the Reassociation Request). * apfM sCor
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