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Manually create a network profile
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security key (if applicable).
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Save credentials
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How do you want to add a network?

This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your cornputer. You need to know the netweork name (S5ID) and

g Manually create a network profile
E security key (if applicable).

f-ﬁ Create an ad hoc network
This creates a temporary network for shanng files or an Internet connection

4. FTBEWLC LERENFHER.
AEE : SSIDES KNE,
5. "Nexty (T—% ).



Enter information for the wireless network you want to add

Metwork name:

Security type:

Encryption type: AES -

AT L L L D 1 el DA, £ L 1 L € p el Cann e

Security Key: ' | [ Hide characters

[¥] Start this connection automatically

[¥f] Connect even if the network is not broadcasting
Warning: if you select this option, your computer’s privacy might be at risk,

6. #—T "Change connection settings1 SABXBERE.



Successfully added goa

= Change connection settings
Open the connection properties so that | can change the settings.

7. IR ERABEAP-FAST,

AEE FERRERT , WZCRBEAP-FASTEABHRE S ., BULARE=ZAHERTEX
ERARER, EATHIH K HRTCREBFEF , ARKEPRE T EFBEPROSet,



Choose a network authentication method:

——— -

Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAF)

Cisco: LEAP

Cisco: PEAP

Intel: EAP-SIM

Intel: EAP-TTLS

Intel: EAP-AKA

|| cancel




goa Wireless Network Properties

Security type: |WF"A2-Enth

Encryption type: |AES

Choose a network authentication method:

| Cisco: EAP-FAST

/| Remember my cedentials for this co
time I'm logged on

Advanced settings

OK

| [ cancel

8. B A Allow automatic PAC provisioning 3 #{R 7 iZ #1Validate server certificates




¥ Use anonymous outer identity anonymous
¥ Use Protected Access Credentials (PAC)
Eﬁhvautnnﬂﬁcmﬂm

|| AddTrust External CA Root

|| Class 3 Public Primary Certification Authority
|| Class 3 Public Primary Certification Authority
" DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

] DST Root CA X3 -

Do not prompt user to authorize new servers or trusted certification authorities.

Lo [ cancel || ree

9. #—TUser CredentialsE % , A& Auser2fIBiB, E , &0 LUEAZHWindows Bik%E
Ao BR , EXHIF | BATTEFERHE,



() Use certificate on this computer

() Use one-time password
(") Use Windows username and password
() Prompt automatically for username and password

10. &—TF "TOKy (HZE ),



|Cm1ecﬂm User Credentials Abo

Select authentication method:

[Mymei'nd v i{:ﬂnﬁgure

Enable Fast Reconnect
[ ] Enable Posture validation

<

ok || canced || hep |

BE  CNEFPREAEACERME , TE Ruser2,
EE user2 ERETHHRER , RADIUSBRZFIGEIEPAC, EZPACILTER & H8RE.



E Automatic PAC provisioning is enabled for this profile,

%2 However, a valid PAC that matches the server to which
the client is connecting could not be found. Do you
wish to obtain a new secunty credential (FAC)!

> i e

ERAXHRE , BELNHEEBRET EEER,
WHEFRSET S(EHRCEMREFER)OITXERE Eshowin T, ERAOITRHshowds T i #2047

o

EaFuser1(PEAP-MSCHAPV2)

FEWLC GUIH , BIfEMonitor > Clients , RZIEIEMACHLL,
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Clients = Detail
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LipTime [Sec) Lz

Powmer Eave Mode OFF

Currant Telatas et

Cat AateSet

8.0,9,0,12.0,18.0,24.0,38.0.408,0,54
a

AF Properties

A0 sodraaE
&P Marmie
&P Type

=380 3D
N
ez.iian
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Satus

Broocintio [D
B03.11 Autharkicwbon
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Sralus Code
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Channel Agiity
Ra-mk henhcaban
ti MUt
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WEF State
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WEP Erakle

Security Information

S =
Foloy Type REM {WRad]
Encrypben Cphar CCHP (AES)
EaP Type PEAF

SpHF Ma&C Soate AOCESS
Pmchus HAC Statm R

WLC RADIUSHEETER :

<#root>
(Cisco Controller) >
show radius auth statistics

Authentication Servers:
Server IN0eX..uu'ee i ienteerennenneenrennennees 1
Server AddressS. .. .cvii ittt ittt ta ittt 192.168.150.24

Msg Round Trip Time........cvviiinnniinnnnnnns 1 (msec)
First ReqUEStS. .t iiii it ennnns 8
Retry RequestsS. ... vttt it it s i eens 0
Accept Responses. . ....iiiiiiiiiii ittt eanannn 1
Reject Responses. ... viiiiniiiniiii et 0
ChalTlenge ReSpONSeS. .. v iiiii i iiiini e 7
MaTformed MsSgS. ... .cr it aeenans 0

Bad Authenticator Msgs........coviiirinnnnnnnenns 0



Pending ReqUESLS. .. it i i it i ieanns 0

Timeout RequUeStS. ... vt ittt iain it eananennns 0
UNKNOWNTYPE MSOS . i ittt ettt ettt enensnennnnnns 0
Other DropS. . .vvii ittt it ettt e eanaanannnnnnnnns 0
ACSHE :
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b. @ —EIK#H —f@Hit CountE .
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SRHDRED
BHEFERTS(EHDHMEFER)OIMXER Lshowin . EAOITHRshowsn T & H #2547

o

MIEE : £ debug i8R 281 , 5%k 2 AR Debug ETHEEEA,
1. MBREBEREFTRE , FEWLCLEEEU TGS -

» debug client <mac add of the client>

* debug aaa all enable

« show client detail <mac addr> — B 3% SR g B 1 25 AR B8,

- show radius auth statistics — B 7% K BUR R

« debug disable-all — BT

+ clear stats radius auth all - Clear radius statistics on the WLC,
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. BfiZEHE X H - Cisco Systems
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