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4. ISEEIERAEETSMRE L REMMAREIMARHENSE , BEAEEEM@MEIEMmployee
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6. F & ZZEAcceptit B T HMZESPW,

7. RERAERENBERIGREREMARE —EBE.

8. B4 CoA , HREEHEEHE|/A TISSID(CORP)MFAEAP-TLS ( iR A AN EMIIRES
* ) EITEMRE.
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1. £ & ECORPRAEH,

2. FAEMPEAPS RERBRABWABEIFRAERBNER,

3. ISE¥IEAEETHMRF , LIRIBPEAPH ERMIESZ RERKR , EE M ZEEmployee Device
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2. BE #F Security > RADIUS > Authentication , A& AFRADIUS] REF#TEEIWLC,



CISCO HOMITOR WLANs CONTROLLER WRELESS SECURITY MMAMAGEMENT COMMANDS

Security RADIUS Authentication Servers
= AR
e Cail Seaticn 1O Typa 1 Sywheen MAD Adgewas |
v BALDILIG
Mgl i e Voo ALS Kry Wrae [ Detsiaprad Sor FIFE 0 1 reg & ey wisgp complant RADIUS serves
B =T P
BAAL (i Pl i Frypten
Tl
¥ TACACE +
CHAP Matwrark BEryed
. g Maragamani Tedes Barver Adadrews Pl IPEa Ao Fialun
vzl Pt Lisetrs
MAL Fimerng b4 o i 16,10, 3060 18z Enpptrin Erutens a

DnabEeg Clenty
Ui Loajin Podaess

3. #&ISE 1.1. 1€ EIWLC:

BMALAEIE., RFC 35760 X 5% E AEnabled,

MOMITOR ‘WlANs CONTROULER WIRELESS SECURITY MAMAGEMENT COMMANDS

RADIUS Authentication Servers > Edit

Server Index 1

Server Aodress 10,10, 10,60
Shared Secret Format ASCIL ©
Srared Secret e

Confirm Shared Secret -

Wey Wrip (Designed for FIPS customers and requires 3 key wrag compliast RADIUS server)
POt Numiber 1812

Server Status Enabled
Suppart for RFC 3576 Enabled ¢
Server Tmeout 2 seconds
Network User o Enable
Maragomart o Enable
IPSec Enable

4. ¥i8 ERADIUSEC i 7 AR 25 48 [E] 49 I SE 7] AR 7



MOMITOR  ‘WiAMs CONTROLLER WIRELESS SECURITY  MAM

RADIUS Accounting Servers > Edit
Sarver Index 1
Sarver Addredd 10.10.10.60
Shared Secret Farmat ASCII =
Shared Sedret i
Confirm Shared Secret wEw
Port Mumiber 1813
Server Skatus Enamled
Server Timeout i seConds
Network User & Erabic
[FSec Enabie

5 BIUTBERANRISERBEIWLCTE S EFEACL, EEZEWLC > Security > Access Control Lists
> FlexConnect ACL , A% 23 — & AACL-REDIRECTH #FlexConnect ACL ( £ LL &5l

)o

MONITORE  WLANs CONTHOLLER W]

Security FlexConnect Access Control Lists
» ARA
¢ Local EAP Acl Hame

BCL-R RECT

¢ Priority Order

¢ Certificate

+ fAccess Control Lists
Access Controd Lisks
CPU Access Control Lists

jexConnect ACLS

Wireless Prote n
Dnlicias

6. FACLR R , AFAMBERARHISENRE Y EFRAFARPBAFEFRRE.

HRE—FRR (F31)

Xa
it

#Sources® EAAny. REIP (ISEiit ) /48R HETE255.255.255.255, #%Action
Permit,



Access Control Lists > Rules > Edit
Sequence 1

Source Ay

Crestination IP Acdres *
Prozece! Ay

B Any

Cirection Ay

Ackion Permit

MNetmask
F55. 055 255,255

HRAEZ@KRE (F52) , SRIP (ISEtil ) /#8H5255.255.255.2555% F BAny , &R IERR

E APermit,
General
ACcEss List Name ACL-REDIRECT
Destination

Seq Action Sowrce IPfMask [P /™Mask Source Port Dest Port DSCP

0.0.0.0 S 10.10.20.60
Pernnit A an an

- " 9000 265,265,265 255 y ! y
10.10.10.60 £ 00,00

< Permit e 255285255  0.0.0.0 Any Any any

7. B3 — A& BFlex18#FlexConnectifl ( TEAHIH ) -

Bfn ZIFlexConnect Group > WebPoliciesE# ., 7£ "WebPolicy ACL, 8T , #&—TF
Add , A% 1EZEACL-REDIRECT=, 5t Bl 2 M HYFlexConnect ACL, TR 1E 7 T WebPolicy

Access Control Lists## 11,

Wirelegs FlaxCoannect Groups » Edt  "Flexl"

w Rrrern Ppandn

wobEollche

o Advassed

WelFaloy ACL | ACLRIDINECT &
Siech

BF Profiles -
e WebPelicy Acorsn Canbal Livks
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B oBDZ.1lajs
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8. % —T TApplys # "Save Configuration
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SERA T ZEREN O 58 EWLAN:
1. B #SSIDAY B M XWLAN SSIDRHAI :

B AWLANZ # : DemoCWA ( £t &6+ ) . EIFEnablediEIE,
WLANs > Edit "DemoCWA'

General | Security | Qo5 | Advanced

Frofile Mame DarmoC WA
Type WLAN

SESID DemoC'Wa
Status M Ensbled
Secunty Policies AL Filtering

{Madificatbons done under Sas

Radio Palicy [an |

Interface/Interfacs
GrouplG)

| mansgement _—_l

Multicast Wlan Feature [ Enabled
Broadesst SSI0 F enabled

2. BB ESecurityZR 5|28 > Layer 2R 5| 128 , REREUTBM :

H2[E &4 : |EMAC Filtering: Enabled ( BRER 5 R BB HARAE ) HRiRE R : Disabled ( KiEH
)

WLANsS > Edit 'DemoCWA'

| General | Security | QoS | Advanced ;

Layer 2 | Layer3 | AAA Servers

Layer 2 Security & i"ﬂﬂ& 3
MAC Filtering? W

Fast Transition

Fast Transition [
Over the DS r

Reassociation Tlmt-:-utlztl

3. HE|AAA ServersHE, , WERELUTBM :

S HRRBNIRE MRS : SRARRES1.<ISE IP#at>



WLANs > Edit 'DemoCWA'

|M|Bmﬂw|ﬂﬂ|mnnd|
il.l'"t:ll.lﬂll|AAAMaH

Select AAA servers below (o override use of default servers on this WLAN

Radius Servers

Radius Scrver Overwrite interface

Enabled

Authentication Servers

™ Erabled o Enabled
Server 1 10 10.10.60, Por: 1802 2 | IPLOGROLDOWED, Pee: 1813 ¢
Server 2 kone None &
Sarver ¥ Bpne Mane ¥

Accounting Servers

] - &

4. #tAAA ServersEE [0 N RE), FEWeb-authfEA &R " Authentication priority order ( B2 &
%IERF ) o T, FEHEFERADIUSE AR , BHEMARMER,

Authentication priority order for
web-auth user

Mot Used Order Used For Authentication

LEMCAL RaDIUus

LEMAE * o
< Dowim

5. BF|Advanced R 5| 1ZE , WEEELTEBM :

REFAAABE E : BIANACHRAE : Radius NAC

WLANS = Edit "Demol WA’
Goneral | Secwrity | Qo5 | Advanced
allow Al Gvarmde F enabled -
e e 'p_'._,, R ik
Bl S 2
i e = el g —
. = L R - = ’ P % ’
g il L
e e T " = -_pJ' -' - &) - — —_— i = '_l_:.
# e g e - 1-.. e
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i : EFlexConnect APERETRIEMRERE , TXERADIUSHEE A AZEFI(NAC), Eitt ,




RFlexConnect APERBIYHEN BAEZHWLCHER , BIFfEEFiR#SERAER , Y8
SSIDTB#ES.
6.7 "B, ERP O TRE , ¥A8 "FlexConnectZds b33, 3REABA.

FlexConnect

FlaxCannsct Lecal

Switching £ B Enabled

7.#%—T TApply, # "Save Configuration.

Save Configuration

8. RESSIDMESSIDAS RE L A ADemolx ( EARHIH ) #9802.1X WLAN SSID,

WLAMS > Edit "'Demolx’

Geaeral | R S

Praofile Name Demolx

Trpe WLAN

SEID Diamol s

Status F Enabled

Segurty Polcees [WraAZ][Auth{BDZ.1X)]

{Modifications done under secu

Radio Policy |an =1

[

Multicast Wlan Feature [ Epabled
Broadcast 551D W Enabled

9. E¥ ESecurity®R 5|12 %> Layer 2R 5|28 , ARBREUTBM :

SE2B T 2:WPA+WPA2IREHEH: : Disabled ( RKEFIE ) BB IREE : 802.1X : BA



WLAMs » Edit "Demolx’

Layer 2 Security # [wPA+wPAZ .il

MAC Filtering® [~
Fast Transition
Fast Transition r
Crver the DS rC

Resfsacaation Tmmlm
WPA+WPAZ Paramelers

WPA Policy r

WFAZ Policy =3

WPAZ Encryphion Maes [ mae
Authentication Key Management
| soz.ax F Enable |

CCKM T Enshile

PEK [ Enable

10. HE|AdvancedR5|EH , WEREUT B :

REFAAAZR E : BUANACHRAE : Radius NAC

WLAMS > Edit 'Demoix’
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< e f igmenn # [ — ke
gl -
¢ g, ¥

L~ rhﬁ-

[ R ™ T R —
- Farpiline: e | # )

T pe—

S P [ e sm ey b |

e ) E
- ey i e
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NAC State
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11. #£Advanced & 5| &+ 6 TR E) , WAEFlexConnect Local Switchings% & AEnabled.




FlexConnect

Switching &

FlexConnect Local

B Enabled

12. % —T TApply. # "Save Configuration. -

WLANS Entries 1 - 5 of 1
Current Filter Mods [Change Fier) [Clear Filter) [Crests ew =] Ge
r Admin
WLAN ID Type Prafile Name WLAN 551D Status sSecurity Palicies
- L] - " - - t LA L]
- " E ¥ o i L T ]
I 3 WiLAN Demolx Demiolx Erabled [Pl 2 ] Atk 802 1) ]
I 4 WLAN DeamoCWa, DermioZiWa Enabled MAC Filbering
- L L . -

FlexConnect APEL &

SERA T HBR LS EFlexConnect AP:

1. EEZEWLC > Wireless , A% — T B #ZEFlexConnect AP,



MOMNITOR  WLANS  CONTREOLLER ._'r'-.'LF-'E LESE 1_-

All APs
Current Filter Mo
Humber of APs 2

AP Mame AF Fodel

it o B« Pl w B AlR-LAPLZGZN-A-K

2. ¥ — T FlexConnecti®IE +,

CECLIRITY MANAGEMENT COMMANDS

3. BRAVLANS B ( RIS R BB HREE ) |, SREARBVLAN ID , AR EIZVLANSMR,

VLAN Support [+
Hative VLAN ID Ii YLAMN H'm"'“'_'[g
FlexConnect Group Mams Hat Configured

4. #SSIDAYVLAN IDERE#A21 ( BAPIH ) |, AEEITAH# TR,



MONITOR WLANs CONTROLLER WIRELESS SECURITY M

All APs > Site-B-FlexAP > VLAN Mappings

AP Name Site-B-FlexAP

Base Radio MAC cB:02:62:0a:68:80

WLAMN

VLAMN
Id 551D 1D
3 Demolx 21
4 DemoCWA 21
5.#%—T TApply, #1 "Save Configuration.
ISE #HAE
SERA TS BRUBEISE:
1. BAISEfIBRES : <https.//ise>.
@ Tdentity Services Englne
h T 7
y : }m......._....... ﬁ
i s il i 1 iy TR

2. Bfin E|Administration > Identity Management > External Identity Sources.
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sle System EL 1dentity Management

Extermal Identity Sources

v

3. #& — T Active Directory,

ofa Systamn | S Identity Management ﬁ

ldentiies  Groups [ Extemnal ldentity Sources

External Identity Sources
dav

(il

—_—
=1
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[ e LU - ES

ﬁﬁw

I
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i aZa

g

4. FEConnectionBE &+ :

#rigcorp.ri-demo.comViF & ( EAHIF ) , W SHERBEREENAADT, E—T "
Save Configurationy . #&—TJoin , MR HEMAFMENADEESRFFERAERBNER.
REE, HEAE, BifConnectedto: ( BREVGHEIEF ),

v Diracioery = AL

Advanced Settings Groups Attributes

* Damain Hame[ coip. ri-dermaucom |

* \geniity Store Name| ADL |

One or mare nodes may be selected forJoin or Leave operasons. 0 @ none 15 [oired hen & eave aperation is req.
Connection.

O Jeary|  OF Lgnes Oc Teeskh Condmetion =

[ e Node « ISE Hode Rods Status
[ﬂ_ iserl 1=mnr STARDALONE & Connected o ws200He.corpi-democom

5. £ A E I EE R & #TRADH EAERAH.



w AT P e LT T

0= Jain O Leave

] 12E Node
isel1-mnr

0= Tesk Conrection =
Basic Test I
Detaled Test "!bg

—I._'....__!..,.I

* User Mame: |paul
SEREES -4

* Password:

This djg
Statue

i‘-"aﬁwcldfl:n.w paul ks cormect

i showes the detailed logs for the operation for ise11-mnr.

7. BfinF|Administration > Identity Management > External Identity Sources:

#—T TCertificate Authentication Profiles . #&—T TAdd. DA REREREE(CAP).

|rl Wﬂ:hﬂm

CI5CO  Identity Services Engine
£ Home Operstions * Policy v Administration ¥
~;';r syﬂnm S5t Identity Management - Network Rescurces

Idenitities Groups | External Identity Sources

Identity Sounce Sequences Seltings

Certificate Authentication Profile

&
¥

O mame

Eeidt Dl.:l\'_-\.lL H[h.

wlfe

8. ACAP# A& #CertAuth ( EAHFIH )

Name ; A% 3% — T Submit

HNTRERAEZBXS09EB M | i#ZCommon



Certificann AuEhonticabion Profles List = New Certificate Authentication Profile
Certificate Authentication Profile

*Name | CertAuth |
[Crescripion
Principal Username X509 Attribute Commaon Name i

[C] Pexform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory
LDAR AL Instance Mame

B | concel |

9. FEFL AT I CAP,

Tmim
CISCO  Identity Services Engine

3 Home Operations ¥ FPolicy v Administration v
o's System 51 ldentity Management [ Metwork Resources  [:4 Wb Portal Management

ldentities  Groups | External Identity Sources | Identity Source Sequences  Settings

External Identity Sources xan

t e = _ @: J Edt ouadd  [yDupbeste | 3 Delote

_mummﬂlm.;lﬁh ....................................................................................................
- (] Mame

=4 Active Direchory

& owe | O conlr=

] RADIUS Token »

(] RSA SecurlD ¥

10. Efin EAdministration > Identity Management > Identity Source Sequences , A% BiZAdd.



atfrai]ue
CISCO  Identity Services Engine

£ Home Operations v Policy ¥  Administration v

%+ System L Identity Management | Network Resources |4 Web Portal Management

Identities Groups External Identity Sources | Identity Source Sequences  Settings

Identity Source Sequence

Jedt |ofeadd  QyDuplcate X Delete

[ Name a Description

|:| Guest_Portal Sequence A baslt-in Identity Sequence for the Guest Portal
[] MyDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Po
] Sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal

11. BF 315 E B #TestSequence ( FTEAHIH )

siliai]ie
CISCO  Identity Services Engine

4 Home Operaions v FPolicy v  Administraion »

o'= System | LU identty Management | iy Metwork Resowrces i Web Portal Mana
iderstos  Groups  Extemal identity Sources | Igeniy SOUICE SOQUENces |  Sedtings

ldentity Souron Seguences Lis » Mew Identity Source Sequencs
Identity Source Sequence

¥ ldentity Sounte Seguencs

“Name | TamSaquence
N

¥ Certificate Based Authentication

12. [ R 8) Z Certificate Based Authentication:

Fi F Select Certificate Authentication Profile ( EREX S HERIEFAREE ) . #IZECertAuth ( =
ZHEIMHNHMCAPEEER ) .

¥ Certificate Based Authentication

[¥] Select Certificate Authentication Profile | CertAuth [+]

¥ Authentication Search List

13. [ &2 8) £ Authentication Search List:



AAD1HE TATA L BEE TEE, . E—TupREBADIBERSEEIERF.

' + T
w AureEnicd 2l LI

& zet ofidentity sources that will ba accessed in sequence until firsi authentication succeads

Avallable Selectad

------------------------------------------------------- 5 L ane =

Internal Users
Internal Endpoints

B2 (&2
B8 |

14. ¥ —T TSubmit, LAREE.

¥ Advanced Search List Seftings

Select tha action 10 be pericrmred i B selecind ideniy Sior cannot ba acoessed for authentication

® Do nol access other slones in the sequencs and set the “AushenticationStatus™ aftribute 10 “ProcessEmy”
(7 Treat a8 i ths ussr was nol Sound and procsed io the naxt Sions in the Seguancs

s |

15. BRI HN S BRRFY,

oo Gystem 5L ideroey Maragement [ Network Resources |11, Wb Portal Masagemment
b it o Extevral {dentity Souroes “‘ﬁm Settings

Identity Source Sequence
ﬁ:\;.“ iy Ovaplicalie M Dotats
[ ama = Description fderitity o
] Guesi Portal Sequence A Bualt-n (dently Sequence for e Guest Portal [rdernal Lisers
[0 mMyDeviees_Portal_Secuence A Dalt-in Jdentity Sequence for the My Devios Portal [rternal Lisers
] Spormor_pormi_Segusnce A Dralt-n Joently Sedquince fof T Shorso’ Poral [rRarmdl ILisers
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17. #BAD1#T1E ElSelectediFE , RAEZE— TupRMBADI BB EIRSELIERF.

A gl of mhenidy sources thal will be sccedbed i seguencs untl first suhenbicalioh succesds
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* Name | wic |
Description | |

* IP Adcress: [ 10.10.10.5 HEN
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Software Version | - |

......................................

24. [ T R B FAuthentication Settings , A# ¥ A Shared Secret, LERNUHEEWLC
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* Shared Secret ["vaeed] [ Show. |
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27. R BAResults M Authorization , 3% — T Authorization Profiles , A% A& B =& — TAdd.
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CISCQ  Tdentity Services Engine

I":'i Home  COperabons v Policy - Administration ¥
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£# : CWA

Ao zptin ool = Miw Aytharization Proflie
Authorization Profile
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* Access Type | ACCESS ACCEPT -
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Wolce Domain Permission

M Web Authentication  Centralized *  ACL | ACL-REDIRECT| | Redirect  Default ~

29. & — T Submit , AT EHMECWARKEERERER.

Standard Authorization Profiles
J Edit  amAdd yDuplicate | M Delet

] Mame
[J etackiist_Access
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Standard Authorization Profiles
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*Name | provision
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M Web Authentication | Centralized M-
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Auto St Port Device: Riegistration
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EAER B EFRSSID: Demoix ( ILEREHWLC 802.1x WLANEL & ) AFFWIHE : TLSE8

K/ 1024
* Operating System
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Security | WPA2 Enterprise
* Allowed Protocol | PEAR =
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PEAP
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45. BEE R E X AAndroid,

Operating System Groups |
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46. REEMETE,
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Authentication Policy

Define the Authentication Polcy by sefecting the protocoks that F5E should wse to oommuncate
Polcy Type () Simgle  (3) Rule-Based

» |mas | +3F | wiired_maAD _::[I dow pre
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50. #2— T Condition Name T~ Hi®#
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Condition Mame Expression
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51. i#E#Dictionaries > Compound Condition.

Dictionaries
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54. E THIREFIEELUTE

53R : TestSequence ( ERZBIEVHE ) IRFHRFLAY . EBUNRKRTRERAE
- I REFE KB ;- Drop

use | TestSequence = |
Identity Scurce | TestSequence ~1
Options
If authentication faled | Reoct * |
p— If user not found | Continue |
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56. #—T "Save, ,

57. EE ZISE > Policy > Authorization,




CISCo  [dentity Services Engine

Cperatiors = Administration

& Home
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Erlik |
Insert New Rule Above
Insart New Rule Bejow |
Duplicate Above
Duplicate Below

59. EHE AR R ( EDHHICisco IPEFE ) BAR , BEEitZ @ T AR , RER1EEInsert
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66. % — T Done ( EARAKAHE )
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CHARMDS
Lok
MSCHAPY L
MSCHARYZ
PAP_ASCIT
w08 _FEI
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HTRENIMES,

[ - TR | | Any [ | At Prodi |

77 TR, T, EEEAHKRE.

DN tiomaries
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