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CLIf % :
LAP#lwapp ap dot1x username <username> password <password>
5
LAP#capwap ap dot1x username <username> password <password>
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<#root>

switch#

configure term na
switch(config)#

dot 1x systemauth-contro
switch(config)#

aaa new node

I--- Enables 802.1x on the Switch.

switch(config)#

aaa authentication dotilx default group radius



switch(config)#

radi us server host 192.168.150.24 key ci sco

!--- Configures the RADIUS server with shared secret and enables switch to send !--- 802.1x information

switch(config)#

ip radius source-interface vlan 253

!--- We are sourcing RADIUS packets from VLAN 253 with NAS IP: 192.168.153.10.
switch(config)interface gigabitEthernet 0/11

switch(config-if)switchport mode access

switch(config-if)switchport access vlan 253

switch(config-if)mls qos trust dscp

switch(config-if)spanning-tree portfast

!I--- gi90/11 is the port number on which the AP is connected.
switch(config-if)dotlx pae authenticator

!--- Configures dotlx authentication.

switch(config-if)dotlx port-control auto

I-—- With this command, the switch initiates the 802.1x authentication.

it MRBER B EFHMAP , Y ABFHFECMEA802.1x , BIFTBURIFRH802.1xE E
ZIE WEBRHUT RS

<ffroot>

switch(config-if)authentication port-control force-authorized
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ERMERERIE FRA802.1x% , FTERE ( BR802.1IXRE/ ) HEBBXREMREEDHE, B
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802.1x# , FIALAPEMBIWLCRRLAPH 3BT K I,

APHR IR :

<{froot>

*Jan 29 09:10:24.048: %DTLS-5-SEND_ALERT: Send FATAL : Close notify Alert to
192.168.75.44:5246

*Jan 29 09:10:27.049: %DTLS-5-SEND_ALERT: Send FATAL : Close notify Alert to
192.168.75.44:5247

!--- AP disconnects upon adding dotlx information in the gig0/11.

*Jan 29 09:10:30.104: %WIDS-5-DISABLED: IDS Signature 1is removed and disabled.

*Jan 29 09:10:30.107: %CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

*Jan 29 09:10:30.107: %CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

*Jan 29 09:10:30.176: %LINK-5-CHANGED: Interface DotllRadio0O, changed state to
administratively down

*Jan 29 09:10:30.176: %LINK-5-CHANGED: Interface DotllRadiol, changed state to
administratively down

*Jan 29 09:10:30.186: %LINK-5-CHANGED: Interface DotllRadio0, changed state to
reset

*Jan 29 09:10:30.201: %LINK-3-UPDOWN: Interface DotllRadiol, changed state to up

*Jan 29 09:10:30.211: %LINK-3-UPDOWN: Interface DotllRadio0O, changed state to up

*Jan 29 09:10:30.220: %LINK-5-CHANGED: Interface DotllRadiol, changed state to
reset

Translating "CISCO-CAPWAP-CONTROLLER"...domain server (192.168.150.25)

*Jan 29 09:10:36.203: status of voice_diag_test from WLC is false

*Jan 29 09:11:05.927: 9%OOT1X _SH M 6- AUTH OK: Interface G gabitEthernet0 authenticated [ EAP- FAST]

*Jan 2¢



I--- Authentication is successful and the AP gets an IP.

Translating "CISCO-CAPWAP-CONTROLLER.Wlab"...domain server (192.168.150.25)

*Jan 29 09:11:37.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent
peer_ip: 192.168.75.44 peer_port: 5246

*Jan 29 09:11:37.000: %CAPWAP-5-CHANGED: CAPWAP changed state to

*Jan 29 09:11:37.575: %CAPWAP-5-DTLSREQSUCC: DTLS connection created
successfully peer_ip: 192.168.75.44 peer_port: 5246

*Jan 29 09:11:37.578: %CAPWAP-5-SENDJOIN: sending Join Request to 192.168.75.44

*Jan 29 09:11:37.578: %CAPWAP- 5- CHANGED: CAPWAP changed state to JON

*Jan 29 09:11:37.748: %CAPWAP-5-CHANGED: CAPWAP chan

wmmAC status is FALSEged state to CFG

*Jan 29 09:11:38.890: %LINK-3-UPDOWN: Interface DotllRadio0O, changed state to
down

*Jan 29 09:11:38.900: %LINK-5-CHANGED: Interface DotllRadio0O, changed state to
reset

*Jan 29 09:11:38.900: %CAPWAP-5-CHANGED: CAPWAP changed state to UP

*Jan 29 09:11:38.956: %CAPWAP-5-JOINEDCONTROLLER: AP has joined controller
5508-3

*Jan 29 09:11:39.013: %CAPWAP-5-DATA_DTLS_START: Starting Data DTLS handshake.
Wireless client traffic will be blocked until DTLS tunnel 1is established.

*Jan 29 09:11:39.013: %LINK-3-UPDOWN: Interface DotllRadio0O, changed state to up

*Jan 29 09:11:39.016: %LWAPP-3-CLIENTEVENTLOG: SSID goa added to the slot[0]

*Jan 29 09:11:39.028: %LINK-3-UPDOWN: Interface DotllRadiol, changed state to
down

*Jan 29 09:11:39.038: %LINK-5-CHANGED: Interface DotllRadiol, changed state to
reset

*Jan 29 09:11:39.054: %LINK-3-UPDOWN: Interface DotllRadiol, changed state to up

*Jan 29 09:11:39.060: %LINK-3-UPDOWN: Interface DotllRadio0O, changed state to
down

*Jan 29 09:11:39.069: %LINK-5-CHANGED: Interface DotllRadio0O, changed state to
reset

*Jan 29 09:11:39.085: %LINK-3-UPDOWN: Interface DotllRadioO, changed state to up

*Jan 29 09:11:39.135: %LWAPP-3-CLIENTEVENTLOG: SSID goa added to the slot[1]DTLS
keys are plumbed successfully.

*Jan 29 09:11:39.151: %CAPWAP-5-DATA_DTLS_ESTABLISHED: Data DTLS tunnel
established.

*Jan 29 09:11:39.161: %WIDS-5-ENABLED: IDS Signature is loaded and enabled

!I--- AP joins the 5508-3 WLC.
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