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Interface Groups IGMP Timeout (seconds) 60
Muiticast IGMP Query Interval (seconds) |20
MNetwork Routes Enable MLD Sneoping i

¢ Internal DHCP Server MLD Timeout (seconds) &0

¥ Mobility Management MLD Query [nterval (seconds) |20

Paorts

AR NREELHERBREMRRER ( WAppledIBonjour ) |, BIFERA S EMHABER,
IGMPFIMLDESEE,

2. ERFTIPVOEBRERSHEE  FFEZIMonitorE B MMulticastEEH, FEE , ARIIHT
IPvA(IGMP)RIPvB(MLD)E B4, 12— TFMGIDLAERE N A L4 i 1t B9 SIS TR S %,

atfran]e

CISCO MONITOR ‘WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Monitor Multicast Groups
Summary
} Access Points Layer3 MGID(Multicast Group ID) Mapping
¥ Cisco CleanAir Group address Vian MGID IGMP/MLD
} Statistics 224.0.0.251 20 1106 IGMP
224.0.0.252 20 1103 IGMP
¢ CDP
239.255.255.250 20 1 ],E} IGMP
¥ Rogues 02::¢ 20 1102 MLD
Clients 02::Mb 20 1105 MLD
Multicast fo2::1:3 20 1100 MLD
Mo2::2:MbS5:a199 20 1110 MLD

BLEIPv6 RAR 8

EfiEControllerEH , AEBELAIZE FERZIPv6 > RA Guard, AP LR AIPv6 RABFE., £
ERFEFEE EHRAME, BRRA GuardBlEZ S , WEEBESERAEEARANFER Pk,



stfuen]s

cCisco MOMITOR WLANs CONTROLLER WIRELESS SECURITY HMAMAGEMENT COMMANDS  HELP
Controller
IPvE > RA Guard
eneral
I eRtory
Setart 1P RA Guard an WLE  Erabled

Interfoce Groups IPwE RA Guard on AP Enable

Multicast A Dropped per chient:
Network Routes
F Internal DHCP Server
MALC Address AP Mame WILAN Numbser of RA Dropped
¢ Mobility Managemant
Ports

F NTP
¥ CDP

* IPvG
Mesghibor Bindeng Timers
BA Throtthe Padoy
A Guard

EiBIPveRsE 2 EE

1. BZ|Security B % , BiRXAccess Control Lists , A& 1% — T New,

Save Configuration Ping  Logowt REefresh

afvan]es

CISCO HONITOR WiaANs CONTROLLER WIRELESS SECURITY HANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists New.. ||| apply |

Genagral Enable Counters
= RADIUS

Authentication
Azoaunbng
Falihack
¥ TACACS
LDaR
Licecasl Met Users
AL Filtenng
Diisadbded Claenits.
Uger Losgen Polioes
AP Podicies
Pagsward Pobioes

Mame Type

F Local EAP
¥ Priority Order
¥ Cortilicale

= Access Control Lists
ficoess Control Lists
CPU Acoess Conkbrol Lists
Pl cminect &CLs

2. WAACLEIME— B | ISACLELBIE R AIPVE , RER— T Applyo



. I el th Saye Confsguraton Penig Logout Refresh
0 4 VLAMS COMTRO .  WIRELESS SECURITY A NAG | ANDS 1E| DEACK
MONITOR WLAM CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELFP FEEDBACK
Security Access Control Lists > New < Back | Apply |
 AAA
Cansrs Access Control List TR ——
» RADIUS Name
Auther b atyon ACL Type IPvd | @ 1Pk
Cwur Taligls]
Faliback

3. R—THLRSERPEIKFACL,

Saye Configuration Png  Logout Refresh

HMONITOR  WLANS CONTROLLER WIRELESS SECURITY MANMAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists Mew.. | Apply |
v AAA
Genera Enable Counters
» RADIUS
Authenticalon Hame Type
accounting |E':f,ir--|'li-;n.-:--r-'~-?r l IPvé a

D

4. % —"TAdd New Rule , B AFTEERR RIS 2 , RERIZ—TApply. BFIIHEEZE , UEAZER
AERBFENFRE. "Inbound. B9 Direction) BIEANKEEERBHENTE K m "
Outbound. EBEARBEFERKEFHNME. Btk , ACLANREZ —EHR A ZESMdeny-
all, FEREACMEEBIPV6FRETER , FEREA128AN M —RFI¥ E @bt 558,

] I.' .I I Saye Configurabon  Ping Logout Refresh
" [ "
CISCD MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELFP FEEDBACK
Security Access Control Lists » Rules » New < Back | Apply |
* AAR Sequence 1
H’é Pl Address Prefix Length
Aithantication Sauree IP Address - 2001:4B8:0:20:: 64
T T
Falsack IPe6 Address Prefix Length
S 'Y
b TACACS+ T—— W Aderess _~ 2001 :db8:0:113::200 128
LO&P
Lecal Met Users Protocol TCR -
MALC Filtering
Disabled Clients Source Port By -
User Logsn Polioes
AP Policies Destirabar Port HTTP -
Password Pobowes
F Local EAP DSCP By -
b Priority O Dhrection Inbound -
¢ Certificate
Actson Deny -

+ Access Control Lists
Access Control Lists
CPU Access Control Lists
FlewConnect ACLs

5. IPv6 ACLLAZ{EWLAN/SSIDAERER , JUAREBEZEWLANLEER, EfEIWLANSE &
, REBIR— T RIESSIDBIWLAN IDLAFEAIPV6 ACL, 32— TAdvancedE % , #§Override
Interface ACL for IPv6EE i BACLE &,



Saye Configarsbon  Pg  Logout  Refresh

MONITOR WLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT OCOMMANDS HELP FEEDRACK

WLANs > Edit “Lab’ < Back | Apply |

General | Security | QoS | Advanced

::':n';'_“ Erabled il
DHEP Server -
Comeiage Hede F
Erabied
Chetecton
DHOP dddr, dppgrmant Regumed
Erubie Sespon ¥y 1800
Tirresas Segpion Timeset (secs) Hanagemsent Frame Profooton ([ MEF)
asrgrwt 1T ¥ Enabled
]
Diagrestic i BFE Clipel Proteetor Dasbled =
Chanral DTIM Pericd (in beacon intervals )
Overrde 1P ]
DPvd M -
Enterface ACL S Block-HTTPvi-Server = | §o3 y1afm (1- 255) 1
PaF Blocking . 802 1ibase (1 - 338} i
gl el a/n -

I EBWeb & 175 T 5 W IPv6Rh E 35

1. BWebfA RZRE EIPVATIPV6TE S 3B TACL, EXREEEAERTEBBERFE ZH , LR
B A B BR 2R

 ohaa
Ll Genersl
= WAL
e il = Bt et -
A
P Emriy L anrdany
L
A B ditmn e s [Ped ) Bigfla g O cegtipes | Bpil, Fogl o pamgii L Aiva Fagin  [es Bern BRLF ferpriies Rpsmse ol sy
Lo e ompoy SOCL R 110 32D
[eren— L e o b= i ey by Gebowend 180 8
e P03 o 110
s | e Pasia i W 38 - i (TN ey (SR - T T ] [ =]
P
'
b Lsewi LAF
B Py Ay O e
P et ol

¥ ik A el LaLE

w48 el 11ds

et e

MEAEBWebFEUEENFFMER , FS R BELANZESIZZ 0 A EBWeb 5k 35 40 REE 51,

2. BIBEETEZPHIWLANSR B BB LR EFFEWLAN, B HESSIDIFHEIBWebKE, B
IPV4FIPVOIRIZES 1 ER M TE B HBERFEACL, MEOver-ride Global Configifs , A&
Web Auth type T HI4E Fi#ZExternal. i AWebf@ IREFHIURL. FAEBRIARESHY XL FEFE
IPv4F1IPv6 DNSH a] 47 o
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afvar], Saye Configurstion  Ping  Logout Refresh

CISCO  MONITOR WLANs CONTEROUER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs > Edit "Guestvé’ < Back | Apply |

¥ Advanced - Layar 2 Layer 3 | AL Servers

Layer 3 Security | Momn =

& web Poscy 1

(=) mythentication
Passthrough
Congitional Web Redirect
Splash Page Web Redirect
On MAL Filter failuned®

Preauthentication ACL IPwd | IPwd-Guest-Pre-Auth  © Pt | IPwb-Guest-Pre-Auth &

Over-ride Global Conflg A Enable
Web Auth type Extemnal( Re-direct to external server) =
URL  hatp:/f guest-server. lab. kocal)

BEIPv6 RAFR

1. BE ZController/Ef}iEE |, A% X — T L AIAIPv6 > RA Throttle Policy:#18, BiBiZ— T &
B SRR RABR

afvale Saye Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER 'WIRELESS SECURITY MAMAGEMENT COMMANDS MELP FEEDSACK
Controlar RA Throttle Palicy > Edit Apply |
Ganeral
Inventory I Enabie A Throstle Policy o I
Interfaces Throtile Pericd (10-86400 seconds) 00
Interface Groups Max Through (0-258) 10 b Limi
Hultcast

Tniery 81 Oiyplisgn Paasshroesgh ©
Ratwork Roubtes

¥ Internal DHCP Server

b Hobility Management
Ports

F NTP

Alow AY-least (0-33] 1

Ao At st (0 258 ) i M Lt

 CDP
= IPwE

AE  BERARGIE , AAFE —EXEIPVOHRARER, HREETRBHFRHEZHE
IPv6F B AR , BEARARS,

2. BETACHEZR TRERFFRMEMBEE, BR  BRASHNE , EREAERE, FF
i, MERARBIKBINSEREERE : "EDRF NBERIR "REAF.  ZHERE
PR TERREB, . RARFIKKETEMERER1800WHRHIER , HAERASHRANTER
£ 7R,

BERARFIZERAMT




- Throttle Period — B4RV B R, RARGHETERIVLANK "THABEIB, REIERER,

- Max Through — iE 2 HBARH 2 8IS EVLANH R ARAE., TER& ., BEAFERHEEN
RAEB , ERRHI,

- Intervali#18 — intervali® I8 L FF 2 HI251R IR IPv6 RAFREREMRFC 3775EH TR R RE,
Passthrough — b{E A FF EBRFC3775EREENEMRAIERER , MAEEITRS. Ignore
— RESFEHRARRSES EFinterva BN ERSHRAERRA , Y EERNER T ETER
o Throttle — B EAE T B EEBHRABK ZERERF,

- AllowZ4d — A BHASBFUEBEL N EEN&RIDRAR,

- Allow At-maximum — ZERHIERZ BIER BB EEN S ERHBIHNRARAE, "TEREH, 2
B AT SR ERHENRA,

ECEIPV6 &

1. BRI FSRERRE  AEBIZE— T EAZE EAIPv6 > Neighbor Binding Timers.

T
CISCO MONITOR WLANs CONTROLLER WIRELESS
Controller Neighbor Binding Timers

General
Inventory Down Lifetime (D-86400) 30
Interfaces Reachable Lifetime (0-86400) 300
Interface Groups Stale Lifetime (0-86400) 86400
Multicast

Network Routes
# Internal DHCP Server
*# Mobility Management
Poris
P NTP
* CDP

v 1PVO
Meighbor Binding Timers
RA Throttle Policy

RA Guard

# Advanced

2. RIBEEFEDown Lifetime. Reachable LifetimeF#Stale Lifetime, R EESEBEMEF
IR ERE | FERRBAF b Ut FTIFESAVETESES. BEMES : Down Lifetime - 30¥ Al iZE £ 7K



B — 300 IRAEAE 7 RERE — 86400 B L 17 AFTREBE ER R /RIPvO it 1t AT BURE 7A LA T ARAE
: Down Lifetime — EARAFTBF B 15 E AN R 1= HI25 A L /T8RN EEARA | FE{%EIPVMJ&HR{I%E i)
H#F“io Reachable Lifetime — ItET 2515 EIPVe ISR B A EBHMRENEBRE , EEK
I UIEW T RE, TR EIHAR | huti§BE "B, iR, Stale Lifetime —
Jttn‘fﬂvr%EFEH%IPvBt&thﬁaE AR ARBRNRENPWER, EHEFRC®
, B kA% £ B AL 2R P MR

IPv6

1. BREEH SR LA 2 E M VideoStream 88, BEI1E802.11a/g/n#8E& LA K WLAN SSID LR
FVideoStreamMV & , FSHE R — B|IRFEE AR R . VideoStreamEBEIEE

2. BifE R HIEE LM WirelessE 5| 2% , 30 7£ £ fili# 8 i#1EMedia Stream > Streams, #&#— T ™
Add New, BAZS—EFR.

Ssye Coafiguratssn  Ping  Logoet  Refresh

CONTROLLER WIRELESS SECLRITY MANAGEMENT COMMANDS HELPF FEEDBACK

Wireleas Media Streams _Add New || Dalete AN |

*  AcDEss Podnls

Stream Mame  Start [P Address End IF Address Operatian States

b Rl e
Mash
RF Profiles

FlexC aiviadd (Foups

¢ BD2.11a/n
¥ BD2.11bfain

» HMaedia Stream

3. B ERRIA I ARG RIPveitit, EEFEAERRE , BRMutNERBUEER, #ig
Mt | % — T Apply A I,

Saye Configuration Peg  Logout Refresh

MOMNTTOR WA CONTROLLER WIRELESS SECLURITY MLARE T M MT COMBMANDS HELP FEEDSLA TR

Wireless Media Stream > New < Dack | Apply |
- '"'”'T“ Points Srream Mame Stresm-A-1PvE
= & § Hultezasl Destnatenn Starl [P Addoets(pvdhpes) R0 222 20
Hulbcast Destnaton End [P Addeesalgnd gl ) MO0 2 2%
Haxmiur Expeced Bandwadtng 1 1o 5000 Ehgs ) 500
b Advanced "
Resource Reservation Control[ RRC ) Paramesters
Mk
Lalpst from prodefingd templastes CElElT -
RF Profiles i
Average Packet Tupe (100- 1500 byted) 1200
FlexConnect Groups
Phacs = RAC Pencdsl wpdate o
b BO2.11a/n ARG Pranty U131
Traffic Profile Viclaton bad] #HeT -

P BOEL1bSg/n

HEBRIPVE T 5 Ui 1 4R 1 P
REE g s IPveTt ik
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REESinIPvoi EBERAE AMBRELIIRESED , AkEHBTFSEE R EE St
DEHBRBERERT. BRIRIPVORPEINGE , SELEBERERPAFEN T @it EER
FELFEAEREBERE , FERTEUTEE

1. BBCLIZAIPVEIRFTEINEE :

config network ip-mac-binding disable

2. BBCLIABERBMBEFRER

config ipv6é ns-mcast-fwd enable

R IPV6E ik Ay 55 3 i B il B 75 B 2h
1E 4§ S5 70 SN 88125088 1 5% 1 I T debugdh

debug client

debug mobility handoff enable

debug mobility packet enable

SHNEGIR ENRERER

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Complete to
Mobility-Incomplete

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Setting handles to 0x00000000

00:21:6a:a7:4f:ee pemApfDeleteMobileStation2: APF_MS_PEM WAIT_L2_AUTH_COMPLETE =
0.

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Deleted mobile LWAPP rule on AP
[04:fe:7£:49:03:30]

00:21:6a:a7:4f:ee Updated location for station old AP 04:fe:7f:49:03:30-1, new
AP 00:00:00:00:00:00-0

00:21:6a:a7:4f:ee Stopping deletion of Mobile Station: (callerId: 42)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Incomplete to
Mobility-Complete, mobility role=Anchor, client state=APF_MS_STATE_ASSOCIATED

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 4968

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Adding Fast Path rule type = Airespace AP
Client on AP 00:00:00:00:00:00, slot 0, interface = 13, Q0S = 0
IPv4 ACL ID = 255, IPv6 ACL ID = 255,

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Fast Path rule (contd...) 802.1P = 0, DSCP =
0, TokenID = 7006 Local Bridging Vlan = 20, Local Bridging intf id = 13

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Successfully plumbed mobile rule (IPv4 ACL ID
255, IPv6 ACL ID 255)

00:21:6a:a7:4f:ee 0.0.0.0 Removed NPU entry.

00:21:6a:a7:4f:ee Set symmetric mobility tunnel for 00:21:6a:a7:4f:ee as in
Anchor role

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 1, dtlFlags 0x1

00:21:6a:a7:4f:ee Pushing IPv6: £e80:0000:0000:0000: 3057:534d:587d:73ae , and



MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!

00:21:6a:a7:4f:ee Pushing IPv6: 2001:0d4db8:0000:0020: 3057:534d4:587d:73ae , and
MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!

00:21:6a:a7:4f:ee 0.0.0.0, VLAN Id 20 Not sending gratuitous ARP

00:21:6a:a7:4f:ee Copy AP LOCP - mode:0 slotId:0, apMac 0x0:0:0:0:0:0

00:21:6a:a7:4f:ee Copy WLAN LOCP EssIndex:3 aid:0 ssid: Roam

00:21:6a:a7:4f:ee Copy Security LOCP ecypher:0x0 ptype:0x2, p:0x0, eaptype:0x6
w:0x1 aalg:0x0, PMState: RUN

00:21:6a:a7:4f:ee Copy 802.11 LOCP a:0x0 b:0x0 c:0x0 d:0x0 e:0x0 protocol2:0x5
statuscode 0, reasoncode 99, status 3

00:21:6a:a7:4f:ee Copy CCX LOCP 4

00:21:6a:a7:4f:ee Copy e2e LOCP 0x1

00:21:6a:a7:4f:ee Copy MobilityData LOCP status:2, anchorip:0xaclde2c6

00:21:6a:a7:4f:ee Copy IPv6 LOCP: feB80::3057:534d:587d:73ae

SERER ELNRARER -

00:21:6a:a7:4f:ee Adding mobile on LWAPP AP f0:25:72:3c:0£:20(1)
00:21:6a:a7:4f:ee Reassociation received from mobile on AP £0:25:72:3¢c:0£:20

00:21:6a:a7:4f:ee 0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL ID 255) ===>
'none' (ACL ID 255) --- (caller apf_policy.c:1697)

00:21:6a:a7:4f:ee 0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL ID 255) ===>
'none' (ACL ID 255) --- (caller apf_policy.c:1864)

00:21:6a:a7:4f:ee Applying site-specific Local Bridging override for station
00:21:6a:a7:4f:ee - vapId 3, site 'default-group', interface 'client-bl'

00:21:6a:a7:4f:ee Applying Local Bridging Interface Policy for station
00:21:6a:a7:4f:ee - vlan 25, interface id 12, interface 'client-bl'

00:21:6a:a7:4f:ee processSsidIE statusCode is 0 and status is 0

00:21:6a:a7:4f:ee processSsidIE ssid_done_flag is 0 finish flag is 0

00:21:6a:a7:4f:ee STA - rates (8): 140 18 152 36 176 72 96 108 0 0 0 0 0 0 0 O

*apfMsConnTask_4: Jan 22 20:37:45.370: 00:21:6a:a7:4f:ee suppRates statusCode
is 0 and gotSuppRatesElement is 1

00:21:6a:a7:4f:ee Processing RSN IE type 48, length 22 for mobile
00:21:6a:a7:4f:ee

00:21:6a:a7:4f:ee 0.0.0.0 START (0) Initializing policy

00:21:6a:a7:4f:ee 0.0.0.0 START (0) Change state to AUTHCHECK (2) last state
AUTHCHECK (2)

00:21:6a:a7:4f:ee 0.0.0.0 AUTHCHECK (2) Change state to 8021X_REQD (3) last
state 8021X_REQD (3)

00:21:6a:a7:4f:ee 0.0.0.0 8021X REQD (3) DHCP Not required on AP
£0:25:72:3¢c:0£f:20 vapId 3 apVapId 3for this client

00:21:6a:a7:4f:ee Not Using WMM Compliance code gosCap 00

00:21:6a:a7:4f:ee 0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP rule on AP
£f0:25:72:3¢c:0£:20 vapId 3 apVapId 3

00:21:6a:a7:4f:ee apfMsAssoStateInc

00:21:6a:a7:4f:ee apfPemAddUser2 (apf_policy.c:268) Changing state for mobile
00:21:6a:a7:4f:ee on AP £f0:25:72:3c:0£f:20 from Idle to Associated

00:21:6a:a7:4f:ee Scheduling deletion of Mobile Station: (callerId: 49) in 1800
seconds

00:21:6a:a7:4f:ee Sending Assoc Response to station on BSSID £f0:25:72:3c¢c:0£:20
(status 0) ApVapId 3 Slot 1

00:21:6a:a7:4f:ee apfProcessAssocReqg (apf_80211.c¢:6290) Changing state for
mobile 00:21:6a:a7:4f:ee on AP £0:25:72:3c:0f£:20 from Associated to Associated

<..SNIP..>

00:21:6a:a7:4f:ee 0.0.0.0 8021X_REQD (3) Change state to L2AUTHCOMPLETE (4) last
state L2AUTHCOMPLETE (4)

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) DHCP Not required on AP
£0:25:72:3¢c:0£f:20 vapId 3 apVapId 3for this client

00:21:6a:a7:4f:ee Not Using WMM Compliance code gosCap 00

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile LWAPP rule on AP
£0:25:72:3¢c:0£:20 vapId 3 apVapId 3

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7) last



state DHCP_REQD (7)

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) pemAdvanceState2 5253, Adding TMP rule

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Adding Fast Path rule
type = Airespace AP - Learn IP address
on AP f0:25:72:3c:0£:20, slot 1, interface = 13, Q0S = 0
IPv4d ACL ID = 255, IP

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...) 802.1P = O,
DSCP = 0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id =
12

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (IPv4
ACL ID 255, IPv6 ACL ID 255)

00:21:6a:a7:4f:ee Stopping retransmission timer for mobile 00:21:6a:a7:4f:ee

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0

00:21:6a:a7:4f:ee Sent an XID frame

00:21:6a:a7:4f:ee Username entry () already exists in name table, length = 253

00:21:6a:a7:4f:ee Username entry () created in mscb for mobile, length = 253

00:21:6a:a7:4f:ee Applying post-handoff policy for station 00:21:6a:a7:4f:ee -
valid mask 0x1000

00:21:6a:a7:4f:ee QOS Level: -1, DSCP: -1, dotlp: -1, Data Avg: -1, realtime
Avg: -1, Data Burst -1, Realtime Burst -1

00:21:6a:a7:4f:ee Session: -1, User session: -1, User elapsed -1 Interface:
N/A, IPv4 ACL: N/A, IPv6 ACL:

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Change state to DHCP_REQD (7) last state
DHCP_REQD (7)

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) pemCreateMobilityState 6370, Adding TMP
rule

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Replacing Fast Path rule type =
Airespace AP - Learn IP address on AP f0:25:72:3c:0£:20, slot 1, interface =
13, Q0S = 0 IPv4 ACL ID = 255,

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...) 802.1P = 0,
DSCP = 0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id =
12

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (IPv4
ACL ID 255, IPv6 ACL ID 255)

00:21:6a:a7:4f:ee Scheduling deletion of Mobile Station: (callerId: 55) in 1800
seconds

00:21:6a:a7:4f:ee Pushing IPv6: f£e80:0000:0000:0000: 3057:534d:587d:73ae , and
MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!

00:21:6a:a7:4f:ee apfMsRunStateInc

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Change state to RUN (20) last state RUN
(20)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 5776

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20)

00:21:6a:a7:4f:ee Pushing IPv6: 2001:0d4b8:0000:0020: 3057:534d:587d:73ae , and
MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Incomplete to
Mobility-Complete, mobility role=Foreign, client state=APF MS_STATE_ASSOCIATED

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 4968

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Replacing Fast Path rule
type = Airespace AP Client
on AP f0:25:72:3c:0£:20, slot 1, interface = 13, Q0S = 0
IPv4d ACL ID = 255, IPv6 ACL ID = 25

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Fast Path rule (contd...) 802.1P = 0, DSCP =
0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id = 12

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Successfully plumbed mobile rule (IPv4 ACL ID
255, IPv6 ACL ID 255)

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0

00:21:6a:a7:4f:ee Set symmetric mobility tunnel for 00:21:6a:a7:4f:ee as in
Foreign role

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 1, dtlFlags 0x1

00:21:6a:a7:4f:ee Pushing IPv6: fe80:0000:0000:0000: 3057:534d4:587d:73ae , and
MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!

00:21:6a:a7:4f:ee Pushing IPv6: 2001:0d4db8:0000:0020: 3057:534d4:587d:73ae , and



MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!
00:
00:
00:

w:0x1 aalg:0x0, PMState: RUN
00:

statuscode 0, reasoncode 99, status 3
00:
00:
00:
00:
00:

21:6a:a7:4f:ee Copy AP LOCP - mode:0 slotId:1, apMac 0xf0:25:72:3c:£:20
21:6a:a7:4f:ee Copy WLAN LOCP EssIndex:3 aid:1 ssid: Roam
21:6a:a7:4f:ee Copy Security LOCP ecypher:0x0 ptype:0x2, p:0x0, eaptype:0x6

21:6a:a7:4f:ee Copy 802.11 LOCP a:0x0 b:0x0 c:0x0 d:0x0 e:0x0 protocol2:0x7

21:6a:a7:4f:ee Copy CCX LOCP 4

21:6a:a7:4f:ee Copy e2e LOCP 0x1

21:6a:a7:4f:ee Copy MobilityData LOCP status:3, anchorip:0xacl4e2c5
21:6a:a7:4f:ee Copy IPv6 LOCP: fe80::3057:534d:587d:73ae
21:6a:a7:4f:ee Copy IPv6 LOCP: 2001:db8:0:20:3057:534d:587d:73ae

EHAIPv6 CLIRS :

Show ipv6é neighbor-binding summary

Debug ipv6é neighbor-binding filter client enable

Debug ipv6é neighbor-binding filter errors enable
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