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1812 , BEERRE A Enabled,
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CISCO MONITOR  WilAls | LLER  WIRELESS  SECURITY  MAbAGEMENT

Security RADIUS Authentication Servers
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aEmEral
w RADILS
Autherticakior Use AES Koy Wrap [ [Designed for FIPS custorners and requires a key wrap comoliant RADIUS servar)
Acoounting
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® LA ALe User !F‘IrIIIrHJFIIH-'II‘ Index Server Address Pord TP&ed Admin Status
L | P B e P T A e T S e e e S £ £ e ey
Local Het Users = | ] i [Go77zaa198] [1maz] Disabiled Enabled ]
___________ 1 J =)

MAC FdtEring
Cigablad Chants
L=er Login Podicies
AF Folkoies

Local EAP
Priority Order

Access Control Lists

* w

Wireless Protection
Palicies

Web Auth
Adwanced

-

L

bid 5713,

WebBEFAKIINRRBRS , HERLANZHIZF(WLC) | BYWebBR 78 1 17 B A% 5F 2 18 35 R IR A
BERR,

SHERED
A : FHIELdebugi B2 8l , LS REBBDebugi THNEEEN,
TelnetZEWLCI B tH A T i D R BT SR H AR

- debug aaa all enable
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Successful transmission of Authentic
ation Packet (id 1) to 10.77.244.196:1812, proxy state 00:40:96:ac:dd:05-00:01
Fri Sep 24 13:59:52 2010: 00000000: 01 01 00 73 00 00 00 00 00 00 00 00 00 00 O

0 00 ...S.e.ueiiuieonin..
Fri Sep 24 13:59:52 2010: 00000010: 00 00 00 00 01 07 75 73 65 72 31 02 12 93 c
366 ...... userl....f
Fri Sep 24 13:59:52 2010: 00000030: 75 73 65 72 31
userl

Fri Sep 24 13:59:52 2010: ****Enter processIncomingMessages: response code=2

Fri Sep 24 13:59:52 2010: ****Enter processRadiusResponse: response code=2

Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Access-Accept received from RADIUS s
erver 10.77.244.196 for mobile 00:40:96:ac:dd:05 receivelId = 0

Fri Sep 24 13:59:52 2010: AuthorizationResponse: 0x12238db0

Fri Sep 24 13:59:52 2010: structureSize. ... ... e 89
Fri Sep 24 13:59:52 2010: resultCode. . v ittt it e e e e e e e e 0
Fri Sep 24 13:59:52 2010: protocolUsed. . ..ottt e e e e 0x0
0000001

Fri Sep 24 13:59:52 2010: proxyState. . .. e e e 00:
40:96:AC:DD:05-00:00

Fri Sep 24 13:59:52 2010: Packet contains 2 AVPs:

Fri Sep 24 13:59:52 2010: AVP[01l] Framed-IP-AddresSsS. .. ..u .o enenn.
..... Oxffffffff (-1) (4 bytes)

Fri Sep 24 13:59:52 2010: AVP [02] ClasSS . v ittt e et et et e e e ettt

..... CACS:0/5183/a4dfd4ce/userl (25 bytes)
Fri Sep 24 13:59:52 2010: Authentication failed for userl, Service Type: 0
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Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Applying new AAA override for statio
n 00:40:96:ac:dd:05
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Override values for station 00:40:96
rac:dd: 05
source: 48, valid bits: 0x1
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlianIfName: '',
aclName:
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Unable to apply override policy for
station 00:40:96:ac:dd:05 - VapAllowRadiusOverride is FALSE
Fri Sep 24 13:59:52 2010: 00:40:96:ac:dd:05 Sending Accounting request (0) for s
tation 00:40:96:ac:dd:05
Fri Sep 24 13:59:52 2010: AccountingMessage Accounting Start: 0x1500501c

Fri Sep 24 13:59:52 2010: Packet contains 12 AVPs:

Fri Sep 24 13:59:52 2010: AVP[01l] User-Name....cccococccccccsscsssscscs
..... userl (5 bytes)

Fri Sep 24 13:59:52 2010: AVP[02] NasS-POTt. .. .utittite it
..... 0x00000002 (2) (4 bytes)

Fri Sep 24 13:59:52 2010: AVP[03] Nas-Ip-AddressS. ... vvee e tnnnnnnnn
..... 0x0addfdce (172881102) (4 bytes)

Fri Sep 24 13:59:52 2010: AVP[04] Framed-IP-AddressS......c.uueeeennnnn.

..... 0x0addfdc7 (172881095) (4 bytes)
debug aaa detail enable

K B 9B E & 5 EReports and Activity > Failed AttemptsiZHViREH,

B

$EAR LAN 3488 Web RV IANEHTHI

LR LAN 245188 (WLC) EB Web B R E1THEMR S 8
5 FA AR LAN #5IBSA9 S0 5B Web B8 78 AH REHE {51
EFEIRLANS SIS (WLC) L £85 F LDAPEY We b 58 £H RE %5 {51
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