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#ntp master !--- Makes the system an authoritative NTP server


https://www.rfc-editor.org/rfc/rfc1305
https://www.rfc-editor.org/rfc/rfc5905
https://www.cisco.com/c/zh_tw/support/docs/availability/high-availability/19643-ntpm.html
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#ntp authenticate

!--- Enables the NTP authentication feature
#ntp authentication-key number md5 value
I--- Defines the authentication keys

#ntp trusted-key key-number

!--- Defines trusted authentication keys

LA 23560-CX L33 FHINTPERESELE RAl. RIBBEENTP master , EEREHRHE R ER
ENTP{EARES , BEEHS[A S 0 LA S —ENTPE AR ESxxxx. xxx & B &F & o

(config)#ntp authentication-key 1 md5 1511021F0725 7
(config)#ntp authenticate

(config)#ntp trusted-key 1

(config)#ntp master

(config)#ntp server XXXX.XXX
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1. 1##ZF Controller > NTP > Keys.,

2. —TNew B£8R,

3. % "#%K5|, XAEFWARRE,

4. i#1EKey Checksum ( MD53SHA1 ) FlKey Format T~ #iiEE,
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cisco MONITOR ~ WiAMs CONTROLLER WRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Controller NTP Keys > New = Back Apply
SRAn y Index 1
Icons
Checksum A0S
Invent:
el ¥y Format ASCH Y
Interfaces
ey aeens

Interface Groups
Multicast
b Network Routes
¥ Fabric Configuration
» Redundancy
b Internal DHCP Server
» Mobility Management
Ports
* NTP
Server
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CcIsco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller NTP Servers > New <k | apew |
General

NTP version 4

Icons
Server Index (Priocity)

Tivventory e R .
Server | [Pvd ¥ [192.168.100.254

Interfaces

Enable NTP Authentication -
Interface Groups

Multicast Wiy i B
» Network Routes
» Fabric Configuration
¥ Redundancy
b Intarnal DHCP Server
* Mobility Managemaent
Ports

~ NTP
Server
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>config time ntp version 4

>config time ntp key-auth add 1 md5 ascii cisco
>config time ntp server 1 192.168.100.254
>config time ntp auth enable 1 1

ENTP{REIFRES L

#show ntp status

Clock is synchronized, stratum 3, reference is X.X.X.X

nominal freq is 286.1023 Hz, actual freq is 286.0901 Hz, precision is 2%%*21
ntp uptime is 6591900 (1/100 of seconds), resolution is 3496

reference time is E007C909.80902653 (09:23:21.502 UTC Fri Feb 8 2019)

clock offset is 0.3406 msec, root delay is 59.97 msec

root dispersion is 25.98 msec, peer dispersion is 1.47 msec

Toopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000042509 s/s
system poll interval is 128, last update was 7 sec ago.

#show ntp associations

address ref clock st when poll reach delay offset disp

*AX. X X.X Y.y.y.y 2 20 1024 17 13.634 0.024 1.626

~127.127.1.1 .LOCL. 7 9 16 377 0.000 0.000 0.232

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

#show ntp information

Ntp Software Name : Cisco-ntpv4

Ntp Software Version : Cisco-ntpv4-1.0
Ntp Software Vendor : CISCO

Ntp System Type : Cisco I0S / APM86XXX
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Saye Conbguration  Ping  Logost  Befrash
MONITOR  WLAMS CONTROLIER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  PEEDEACK N Home
Controller NTP Servers _dpely | Hew.. |
General
Teons NP Versaon (4 7
In
it Server Hax Polling Min Folling
Interfaces Index Server Address(Ipvd/1pvis) Key Index Key Type Irterval Interval
Interface Groups i 192.165.100.254 1 HD5 ) 5 n
Multicast

b Hetwork Routes
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Saye Configuration  Ping  Logout  Refresh

HMONITOR  WLANs CONTROLLER WRELESS SECURITY MAMAGEMENT COMMAMDS HELP  FEEDBACK # Home
Controller NTP Servars Apgly Mavs...
General
fcons NTP verson (4 *
Inventory
Server Max Polling  Min Falling
Intarfaces Indesx Server Address(Ipva /Ipve) Ky Index Key Type Imterval Intervsl
Interface Groups i 392.168.100.254 1 HDS 0 & =
Multicast
b Network Routes
¥ Fabric Configuration
¥ Redundancy
» Internal DHCP Server N1 Query Status
b Mobility Management

Ports
= NTP

Server
Keys

151055 f63a yes wes ok sys.pesr fys_peer 3 192.168.100.254

FEWLC CLI#

(Cisco Controller) >show time

I 17 Fri Feb 8 10:14:47 2019
Timezone delta. . v v ittt et e e ennnneenns 0:0
Timezone 1oCaAtTON. . vt ittt ittt eann s ennnnneenns

NTP Servers
NTP VersSion. . .ue .o ittt eannennnneens 4

Index NTP Key NTP Server NTP Key Polling Intervals
Index Type Max Min

11 192.168.100.254 MD5 10 6

NTPQ status Tist of NTP associations

assoc
ind assid status conf reach auth condition Tast_event cnt src_addr

1 1385 f63a yes yes ok sys.peer sys_peer 3 192.168.100.254

(Cisco Controller) >

Al 3

E#H1TCisco IOSHINTPRIAREF IR , AT LAERA debugnipall enable 35

#debug ntp all

NTP events debugging is on

NTP core messages debugging is on

NTP clock adjustments debugging is on
NTP reference clocks debugging is on
NTP packets debugging is on



#
(communication

Feb 8 09:52:30.
Feb 8 09:52:30.
Feb 8 09:52:30.
Feb 8 09:52:30.

(communication

Feb 8 09:53:10.
Feb 8 09:53:10.
Feb 8 09:53:10.
Feb 8 09:53:10.

(communication

Feb 8 09:53:37.
Feb 8 09:53:37.
Feb 8 09:53:37.
Feb 8 09:53:37.

(communication

Feb 8 09:54:17.
Feb 8 09:54:17.
Feb 8 09:54:17.
Feb 8 09:54:17.

EWLCHE :

>debug ntp ?

between SW and NTP server XxxX.XxX)

563: NTP message sent to x.x.x.x, from interface 'Vlanl' (192.168.1.81).
577: NTP message received from x.x.x.x on interface 'Vlanl' (192.168.1.81).
577: NTP Core(DEBUG): ntp_receive: message received

577: NTP Core(DEBUG): ntp_receive: peer is 0x0D284B34, next action 1is 1.

between SW and WLC)
421: NTP message received from 192.168.100.253 on interface 'V1anl00' (192.168.100.254).
421: NTP Core(DEBUG): ntp_receive: message received

421: NTP Core(DEBUG): ntp_receive: peer is 0x00000000, next action is 3.

421: NTP message sent to 192.168.100.253, from interface 'V1anl00' (192.168.100.254).

between SW and NTP server XxxX.XxX)

566: NTP message sent to x.x.x.x, from interface 'Vlanl' (192.168.1.81).
580: NTP message received from x.x.x.x on interface 'Vlanl' (192.168.1.81).
580: NTP Core(DEBUG): ntp_receive: message received

580: NTP Core(DEBUG): ntp_receive: peer is 0x0D284B34, next action 1is 1.

between SW and WLC)
421: NTP message received from 192.168.100.253 on interface 'V1anl00' (192.168.100.254).
421: NTP Core(DEBUG): ntp_receive: message received

421: NTP Core(DEBUG): ntp_receive: peer is 0x00000000, next action is 3.

421: NTP message sent to 192.168.100.253, from interface 'V1anl00' (192.168.100.254).

detail Configures debug of detailed NTP messages.

Tow Configures

debug of NTP messages.

packet Configures debug of NTP packets.

(at the time of writte this doc there was Cisco bug ID CSCvo29660

on which the debugs of ntpv4 are not printed in the CLI. The below debugs are using NTPv3.)
(Cisco Controller) >debug ntp detail enable

(Cisco Controller) >debug ntp packet enable

(Cisco Controller) >*emWeb: Feb 08 11:26:53.896: ntp Auth key Info = -1

*emWeb: Feb 08

*emWeb: Feb 08

*emWeb: Feb 08

11:26:58.143: ntp Auth key Info = -1

11:26:58.143: ntp Auth key Info = -1

11:26:58.143: Key Id = 1 found at Local Index = 0

*sntpReceiveTask: Feb 08 11:26:58.143: Initiating time sequence

*sntpReceiveTask: Feb 08 11:26:58.143: Fetching time from:192.168.100.254

*sntpReceiveTask: Feb 08 11:26:58.143: Started=3758614018.143350 2019 Feb 08 11:26:58.143

*sntpReceiveTask: Feb 08 11:26:58.143: hostname=192.168.100.254 hostIdx=1 hostNum=0
*sntpReceiveTask: Feb 08 11:26:58.143: Looking for the socket addresses

*sntpReceiveTask: Feb 08 11:26:58.143: NTP Polling cycle: accepts=0, count=5, attempts=1,

retriesPerHost=

6. Outgoing packet on NTP Server on socket O:

*sntpReceiveTask: Feb 08 11:26:58.143: sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000


https://cdetsng.cisco.com/summary/#/defect/CSCvo29660

*sntpReceiveTask: Feb
*sntpReceiveTask: Feb

*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb

*sntpReceiveTask: Feb

*sntpReceiveTask: Feb

*emWeb: Feb 08 11:26:58.143:

*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb

*sntpReceiveTask: Feb

*sntpReceiveTask: Feb
*sntpReceiveTask: Feb

*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb
*sntpReceiveTask: Feb

*sntpReceiveTask: Feb

(Cisco Controller) >
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08
08
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08
08
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08
08
08
08
08
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08
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08

08

08
08

11:
11:

11:

11:

11:

11

11:
11:

11

11:
11:

11:

11:
*emWeb: Feb 08 11:26:58.143:

11:
11:
11:
11:

11

11:
11:

11:

11:

11:

11:

11

11:

11:

11:

11:

11:
11:
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26:
26:

26:
26:
26:
:26:
26:
26:
:26:
26:
26:
26:

26:

58.
58.

58.
58.
58.
58.
58.
58.
58.
58.
58.
58.

58.

143:
143:

143:
143:
143:
143:
143:
143:
143:
143:
143:
143:

143:

ntp Auth

idx =0 :
26:
26:
26:
26:
:26:
26:
26:
26:
26:
26:
26:

:26:
26:

26:

26:

26:

26:
26:

58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.

58.
58.

58.

58.

58.

58.
58.

146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:

146:
146:

146:

146:

146:

146:
146:

ori=0.000000 rec=0.000000
tra=3758614018.143422 cur=3758614018.143422

Host Supports NTP authentication with Key Id = 1

NTP Auth Key Id = 1 Key Length = 5

MD5 Hash and Key Id added in NTP Tx packet

00000000: 1b Of 08 00 00 00 00 OO 00 00 OO 00 00 OO 00 0O ......
00000010: 00 00 00 00 00 00 00 OO 00 00 OO 00 00 OO 00 00 ......
00000020: 00 00 00 00 00 00 00 00 e0 07 e6 02 24 b7 50 00 ......
00000030: 00 00 00 01 e4 35 f3 1a 89 f0 93 5 51 c7 c5 23 ..... 5
00000040: 01 dd 67 e0 ..g.

Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 68 sent to ::ffff:192.168.100.254 UDPport=123
key Info = 0

ntp key Id = 1 Msg auth Status = 66

Packet of Tength 68 received from ::ffff:192.168.100.254 UDPport:
Incoming packet on socket 0: has Authentication Enabled
00000000: 1c 04 08 eb 00 00 Oe a0 00 00 Ob 2e c3 16 11 07 ......
00000010: e0 07 e5 f8 d3 21 bf 57 e0 07 e6 02 24 b7 50 00 ..... !
00000020: e0 07 e6 02 24 e5 e3 b4 e0 07 e6 02 24 f3 c7 5a ....$.
00000030: 00 00 00 01 32 e4 26 47 33 16 50 bd d1 37 63 b7 ....2.
KeyId In Recieved NTP Packet 1

KeyId 1 found in recieved NTP packet exists as part of the trust
The NTP trusted Key Id 1 length =5

NTP Message Authentication - SUCCESS

sta=0 ver=3 mod=4 str=4 pol=8 dis=0.043671 ref=3758614008.824734

ori=3758614018.143422 rec=3758614018.144133
Offset=-0.000683+/-0.002787 disp=1.937698

best=-0.000683+/-0.002787
accepts=1 rejects=0 flushes=0
Correction: -0.000683 +/- 0.002787 disp=1.937698

Setting clock to 2019 Feb 08 11:26:58.145 + 0.001 +/- 1.940 secs
correction -0.001 +/- 1.938+0.003 secs - ignored
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