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1. £ 5|23 GUIH B B ZE Security > AAA > RADIUS AuthenticationZ 5| 2% , R#&#18—1E
RADIUS{a fR 25 -

1
MOHNITOR.  WLANs  CONTROLLER  WIRELESS I'E' |[F']T1 MAMAGEMEMT - CO
Security RADIUS Authentication Servers
ARR Call Station ID Type | IP Address b
Genaral
RADIUS Authentication
RADIUS Kesaunting credentials Caching [}
Lacal Met Lsers
M&C Filtering 5
Dizabled Cliants Use AES Key Wrap O

Liser Login Policias

AP Paolicies Hetwork Server

User Management Index Server Address Port IPSec
Access Control Lists
IPSec Certificates [#] i 1 192,160.30.10 1812 Disabled
CA Certificate 3 192,168.30.105 - 1812 Enabled

1P Carbfinata


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

2. B EFRADIUSA RSV IPHbut, #E1812M LA E£i8, #ZFIPSec EnableZ&E S 1t |, Bl EiE L
IPSec5| & , AZIZ—TApply. EX : AR ANERADIUSHIRSFETSHRE , XA

ili SraTEMIE

Security

AR
zaneral
RADILS Authantication
RaDIUS Sccounting
Local Net Users
MA&C Filtering
Dizabled Clients
Ifser Login Policies
AF Policies

Access Control Lists

IPSec Certificates
C A Cartificate
1D Certificate

Web Auth Certificate

Wireless Protection

Policies
Trusted &P Policies
Rogue Policies
Standard Signatures
Custom: Signatures
zlient Exclusion Policies
AF Authentication

IAS

EIASLETERATSER :

{EIPSec B 7 B R I FE = A £ 88 (PSK),

MONITOR

Shared Secret

Confirm Shared
Secret

Key Wrap

Port Number

Server Status
Support for RFC 3576
Retransmit Timeout
Metwork User
Management

IPSec

IPsec Parameters

IPZec
IPSEC Encryption

CONTROLLER

WIRELESS SECURITY MANAGEMER

0

1812

Enabled
|Disabled v

|_2 | seconds

......

Enable

Enable

Enable

HMAC SHAL & |

(Shared Seceret will be used as the Preshared Key)

IKE Fhase 1
Lifetime (seconds)

IKE Diffie Hellman Group

Main -y

|28800

BinFWin20034 £y IAS%“‘IE%Ej]‘_%ﬁiﬁ%ﬁE’J RADIUSE F i

A Internel Authentication SETvite

% Internek ALi:hurb‘:l:atlm Service {Local)
= RADIUS Chents

-] Remote Access Logging
H % Femote Access Policles
f#-1] Connection Request Processng

Friendly Name | Address

| Chert-vendor

H 4404

192,168,30.2

RADILS Standard

2. ERAEFR EEEN Pt MA A SREERADIUSE F ik B4t



4404 Properties 2] =

Sethings |

Erendly name:
4404

Addresz [IP or DMS);
192.168.30.2

Werify. ..

If wou are uzing remate access policies bazed on the clent vendor's
attribute, specity the vendaor of the B&DIUS clhent.

Client-4endar: RADIUS Standard j

I Bequest must contain the Meszage Authenticatar attribute

HEMNMEENEE

Shared zecret;

HEEMEENE

Confirm shared secret;

ok, I Cancel Bl

3. i) SO T T 4 R T P

",F Internet Authentication Service

Fle fchon  Yew Help

«» 0@ RNE 2

Irternet Authenticabion Service (Local) F Order |

|- RADILS Cherits

|-} Remaote Acoess Logaing

] _=§9 Remoke Acoass Pobces

1] Connechon Requast Processing

4. MR HI BRI E R B . MERFATENASIER B — AR — IEEE
802.11:

[-[#--H--H




4404 Propasrkies

Settngs |

Speciy the condilions that conneclion lequests must mateh,
Policsy condibione::

erniet OF Wineless

|EEE 80211 DR Winales

1] J

ag. | Ea. |

IF correction requests match the conditions specified in Bz poficy, he
azzocisied profle wil be apelied to the conneclion

Edi Profie... |

Urless ndividual sccess pamiszions are spechied i the uzer profle, thiz
polcy conlrels access to the etk

i

Hemova E

IF & earrection request matches the specifisd condlions:
1 Diegy remote access permizsion

' Grark remobe acoess pemission

MAS-Port-Type

Aysilable tupsi

A0SL-CAP - Asprmmetii &
ADGL-DMT - dgpriinel
Aznc [Moden)

Cahle

FOOI

G35 Fas

HOLE Clea Channel
IDEL - 15D Digital Su

ISDN Bsyne 110
L
)

[5DM feayne W 120

LSEI‘-I Si.rn:

Selected types:

Add 35 I |I:'L‘r'|ema
<4 Flemove I Wwitekezs - Other

4

v

Recycle Bn

Ok | Cowel | Apch

i)
[ ot ]| Ccowe |

5. #&— T Edit Profile , #&— T Authentication B , A& EHPMS-CHAP v2i11T 5 175 5




4404 Properties e

Settings

Edit Dial-in Profile i . i
Specify the condil :
Dialin Constraints | P | Multilink:

Paolicy conditions: T :
b= Buthentication | E neryption I Advanced

MAS-Part-T YO I

Select the authentication methods pou want to allow far this connection.

1

Add. | v Microzoft Encrypted Suthentication version 2 [MS-CHaAP +2)

If connection requ [ User can change pazsword after it has expired

iated prafil
S [ Microzoft Encrepted Authentication [MS5-CHARP)

Edit Prafile... | i Usercan change password after it has evpired

Unlezz individual . {7 Encrypted authentication [CHAP]

policy contrals ac S
7 Urencrypted authentication [PAP, SPAP)
If a connection re

rhauthenticated access
™ Deny remate ¢

£ S iantiele r ':'-.l.lgntﬁnihentg to connect without negatiating an authentication

ak. Cancel Sy

6. & — T EAP Methods , iZ{ZEAP Providers , 1 i$PEAP#TIE§ AEAPEL B



Edit Dial-in Profile

Diakin Constraints | 1P ] Multilink

=i‘_:f'ii-'4f.t}'fﬁ-f."¢-i'3-3tf.':.'ﬁi I Enn:ry;iﬁn:u} I : Advanced

Select the authentication methads you want to allow for this connection.

EAP Methods

FR Select EAP Providers

™ Microzoft Encrypl :

'.r-.fL-iser canc  EAP twpes are negatiated inthe arder in which they are listed.

i T ey e
'ml "_E'r__'!g:ryFlted authet My B
T '!r‘renn:rg.?ptetl-auﬁl
Unauthenticated ace
= Allow clients to o
r methiod,

add. | Edt. | Bemove | [i3 Cancel |

7. #2— T Select EAP Providers ERYEdit , A& 1t T hiR E PZFEEM Active Directory £ &
R 5 FCARI A 2 BR 25 (f5) Ztme.tme.com), FIEEAPE BIMSCHAP
v2:

EAP types e negofiated in the ¢
This server identifies tself ko calars before the connection is completed,
EAF ypes: Selack the: certFicate that you wark it bo use as proof of identity.

Fratected EAF (PEAF]

Certficate ssuad itma.tme.cnm ﬂ
Friemndly rame:
Issuer; wrbu

Expiration date: 3/30/2007 3:32: 22 PM

I Enable Fast Reconnect
Eap Types
Secured password (EAPMSCHAR V21 Eap MSEHAPYZ Properties : AR

Mumber of authenkication retries: | 2

I¥ Allow client to change password after it has expred

8. #— T Encryption B , YW EIRIHEHE W FTE N2 5|



Edit Dial-in Profile = 7] =

Dial-in Constraints i IF ; b ultilik;
Authentication Encryption i Advanced

T he following encrpption levels are supported by servers running Microzoft
Routing and Bemate Accesz. IF pou uze a different remote access server,
make sure the encryption levels pou zelect are zupported by that zofbware.

[ Mo encrpption iz the only option selected, then uzers cannot connect by
uzing data encryption.

I Basic encryption [MPPE 40-bit}
v Stiong encryption [MPPE 5E bit)
W Stongest encryption [MPPE 128 bit)

¥ Mo encryption

Ok, Cancel ) |

9. ¥ —TAdvanced E# , A#H#SRADIUS Standard/Framed#38 A Service-




Edit Dial-in Profile

Dial-in Constraints | IF | b uiltilik; |
Authentication I Encruption Advanced

Specify additional connection attributes to be returned to the Remate
BCCess SEIvEr

Attributes:
M arne Yendor ' alue
Service-Type RADIIS Standard - Framed

4| | i

agd.. | Edt. | Bemove |

Ok, I Cancel ) |

Type:
10. B—TIPEE , A%ZFClient may request an IP address, &R #EFsWinServer LA



Edit Dial-in Profile - : 2

Athentication ; E ncryption ; Advanced ;
Diakin Constraints P | Mubiink

”:l Elljler-'SS EIESigl"IlTIE!rIt [Framelj'lp'."j'.ddrEES] ...................................................................

" Server must supply an IP address

| Assign a static IP address | 255 256 . 255 255

If an P addrezs assignment method iz zpecified in the user profile, it
| overrides these zettings.

[P filters

IF wour remote access server iz Microzoft Routing and Rermote Access,
| you can define the filters to apply dunng thiz connection.

To contral the packets this interface receves, Input Filters...
click [nput Filkers. >

To control the packets this interface sends. chick o Filkers,
- Output Filters. =

7 DHCP,

Microsoft Windows 20038 2 £ 8 E

SERR AT 5 BR LAER B Windows 2003|2258 E -
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""" Defaull: Domain Security Settings

ﬁ Securiby Setkings
[+ fﬁ Account Policies
_;_3 Local Policies
!:-" z] Event Lag
& Restricked Groups
- Syskem Services
,__Q Feqistry
- File System
----- T wireless Metwork {IEEE 802,113 Policies

/Ch

2. BABXWLAN Network Policy Properties , #A#% 2:iZPreferred Networks, #7i8 #HY & iZWLANIE
#AEHWLAN SSIDRETE |, Blilwrel esso W N HTEIRMAE , ARIE—TIEEE 802.1xi®
B/, BIZEPEAPEAEAPR

General  Preferred Networks ; Edit sroller Properties ﬂﬂ
Metwork, Properties  |EEE B02.1% ;
‘Eiﬁ,}, .E.ultumatin:all_l,l EOMME | Enable network access control using IEEE 8021«
elow.
EAFOL-Start mezzage: ;Trangmit
M etwiork s

r~ Parameters [seconds]

Metwork Marne [S5ID] | IEE

=
| baw start: ]3 Start period: ]E;D
1 sraller B

Held period: {60 Authentication perod: {30

EAP type:

| Protected EAP (PEAP)

r Authenticate as guest when user or computer information is
Lnavailable

W Authenticate as computer when computer information is available
Add. | Ed

Computer authentication;

With user re-authentication _"_"__j

| T

3. #2— T PEAP Settings , i+ Validate server certificate , AL IR IEXRESHEBEBE L RHNWZE
FERRB[E, HRAEBEH , BUERFMS CHAP v2EEUT# " Automatically use my

Windows login and password ( BB A EHWindowsBEAZMER ) 1

Cancel




When connecting:

— v Malidake server cerkificate

i iConneck to these servers:

Trusted Rook Certification Authorities:

] werisign Trust Metwark, ﬂ
] werisign Trusk Metwork:

] verisign Trust Metwork:

[ werisign Trust Metwork

[ verisign Trust Metwork

] wnbu

wnbu

[ xcert EZ by DST o
1 i

EAP MSCHAPY¥Z Properties
Select Authentication Method:

When conneching:

Secured password (EAP-MSCHAP w2)

™ Enable Fast Reconnect - Autornatically uze my Windows logon name and
pazaward [and domain iF any).

4. FEWindows 2003TRE ML £ R EEERFEE P , f£Active DirectoryR kg 37 5 —ETHY
IPZ£ KM , 14404,

Tﬂ Default Domain Security Settings
File  Action Miew Help
«» MAXFE @ Hz ¥4

_} Security Setbings Mame ¢ i Descripkion i Poiicy Assigned
[#&=¢ Account Policies 4

'1 261 Local Palices B4 Server (Request Secu... For all IP traffic, sways req...  No

- 28 Event Log B Clent {Respond Only) - Communicate normaly (uns... Mo

I*: j Restrictad GTUUDE B secure Sarver {Requir.,. Forall IP traffic, abwavs req... Mo
(-8 System Services

[#-_ & Reqistry
-8 File System
¥ wireless Network (IEEE 802, 11) Folicies
[+ ] Public Key Policies
[+ Software Restriction Policies
g 1P Security Polices on Active Direckory (tme, com)

5. iREEFI4404RBE B , AEIZX—TRulesEH., MEMNBRHFAR — IPEREE (BRE
) BIRIRME (TARRERE ) ; SMREPSK); PRE (&), EW NHEILNIBIESRAINE
##Security
Methods:

Cancel




_E_j ,..}Ej P kratric

Rules ; General ;

a?ﬂ Security rules for communicating with other computers

|P Securty rules:

P Filter List Filker Action Authentication... | Tu
<Dynarnicy Default Rezponze Freshared Key <M

Edit Rule Properties : ﬂ__}jj

security Methods | Authentication Methods

Offer these securty methods when negotiating with anather computer.

Securnty method preference order:

4 Type | &H Integity | ESP Confidential.. | ES Add..
Custom <Mones JDES SH

Custom  <Mones JDES kAL

[ Cugtom - <Mones DES SH
Custorn  <Mones DES ML Bemove
Custom — SHAT £Mones <M
Cugtom MDA £Maner £M =
1| | ...'f.j baosve down

I Use session key perfect forward secrecy [PFS)

6. &2 — T Edit Security Method , A% & — T Custom SettingsEiE R i, EEELRTE,
: B LR E A ER 2 HIBERADIUS IPSecZ £ EILEL,




P traftic, always req..,
2| x| SR T

Secunty Method

" Integrity and encruotion

unmodified.

: Specify the zettings far thiz custom zecurity method.
" |ntegrity anly

Data ol be e i D ata and address integrity without encryphion [AH]

encrypted. | Rtegntyalgenthm
& Custom ;?J:éj:i}: _f...i
Settings. .. i ¥ Data integrity and encryption [ESF];
[ntegrity algorithm:
SHA1 -

E ncrpption algorithm:
ADES 5

 Session key zettings:

I Generate a new key even: v Generate a new key even:

ehattes iEEEDD seconds

] Cancel

]

7. BHiEEdit Rule Properties T BAuthentication Method B ., #iA S HIE2 FIESRADIUSERE £
W ARNEBE AR,




{F Lrarric, always rer
2 x| Y

Securty Methods  Authentication Methods

between computers. These authentication methods are
offered and accepted when negotiating secunty with another
compter,

Authentication methods specify how tust iz establizhed
oy

Authentication method preference order:
tdethod Detelle Add...

................................................................................................................................

Edit...

:jf T he authentication method zpecifies how trust iz establizhed
] gé

between the computers.

™ Active Directory default [Kerberos W5 protocol)

" Use a certificate from thiz certification autharity [C4);

I
R e
B LR =
- ET [ - o ot
e o ~
L= b Haar ' L= R r L=

SR B, ASTIB RN AEE SO SR, BEBHEWinSorer LUFERE 1
EFRBT AR, EARNIROWANESE [ 28R B 6 BWPA2PEAP, &S L
LERREL BEFNDESAEN. FABMEFREE BT REETIWLANLBEEL
ASE L,

FE  EEEEIBIMWinServer RADIUSZ iR EIPSeciEff , EEE FimiER.

Windows 2003% % H &= 4

B Zh &R IPSec RADIUSHIWPA2/PEAPEL B FIWLANE: FimiEAF 2 EWinServer EAE R A T R &K
VLo

192. 168. 30. 105 = W nServer
192.168.30.2 = WLAN Controller



H Event Yiewer

File  Action Wew Help

& - | Em | 2
| Event Wiswer (Local) 'Systun 22 evenh(s)

E’ Application Type | Date | Tire | souece | category | Event | User
Securiky 43

i Swstem

formation 412008

User TMEO\ Admi ni strator was granted access.

Ful l y-Qual i fied-User-Nanme = tne.conf Users/ Admi ni strat or
NAS- | P- Address = 192. 168. 30. 2

NAS- I dentifier = Cisco_40:5f:23

Cient-Friendly-Nane = 4404

Client-1P-Address = 192.168. 30. 2
Calling-Station-ldentifier = 00-40-96-A6-D4-6D

NAS- Port - Type = Wreless - | EEE 802.11

NAS-Port = 1

Pr oxy- Pol i cy-Name = Use Wndows authentication for all users
Aut henti cati on- Provi der = W ndows

Aut henti cati on- Server = <undet er mi ned>

Pol i cy- Name = 4404

Aut henti cati on- Type = PEAP

EAP- Type = Secured password ( EAP- MSCHAP v2)

BRI AV HI8§ <> RADIUS IPSeciE#REWinServer B it L £ Rt Z £ E4 -

B Event viewer

Ble  Action  Wiew Help

e« AW EFRDE| 2
|§i]] Event: Vieweer (Local) | Security 484 evant{s)

'é Apphcaton Diate Trie SOUrce Event | Liser
— B3] Security e
| Svstem

Audk  471/2006 Security LogonyLogoff E41 METWORK SERVICE

| KE security association established.
Mode: Data Protection Mdde (Qui ck Mode)
Peer ldentity: Preshared key |ID.

Peer | P Address: 192.168.30.2

Filter:

Source | P Address 192.168. 30. 105
Source | P Address Mask 255.255. 255. 255
Destination | P Address 192. 168. 30. 2
Destination | P Address Mask 255.255. 255. 255
Protocol 17

Source Port 1812

Destination Port O

| KE Local Addr 192.168. 30. 105

| KE Peer Addr 192.168.30.2

| KE Source Port 500

| KE Destination Port 500

Peer Private Addr

Par anet er s:

ESP Al gorithm Triple DES CBC

HVAC Al gorithm SHA

AH Al gorithm None

Encapsul ati on Transport Mbde

| nboundSpi 3531784413 (0xd282c0dd)



Qut BoundSpi 4047139137 (0xf13a7141)
Lifetime (sec) 28800

Lifetine (kb) 100000

M delta time (sec) O

Total delta time (sec) O

$EARLANIR$1288RADIUS IPSecHR Zh 54 R i

& 7] LATE #2185 £ 5 Fl debugis S debug pm ikemsg enable LAk & LA RE, LA T IR & HI,

(Cisco Controller) >debug pmikensg enabl e

(Cisco Controller) >****** ERR Connection tined out or error, calling callback
TX MM 192.168.30.2 (lnitiator) <-> 192.168. 30. 105 | cooki e=0Oxaac8841687148dda Rc
ooki e=0x0000000000000000

SA: doi =1 situation=0x1

Proposal 0, proto=ISAKMP, # transforms=1, SPI[O0]

Transforn#=0 Transform d=1, # SA Attributes = 6

Encr Al go = 3DES- CBC

HashAl go = SHA

Aut hMet hod = Pre-shared Key

G oupDescr =2

Li feType = secs

Li f eDurati on =28800

VID: vendor id[16] = Ox8f9cc94e 01248ecd f147594c 284b213b

VID: vendor id[16] = Ox27bab5dc 01lea0760 ea4e3190 ac27c0dO

VID: vendor id[16] = 0x6105c422 e76847e4 3f 968480 1292aecd

VI D: vendor id[16] = 0x4485152d 18b6bbcd 0be8a846 9579ddcc

VID: vendor id[16] = 0Oxcd604643 35df 21f8 7cfdb2fc 68b6a448

VI D: vendor id[16] = 0x90cb8091 3ebb696e 086381b5 ec427bif

VI D: vendor id[16] = 0x7d9419a6 5310ca6f 2c179d92 15529d56

VID: vendor id[16] = Ox12f5f28c 457168a9 702d9f e2 74cc0100

RX MM 192.168.30.2 (Initiator) <-> 192.168. 30.105 | cooki e=0xaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555

SA: doi =1 situation=0x1

Proposal 1, proto=ISAKWMP, # transforns=1 SPI[0]

Transform payl oad: transf#=1 transfld=1, # SA Attributes = 6

Encr Al go= 3DES- CBC

HashAl go= SHA

G oupDescr =2

Aut hMet hod= Pr e-shared Key

Li f eType= secs

Li f eDur ati on=28800

VENDOR | D: data[20] = Ox1e2b5169 05991c7d 7c96fcbf b587e461 00000004

VENDOR | D: data[ 16] = 0x4048b7d5 6ebce885 25e7de7f 00d6c2d3

VENDOR | D: data[ 16] = 0x90chb8091 3ebb696e 086381b5 ec427blf

TX MM 192.168.30.2 (lnitiator) <-> 192.168. 30. 105 | cooki e=0Oxaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555

KE: ke[ 128] = 0x9644af 13 b4275866 478d294f d5408dc5 e243f c58. .

NONCE: nonce [16] = Oxede8dcl2 cllbe7a7 aa0640dd 4cd24657

PRV[ payl oadl d=130] : data[ 20] = 0x1628f4af 61333b10 13390df 8 85a0c0c2 93db6

c67

PRV[ payl oadl d=130] : data[20] = OxcfObbdlc 55076966 94bccf4f e05e1533 191bl

378

RX MM 192.168.30.2 (Initiator) <-> 192.168. 30.105 | cooki e=0xaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555

KE: ke[ 128] = 0x9f0420e5 bl13adb04 a481e91c 8d1c4267 91c8b486. .

NONCE: nonce[ 20] = 0x011a4520 04e31lbal 6089d2d6 347549c3 260adl104

PRV payl oadl d=130: dat a[20] = OxcfObbdlc 55076966 94bccf 4f e05e1533 191b13

78

PRV payl oadl d=130: data[20] = 0x1628f4af 61333b10 13390df 8 85a0c0c2 93db6c

67

TX MM 192.168.30.2 (lnitiator) <-> 192.168. 30. 105 | cooki e=Oxaac8841687148dda Rc



ooki e=0x064bdcaf 50d5f 555

I D: packet[8] = 0x01000000 c0a81e69

HASH: hash[20] = 0x04814190 5d87caal 221928de 820d9f 6e ac2ef 809

NOTI FY: doi =1 prot o=l SAKMP type=I NI TI AL_CONTACT, spi[0]

NOTI FY: dat a[ 0]

RX MM 192.168.30.2 (Initiator) <-> 192.168. 30.105 | cooki e=0xaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555

I D: packet[8] = 0x01000000 c0a81e69

HASH: hash[20] = 0x3b26e590 66651f 13 2a86f 62d 1bldle71 064b43f6

TX QW 192.168.30.2 (lnitiator) <-> 192.168. 30. 105 | cooki e=0xaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555 nsgi d=0x73915967

HASH: hash[20] = 0x00000000 00000000 00000000 00000000 00000000

SA: doi =1 situation=0x1

Proposal 1, proto=ESP, # transforms=1, SPI[4] = 0xbb243261

Transforn#=1 Transform d=3, # SA Attributes = 4

Aut hAl go = HMAC- SHA

Li feType = secs

Li f eDurati on =28800

EncapMde = Transport

NONCE: nonce [16] = 0x48a874dd 02d91720 29463981 209959bd

I D: packet[8] = 0x01110000 c0a81e02

I D: packet[8] = 0x01110714 c0a81e69

RX Q4 192.168.30.2 (Initiator) <-> 192.168.30.105 | cooki e=0xaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555 msgi d=0x73915967

HASH: hash[20] = 0x2228d010 84c6014e dd04ee05 4d15239a 32a9e2ba

SA: doi =1 situation=0x1

Proposal 1, proto=ESP, # transforms=1 SPI[4] = 0x7d117296

Transform payl oad: transf#=1 transfld=3, # SA Attributes = 4

Li f eType= secs

Li f eDur at i on=28800

EncapMdde= Transport

Aut hAl go= HVAC- SHA

NONCE: nonce[ 20] = 0x5c4600e4 5938cbb0 760d47f 4 024a59dd 63d7ddce

I D: packet[8] = 0x01110000 c0a81e02

I D: packet[8] = 0x01110714 c0a81e69

TX QW 192.168.30.2 (lnitiator) <-> 192.168. 30. 105 | cooki e=0xaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555 nsgi d=0x73915967

HASH: hash[20] = 0x0e81093e bc26ebf3 d367297c d9f 7c000 28a3662d

RX Q4 192.168.30.2 (Initiator) <-> 192.168.30.105 | cooki e=0xaac8841687148dda Rc
ooki e=0x064bdcaf 50d5f 555 nsgi d=0x73915967

HASH: hash[20] = Oxcb862635 2b30202f 83fc5d7a 2264619d b09f aed2

NOTI FY: doi =1 prot o=ESP t ype=CONNECTED, spi[4] = Oxbb243261

dat a[ 8] = 0x434f 4ede 45435431

Ethrealifi

LU £Ethreal Capture R4l

192. 168. 30. 105 = WnServer

192.168.30.2 = W.AN Controller

192. 168. 30. 107 = Authenticated WLAN cl i ent

No. Time Source Destination Protocol Info

1 0.000000 Cisco_42:d3:03 Spanning-tree-(for-bridges)_00 STP Conf.
Root = 32769/ 00: 14: a9: 76:d7:cO0 Cost = 4 Port = 0x8003

. 564706 192.168.30.2 192.168. 30. 105 ESP ESP ( SPI =0x7d117296)
. 591426 192.168. 30. 105 192. 168. 30. 2 ESP ESP ( SPI =0xbb243261)
. 615600 192.168.30.2 192.168. 30. 105 ESP ESP ( SPI =0x7d117296)
. 617243 192.168. 30. 105 192. 168. 30. 2 ESP ESP ( SPI =0xbb243261)
. 625168 192.168.30.2 192.168. 30. 105 ESP ESP ( SPI =0x7d117296)
. 627006 192.168.30.105 192.168.30.2 ESP ESP ( SPI =0xbb243261)
. 638414 192.168.30.2 192.168. 30. 105 ESP ESP ( SPI =0x7d117296)

o~NoO A WN
PR R RR R PR



9 1.639673 192.168. 30. 105 192. 168. 30. 2 ESP ESP ( SPI =0xbb243261)

10 1.658440 192.168.30.2 192.168. 30. 105 ESP ESP ( SPI =0x7d117296)
11 1.662462 192.168. 30. 105 192. 168. 30. 2 ESP ESP ( SPI =0xbb243261)
12 1.673782 192.168.30.2 192.168. 30. 105 ESP ESP ( SPI =0x7d117296)
13 1.674631 192.168. 30. 105 192. 168. 30. 2 ESP ESP ( SPI =0xbb243261)
14 1.687892 192.168.30.2 192.168. 30. 105 ESP ESP ( SPI =0x7d117296)
15 1.708082 192.168. 30. 105 192. 168. 30. 2 ESP ESP ( SPI =0xbb243261)
16 1.743648 192.168. 30. 107 Broadcast LLC U, func=Xl D

DSAP NULL LSAP | ndividual, SSAP NULL LSAP Command
17 2.000073 Cisco_42:d3: 03 Spanning-tree-(for-bridges)_00 STP Conf.

Root = 32769/00: 14: a9: 76: d7: cO Cost = 4 Port = 0x8003
18 4.000266 Cisco_42:d3: 03 Spanning-tree-(for-bridges)_00 STP Conf.

Root = 32769/00: 14: a9: 76: d7: cO Cost = 4 Port = 0x8003
19 5.062531 Cisco_42:d3: 03 Cisco_42:d3: 03 LOOP Reply
20 5.192104 192.168.30.101 192.168. 30. 255 NBNS Nane query NB PRI NT. Cl SCO. COW00>
21 5.942171 192.168. 30.101 192. 168. 30. 255 NBNS Nane query NB PRI NT. Cl SCO. COW00>
22 6.000242 Cisco_42:d3: 03 Spanning-tree-(for-bridges)_00 STP Conf.

Root = 32769/00: 14: a9: 76: d7: cO Cost = 4 Port = 0x8003
23 6.562944 192.168.30.2 192. 168. 30. 105 ARP Who has 192.168. 30. 105? Tell 192.168. 30.2
24 6.562982 192.168. 30.105 192.168.30.2 ARP 192.168. 30. 105 is at 00:40: 63: e3:19: c9
25 6.596937 192. 168. 30. 107 Broadcast ARP 192. 168. 30. 107 is at 00:13:ce: 67: ae: d2
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