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Cisco NAC Guest Server2 —BIZEBHNARMBERS , AHE. HE. REH. BREAIEFFEMH
AR, SHEMARSZECIsco NACEES EREFLANEHISSERAER , BEAPHEHBEIR
HEFIEEP MBS,

Cisco NAC Guest Server A sF E B AN AEAERRE L RRH RS MEEFHE. Cisco
NAC Guest Server$iZiE A ( BUFFIRFNERE ) T HMBE , L AFHE BB
W, ETBHHISMSHATRMERFFHENA. BERR (REABSRFELIFEHEKFM

) BMREAERMNES,

BIAGEIRFR , EERFECisco NACEKEEE 25 (Clean Access Manager) PR , RERFE

Cisco NACFHEfIfREE LN AR EREY, FAFERARSENREERER , HABRBEFIEE

( BlanBRHBARLANIRFIZT ) 7T LAGE A IR um AR 38 18 A 8 1 & IR 7 (RADIUS) @ 3R 17 I ¥ 5h &= fa) AR 23 58
RERAESD

Cisco NAC Guest Server8 E 2V IRFRIEENRBRRESEIRF . IRFEIHE , SHERRSIS
B Cisco NACE BEEHBRMPERIRS , SifFiX—AIRADIUSEHE , BABEKEALZENAD)IRFE
TEMREAEZINENE—E,

Cisco NAC Guest ServerB BB ARSI FIRFEVIFFREEANEERERZBHRIZHEEN
EMRIARERCIR , WMEATUBBFREENEHTHRS.

BEEFDIRZ

Cisco NAC Guest Serverff AiFF ST G R B R USHFHBAEN TTH.

HhEERAE

SEEAEREECAEIRF REAEHEBH A,

BBA

BEAREBUFELEAERFHOA, LABRERRHMERFIEANEABNET, RFEATURKEEN
—3—EBAREIACHALR , LA R EESBIRL R B #(ZWMicrosoft Active Directory(AD)) i
TEORINEMEL,

WEETRRE

ELRERRHEARFBNMEBERIMBTH. i EREREESHFTEAFHIETRFE
BAE , Z&MFEP , M AHFBEIRFFHES. ESHERAHLGRERAEEBNEER
B EREEEREBSEARSELNHERFBEELRE,

ERBRER

iEZCisco NACRHEfIfRkeR , B BHRENMEN T ERE -, SHEMARFFELERE -
BUSFERFHEEAN, BEEFENIRFHMEEN. sStHRBREREENFEIORE UK
FENEEEREEESERREINRTE. I, Cisco NAC Guest ServerB & REMRERERE
WERCIRER , UAREERFTSHBE®S.
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http://www.cisco.com/en/US/docs/security/nac/questserver/configuration quide/10/nacquestserver
.html



//www.cisco.com/en/US/docs/security/nac/guestserver/configuration_guide/10/nacguestserver.html
//www.cisco.com/en/US/docs/security/nac/guestserver/configuration_guide/10/nacguestserver.html

RBRAEAR

Guest opens Web browser

Web traffic is intercepted by
Wireless LAN Controller and

redirected to login page
Clseo Guast ' :

ﬁn;ﬂi (captive portal)

10.1.1.14 . Guest logs in with details
provided by sponsor
WLC authenticales user
against Guest Server using
RADIUS
Guest can now access the
internet
Guest Access Recorded

G

Guest ] Wireless Access Wireless LAN i
Pont Controller

10.10.51.2

B TE R AR [ 19 i R 1 51 B8 (WLC)

AR UL T ZBREREWLC:

1. M LR RIS AR,
RERHIER T,

. RERADIUS,

. BLEWLANGRE

Mgt

HRANKE R , BEAEEEER ( fHyperTerminal ) WIRBRERREZZEAMNMEEA.
reset systemir T th 2R BIE LR T,

A WODN

Wl conme to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nanme [ Cisco_44:36:c3]: WLC

Enter Adm nistrative User Nane (24 characters max): admin
Enter Adm nistrative Password (24 characters nmax): admin
Service Interface | P Address Configurati on [none] [ DHCP]: <ENTER>
Enabl e Link Aggregation (LAG [yes][NJ :no

Managenent Interface |IP Address: 10.10.51.2

Managenent |nterface Netmask: 255.255.255.0

Managenent Interface Default Router: 10.10.51.1
Managenent Interface VLAN Identifier (0 = untagged): 0
Managenent Interface Port Num[1 to 2]: 1



Managenent | nterface DHCP Server |P Address: 10.10.51.1
AP Transport Mode [l ayer2] [ LAYER3]: layer3

AP Manager Interface |P Address: 10.10.51.3

AP- Manager is on Managenment subnet, using sane val ues
AP Manager Interface DHCP Server (10.10.5<X>.1):<ENTER>
Virtual Gateway |P Address: 1.1.1.1

Mobi lity/ RF Group Nane: mobile-1

Enabl e Syrmmetric Mbility Tunneling: No

Net wor k Name (SSID): wireless-1

Allow Static | P Addresses [ YES][ no]: <ENTER>

Configure a RADIUS Server now? [ YES][ no]: <ENTER>

Enter the RADIUS Server's Address: 10.1.1.12

Enter the RADIUS Server's Port [1812]: <ENTER>

Enter the RADIUS Server's Secret: cisco

Enter Country Code (enter 'help' for a list of countries) [US]:<ENTER>
Enabl e 802. 11b Networ k [ YES] [ no] : <ENTER>

Enabl e 802. 11a Network [ YES] [ no]: <ENTER>

Enabl e 802. 11g Network [ YES] [ no]: <ENTER>

Enabl e Aut o- RF [ YES] [ ho] : <ENTER>

Configure a NTP server now? [ YES][no]: no

Configure the systemtinme now? [ YES][no]: yes

Enter the date in MDD YY format: mmidd/yy

Enter the time in HH MM SS format: hh:nm ss

Cisco NACEF & A BRES

Cisco NAC Guest Server2 — BRI MBEHMARLR , TATFRE (MHE. REIBE ) BUEEE
B EAE . Cisco NACEH & A fRes mJ EE B R — AR MR i Cisco NACE B R A RESFEH. &
NN S| BE TR A& Cisco NACEH B A fk25E2Cisco WLCESHI LB |, Cisco WL.CE R FHEFEH
EIRF W F I R EEAR.

AERUTSRTERES !

1. #§Cisco NACHZ A IR B8 BWLCH R AR, BB T EHWLC(https://10.10.51.2,
admin/admin)#1TELE ., E1ESecurity > RADIUS > Authentication,

afraln
CISCO MONITOR WLANs COMTROLLER WJRELESS SECURITY MANAGEMENT CDMMANDS HELP
Sacurity RADIUS Authentication Servers
v AAA Call Station ID Type |IP Address =
Authi Use AES Key Wrap [ (Designed for FIFS cusbomers and requires a key wrap compliant RADIUS server]
Miiniiz Metwork Berves
" s . Limsr Manpgement Index Server Address Part TPSe Admin Status
A F
| - [ 1 10.1.1.12 1812 Desabled Enabled [~}

##ENew, ACisco NAC Guest Server#igIPtbit(10.1.1.14), FHIBHA S/,

o

HASR

oyl
51



v

CISCO MONITOR  WiAMs CONTROLLER WIRELESS SECURITY HMAMAGEMENT COMMANDS
Security RADIUS Authentication Sarvers > New
A Server Index (Priority) [a =
Genera
Bihcon IO Server [PAddress [TERRT]

Accnurfing

Falback Shared Secret Format ASCTI =
® TACACS+
Lok
Local Mat Liisrs Shared Sacret |. -
MAL Filtarirsg
Cisabled Clianks Confirm Shared Secret |- pEm
User Login Palicies
AP Policias -
Key Wrap [ [Designed for FIPS pustomers and requines & key wrap compbant RADIUS server)
¥ Lcal EAP
b Prigrity Ordar Port Number [!I:B-l;l
* Access Control Lists o rver Status Enabied 7|
" Wirabess Protection
Policies Suppaort for RFC 3576 [Enabled =
b Web Auth .
Server Timeout [z seconds
b Adwvanced
Network User [+ Enable
Managamant [+ Enabia
1PSec [~ Emable

EZEApply,

atfer]us
CISCO MONITOR  WilANe CONTROLULER WJIRELESS SECOURITY MANAGEMENT COMMANMDS HELP
Security RADIUS Authentication Servers
* AAR Call Station ID Type | IP Address =
General
= RADILS
Aikhantesbion Use AES Key Wrap [ (Designed for FIPS custemers and requires a key wrap compliant RADIUS server)
Acpeanting
Fallback Metwark Sarenr
¥ TACACS+ Usér Mandgement 15 e Sarver Address Podt IPSae A i St
et [= |+ 1 10.1.1.12 1813 Deabled Enabded n

Loca® Nef Lisers
MAL Fikering [+ = 2 10.1.1.14 1812 Dezabled Enaldhad = |
Disabled Charts

User Login Policies

AP Pobces

. #%5Cisco NAC Guest Server#i8 AWLCH IR A AREF. 1#FESecurity > RADIUS
>Accounting.

Sage Conhgurshon

SECUNty RADIUS Accounting Servers Epply | BEw... |

v AN Hubwork User Sarver Index Sarver Addross Port 1FSsc  Admin Stafus

Locel Mat Users
MET Frtereg
Drmmbdad Chsnir
Uses Loge Paboses
AP ol

##ENew, ACisco NAC Guest Server#i8IPihik(10.1.1.14), FIE@HA LK, BWRAASH

o



CISCO

MONITOR  WiAMs CONTROLLER  WIRELESS

SECURITY MANAGEMENT COMMANDS

HELP

Sacurity

- AR
General
= RADILUS
Authenbealion
Accouanting
Fallba ok
» TACACS+
LOWF
Locad Nt Lipery
MAL Fikaring
Cisabled Chants
User Login Policies
AP Polcies

+ Local EAP
Priority Order
Access Control Lists

-

Wirsless Protection
Palicies

Wb Auth

-

Advanced

EZEApply,

CISCO

RADIUS Accounting Servers > New

Server Index

{Priority) : =

Sarvar IPAddrass 18.1.1.14

Shared Secret Format | ASCIT =|

Shared Secret [rrwen
Confirm Sharad |'"“
Secrat

Port Mumber |!I.I1!-

Server Status | Ensbied =)
Server Timeout | seconds
Hetwork User F Enabile
IPSec [" Enable

MONITOR = WLANs DONTROLLER

WIRELESS

SECUURITY MANAGEMENT  CDMMAN

o5

HELF

Saecurity

w AAA
General
= RADILUS
Aithertication
Acoouniang
Fallback

RADIUS Accounting Servers

HNutwork Surver

Ulmaer Index Server Address
= 1 10.1.1.12
[+ i 10.1.1.14

Admin
Port IPSes Status
1813 Demabled Enabled
1813 Desabied Enabled

3. {EWLAN(wireless-x) LA fE FANAC Guest Server, #REEWLAN(wireless-x). i2iZSecurityE %
- #§Layer 2 Security® ti ANone , It #§Layer 3 Security  t AWeb Authentication,

e
CISCO

MONITOR  WLAN: DONTROLLER  WIRELESS

SECURITY MANALEMENT [COMMANDS

HELP

WLANS

* WLAMs
WLANS

b Adwanced

WLAMN= > Edit
General  Security | QeS| Advanced

B
| Hana v

Lapar 3 Scurity

F Wak Poiicy 7

o Autterixation

" Passthrough

" Conditinnal Web Badirect

™ Splash Pape Web Redirect

Presulhenteation ACL Mane |

Over-ride Global Corfig [ Enable

f£Security H & T i22AAA Servers, £ "Server 11 #E# |, ;Z2BRADIUSIREF(10.1.1.14),
fEServer 14EH , 1##FAccounting Server(10.1.1.14).



anfven]ns

CISCO MONITOR  WiAks C(DNTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF

WLAMS WLANS > Edil
| -]
SR | Bemeral | vty | QoS | Advanced
i Layer2 | Layerd  AAA Servers
+ Advanced |

Belect AMA derwirs below o everide uvie of defaull servers on tha WLAN

Rmdiiug Sanveng LDAP S&redis
Authenticsfion Sarvorn Acrounting Sarvers Server 1 | Nane i |
[+ Enabied Server 2 | Mene -
Corvar 1 [1P:3000.1.12, Port:iB22 =) [EP:10.1.1.14, Pert-1813 | 7| Server 3 | Mane =
Sereer 2 | Mo =1 | nane L]
a3 [ = [T E—

Local EAP Authenticatios

Local EAP &iuthenlicaliers | Enabled

iZ{EAdvancedE & . EFAllow AAA Override. E A FRNACH B L EREETEFInS B
B,

siei]is

CISCO MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLAMa WLANS > Edit
| Advanced
- WLANs | Mool | Secerky | E |
L i
¢ Advamced Bl AAE Ohyryigs ¥ Enabled DHCP
H-REAP Local Switching 4 [ Esabled BHEP Sarver ™ overige
Erable Sesiien Timesut 7|HUU
Bession Timeok [3e0s) HCP Agdr, Agssignment [ Regquired
hiranet IE ™ Enabied Hanagemest Frame Paotecion [MFP)
Disgnostic C=annel T Enabied
IFuh Crabie Infrastracture MFP Protectian [
Dwerrde Dnberface ACL | Mone =] MFE Cllart Protoction & [ optonal =
PIP Biocking Action | Cinabiled L | BYTH Period (i beston inberals)
Clent Exclusion £ ~ Enabled jea
Timesat Yaiue [sece)] 802.1 34" [2 - 255) |l

802.11kdgin (1 - 259) |t

X : £SSIDLEAAAA overridel , NGSEF B FERAENHREFIBEATEFERAER
ABNEREREXEIWLC, ZZEApplyAREEHNWLANE E.

||!I|l|lt
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
WLANS WLANs > Edit
v WLANS Ganaral | Security = QoS | Advanced |
WLANS
b Advanced Profile Mame wiraless-1
Type WILAMN
S50 wireless-1
Status = Enabled
Security Policies Web-Auth

[Medifications dorne under security tab will appear after applying the changes.)

Radio Policy Al |
Inite face management )
Broadcast 5510 F Enabled

4. BpR iR I R B B EBRadiusf A & iw#18 FCisco NAC Guest Serverd, BB ZEINAC Guest
Server(https://10.1.1.14/admin) ABL B tL18H, B : MREEURLFIEE T/admin , BIEEES
F&# , (Administration)EHo



Y E Cisco NAC Guest Server Administration

CISCO

Main What weild wou Bka b da;
« Add’'Edit Local User Accounts

Authentication

; « Add/Edit Administrator Accounts

« Lonhgura Active Directory Authant catos

Gues? Policy « Configure NAC Appliance Settings

ward ; + Configure your Email Sarver Sallings

e « Select the User Interface Template to use

« Edit the User Interface Templates

iZ#£Radius Clients, iZ#£Add Radius., i ARadiusfEFAEIHREF : MAEBHE : WLCREER
o WIAIPHbE : WLCHIP#B1E(10.10.51.2), MAZRES B ANERLAEH, BEREN
HAS®, WARA, EEAJD Radius Client,

T Add Radius Client
CISCO

Mair Haders Chent s been sdded. -hanges will not take effect unil Radess sarice has been restarted

r Radius Client

Hurthart i aton
1 el N

IP Address: [10.10.51.2
Secral 77T

Guest Policy Canfirn Secret [Free

Doscription: g &

Devices

Add Radius Chant Rasal Foem

User imerface

Sarver

= Clsoo 2007 Version 100

EFRERadiusIRIEAEE R ER, ##ERadius Clients, £ "Restart Radius ( EXEAE
RADIUS ) 4 fEH##ERestart,




il Radius Clients

CIsco
Main - Ragivs Clients
CAM
At ieation s
Guest Policy
Cevices
WA AL Agd Radios | Ecit Radius Delete Radus |
— Restart Radius
Unar inurisce fany Ganges A 5 glianis plea ne Rastar FRadius butan
ATy 2 6 Gf'e Sl W M8 rEgp BT PREES CACE e Masiam Ko & DN
s s |
Sty ey _a_ﬁﬁ’.'ﬁ_._

Sarver

= Cison 2007 Version 100

5. #£Cisco NAC Guest Serverf i A fEFH#& , BlLobby Ambassador, #i£Local Users, &
#Add User, *X¥ : XEEEMEMM. W ASBF : lobby, B AKX : Ambassador. A fE
RAEER KB, WARE Bk, SEREAHERE. G AEFEFibut
:lobby@xyz.com, #i£Add User,

il Add a Local User Account
CISCO
Loscail Lser ALCcounts can create Quest uer accounts
Main
First Mama: lobby
A uthenticn o Last Mama: AmDassadon
Usarname: jobby
Password: [F"
Gues: Folicy Repeat Password: "
Group: | DEFALLT =
Devices
Emall Adoress: lobbylig m-*]
Add User | ResetForm
Usar Inerface

Sarver

& Clson 2007 Version 1.0.0

6. U EREGHBEALEIUSEFIIRSE., BEEINAC Guest Server(https://10.1.1.14) , ER &
EHESTHEINEAERRBEBEAN , REEBUTARR




Welcome to the Cieco NAC Guest Server
CISCO ’

Wenal wonikd o BkE B da

RAEERAEIRF#ECreate. XX : XREREMMU. BARTF. ALK, BARF,
WMAETEFibi, IR EFEMHHURERAERE, BARFER : BE. #ZAdd

User,

el lalfjle
l | Creaba a Guest User Account

CISCO
Malr
Usar &
Prini E"':I. SIS
Reporting

guasii
guasil
ANy o0
Quaaal e com
+1 (WG w| [BEB00CD
T g - oo -
15 =|[Jan =|[2008 ~|EH
ma|2d =|: |58 «

w18 =|[Jan =|[m08 ~| B8
@ | AmencaLos_Angaie

Add Lisar Rasat Foams

7. BIRFEEWLANYE LG EFEAE SO E A, SENEEEFIREREIZHEWLAN(wireless-
X)o BABAWebBIBE LI EFHE @M EWeb-AuthZ AEH, XK : & , @A
https://1.1.1.1/login.ntmIAEF E @ EZE A EHH, Eﬁﬂliﬁ’fi*ﬁﬁﬂﬂﬁﬁﬂ’ﬂ%@@ﬁ%%ﬁo Lo}
AES P BEBERNZT. TelnetEWLCIEfE Fshow client detailiE TEE R B EREMEE
PEENREF, EREENBHE , FEEFIRSHFER , BHpingi&EiL,



(Cisco Controller) »show client detoil 89:13:ed:b7:5edd

Cliant MAC AQOreEE. cuvissnssasananssasanansnnnnns B13 a8 T i5e
Cliert USEIMOE . cucosssanssnsasnnsnsnsnsnnasonss podxdcisco.con

AP AL ARITEEE . cavanans s s nasa s ma s s s nam R [ Ll RO e g e s H = S H
Client SEObE. susansssnsnanansnsnnnsnsnsnsnnnsons Associabed
Wireless LAN Idesvavasssonssasanansnasanansnnnnns 1

=2 A7 df o s i f
[0 eI T &8

TP ACreSS s cararanasasarasasisananssabdnsunspandns 18.1.1.22
AEEociation [d. e vacsnannsasansnnsananannnanans 1

uthenticotion AlQOrikm. ... ocvcimvrvnsransennuss Opan Systen
REEE0N Codf . vssavanansssnssasananssasanansnnnnns a

e e L 3]

ZREELI0N TIPMOUT s w v vamannnnsanannnnsanannnnnannns B9

Cliert CLX v ion. cocasansrscanansssssnansnssans 4

Client EZE version. oveuanasasansnssananansnanans 1

M NG s s sarasasasasosanasisisansbasansnasdsdss Dizobled

005 Lavel e vasasanananssanasasanamsnasananannnnns Silvar

Diff Sery Code Point {DECP) .. ..cicscsricsnsssnans dischled

B9 1P PTIOEILY TOQ.u s sausnsnsnansnannnnnnnnunns dizobled

[ I T 1 Enabilled

U=AFS0 S0Pt sawanansssnasasanamssasananannnnns Dizobled
Mobilityw State. ... cicicsnsnicsrsnsnirsrsnsnsnans Lecal

—-Hore-- or {gjult
(Cisco Controller) =J

EE : ZE % Wireless LAN Controller(WLC)ZEINAC Guest Server(NGS)
Web-auth Bt E FAPAPHE N ERFE . MR WebF 11 BRFBRIEEREARCHAP , SORIBRM , A

NGSH X ECHAP,

R

REWebERE , FEH

. Cisco NAC% [ — Clean Access ManagerZZ 8 R 88 B 155 . hR4<4.1(3)

. Cisco NACE: B XA ER SR MBI AN HIEE X 58
- BRHERLANS SIER & B 15 F97.0.116.05%

- (k) BRI S BE#5| B(SE) MR ERERHBWLCONES

- NAC (BREHR ) : REHEFR

- MEIERE : FAERERLANZSIRNERATEA | RE4.1

- Bl e ¢ - Cisco Systems
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