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1. 2ISE GUIE M1 ZE Administration > Network Resources > Network Devices 37 12 Add.
2. FAWLCEEIP#it MIWLCERISE 2 FARADIUSHA MR EE , 20 FEMT

il Identity Sefvices Engine Home  » ConlextVisiblity  » Operations b Policy (R uneil]

» Sysiem ¥ |dentity Management = Network Resources ¥ Device Portal Management pGrid Services ¥ Feed Sanvica ¥ Threat Centric NAC

= Netwaork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MD
I
o
Metwork Devices List > New Network Device

Metwork Devices .
Network Devices

Default Device

I- Mame [WLC-C9800-CL II
Device Secunty Settings

Description [vLc.9800 |

[P address  ~| *IP: [10.10.1.17 | 32 |

* Device Profile 2% Cisco |« | &

Software Version :l

* Metwork Device Group

Location |ﬂ.l| Locations ; ] Set To Default
IPSEC [no | | set To Default
Device Type [w1C | [ Set To Default

» RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secrel | ....... d | Show

Use Second Shared Secret ||

| Show

CoAPort [ 1700 [ Set To Default




$ 882 7% Cisco ISELRBRIERE
B2 ERBA {7 Cisco ISEMAZBEA B ER E LFEERE,
ETERUTEER

1. f8ISE GUIEMRE Administration > Identity Management > Identities M1 % Add.

2. EAERAERR, BRNEAEEATKEE , N TEMR® :

"hieks ldentity Services Engine Home  » ContextVisbiity  » Operations  » Policy [EICRLECTLEl * Work Centers

» System J ~ Identity Management ¥ Metwork Resources » Device Portal Management  pxGrid Services » Feed Semvice » Threat Centric NAC

~Identities | Groups  External Identity Sources  Identity Source Sequences  » Settings
[ ] Metwork Access Users List = New Network Access User

Users * Network Access User

Latest Manual Metwork Scan Results * Mame | jonathga-102

Status Enabled ~

Email |

¥ Passwords

Password Type: | Internal Users hd

Password Re-Enter Password

* Login Password

- | [ Generate Password :. i

Enable Password

- | [ Generate Password | i

¥ User Information

First Name | |

Last Name | |

¥ Account Options

Description |

Change password on next login O

* Account Disable Policy

O Disable account if date exceeds | 2021-05-18 (yyyy-mm-dd)

¥ User Groups
[VLAN102

(e

HBR3.RE AR BIABVLANS I RYRADIUS(IETF) Bt
UTHSRBAANAMAEREAZTEUREEEERNS HRIRK,
BEBAUTSER

1. fISE GUIEMTZE Policy > Policy Elements > Results > Authorization > Authorization profiles Y0 I1&31E Add 2

MHFRERER,
2. EAMEENVIANEATKREREREREE., EHER jonathga-vLAN-102 FBEL B R E o



+ Work Centers

bl Identity Services Engine e —— = Policy b Adminisiraion
Policy Sets  Profiing Posture  Client Provisioning

Dictionaries ¢ Conditions

Authorization Profiles = jonathga-VLAN-102
b Authenticati - -
festen Authorization Profile
*Mame | jonathga-VLAN-102 |

= Authorization

Description |Dynamic—‘.flan-.ﬂ«5ignn'ent

Access Type | AQCESS_ACCEPT - |

¥ Profiling Matwork Device Profie & Cisco | v | B

Authorization Profiles

Downloadable ACLs

¥ Posture Senvice Template [

¥ Client Provisioning Track Movement 7] 3

Passive |dentity Tracking 7] ;

* Common Tasks

O DaCL Mame

O ACL (Filter-ID)

Security Group

[ EditTag | IDiName (104 |

= Advanced Attributes Settings

Salact an item

= Attributes Details

Arcess Type = ACCESS,_ACCERT
Tunnel-Private-Group-ID = 1:102
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

[S]=

RERERBEERR FEABRERAEEVYSORIRME. BUTUERAHH custom REHIEN
Default SREGEE, HURAIF , BYBEREEESR,

3. gﬂﬁi Policy > Policy Sets ﬂtigg Add ﬂu Fﬁ/‘?ﬂﬁ%ﬁ'%ﬁg :



‘dues Identity Services Engine Home  » ComlextVisibiity  » Operatons (IRl * Adminstration  » Work Centers

Profiling Postura Client Provisioning » Policy Elements
Poliy Sei o

+ | status Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions  View
DEVICE-Device Type EQUALS Al Deviee e
/ D P Dyn g =] ]‘_‘_.C“E_ evice Type EQUALS All De Default Network Access x » R o >
+ Authentication P

- le Mar dit
Atem
2. 0oiion
> op

BE  LFEACAERIRERRE  UERBENEERIESENREREESR,

‘ .5'_ Bﬁﬁnﬂ( Authorization policy BRI REELURMBLLER , WITEA :

bt

Status  Rube Name

FY
1G] NI 0 + + o
&
@ 05 NI o + + o
) D + + o

RS EVLANE B 32
EBAFLZEVLANEBRRE  EERHUTHS | SUSEEER 4120 IR EHE

Switch(config-if) #switchport mode trunk

Switch(config-if) #switchport trunk encapsulation dotlqg

Bt RRERT  ASHIBBATFBBTEEEZTIME EEIYFIEVLAN, NRERH
BEARBIA RS | Rl EAREEASERARA M ERERE, ERTRABRNERE
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1. %E%U%GW%ME Configuration > Security > AAA > Servers / Groups > RADIUS > Servers > + Add jﬁﬁil

RADIUSTAfREREF , I TEFR :

Authentication Authonzation and Accounting

53 Dashboard

) Maonitoring

-, Configuration

1 Administration ; RADILS

% [roubleshooting TAGACSs

| RAD Hame < Address

Create AAA Radius Server x
Name"® Cisco-ISE Support for CoA meeeo | @

:

Server Address” 10.10.1.24 CoA Server Key Type Clear Text v
PAC Key D CoA Server Key O

Key Type Clear Text - Confirm CoA Server Key

keyy ® | e Automnate Tester ]

Confirm Key® | eesees 1

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1=1000

Retry Count

2. EERRADIUSAIARESHTIE BIRADIUSE HH , 55EE E configuration > Security > AAA > Servers /
Groups > RADIUS > Server Groups > + Add ZZU-FFEZI'_\ .



Create AAA Radius Server Group x

Mame™® ‘ ISE-SERVER ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v
Dead-Time (mins) ‘ 5 ‘
Load Balance [. DISABLED ]

Source Interface VLAN 1D | none v |

Available Servers Assigned Servers

sernver-201%9 -

Cisco-15E N

AEEE
NEEE

'D Cancel =l Apply to Device

3 ERVEMBEAEEFE , FFEME configuration > Security > AAA > AAA Method List > Authentication >
+Add MMTNER :

Authentication Authorization and Accounting

\=1 Dashboard

- B AlLA Method List Servers [ Groups
¢ £) Monitoring

.. Configuration
" [ + Add ]

Aurthenbeston

Iilg

{07 Administration

Btk rating Mamea



Quick Setup: AAA Authentication

Group Type group . @

Fallback to loca D
Available Server Groups Assigned Server Groups

fachus &

Idap ]
[acacs+ |
radgrp_SykesLab —
server2019 [»

«

tacacqrp_SykesLab

E=3

SB2.ERVLAN

LR RN B a4 Catalyst 9800 WLC EFREVLAN, MAERFIEATR , WLCHEXBFE
RADIUSa R 28 89 Tunnel-Private-Group IDB 4 T8 E#VLAN ID,

EARRGIG | FHHEjonathga-1022 A Tunnel-Private-Group ID of 102 (VLAN =102) TERADIUS{aE iR 85 £

o

1. B E configuration > Layer2 > VLAN > VLAN > + Add 20~ BIFf 7R :

Q, Search Menu ltems VLAN

sl VLAN VLAN Group

= Dashboard

(Z) Monitoring | +Add |
h‘z‘t\\,‘ Configuration VLAN ID v~ Name
T ¢ 1 defaL
( Administration
100 VLAR
Troubleshooting 210 VLAN
2802 WLAM

2. MAFRRNEN , MTEMR



& Create & single VLAN

| acThvaTED B

ARP Broadca . DiSABLEL
Port Membears Q. Search
Available (2) Associated (0)
- >
Gi2 >

Croate a range of VLANS

VLAN Range®

MisE : WRTEERE , VLANEHB 2B B BVLANXXXX , EHFXXXXZVLAN ID,

HITEFENVLANEESR1M2 | & AT LEEDS RS,

. BMBERNEHPERBEAFFVLAN, MRBIEEMSEHAEEE , FBFEMZE configuration > Interface >
Logical > PortChannel name > General.ﬁﬂ%jﬁgﬂregﬂlﬁﬁ Allowed VLAN = All EEIE;TEEO ﬂﬂiiﬁéiﬂ
Allowed VLAN = VLANs IDsHTIEFFBAIVLAN |, I 7E 2 23181F update & Apply to Device. IR R B FE L
BE ) %gﬂﬁfz Configuration > Interface > Ethernet > Interface Name > General.ﬂﬂ%f@%ﬂ?gﬂlﬁﬁ
Allowed VLAN = All BRB TR, MREEZ| Allowed VLAN = VLANs IDsHTIEFTEMIVLAN |, I 1E 2 %%

B Update & Apply to Device.

MREEALIHAFEVLAN ID |, tRRGAG R RE T EREMBERAERE,



General Advanced

Interface GigabitEthernet3

Description ‘ (1-200 Characters)
Admin Status up n]

Part Fast dizable v |

Enable Layer 3 Address . DISABLED ]

Switchport Mode | trunk i |

Allowed Vlan o Al ) Vian IDs

Mative Vlan | v |




General Advanced

Interface GigabitEthernet
Description ‘ (1-200 Characters)
Speed | 1000 v
Admin Status | up ‘
Enable Layer 3 Address |. DISABLED |
switchport Mode | trunk -
Allowed Vlan O A @ VlanIDs
Mative Vian | 551 i
S BR3.E MWLAN(SSID)

AT 2R B i{a] EWLCH E& EWLAN,
ERERUTTSE -

1. MEEIWLAN, EfiZE configuration > Wireless > WLANs >+ Add WARIREER BHAK , I TEAT
R

Q Search Menu ltems WIRELESS NETWORKS

+ Add

= Dashboard

Mame e

‘\! Monitoring

TN N T U

2. WAWLANEF , I TFEFR :



Add WLAN x

General Security Advanced
Profile Name™ | Dinamyc-VLAN Radio Palicy | All v |
ESID* | Dinamyc-VLAN Broadcast SSID
LAN ID* | 6
Btatus

El Apply to Device

3. B ZE security EEWIBEBMMENZ S %, EMHIF , WPA2 + 802.1x ( MEFTR )

Ak WLAN

I - Ly P& =T} 5 = _ Pr—
i D - w
Protected Marsgerren Frams Rmparnocapton Timecad m
;!...lr -l L
WIPA Peramebers
T, -

) Cance = Seve & ADphy io Denos




Add WLAN x

PMF

WPA Policy

WPAZ Policy

WPA Parameters

WPAZ2 Encryption

Auth Key Mgmt

' Cancel

Disabled

v

AES{CCMP28)
COMP256
GCMP128
GCMP256

B02.1x

v

| Save & Apply to Device

ﬁ Security > AAA Eﬁ , ?ﬁ¢l§§ﬁ5§§3qﬂﬁﬁﬁg%ﬁ5ﬁ%ﬁ5f Configure the WLC with the Details of the
Authentication Server —ﬁﬁ ) ZZU-F)EEH_‘ .

Add WLAN x

General

Layer2 Layer3 | AAA

Security

Advanced

Authentication List

| ISE-SERVER]

v ||®

Local EAP Authentication

SBR4ERRKEBESE

UTREAFRAMAMEWLCHRERAREE.

AIERATER

1. gﬂﬁ.fz Configuration > Tags & Profiles > Policy Profile ﬁﬂlﬁ,

O

=l Apply to Device

7y default-policy-profile RET —EFER



, NEFIR :

Dashboard

<) Monitoring

.. Configuration

Administration

General Access Policies

& Configuring in enabled state will result in loss of connectivity for clients associated with this profile,

Falicy Profile

o)

Podicy Profile Nama

.....

| el =goboy= cromie

1

MName* default-policy-profile
Description default policy profile
Status ENABLED . |

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default 5GT

. € Access Policies EBIEEERET FInERRBEN FERILWLANKE ZEZAIVLAN , (T E

R

. DISABLED

. DISABLED

2-65519

Lascnplon

difauit policy profile

Edit Policy Profile

Q0S and AVC

Maobility Advanced

WLAN Switching Policy

Central Switching
Central Authentication
Central DHCP

Central Association Emable

N N N K

Flex NAT/PAT




Edit Policy Profile
General | Access Policies | Q0S5 and AVC Mobility Advanced

WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL v
RADIUS Profiling IPvE ACL ¥
DHCP TLV Caching

URL Filters
Local Subscriber Policy Name v

Pre Auth -
VLAN

Past Auth v
VLAN/MNVLAN Group VLAMNZEDZ ¥

Multicast VLAN

BHEE : EIRMEARHIH , RADIUSTARSBENERREENRERIBEEEEFRIERITE
VLAN , BRI EREEPEEAVLANT LA Z BAVLAN , RADIUSIIRES S B = th ¥R
#4818 B WLANM i F & 2 Bl 2IRADIUS ] R 88 R user Tunnel-Group-Private-ID#f i H15 E #Y
VLAN,

3. & Advance EHE , FXA Allow AAA Override EREX G R , LATERADIUS A AR 25 25 [E 48 f85 F & U BUAE IE
BHVLANLEFIENBHREEWLCHRE , M TEMT :



Edit Policy Profile b

General Access Policies Q0S5 and AVC Mobility Advanced .

WLAN Timeout Fabric Profile v

Session Timeaout (sec) 1800 Umbredla Mot Configured v
Parameter Map

ldle Timeout (sac) 300 mMDMS Service detfault-mdns-senici »
Policy

Idle Threshald (bytes) W]
WLAN Flex Policy

Client Exclusion Timeout (sec) | &0
V0LAN Central Switching

DHCP
Split MAC ACL ¥

[Pvd DHCP Required o
Air Time Faimess Policies
DHCP Server IP Addross

2.4 GHz Policy v

5 GHz Policy v

AAA Policy

Allow AdA Override v

MAC State

Policy Mame defaislt-aaa-poEcy x! »

i

| o Ccancel | &5 Update & Apply to Device

5. B RN AR

LT SERBRAIAEWLCH R E R AUER.
EIEMATHER

1. B E configuration > Tags & Profiles > Tags > Policy WEEZRFIE—@E , M TEMT :

Manage Tags

shboard

1 Monitoring

'\ Configuration

Dascription

T Administration
detaut-poicy-tag default polcy-1g

' Troubleshooting 1 0o



2. [0 KGR A8 A BIEE ~Add , LWTEFTR
Add Policy Tag

Name™ Dynamic-VLAN ‘

Description Enter Description ‘

Vv  WLAN-POLICY Maps: 0

WLAN Profile Y Policy Profile Y

0 1o.|-_.

3. BENWLANE BEREGZFFMENRBEEER , W TERR
Add Policy Tag

Name™ Dynamic-VLAN

Description Enter Description

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile Y Policy Profile

Map WLAN and Policy

Policy Profile* default-policy-profil |

WLAN Profile* | Dinamyc-VLAN v




Add Policy Tag x

Name* Dynamic-VLAN

Description Enter Description

Vv WLAN-POLICY Maps: 1

+ Add

WLAN Profile ~ Policy Profile v
O Dinamyc-VLAN default-policy-profile
1 10 »

RLAN-POLICY Maps: 0

[ ) Cancel | = Apply to Device |

S B6.BAPY BRI

AT SERBRAMMEWLCHRE R AURR.
AIERATER

1. gﬂﬁ.g Configuration > Wireless > Access Points > AP Name > General Tags ﬂtﬁﬁﬂ*ﬁﬁﬁﬂg%mﬁ%ﬁ ) %?ﬁ
1Z3E update & Apply to Device T T~ BIFF7R :



Edit AP »

General Interfaces High Availability Inventory ICap Advanced .
——
General Version
AP Name* AP2802I-B-K9 Primary Software Version 16.12.4.31
Location™ default location Predownloaded Status MIA
) Predownloaded Version NfA
Base Radio MAC 1003.d677.a8c0
Mext Retry Time MIA
Ethernet MAC 084f.a%a2 Bed4d :
. Boot Version 1.1.2.4
Admin Status
105 Version 16.12.4.31
AP Mode Local v
Mini 105 Version 0.0.0.0
QOperation Status Registered
. : IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPvd
LED Brightness 8 v DHCP IPv4 Address 10.10.102.101
Level
Static IP (IPv4/IPvE) O

CleanAir NSI Key

Time Statistics

Tags

, Up Time OdaysOhrs 4
Palicy Dynamic-VLAN \ mins 52 secs
Site default-site-tag v Controller Association Latency 1 min 36 secs

| [=] Update & Apply to Device

AE  FER  EAPLHRBERBLEFTUR , ©2EREWLCHIBIBIIELRE X,

B

ERASHRE , BEEENERRE EEER.

R EWindows 10MAMFERGRER , ERTIEMACHESBIERR , WAHRIISEL
VLAN®Y £ & B 7o

£ E—RERpls | FBEZjonathga-102B 2 B A RADIUSHE BRES R I8 ERIVLAN102, L& HIEH I
FHEBBRBUERR , WHRADIUSH IRET IS4 VLAN:

ERBER  CREHIENEAERETRIFEENRADIUSEM S EEEERNVLAN, TTRHUT
HERENT SERULIER -

1. %E%ﬂ%ﬁGUﬁgﬂﬁi Monitoring > Wireless > Clients > Select the client MAC address > General > Security



Information NS S VLANLL , M TNEFFR :

oring ™ » Wireless~ > Clients

Clients Sleeping Clients Excluded Clients

Total Client(s) in the Network: 1

Number of Client(s) selected: 0

O  Client MAC Address -~  IPv4 Address IPv6 Address

O b88a.6010.3c60 & 10.0a02327

1 10 w

AR E F
VLAN102,

fe80::d8a2:dc93:3758:€

, WA LAE B & i 2 IR BRRADIUS R R 88 L &
BB LATECLIFR{E  show wireless client summary detail 2 EFTRERIEREEF

Client
360 View QOS Statistics ATF Statistics
AP Properties I Security Information

Client Properties

IIF 1D 0x30000008
Authorized TRUE

Common Session 1D 33020A0A0000003
Acct Session ID 0x00000000

Auth Method Status List

Method Dot1x

SM State AUTHENTICATED

IDLE
0x000001 (OUI)

SM Bend State
Protocol Map

Local Policies

Service Template wilan_svec_default-f

Absolute Timer 1800
Server Policies

VLAM 102
Resultant Policies

VLAM Mame VLANO102

VLAN 102

5 E B RADIUS B 18RS

In(2.4) 1

2. A AR Radioactive traces AFEFRRADIUSE 14 5% ThE i 2 IJWLCo ALt BHITUATISER fﬁ
2 HIZEGUIEMLZE Troubleshooting > Radioactive Trace > +Add. il AR E FimAIMacitz i, 1E1E
Start. ﬂ%ﬁﬁﬁ %m‘ ﬁ IJWLANo gﬂﬁi Stop > Generate > Choose 10 minutes > Apply to Device > Select

the trace file to download the log.

1B 20 B 36 B ey H AT AR AR Zh B EIRADIUS B 14

2021/03/21 22:22:45.236 {wncd_x_RO0-0}{1}:
1812/60 10.10.1.24:0, Access-Accept, len 352
2021/03/21 22:22:45.236 {wncd_x_RO0-0}{1}:
58 fa da Oa c¢7 55 - 53 55 7d 43 97 5a 8b 17
2021/03/21 22:22:45.236 {wncd_x_RO-0}{1}:
[1] 13 "jonathga-102"

[radius]

[radius]

[radius]

[25253]: (info): RADIUS: Received from id
[25253]: (info): RADIUS: authenticator e5 5e
[25253]: (info): RADIUS: User-Name



2021/03/21 22:22:
[24] 40 Ce
2021/03/21 22:22:
[25] 54 Ce
2021/03/21 22:22:
2021/03/21 22:22:45.236
[64] 6 VLAN
2021/03/21 22:22:45.236
2021/03/21 22:22:45.236
[65] 6 ALL_802
2021/03/21 22:22:45.
[79] 6 ..
2021/03/21 22:22:45.236
Authenticator[80] 18
2021/03/21 22:22:45.236
2021/03/21 22:22:45.236
Group-Id[81] 6 "io2©
2021/03/21 22:22:45.
[102] 67 *
2021/03/21 22:22:
[16] 52 *
2021/03/21 22:22:
[17] 52 %
2021/03/21 22:22:45.
PEAP on handle 0x0C000008

45.236

45.236

45.236

[6]
236

45.

45.

name:

2021/03/21
: username 0 "jonathga-102"
2021/03/21 22:22:46.700 {wncd_x_R0O-0}{1}:

class

{wncd_x_R0-03}{1}:
{wncd_x_R0-03}{1}:

{wncd_x_R0-03}{1}:
{wncd_x RO-0}{1}:

{wncd_x_R0-03}{1}:
{wncd_x RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x RO-0}{1}:

236 {wncd_x_R0-0}{1}:
237 {wncd_x_R0-0}{1}:
237 {wncd_x_R0-0}{1}:

238 {wncd_x_R0-0}{1}:

22:22:46.700 {wncd_x_RO0-0}{1}:

[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[13]

[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[radius] [25253]:
[eap-auth] [25253]:

[aaa-attr-inf]

1

[aaa-attr-inf]

[25253]:

(info) : RADIUS:
(info) : RADIUS:
(info): 01:
(info) : RADIUS:
(info): 01:
(info) : RADIUS:
(info) : RADIUS:
(info) : RADIUS:
(info): 01:
(info) : RADIUS:
(info) : RADIUS:
(info) : RADIUS:
(info) : RADIUS:
(info) :
(info) :
(info) :

[25253]:

45 32 32 31 36 42 3a 49 53 45 2d 32 2f 33 39 33 33 36 36 38 37 32

2021/03/21 22:22:46.700 {wncd_x RO-0}{1}:

: tunnel-type 1 13 [vlan] ]

2021/03/21 22:22:46.700 {wncd_x RO-0}{1}:

tunnel-medium-type 1 6 [ALL_802] ]

2021/03/21 22:22:46.700 {wncd_x RO-0}{1}:

:tunnel-private-group-id 1 102" ]

2021/03/21 22:22:46.700 {wncd_x_R0-0}{1}:

timeout 0 1800 (0x708) 1]

2021/03/21 22:22:46.700 {wncd_x_R0-0}{1}:

[0000.0000.0000:unknown] AAA override is

RER: AR

[aaa-attr-inf]

[aaa-attr-inf]

[aaa-attr-inf]

[aaa-attr-inf]

[25253]:

[25253]:

[25253]:

[25253]:

[auth-mgr-feat_wireless]

State

Class

Tunnel -Type

Tunnel-Medium-Type

EAP-Message

Message-

Tunnel-Private-

EAP-Key-Name

MS-MPPE-Send-Key

MS-MPPE-Recv-Key

SUCCESS for EAP method

[ Applied attribute

[ Applied attribute
0 43 41 43 53 3a 33 33 30 32 30 41 30 41 30 30 30 30 30 30 33 35 35 36

2f 31 31 32 36 34 30 ]

(info): [ Applied attribute
(info): [ Applied attribute :
(info): [ Applied attribute
(info): [ Applied attribute
[25253]1: (info):

enabled under policy profile
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