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Aut henti cation Servers

I dx Server Address Por t State Tout

1 10.1.1.12 49 Enabl ed 2
Aut hori zation Servers

I dx Server Address Por t State Tout

1 10.1.1.12 49 Enabl ed 2
Accounting Servers

I dx Server Address Por t State Tout

1 10.1.1.12 49 Enabl ed 2
. show tacacs auth stats — BI’RTACACS+EE [ REFAETTEA.

(G sco Controller) >show tacacs auth statistics
Aut henti cation Servers:

Server IndeX. . ... e 1

Server AdAreSS...ccceeeeeccccsccsssccccsscsssscacccs 10.1.1.12

Msg Round Trip Time. ... ... 0 (1/100 second)
First Requests. . ... ... 7

Retry RequestsS. .. ... ... . 3



Accept Responses. .......... ... 3

Reject Responses. ... ....... ... ... 0
Error ReSpONSesS. .. ... ... ... 0
Restart ReSpONSes. ......... ..., 0
Fol | ow Responses. . ........ ... 0
GetData ResSpoNnsSes. ...t 0
Encrypt no secret Responses...................... 0
Chal l enge Responses. . ........... .y 0
Mal formed MBOS. .. ..ot 0
Bad Authenticator MsgS.......... ... . ... 0
Timeout Requests........ ... .. ... 12
Unknowntype MsgS. . ...t 0
O her DropS. ...t 0
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Aut hori zati on Servers:

Server Index. . ... ... 1

Server AdQreSS....ccceeeeeccccccccscscscssccccccccns 10.1.1.12
Msg Round Trip Time. ... ..o 0 (1/100 second)
First Requests. . ... ... 3

Retry Requests. .. ... ... ... 3
Received ReSPONSES. . . ..ot 3
Authorization SUCCESS. .. ...t 3
Authorization Failure........... ... ... ... ...... 0

Chal l enge ReSPONSEeS. . ...t i it 0

Mal formed MBOS. .. ..ot 0

Bad Athrenticator Msgs.......... .. ... 0

Timeout ReqUESES. ... ...t 0
Unknowntype MsgS. ..ottt 0

QL her DroOPS. . ottt 0

. show tacacs acct stats — B@;RTACACS+ECIE A BRES T EHo

(Cisco Controller) >show tacacs acct statistics
Accounting Servers:

Server IndeX. . ... 1

Server AdAreSS....ccceeeeececcccccscccccsccccccces 10.1.1.12
Msg Round Trip Time...... ... 0 (1/100 second)
First Requests. . ... ... i 133

Retry Requests. ..... ... ... 0
Accounting ReSpONSE. .. ... ..t 0
Accounting Request Success....................... 0
Accounting Request Failure....................... 0

Mal formed MsgS. . ..o 0

Bad Authenticator Msgs............ . ... .. 0

Timeout ReqUESES. . ... ...t 399
Unknowntype MsgS. ...ttt 0

A her DropS. . ..o 0
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5. Bt Advanced TACACS+IhEE.
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TACACS+ e

User LU u
| Setup

Configarati

mmﬂuu P Custom attrbutes

e Tace roleld=Superiizeca g
D-Imrmnm caskO=Uaera and Groupa
caskl=Audic Trails
Iﬂ|gﬂ_,:"“"“ taskZ=TACACS+ Servers
taskiI=RADIUS Secvers =|
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gty P Reces Cisco 108/PIX 6.% RADIUS Attributes
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FEWLC Hrole1=ALLFAE
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(Cisco Controller) >debug aaa tacacs enable

(Cisco Controller) >Wd Feb 28 17:36:37 2007: Forwardi ng request to 10.1.1.12 port=49
Wed Feb 28 17:36:37 2007: tplus response: type=1 seq_no=2 session_i d=5eaa857e

| engt h=16 encrypt ed=0

Wed Feb 28 17:36:37 2007: TPLUS_AUTHEN STATUS_GETPASS

Wed Feb 28 17:36:37 2007: auth_cont get_pass reply: pkt_Ilength=22



Wed Feb 28 17:36:37 2007
Wed Feb 28 17:36:37 2007

| engt h=6 encrypt ed=0

Wed Feb 28
Wed Feb 28
Wed Feb 28
Wed Feb 28
Wed Feb 28

RWLCHEZHEA®

17: 36: 37
17: 36: 37
17: 36: 37
17:36:37
17: 36: 37

2007:
2007:
2007:
2007:
2007:

processTpl usAut hResponse: Conti nue auth transaction
t pl us response: type=1 seq_no=4 session_i d=5eaa857e

t pl us_make_aut hor _request() from tplus_aut hen_passed returns rc=0
Forwar di ng request to 10.1.1.12 port=49

aut hor response body: status=1 arg_cnt=1 nsg_| en=0 data_I| en=0
arg[0] = [9][rolel=ALL]

User has the following ngntRole fffffff8

(Cisco Controller) >debug aaa tacacs enable

Wed Feb 28 17:59: 33
Wed Feb 28 17:59: 34
sessi on_i d=b561ad88
Wed Feb 28 17:59: 34
Wed Feb 28 17:59: 34
Wed Feb 28 17:59: 34
Wed Feb 28 17:59: 34

| engt h=6 encrypt ed=0

Wed

Feb

returns

Wed
Wed
Wed
Wed
Wed
Wed

Wed
#f*tw

Feb
Feb
Feb
Feb
Feb
Feb
Feb

2007:
2007:

Forwar di ng request to 10.1.1.12 port=49
t pl us response: type=1 seq_no=2

| engt h=16 encrypt ed=0

2007:
2007:
2007:
2007:

28 17:59: 34 2007

rc=

28
28
28
28
28
28
28

0

17:59: 34
17:59: 34
17:59:34
17:59:34
17:59:34
17:59:34
17:59: 34

2007:
2007:
2007:
2007:
2007:
2007:
2007:

LCRAB R E RN

(Cisco Controller) >debug

Wed Feb 28 17:53:04 2007:
Wed Feb 28 17:53:04 2007:
| engt h=16 encrypt ed=0

Wed Feb 28 17:53:04 2007:
Wed Feb 28 17:53:04 2007:
Wed Feb 28 17:53:04 2007:
Wed Feb 28 17:53:04 2007:

| engt h=6 encrypt ed=0

Ved

Feb

returns

Wed
Wed
Wed
Wed

Feb
Feb
Feb
Feb

28 17:53: 04 2007

rc=

0

28 17:53:04 2007
28 17:53:04 2007
28 17:53:04 2007:User has the following mgmtRole 0
28 17:53:04 2007:

HHE A

. B AR WebER R CiscofEARLANIE 4138 (WLC)FCisco ACS 5.x(TACACS+)#H A& i 5
- BRIEETACACS+

TPLUS_AUTHEN_STATUS_GETPASS

aut h_cont get_pass reply: pkt_| engt h=22
processTpl usAut hResponse: Conti nue auth transaction
t pl us response: type=1 seq_no=4 session_i d=b561ad88

t pl us_make_aut hor _request() from tplus_aut hen_passed

Forwar di ng request to 10.1.1.12 port=49
aut hor response body: status=1 arg_cnt=4 nsg_| en=0 data_| en=0

arg[0] = [11l] [rolel=WLAN]
arg[l] = [16] [role2=CONTROLLER]
arg[2] = [14] [role3=SECURITY]
arg[3] = [14] [role4=COMMANDS]

User has the follow ng nmgnt Rol e 150

aaa tacacs enable

Forwar di ng request to 10.1.1.12 port=49
tpl us response: type=1 seq_no=2 session_i d=89c553al

TPLUS_AUTHEN_STATUS_GETPASS

aut h_cont get_pass reply: pkt_| engt h=22
processTpl usAut hResponse: Conti nue auth transaction
tpl us response: type=1 seq_no=4 session_i d=89c553al

t pl us_make_aut hor _request() from tplus_aut hen_passed

Forwar di ng request to 10.1.1.12 port=49
aut hor response body: status=16 arg_cnt=0 nsg_|l en=0 data_Il en=0

Tplus authorization for tac failed status=16

. AEACS 5.1 R A EEENIEEE A ERBTACACSEHREBNZME
. TACACS+ 1 RADIUS &
- BB X ¥ - Cisco Systems
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