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VLAN ACLERZE HWACL , il AREZHIEHZVLANNE FimiE,

&) LAR i flexconnectiB B BACL |, % 4H 6 FI#E#R — Flexconnectfl> ACLEBR> AAA VLAN-
ACLY B+ FIAAA VLAN-ACLE R Z 4 , N FEAT R,

Wireless FlexConnect Groups > Edit 'Flex_Group'

» Access Points
All APs | General | Local Authentication J Image Upgrade ACL Mapping | Central DHCP | WLAN VLAN mapping ]
« Radios " - E -
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

|RMVLAN-ACL mapping Ii WLAN-ACL mapping L Policies |

» Advanced AAA VLAN ACL Mapping

Hicen Vian 1d 0
» ATF

Ingress ACL | ACL_1 ¥

RE Eveiins Egress ACL | ACL_1 B

FlexConnect Groups Add

FlexConnect ACLs

FlexConnect VLAN

Templates Vian Id Ingress ACL Egress ACL

OEAP ACLs 1 ACL_1 s ACL_1 2 [~}

Network Lists 10 localswitch_acl % localswitch_acl % [~
» 802.11a/n/ac 21 Policy_ ACL % none &

A LR IRAPIR BIEITEL B |, B D EE>FTEAP > APEZ > Flexconnect B , A%BE—T
VLANSRRE 75, £ER , BEEFAFEVLANEBEAPK BIFEWAP | RE T LUIEEAPAR BIVLAN-
ACLEBR | tIEFrRo



MONITOR WLANs CONTROLLER WIRELESS MANAGEMENT  COM

Wireless All APs > AP-3B021 > VLAN Mappings
* Access Points
All APs AP Name AP=-38021
+» Radios
802.11a/n/ac ﬁ:’; Radio 18:80:90:21:e3:40
B02.11bfan
Dual-Band Radios )
Gic Dﬂl {:gnﬂguranﬂn WLAH ‘I-'LAN Mappll‘lg
¢ Advanced Make AP Specific Go
Mesh
WLAN VLAN NAT-
¥ ATF Id S5ID ID PAT Inheritance
RF Profiles 1 cwa 1 no AP-specific
FlexConnect Groups 2 Flex_Local i0 no Group-specifi
FlexConnect ACLs 3 Flex_Test 21 no Group-specifi
FlexConnect VLAN
Tempiates 4 Policyacl 1 no ApP-specific
OEAP ACLs < webauth [ no Group-specifi
MNetwork Lists

P BD2.1l1la/nfac
¥ BOZ.11b/g/n

Centrally switched Wlans

WLAN VLAN
¢ Media Stream Id 5310 1
5 Split acl MN/A

Application Visibility
And Control

AP level VLAN ACL Mapping
Lync Server

Vian Id Ingress ACL Egress ACL
Country 1 ACL_1 s none s
Timers
ACLKA[E

FET LS EACLHEA A M :

- Ingress ( IngressR RBEEREF I )

. B (EEDSHLAN ) |

- MEBEERE,
Hit , MREEEHFEAN M ABRREAERNRE , IUERARASE ; IRECEEHEREE
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. IR EAFlexConnectfAAL EVLAN , Bl& R EFlexConnectfl L Ei B HFEACL.

- IR 7EFlexConnecti MAP LB & T VLAN ( EBAPREERE ) , BIAP ACLEEE %.

- MRAPHEACLEEAE |, BIRERACL,

- MRAP LR FEERAAAREIFVLAN |, BIE Fini ERE A ERLAN(WLAN)EL & I AR
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ERABHRE K BREENEEREEEERE,
1. 582 BARIEA R

EE2RAP L | AT LUfE Ashow flexconnect vian-aclis S B FACLE B EREHIEZIAP, FiEE | &
EALE 'JﬁﬂEIACLH’J EEENCRENTEE,

AP- 3802 #show f | exconnect vl an-ac
Fl exconnect VLAN-ACL nmapping-- ingress vian  ----- Listing ACL's in ingress direction
ACL enabl ed on ingress vlan

vlian_id: 10

ACL rul es:

0: deny true and dst 10.1.1.0 nmask 255.255. 255. 0,

1: deny true and dst 10.1.10.1 mask 255.255. 255. 255,
2: allow true,

t he number of passed packets: 4

t he number of dropped packets: O

Fl exconnect VLAN-ACL nmappi ng-- egress vlan ----- Listing ACL's in egress direction
ACL enabl ed on egress vl an

vian_id: 21

ACL rul es:

0: allow true and dst 10.106. 34. 13 mask 255. 255. 255. 255,
1: allow true and src 10.106. 34. 13 mask 255. 255. 255. 255,
2: deny true,

t he number of passed packets: 1

t he number of dropped packets: 4

2. Cisco I0S® APHY
EAPR R , BB EMES ANBFBACLEE RS EHIAZIAP:

. £ Fshow access-lists#i% , XS EBETEEEAPLERE TATAVLAN ACL:

AP- 3702#sh access-lists

Extended | P access |ist Policy_ACL
10 permt ip any host 10.106.34.13
20 permit ip host 10.106.34.13 any
30 pernmit udp any range 0 65535 any eq boot pc
40 permit udp any eq bootps any range 0 65535
50 deny ip any any

B LAE R EEACLERAEMNTEE , REZACLHFEE LW BRRESTHNG PR



AP- 3702#sh access-lists Policy_ACL
Extended | P access list Policy_ACL
10 permt ip any host 10.106.34.13
20 permit ip host 10.106.34.13 any
30 pernmit udp any range 0 65535 any eq bootpc (6 matches) ------------- Shows the hit count
40 permit udp any eq bootpc any range 0 65535
50 deny ip any any (78 natches)

- BFAVLAN ACLFE A fEgigabit M E £ , HItELABRBACLERA RS LR, REFNEEH
, MRAR

AP- 3702#sh run interface G gabitEthernet0. 10
Bui | di ng configuration...

Current configuration : 219 bytes
|

interface G gabitEthernet0. 10
encapsul ati on dot 1Q 10

i p access-group localswitch_acl in -------- Specifies that |ocal switch_acl has been applied in
ingress direction
i p access-group |local switch_acl out ------- Specifies that |ocal switch_acl has been applied in

egress direction
bri dge-group 6
bri dge-group 6 spanning-di sabl ed
no bridge-group 6 source-|earning

2. Webauth ACL

Webauth ACLF A B B A flexconnect s ## 32 #2 19 Webauth/Webpassthrough Bk # #8 58 BI85 (SSID).
ERAERLRBACL, AFEAERREREEHNEOMEARKRESE. EFEQZKEEAERER
RUNREER , ACLEEIELAEZ £,

Webauth ACLAIIEWLANE#&. APE#KkSiflexconnectiBBiREH . B EMRAPHACLINE LIEF &
= , MWLAN ACLNEXIEFRIK. MRERAFMEE=EH% , AIAPSEELEFEAFlex ACL , R
= WLANSIF M4 EACL,

AP L & Z A 3% E 16{EWeb-Auth ACL,

A] fEflexconnectfB iR BIFER , 558 & EWireless > Flexconnect Groups > Select the group you
want configure > ACL mapping > WLAN-ACL mapping > Web Auth ACL Mapping , %1 BIFf .



MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Wireless FlexConnect Groups > Edit 'Flex_ Group'

+ Access Points

All APs . General | Local Authentication | Image Upgrade | ACL Mapping
» Radios
Sl LIy ac | AAA VLAN-ACL mapping = WLAN-ACL mapping | Policies |
802.11b/g/n St : -

Dual-Band Radios
Global Configuration

¢ Advanced Web Auth ACL Mapping Loc:
i WLAN Id 0 Wi
b ATF
WebAuth ACL | ACL_1 : Lo
FlexConnect Groups
FlexConnect ACLs WLAN Id WLAN Profile Name WebAuth ACL WL
FlexConnect VLAN
Templates [+ webauth webauth_acl = ﬂ 5
OEAP ACLs

ACLTAFEHRAAP#R I |, 55&E ZWireless >All AP's >AP name >FlexconnectE #>External
WebAuthentication ACLs > WLAN ACL , 21 T BIFf o

MONITOR WLANs CONTROLLER WIRELESS SECURITY MA

Wireless All APs > AP-38021 >External WebAuth ACL Mappings
= Access Points
All APs AP Name AP-38021
« Radios
802.11a/n/ac :1’: Radio 18:80:90:21:€3:40

B0Z.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping

¢ Advanced

WLAN Id 0
Mesh

WebAuth ACL | ACL_1 :

¢ ATF
Add

RF Profiles
FlexConnect Groups WLAN
FlexConnect ACLs Id WLAN Profile Name WebAuth ACL
FlexC t VLAN
T:;pf:l;;c 6 webauth webauth_acl &3

ACLTFEFIAWLANE#R , EEEWLAN > WLAN_ID > Layer 3 > WebAuth FlexAcl , 21~ BFfT R



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANs WLANs > Edit "webauth’

- PIANS | Eanml_] Security LQuSJ Pnlﬁcr-llipplnni Advanced
WLANS . i - Teni s L = v Ny

¢ Advanced Layer 2 Layer 3 l AAA Servers |

Layer 3 Security  Web Policy 5
O Authentication
Passthrough
Conditional Web Redirect
Splash Page Web Redirect

On MAC Fllter failure22

Preauthentication ACL IPv4 | None IPvG | None s WebAuth FlexAcl | Policy_ACL H
Sleeping Client Enable
Over-ride Global Config22 Enable

f£Cisco IOS® AP L | AILIREZACLER A EERARIE Fin, M &Eshow controllers dot11radio 0
client ( MREFIHERIAESFE , A1) V@l TR :

AP- 3702#show control | er dot11lradi o0 client

---Clients O AID VLAN Status:S/1/B/ A Age TxQ R(A) Mbde Enc Key Rate Mask Tx Rx

BVI Split-ACL dient-ACL WebAuth-ACL L2- ACL

€850. 8b64. 4f 45 1 4 30 40064 000 OFE 299 0-0 (0) 13BO 200 0-10 1EFFFFFFO0000000000 O020F
030 - - - webauth_acl S Specifies the nane of the ACL that was applied

3. WebSRHACL

WebPolicy ACLARERHRWebEFE M., BHEFE R EEWebE#TE [@F H mWebauthZE 41,
{# FFlex ACLEYWebPolicy WLANE REREER :

1. Flexconnectff

FlexConnectil FEVFT EAPE W E S B EMACL, B ILETEE , EfiF/Wireless-
Flexconnect Groups > Select the group you want configure > ACL mapping > Policies , A& #T18

REEACLM A , ITEAR :



MANAGEMENT COMMANDS

MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless FlexConnect Groups > Edit 'Flex Group'
* Access Points
:u;_ms | General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCI
= Radios :
BO2.11a/n/ac
802.11b/a/n ~ AAA VLAN-ACL mapping = WLAN-ACL mapping = Policies

Dual-Band Radios
Global Configuration

¢ Advanced Policies

Mesh Policy ACL | ACL_1 B
¢ ATF Add
RF Profiles

FlexConnect Groups Policy Access Control Lists
FlexConnect ACLs I

FlexConnect VLAN SONCYARE =
Templates

2B ERAP

TREENAPEWRZEIACL , BEFRSEEHMAP, BRI LUEEMINEESFTEAP > APEBE>EETE
=

FlexconnectE #&>4 E8WebBA®EACL > BE | 1T BFF R,



MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless All APs > AP-3802I >External WebAuth ACL Mappings
» Access Points
All APs AP Name AP=-38021
= Hadios i
802.11a/n/ac afg Radio 18:80:90:21:e3:40

B02.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping

¢ Advanced

WLAN Id 0
Mesh
WebAuth ACL | ACL_1 =
¢ ATF
Add
RF Profiles
FlexConnect Groups WLAN Id WLAN Profile Name WebAuth ACL
FlexConnect ACLs
FlexConnect VLAN
Templates Policies
OEAP ACLs
Network Lists Policy ACL | ACL_1 *
¢ BO2.11la/nfac Aed

¢ 802.11b/g/n Policy Access Control Lists

* Media Stream ACL_1 |

RINHEITL2ERE & |, Bradiusfal R8s Eredirect-acl AVELH R EIXACLE B |, LEBEEEERZ
APEHIERAER,. EEFPHEARUNMRER MEFZFRAENEARLRR  WEAPSEILLE
FACL,

—{BEAP L& Z T LAEL B 32/8WebPolicy ACL., 16{EAP4E , 16{8FlexConnectiH4FE.

4.5 BliEEACL

ERsEFHREFTETRIBAMEXE , IFOBEACLESERRIMRSSID—EER, 7EIRREIEE
s Office Extend Access Point(OEAP)ZXER —EIZE/NEE , 0 ZIPREACLHRF S HESSID LW
EFim#E , e UEZERERPNEE ( DRE., BRLANE LN EREKIEASSID LI
BIREEE ) BA.

& 7] LR B flexconnectfB #k Bl &l B 4 ZI3@EACL , Efii EWireless-Flexconnect Groups > Select
the group you want configure > ACL mapping > WLAN-ACL mapping > Local Split ACL
Mapping , 21T~ BT~



MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURITY

MANAGEMENT COMMANDS HELP FEEDRACK

Wireless FlexConnect Groups > Edit "Flax_Group’
= Access Points ) e ) WL B S S e = = Bee—
:ii:-’i | 0-11| Local Authentication | lnlpllnmdl| ACL Mapping | Central DHCP | WLAN VLAN mapping [ WLAN AVC map
= RBdiEs
802.11a/Wa¢ = = Al
B2 T AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies

Dual-Band Rades
Glabal Configuration

b Advanced Web Auth ACL Mapping Local Split ACL Mapping
S WLANE D WLAN I o
F ATF
Wehuth ACL | ACL_1 : Local Spi ACL | ACL_1
RF FIﬂﬂ'H Add Add
FlexConnect Groups
FlexConnect AlLs WLANId  WLAN Profile Nameo WaebAuth ACL LAN Id WLAN Profile Name LocaiSplit ACL
FlexConnect VAN
Templazes & webauth webauth_ad 0 Split acl ACL_1 -
QEAP ACLs

WA LAUBIBAPR BB B &1 , EfiE|Wireless > All AP's > AP name > FlexconnectE #>Local
Split ACL , fA# #Ti8flexconnect ACLIVZ# , I~ BIFFR.

MONITOR WLANs CONTROLLER WIRELESS SECURITY M

Wireless All APs > AP-38021 > Local Split ACL Mappings

= Access Points

All APs AP Name AP-38021
« Radios i
802.11a/n/ac Base Radio

MAC 18:80:90:21:23:40
802.11b/g/m

Dual-Band Radios
Global Configuration WLAN ACL Mapping
¢ Advanced

WLAN Id 0
Mesh
Local-Split ACL | ACL_1 =
b ATF
Add
RF Profiles
FlexConnect Groups WLAN
FlexConnect ACLs Id WLAN Profile Name Local-Split ACL
FlexConnect VLAN - =
Templates 5 Split acl ACL 1 B H

PEEBACLEEE A ERAR/ EBRE, BIFEEB/ EEREREFlexConnect ACLITE |, th &g
RIETRRH,
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