{EFASNMP v2FIv3lPrime B @S i E TR S 3%
A (5760/3850/3650) & X2 it (B 7R 451

B &

B

PDEBRYG

oK

BHA T4

FLE (PrimeE B8 #E2.2% ERARA )
R8s FBISNMP v2£H BE

GUI

CLI

R#ags FBISNMP v3#ERE

CLI

PrimeE 2L

SNMP v2

SNMP v3

BLi& ( Prime Infrastructure 3. xR E S RA )
X #u2s FHISNMPAERE(Denali 16.x)

GUI

X2 EHIGUI SNMP v24B8E(Denali 16.x)
R FRICLI SNMP v2EE & (Denali 16.x)
X2 EHIGUI SNMP v34#B8E(Denali 16.x)
R FRYCLI SNMP v3ELE (Denali 16.x)
PrimeE 2L

SNMP v2

SNMP v3

B

R Es FHISNMP v24#HEE(Cisco I0S-XE)
R EEISNMP v3#H 88 (Cisco 10S-XE)
PrimeE 2848 ( 2.2 B{EARZS )

R #aEe FAYSNMP v2£#HEE(Denali 16.x)

X #a88 FAISNMP v34EEE(Denali 16.x)
PrimeE /218

SRS HEAR

REBLSEA

#Prime Infrastructure

s

2K 37 SR A0 165 F 1 5 4B 2K 1 BB A 195 2 (SNIMP)V2 IV 348 38 & 12 BN (5760/3850/3650) #7 18 5
Prime &/ %248,




A ERHF
ER
BRREEHAR T

. Bh & 1E A (5760/3850/3650)Cisco I0SCR A 3.3 x & B & My A sk Denali 16.x
- PrimeE R B 4<2.05 5 & iR 4~

BRA T
AXHFAERATRASE RN ERIRA,

ANHHNEARBBEBEERETRFANKEMEL. XHEAINAMBERELRERER (HK
) BVHERERRED . MRIEHVEREEER | FRACEERBEMNET ARERNTE,

BB ( PrimeE#RHE2.2 5 FIKRA )
R MER EHISNMP v2{a K8

GUI

iZ$#EConfiguration > Controller > Management > SNMP > Communities > New,



~antroller SNMIP w1/ v2c Community

v Management ' Commurity Name
* Protocol Management Mo data available

B General
B SNMP V3 Users
B SNMP Host
® HTTR-HTTPS
* Techrical Support
¥ System Resouwrces Inforrnation
u  Controler orash
B CoreDump
¥ AP crash
* pobiity Management
& Mobiity Global Config
@ Mobiity Peer
B Switch Peer Group
F mbiNS

b Intermnal DHOP Server

* Protocol Management pccess Mode | ReadjWite] v
¥ SMNMP

B General
B COmmunitess
B SHMP V3 Lksers
B SNMP Host
g HTTPHTTPS
* Techrcal Support
B System Resources Inforration
u Controller crash
o CoreDumo
B AP crash
* Mobiity Managenent
=g Mobiity Global Config
g Mobiity Pesr
g Switch Peer Group
* DS

CLI



BALTHT :

conf t

snmp-server community V2Community RW

8 FHISNMP v34E KB
CLI

WATEHS

conf t

snmp-server group V3Group v3 auth read V3Read write V3Write

snmp-server user V3User V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.234.170 version 3 auth V3User

snmp-server enable traps

PrimeEE4218
FsE : FFH "4aiEH L BR.

1ZE £ Operate > Device Work Center > Add Device,

sifaenlis Eﬁﬂﬂpﬁmn
CISCO rastructure 2% Home Design ¥ Deploy * Cpetate * Bepoet ¥ Adminstration ¥ Workfipws *

Device Work Center ’i:
DA Growg Dot o > ALL
ALl
F=]
w .:'. - &i ..HJ &b
& A . B, Groups & Shes » 0 AddDevice b Bubc Import [ Euepeoet Dervice
o () Device Name o Rexhabity | 1P Addvess/DNS Device Type
P B Ske Groups P p—pre
B user Defined B :
[
4 B

SNMP v2



il

Add Device
» LGeneral Parameters *

® 1P Address
) DMS Mame

w SNMP Parameters
Wersion
* Retries
* Timeout
* Comrunity

* Confirmn Cornrmunity

w Telnet/SSH Parameters
Pratocol
* Timeout
Lsernanme
Passwiord
Confirm Password
Enable Password

Confirm Enable Passwiord

SNMP v3

10.201.236.136

VT

2

10

.

:

Telhet

a0

Cisco

& | [® | [® | [* |

(secs)

Toeal

(secs)

-

| Cancel |

4



Add Device
» LGeneral Parameters *

® 1P Address
) DMS Mame

w SNMIP Parameters
Wersion
* Retries
* Timneout
LIsernarne
Auth, Type
Auth, Password
Privacy Type

Privacy Passwiord

w Telhet/SSH Parameters
Pratocol
* Timneout
LIsernarne

Password

10.201.236.136

¥

2

10

(secs)

Wallser

HMAC-5HA

CFB-AES-128

-

Telhet

a0

(secs)

Cisco

| Cancel |

FsE ; 2R K# A Telnet/Secure Shell5| € , Prime Infrastructurei§ & R 3TN &EF 5,

BB ( Prime Infrastructure 3.xRE B )

3 #LER £ AYSNMP#HRE(Denali 16.x)

GUI

iZ#EGeneral Settings > Management > SNMP,

BASNMP,



Welcome cisco

e abialie - Goco Catak Switch e 0 -y
CISCO  penaitsiz
Monitoring Apply
E NMP
Configure
General Communities SNMP V3 Users SNMP Host
Services
General Settings sNMP status  Enable (I pisable
Commands System Location Richardson
DHCP Scopes System Contact Boss
Liszrae SNMP Global Trap ~ Enable ((JJJ) Disable

Logs SNMP Logging  Disabled
Management

HTTP/HTTPS
NTP

System

UserAdministration

288 EBIGUI SNMP v2#8 %8 (Denali 16.x)

welcome cisco

e alialie ciseo cat3k Switch e e O =
CISCO  penaliter2
Monitoring Apply
. [SNMP
Configure
General Communities SNMP V3 Users SNMP Host
Services
Community Name v | Access Mode v
. $ O ]
€a rite v
Commands
D Read Only .
DHCP Scopes . "
v |ite e e
License
Logs

Management

NTP

R EAICLI SNMP v2iE & (Denali 16.x)
BMALTGS :

conf t

snmp-server community V2Community RW

3188 FBIGUI SNMP v3#ERE(Denali 16.X)




Welcome cisco

e .Icllls.lcloh Cisco Cat3k Switch 22K:) [m]EN
Denali 16.1.2
(<) Monitoring Apply
- SNMP
t4| Configure
General Communities SNMP V3 Users SNMP Host
1 Services -
User Name ~ | Group ~ | Auth. Protocol ~  Auth.Password ~  Priv. Protocol ~ | Priv. Password v
General Settings ] v3User V3Group SHA e AES12B. e
Commands
1 0 v o

DH(

Logs

HTTP/HTTPS

SNMP

L ERICLI SNMP v3EE i (Denali 16.x)

BMALTGS

conf t

snmp-server user V3user V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.236.107 version 3 auth V3user

snmp-server enable traps

PrimeE 4218

SNMP v2

* SNMP Parameters

* General v Version | v2c

* SNMP Retries | 2
v

* SNMP Timeout \ 10

* SNMP Port | 161
Telnet’'SSH v/
* Read Community | ,.........

HTTP/HTTPS * Confirm Read Community | ..........

Write Community | ..........

Civic Location Confirm Write Community | ,.........

m ‘ Verify Credentials ‘ ‘ Cancel ‘




SNMP v3

* SNMP Parameters

* General v Version | v3

* SNMP Retries [ 2

v
* SNMP Timeout [ 10

*SNMP Port | 161
TelnetSSH v/
*Username vaUser

HTTPIHTTPS Mode | AuthPriv

Auth. Type HMAC-SHA

Civic Location Auth. Password

Privacy Type

Privacy Password

Update & Sync ‘ Verify Credentials ‘ Cancel

B

ERABHRE K BREENEEREEEERE,

Cisco CLI Analyzer ( EMEGFMEFFER ) TEHEL show #§H. FA Cisco CLI Analyzer 143
show KNS,

33488 F FISNMP v248%8(Cisco 10S-XE)

WALTEHS

5760- 79b#show snmp community

Community nane: V2Conmunity

Community I ndex: V2Conmunity

Comunity SecurityNane: V2Conmunity
storage-type: nonvol atile active

3388  FISNMP v34ERE(Cisco I0S-XE)

BALTGS

5760- 79b#show snmp user

User nane: V3User

Engi ne I D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cation Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

5760- 79b#show snmp group
groupnane: V3G oup security nodel :v3 auth


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do

cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite

notifyview <no notifyview specified>
row status: active

FeE : BB RIEEZRID CSCu052406H 5 MY — B HIRARE |, TS EA LB ESNMP v3iF

, CLIEERGUI,

PrimeEBR48 ( 2.2 E{EKRZE )

sl Cizod Prima
cisco  bilrastricii

Deeyice Work Cenkber

Ciesar e Grmp P ALL

ALl

i Home  Design ¥ Depoy T Operata T

Repxt ¥ adnstation v Wokdows T

H Diwcorvary §F Configunation Srdhrem -": soltrars Image Managars

rE-Rda e
.bh.l Gy mmane ko Eer = @ fcdd Devics G Dol Dnpeet 7" P Darocw
* B Devioe Prae Dhevice Mame - Fmar oty F ddchesTHS Crervice Tae Bmin Shahe: Irreervtory Codection St
v By e Groaga E 164 I W rriat
B Ueer Deliresd B iaraged rrpisbard
-]
-]
-]
AT EASNMP v2#H K8 (Denali 16.x)
BALTHS :
pol ari s- 3850#show snmp community
Community name: v2community
Comunity Index: v2conmmunity
Community SecurityNane: v2conmmunity
storage-type: nonvolatile active
3RS _F BSNMP v3#ERE(Denali 16.x)
BANTHS :
pol ari s- 3850#show snmp user
User nane: v3user
Engi ne 1 D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cati on Protocol: SHA
Privacy Protocol: AES128
G oup- nane: V3G oup
pol ari s- 3850#show snmp group
groupnane: V3G oup security nodel:v3 auth
cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite

notifyview <no notifyview specified>
row status: active


https://tools.cisco.com/bugsearch/bug/CSCuo52406

PrimeE 4218

© vy Prime Infrastructure O, ~ AQ:2 root- ROOT-DOMAIN ¥

A | Configuration / Network / Network Devices

Device Groups
Device Groups P

All Devices Selected 0/ Total 2
=0r +v Admin State ¥ Groups & Sites ¥ Show | Quick Filter v
Reachab... Admin Status Device Name A IP Address DNS Name Device Type Last Inventory Collect... Last Success
AAll Devices
v Device Type
» Unified AP Managed AirMario 10.201.236.100 10.201.236.100 Cisco 2504 Wireless ...  Completed June 10, 2016
» Wireless Controller Un-Managed 10.201.234.36 10.201.234.36 Synchronizing

» Location

User Defined

REREDERR
AR 0 T R AR RS 17 SRR R
REMESEA

show loggingin & & R EWLCEIA FPrimeE# R BIPA 1t SE B .

WATEHS

polaris-3850#debug snmp packets
Pol ari s- 3850#show logging
ent Physi cal Entry. 7.2042 = G 2/0/1
*Jun 10 15:58:51.817: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.819: SNMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.825: SNMP: Get-bul k request, reqi d 945449769, nonrptr 0, maxreps 10
Jun 10 15:58:51.904: SNWP: Packet sent via UDP to 10.201.236. 107
*Jun 10 15:58:51.927: SNWMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.928: SNMP: Get-bul k request, reqi d 945449775, nonrptr 0, maxreps 10
ent Physi cal Entry. 7. 2062 = NULL TYPE/ VALUE
*Jun 10 15:58:51.931: SNMP: Response, reqid 945449775, errstat 0, erridx O
ent Physi cal Entry. 7. 2063 = G 2/ 0/ 22

ent Physi cal Entry. 7. 2064 = G 2/ 0/ 23

ent Physi cal Entry. 7. 2065 = G 2/ 0/ 24

ent Physical Entry. 7.2066 = Switch 2 FRU Uplink Mdule 1

--More-- ent Physi cal Entry. 7. 2067 = G 2/1/1 Cont ai ner

ent Physi cal Entry. 7. 2068 = G 2/1/2 Cont ai ner

ent Physi cal Entry. 7. 2069 = Te2/1/3 Cont ai ner

ent Physi cal Entry. 7. 2070 = Te2/ 1/ 4 Cont ai ner
8

ent Physical Entry. 8.1 = V01

*Jun 10 15:58:51.951: SNWP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.974: SNWP: Packet received via UDP from 10.201.236.107 on VIl an1105
*Jun 10 15:58:51.975: SNMP: Get-bul k request, reqid 945449777, nonrptr 0, maxreps 10
ci scoEnvMonTenper atureStatusEntry. 3 = NULL TYPE VALUE
*Jun 10 15:58:51.978: SNMP: Response, reqid 945449777, errstat 0, erridx O
ci scoEnvMonTenper at ur eSt at usEntry. 3. 2008 = 28
ci scoEnvMonTenper at ureSt at usEntry. 3. 2009 = 40
ci scoEnvMonTenper at ureSt at useEntry. 3. 2010 = 44



ci scoEnvMonTenper at ureSt at usEntry. 6. 2008 = 1
--Mre-- *Jun 10 15:58:52.001: SNMP: Packet sent via UDP to 10.201.236.107

#£Prime Infrastructure

#HE 2 BHSNMPWALK,

BMALUTGS

Prinel nfrastructurej oker/adm n# shell
Enter shell access password :
Starting bash shell

ade # snmpwalk -v2c¢ -c¢ v2community 10.201.234.36 sysUpTime

DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti meticks: (238833753) 27 days, 15:25:37.53
v2community = snmp community

10.201.234.36 = WLC IP

MRWEMFE , AIHBEUTER

DISMAN-EVENT-MIB::sysUpTimelnstance =RF R & : xx.xxx
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