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B B 2R T FIAAASE F F AR AAA
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HHEEEA
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HEHNEAMEPPP)RERERBREGAMNEERRRN —. AXRHE-EHEPPPE B
& BB R RIBRE,

A E R

- BxAdebug ppp negotiationFldebug ppp authentication.

- PPP & 15 B 75 P& ER 12 SERR 422 B 15 E (LCP) BE ER ST X W IR R B BIGIR RE 2 BT T 2 B, 2 Rdebug
ppp negotiation K38 RLCPEER BIRREE , SR ERE 2 sl R IR I B RE,

- RAEMKREEPPPEHRE. BEFERHUATH S  BARHR LHPPPH 4 58RE
chap , ARE R EHEF SORIJWECHAP) B ERFE. ARENSHBRENppp
authentication chap callin ( ZE/F MU AHES L ) . MEEEHER EMppp authentication pap , AR
PAPH 587 .

Bl

AR EEM (SAHEEHES ) — EREFNETHARSENRR. SALRSER—EREHEEH
35—, BSME "B, EAEE —ERES

. Peer — B BHBERMN S — ik, Hit , BETEAHERK, Hlan , REERouterA L2 H
debug ppp negotiation#i ¥ , BI'E 2 At #85 , MRouterBR¥%HE, B2 , REAEITFHE
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B EIRouterB , AIE AR ER , MRouterAR A¥I &8,
AR INE "AHERNEE, YFAEREFFIK — AREER. RBEETHAESHENONE , 8BA
ZEERUURAMERNYELE,
=R

BRIERERBUUTEE

. BB RE S EEV A EE i debug ppp negotiationfi . MEFMAER |, HS BB debug ppp
negotiation tH 18 =,

i rkaa
AXHFrRABTRA S EEREMBER R,

i 4]

MEXHESNFHRENR , FSHEEREMIETED.

B B B BR T AE

AXEEE - EREBUHENETHRES R, E—THRENETREEAT —EREE,
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Mote: Flease do not skip any steps in this flowchart

Authentication can he done by both, either or neither side afthe connection. Cisco highly recammends using
authentication as a way of securing the network against intrusion. Authentication failures are one ofthe most
commaon problems encountered in PPP negotiation.

Hote: This document assumes that the LCP state is open. Ifthe LCP state is not open, trouhleshoot that issue
hefore proceeding with this document

Enahle the following debugsdebug ppp negotiation and debug ppp authentication.

[z the router performing
CHAP or PAP authenticatian’?
lick here to deterrmine thi

CHAP PAP

' !

Checlkwhetheryou see one of the following messages:
BRO:1 PPP: Phase is AUTHENTICATING, by hoth
This indicates that the routers are performing ey
authentication

For PAP-related troubleshooting, refer to the
document Configuring and Troubleshooting
PPF Fassword Authentication Profocol

BRO1 FPP: Phase is AUTHENTICATING, by the peer [PAF)
ar

BRO:1 FPP: Phase iz AUTHEMNTICATIMG, lnthis end
Either one ofthe above messades indicate that the routers are
performing one-way authentication

I it one-way or two-way
authentication?y

Proceed to hoth routers —r@

Froceed to the router
receiving the call

BHBREAYITCHAPSPAPS (R ?

ERTERHIZRBETEHITCHAPEPAP S 752 , 557£debug ppp negotiationF1debug ppp
authentication# H P &L T1T -

CHAP



& 17 R P ERE A CHAP:

*Mar 7 21:16:29.468: BRO:1 PPP. Phase is AUTHENTICATING, by this end
*Mar 7 21:16:29.468: BRO:1 cHAP: O CHALLENCGE id 5 I en 33 from "maui - soho-03"

PAP

£ 5B ERERPAP:

*Mar 7 21:24:11.980: BRO:1 PPP: Phase is AUTHENTICATING, by both
*Mar 7 21:24:12.084: BRO:1 PAP: | AUTHHREQid 1 Ilen 23 from "naui -soho-01"

BEOSRERHNTEONECCHAPE LR ?

1£debug ppp negotiation@ R EHUA T EHEZ — :

BRO: 1 PPP: Phase i s AUTHENTI CATI NG by both
FEREERPARBERFEEHTED ORI,
DT E—ARRTEHBEEHTEQRE -

BRO: 1 PPP: Phase i s AUTHENTI CATI NG by the peer

/)
BRO: 1 PPP: Phase i s AUTHENTI CATI NG by this end

b N L




The remote machine is failing authentication of the local ouers
username and password. This could be due to a misconfiguration an
the local router (hy not supplying the usermame/password expected by
the peet) ar on the remate rauter.

5 this an incaoming failure’
Click here to determine this

l‘r‘es
Loak for the following debug outpuot:
BRO:1 CHAP: O CHALLEHNGE id 9 len 33 from "maui-soho-03"
or
BRO:1 CHAP: O RESPONSE id 16 len 33 from*maui-soho-03"
MHote the username in the Qutgoing Challenge or Besponse. In this example that is
rmaui-soho-03

—(

Loak for the cammand ppp chap
hostname =username= wherete
username corresponds to the usemarme
inthe outgoing challengeafresponse. Make
Mo a note ofthe username and passwond
(frarm the ppp chap password
command,

I5 the username included inthe
outgoing Challenge or Eeponse the same as
the router hostname?

Wie will use this informationwten
troubleshooting on the remote router.,

Contact the administrator of the remote
router to verify the username and

M password it expects,

Azl the following gquestions:

I5 the remate
machine a8 Cisco Router
ouU have access ta?

11 wWhat username does the remote
router expect?
Steps to Perform: Lise the command
Yes ppp chap hostname =username= under
the physicalidialer interface.
Mote: this iscase sensife

Maove the debugging session over to

the remote machine. For purposes 20hat password does the remote

of discussion, the "local machine”is rodter expect?

the system the debugging sessionis Steps to Perform: Use the command
currently being run on. ppp chap password =password= under

the physicalidialer interface.
Mote: This is case sensitvwe

RELSRS EEZEREANtermreqSifailure’ 8, BictE, " RREERBAHEE -



BRO: 1 LCP: | TERVREQ

G

BRO: 1 CHAP: | FAILURE
BAHBRTHSBELIRB A RBABOEAEFBADE, STERANSHEME (KRH
YWERTAMNERE T BNERE ) KR HE L WEBEBRFR.
HHEARRS TN EAEEBRTREMEER?

f£debug ppp negotiationii i FEH LA TAZR :

BRO: 1 CHAP: O CHALLENGE id 9 len 33 from "maui-soho-03"

G

BRO: 1 CHAP: O RESPONSE id 16 |l en 33 from "maui-soho-03"

AEIREHEHNERTNERAERRE. £46/4 , ©=maui-soho-03, EFEMRAIREFRAR
BORENEAEABNERECRERFANNERAERBNBRCE, 50, MR HR
HESERAHSEA  EHSRYERB , AFOHRERN.

MRELEHPNEAERRETIRETE , FFEH DD ppp chap hosthname <username> , HF

EREEBEBHEMTNERAERBELRE, BT ERAERBNRTB(EREHNppp chap
passwordan ). SEASTEHE RS B SR T R HRRR G fE A L B Ao

RixBERAREEMLEN R HER 2

HREMACEEEAEEHFRIEARE , AURMAANEXRNEREEHSRER L, MRER
B BIERCiscolt HgR , U RRBETHIEIR.

MREEESHBRREHDR , FHEZIARNEEIURIAMENERESBNERR.

RHEUTRE :

1. B HSRTEFTEFERAERR ? EYESESREE/E T £ FAppp chap hostname
<username>ti . EHEEREERGEESRMNFEAESRE. IX . EDKIE,
2. R HBREEMEAOS ? EWERZIRENE T Appp chap password <password>#5 %
s XX EDKNE,
BRFHMER , 5528 & Hppp chap hostnameFppp authentication chap callinds ¢ #IPPP & 7 &
o

BERR B H CHAP
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O,

[fthe peer detects an incaming failure messade, this means the lacal router has failed to authenticate
the peer and has sent out the message. Hence we must now move troubleshooting to the routeron
wehich the Outgaing Failure is seen.

The following messages on the local router indicates an outgoing failure:
BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure’

ar

BRO:1 LCP: O TERMREQ [Open]id 22 lend

Does the local router use Sener-hased A%,
(Radius/TACACS+H?

Mo, it uses either Mo A8 or
local Al

Choose from one the following errormessages

Caonfigure the username and shared secretfor
the chap challenge

BRO:1 CHARP: I RESFOMSE id 18 len 33 from "=username:=" Use the cammand

BRO:T CHAP: Unable to validate Responge. Usernarme <usemarmnes= username =usernames=password =password=
=10t foLnd = Note: The username should be identical tothe

BRO: CHAP: O FAILURE id 18 len 26 msq is "Authentication failure® username in the incoming CHAP rmessage, while

BRO:1 PPFP: Fhase is TERMINATING [0 zazs, O load) the passwoard should be the comman secret

Caonfigure the username and shared secretfor
the chap challenge

BRO:1 CHAP: Username =username= notfound \se the cn:n;nmand N d = =
BRO:1 CHAF: Unahle to authenticate for peer username =usernarme passwu_r pasaw:u
- BRO:1 FPP: Phase is TERMINATING = Note: The username should be identical tathe
EIREI:1 LCF': 0 TERMREQ [Open] id 22 len 4 username in the incoming CHAP message, while
) ) the password should be the cammon secret

Femove the existing usernameipassword enty
using the command:

No USername =Usernarme=

where =username= matches the oneinthe

BRO:1 CHAP: | RESFOMSE id 16 |en 33 from "=Username="
L= HRO:T CHAP: O FAILURE id 16 len 25 msdis "MOIDES compare  —e
failed"

CHAP messane

Caonfigure the username and password using the
cammand:

Username =username= password =passward=
The username should be the same asinthe
CHAP message shown above. The password
should match the password on the remote
routetr.

MRHEBRWAINEANREHS , AIEREA BIRARBEEIRTESEYICHHBOIR. it
, BN AHEBRIE BN E | 308 AR R H IR



AR R EW U THERRFEHSE !

BRO: 1 CHAP: O FAILURE id 10 len 26 nsg i S "Authentication failure"
)3

BRO: 1 LCP: O TERMREQ [(pen] id 22 len 4

B HBE T E AAAATLE (F A AR AAA

MRBHASBTERAEARRINERRE. REMGCIRAAA) RS ( Radiuss Tacacs+ ) , RIREHES LA
FHno AAAELASHEAAA, BERFBHFREEFIUTHEZ— :

iy o ]

Username <username> Not Found

BRO: 1 CHAP: I RESPONSE id 18 |l en 33 from "naui - soho-03"

! -— Incoming CHAP response to our challenge. ! -- The username used in the response 1is maui-
soho-03. BRO:1 CHAP: Unable to validate Response. Username maui-soho-03 not found
! —— The username supplied by the peer is not configured on the router. ! -- We assume the peer

does not have permission to connect. BRO:1 CHAP: O FAILURE id 18 len 26 nmsg i s "Authentication
failure"

! —— Outgoing CHAP failure message. ! -- The peer will see this as an incoming failure. BRO:1
PPP: Phase is TERM NATING [0 sess, 0 | oad]

ERAERB AN EE TR MIE :

1. HERRBEHAMBEREEHNERAERRE. N, RATE (EERET ) FHERS
RouterA , BB FEF T Z#RouterB, B UEBHEREXNEAEZBANRE , Siff
AERNFERESBEEHER,

2. AR HERAEECAEE R, NREEBREMNEAEEBELAHMEAREHNERERR
T , AR EFEAE B BNRG,

E Y8 Appp chap hostname i G ELERRIEHEFEMBAUNNFEREREBE  SEHBENLEE

o

{# Flusername <username> password <password>@ ¥ , Efi<username>Eift A LiRERHE S

HEREZRE,
Username <username> Not Found

FEREHEN

BRO: 1 CHAP: I CHALLENGE id 17 len 33 from "maui-soho-01"

! —— Incoming challenge from maui-soho-01. ! -- This router must look up the username specified
! —— in order to create the CHAP response. BRO:1 CHAP: Username maui-soho-0l1 not found

! —— The username (maui-soho-01) supplied by the peer is not configured locally. BRO:1 CHAP:
Unable to authenticate for peer

! —— Since this router does not recognize the username ! -- it cannot create the outgoing CHAP
RESPONSE. BRO:1 PPP: Phase is TERM NATING ! -- Authentication fails.

ERAERB AN RETREA™MIE :
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1. HERABEHAMBEHEERNERERRE. AN, RATE (EYEET ) FHRERR
RouterA, B2 , HERFEAEWRouterB, BRI EEHEREEINEAERBNEG |
FEHEENERAEEBENHSHE,

2. AR HEARECAEE R, NREEBREMNEAEEBELAHERRTHRNERERR
Th , BB EEAER BB,

E Y8 Appp chap hostname i T ELERRISHEREMBAUNNFEREREBE  FEHBELEE

o

£ Flusername <username> password <password>@ ¥ , Efi<username>Eifi A LiRERHE S

HERE R,

MD/DES Lt 8 % Bt

BRO: 1 CHAP: I RESPONSE id 16 | en 33 from "maui-soho-03"
BRO: 1 CcHAP: O FAILURE id 16 len 25 nsg isS "MD/DES compare failed"

LLERRR R ABRIRTILES BN, ETNRAMERR :

1. BEEREHAHBASTERNRE. fin , RMUEE (AEET ) BBLetmeln , BH %
FH T HBletmein, BUUEFRBHERBEEINEAERBNZE  EACENERAER
BE LY SE,

2. A ERHBMNOTSEESREE, IRECCHRIBESERENFRBESEE  BEMEEAN IR
R

RRAR :

1. EFANRTHSHRREEREEBNBBRE

no username <username>

He <username> WEEFRA S PHEAEZE B BN, EAHIF , #&Rnaui - soho- 03,
2. ERUTHTEECRAESBNER

username password

EAERBEE FHETHCHAPEERNERERBERE., ZREEIERIKMES AR
[

¥ RE AR 27 BAAA R BB S HEBR
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This section has some simple A% troubleshooting points.
It can be used to troubleshoot both CHAP and PAP authentication

Enahble the following debugs:
debug aaa authentication
and

debug radius

ar

debug tacacs

Hote: For Radius (priorto 12.2%8) | the debug output will need to he decoded. Use the Qutpot Interpreter tool.
In the radiusftacacs debug ootput, check to see ifyou are receiving an Access-Accept from the server. For example;
*Mar 1 05:07:40.310: RADIUS: Received from id 4 172.22.53.201:1644, Access-Accept, len ol

Tes

Dovyou see an Access-Accept?

o

Please perform the following general troukhleshooting steps:

11Checkifyou have connectivity with the A%A server (try to
ping the A% server from the local router)

NCheck ifthe &84 server is correctly specified using the
radius-sener host or tacacs-server hostoommand

ACheckifthe secret key used between the local routerand
the AA% serveris carrect (use the command radius-sener
key and tacacs-server key)

$iCheck ifthe local router is correctly identified in the S84
semer configuration

S1Checkifthe username and password that is usedfar
authentication is correctly configured on the AAA semver

Faor more information refer to the RadiusiSecurity Technical
Tips Page

Checkto see ifyou get a Sendauth failure, which
happens anly for Radios with taoaay
authentication. The following debug showes an
example:

ALAMRTHEMSTART (F7E183141 ) port="BRID:1" list=""

™ action=SENDALTH service=PPP

AAA M UITHEMSTART (776188141 ) using "default" list
AAA A LITHEMSTART (77E188141 ) Method=radiuz
[radius)

A48 A LITHEM/ZEMDALTH (778155141 miszing
passvword for maui-sohoTs

Ann s ITHEMSEMDALTH (776188141 Failed
zendauthen for maui-sohod1G

Ann M ITHEM (7761551417 status = FAL

AL8 A UITHEMNSTART (7761881411 no methods 1eft to iy
AAAMALITHEM (77615531417 status = ERROR
AAAMITHEMSTART (776185141 failed to authenticate
BRO: CHAP: Username maui-soho-03; lookup failure

Configure one-way authentication by configuringthe
commandppp authentication chap callin on the
dialout side

¥

[fyou see an Access-Accept and CHAP
authentication still fails, then contact the CiscoTAC
for further troubleshooting

AR AXXETERAABIEDRER. BEAABEIRNFMAER  F2REUTER

- AAARRTE
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- RADIUS
- TACACS

B : PAP S {3 B8 5858 F APPP , {8 MsCHAPvV2 % Bt

B REEEMACSHRRRETHNRE  HAACSARB RIS HRERER , MEHSFERK
o WITATECiscofhzRID CSCee04466({£MREEME F) THEM#H, BRFER , #BRADIUSHR
R FARPPPERE, BR , FHRTACACS+ARRREERAzR LUAMEE A,

HHE & R

. BRfi#debug ppp negotiation#

- BRI FEEE PPP CHAP E& s

. £ Appp chap hostnameFppp authentication chap callindy £ #{TPPP & 1 B¢
. BRIEPPPZ 5 B8 58 & BA 1 72 (PAP) I 5% M HE i

- BRI T8

- BT BB - Cisco Systems
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