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vk 2 5T 18 FIE

TEZEE

B8 T h%

HAEAER

B RAMSIS70661ME EHSSO %k B

bl

RN B TECisco Unified Communication Manage(CUCM), Cisco Unity Connection(CUC)#
ExpresswayZE & £ £ FiWindows 2012 R2{# Fi Active DirectoryBit & & 1752 3 IR #% (ADFS 3.0)Bl B &
—BZANS R, RAESEE EKerberosk 5 5,

HE R

BXR
BREBEBE — KB A (SSO)FMWindows B
232 b

AR TR B T RBAERIGS -

. CUCM 11.5
. CUC 11,5
- Expressway 12
- BEELUT A M Windows 2012 R2 Server:
- Active Directory ¥ & IR
. Active DirectoryBi & 5 1958 % IR 7
ANHHNEARBBREEEREREANREMEL., XPEAZNMEREBREER ( FHR
) BAHAERENE), MMRENBREED , FRALEBITMIES TREKNTE,

HEHERE

ZHEHADFS32Hl , REPEECKFEELARSFAR !

-2 HI2R MIDNS

B AL AEAARFKEA ISR (AP BT AN EME R —EDNSCE ) — 2 HTE
ARC#

fEfhlab.com., B##8E#cmpubhcsc, cmsubhcsc, cucpubhcsc, cucsubhcsc, expwyc,
expwye, impubhcscHlimsubhcsco



£ DNs Name Type
4 i AD . _msdcs
4 | Forward Lookup Zones || [ sites
b =) _msdesfhlab.com || 5 tep
J| -, fhlab.com B udp
b \—? _nl'|5d.:5 . DomainDnsZones
b —I sites . ForestDnsZones
E j -L‘: ] (same as parent folder) Start of Authority (SOA)
N P . ﬂ (same as parent folder) Mame Server (MNS)
B | DomainDnsZlone:
b (7] ForestDnsZones EII[S&FI‘I:E as parent folder) Host (A)
4 | Reverse Lookup Zones Q *d Host (A)
=] 228.89.10.in-addr.arp|| = cmPubhese Host (A)
b ] Trust Points Qcmsubhur_ Host (A)
t | Conditional Forwarders £ cucpubhese Host (A)
b (] Global Logs -] cucsubhesc Host (A)
D BXPWYC Host (A)
D expwye Host (A)
| |imppubhcsc Host (A)
i |impsubhesc Host (A)
B (PTR)C &
£ ONS Name Type Data Timestamp
d i AD £] (same as parent folder) Start of Authority (S0A)  [14], ad.fhlab.com,, hostmasterfhlab.co..  static
4[] Forward Lookup Zones || ] (same as parent folder) Name Server (NS) ad fhlab.com. static
b :Tl msdes.fhlab.com || £10,89.208.144 Pointer (PTR) expwycfhiab.com. static
4 S o £]10.69.228.145 Pointer (PTR) expwyefhlab.com. static
b I msdes E]1089228.14 Pointer (PTR) cmpubhesc fhiab.com. static
- s 1080228147 Pointer (PTR) emsubhese.fhlab.com. static
b o 1089228148 Pointer (PTR) imppubhsc.fhlab.com. satic
b Judp
2 DomaioOrsZooe £]1089.228.150 Pointer (PTR) impsubhesc fhlab.com. static
ile o onons, | 11089228151 Pointer (PTR) cucpubhesc hiab.com, tatic
e 1089228153 Pointer (PTR) cucsubhesc.fhlab.com. static
b stes
'j 'tcp 1089228154 Pointer (PTR) win10.fhlab.com. §/12/2020 10:00:00 AM
4 ) Reverse Lookup Zones || 11049228226 Pointer (PTR) ad fhlab.com. 5/12/2020 11:00:00 AM
) 2889.10in-addrarp)| El10:89228227 Pointes (PTR) win10ext fhlab.com. 5/1/2020 4:00:00 PM

M= RJabber Discovery Servicesff B SRVaC #



2 DN Mame Type Data Tirmestamg
- i HJ ] _cisco-uds Service Location (3RV) [09[09[8443) emsublcsc fhlab.com. static
4 [Z] Forward Lookup Zones. || (] _cisco-uds Service Location (SRY)  [0][01[8443] cmpubhesc fhisb.com. static
b G udesmmisbeom || £ cuplogin Senvice Location (V) [D][0J[2443] impsubhesc.fhisb.com. static
o [ Misb.com ] _cuplagin Service Location (SAV) [0100][8443] imppubhesc fhlsb.com. it
» Gl mades g Service Location (SRV)  [0][100][3268) sd Fhisb.com. S/12/2020 10:00:00 AM
b _skex [7] kesberos Service Location (SRY)  [0][100][22] adfhisk.com. §/12/2020 10:00:00 AM
= ':j: E_]_qum Senvice Location (3RV) [0A[ 100] (454 ) 2 Fhlab.corm. $12/2020 10:00:00 AM
: - a‘:ﬂinh Zoned| 11000 Senvice Location (SRY)  [O][100][339) adfhlab.co
4 ) ForestDrsZones
b _sites
0 xep

4 ] Reverte Lookup Zones
o 22889.10.n-addrarp|
Trust Points

v @
b ] Conditsonal Foraarders

¢ (E Global Logs

- IRCA ( BREXREHLECAESE )
FEERWebMRBZFEERE LR EENR , EREBEER , EFmEBEER , & "ER. B
B LHEREARENR , BT iR s 5 HBRBRAEAEN, tERTEShEENERDRE
( CUCM, CUC, IMPiFﬂExpresswayV'L,\)ﬁ%gﬁﬁﬁﬁtﬁﬁo W EBCAIR A] LAZE B Expressway
EREZEEFER(CSR).

| 3 Certificate Templates (AD.Miab.]| Template Drcpday Narfte SchemaVemion  Vamsi. ot~ || Actions
3 cep Eneryption 1 Properties of New Template L= L
5 ChentServeriuth 2 -
ﬂm% 1 Subject Name Server | lesuanice Raquiemerts |
3 Computer 1 | Compatbity | General manmlmw
3 Croet Certifization Autherity 2 Supsrseded Templstes | Secuty
] Birectory Email Replcation 2 To moddy an eterson. seec &, and then chek Ede & apokeanon pobcy defies how a certheate can be
1 Demain Controber 1 e,
3] Demain Controier Authentication 2 Extermiona inchaied in this template:
3 EFS Recovery Agent 1 [ | rv—"—y— Apphcation polces:
HWW 1 ._jalﬁm Chenit Aythenboa bon
3 Eneclment Agent (Cemputer) 1 [ Ceetbcste Tomplate ifomaton Server Authenscation
3 Exchange Envellenant Agent (Offine regu... 1 . lssusnce Poboes
3 Bachange Signature Only 1 ] Koy Unage
3 Exchange User 1
Fwsec 1
1 P5ec (Ol reguest) 1
] Merberos Authentication 2
5 ey Recovery Agent 2 Deserption of Agghcation Poien: [ A || s Fr—
51 OC5P Response Signing 3 Servee Authartsson A
3 RAS #nd 1AS Server 2 [SYeNE [[] Mk thin extension critcal
3 Roct Certification Autherity 1

== — L]

TERBBRINERTEEECSR,

File Action View Help

e 4=

Tl Certification Authority (Local) MName Intended Purpose

4 g fhlab-AD-CA
" Revoked Certificates
| Issued Certificates
] Pending Requests

3 ClientServerAuth

2 Directory Email Replication

%) Domain Controller Authentication
) Kerberos Authentication

Server Authentication, Client Authentic...
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

ECAREWeb L | BIZLIGIE T HER,

_J Faile_d Requests - ] EFS Recovery Agent File Recovery
| Certificate Te; Manage Encrypting File System
i T St \ication, Server Authentic...
l _ New ¥ L[ Certificate Template to Issue keation



Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 cerificate request or PKCS #7 renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Roguest:

‘BVEmNY /9k JhqfnpeBzARH++tolGzB jnvqaTESLNN
Base-84-encoded LAOdphFéLrurUoY2KLvMLaK] £+ 7asy483yCamtvl
certificate reques! OWOFZolblbS80ziWTIQEFWSACy56 TDHOQBPRELSN

(CMC or 10y/ Ip6oDz TdEESw2pArKI¥xcchypovEt0ijIich
PKCS #10 or /G D0
PKCS #7); ====CEHl CERTIFICATE REQUEST-----
Cortificate Template:
f..- Liser

Basic EFS
Additional Attriba  Administrator

EFS Recovery Agent =

Attributes:  eb Server

Sulbordirate Cortification Autharity r

CUCM. IMPFICUCZfAfREICSRU4 AL R ITHCAZ S, HEHIRMNEA Atomcat,

| Generate Cortficate Sgning Request &

r Status
I'_\' Warning: Genarating a naw CSR, for a spacific certificate type will overwrite the axisting CSR for that typae
- Generate Certificate Signing Request:
Certificate Purposa®® tomcat ah |
Distribution® Multi- server(SAN) ]
Common Name* fcmpul:lh:.'Sc-ms.H'ﬂah.cum
Autg-populated Domains cmpubhese.fhlzb.cam
cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhcsc.fhlab.com
Parent Domain [Milab.com
Cither Domains Browse . | No file selected.
Please import .TXT file only.
Far mare information please refer to the notes in the
Help Section
= Add
Kay Type** RSA,
Key Length* (2048 ]
Hash Algorithm* SHAZSE e

| Generate | | Close

HARKCAIRFEE L ERTomeatfEF , EAGEH B FE L EZltomcat,



alilie  Cisco Unified Operating System Administration

130 Far Cindo Unified Communications Sollutions

SO Crsco Linfed 05 Adrsrsstratan u m

Show v SeEnge v SeceTy v Softwies Upprades v Sanvices T Wap v

| @ 7 reconds fourd | G

Certificate List (1 - 7of 7) Rows per [

Fingd Cemificate List whare Cerifoste w | beges with . |mrcat | find | Cearvmer | & =

ilomnnn SO SR A CLYRIVE Lot ELER SN SERRTEPE] Lt
ot E A~ REA ke EAM fhlab-AD-CA A RIT02Y Certfcate fhilask-AZs-CA
g o [ 2 e EE - 23 & e SydlEm
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AoeTeCal-Lrust el ET. sl Lo Sell -ngmed EC empgulbihcec il oo enpaubhosc- EC. lab.coem Q22025 Truat Cerdoate
M P T Sl " e e [ b Eo el Skiaaianas i Cades
Roemcal-trust fhigh-AD-CA Sl -mgned REA Fhisb-AD-C& Fhiab-AD-CA O 1R/202E Sigred Certificate I
——

Gererste Seif-ugned || Upload Certi (Certificate chan || G L= o

—

Certificate List (1 - 6 of 6) RS i 0w
Find Certficate Lint where | Certfieate | beging with . [toment | Find | Clearvimer | =

Sagred Cerrfeste

tomcat-trust anenaitas-EC fhlak.com Fetougred EC cwstubhbone. Prlabgom cusrubbonc-EC hisd pom CAIDL02F Trust Cerisficate é
REeTCat-trust atuhene-BC Mgl corn Sef g = cutbubheac hlab.oom Eutbubhonc-EC (hab.com Q40212025 Trust Catificats

- 1IS
MRRAE , AERNMEELABHRE, TR, FHBLES , EEHEMicrosoft T MADFS3,

L4 B ADNSHIWindows 2012 R2%% |, #5mIARES A4k B2 488,
T —{EEHE R L %EMicrosoftH = RI%
ERIAREEERYFIEHAR

" = »
Server Manager * Dashboard - (S f
| ded Figiies and Features
Remgres Rohirs and t
— WELCOME TO SERVER MANAGER B
Tashiboare s
B Local Server Ceeate Server Group
: et o Configure this local server et
ADCS ]
g ADDs CHNCK START
2t ADFS
i DNS ; ;
BE File and Storsge Servoes B
-2 WHATS HEW _ .
o i3 4 Creat
Hadle
LEARHN MIORE
ROLES AND SERVER GROUPS
Rt & Sirvind gioupt: 1 Sarvani totak 1
B aocs 1 W apoDs 1 2 ADFS 1
o o ;

i#ZActive Directory R BBR¥ A &,



Select server roles

Before You Bagin
Installation Type [
Server Selecton

| Active Directory Domain Senaces (Installed
| Active Directory Federation Services (Installed
] Active Directory Lightweight Directory Sendces
] Active Directory Rights Management Services
] Application Server
"] DHCP Server
| DNS Server (Installed
L] Fax Server

b [W] File and Storage Services (2 of 12 installed)
[ Hyper-v
] Metwerk Pelicy and Access Senvices
[] Print and Document Services

Select one or more roles to install on the selected server.

| serverRoles | @ ¢
Features 7 Certficate E Web § (Installed
v Certificate Enroliment Web Senvice (Installed
| Certification Autharity Web Enrollment (Installed
] Metwork Device Enrcliment Service
[C] Online Responder

2]

DESTINATION SERVER
AD falab.com

Description

Active Directory Certificate Senaces (AD C5) is used to
create certification authosities and related role services
that allow you to issue and manage certificates used in a
variety of applications.

| <Previous | | Nea> | Install | Cancel I

thﬁ'E“B% LR — FEMBHBEEIMEBWeb B, ZREMEAGRER  FHHEETE
, AR K BRREMWebBR15 7 B WA B MMWebrEM. BETF,

RERESHBMUER  ESNEMTNEGASSREMINEE , FlHNIS,

RIFENHE , B UBRELEHB I,




Add Roles Wirard

ﬁi Specify Setup Type

Before Youw Begn Certificabion Authorities can use data in Active Drectory to simplfy the issusnce and management of
certificates. Specify whether you want to set up an Entenprise or Standalons CA.

Senver Roles
AD CS & B
Select this option if this CA ks a member of a domain and can use Directory Service to ssue and manage
Setup Type e owten
= € Standakone
Private Key Select this option if this CA does not use Directory Service dats 10 Bsue or manage certificates. A
Cryptography standalone CA can be a member of a domain,
CA Name
Validity Period
Certificate Database
Wb Server ([15)
Rols Serices
Confirmation
Progress
Resuits

HRCARR , B LURERCASEEBCA, MREBPRBEMCAETET , FREHRCA,

Add Robes Wirard

&- Specify CA Type

Before You Begin & combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastnacture
(PKI). A root CAis a CA that isues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles from angther CA. Spedfy whether you want to set up a roct or subordinate CA.
ADCS
Rioke Services ¥ Root CA
R p T Select this option if you are instaling the first or only certification autherity in a publc key iInfrastruchere.
™ Subardinate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
. — infrastructure.
CA Mame
Validity Period
Certificate Database
Wieb Server (II5)
Riole Services
Confirmation
Progress
Results
Poce koot publc bey nfrastructure (PRI)




T—$EBEMCARIIS,

Add Roles Wirard EI
ﬁ% Set Up Private Key
Before You Begn To generate and issue certificates to dients, & CA must have a private key. Spedfy whether you want to
create & new privabe key of use an existing one.,
2l % Create anew private key
Role Senvices Lz this apbon if you don't have & private key of wish o reats & new private ey o enhanos searity.
T Yoo will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you mmust sleo celect & hash alorithm.
CAType ' Use existing private key
Lise this opbion tn ensure continuity with previously Bsued certificates when renstaling & CA.
Cryptography = | Select a certificate and use it assodated private key
A Mame Select this opbion it you have an existing certificate on this computer or if you want i import a
certificate and use its ascodated private key.
Valdity Period I Calpet an exdstiog private key on i computer
Cartificate Databass Select this oplion if you have retsned private keys from a previous installation of want io use & private
m {[E] k!.‘"r'u DI -2 SNSRI A L -
Ruole Services
Confirmaion
Presgress
Results

< PreioLE Jm Irmstal J Cameel I

ﬁTﬂ':“%iﬁE’JWindows Server 2012 L ZZEADFS3K , T EEH T IR, BECAR , EERE
IISE’Jﬂ@HE’Li%o RECALEITWebEMATSAEN ., BRAZHADFSHE | EIISEIJ%E%E%E’Jﬁ
, EE—T r@ﬁﬁ&‘tﬁﬁ?ﬁh THASP.NET,




Add Roles Wirard

E Select Role Servi
Before You Begn

Server Fiokes.

AD CS
Role Senvices
Setup Type
CAType
Private ey

Ces

Select the role senvces to instal for Web Server (TI5):
Rohs services:

x|

Description:

EE Web Server
= [ Common HTTF Feahees

<prevous [ next> |

%pnﬂiﬁlu aserver sideobject
afi programming environmeant
for building Wab sitas and Wb
applications using managed code.
ASPMET is not simply a new wversion
of ASP, Having been entirely re-
architected to provide a kighly
progudive programming experienos
based on the MET Framewaork,
ASPNET provides arobust

—1 infrastracture for building web
applications.

|»

cancel |

Eﬁﬂﬁ%ﬁ‘é‘.‘filﬁ%qﬂ , —TWeb Server > IIS , A& — T G #Default Web Site, BRTHTTP
, REEEFREEUATHTTIPS, EEMEA T XEHTTPS,

My Suart Page
49 AD (FHLAB adeninistrator)
L Application Pools
FRCE
B AW Delfaule Wb 5ie

Ready

Q Default Web Site Home

& Explore
Fiter - ¥ Go - (G Shew Al | Group by: " Bt D
ASPMET A e it Site
n * —— = . Blndng: as
_5 e & “ Il- e o] Basic Settings...
MET MET MET Errce MET MET Predile View Aoelic
Appdes alieen
... w‘w P w B L
Autherizat.. © o Wiew Wirtual Danectones
T - |
o @ @ G o Manage Website @ |5
METRales  MET Trust  MET Liens  Apghoation  Connection = FRestar
Leels ‘Stﬂu-"l. S[nrul-l. "
3 | i P B “op
L A : - L Browse Website
Mlaching Kiy Paged and  Provdern  Setpon State SMTP E-mad P el
Contol #| Browse "B (hitp)
. ] Browse "843 (htps)
I -
" . Advaned Settangl..
B B 9 e B . Comfigure

|27 Features View i Content Veew

Failed Request Tracing...
Laeriaty.

EERBRE.



o Default Web Site Home

Filten Edit Permissions_
Edit Site
Eandings..
[T Basic Semtings...
Wiew Applications
Whew Virtual Desectosies
Manage Website -
¥ Peatwrt
P Chourd
B Swop
Browse Webaite
] Browse "0 hitp)
] Browse 443 (hetps)

Advanced Settings..

" Gwitch ko Content View Configure
Failed Request Tracing...

| [ Featunes View |1 Content View Limis...
.

%ﬁi%ﬁgﬂi%ﬁﬁﬁj&EEHﬁPS#%ﬂﬂuo HRNSSLESE , EEFREADMARFEFHEEFQDNH M
IRERREE o

oy Internet Information Services (IIS) Manager
f@%rr;‘- Iﬂ ¥ AD » Sites » Default Web Site »

File View Help

80

Site Bindings I ? I x
ttﬁHﬂllﬂa-lg:u‘ Type  HostName Port IP Address Binding Informa... | Add.. I

4+ 93 AD (FHLAB\admini | TP
O Application P hitps

4 -[d] Sites

t & Default Wetl

Type
.hﬂpi

[] Require Server Mame Indication

Host names

FEXERACHLEERED , RUREL A EERIADFS3 Active DirectoryBi & & 17 5 7 IR 5
( FEWindows Server 2012.E ) ,

HAMEREAER , EfElServer Manager > Manage > Add Server Roles and Features , AR ESE
FALAN L5 & F #83% Fh =2 £ IDPEE £ Active Directory Federation Services.



WELCOME TO SERVER MAMAGER

. Configure this local server

2 Add roles and features

Select server roles iy
Befcre Yo Begi Sl Er & ek rali 12 il G The dekeoted Lere.
nstalation Tyow Furdes Ehesoripton

Servli Selecmian . - Astrey Diwctony Fedpration Servicn:

e [l ot ot
| Acbrwe Dwrecho 5 - & Mrsiabed

Edates |

sigri-on (5500 capabditeey. A0 FS
inghudies o Federabon Senace thes
erables brosser-based Wes 550

] Active Directory Lightweeight Direciony Serviced
[T] &zt Cirectory Raghse Msnsgement Serncet
[ Appheation Sarver b |
] DHCP Serser

s DhS Server [Irgtalles

L] Fas Serees

(8] Fie and Seoenge Senvoes (2 of 12 installed)
[ Hyper-v

O] Metwerk Poicy snd &ore Services

[C] Bnnt snd Desumans Sanade

|:| Famats Riceti

— . Le

|-:| i ']

REFTRE , B ARTESIH "FHn BERME.

+| (& @
S TE——
Overview Add Ralying Party True..
A FS peovides single-sign-on (550 sccess for chent computen. Add Claieres Brovider Taust..
Leam More Add Attribute Store..
Corfiguing Trust Relabonahips Edit Federation Service Propai.
Corfigung Authertication Pobcies Edit Published Claims
Treubleshaoting AD F5 Revoke All Proxes
AD FS Help View »
Mew Windgw from Hese
& Refresh

B Hep




ADFS3#]%41 &

FERNBUARERNBILBS MRS B EREERRGR

iZZEWindowsif & AAD FS Management A BIEBIADFSE B2 4118 | 1T B Ro

i##ZAD FS 3.0 Federation Server Configuration WizardiZ 18 LA B BIADFS IR ELE ., E L& E 5
AD FS 3 BRAE[E,



"4 AD FS 2,0 Federation Server Configuration Wizard

Welcome

Steps

@ Welcoma

@ Sdcect Deplopment Type
@ Federation Service Name
@ Summary

@ Rexuls

Welcome to the AD FS5 2.0 Federation Server Confiquration Wizard

Thiz wazand helps pou conhgurs Acive Dreclory Fedeision Semnces [AD FS) 20 solbware on ths

computer, which sats up tha computer a2 a fedaiabion server. Aninstanca of AD FS & elered o as a
Fed=iaton S=mce

3 Cieale a new Federation Service

Select this ophon to set up ether a stend-aone fed=iabon server o the frst sesves 0 a federation
server fam

() Add a federation server to an existing Federation Service
Sedacl i oplion o o this compuler 1o 2n exsling ledsialion server lam

¢ Prevvinus || Net> | Concel I Heb

iZ3¥ECreate a new Federation Serviceil 2 ZNext,




¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
@ ‘Welcome arviranment. o1 you can create a lederabion server in a new famm For load balancing and high avaiskbily
@ Select Deplopment Typs Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala
@ Federshon Service Name
@ Surmary O New federation server Farm
a This option will create a new Federation Service with settings for high avaiabilty and load balancing.
@ Fess The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by

adding more federation senvens

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficent permissions in Active Directony b create a contaner abject [for sharng cerificates)
and o et an SFN [for the ssmvice account], such a2 an accound thal is & member of the Domain
Admns group,

(*) Stand-alone federation server
Thiz oplion will create a new Federation Servaica on this computer. This opbon iz recommanded for
evaualion puposes o & smal production srvronment. IF pou select this aphion, pou wal nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

cBevins [[Ho> | Cocd | neb

i21EStandalone Federation Serverifiz— T Next , 20 T BFf Ro




"Fjl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL centificate for the

@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the S50 settings, you
must select a certiicate.

@ Select Deployment Type
Select the certificate and/ar port, and then click Mest.

@ Federation Service Name

@ Summary S5L certificate: Port

Resul adlla identitylab, us - Wiew, | 4473 -
=] esults

Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous I MNewt = I Cancel | Help |

FESSL certificate ™ , RIFEPREAEEETE. WEIORERBEBKAHER, & "Nexty
( -F_i ) o




W1 AD FS 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The fclowing ssttings wil be configured for AD FS 2.0
@ Welcoms
. = *  Slop AD FS serwer,

@ Select Deplosment Type « \Windows Intemal Databace sarvice wil be staited and 2ot lo auiomanc staihup,

2 Fadmalion Service Name » Sgong and loken-enciyphon ceilificales wal be geresat=d ard s=1 bo aulomatic 1ol over,

PR R »  Selected S5L certficate wil be wed for sacuiing service communication.

@ Surmary * Melwork Service socount wil be gven access to the database, bo the ceilificate prvale keys and
endponts, 2nd the service wil un undan this accourt.

@ Resulis *  Delayk z2t of encpoints will be enabled

- B ému signen web dle vl be deployed 1o the Vadlsds vitual diectony undsi the Dalaul \web Sie in

s,

+ Federalion Seivics name is ad) aidenlilviab. us
=  Start AD FS zarver,

To begn configuning this compuber with thess sattings, cick Nexl.

cprevios [[ hets | concd | meb |

BERELR-T F—FUERARE.



Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Stope The folowing sottings are being configuad
@ ‘Welcome
Camgenent Slatus
@ Seclect Deployment Type
)| Stap the 8D FS 2.0 ndows Semice Cenfiguration firvshed
@ Federshon Service Name .
E) Instal Windows Irkemal Database Configuration frizhed
@ Surmary . . }
S0 Stant the Windows Intemnal Databass servics Configuration finished
Rezull
LBl ¥} Craze AD FS corfiguidion database Configuration frighed
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration Frizhed
¥} Creates delauk claim set Cenfiguration Frizhed
¢} Create defouk Achive Direcho claim acceptance ndes | Configuration firished

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid

To close thiz wazard, chck Oose

;Inul

RAMATTHERYTER , ARE-TRRUERBENRE FTERRGE, EAREEE ER
DR




@ fle A Ve Wt b alelx)

L L ASIN 7 6=
ADFS20 AD 5 2.0 Auctions
o Sevae
[ Tt Belabonships -
Overview prrm—
AD FS 20 prowsdes sngle-grran (550 access for chent compubert {8k ek vl Tk
A Mawbe e Store
o Required Configuration Incomplote 30 Fodor gt e one Fropectes
Boboen o can use AD FS 2 ko manage S50 scceds fo wtes aod perioss, pou s oomploh the iieing lask Edt Pubishad Claims:
- 4 Pty Al Praind
Frirvale Freedhac,
© Learn About: i .
P iirecices feom Here
[= Clasmu wt Hehnvg Party Traats 0 Refieh
Addsng Fedetabion Serris to o Fatm and Setine Ve Load-Balancing H v
i ke B
Iraubloshooting AD F8 2.0

ADFSEHECEMMRALEEA S MEMER(IP), ETR A6 BEEKCUCMFBATEREEE
B, EHRTHIRESZT , EEEXAECUCMERFHIT—EHRE,

{# FADFSTECUCMLEESSO

LDAPE: &

B EEE ZBiActive Directory1TLDAPE S , WHEEEH — P2 AIEELDAPS 1 5E. BEE
System3& 5| &> LDAP System , Z1 FBFfRo

LDAP System Configuration

—Status

® Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

~LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory

o] o

LDAP Attribute for User ID  saAMAccountName




R , EfZEISystemEH> LDAPE #,

LDAP Directory

Eﬁw xnﬂm Gup‘,r t; Perform Full Sync Now I:II]iAﬂde

~ LDAP Directory Information

LDAP Configuration Name* LOAPL
LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password*

SEFARERERE RN R RN R R R

Confirm Password*

LDAP User Search Base™ cn=users,dc=fhlab,dc=com
LDAP Custom Filter for Users < None = E
Synchronize * © Users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule

Perform Sync Just Once

Perfarm a Re-sync Every™® 7 DAY B

Mext RE-E‘_,'T'H: Time {W—HM-DD t‘ll"luiI'I‘.II‘I‘I::I:"c 2020-05-24 00:00

rStandard User Figlds To Be
Ciico Unified Communications Manager User Flalds |LDAP ARtributs Ciico Unified Communications Manager User Flalds | LDAP Attribute
Usar 1D BAMALL un TN e First Mama grrbnName
Midile Mame micdieName [ Last Hame sn
Manager ID Mmanager Department department
Priane Numriber telephaneNumber ) Madl 1D il
Title it Home Mumber hemephone
Mobile Mumber imebile Pager Number pager
_Mﬂﬂl'r LIRE mail B Display Namg desplayhiama
LDAP Server Information
Host Name or IP Address for Server” LDAP Port* Use TLS
10.89.228.226 389

Add Another Redundant LDAP Server

Save Delete Copy Perfarm Full Sync Now Add New

Active Directoryff i EEECUCMBEIF % , EEEELDAPE 7B



aliali  Cisco Unified CM Administration Cizco Urdied CM Admristrater | 6o
IS0 por Cinco Unified Communicatisns Solutbans

Systesm » CalPsebng ~ Mot Redcurced =  Adviaced Festenes = Divics = Apchcsiies ~  User Baasgemest v Bull Adminalration e v

o =

Status

@m:m

LOAF Authentication ler End Users.

B lise LDWP Authantaatesn for End Users
LOAP Mansger Distnguaishad Nama " [iniss) Admeratratnr

LDAP Pagrwand®
Confirm Pasrword ® |
LDAP User Sesrch Bace |enmusers,demPrlab, demcam
LOAP Server Information
Hoat Hame or 1P Address for Servee® 0000 LDAP Port” Use TS
[1o89.z28.22¢ s+ 1 O

Add Ancther Rederdact LDAP Seroer

CUCMAIRIREAEREAHRREAEREER I RBENHERHE. ACGREECCMER
ERE. EREERRER  BEAERFRFESSO,

End User Configuration (TP NRT'TH Back to Find List Users ~ )| Go |

Confirm MLFP Password ]

MLPP Precedence Authorization Level | Dafault v]

~ CAPF Information
Associated CAPF Profiles |

View Details

~Permissions Information

Groups | Standard CCM End Users
Standard CCM Super Users Add to A Control G ]
Standard CT1 Allow Control of All Devices coet Toup |

Standard CTI Enabled Remove from Access Control Group

Roles | Standard AXL APl Access |
Standard Admin Rep Tool Admin
Standard CCM Admin Users
Standard CCM End Users
Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | | Delete | | Add New |

CUCM# R ¥

R EIHE N CUCM Publisher®y g,

E—EETHEREBCUCMERER , ALLEFEREFURL https://<CUCM Pub

FQDN>:8443/ssosp/ws/config/metadata/sp , =& A LAf "System ( R#f ) o HE> SAMLE—%
ATR. EUMREHIERGEETHK,. KEPEHFEHEERATIHIRE,



System v Calfostng v Ueda

- Dpeaw s

EHD Hode

s Par pode (Cne metsdsts file per node)

- Cluster wide (Ona matadats filg par cluster Reguires multi-gerver Tomeat cartificate]

M omstie s 550 (s bmen Mibeacats (D) Undete P Udtsds Pl Foc AR Dmatind Servens

@nmrq-wrwmmmmmmnmm

@mmm
| SAML Singhe Sign-On {1 - 4o 4) Rows per Page 50 .|
Taewar Harma 50 Bates  Ra-lmpet Mataduts L0 Matadite Imgee gt Matadate Lait Matadats Dipon 853 Test

ompubhrsc risb. com SAML WA Aprd 20, 2020 2100157 P POT 2 e Apeil 18, 1020 8105138 P POT Passed - April 20, 2020 1102115 Bun 550 Test..,

PHPOT ]
ensubhess Mhish,cemn SAML A e Aped 20, 3020 210057 PH POT & e Apeil 18, 2020 B:05:37 PH POT Pussed - April 20, 2020 1149:45 Run 550 Test...

PM POT -
smppubbiac fhlab.com SAML A e Aprd DD, 3020 20057 PHPOT oy e Apeil 18, 2030 5:05:37 PM POT H-Mﬂmlaﬂﬂ Run S50 Test...
impiukbhcss Mlaboam  SAML A tap hpel 30, 3020 3:00:57 PM POT & ra Bpeil 18, 2030 §:05:37 PM POT Passed - Mey 24, 2020 12:03:24 Run S5O Test...

Cusable SAML 550 | | Export AN Matedete | | Upciste (0P Metedets File | | Fix Al Disabied Sarvers |

FREEENER ( Wsp_cucmOa.xml ) EXMFEEER  CREEEEZLER.

BE.MADFSER A

EIZIAD FS 3.0 2 HI1E,

) Atrbute Stores | Add Rebying Party Trust

Wiew
Huew Windiow frcm Hene

Fadresh
Help

B-THAEESEERY,

b Autheribication Pobcies Add Hon-Claima-Sware Relying Party Trust

Frints com=S00D0F4 107D 7BEST




teps Welcome to the Add Relying Party Trust Wizard
i This wizard wil help you add a new reiying party trust to the AD FS configuration database. Relying parties
@ Select Data Source consume Claims in securtly tokens that are issued by this Federation Service to make authentication and
authorzation decisions.
@ Configure Mutltifactor
Authentication Now? The refying party trust that this wizard crestes defines how this Federation Service recogrizes the relying
e 0 | party and issues claims to . You can define issuance transform rules for issuing claims to the refying party
rthorzation Rid after you complete the wizard.
@ Readyio Add Trust
@ Finish
."1“'-.--. ate W
<Provous | [ St |df Conenlsc)
E_-Fstart:ﬁ@o

BIZ 2 HifE 17 Yfederationmedatada. xmITTERXMLIER , RER—TF—F,




Select Data Source

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorzation Rules

@ Readyto Add Trust
@ Finish

Selact an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

I I

Example: fs.contoso.com or hitps://www contoso.com./app

(® Impott data about the relying party from a file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

r.\ ctiv: e I'-.I'I'l.l

8 FICUCM_Cluster_Wide_Reliking_Party_trustfe 58 ~E8 , RARE—TTF—%,




Specify Display Name
Enter the display name and any optional notes for this relying party.

Diisplay name:
[cucm_Custer_wide_Relyng_Party_tnust|

Notes:

| <Previous | | Nees || Cancal |

EREE—EER , RARE-TT-F.



Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
there iz 2 match for any of the epecfied requiremants.

Muttifactor Authentication Global Settings

Requiremerts  Users/Groups
Device
Location

(® 1 do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure muli factor authentication settings for this nelying party trust

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information. see Configuring Authentication Policies,

| <Previous | | Nedts || Cancel ||

EEANMEERESRALERS  ARE-TT—% , WTEMT.



Choose Issuance Authonzation Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Mutifactor
Authentication Now?

lzssance authorization nules determine whether 3 user iz parmitted to receive claims for the relying party.
Choose one of the following options for the initial behaviar of this relying party's issuance authorization nules.
(®) Pemit all users to access this relying party

The isuance authorization rules will be configured to permit all users to access this relying party. The refving
party service or application may still deny the user access.

() Deny al users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

BIRERE , REIE—TNext , MTEFTR.



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust has been configured. Ham&nfuhwm and then click Nexd to add the

relying party trust to the AD FS configuration database

Relying party’s federation metadata URL:

[ ] Monitor relying party

|:| Automatically update relying party

< never >

< never >

This relying party’s federation metadata data was last checked on:

This refying party was last updated from federation metadata on:

BUHEIZ 3 AEN % — T Close.

<Previous | | Next> || Cancel |°




Finish

Steps The relying party trust was successfully added to the AD FS configuration database.

® Weloome You can modify this refying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

EHARERPDZERENZINERLSEEN REESHRAN, BE , WTEMT.

G File Action View Window Help

«=| 2w B

£l ADFS Relying Party Trusts
S [ S == T =
4 [ Trust Relationships Device Registration Service Yes wﬁrmrs.muws-&dum Lmms-drs:ad fhisb com
:j Claims Provider Trusts Wi ¢ st Yes W5 st / SAM cmpubhcse fhiab com
;j Rdy.ing Party Trusts CUC_Cluster_\W Update fmm Federation Metadm L f'l'h‘B-FncImlim cucpubhcsc fhiab com
] Attribute Stores EpwyC [ Eit Claim Rules. L/ WS-Federation frisb.com-500D0F4107D76ES7
p | Authentication Policies -
Disable
L )
Delete
Help

#—T "Add Rule; , S FEAR.



lssuance Transform Rules

lssuance Authonzation Rules

Delegation Acthorzation Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name

lssued Claims

i#Z1ESend LDAP Attributes as Claims , A% 1% — T Next.




i Add Transform Claim Rule Wizard | x

Select Rule Template

Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detais about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

BENTEI# :

EERAEHE : EBWID

B f&TE : Active Directory ( 1RF N T hIZE 75 )
LDAPE t# : SAM-Account-Name

BHESERA : uid

# — TFINISH/OK# &,

FEE , UdKRPMBEFRDN  XEFETHINEEH, ITHRK,



“You can configure this rubs bo send the values of LDAF stiritwtes s claims. Select an attibute stions from
mmimm Seeeciy b the atsbiutes wil map 1o the cubgoing clsim hypss that wil be

{Claim nube name:

frameic] I
Fule templabe; Send LDAP Agrbules &3 Claims

Atribute store:

| Actrve Diwctory v

Mapprsy of LOAF stirbutes 1o outgonyg clam bpes.

LOAP Aty (Select or typa bo Outgong Claim Type (Select or typs b add more) |

2dd more)
F LM Aneourd -hams we s u-l

| View Fude Language... | [ ox || W_l

BIX1Z—TAdd Rule A #78 E At R Al



lssuance Transform Rules | lssuance Authonzation Fules | Delegation Authorization Fules |

Thee following transfom ries spaciy the clams that will be sent to the relying pasty.

Ordher  Fule: Hame Essued Claims
1 Mame i uid

[ AddRus.. | [ EdeRue_ | [ Remove Rus.. |

i#1£Send Claims Using a Custom Rule , #A#% & — T Next.



g Add Transform Claim Rule Wizard x|

Select Rule Template

Seps Sglect the bemplabe fior the clam e thal you want 10 creale from the fpllowing s, The descripbon provides
& Choose Fule Type deliady shout emch Clasm nule bemplate
@ Corfigure Clam Fule Ol rule bemplate

Sered Claers Using a Cusiom Fuls w
Caim rulle template desonphon

Lising & custiom rubs, you can creabe naes that con't be crealed with & nils template. Cusiom nues e
writer inthe AD F5 clam nie brousge. Capabdiees that meguirs cusiom niles includs

+ Sending clawms from & 50U atvbute shors

+« Sandng claems bom & LDAF siirdbule shore using & custom LDVAF fller

» Sersching claims bom & cuom siribuls shone

+ Saruciing claers only whan 2 or mon incoming claima are present

+ Sending clasms only when an ncoming claim vale malches & complex pattem:
« Sending claimes with complen changes to an incoming claim value

+ Lrasing cleems bor uss only in leler rules

El‘[% A Cluster_Side_Claim_Rulefy B E& R A,

RUEEERERAREPEREI LA, B , IREXFFERTRESIR  WERLEFR
, EEEBUAIESSORR Al KB :

c:[Type ==

"http://schemas. m crosoft.com ws/ 2008/ 06/identity/clains/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/cl ai nproperties/nanmequalifier"]

= "http://<ADFS FQDN>/ adf s/ conf adf s/ servi ces/trust",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
" <CUCM Pub FQDN>");

c:[Type == "http://schemas. nm crosoft. com ws/ 2008/ 06/identity/clai ms/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/cl ai nproperties/nanequalifier"] =
"http://AD. fhlab. conl adf s/ services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"cnpubhcsc. f hl ab. cont') ;

#— T Finish A&,



http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://AD.fhlab.com/adfs/services/trust
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

You can & cusine claim ruls, such 33 3 eule thal segunes multipls incoming claims of Bl edacty
clpiemg om0 afirkate sbore. To configure B cusbom ruls. Byes ong o mom oplional condiiors and n
BRance salement using the AD F3 claim rubs languace.

Claim rule name:

[Cluster_Sade_Claim_Flie

Flule bemplate: Send (laims Using & Custom Fule

Cusiom suls:

e [Type ==
“httpr//achenss.microsoft. comfwa /2008, 0EF identity S claime fwindowsaccoust
naze™]

=y igsue(Iype =

"EELRE S/ BELERAS . MRl S58D . 000 wE 2005505 Ldean iy e lains S aane L el 10",
Issuer = c.Issuer; Originailssuer = c.Originallssuer, Value = c.Valoe;
ValueType = c.ValueType, Fropercies

["heopr/Sachesmas. Xl scap - o waS 2005/ 05/ Ldenticy/claleproperties/ forsat
=] = “urmicasiscnames;te:SAML: 2. 0nameid-formatitranaient™, Properties
["heep: /S achemay. Xl 8o - 00 wa/ 2005 05 Ldenticy/ clalepropE st Les / naSEgO
alifiec®] = “hetp://RD.fhlab.com/adin/services/orant™, FProperties
[hrp://fache=as . rel scap - oog/was 2005/ 05/ idencicy/ claleprope rTie/ Sponane
qaalifier®] = “cmpubhcsc. fhlab.con”) ;|

B, ERIEADFS LEZMER A, #— T ApplyMOKEIEAR AR E,



smaance Transfom Fues | jssuance Authorzation des | Delsgation Authorzation Fues |

The folowing transfom nues specify the clames that wil be sent 1o the relying party.

Cirdler  Fuls Nama haued Clama
1 HamelD usd
F Ohuster_Side_Claim_Fuls «Soe clam s>

CUCMBRE B R IN#T 18 BADFSH ZEEFRES

File Action View Help
edmBDcz Bm »enn
& Services (Local) _I
Active Directory Federation wpti
Services
Steg the service o Enables Active Directory Feders...  Running
St the servic 4 Active Directory Web Services This service provides a Web Ser—  Runming  Automatic Local System
4 App Fleadiness Gets apps ready for use the first .. Msnasl Lecsl Systerm
Deseripion: ) 2 Application Experience Processes application compatib_. Munual (Trigger Start) Lol System
E""!‘“m"mw £, Application Host Helper Service Provides sdministrative services_ Running  Automatic Local System
4, Application identity Determines and verifies the ide... Manual (Trigger Start) Lol Service
4 Application Informaticn Facilitates the ranming of intera_ Muanual (Trigger Stast) Lol System
4 Application Layer Gateway Serdce Provides support fior 3rd pasty p— Manual Local Service
{4 Application Management Processes installatson, removal, — Maral Loscal Systern
4 AppX Deployment Senice (AppXSVC)  Provides infrastructure support ... Manial Lecad Systern
4, ASPINET Seate Service Provides support for out-of-pro_ Manual Hetwark Service
4 Background Inteligent Transler Service  Tranaders files in the backgrown... Manial Local Systern
% Background Tasks infrastructure Sendoe  Windews infrastructisne service .. Runming  Automatic Lecald Systern
(4, Baze Filtering Engine The Base Filtering Engine (BFE) i. Running  Automatic Local Service
{4 Certificate Propagation Copies uter cetificates and reo..  Runming  Manual Local Systern
{4 CNG Ky Isolation Thee CNG ke isolation senvice s Funning  Manual (Trigger Start)  Local System
£ COM= Event System Supports System Event Notifica..  Running  Automatic Local Service
4 COMe Systern Application Muanages the configurstion snd... Running  Manual Local Systern
4 Cemputer Brewter Muantsing an updated list of co.. Derabled Lical Systern -
<] = I »
' Extended A Standard

BB BEFBEADFSHRE. Ef2IMGRE-EET 2>k,
IDP# &%



BEEMNCUCMEHRBEARMMNIIPHER . EAXMLERERIRLER, BERELZEADFSHMA

JONTT

fR2s EHITH SR,
efox A=
I,_l_.,LhtrustedCu'rectim xl'mmmtpm ><1+.
- ¥ s )] ad0 '.1.idenkity‘:'e..us_ FederationMetadata)2007-06/FederationMet adatz Ly | | E] = Google pe | ﬂ > -‘ ﬂ‘
[2) Most visited © | Getting Started | Suggested Sites | | Wb Shice Gallery
: T .,/ : | =
] Opening FederationMetadata.xml | x| buk we can't confirm thet your J
You have chosen to open: Hentification to prove that vou
- FederationMetadata.xml po-
which is: XML Document
from: htkps:jfad0a.identitylab.us
ban that someone is trying to
- What should Firefox do with this file?
" Open with IInternet Explorer (default) j
+ Save File
™ Do this automatically For files ke this from now on.
b this site’s identification. Even
() Cancel | rmpering with your
Don't add an exception unless you know there's a good reason why this site dossn’t use trusted
identification.
| Add Exception_ |
=

B, BEEFEAFirefox B ERFEZBADFS(IdP) A T E|XMLERE R, BIRURIERSE

0N

https://<ADFS FQDN>/FederationMetadata/2007-06/FederationMetadata.xml , 3 #% % 5% & Kl 1E
B A 1th B R R,

B , B ZCUCMEL & Esystem Menu > SAML Single Sign-OniZ ¥,
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sunkcations Solutions farfar Saarch Decyrmentation Aoyt Lot

c R s~ Advenced Featerss ~  Devicr =  Applcatins ~  Uber Macagement = Byl Admnatralion = Help =

————— -

Phgng NTF Refenpsce
DateTres Qrous

BLF Presence Grpup Wm
Bl Informatns o
Dhtsvioe: Pool
o T ., mctive gy, Plesns snber your pesrch ofteris using the cptions above.

where Nama | begrs weh | || Find || Claar Fiker || 3 | =

LML Sage Sopn-0a

Craa-Oirigin Besource Sharng
{CORS)

Lot#en ko ¥
L ]
Prrpaacal Lacsbon

SRST

Erterpimie P iveters
Erdemrae Prang Con figairabon
Faraicy Parprateny

Loty [3
Appicaton Server

Licenging "
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E911 Ledasged
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2% Pind and Ut Usirs » | 2% 54 singhe Sgnon s |:22% Pind and sk LDWP Dvectorins |+ |
= B oot comadwndsaritangesgnon.ds e B - cook 2 B 4+ #
alialie  Cisco Unified CM Administration ISP = sco Uifie d CM Adminastration = m
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r Test SSO Setup

This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run
on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
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!5 Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
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1. BUEIZH Enable Kernel-mode authentication,
2. TEREBERERERE.
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Internet Information Services (IIS) Manager

® (@ » AD » Sites » DefaultWebSite »

File View Help

Q- |38
)} Start Page
4-93 AD (FHLAB\administrator)
2 Application Pools
4- 8| Sites
p & Default Web Site

0 Authentication

Group by:  No Grouping e

Configuration: ‘localhost” applicatios

MName * Status Response Type
hnonquus.mhenti(.lt'mn Enabled
ASP.NET Impersonation Disabled
Forms Authentication Disabled HTTF 302 Login/Redir
Windows Authentication Enabled HTTP 401 Challenge
Advanced Settings K |

Extended Protection:

Off w

Clich i i - i

[+ Enable Kernel-mode authentication

By default, IS enables kernel-mode authentication, which may improve
suthentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your environment and the

apphcation pool is configured to use a custom identity,

Cancel

ADFS[E i3z #Kerberos NTLM

Ii Click here to learn how to
configure Extended
Protection

Disable

Advanced Settings...

Providers...
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iy Start Page . configure Extended
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493 AD (FHLAB\sdministrator) Py Ne rfuwng Protection.
32 sgpction Poc R
4-[8) Sites Anonymous Authentication Enabled
b €D Default Web Se ASP.NET Impersonation Disabled Disable
Forms Authentication Disabled HTTP 302 Login/Redir Advanced Settings...
Windews Authentication Enakbled HTTP 401 Challenge Prowiders. ..
Providers (= |
Enabled Providers:
Megotiate
NTLM

a
- . Select a provider from the list of available providers and click Add
| Features View |1 to add it to the enabled providers.,

Cenfiguration: "lecalhest” applicationHost.config, <location path="Default

Available Providers:

Bt iEMicrosoft Internet Explorer

#4RZHInternet Explorer > Advanced > Enable Integrated Windows Authentication.



General | security [ Privacy | content | Connections | Programs | Advanced |

Settings
() Do not submit unknown addresses to your auto-search pri »
@ Just display the results in the main window

AL Security
Allow active content from CDs to run on My Computer™®
Allow active content to run in files on My Computer™
] Allow software to run or install even if the signature is inv:
Check for publisher's certificate revocation
Check for server certificate revocation™®
V] Check for signatures on downloaded programs
| Do not save encrypted pages to disk r
Empty Temporary Internet Files folder when browser is d{H
Enable DOM Storage
Enable Integrated Windows Authentication™
[¥] Enable memory protection to help mitigate online attacks™® ™

4 | 10 | r
*Takes effect after you restart Internet Explorer
| Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default | — |
condition.

You should only use this if your browser is in an unusable state.

OK | Cancel | Apply
#ESecurity > Intranet zones > Sites T3 #ADFS URL
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