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- ILS Authentication

Use TLS Certflicates

# Use Passwood
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Confirm Password * —

Rote: If you ane using CA Signed Identified Certificates without exchangeng certificabes, the Password must be provisioned with “Use TLS Certificate®
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¥ Use TLS Certificates
Use Password
Passwond *

Confirm Password ®  sssssssassssasasssnsnnsns

Mobe: If you are using CA Ssgned Identified Certificates without exchanging certificates, the Password must be provisionsd with “Use TLS Certificate”™
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BILERE  BRESZEZERATLS, ECUCMEER |, EfZIMikIhsE> ILS Configuration. £
ILS ConfigurationfR B , EHILS Authentication F#JUse TLS CertificatesBEL 5 #.-

= ILS Authentication =
¥ Use TLS Certificates
Uge Password
Password * R

- " - 1 ]
Confirm Password R

Nobe: IT you are using CA Sgned Identified Certficabes without exchanging certifcates, the Password must be provissoned with “Use TLS Certifscate
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00154617. 001 | 16:58:42.888 | Applnfo |IlsD IlsHandl er: Ils::wait_Sdl Connectionlnd(): New
connecti on accepted. DeviceNanme=, TCPPid = [1.600.13.5], |PAddr=10.106.104.201, Port=37816
Control |l er=[1, 20, 1]

00154617. 002 | 16:58:42.888 | Appinfo |11sD Ils::Connectlnd TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 201: 37816), Local | P/ Port (10. 106. 104. 220: 7502) (10. 106. 104. 201: 37816)

00154618. 012 | 16:58:42.889 | Applnfo |11sD ::Connectlndlnner Server Connection to



Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢457), TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 201: 37816), Local | P/ Port (10. 106. 104. 220: 7502) TLSReq(f) establi shed

RESTZHHEBHE :

00145095. 017 | 16:58:42.878 |Applnfo |Il1sD Ils::ConnectReq(): Requesting Connection to
| pAddr ( 10. 106. 104. 220), | pPort(7502), TLSReq(f)

00145095. 018 | 16:58:42.878 | Applnfo |IIsD Ils::ConnectReq() Pub | P/ Port(10.106.104.220: 7502)
Pri 1P/ Port(:7502) TLSReq(fal se)

00145095. 024 | 16:58:42.879 | Applnfo |11sD Ils::processConnectReq Initiating non-TLS Connection

00145096. 001 | 16:58:42.881 | Applnfo |11sD Ils::ConnectRes() appCorr(1029) TCPPi d([1, 600, 13,
5]), Peer!| P/ Port(10.106.104.220: 7502), Local | P/ Port (10.106.104.201: 37816) TLSReq(f) found

00145096. 002 | 16:58:42.881 | Applnfo |11sD DEBUG 0000FAQE): Cient Connection to
peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) i pPort(7502) TLSReq(f) succeeded

00145097. 010 | 16:58:42.896 | Applnfo |IIsD ::Connectlndlnner starting to

Peer 1 d( 77¢59d0960cc4f dc959168a3d686a6de), TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 220: 7502), Local | P/ Port (10. 106. 104. 201: 37816) TLSReq(f) establi shed

SXFRWAEMBP L , BEHRABBTEEM KR

DecryptDatask B , &0 B #&# B ILSPwdAuthenticationFailed & #i 3k '~ 85 T PTHL

REERBABRHER

00155891. 005 | 17:25:26.197 |Applnfo |I11sD IlsHandl er: wait_Sdl Datal nd EncrUtil:: decryptData
failed. DeviceNane=, TCPPid = [1.600.13.7], |PAddr=10.106.104.201, Port=40592,
Controller=[1, 20, 1]

00155891. 006 | 17:25:26.197 | Applnfo |I1sD wait_Sdl Datal nd sendi ng ILSPwdAuthenticationFailed
alarmw th | PAddress= 10. 106. 104. 201; nAl ar nedConnecti ons count= 1
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00000901. 001 | 15:46:27.238 |Applnfo |IIsD Ils::VerifyCertificatelnfo(): peer certificates are
in certificate store

00000902. 008 | 15: 46:27.240 | Applnfo |I1sD ::Connectlndlnner Server Connection to
Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢c457), TCPPid([1, 600, 17, 4]),
Peer | P/ Port (10. 106. 104. 201: 60938), Local | P/ Port (10. 106. 104. 220: 7501) TLSReq(t) establi shed

REDXHBFHR

00000646. 001 | 15:46:27.189 |Applnfo |IlsD Ils::VerifyCertificatelnfo(): peer certificates are
in certificate store



00000647. 006 | 15:46:27.199 | Applnfo |11sD ::Connectlndlnner starting to
Peer1d(77c59d0960cc4f dc959168a3d686a6de), TCPPid([1, 600, 17, 3]),
Peer | P/ Port (10. 106. 104. 220: 7501), Local | P/ Port (10. 106. 104. 201: 36115) TLSReq(t) established

EREH , AR+ 0N Tomcat@ BAREAR 59X

"X EE L RAPOARERNEFRE RN,
RETZHHBHE :

00001821. 000 | 16:34:01.765 | Applnfo |[1, 600, 17, 5]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220: 7501

00001822. 000 | 16:34:01.765 | Applnfo |[1, 600, 17, 5]: Handl eSSLError - Certificate verification
failed for 10.106.104.220: 7501

00001827. 002 | 16:34:01.766 | Applnfo |IIsD Ils::wait_Sdl Connect ErrRsp sendi ng
I LSTLSAut henticationFailed alarmwi th Clusterl = 10.106. 104. 220; mAl ar mredConnecti ons count= 1

00001827.004 | 16:34:01.770 | Applnfo |11sD ERROR(000005C9): Connection to
peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) i pPort(7501) TLSReq(t) failed
ConnReason( 1)

HLH , BAREFOLEAD XN Tomcat® &

REERFHWEFETNERCHRE  BTRAHRBRFFINIIFTE , CEFRYSEREFAQEFPH
FQDN,

REERB[OBEFTHER -

00003366. 001 | 17:06:30.877 |Applnfo |CertUil Ils::isCertlnLocal Store X509 _STORE get by_subj ect
failed.

00003366. 002 | 17:06:30.877 |Applnfo |IlsD Ils::VerifyCertificatelnfo(): certificate is not in

the local store and the FQDN (cucnill. adfs.ucce.com is not in the peer info vector, closing the
connecti on

00003366. 003 | 17:06:30.877 |Applnfo |IIsDIls::VerifyCertificatelnfo(): sending
| LSTLSAut henti cati onFailed alarmfor C usterl= cucnill. adfs. ucce.com nmAl ar nedConnecti ons count =
1

00003366. 004 | 17:06:30.882 |Applnfo |I1lsD IlsHandl er: C ose Req. DeviceName=, TCPPid =
[1.600.17.16], |PAddr=10.106.104.201, Port=39267, Controller=[1, 20,1

7553 ILSEEM B RE S 4T
SXERABEBRREORENTLSH IR 0

REERFNBEFRER

00000211. 001 | 08:06:58.798 |Applnfo |CertUtil Ils::isCertlnLocal Store X509_STORE get _by_subj ect
failed.

00000211. 002 | 08:06:58.798 | Applnfo |IIsD Ils::VerifyCertificatelnfo(): peer certificates are

not in certificate store but Root CA signed certs are uploaded locally



00000212. 001 | 08: 06:58.803 | Applnfo |EncrWil Function: decryptData at |ine 163 succedded
00000212. 002 | 08: 06: 58.803 | Applnfo |EncrWil Function: decryptData at |ine 165 succedded
00000212. 003 | 08: 06: 58.803 | Applnfo |EncrWil Function: decryptData at |ine 168 succedded
00000212. 004 | 08:06:58.803 | Applnfo |EncrUtil decryptData: inlen 1956, outlen 1949 succeed
00000212. 012 | 08: 06:58.804 | Applnfo |11sD ::Connectlndlnner Server Connection to

Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢457), TCPPid([1, 600, 17, 1]),
Peer | P/ Port (10. 106. 104. 201: 56181), Local | P/ Port (10. 106. 104. 220: 7501) TLSReq(t) establi shed

RESTZHHBHE :

00000064. 000 | 08: 06: 58.802 | SdI Sig | Sdl Connect Rsp

| wai t | 1'l's(1, 600, 20, 1)

| SdI SSLTCPConnection(1, 600,17,1) |1,600, 16, 1. 1r*"* | *TraceFl agOverr ode
00000064. 001 | 08:06:58.802 | Applnfo |CertWtil Ils::isCertlnLocal Store X509 _STORE get by _subj ect
fail ed.

00000064. 002 | 08:06:58.802 | Applnfo |IlIsD Ils::VerifyCertificatelnfo(): peer certificates are

not in certificate store but Root CA signed certs are upl oaded |ocally.

00000064. 004 | 08: 06: 58.802 | Applnfo |I1sD DEBUF 00000407): Cient Connection to
peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) i pPort(7501) TLSReq(t) succeeded

00000065. 010 | 08: 06:58.812 | Applnfo |I11sD ::Connectlndlnner starting to
Peer 1 d( 77¢59d0960cc4f dc959168a3d686a6de), TCPPid([1, 600, 17, 1]),
Peer | P/ Port (10. 106. 104. 220: 7501), Local | P/ Port (10. 106. 104. 201: 56181) TLSReq(t) establi shed

HiZKH , AN TomcatBREEEEN
REFOWARE R INEERRENRERT LY,
REEMRBEBW AR

00000103. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)-
self signed certificate for 10.106.104. 201: 52124

00000104. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.201:52124

00000106. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - TLS protocol error(ss

reason code=internal error [68]),!1ib=SSL routines [20],fun=SSL_clear [164], errno=0 for
10. 106. 104. 201: 52124

ERAY , ERERFNTomcatBBREBEEN
REZXHARERFLOEEERENEETRE R,
REDXHBFHR

00000064. 000 | 12:44:19.641 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220: 7501

00000065. 000 | 12:44:19.641 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.220: 7501



00000067. 000 | 12:44:19.641 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - TLS protocol error(ssl
reason code=bad nessage type [114]),1ib=SSL routines [20], fun=ssl 3_get_server_hell o [146],
errno=0 for 10.106.104.220: 7501

BEE : UL RAIPHBENEBRERON D ZEE ALER K BHEE,

7 EARILSREM BRES
EEARRISORBUCEVNERDAITLISEGRRER , 2 XCHIERBIPO.

ARG S B E S R EFEEPeerinfoVectorh B R IRIREIEERNFQDN, RBEBHRFTH
EYIRBITLSE |, HEEP S ER"X509_STORE_get_by_subject failed"$852 , E BtomcatEERE
XXEA, BER , R "FQDN{IAPeerinfoVector, , HItEFEMFEATLSIES,

;E ﬁ %ﬁ'x’i%ﬁﬂg H wt,\)ﬂl_EQ

00000169. 001 | 19:41:50.255 |Applnfo |CertUtil Ils::isCertlnLocal Store X509_STORE get _by_subj ect
fail ed.
00000169. 002 | 19:41:50.255 |Applnfo |IlIsDIls::VerifyCertificatelnfo(): FQDNis in

Peer | nf oVect or

00000169. 003 | 19:41:50.255 |Applnfo |IlsD IlsHandler: 11s::wait_Sdl Connectionlnd(): New
connecti on accepted. DeviceNane=, TCPPid = [1.600.17.1], |PAddr=10.106.104.201, Port=51887,
Control ler=[1, 20, 1]

REDXHWHFERER

00000072. 001 |19:41:50.257 |Applnfo |CertUil Ils::isCertlnLocal Store X509 _STORE get _by_subj ect
fail ed.
00000072. 002 | 19:41:50.257 |Applnfo |IIsDIls::VerifyCertificatelnfo(): FQDNis in

Peer | nf oVect or

BERERVAITLSHORBRAFTEHAREE , ERAK CRAERRS ORBRCEILNER.

REZXHARERFLEERRENEETRE RN,
RES XMW BRHER

00000151. 000 | 12:29:18.600 | Applnfo |[1, 600, 17, 2]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104. 220: 7501

00000152. 000 | 12:29:18.600 | Applnfo |[1, 600, 17, 2]: Handl eSSLError - Certificate verification
failed for 10.106.104. 220: 7501

YRATLSHOREBE , BREAY , AR5 XAAEEEREE CATRBIORBHCRINER,
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00000089. 000 | 09:32:27.365 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104. 201: 41295

00000090. 000 | 09: 32:27.365 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.201: 41295
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