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FECUCMIRA10.5 R EEhAH |, WIEERMIFEE R B R(CSR) W LA SIEHE M & /A& B(SAN)H
e R,

1. Tomcat - CUCMAIIM&P

2. Cisco CallManager — £CUCM

3. Cisco Unified Presence — ] & 7& 31 B FI iR B83& FA 13 &€ (CUP-XMPP) — R IM&P

4. CUP-XMPP R FRES IR AR 25(S2S) — f£BRIM&P
HEUMAFERCAR BN REEGHE, AE—ECSRHCAZE , MARERKRSE MRS HE
8CSR , AR ASEICSREE —ECAZENBELEREE,

AR TE
S,
ZAZ|PublisherfV E £ RFE(OS)EE , RAEEMIRL>BREE>ERCSR,

Generate Certificate Signing Request
[5.; Generate B Close

—Status

:5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSA for that type

~Generate Certificate Signing Request

Certificate Purpose® [tomcat |
Distribution * I cs-ccm-pub. ~.com ~|
Common Name® cs-cem-pubaaa L .com

Subject Alternate Names (SANs)

Parent Domain | com
Key Length*® I 2048 ;l
Hash Algorithm * [SHazss =l

Generate | Close |

@ *- indicates required item.

S B2.
iZ3$ZEMulti-Server SAN in Distribution,



Generate Certificate Signing Request

E% Generate E} Close

—Status

:_.,'5 Warnming: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

- Generate Certificate Signing Request

Certificate Purpose® [tomcat

=
Distribution ¥ [ es-cem-pub.. .com |

Common Name* |I‘—"='DCH"-Eub-\—_.=:nm l-

Subject Alternate Names (SANs)

Parent Domain I com
Key Length® | 2048 -]
Hash Algorithm* | sHazss =1

Genarate I Close |

@ *_ indicates required item.

T8 B EIEFRSANE MR,

Ea B TomcatRESIE TEHNATEHY : CallManagerfyFTACUCMMIMEPEI 95 E  EHHT
CUCME %,



[@;m [T close

- Status
.-!5 Warning: Ganerabing a new CSE for a specific certificate type will overnsynite the exsting CSR for that type
—Generate Certificate Signing Request
Certificate Purpose ™ | romecat =l
Distribution™ | Multi-server(SAaN) =
Commen Name* |cs-ccm-pub. smsss.com-ms
Subject Alternate Names [SAMNs)
Auto-populated Domains  [ceccom-pub, com
ce-corm-sube com
cE-imp. sz, com
Parent Domain | com
Other Domaing - Browes_ I Mo file selacted.
Flease import .TXT file only.
For more informabion please refer to the notes in the
Help Section
[ _* add |
Key Length* [z048 =l
Hash Algarithm* [sHazse =l

@ *. indicates required item.

SR3.

#—T Tgenerates , —EHCSRE4X , FHEFRCSRHAJIEHWAIEEIH L 28 RE "Successful CSR
exporteds FEH,

E)_,’eum Em

@ Success: Certificate Signing Request Generated

[‘9 C5R export operation successful on the nodes [cs-ccm-sub.vessss.com, cs-com-pub. wmsess.com, cs-imp. smee.com].

EFEEED , £EHSANES



Certificate List (1 - 15 of 15)
Find Certificate List where | Certificate v | begins with v| tomcat || Find | Clear Filter || 98 E
Certificate * Common Name Type T'fr?e Distribution Issued By
tomcat 115pub-ms EE————— RSA [ Multi-server(SAN -
tomcat 115pub-ms. N CA-signed RSA Multi-server(SAN) —
R4,

#—T "Download CSR., , AR BEBEAIE , A%RE—T "Download CSR.

alali,  Cisco Unified Operating System Administration

Cisco For Cisco Unified Communications Solutions

Show +  Seitings v Securty ~  Software Upprades ~  Sendces ~  Help -

Certificate List

Lg}__'mmm Eé Uplkad CestificateTetificate chain Ll_i'_i., Generats C5A lg'_l'uuwmmm

Download Certificate Signing Request
[il Downlad CsR [T} Close

=Status

H\ Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Reguest
Certificate Purpose™ | tomcat w|

| Download CSR Close |

@ *- indicates required item.

AT LAE A A i CATR AN ZBCA ( flEnVeriSign ) REFEZBCSR (EL—FHTHNER )

It 7R 5 B SR E FAMicrosoft Windows ServerfICARNELE S B, MR EME A TREHICAZAIECA |
IS BB5,

4

& Ahttps://<windowsserveripaddress>/certsrv/
i#1ERequest a Certificate > Advanced Certificate Request.
HECSRIERMN AR E R E|Base-64miEBEERMAL , REE— T Submit,

Usn this 'Wob sig 10 reguos! & conricale ey Wob biowser, o-mai Clomt, of it peogram . By wsng & Ccomicate, ou CIN sy your ety 1o Do o COmmunicain wilh ovor tho 'Web, sign and enorypl Messagos.,
andl, dependng upon the bpe of cefilcals yos egques], periom ofbes secunty Lasio

¥iou il wrbe ek Wb i i Siwekond & Cofificate sathonty {CA) Cofbhcatn . carfcali (San Or Criicals tnsaton S (CHLL oF o v The sk of & pending ol
Fif s ilcimmation sl Aftve Dissdiony Conleais Services, s Aot Dveciony Coniicals Sefvic s Do iisaslalom

Salect n tank:
Hequars] & corbfc atn
Wi the stabus of 8 poOng cortc i g
Do e 0 CA corvicaln Corlieake Chian, of CRL



BRI EFT R ERXCSRFE XK.

Submit a Certifcats Ryt of Reswal Fequest
T subemit s reguErs! 1o e CA, pasin a bassAdanended CMC of PECS 200 certrbe abe magues! on DKCS 27 T o by SIRECE (S0 @5 8 Wb sEve | n e Saeed Request b
Sawed Ragmst:

Poam—ed e ke 210 T DR R ik
ol S ey [Hai

(TMIC or f=xi
FECS Do
PRCE B}

Microsoff Actrve Directory Cerificate Senaces — vasank-DC1-CA

Certificate Pending

Your certificate request has been received, However, you must waitl for an administrator to issue the certificate you requested.
Your Request Id is 32.
Please return (o this web site in a day or two 0 retneve your certificata.

Hote: You must relurn with this web browser within 10 days o retrieve your cerbficate

S5,

X EETomcatBFE 28 , FRESSORECER, MREEASSO , AIXBEME
TomcatBFBEBX BETHEZAZANYEHRBASSO,

HKERER  BCARE LB Btomcat-trust, BAEERRE , ARENFEHRE (WREE ).

alimli.  Cisco Unified Operating System Administration

cisco For Cisco Unified Communications Solutions

Show * Selmngs T Socurity *  Software Upgrados T  Sonvices T Help T

1 a-mwwwli" wmml [§), consrmecsr (@] Downioaa csr




Upload Certificate/Certificate chain

2y voesa [ oo

—Status

Warning: Uploading a cluster-wide certificate will distribute it to all servers
in this cluster

=Upload Certificate/Certificate chaln

Certificate Purpose® [tomcat-trust o
Description(friendly

name)

Upload File | Choose File | certchain.p7b

| Upload | | Close |

6.

BE , BCUCMEBNHE LEATomeat , IRBEHNAMEHH RS IIE "Certificate upload
operation successfuly & , A FEFfR :

Upload Certificate/Certificate chain
Egl Upload [g Close

rStatus
Certificate upload operation successful for the nodes cs-ccm-pub.wessec.com,cs-
ccm-sub.” B L.Ccom, CS-IMp. S, COMm.

Restart Cisco Tomcat Service for the nodes cs-ccm-pub. ssee ' .com,c5-ccm-sub, el .com, cs-
Imp. st .com using the CLI "utils service restart Cisco Tomcat”.

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat =l
Description(friendly name) IEeIf—signed certificate
Upload File Browse _ | Mo file selected.

Upload | Close |

@ *_ indicates required item.

| | ¥

MCertificate Managements %I 7 ZERETSAN , W TEFTR :
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ertificate Viewer:" cs-ccm-pub. £ .com-ms” X
General I Details |

Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN)

Organisation (O) Cisco

Organisational Unit (OU) TAC

Serial Number 10:54:C2:6E:00:00:00:00:00:20

Issued By

Common Name (CN) s DC1-CA

Organisation (O) o -DC1-CA

Organisational Unit (OU) <Not Part Of Certificate >

Validity

Issued On 12/19/2014

Expires On 12/18/2015

Fingerprints

SHA1 Fingerprint DC:E3:9A:D6:F4:81:6F:A7: 38:4F:DB: 1B:AA:BF:CC:05:F5:AT:A3: 1A
MD35 Fingerprint 97:EA:6C:AD:91:12:88:0D:0E: 30:C9: 46: 54:89: 3E:59

CallManagerZ Al BR 2R SANRE ¥

#CallManager&Z £ , AIUTHELNIBRE, EEERRT , BBEXRNEE R CallManagerfiZh
» WNRCisco CallManagerfR#:8 B181T , LA LLEESHRBESANFE P RAS EMIBR

B HBREEeFESHEEMMTNERE, BERAFEACUCM/TVS/ITL/ICAPFE S EFM T/E
ZHHERE.,

ECAZEZMCUCM SANEEZ 20 , FHER :

- IPEFRAGEEEEERIFRB(TVS). EATNBBREFSRMEMHTTPS R HKERE, B



W, MRAFEFHERY , AIRTEFREETVSHRE.
- BRERERTENIELZLEATESER,

EMECERAEAENER  55EE Cisco Unified CM Administration > System > Enterprise
Parameters > Cluster Security Mode(0 == Non-Secure; 1 == Mixed Mode).

BE  NRERBEFTRBERNESERNER | BIXEEHCTL:TokenskTokenless,

ZEHCARBNEER  LAECHANDBHTENTRE T —EREZE

- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco TFTP

- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco CallManager

- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco CTIManager

- Cisco Unified Serviceability > Tools > Control Center - Network Services > Cisco Trust
Verification Service

RER: AR

L B AT R B BRI M B OF B2 % MARERSAN CSREKM LECAR R F S MBI MR
o

- CiscoE&0ST&API
. Cisco Tomcat

- IPTE & CertMgr B 5
- BEEIRE

EHEE

JBREERRID CSCurg7909 — L EZAFEREE T EMBRENEFNERRES
-Cisco#fzRID CSCus47235 - CUCM 10.5.2 CNARERFSANF FARACSR
B BHERRID CSCup28852 — EAZAMFRER , ARESEMH , BT EEE—RER

NMREFERENZSARRRE , EREUATHERTEREK

- EREBFEHER ITERBIEHESR  RERABDEFLERABEE. BERHEARS
CA% % , K AERAEN LR,

- MREBEFHETHEHE , A EERTSHEHHAFCSR,

- BFTRARBERAREABOR SR TUEEFNERERE., TRFERBAFHENH
CSRUBEFTH MM, (fFEEMEFFERBREHRID CSCuv75957 #iB itk IhaE,


https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
https://www.cisco.com/c/zh_tw/support/docs/unified-communications/unified-communications-manager-callmanager/118893-technote-cucm-00.html#anc8
https://community.cisco.com:443/t5/collaboration-knowledge-base/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur97909
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus47235
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup28852
https://tools.cisco.com/bugsearch/bug/CSCuv75957
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