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ASR1006-X )
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ZE ThREMIBRRTP,
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TRAMA

—ERFHHEFR , CUCMAGIERRIGRE , WEFERERT , CUCMBBESESE
4000 , {BEEME | 2 #EHERS12(32768-61000) T E#HRTP , EAFERER T2 T Clusterwide
Parameters T 19 Bk % 5| #{Duplex Streaming.

Clusterwide Parameters (Service)

Default Network Hold MOH Audic Source 1D * 1
Default User Hold MOH Audio Source 1D * 1
[@plex Streaming_Enabled *I

Debug CCSIP MessagesE 55 & i 28 L B~ A &5 1R 15 E (SDP)ZEWHSIP ACKHEE. , &
B HERMRTP HCUCM-IP-Address flPort 4000,

/1= 1] xxxxxxxxxxxx/ S| P/ Msg/ ccsi pDi spl ayMsg:

Received:

ACK sip: 6002@rout er - | P- Addr ess: 5060 SIP/ 2.0

Via: SIP/2.0/UDP CUCM | P- Addr ess: 5060; br anch=z9hG4bK4a424f ed85

From <sip: 65002@UCM | P- Addr ess>; t ag=4091~842780d9- 7186- 4740- ada2- 23e5d1b91316- 46404063
To: <sip: 6002@Rout er - | P- Addr ess>; t ag=2FF652- 51D

Date: Thu, 18 Apr 2019 19:59:50 GvVr

Cal |l -1 D: 3EDDDOE4- 614B11E9- 800D9CAB- C5465DB2@Rout er - | P- Addr ess

User - Agent: C sco- CUCML2. 0

Max- Forwar ds: 70

CSeq: 102 ACK

Al ow- Events: presence

Session-1D: 4978aa3900105000a000006chcbcf da2; r enot e=836b14b48c77bf €681c0780c54ab4091
Cont ent - Type: application/sdp

Content-Length: 191

v=0

0=Ci scoSystensCCM SI P 4091 3 I N | P4 CUCM | P- Addr ess
s=SIP Call

c=IN | P4 cucM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/ AVP 0
a=X-cisco-media:umoh
a=ptine: 20

a=rt pmap: 0 PCMJ 8000
a=sendonly

Show Call Active Voice Brief~ &8 RRTP B CUCM-IP-Address F1#400089 %3 FRXIBE,
RTP#® % — R ZR T HEZTRAHREE,

11EC : 3 3143250ms.1 (14:59:02.516 CDT Thu Apr 18 2019) +1960 pid: 0 Answer 6002 active
dur 00:47:29 tx:2330/391440 rx: 64875/ 10380000 dscp: 0 nmedi a: 0 audi o tos: 0xO vi deo tos: 0x0
Tele 0/0/0:23 (3) [0/0/0.23] tx:2803960/1263780/0ns g71lul aw noi se:-65 acom3 i/0:-60/-64 dBm

11EC : 4 3143250ns.2 (14:59:02.516 CDT Thu Apr 18 2019) +1950 pid:1 Oiginate 65002 connected
dur 00:47:29 tx:1686/269760 rx:2330/372800 dscp: 0 nedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0
IP CUCM-IP-Address:4000 SRTP: off rtt:1ns pl: 46150/ 0nms | ost:0/0/0 del ay: 55/ 55/ 65ms g711lul aw
Text Rel ay: off Transcoded: No ICE Of
medi a inactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a
Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a
Lost Packet Rat e: 0. 00 CQut OF Or der Rat e: 0. 00

Show VoIP RTP Connections#&RmtRTPE = £4000 , #&RemotelPH R A CUCM-IP-Address.

B AR AERTPR A E — KR,

T



show voip rtp connections
Vol P RTP Port Usage | nfornation:
Max Ports Avail abl e: 8091, Ports Reserved: 101, Ports in Use: 1

M n Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |In-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP Local I P
MPSS
1 4 3 16386 4000 Router-IP-Address
Address NO

Found 1 active RTP connections

RemoteIP

CUCM-IP-

(EFAEEEEER RN , W LABRRRERTPEIR FREME , AL+ , ©REERIE2458 , M2

4000 , FLRFERFEARY , BEFHRARBRR S,

Source Addrass A  Source Port Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms)
Remote IP Address 24588 Router IP Address 16386 OxG6c g711u 514 0({0.0%) 29.003

A ERTPRIRIE e

B INAEFE15.5(3)MO, 15.6(3)M6 IOSERA A 3| A,

Max Jitter Mean Jitter
1174 0.187

HIEARNERFBMEBER , ©EHARIRFIPMAL  RAEBRIFRNERE  EEEMEZTEE

£,

1. BERTPHFBEREREAMSIP., H.323. MGCPHMSCCP

2. Jtl:IjJ £1Z7£Debug VoIP RTP Error i T #iEE , UERERE BN RBE XM MERE

RTPHY B RS

AR LLDREERARA  EAEREREART, MRKERTEARBBES
RTP, EJJ?I-%& Ui%lﬂ:lﬂ EREMIOSIR A A e B FAME.
EERTHEEANRE AL IR , ZYREEREEFETR.

ARG

Configuration Term nal
voice rtp source-filter

FEHENTRIRA

¥ HAH.323:

BERREE

EEF AR LFAFH225 Asn17 T EI#openLogicalChannelAck , © = i 15 88 ih tit

0.0.0.0:0JE AR H#R.

H245 MSC OUTGOING PDU : : =

val ue Mul ti medi aSyst enCont rol Message ::= response : openLogicalChannelAck :

{
f orwar dLogi cal Channel Nunber 1



f orwar dMul ti pl exAckPar anmet ers h2250Logi cal Channel AckPar aneters :

{

mediaChannel unicastAddress : iPAddress :
{
network 'Router-IP-Address'H
tsapIdentifier 16404 (Router's UDP Port for the RTP)

}

mediaControlChannel unicastAddress : iPAddress :
{
network 'Router-IP-Address'H
tsapIdentifier 16405 (Router's UDP Port for the RTCP)

}
fl owControl ToZero FALSE

Recei ved openLogicalChannelAck has network and tsapIdentifier for the mediaChannel in zeros
whi ch means | P Address 0.0.0.0 and port 0.
H245 MSC INCOMING PDU : : =

val ue Mul ti medi aSyst enCont rol Message ::= response : openLogicalChannelAck :
{
f orwar dLogi cal Channel Nunber 2
f orwar dMul ti pl exAckPar anmet ers h2250Logi cal Channel AckPar aneters :
{
sessionlD 1
mediaChannel unicastAddress : iPAddress :
{
network '00000000'H
tsapIdentifier 0
}
mediaControlChannel unicastAddress : iPAddress :
{
network '00000000'H
tsapldentifier 1
}
}

Show Call Active Voice Brief 78 /RRXME |, HiRixIPib it FMIEZLE £0.0.0.0:0,

11F5 : 21 18903090mns.1 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:2 Answer 6002 active
dur 00:00:43 tx:376/63168 rx:899/137074 dscp: 0 medi a: 0 audi o tos: 0x0 vi deo tos: 0x0
Tele 0/1/0:23 (21) [0/1/0.1] tx:35340/14230/0ms g711lul aw noi se:-68 acom3 i/0:-64/-63 dBm

11F5 : 22 18903090mns.2 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:1 Oiginate 36004 active

dur 00:00: 43 tx: 152/ 23047 rx:376/60160 dscp: 0 nmedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP 0.0.0.0:0 SRTP: off rtt:Ons pl:0/0ms | ost:0/0/0 delay:0/65/65nms g711lul aw Text Rel ay: off
Transcoded: No ICE: Of

nmedi a i nactive detected:n nmedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Cut OF Or der Rat e: 0. 00

Local UUI D:

Renot eUUI D:

VRF:

Show VoIP RTP Connections#$RmtRTP#IRemotelP JR:430.0.0.0:0 , Ht R HSEHERGZHEMN
RTP,



Vol P RTP Port Usage | nfornation:
Max Ports Avail abl e: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not confi gured

M n Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |In-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP Local I P RemoteIP
MPSS VRF
1 22 21 16404 0 Router-IP-Address 0.0.0.0
NO NA

Found 1 active RTP connections

BBEEEREE , BB ERRTPHE, EAESF , KR EFE24608 FICUCM-IP-
AddressTi 2 E4FE0MIP{10.0.0.03= W ZiH .

[ oK ) Wireshark - RTP Streams - H

Source Address 4 Spurce Port Destination Address Destination Part SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
CUCM IP Address 24608 Router IP Address 16404 0x676 g711u 1095 0(0.0%) 30.214 3.567 0.759

Debug VolP RTP Error # R £ CUCM-IP-Address i~ 20.0.0.08 B ERN R HSNEHE , B
e RBBRERE.

voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P-Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P-Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

HRASIP:

Debug CCSIP MessagesTE T = & HE5 EHERSIP ACKEE. |, B HEBIBSDP#EE | 5 R HESH
2 #£CUCM-IP-AddressflPort 4000788 RTP,

[1- 1] xxxxxxxxxxxx/ S| P/ Msg/ ccsi pDi spl ayMsg:

Received:

ACK sip: 6002@rout er - | P- Addr ess: 5060 SIP/ 2.0

Via: SIP/2.0/UDP CUCM | P- Addr ess: 5060; br anch=z9hG4bK16712e94eda
From <sip: 65002@UCM | P- Addr ess>; t ag=5931~842780d9- 7186- 4740- ada2- 23e5d1b91316- 46404140
To: <sip:6002@0.201. 160. 54>; t ag=FE677E- E12

Date: Fri, 19 Apr 2019 23:53:48 GMI

Cal | -1 D 32798F13-623511E9- 805BC9D5- 801BF5C7 @Rout er - | P- Addr ess
User - Agent: Ci sco-CUCML2.0

Max- Forwar ds: 70

CSeq: 102 ACK

Al | ow Events: presence

Session-1D: 5fdd1bc300105000a000006chcbcf da2; r enot e=761410b40eed518a94bd5f 7bbccf be40
Cont ent - Type: application/sdp

Content -Length: 191

v=0

0=Ci scoSystensCCM SI P 5931 3 I N | P4 CUCM | P- Addr ess
s=SI P Call

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0



m=audio 4000 RTP/ AVP 0O
a=X-cisco-media:umoh
a=ptine: 20

a=rt pmap: 0 PCMJ 8000
a=sendonly

Show Call Active Voice Brief T2 B Rt CUCM-IP-Address:40001Z WRTPH X i% E R .

HARTPER ERE S —EE  RHLtERHEER,

11F0 : 29 16672630ns.1 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid: 0 Answer 6002 active
dur 00:00: 07 tx:169/28392 rx: 265/ 42400 dscp: 0 nedia: 0 audi o tos: 0x0 video tos:0x0
Tele 0/0/0:23 (29) [0/0/0.23] tx:4020/4020/0ns g711ul aw noi se:-74 acom 3 i/0:-64/-64 dBm

11F0 : 30 16672630ns.2 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid:1 Oiginate 65002 connected
dur 00:00: 07 tx:64/10240 rx:169/27040 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP CUCM-IP-Address:4000 SRTP: off rtt:Ons pl:3200/0ns | ost:0/0/0 del ay: 0/ 55/ 65ns g711ul aw
Text Rel ay: off Transcoded: No ICE Of

medi a inactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Qut Of Or der Rat e: 0. 00

Local UUI D: 5f dd1bc300105000a000006chchcf da2

Renot eUUl D: 761410b40eed518a94bd5f 7bbccf be40

VRF: NA

Show VoIP RTP Connections#$RmtRTPHIRemotelP JR ACUCM-IP-Address:4000 , 38 FHESHAE
RTP B & KR,

show voip rtp connections

Vol P RTP Port Usage | nformation

Max Ports Avail able: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not configured

Mn Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |n-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld Local RTP RmtRTP Local I P RemoteIP
MPSS VRF
1 30 29 16430 4000 Rout er - | P- Addr ess CUCM-IP-
Address NO NA

Found 1 active RTP connections

FRAESERS A , TARBRTPER LRBME , EALHF |, ©XKBELHRIE24634FHCUCM-IP-
Address , 4+ 2 CUCM-IP-Address:4000,

@ ® Wireshark - RTP Streams - SIPG22

Source Address 4 Source Port Destination Address Destination Part SSRC Payload Packets Lost Max Delta {ms) Max Jitter Mean Jitter
CUCM IP Address 24634 Router IP Address 16430 0x683 g711u 600 0(0.0%) 29.820 1.300 0.2n

Debug VolP RTP Error B/~ {E1824634MF 2E4000B2KELERERN TN ER , Rt eRBIBR
B

voip_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634



voi p_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634

HMRMGCP:

Debug MGCP Packets(FBzMGCPE X D) B RIS A M ENEE , REZFILEE R REF
Hﬁ%{ﬂg H%:' Faﬂo

When the call initially connects, it negotiates the nmedia capabilities through SDP.

MGCP Packet received from CUCM | P- Addr ess: 2427---> NMDCX 1324 S0/ SU1/ DS1-1/23@945-A. luiramn 2.1 ab
MECP 0.1 C DO00000002c4139b000000F500000008 I: 10 X: 17 L: p:20, a:PCWMJ, s:off, t:b8 M:
sendrecv

R D/ [ 0- 9ABCD* #]

S

Q process, | oop

v=0

0=- 16 0 IN EPN SO/ SU1/ DS1-1/23@945-A. luiram 2.1 ab
s=Cisco SDP 0

t=0 0

m=audio 23248 RTP/AVP 0

c=IN IP4 IP-Phone-IP-Address

<- - -

MGCP Packet sent to CUCM | P- Address: 2427--->
200 1324 K
< - -

Then when it is placed on hold, CUCMonly changes the direction of the media.

MGCP Packet received from CUCM | P- Addr ess: 2427---> NMDCX 1325 S0/ SU1/ DS1-1/23@945-A. luiran 2.1 ab
M3CP 0.1 C. D000000002c4139b000000F500000008 1: 10 X: 17 M: recvonly

R D/ [ 0- 9ABCD* #]

Q process,|oop

<- - -

MGCP Packet sent to CUCM | P- Addr ess: 2427--->
200 1325 &K
< - -

Show Call Active Voice Brief~ 2 ~RRTPE HIP-Phone-IP-Address: 23248/ i EHIRXIE R .

RARTPEE LRA S —EIPHL , FTAEHER.

11FD : 38 31140580ms.1 (19:24:46.254 CDT Fri Apr 19 2019) +0 pid:0 Oiginate connecting

dur 00:00: 36 tx:289/46240 rx:272/43520 dscp: 0 nmedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP IP-Phone-IP-Address:23248 SRTP: off rtt:1nms pl: 5440/ 70ns | ost:0/0/0 del ay: 0/ 55/ 65ms g711lul aw
Text Rel ay: off Transcoded: No ICE O f

medi a i nactive detected:n nmedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Cut Of Or der Rat e: 0. 00

Local UUI D:

Renot eUUI D:

VRF:
11FD : 37 31140580ns.2 (19:24:46.252 CDT Fri Apr 19 2019) +0 pid:0 Originate active

dur 00:00: 36 tx:272/ 45696 rx:1832/293120 dscp: 0 nedi a: 0 audi o tos: Ox0 vi deo tos: 0x0

Tele 0/1/1:23 (37) [0/1/1.23] tx:36630/36630/0nms g711lul aw noi se:-68 acom6 i/0:-65/-60 dBm

Show VoIP RTP Connections#RmtRTPFIRemotelP J < AIP-Phone-IP-Address:23248 , 3 H 28
HERTPRBZ KR,



show voip rtp connections

Vol P RTP Port Usage | nfornation:

Max Ports Avail abl e: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not confi gured

M n Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved In-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP LocalIP
MPSS VRF
1 38 37 16420 23248 Router-IP-Address
Phone-IP-Address NO NA

Found 1 active RTP connections

fEFAEERE=RE , WAARBRTPER LXREME , A&+ , ©REERIE246127CUCM-IP-

Address , 1 =IP-Phone-IP-Address:23248,

[ oK ) Wireshark - RTP Streams - MGCPG2

RemoteIP

IP-

Source Address Source Port ¥ Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms)
CUCM IP Address 24612 Router IP Address 16420 0x678 g711u 1021 0{0.0%) 44.307

Mean Jitter

Debug VoIP RTP Error # R~ £ CUCM-IP-Address(Ti 4 &IP-Phone-IP-Address)iE Bt E R &

AENERA , Ate/EERFRRE.

voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address

¥ HSCCP:

Debug SCCP Messagesf 7~ /U 4 B IR IFAR BRI BRI o

CUCMH 58 /R385 % H1 25 £ F CloseReceiveChannel ¥1StopMediaTransmission ] i Zlinactive /*

=8

SCCP:rcvd CloseReceiveChannel

Cl oseRecei veChannel Msg I nfo:

conference_id = 33554439, pass_through_party_id
0

33554541, call _ref

SCCP:rcvd StopMediaTransmission

St opMedi aTr ansmi ssi onMsg | nf o:

conference_id = 33554439, pass_through_party_id = 33554541, call _ref
0

A% CUCMIE ~EE F ¥ H 85 Fi OpenReceiveChannel ] #,

SCCP:rcvd OpenReceiveChannel

OpenRecei veChannel Msg | nf o:

conference_id = 33554439, pass_through_party_id = 33554542
nsec_pkt _size = 20, conpression_type = 4

qualifier_in.ecvalue = 0, g723_bitrate = 0, call_ref = 46404215

46404215, port_handling

46404215, port_handling



stream pass_through_id = 16777216, rfc2833_payl oad_type = 0

codec_dynani c_payl oad = 0, codec_node = 0

Encryption Info :: algorithmid 0, key_len 0, salt_len O

request edAddr Type = 0, source_ip_addr.i pAddrType = 0, source_i p_addr = CUCM-IP-Address,
source_port _nunber = 4000

audi o_l evel _adjustment = 0

SCCP:send OpenReceiveChannelAck
OpenRecei veChannel Ack | nfo
pass_t hrough_party_i d=33554542, status=0(ok), host_ip_addr= Router-IP-Address, port=16390

Show SCCP Connections# ~ripaddrflrportas 0.0.0.0:0;3% 23 HAERTP K BH &R0

show sccp connecti ons

sess_id conn_id stype node codec sport rport ripaddr conn_id_tx
33554439 33554542 np recvonly g711u 16390 0 0.0.0.0
33554439 33554540 ntp sendrecv g711u 16386 16384 10.201. 160. 54

Total number of active session(s) 1, and connection(s) 2

Debug VolP RTP Error /=~ £ CUCM-IP-Address(TfiF20.0.0.0y#¥EL ERN EHINERA ,
e REBRERE.

000147: Apr 24 11:49:22.499: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000148: Apr 24 11:49:22.519: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000149: Apr 24 11:49:22.539: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000150: Apr 24 11:49:22.559: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0. Recei ved addr: CUCM | P- Address

IOS-XEEEE ﬂﬁEHEEJ:B@RTP;JEﬁ%
EIOS-XEREZEERFANREEAR =,

1 AEEE
FERBERTRA
. ,“\}iiz—z
4. VolPE R ER 5 2 A FFRTPREAR FUR TR B 89 M — 5 74

FEHENTRIRA

¥ HAH.323:

ERALIHBER , MOHBWRTPTREER , BERCUCMEREEXEH Pt HIBZEREWN
openLogicalChannelAck’E E. , "“ﬁ** nE,

H245 MSC INCOMING PDU : : =

val ue Mul ti medi aSyst enmCont rol Message ::= response : openLogicalChannelAck :



{
f or war dLogi cal Channel Nunber 6

f orwar dMul ti pl exAckPar anet ers h2250Logi cal Channel AckPar aneters :

{

sessionlD 1
mediaChannel unicastAddress : i PAddress

{

network '00000000'H
tsapIdentifier 0

}

nmedi aCont r ol Channel uni cast Address : i PAddress :

{
net work ' 00000000' H

tsapldentifier 1
{# FAShow Call Active Voice Brief & {1{A{E IERXIEEE , URIRHBN G bt BIP 0.0.0.0:0 8] LA
BERNER.

11F3 : 17 8703830ns.1 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:2 Answer 6002 active
dur 00:15:22 tx:19014/9213600 rx: 1/ 3836010 dscp: 0 nedi a: 0 audi o tos: 0x0 video tos: 0x0
Tele 0/1/1:23 (17) [0/1/1.23] tx:158740/106870/0ms g71lul aw noi se:-68 acom22 i/0:-57/-61 dBm

11F3 : 18 8703830ns.2 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:1 Oiginate 55002 active
dur 00:15:22 tx: 19709/ 3836010 rx:46068/9213600 dscp: 0 nedi a: 0 audi o tos: OxB8 vi deo tos: 0x0
IP 0.0.0.0:0 SRTP: off rtt:Ons pl:0/0ns | ost:0/0/0 delay:0/0/0ms g711lul aw Text Rel ay: off
Transcoded: No ICE Of
medi a inactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a
Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a
Lost Packet Rat e: 0. 00 Qut OF Or der Rat e: 0. 00

FTE  IOSXEEAFRHRXHMTXTEES , RIEEF/ZT M VolP T ELE T Media Bulk-Statsdy
T, EFEE, KT TAESRNERREBHOME , HBERETETHEIERBRALDD
, WHEZHEEER,

Debug Voip FPI InoutF & ~Network Address Translation(NAT)Flag7E lt EBUE , RAEH
openLogicalChannelAckZF 7 588 , W LA H Eside:SIDE_A , rtp_type:0:ERH 7 IRE,

/1 18/ 7TF507F32800A/ VO PFPI : () : voi p_fpi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:0: send:0
recv:0

/ 118/ 7TF507F32800A/ VO PFPI : () : voi p_fpi _get_snd_rcv_enabl e_fl ag: destAddr == 0, rcv and send both
set to FALSE

show platform hardware qfp active feature sbc global | s Total packets dropped|Dropped

packets : FR—ER , HFIEMEERNS , HPAORBZEVWHEANER S EFIUHREFHEE

.

show pl atform hardware qf p active feature sbhc global | s Total packets dropped| Dropped packets:
Total packets dropped = 138512
Dr opped packets:

No associ ated fl ow =0
Wong source for flow =0
Ingress flow receive disabled = 138512
Egress fl ow send di sabl ed =0
Not conforming to fl owspec =0

¥ASIP

FASIPE , CUCMEESDPH % CUCM-IP-Address. Port 4000F 75 [o] 1 &8 /&8 14 X A&
a=sendonly , iS5 R HE A EWRTP,



v=0

0=Ci scoSystensCCM SI P 72019 3 I N | P4 cucM-IP-Address
s=SIP Call

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0

mFaudi o 4000 RTP/ AVP 0O

a=X- ci sco- nedi a: unoh

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendonly

a=sendonlyi& iR 88 5 M3 E AR S K HER R A Wrecvonly , EREEENATERINEE | ZEEMAR
FFRTPEB , ENfEE R B H MR

iE I 3%iE Debug VoIP FPI Inouti &,

/1 25/ 3EAF69800000/ VO PFPI : (): voi p_fpi _get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:2:RECVONLY
send: 0 recv: 2
/1 25/ 3EAF69800000/ VO PFPI : () : voi p_fpi _get _snd_rcv_enabl e_fl ag: recvonly mode - setting NAT flag

WMRBLEEERR , OEFFTRAREETTRANERS QBN  STSRANATERIE K L AE
B ESR | BATHRERRNR.

Debug CCSIP Messages# <7z It 7~ fla=sendrecv

v=0

0=C scoSystensCCM SI P 72019 3 I N | P4 CUCM | P- Addr ess
s=SI P Cal |

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0

mFaudi 0 4000 RTP/ AVP 0O

a=X- ci sco- nedi a: unoh

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendrecv

Debug VoIP FPI Inoutf R 588 /5 @ 2 5% & Artp_type:3:SENDRECV , HENATHFEINEE,

/127/ F56119000000/ VO PFPI : () : voi p_f pi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:3:SENDRECV
send: 1 recv: 2

H A8 ENATHEEE show platform hardware qfp active feature sbc global | s Total packets
dropped|Dropped packets : #RWrong source for flowf 2 R R E

4351- A#tshow pl at form hardware qgfp active feature sbc global | s Total packets dropped| Dropped
packet s:

Total packets dropped = 33496
Dr opped packets:

No associated fl ow =0

Wrong source for flow = 33196

Ingress flow receive disabl ed =0

Egress flow send di sabl ed =0

Not conforming to fl owspec =0

HHMGCP:

£ AMGCPHE , CUCM&&ix —fEMDCX , LXEE&“?”H%*DL%?%E@Tﬁ?ﬁﬁ’]ﬁﬁ%ﬁﬁ,Jtl:
IPi&thEEE%/zﬁEE& {BEMDCX2#& , RTPREER S —ERETRNEH.



BM:recvonly#{EiA BIFEE 85 HES , NATHRFEThEE R A -

MGCP Packet received from CUCM | P- Addr ess: 2427--->
MDCX 1529 S0/ SU1/ DS1-1/23@351-A. luiram 2.lab M3CP 0.1
D000000002¢4151d000000F50000000a

B

17

recvonly

D/ [ 0- 9ABCD* #]

process, | oop

<- - -

Debug VolP FPI Inoutf~ 1588 7 [ 5% 7 Artp_type:2:RECVONLY RINATREREI 8L | AHRTPIEB

o

QAEXTO

1130/ XxxxXXXXxxxxx/ VO PFPI : ():voi p_fpi_get_snd_rcv_enabl e_flag: side:SIDE_A, rtp_type:2:RECVONLY
send: 0 recv: 2
/1 30/ xxxxxxxxxxxx/ VO PFPI : ():voi p_fpi_get_snd_rcv_enabl e_fl ag: recvonly mode - setting NAT flag

MRBEEEER , OFTRAREET AENERS QBN , ST SRMANATEREIIE  YEE
BaSHESR , BATHREFRNR.

Debug MGCP Packets® ‘R Lt £85IMH : sendrecv,

M3CP Packet received from CUCM | P- Addr ess: 2427--->
MDCX 1530 SO0/ SU1l/DS1-1/23@351-A luiram 2.1ab MCP 0.1
D000000002¢c4151d000000F50000000a

B

17

sendrecv

D/ [ 0- 9ABCD* #]

process, | oop

< - -

Debug VolIP FPI Inoutf /= %88 5 5 2 5% B Brtp_type:3:SENDRECV , B ENATHREEINEE.

QAEXTO

/ 129/ F56119000000/ VO PFPI : (): voi p_fpi _get _snd_rcv_enabl e_fl ag: side: SIDE_A, rtp_type:3:SENDRECV
send: 1 recv: 2

B E ENATHREE, show platform hardware gfp active feature sbc global | s Total packets
dropped|Dropped packets : f~RWrong source for flowZf 7 FRIERBME

show pl atform hardware qf p active feature shc global | s Total packets dropped| Dropped packets:
Total packets dropped = 33596
Dr opped packets:

No associated fl ow =0
Wrong source for flow = 33296
I ngress flow receive disabl ed =0
Egress fl ow send di sabl ed =0
Not conforming to fl owspec =0

¥HASCCP:
Debug SCCP Messages# = /U 4 B IR IFAR BRI BRI o

CUCMH 58 /R385 % H 25 £ F CloseReceiveChannel #1StopMediaTransmission ] 3 2 3£ E By i
.



SCCP:rcvd CloseReceiveChannel
Cl oseRecei veChannel Msg I nfo:

conference_id = 33554436, pass_through_party_id = 33554500, call _ref = 46405010, port_handling =
0

SCCP:rcvd StopMediaTransmission

St opMedi aTr ansmi ssi onMsg | nf o:

conference_id = 33554436, pass_through_party_id
0

A% CUCMIE ~FE F ¥ B 85 -l OpenReceiveChannel £ 1T 1k 18

33554500, call _ref 46405010, port_handling

SCCP:rcvd OpenReceiveChannel

OpenRecei veChannel Msg | nf o:

conference_id = 33554436, pass_through_party_id = 33554501
nsec_pkt _size = 20, conpression_type = 4

qualifier_in.ecvalue = 0, g723_bitrate = 0, call _ref = 46405010
stream pass_through_id = 16777216, rfc2833_payl oad_type = 0
codec_dynani c_payl oad = 0, codec_node = 0

Encryption Info :: algorithmid O, key_len O, salt_len O
request edAddr Type = 0, source_i p_addr.ipAddrType = 0, source_i p_addr = CUCM-IP-Address,
source_port_nunber = 4000,

audi o_l evel _adjustment = 0

SCCP:send OpenReceiveChannelAck
OpenRecei veChannel Ack | nfo:
pass_t hrough_party_i d=33554501, status=0(ok), host_ip_addr= Router-IP-Address, port=8028

Show SCCP ConnectionsH ~ripaddrflrportas 0.0.0.0:0;38 25 FIERTPR B &Ko

show sccp connecti ons

sess_id conn_id stype node codec sport rport ripaddr conn_id_tx
33554436 33554501 np recvonly g711u 8028 o 0.0.0.0
33554436 33554499 mp sendrecv g711u 8022 8024 Router-I|P-Address

Total nunber of active session(s) 1, and connection(s) 2
Debug VolIP FPI Inoutf '~ & 88 75 [61 5% € Artp_type:2:RECVONLYFINATHREETI8E , REFRTPER

o

[ 118/ xxxxxxxxxxxx/ VO PFPI : () :voi p_f pi _get_snd_rcv_enabl e_flag: side:SIDE_A rtp_type:1l: SENDONLY
send: 1 recv: 0
/1 15/ xxxxxxxxxxxx/ VO PFPI : () : voi p_f pi _get_snd_rcv_enabl e_fl ag: side:SIDE_B, rtp_type: 3: SENDRECV
send: 1 recv: 2
1119/ xxxxxxxxxxxx/ VO PFPI : () : voi p_fpi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:2:RECVONLY
send: 0 recv: 2
11197 xxxxxxxxxxxx/ VO PFPI : () :voi p_f pi _get_snd_rcv_enabl e_fl ag: recvonly mode - setting NAT flag
/1 15/ xxxxxxxxxxxx/ VO PFPI : () : voi p_f pi _get_snd_rcv_enabl e_fl ag: side:SIDE_B, rtp_type: 3: SENDRECV
send: 1 recv: 2

12 ":OpenReceiveChannel# B A E R FE X B8 H SR EWRTP , MAEX R HRER
OpenReceiveChannelAckiEHICUCMEE W IEMA LB
StartMediaTransmission’H 2 AR E REE T B HBERTPEXIIEEN B F.

AR , MR IAKXHOpenReceiveChannel , %—E%iﬂﬂiﬁ“‘ﬁﬁ?,\?ﬁﬂﬂ
RTP(recvonly)# 5= , 215 R KX #iStartMediaTransmission , 2 —E& AERERE REX
RTP(sendonly)fy 5= , (EMR M E &R | ,\J%H"\sendrecvo



un SR 15 88 75 [6] 5% XE Asendonly=sendrecv , 3 AERTPZR B H AR , BITEAANATZSS , I Hshow
platform hardware qfp active feature sbc global | s Total packets dropped|Dropped packets : 7R
packets dropped,

BR: IREZAFRETEAMUUMRTP , MARBBESHEN b , BELER
recvonly , 8 7] LA Fvoice Service Voip T #nat force-on. SipRETEFEHILE, LAGITHEELE
¥ IF , BEBERMK CSCvo15141 .FF5RC(E , EEEAMRNSIP.

BL mREBFERBvoip TE Esip , RIEBEARAsdp , ERF AFFEW R recvonly RFPIE
FANATHREE DAL,

BR: REBAT , MRFUAZAHNNATEFER EEARAE , BliEshow platform hardware
qfp active feature sbc global T EEE K 3E [sERNENTABERNERS : MRBEALL
REZHNEREN , ERAAERELERNFURESR , BNRFESIHERTCP)AIEX EIFE
THRHBAHEMREE  EFEBTR.


https://tools.cisco.com/bugsearch/bug/CSCvo15141
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